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Meeting Agenda – Project 2008-06 
Cyber Security Order 706 Standard Drafting Team    

 
 

October 6, 2008 | 1–5 p.m. EST 
October 7, 2008 | 8 a.m.–5 p.m. EST 
October 8, 2008 | 8 a.m.–noon EST 
National Institute of Standards & Technology 
100 Bureau Drive 
Gaithersburg, MD 
Note: The conference call and WebEx information is provided in the table on page two. 

 
MMoonnddaayy,,  OOccttoobbeerr  66,,  22000088  

1. Opening Remarks — Michael Assante, CSO, NERC 
2. Review NERC Antitrust Compliance Guidelines — Harry Tom 
3. Welcome and Introductions — Jeri Domingo-Brewer and Kevin Perry 
4. Overview of NERC Standards Development Process — Gerry Adamski and Dave Taylor 
5. Review of CSO706 SAR — Dave Norton 

 
TTuueessddaayy,,  OOccttoobbeerr  77,,  22000088  

6. Overview of NIST Risk Management Framework — Keith Stouffer 
7. Comparison of NIST and NERC Cyber Standards — Keith Stouffer 
8. Project Roadmap — Jeri Domingo-Brewer 

 
WWeeddnneessddaayy,,  OOccttoobbeerr  88,,  22000088  

9. Project Roadmap Wrap-up 
10. Next Steps 
11. Plan future meetings schedule 
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Date Conference Call Information WebEx Information 
Monday October 6, 2008 at 
1:00 p.m. EST 

Conf Call dial-in number (732) 694-2061 
Conference Code: 12081006082 

Topic: Cyber Security SDT Kickoff Meeting 
Meeting Number: 711 925 616 
Meeting Password: standards 

Tuesday, October 7, 2008 at 
8:00 a.m. EST 

Conf Call dial-in number (732) 694-2061 
Conference Code: 12081007081 

Topic: Cyber Security SDT Kickoff Meeting 
Meeting Number: 713 677 232 
Meeting Password: standards 

Wednesday, October 8, 2008 
at 8:00 a.m. EST 

Conf Call dial-in number (732) 694-2061 
Conference Code: 12081008082 
 

Topic: Cyber Security SDT Kickoff Meeting 
Meeting Number: 712 239 082 
Meeting Password: standards 

 
Selected Standard Drafting Team Resources: 
FERC Order 706: 
http://www.ferc.gov/whats-new/comm-meet/2008/011708/E-2.pdf
 
MITRE Technical Report: Addressing Industrial Control Systems in NIST Special Publication 
800-53: 
http://csrc.nist.gov/groups/SMA/fisma/ics/documents/papers/ICS-in-SP800-
53_final_21Mar07.pdf  
 
Applying NIST SP 800-53 to Industrial Control Systems: 
http://csrc.nist.gov/groups/SMA/fisma/ics/documents/papers/Apply-SP-800-53-ICS-final-
22Aug06.pdf   
 
Managing Enterprise Risk in Today’s World of Sophisticated Threats:  
http://csrc.nist.gov/groups/SMA/fisma/documents/rmf-sz.pdf  
 
NIST Framework Overview Presentation: 
http://csrc.nist.gov/groups/SMA/fisma/documents/risk-framework-2007.pdf  
 
NIST SP800 Series Document Home Page: 
http://csrc.nist.gov/publications/PubsSPs.html  
 
Guide to NIST Information Security Documents:  
http://csrc.nist.gov/publications/CSD_DocsGuide.pdf  
 
NIST FISMA Implementation Project Home Page:  
http://csrc.nist.gov/groups/SMA/fisma/index.html  
 
Other NIST Presentations and Papers (including some of these): 

http://www.ferc.gov/whats-new/comm-meet/2008/011708/E-2.pdf
http://csrc.nist.gov/groups/SMA/fisma/ics/documents/papers/ICS-in-SP800-53_final_21Mar07.pdf
http://csrc.nist.gov/groups/SMA/fisma/ics/documents/papers/ICS-in-SP800-53_final_21Mar07.pdf
http://csrc.nist.gov/groups/SMA/fisma/ics/documents/papers/Apply-SP-800-53-ICS-final-22Aug06.pdf
http://csrc.nist.gov/groups/SMA/fisma/ics/documents/papers/Apply-SP-800-53-ICS-final-22Aug06.pdf
http://csrc.nist.gov/groups/SMA/fisma/documents/rmf-sz.pdf
http://csrc.nist.gov/groups/SMA/fisma/documents/risk-framework-2007.pdf
http://csrc.nist.gov/publications/PubsSPs.html
http://csrc.nist.gov/publications/CSD_DocsGuide.pdf
http://csrc.nist.gov/groups/SMA/fisma/index.html
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http://csrc.nist.gov/groups/SMA/fisma/ics/related_pubs.html  
 
DHS Catalog of Control System Security: Recommendations for Standards Developers: 
http://www.us-
cert.gov/control_systems/pdf/Catalog_of_Control_Systems_Security_Recommendations.pdf
 
GAO Report on TVA FISMA Audit:  
http://www.gao.gov/new.items/d08526.pdf
 
INL: A Comparison of Electrical Sector Cyber Security Standards and Guidelines: 
http://www.us-cert.gov/control_systems/pdf/electrical_comp1004.pdf  
 
INL: Recommended Practice: Creating Cyber Forensics Plans for Control Systems: 
http://csrp.inl.gov/Documents/Forensics_RP.pdf  
 
US-CERT Control System CERT Home Page:  
http://www.us-cert.gov/control_systems/index.html  

http://csrc.nist.gov/groups/SMA/fisma/ics/related_pubs.html
http://www.us-cert.gov/control_systems/pdf/Catalog_of_Control_Systems_Security_Recommendations.pdf
http://www.us-cert.gov/control_systems/pdf/Catalog_of_Control_Systems_Security_Recommendations.pdf
http://www.gao.gov/new.items/d08526.pdf
http://www.us-cert.gov/control_systems/pdf/electrical_comp1004.pdf
http://csrp.inl.gov/Documents/Forensics_RP.pdf
http://csrp.inl.gov/Documents/Forensics_RP.pdf
http://www.us-cert.gov/control_systems/index.html
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