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Agenda \

Critical Infrastructure Protection Committee

September 11, 2008 | 8 a.m.— 5 p.m.
September 12, 2008 | 8 a.m.—12 noon
Doubletree Hotel Seattle Airport

901 Dixon Road

Seattle, Washington 98188

1. Administrative Matters

a) Arrangements Stan Johnson
b) Announcement of quorum Stan Johnson
c) Procedures Stan Johnson

*d) NERC Antitrust Compliance Guidelines Stan Johnson
e) Parliamentary procedures Stan Johnson
f) Introduction of members, alternates, and associates Stan Johnson
g) Approval of agenda Barry Lawson

*h)  Approval of June 5-6, 2008 CIPC meeting minutes Barry Lawson

2. Information Items
a) CIPC Executive Committee Report Barry Lawson 20 min
1. Board of Trustees Highlights Barry Lawson
2. Electricity Sector Coordinating Council & PCIS/CIPAC Meeting  Bob Canada
3. Private Sector Exercise Bob Canada/Ron Niebo
b) NERC/ES-ISAC Report Stan Johnson 90 min
1. CIP standards Scott Mix
a. FERC Ruling — Rule 706
b. SAR Drafting Team
c.  Standard Drafting Team
d. CIPC Role
2. NERC Update
a.  Business Plan/Budget
b.  Cyber Security Summit (Washington, DC — September 23, 2008)
c.  Electromagentic Pulse (EMP) Commission Report  Stan Johnson/Wally Johnson
d. NERC Cyber Security Memo
e.  Chief Security Officer (Friday morning)
Boreas Vulnerability Update
Recent Incidents
FERC Situation Awareness
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3. Security Operating
a) ES-ISAC Working Group Larry Bugh
1. CIPIS Il Planning
2. Path Forward
b) Outreach Working Group Wally Johnson/Stan Johnson
1. NERC Alert Distribution Process
2. Review Flow Diagram/Process

4. Security Planning
a) Security Guidelines Working Group — Scott Webber
1. Updated Guidelines in Progress
*2. Revised Process Flow Diagram (will be sent under separate cover)
b) Control Systems Security Working Group Scott Mix
*1. Time Stamping Guideline (will be sent under separate cover)
2. Work in Progress
3. Leadership
c) Risk Assessment Working Group Greg Fraser
*1. Critical Asset Identification Guideline
2. Discussion
3. Path Forward/Next Steps

5. NERC Functional Model
a) Approval of Functional Model Version 4 — Stan Johnson
http://www.nerc.com/page.php?cid=2|247|108 (link for document)
Timing Note: Scheduled for 9:30 a.m. on September 11 (Thursday)

6. Agency Reports
a) Department of Homeland Security (Clearances, CFATS, CWIN, Boreas)
b) Department of Energy (Verde) Jim McGlone
c) Public Safety Canada
d) Federal Energy Regulatory Commission

7. Closing
a) Follow-up items and future actions Barry Lawson
b) Future meetings Stan Johnson
2008

30 min

30 min

30 min

30 min

60 min

20 min

30 min
Matt Light

10 min
5 min

December 2-3 (Arlington, Virginia)  cleared briefing — 12/2; CIPC meeting — 12/3

2009
March 19-20 (Phoenix, Arizona)
Junell-12 (Toronto, Ontario)
September 17-18 (Dallas, Texas)
December 10-11 (Atlanta, Georgia)

*Background material included.

CIPC Meeting Agenda
September 11-12, 2008
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NERC Antitrust Compliance Guidelines

|. General

Itis NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that
unreasonably restrains competition. This policy requires the avoidance of any conduct that
violates, or that might appear to violate, the antitrust laws. Among other things, the antitrust laws
forbid any agreement between or among competitors regarding prices, availability of service,
product design, terms of sale, division of markets, allocation of customers or any other activity
that unreasonably restrains competition.

It is the responsibility of every NERC participant and employee who may in any way affect
NERC’s compliance with the antitrust laws to carry out this commitment.

Antitrust laws are complex and subject to court interpretation that can vary over time and from
one court to another. The purpose of these guidelines is to alert NERC participants and
employees to potential antitrust problems and to set forth policies to be followed with respect to
activities that may involve antitrust considerations. In some instances, the NERC policy
contained in these guidelines is stricter than the applicable antitrust laws. Any NERC participant
or employee who is uncertain about the legal ramifications of a particular course of conduct or
who has doubts or concerns about whether NERC’s antitrust compliance policy is implicated in
any situation should consult NERC’s General Counsel immediately.

Il. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should refrain
from the following when acting in their capacity as participants in NERC activities (e.g., at
NERC meetings, conference calls and in informal discussions):

= Discussions involving pricing information, especially margin (profit) and internal cost
information and participants’ expectations as to their future prices or internal costs.

e Discussions of a participant’s marketing strategies.

« Discussions regarding how customers and geographical areas are to be divided among
competitors.

= Discussions concerning the exclusion of competitors from markets.

e Discussions concerning boycotting or group refusals to deal with competitors, vendors or
suppliers.
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[1l. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and
subgroups) may have a negative impact on particular entities and thus in that sense adversely
impact competition. Decisions and actions by NERC (including its committees and subgroups)
should only be undertaken for the purpose of promoting and maintaining the reliability and
adequacy of the bulk power system. If you do not have a legitimate purpose consistent with this
objective for discussing a matter, please refrain from discussing the matter during NERC
meetings and in other NERC-related communications.

You should also ensure that NERC procedures, including those set forth in NERC’s Certificate
of Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.

In addition, all discussions in NERC meetings and other NERC-related communications should
be within the scope of the mandate for or assignment to the particular NERC committee or
subgroup, as well as within the scope of the published agenda for the meeting.

No decisions should be made nor any actions taken in NERC activities for the purpose of giving
an industry participant or group of participants a competitive advantage over other participants.
In particular, decisions with respect to setting, revising, or assessing compliance with NERC
reliability standards should not be influenced by anti-competitive motivations.

Subject to the foregoing restrictions, participants in NERC activities may discuss:

« Reliability matters relating to the bulk power system, including operation and planning
matters such as establishing or revising reliability standards, special operating
procedures, operating transfer capabilities, and plans for new facilities.

e Matters relating to the impact of reliability standards for the bulk power system on
electricity markets, and the impact of electricity market operations on the reliability of the
bulk power system.

e Proposed filings or other communications with state or federal regulatory authorities or
other governmental entities.

e Matters relating to the internal governance, management and operation of NERC, such as
nominations for vacant committee positions, budgeting and assessments, and
employment matters; and procedural matters such as planning and scheduling meetings.

Any other matters that do not clearly fall within these guidelines should be reviewed with
NERC’s General Counsel before being discussed.

NERC Antitrust Compliance Guidelines 2.
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Minutes \

Critical Infrastructure Protection Committee

June 5-6, 2008
Marriott Toronto Airport
Toronto, Ontario, Canada

A regular meeting of the Critical Infrastructure Protection Committee (CIPC) was held on
June 5-6, 2008 in Toronto, Ontario, Canada. The meeting notice, agenda, and attendance list are
affixed as Exhibits A, B, and C, respectively.

Chairman Barry Lawson presided.

Secretary Stan Johnson announced a quorum of 28 members (possible number of 30) was present or
represented by proxy.

1) Brad Hyland for Bob Richhart

2) Jacques Chevalier for Jean Guy Ouimet
3) Joe Doetzel for Larry Dolci

4) Bob Matthews for Jamie Sample

5) John Breckenridge for Allen Klassen

Antitrust Guidelines
Secretary Johnson reviewed the prohibited and permitted activities during a NERC meeting. Any questions or
concerns can be addressed to Secretary Johnson or NERC counsel David Cook.

Introductions of Members, Alternates, Associates, and Guests
Everyone present introduced themselves.

Logistics
The secretary reviewed the meeting arrangements, site requirements, and agenda adjustments.

Parliamentary Procedures
Secretary Johnson indicated Robert’s Rules of Order would be used in the conduct of the meeting, if
necessary to provide structure to the debate or decision-making process.
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Approval of Agenda
The agenda was approved on a motion by Bob McClanahan, seconded and a vote of 28-0 by CIPC.

Approval of Minutes
The December 2007 minutes were presented by Secretary Johnson. Chuck Noble noted that he nominated
Jim Brenton for the executive committee (EC).

The March 2008 minutes were also presented by Secretary Johnson.

Upon motion by Todd Thompson, seconded, both sets of minutes (December as corrected) were approved
by a vote of 28-0 by CIPC.

Information Items

Executive Committee Update Chairman Lawson updated CIPC on the activities of the executive
committee since the last meeting. (Presentation 1) He reported on the May 7, 2008 NERC Board of
Trustees meeting.

As a result of the presentation, several issues were raised about the standards development process,
including the FERC determination that violation risk factors (VRFs) and violation severity levels (VSLs)
are not part of the standards, and what else can FERC declare is not part of a standard. It was also noted
that FERC has stated that an alternate standards development process may be ordered if the current
process does not meet FERC’s needs or expectations.

On Friday morning, following the Thursday evening EC meeting, CIPC was updated on the following
topics:
= DHS Annual Report This report is a compendium of reports prepared by the sector specific
agencies for all the identified critical infrastructures. It is prepared by DOE for the electricity
sector. CIPC will provide minimal input to the report, as necessary.
= Advisory Categorization Method A method of categorizing alert levels was discussed at
length, but no conclusion was reached. Discussion will continue within the EC.
= Exercise Working Group A request was received to create a new CIPC working group to
coordinate industry participation in government (DHS) exercises. Further discussion will take
place prior to a formal proposal being brought to CIPC for its consideration.
= NERC Web Site Update Lynn Costantini provided an overview of the NERC Web site
redesign program. A presentation will be scheduled for the September CIPC meeting.
= December Meeting & Cleared Briefing The EC and NERC staff are investigating having the
meeting in the Washington, DC area, and are coordinating with DHS for the cleared briefing.
More information will be announced as it is finalized.
= Additional EC Membership Following the approval of the charter revisions, and expecting
NERC board acceptance of the revised charter, the EC discussed the process for adding additional
trade association representation to the EC. An “official” communication naming the representative
from the association will be required.

Critical Infrastructure Protection Committee Meeting Minutes 2
June 5-6, 2008
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Also discussed were issues encountered by CIPC members with the DHS clearance process. Apparently,
DHS is limiting the number of cleared personnel per company, and revoking clearances from individuals
who have not used them in 24 months. Since CIPC has not had a cleared briefing in more than 24 months,
this may be an issue for attendance at the December cleared briefing. Matt Light of DHS stated that he
would look into these issues and report back when he has some answers.

Electricity Sector Coordinating Council and PCIS Update Chairman Lawson discussed the
recent meetings of the Partnership for Critical Infrastructure Security (PCIS) and indicated Bob Canada
would be attending PCIS meetings with him.

CIPC Charter Vice Chairman Bob Canada led a discussion about revisions to the CIPC charter.
Specific changes include recognition of the immediate past chair of CIPC, representatives from
recognized trade associations, and the appendix dealing with guideline development. (Presentation
2) Upon motion from Dave Batz, seconded, the charter was approved by CIPC. The charter will be
presented to the NERC Board of Trustees for its approval prior to it becoming effective.

NERC Update

CIP Standards Scott Mix made a detailed presentation summarizing FERC Order No. 706
approving CIP 002-009. (Presentation 3) The FERC order was issued on January 17, 2008 and
approved the standards while directing numerous and substantive changes. Order No. 706 directs
the development of guidance in numerous areas as well. The role of CIPC in developing the
guidance was still being determined by the Standards Committee and the related Standard
Authorization Request Drafting Team at the time of the meeting. Scott discussed next steps and
responded to numerous questions during his presentation. Scott has been named the NERC staff
“project manager” to ensure that all of the objectives and requirements of Order No. 706 are being
met.

NERC Update Report Stan Johnson reviewed the recent developments at NERC.

ES-ISAC Report Stan Johnson discussed the recent developments involving the June 21, 2007 ES-
ISAC advisory threat about Aurora, the recent Congressional hearings on May 21, 2008, and the
Remote Management Interface advisory sent to the industry from NERC on May 13, 2008.
(Presentation 4) Activity continues surrounding the Aurora advisory, including continued
briefings to other sectors, and meetings with other government agencies (e.g., the Department of
Defense). The process for issuing alerts, in light of the Remote Management Interface advisory, was
discussed.

Stan Johnson also reviewed the recent significant events on the bulk power system.

Budget Submittal Stan Johnson briefly discussed the ramifications of the recent budget revision,
highlighting the potential reduction in the meetings and travel budget. NERC is investigating
whether the number of standing committee meetings can be reduced, and is looking for alternatives
to holding the four face-to-face meetings each year.

Critical Infrastructure Protection Committee Meeting Minutes 3
June 5-6, 2008
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Compliance Actions Stan Johnson announced the initial compliance actions taken by NERC.
Julia Souder provided a brief update in the form of questions and answers concerning the
compliance actions.

Security Operating

ES-ISAC Working Group Larry Bugh led a discussion of the plan for upgrading the current
Critical Infrastructure Protection Information System (CIPIS), a project named CIPIS-11. He indicated
that the initial plan was to use the DHS HSIN platform, but that effort derailed, and NERC now needs
to update CIPIS. It was noted that the reporting standards (e.g., EOP-004, CIP-008) are driving the
need for the replacement system. A revised work plan is expected to be presented at the September
CIPC meeting. The work plan will include information gathered from the users of CIPIS (i.e., what
information is needed), the objectives and scope of the replacement, as well as a business case to be
developed (as necessary for board approval of any budget impacts). A face-to-face meeting of the
working group is scheduled for July 9, 2008 in Chicago to kick off the effort.

Outreach Working Group Wally Johnson and Stan Johnson updated CIPC on the alerts process.
(Presentation 5) Stan indicated that the direction from NERC management is for a single system to
be used to communicate all alerts, whether ES-ISAC initiated or not. The current alerts process is
focused on the results from events analysis, but this is being expanded to include other users. The
revised system will include multiple recipient classes (e-mail addresses) to get the information to the
industry staff who can best take action with it.

The system in place now uses the compliance registry and compliance contact for each registered entity.
Additional contact information will be solicited and an augmented registry will be maintained by the
Regional Entities (as is done now for the compliance contact). The resulting contact system will be a
single system for gathering contact information and disseminating alert information. Entities will be
responsible for informing the regions of any contact updates to maintain the registry information.

Comments on the proposed system are due to Stan Johnson by Friday, June 13, 2008 (later revised to
June 20, 2008 with responses going to Lynn Costantini). Following the receipt of comments, NERC staff
will update the procedure document, gain NERC senior management approval, and distribute the process
document to the industry. Once the document has been distributed to the sector, the regions will begin to
collect the augmented contact information.

Security Planning

Security Guidelines Working Group Scott Webber briefly reviewed the work of the working group
and indicated its intent to bring several updated guidelines to CIPC later this year, including a review of
the existing Risk and Vulnerability Assessment guideline by the Risk Assessment Working Group, and a
review of the Emergency Plans guideline by Frank McCormick. (Presentation 6) A new guideline on
Crisis Management is being developed.

Control Systems Security Working Group (CSSWG) Scott Mix reported on the status of the
working group. (Presentation 7) The working group met on Wednesday, June 4, 2008 primarily to

Critical Infrastructure Protection Committee Meeting Minutes 4
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discuss the Time Stamping guideline and revisions to the Top 10 list. Also discussed were the proposed
guideline developments resulting from FERC Order No. 706. The CSSWG identified those guideline
topics which were not “within scope” of the working group, and presented the list to CIPC.

Also discussed at the meeting was the possibility of putting together small CIPC task forces for addressing
specific guidance document development, or recruiting paid staff (consultants) to assist with the guideline
development, and the question of when the guideline efforts can be started.

Risk Assessment Working Group Greg Fraser provided a brief summary of the current status of
the document (which was included in the agenda package), and highlighted a number of areas for
discussion and further review by CIPC and the working group: (Presentation 8)

= Control center: does the “alarm monitor and process” function include physical security alarm

monitoring and processing, or is it just bulk electric system alarm monitoring and processing?

= Should there be a reference to adequate level of reliability?

= How should redundancy issues be handled? Should they at all?

= What does “wide-area view” mean? How should it be interpreted?

The working group continues to discuss these and other issues, and expects to have a working group
final version of the document in time for the September CIPC meeting. This will mark the start of the
“official” CIPC review of the document as required by the guideline development process. Following
the CIPC review, the working group will respond to the CIPC comments, and revise the document prior
to CIPC vote. Following the CIPC vote, the document will be posted for a 45-day industry-wide review.
Following the review period, the working group will again respond to the comments and revise the
document, submit it to CIPC for approval, and then submit it to the Standards Committee for approval
for posting with CIP-002 on the NERC Web site.

Aurora Update — Technical Review

Tim Roxey from Constellation Energy gave a detailed presentation on the technical details of the Aurora
vulnerability. Mr. Roxey’s presentations will be made available to CIPC members from a protected site;
the presentation material itself is also password protected. Meeting attendees were cautioned not to
discuss the details of the presentation to anyone without a need to know.

NERC Standards Work Plan

David Taylor presented on the NERC three-year standards development plan, and requested input from
the CIPC members on the work plan. (Presentation 9) A number of questions were asked of Dave
about the work plan.

NERC Functional Model
Stan Johnson gave an overview presentation on the NERC Functional Model, including the current
approved model, and discussion of the proposed changes to the model. (Presentation 10)

Critical Infrastructure Protection Committee Meeting Minutes 5
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Agency Reports

DHS Matt Light has temporarily replaced Cathy Eade while Cathy is on maternity leave. Matt has
a background in materials engineering, and has experience with nuclear and policy issues. Matt agreed
to look into the clearance process issues identified as it relates to the number of clearances allowed per
company and the expiration of clearances if they are not used within a two-year period. He will also
assist the EC in coordinating the December cleared briefing. Matt also briefly discussed the initiative
under way within the government on the use of the “FOUQ” term.

DOE Jim McGlone provided an update on the DOE work performed for the DHS annual report.
He also discussed the DOE support for the various CIPC working groups. He will coordinate a
presentation on the VERDI project for the next meeting. VERDI is a visualization tool being
developed for DOE.

Tom Flowers announced on behalf of Hank Kenchington a workshop on the DOE Roadmap will be
held in Chicago to assimilate (not disseminate) information on the program. Expected outcomes from
the workshop are increased asset owner participation and the ability to influence government
spending on R&D.

FERC Mike Peters presented an overview of the recent activities at FERC. Congress continues
to ask questions about the Aurora mitigation efforts. FERC initially requested a broad survey of the
industry, but instead has been holding interviews with select industry participants. The interviews are
“going well.” Interviews with investor-owned utilities and cooperatives are complete. FERC has
scheduled public power for June, and electricity supply for July. FERC staff is preparing a detailed
report for the FERC chairman, and a second shorter FERC report may be presented to Congress.
FERC is trying to protect sensitive information from disclosure. FERC staff have also been meeting
with Nuclear Regulatory Commission staff to discuss the applicability of NERC standards to nuclear
facilities; these discussion are ongoing.

PSC Stuart Brindley (of the IMO) presented a brief update on the activities of Public Safety
Canada (PSC). The government of Canada is moving toward a draft national strategy. At this time,
most of the work is being performed at the provincial level.

NIAC Stan Johnson presented a brief update on the status of the National Infrastructure Advisory
Council (NIAC) effort to assess whether the DHS public-private partnership model has been
successful. NIAC is investigating what recommendations can be made to the next president. Rick
Sergel and other electricity sector CEOs will be included in these activities.

Follow-up
The following follow-up and action items were noted:
= NERC staff will provide information on the December meeting as soon as it is known
= Feedback on the initial pre-draft RAWG guideline is requested to Greg Fraser by June 13,
2008
= Matt Light will investigate the DHS clearance issues

Critical Infrastructure Protection Committee Meeting Minutes 6
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= Comments on the alerts process should be sent to Stan Johnson by June 13 (later revised to
June 20 for submission to Lynn Costantini)

= The EC will look at the potential guideline development workload resulting from FERC Order
No. 706.

Future Meetings
The status of the meeting schedule was discussed. Due to budget considerations, the December joint
committee meeting will likely not be held.

= September 11-12, 2008 (Seattle, Washington)

= December 4-5, 2008 (Tentative: Orlando, Florida)

Adjournment

There being no further business, upon motion by Robert McClanahan, seconded, the meeting was adjourned
at 10:00 a.m. on June 6, 2008.

Submitted by:

Scatt Mix

Scott Mix

Critical Infrastructure Protection Committee Meeting Minutes 7
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