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Deliverables and Work Schedule
	
	

	Working Group/Task Force Name:
	Control Systems Security Working Group

	1. Statement of Need

	In collaboration with vendors, relevant industry groups, and government entities, identify, develop, and support programs and materials that secure and protect Control Systems.    

	2. Background

	Control Systems are the “brains” of the bulk electric system and other critical infrastructures.  These systems control and monitor the Critical Infrastructure necessary to operate the bulk electric system.  They were designed for functionality and performance, and cyber security was not a primary element. 

CSSWG is charged with working with other appropriate organizations to develop economical and practical practices and procedures to increase security in existing control systems. CSSWG is also charged to look to the future and take appropriate steps to promote the integration of security features and function into the design of products and systems for new Control Systems. In addition, the CSSWG must work to improve day-to-day administration and maintenance of Control Systems in areas such as, but not limited to, patch management, cyber and physical intrusion detection, software installation and administration, and incident response.

	3. Objectives

	· Work with NERC, Electric Sector groups, other industry Sector groups, vendors, and government entities to enhance their understanding of security issues within control systems and provide subject matter expertise.
· Provide guidance and awareness in the form of Security Guidelines (SG), Reference Documents (RD), and/or Reports. 
· Work with utilities, vendors, consultants, industry groups,  government entities, and  control system test facilities to identify and influence the implementation of appropriate security technology and tools, for both existing and future Control System implementations


	4. Members and Structure

	
	Name
	Tel
	Email

	Chair
	Linda Nappier 
	314-554-3595
	lnappier@ameren.com

	EC Sponsor
	Barry Lawson*
	703-907-5781
	barry.lawson@nreca.coop

	NERC Staff
	Lou Leffler *
	609-452-8060
	lou.leffler@nerc.net

	Members

	Tom Flowers

Brent Brobak 
Jeff Dagle 
Franklin Dessuit 
Rick Kaun

Hank Kenchington
Stan Klein 
Tom Kropp
Bob Mathews

Scott Mix 

	713-207-2122
425-739-3601

509-375-3629

219-853-5217

780-945-4055
202-586-1878

301-881-4087

650-855-2751
415-973-0609

215-997-4500


	tom.flowers@centerpointenergy.com
Brent.brobak@areva-td.com

jeff.dagle@pnl.gov

fdessuit@NiSource.com

rick.kaun@matrikon.com
henry.kenchington@hq.doe.gov

sklein@cpcug.org

TKropp@epri.com
rpm4@pge.com

Scott.mix@us.kema.com



	Associates

	Juan Asenjo

Mike Assante

Dave Batz

Mark Bruen 
Eric Chester

Frances Cleveland

Jay Cribb

Jerry Freese

Robin Goaty

Dennis Holstein

Brent Kephart

Jim McGlone

Dave Norton

Patrick Miller
Dale Peterson

Edmond Rogers

Jamey Sample

Walt Sikora

Paul Skare

Bob Webb

Joe Weiss

Tobias Whitney

Bill Winters


	954-888-6202
208-526-4773

608-458-5700

215-997-4500

831-338-3175
404-506-3854
614-716-2351

314-554-4661

562-716-4174

908-995-0757
202-586-1287

504-310-5763

503-813-7014
954-384-7049
314-206-0623
916-608-5891
508-337-0800

952-607-2071
650-839-1683

408-253-7934

314-821-9016
602-250-1117

	juan.asenjo@thalesesec.com
michael.assante@inl.gov

davebatz@alliantenergy.com

mark.bruen@us.kema.com

chester_eric@bah.com
fcleve@xanthus-consulting.com

jscribb@southernco.com

gsfreese@aep.com

RGoatey@ameren.com

holsteindk@adelphia.net
bkephart@ion-networks.com
james.mcglone@hq.doe.gov

DNORTO1@entergy.com

Patrick.Miller@PacifiCorp.com
Peterson@digitalbond.com
ERogers@ameren.com
jsamples@caiso.com
wsikora@verano.com

pskare@siemens-emis.com
rcw4@ix.netcom.com

Joseph.weiss@us.kema.com

twhitney@burnsmcd.com
William.Winters@aps.com




*
EC Sponsor and NERC staff are non-voting members of CSSWG 

	5. Deliverables and Work Schedule

	1. Establish annual top “ten” CS vulnerabilities (based on bulk electric system impact) and recommended mitigations based on CSSWG judgment in collaboration with DOE National Laboratories.

2. Develop Security Guidelines:  

· Incident Response – 2006 

· Information Protection, Encryption of Email  – 2007 

3. Develop Security Reference Documents:

· Wireless – 2007 

· “Zero Day” Event Detection – 2007 
4. Review security guidelines for accuracy and currency per Standards / Guidelines working group review schedule (as assigned)

5. Maintain a relationship with the Risk Assessment Working Group to ensure that security is implemented commensurate with the risk to be avoided.  Collaborate with ORG and RAWG to develop simple-to-follow guidelines for identification/ definition of critical assets and critical cyber assets.

6. Consider Telecommunications security as related to control systems.  Consider wide area network connectivity/Cyber Security at substations.

7. Outreach, liaison activities within Electricity Sector; Outreach with other Industry sectors and Groups. 

8. Establish and maintain list of control system security issues that must be addressed by CSSWG or other NERC groups (CS Security parking lot). 



	6. References and Resources


7. Meeting Schedule
	Location / Format
	Date(s)
	Committee / Working Group
	Time

	Washington, D.C.
	June 20-21,  2006
	CIPC
	

	WebEx 
	June 27, 2006
	CSSWG (US-CCU Checklist)
	1400-1600 EDT

	Conference call
	July 11, 2006
	SG: Incident Response Team
	1100-1300 EDT

	WebEx
	Aug 23, 2006
	CSSWG
	1100-1300 EDT

	Cambridge, MA
	Sep 14-15, 2006
	CIPC
	

	St. Louis
	Oct 12, 2006
	CSSWG
	0830-1630 CDT

	WebEx
	Nov 08, 2006
	CSSWG
	1100-1300 EDT

	Houston
	12/6 PM
	CSSWG ½ day mtg preceding CIPC mtg next day
	12:30 – 4:00 CDT

	Houston 
	Dec 06-08, 2006
	CIPC / PC / OC Joint
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