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I.  INTRODUCTION 

 On September 20, 2007, the Commission issued an order1 in the above-captioned docket 

granting a request for clarification by the North American Electric Reliability Corporation 

(“NERC”) with regard to NERC’s ability to issue operations and equipment alerts and directing 

NERC to make certain changes in its related Rules of Procedure. This filing proposes revisions 

to Sections 807, 808 and 810 of NERC’s Rules of Procedure to satisfy the requirements of the 

September 20 Order. Attached to this filing, in clean and red-line format, are revised versions of 

Section 800 of the Rules of Procedure reflecting the revisions and clarifications discussed in this 

filing. The NERC Board of Trustees approved the proposed revisions to Sections 807, 808 and 

810 on October 9, 2007.  NERC requests that the Commission accept this compliance filing and 

approve the revised Section 800 of the NERC Rules of Procedure.  

II.  NOTICES AND COMMUNICATIONS 

 Notices and communications with respect to this compliance filing may be addressed to: 

Rick Sergel 
President and Chief Executive Officer 
David N. Cook* 
Vice President and General Counsel 
North American Electric Reliability Council 
116-390 Village Boulevard 
Princeton, NJ 08540-5731 
(609) 452-8060 
(609) 452-9550 – facsimile 
david.cook@nerc.net 

 

*Persons to be included on the 
Commission’s official service list. 

Owen E. MacBride* 
Debra Ann Palmer 
Schiff Hardin LLP 
1666 K Street, N.W., Suite 300 
Washington, DC 20036-4390 
(202) 778-6400 
(202) 778-6460 – facsimile 
omacbride@schiffhardin.com 
dpalmer@schiffhardin.com 

Rebecca J. Michael, Attorney 
North American Electric Reliability      
Corporation 
1120 G Street, N.W., Suite 990 
Washington, D.C. 2005-3801 
(202) 393-3998 
(202) 393-3995 – facsimile 
Rebecca.michael@nerc.net 

                                                 
1 Order on Clarification, 120 FERC ¶ 61,239 (2007) (“September 20 Order”). 
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III. EXPLANATION OF PROPOSED REVISIONS  
 

In the September 20 Order, the Commission directed NERC to make certain changes in 

its Rules of Procedure with respect to operations and equipment alerts and directed that NERC 

follow certain additional procedures in connection with such alerts. 

11. * * * While the Commission recognizes the importance of these alerts and that 
having three levels of alerts (ranging from informational advisories, recommended actions, 
to “required” actions approved by NERC’s board) is beneficial to distinguishing the 
seriousness of a situation, we find that labeling the most severe alerts issued pursuant to 
sections 807.6.c and 808.2.c of the Rules of Procedure “Required Action” alerts is 
misleading.  Therefore, we direct NERC to change the designation of alerts issued pursuant 
to sections 807.6.c and 808.2.c of the Rules of Procedure to indicate the seriousness of the 
recommendation rather than to indicate that they are “required.”  NERC should submit to 
the Commission a compliance filing to reflect this revision to the Rules of Procedure within 
30 days of the date of this order.8 

8 See 16 U.S.C. 824o(f) (“The Commission … may propose a change to the rules of 
the ERO”). 

12. The Commission believes that it is important for it to receive notification of any 
operations or equipment alerts issued by NERC pursuant to sections 807.6 and 808.2 of the 
Rules of Procedure or in its role as ES-ISAC, prior to the issuance of such alerts.9  Such 
notification will allow the Commission to monitor for potential inconsistencies with the 
Reliability Standards and may inform the Commission where modifications to existing 
Reliability Standards or new Reliability Standards may be necessary.  Therefore, 
notification of operations or equipment alerts issued by NERC enhances the Commission’s 
overall ability to enforce section 215.  The ERO is directed to submit operations or 
equipment alerts to the Commission prior to issuance by the ERO.  For this purpose, we 
also direct NERC to follow each such alert with a report to the Commission no later than 
30 days from the date on which NERC requests action in the alert on the level of 
compliance by relevant owners, users or operators, and the success of actions taken in 
correcting the vulnerability or deficiency to help determine if Commission action or urgent 
action is needed.  Such notification and reporting will enhance the Commission’s overall 
ability to implement section 215. 

9 For this purpose, “prior” means as soon as possible before (not concurrently, not 
after) NERC issues the alerts.  The Commission anticipates that NERC will 
generally issue these notices in non-emergency situations, with respect to which we 
would expect to receive the notices at least five business days before their issuance.  
NERC may submit notices in less time in extraordinary circumstances. 
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NERC Response:   
 
 NERC has made a number of changes to Sections 807, 808 and 810 to implement the 

directives in paragraph 11-12 of the September 20 Order.  In order to preserve other provisions 

in these sections and to avoid duplicative provisions, the proposed revisions include reformatting 

and reorganization of text within these sections.  However, all of the revisions presented in this 

filing are appropriate in order to implement the Commission’s specific directives in a 

comprehensive, efficient and internally consistent manner.2 

 As directed by the Commission, NERC changed the term “Required Actions” originally 

found in Sections 807.6 and 808.2 to “Level 3 - Essential Actions” (now found in Section 810) to 

indicate the seriousness of the notification while removing the implication that entities are under 

a legal obligation to implement the Essential Action issuances. As was the case under the 

existing rules for “Required Actions”, Essential Actions require the approval of the NERC Board 

of Trustees before they can be issued.  NERC has dropped the term “alert” and the rules now 

simply refer to “Advisories,” “Recommendations,” and “Essential Actions.”  Additionally, to 

signify that Essential Actions are the most significant of the three notifications provided for, 

NERC has labeled Essential Actions “Level 3” and has labeled Advisories and 

Recommendations “Level 1” and “Level 2”, respectively.   

 To avoid repetition of duplicative material and to place all the provisions relating to 

issuance of and reporting on Advisories, Recommendations and Essential Actions into a single 

section of the Rules of Procedure, NERC has moved the identical provisions dealing with these 

                                                 
2 To the extent the Commission may view the proposed revisions as covering more ground than 
strictly necessary to implement the specific directives in PP 11-12 of the September 20 Order, 
NERC nonetheless urges the Commission to accept all the revisions, as part of NERC’s proposal 
to comprehensively address the concerns and directives in the September 20 Order.  None of the 
revisions to Sections 807, 88 and 810 proposed in this filing would have been made but for the 
need to comply with the directives in the September 20 Order. 
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notifications from 807.6 and 808.2 into Section 810, which has been re-captioned “Information 

Exchange and Issuance of NERC Advisories, Recommendations and Essential Actions.”  

Correspondingly, Sections 807.6 and 808.2 now state that NERC will disseminate findings and 

recommendations from its analyses of major events, and information on other events and on 

potential vulnerabilities, to the industry “in accordance with section 810.”   Additionally, 

references have been added in Section 808 to (i) analysis of potential vulnerabilities in the bulk 

power system brought to NERC’s attention by government agencies, such as the Commission or 

ERO regulatory authorities in Canada, and (ii) analysis to identify the root causes of events “that 

have the potential to cause more serious events.” 

 NERC moved the existing requirement that users, owners, and operators provide NERC 

with detailed and timely operating experience and data from Section 808.3 to a new subsection 

810.1.  The provision in existing Section 808.3 directing NERC members and owners, operators, 

and users to evaluate and take appropriate action in response to Recommendations and Essential 

Actions has been moved to a new subsection 810.4  Section 810.4 also contains a requirement 

that those to whom Recommendations and Essential Actions are directed must provide reports to 

NERC, in accordance with reporting date(s) specified by NERC, on the actions the entities have 

taken and progress made to implement the Recommendations or Essential Actions and resolve 

the issues identified in those notifications.3  This reporting provision is intended to give NERC 

the means to obtain the information needed to submit to the Commission the reports specified in 

paragraph 12 of the September 20 Order and provided for in new Section 810.5 (discussed 

                                                 
3 In recognition of the difference in seriousness between “Recommendations” and “Essential 
Actions,” NERC expects that the reporting requirements may well be different, in part so as not 
to impose unreasonable reporting burdens on the industry. For example, “Recommendations” 
might be handled through an annual reporting requirement, while “Essential Actions” might 
entail more specific and more timely reporting requirements. 
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below)  The reporting provision in Section 810.4 does not apply to Level 1 - Advisories, because 

NERC would not be requesting action through Advisories. 

 NERC has also added a requirement to the Rules of Procedure that reflects the directive 

in the September 20 Order to give the Commission at least five days prior notice of NERC’s 

intention to issue Advisories, Recommendations, and Essential Actions. That requirement is 

contained in a new Section 810.5. The prior notice requirement in Section 810.5 has been 

broadened to include prior notice to “other applicable governmental authorities” as well, in 

recognition of the international character of the organization and its mission.4  Section 810.5 

includes a provision for issuance on less than five business days’ notice in extraordinary 

circumstances, although NERC expects that in the normal course the “extraordinary 

circumstances” exception will not need to be invoked. New Section 810.5 also includes a 

requirement that NERC file a report with the Commission and other applicable governmental 

authorities within 30 days after the date NERC specifies for users, owners, and operators to 

report to NERC on the steps they have taken in response to Recommendations or Essential 

Actions. 

 It is important to note that “Advisories,” “Recommendations,” and “Essential Actions” 

will be used in situations where NERC intends to place the industry, or segments of the industry, 

on formal notice of the conclusions from its analysis of events, disturbances, and similar matters. 

As stated in Section 810.2 (which is essentially the text of existing Section 810), in the course of 

its normal operations, NERC is in regular communication with the industry by means of 

committee reports, reliability assessments, speeches, press releases and the like to disseminate 

                                                 
4 “Applicable governmental authority” is defined in Article 1, Section 1 of NERC’s bylaws to 
mean the Federal Energy Regulatory Commission within the United States and the appropriate 
governmental authority with subject matter jurisdiction over reliability within Canada and 
Mexico. 
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information on activities and developments throughout NERC’s programs. The formal 

notification procedure for issuance of Advisories, Recommendations and Alerts in Section 810 is 

not intended to cover those kinds of activities, and subjecting such activities to a prior notice and 

reporting requirements would bring NERC’s ongoing activities to a halt.   NERC does not read 

the September 20 Order to intend or require that result. 

IV.  CONCLUSION 

 For the foregoing reasons, the Commission should approve, without modification or 

condition, this compliance filing and the proposed revisions to Section 800 of NERC’s Rules of 

Procedure, as compliance with paragraphs 11 and 12 of the September 20 Order.. 

       Respectfully submitted, 

/s/  Rick Sergel_____________________ 
Rick Sergel 
President and Chief Executive Officer 
David N.  Cook 
Vice President and General Counsel 
North American Electric Reliability Corporation  
116-390 Village Boulevard 
Princeton, NJ 08540-5731 
(609) 452-8060 
(609) 452-9550 – facsimile 
david.cook@nerc.net 

/s/ Owen E.  MacBride___________ 
Owen E.  MacBride 
Debra Ann Palmer 
Schiff Hardin LLP 
1666 K Street, N.W., Suite 300 
Washington, DC 20006 
(202) 778-6400 
(202) 778-6460 – facsimile 
omacbride@schiffhardin.com 
dpalmer@schiffhardin.com 
 
Rebecca J. Michael 
Attorney 
North American Electric Reliability      

Corporation 
1120 G Street, N.W., Suite 990 
Washington, D.C. 20005-3801 
(202) 393-3998 
(202) 393-3955 – facsimile 
Rebecca.michael@nerc.net 
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SECTION 800 — RELIABILITY ASSESSMENT AND 
PERFORMANCE ANALYSIS 

801. Objectives of the Reliability Assessment and Performance Analysis Program 
The objectives of the NERC reliability assessment and performance analysis program are 
to:  (1) conduct, and report the results of, an independent assessment of the overall 
reliability and adequacy of the interconnected North American bulk power systems, both 
as existing and as planned; (2) analyze off-normal events on the bulk power system; (3) 
identify the root causes of events that may be precursors of potentially more serious 
events; (4) assess past reliability performance for lessons learned; (5) disseminate 
findings and lessons learned to the electric industry to improve reliability performance; 
and (6) develop reliability performance benchmarks.  The final reliability assessment 
reports shall be approved by the board for publication to the electric industry and the 
general public. 

802. Scope of the Reliability Assessment Program 
1. The scope of the reliability assessment program shall include: 

1.1 Review, assess, and report on the overall electric generation and 
transmission reliability (adequacy and operating reliability) of the 
interconnected bulk power systems, both existing and as planned.  

1.2 Assess and report on the key issues, risks, and uncertainties that affect or 
have the potential to affect the reliability of existing and future electric 
supply and transmission. 

1.3 Review, analyze, and report on regional self-assessments of electric 
supply and bulk power transmission reliability, including reliability issues 
of specific regional concern. 

1.4 Identify, analyze, and project trends in electric customer demand, supply, 
and transmission and their impacts on bulk power system reliability. 

1.5 Investigate, assess, and report on the potential impacts of new and 
evolving electricity market practices, new or proposed regulatory 
procedures, and new or proposed legislation (e.g. environmental 
requirements) on the adequacy and operating reliability of the bulk power 
systems. 

2. The reliability assessment program shall be performed in a manner consistent 
with the reliability standards of NERC including but not limited to those that 
specify reliability assessment requirements.  
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803. Reliability Assessment Reports 
The number and type of periodic assessments that are to be conducted shall be at the 
discretion of NERC.  The results of the reliability assessments shall be documented in 
three reports: the long-term and the annual seasonal (summer) and the annual seasonal 
(winter) assessment reports.  NERC shall also conduct special reliability assessments 
from time to time as circumstances warrant.  The reliability assessment reports shall be 
reviewed and approved for publication by the board.  The three regular reports are 
described below. 

1. Long-Term Reliability Assessment Report — The annual long-term report shall 
cover a ten-year planning horizon.  The planning horizon of the long-term 
reliability assessment report shall be subject to change at the discretion of NERC.  
Detailed generation and transmission adequacy assessments shall be conducted 
for the first five years of the review period.  For the second five years of the 
review period, the assessment shall focus on the identification, analysis, and 
projection of trends in peak demand, electric supply, and transmission adequacy, 
as well as other industry trends and developments that may impact future electric 
system reliability.  Reliability issues of concern and their potential impacts shall 
be presented along with any mitigation plans or alternatives.  The long-term 
reliability assessment reports will generally be published in the fall (September) 
of each year.  NERC will also publish electricity supply and demand data 
associated with the long-term reliability assessment report.  

2. Summer Assessment Report — The annual summer seasonal assessment report 
typically shall cover the four-month (June–September) summer period.  It shall 
provide an overall perspective on the adequacy of the generation resources and 
the transmission systems necessary to meet projected summer peak demands.  It 
shall also identify reliability issues of interest and regional and subregional areas 
of concern in meeting projected customer demands and may include possible 
mitigation alternatives.  The report will generally be published in mid-May for the 
upcoming summer period. 

3. Winter Assessment Report — The annual winter seasonal assessment report 
shall cover the three-month (December–February) winter period.  The report shall 
provide an overall perspective on the adequacy of the generation resources and 
the transmission systems necessary to meet projected winter peak demands.  
Similar to the summer assessment, the winter assessment shall identify reliability 
issues of interest and regional and subregional areas of concern in meeting 
projected customer demands and may also include possible mitigation 
alternatives.  The winter assessment report will generally be published in mid-
November for the upcoming winter period. 

4. Special Reliability Assessment Reports — In addition to the long-term and 
seasonal reliability assessment reports, NERC shall also conduct special reliability 
assessments on a regional, interregional, and interconnection basis as conditions 
warrant, or as requested by the board or applicable governmental authorities.  The 
teams of reliability and technical experts also may initiate special assessments of 
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key reliability issues and their impacts on the reliability of a regions, subregions, 
or interconnection (or a portion thereof).  Such special reliability assessments may 
include, among other things, operational reliability assessments, evaluations of 
emergency response preparedness, adequacy of fuel supply, hydro conditions, 
reliability impacts of new or proposed environmental rules and regulations, and 
reliability impacts of new or proposed legislation that affects or has the potential 
to affect the reliability of the interconnected bulk power systems in North 
America.  

804. Reliability Assessment Data and Information Requirements 
To carry out the reviews and assessments of the overall reliability of the interconnected 
bulk power systems, the regional entities, regional reliability organizations and other 
entities shall provide sufficient data and other information requested by NERC in support 
of the annual long-term and seasonal assessments and any special reliability assessments.  

Some of the data provided for these reviews and assessment may be considered 
confidential from a competitive marketing perspective, a critical energy infrastructure 
information perspective, or for other purposes.  Such data shall be treated in accordance 
with the provisions of Section 1500 – Confidential Information.  

While the major sources of data and information for this program are the regional entities 
and regional reliability organizations, a team of reliability and technical experts is 
responsible for developing and formulating its own independent conclusions about the 
near-term and long-term reliability of the bulk power systems. 

In connection with the reliability assessment reports, requests shall be submitted to each 
of the regional entities or regional reliability organizations for required reliability 
assessment data and other information, and for each region’s self-assessment report.  The 
timing of the requests will be governed by the schedule for the preparation of the 
assessment reports. 

The regional self-assessments are to be conducted in compliance with NERC standards 
and the respective regional planning criteria.  The team(s) of reliability and technical 
experts shall also conduct interviews with the regional entities or regional reliability 
organizations as needed.  The summary of the regional self-assessments that are to be 
included in the assessment reports shall follow the general outline identified in NERC’s 
request.  This outline may change from time to time as key reliability issues change. 

In general, the regional reliability self-assessments shall address, among other areas, the 
following topics:  demand and net energy for load; assessment of projected resource 
adequacy; any transmission constraints that may impact bulk transmission adequacy and 
plans to alleviate those constraints; any unusual operating conditions that could impact 
reliability for the assessment period; fuel supply adequacy; the deliverability of 
generation (both internal and external) to load; and any other reliability issues in the 
region and their potential impacts on the reliability of the bulk power systems. 



ATTACHMENT 1 – CLEAN VERSION 

66 

805. Reliability Assessment Process 
Based on their expertise, the review of the collected data, the review of the regional self-
assessment reports, and interviews with the regional entities or regional reliability 
organizations, as appropriate, the teams of reliability and technical experts shall perform 
an independent review and assessment of the generation and transmission adequacy of 
each region’s existing and planned bulk power system.  The results of the review teams 
shall form the basis of NERC’s long-term and seasonal reliability assessment reports.  
The review and assessment process is briefly summarized below. 

1. Resource Adequacy Assessment — The teams shall evaluate the regional 
demand and resource capacity data for completeness in the context of the overall 
resource capacity needs of the region.  The team shall independently evaluate the 
ability of the regional entity or regional reliability organization members to serve 
their obligations given the demand growth projections, the amount of existing and 
planned capacity, including committed and uncommitted capacity, contracted 
capacity, or capacity outside of the region.  If the region relies on capacity from 
outside of the region to meet its resource objectives, the ability to deliver that 
capacity shall be factored into the assessment.  The demand and resource capacity 
information shall be compared to the resource adequacy requirements of the 
regional entity or regional reliability organization for the year(s) or season(s) 
being assessed.  The assessment shall determine if the resource information 
submitted represents a reasonable and attainable plan for the regional entity or 
regional reliability organization and its members.  For cases of inadequate 
capacity or reserve margin, the regional entity or regional reliability organization 
will be requested to analyze and explain any resource capacity inadequacies and 
its plans to mitigate the reliability impact of the potential inadequacies.  The 
analysis may be expanded to include surrounding areas.  If the expanded analysis 
indicates further inadequacies, then an interregional problem may exist and will 
be explored with the applicable regions.  The results of these analyses shall be 
described in the assessment report. 

2. Transmission Adequacy and Operating Reliability Assessment — The teams 
shall evaluate transmission system information that relates to the adequacy and 
operating reliability of the regional transmission system.  That information shall 
include:  regional planning study reports, interregional planning study reports, 
and/or regional operational study reports.  If additional information is required, 
another data request shall be sent to the regional entity or regional reliability 
organization.  The assessment shall provide a judgment on the ability of the 
regional transmission system to operate reliably under the expected range of 
operating conditions over the assessment period as required by NERC reliability 
standards.  If sub-areas of the regional system are especially critical to the reliable 
operation of the regional bulk transmission system, these facilities or sub-areas 
shall be reviewed and addressed in the assessment.  Any areas of concern related 
to the adequacy or operating reliability of the system shall be identified and 
reported in the assessment. 
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3. Seasonal Operating Reliability Assessment — The team(s) shall evaluate the 
overall operating reliability of the regional bulk transmission systems.  In areas 
with potential resource adequacy or system operating reliability problems, 
operational readiness of the affected regional reliability organizations for the 
upcoming season shall be reviewed and analyzed.  The assessment may consider 
unusual but possible operating scenarios and how the system is expected to 
perform. Operating reliability shall take into account a wide range of activities, all 
of which should reinforce the regional entity’s or regional reliability 
organization’s ability to deal with the situations that might occur during the 
upcoming season.  Typical activities in the assessment may include: facility 
modifications and additions, new or modified operating procedures, emergency 
procedures enhancement, and planning and operating studies.  The teams shall 
report the overall seasonal operating reliability of the regional transmission 
systems in the annual summer and winter assessment reports. 

4. Reporting of Reliability Assessment Results — The teams of reliability and 
technical experts shall provide an independent assessment of the reliability of the 
regional entities, regional reliability organizations and the North American 
interconnected bulk power system for the period of the assessment.  While the 
regional entities or regional reliability organizations are relied upon to provide the 
information to perform such assessments, the review team is not required to 
accept the conclusions provided by the regional entities or regional reliability 
organizations.  Instead, the review team is expected, based on their expertise, to 
reach their own independent conclusions about the status of the adequacy of the 
generation and bulk power transmission systems of North America. 

The review team also shall strive to achieve consensus in their assessments.  The 
assessments that are made are based on the best information available at the time.  
However, since judgment is applied to this information, legitimate differences of 
opinion can develop.  Despite these differences, the review team shall work to 
achieve consensus on their findings. 

In addition to providing long-term and seasonal assessments in connection with 
the reliability assessment program, the review team of experts shall also be 
responsible for recommending new and revised reliability standards related to the 
reliability assessments and the reliability of the bulk power systems.  These 
proposals for new or revised standards shall be entered into NERC’s Standards 
Development Process. 

Upon completion of the assessment, the team shall share the results with the 
regional entities or regional reliability organizations.  The regional entities or 
regional reliability organizations shall be given the opportunity to review and 
comment on the conclusions in the assessment and to provide additional 
information as appropriate.  The reliability assessments and their conclusions are 
the responsibility of NERC’s technical review team and NERC. 

The preparation and approval of NERC’s reliability assessment reports shall 
follow a prescribed schedule including review, comment, and possible approval 
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by appropriate NERC committees.  The long-term and seasonal (summer and 
winter) reliability assessment reports shall be further reviewed for approval by the 
board for publication to the electric industry. 

806. Scope of the Reliability Performance and Analysis Program  
 The components of the program will include analysis of large-scale outages, 

disturbances, and near misses to determine root causes and lessons learned; identification 
and continuous monitoring of performance indices to detect emerging trends and signs of 
a decline in reliability performance; and communications of performance results, trends, 
recommendations, and initiatives to those responsible to take actions; followed with 
confirmation of actions to correct any deficiencies identified.  Within NERC, the 
reliability performance program will provide performance results to the standards 
development, compliance enforcement, and reliability readiness programs to make the 
necessary adjustments to preserve reliability based on a risk-based approach.  
Recommendations that result from this program are reviewed as part of the NERC 
readiness evaluation and improvement program. 

 
807. Analysis of Major Events 

Responding to major blackouts and other system disturbances or emergencies can be 
divided into four phases:  situational assessment and communications; situation tracking 
and communications; data collection, investigation, analysis, and reporting; and follow-
up on recommendations. 

1. NERC’s role following a blackout or other major bulk power system disturbance 
or emergency is to provide leadership, coordination, technical expertise, and 
assistance to the industry in responding to the event.  Working closely with the 
regional entities and reliability coordinators, NERC will coordinate and facilitate 
efforts among industry participants, and with state, federal, and provincial 
governments in the United States and Canada to support the industry’s response. 

2. When responding to any event where physical or cyber security is suspected as a 
cause or contributing factor to an event, NERC will immediately notify 
appropriate government agencies and coordinate its activities with them. 

3. During the conduct of some NERC analyses, assistance may be needed from 
government agencies.  This assistance could include: authority to require data 
reporting from affected or involved parties; communications with other agencies 
of government; investigations related to possible criminal or terrorist involvement 
in the event; resources for initial data gathering immediately after the event; 
authority to call meetings of affected or involved parties; and technical and 
analytical resources for studies. 

4. NERC shall work with other participants to establish a clear delineation of roles, 
responsibilities, and coordination requirements among industry and government 
for the investigation and reporting of findings, conclusions, and recommendations 
related to major blackouts, disturbances, or other emergencies affecting the bulk 
power system with the objective of avoiding, to the extent possible, multiple 
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investigations of the same event.  If the event is confined to a single regional 
entity, NERC representatives will participate as members of the regional entity 
analysis team. 

5. NERC and applicable entity(s) shall apply the NERC Blackout and Disturbance 
Response Procedures, which are incorporated into these rules as Appendix 8.  
These procedures provide a framework to guide NERC’s response to events that 
may have multiregional, national, or international implications.  Experienced 
industry leadership shall be applied to tailor the response to the specific 
circumstances of the event.  In accordance with that procedure, the NERC 
president will determine whether the event warrants analysis at the NERC-level.  
A regional entity may request that NERC elevate any analysis to a NERC level.  

6. NERC will screen and analyze the findings and recommendations from the 
analysis, and those with generic applicability will be disseminated to the industry 
in accordance with section 810. 

 
808. Analysis of Off-Normal Events, Potential System Vulnerabilities and System 

Performance 
1. NERC shall analyze system and equipment performance events that do not rise to 

the level of a major blackout, disturbance, or system emergency, as described in 
section 807.  NERC shall also analyze potential vulnerabilities in the bulk power 
system brought to its attention by government agencies.  The purpose of these 
analyses is to identify the root causes of events that may be precursors of 
potentially more serious events or that have the potential to cause more serious 
events, to assess past reliability performance for lessons learned, and to develop 
reliability performance benchmarks and trends. 

2. NERC will screen and analyze events and potential vulnerabilities for 
significance, and information from those with generic applicability will be 
disseminated to the industry in accordance with section 810. 

809. Reliability Benchmarking 
NERC shall identify and track key reliability indicators as a means of benchmarking 
reliability performance and measuring reliability improvements.  This program will 
include assessing available metrics, developing guidelines for acceptable metrics, 
maintaining a performance metrics “dashboard” on the NERC Web site, and developing 
appropriate reliability performance benchmarks. 

810. Information Exchange and Issuance of NERC Advisories, Recommendations and 
Essential Actions 

1 Members of NERC and bulk power system owners, operators, and users shall 
provide NERC with detailed and timely operating experience information and 
data. 
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2. In the normal course of operations, NERC  disseminates the results of its events 
analysis findings, lessons learned and other analysis and information gathering to 
the industry.  These findings, lessons learned and other information will be 
reviewed as part of the readiness evaluation and improvement program and also 
be used to guide the reliability assessment program. 

3. When NERC determines it is necessary to place the industry or segments of the 
industry on formal notice of its findings, analyses, and recommendations, NERC 
will provide such notification in the form of specific operations or equipment 
Advisories, Recommendations or Essential Actions: 

3.1 Level 1 (Advisories) – purely informational, intended to advise certain 
segments of the owners, operators and users of the bulk power system of 
findings and lessons learned; 

3.2 Level 2 (Recommendations) – specific actions that NERC is 
recommending be considered on a particular topic by certain segments of 
owners, operators, and users of the bulk power system according to each 
entity’s facts and circumstances; 

3.3 Level 3 (Essential Actions) – specific actions that NERC has determined 
are essential for certain segments of owners, operators, or users of the bulk 
power system to take to ensure the reliability of the bulk power system.  
Such Essential Actions require NERC board approval before issuance. 

4. The bulk power system owners, operators, and users to which Level 2 
(Recommendations) and Level 3 (Essential Actions) notifications apply are to 
evaluate and take appropriate action on such issuances by NERC.  Such bulk 
power system owners, operators, and users shall also provide reports of actions 
taken and timely updates on progress towards resolving the issues raised in the 
Recommendations and Essential Actions in accordance with the reporting date(s) 
specified by NERC. 

5. NERC will advise the Commission and other applicable governmental authorities 
of its intent to issue all Level 1 Advisories, Level 2 Recommendations, and Level 
3 Essential Actions at least five (5) business days prior to issuance, unless 
extraordinary circumstances exist that warrant issuance less than five (5) business 
days after such advice.  NERC will file a report with the Commission and other 
applicable governmental authorities no later than thirty (30) days following the 
date by which NERC has requested the bulk power system owners, operators, and 
users to which a Level 2 Recommendation or Level 3 Essential Action issuance 
applies to provide reports of actions taken in response to the notification.  
NERC’s report to the Commission and other applicable governmental authorities 
will describe the actions taken by the relevant owners, operators, and users of the 
bulk power system and the success of such actions taken in correcting any 
vulnerability or deficiency that was the subject of the notification, with 
appropriate protection for confidential or critical infrastructure information.  
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811. Equipment Performance Data 
Through its Generating Availability Data System (GADS), NERC shall collect operating 
information about the performance of electric generating equipment; provide assistance 
to those researching information on power plant outages stored in its database; and 
support equipment reliability as well as availability analyses and other decision-making 
processes developed by GADS subscribers.  GADS data is also used in conducting 
assessments of generation resource adequacy. 
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SECTION 800 — RELIABILITY ASSESSMENT AND 
PERFORMANCE ANALYSIS 

801. Objectives of the Reliability Assessment and Performance Analysis Program 
The objectives of the NERC reliability assessment and performance analysis program are 
to:  (1) conduct, and report the results of, an independent assessment of the overall 
reliability and adequacy of the interconnected North American bulk power systems, both 
as existing and as planned; (2) analyze off-normal events on the bulk power system; (3) 
identify the root causes of events that may be precursors of potentially more serious 
events; (4) assess past reliability performance for lessons learned; (5) disseminate 
findings and lessons learned to the electric industry to improve reliability performance; 
and (6) develop reliability performance benchmarks.  The final reliability assessment 
reports shall be approved by the board for publication to the electric industry and the 
general public. 

802. Scope of the Reliability Assessment Program 
1. The scope of the reliability assessment program shall include: 

1.1 Review, assess, and report on the overall electric generation and 
transmission reliability (adequacy and operating reliability) of the 
interconnected bulk power systems, both existing and as planned.  

1.2 Assess and report on the key issues, risks, and uncertainties that affect or 
have the potential to affect the reliability of existing and future electric 
supply and transmission. 

1.3 Review, analyze, and report on regional self-assessments of electric 
supply and bulk power transmission reliability, including reliability issues 
of specific regional concern. 

1.4 Identify, analyze, and project trends in electric customer demand, supply, 
and transmission and their impacts on bulk power system reliability. 

1.5 Investigate, assess, and report on the potential impacts of new and 
evolving electricity market practices, new or proposed regulatory 
procedures, and new or proposed legislation (e.g. environmental 
requirements) on the adequacy and operating reliability of the bulk power 
systems. 

2. The reliability assessment program shall be performed in a manner consistent 
with the reliability standards of NERC including but not limited to those that 
specify reliability assessment requirements.  
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803. Reliability Assessment Reports 
The number and type of periodic assessments that are to be conducted shall be at the 
discretion of NERC.  The results of the reliability assessments shall be documented in 
three reports: the long-term and the annual seasonal (summer) and the annual seasonal 
(winter) assessment reports.  NERC shall also conduct special reliability assessments 
from time to time as circumstances warrant.  The reliability assessment reports shall be 
reviewed and approved for publication by the board.  The three regular reports are 
described below. 

1. Long-Term Reliability Assessment Report — The annual long-term report shall 
cover a ten-year planning horizon.  The planning horizon of the long-term 
reliability assessment report shall be subject to change at the discretion of NERC.  
Detailed generation and transmission adequacy assessments shall be conducted 
for the first five years of the review period.  For the second five years of the 
review period, the assessment shall focus on the identification, analysis, and 
projection of trends in peak demand, electric supply, and transmission adequacy, 
as well as other industry trends and developments that may impact future electric 
system reliability.  Reliability issues of concern and their potential impacts shall 
be presented along with any mitigation plans or alternatives.  The long-term 
reliability assessment reports will generally be published in the fall (September) 
of each year.  NERC will also publish electricity supply and demand data 
associated with the long-term reliability assessment report.  

2. Summer Assessment Report — The annual summer seasonal assessment report 
typically shall cover the four-month (June–September) summer period.  It shall 
provide an overall perspective on the adequacy of the generation resources and 
the transmission systems necessary to meet projected summer peak demands.  It 
shall also identify reliability issues of interest and regional and subregional areas 
of concern in meeting projected customer demands and may include possible 
mitigation alternatives.  The report will generally be published in mid-May for the 
upcoming summer period. 

3. Winter Assessment Report — The annual winter seasonal assessment report 
shall cover the three-month (December–February) winter period.  The report shall 
provide an overall perspective on the adequacy of the generation resources and 
the transmission systems necessary to meet projected winter peak demands.  
Similar to the summer assessment, the winter assessment shall identify reliability 
issues of interest and regional and subregional areas of concern in meeting 
projected customer demands and may also include possible mitigation 
alternatives.  The winter assessment report will generally be published in mid-
November for the upcoming winter period. 

4. Special Reliability Assessment Reports — In addition to the long-term and 
seasonal reliability assessment reports, NERC shall also conduct special reliability 
assessments on a regional, interregional, and interconnection basis as conditions 
warrant, or as requested by the board or applicable governmental authorities.  The 
teams of reliability and technical experts also may initiate special assessments of 
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key reliability issues and their impacts on the reliability of a regions, subregions, 
or interconnection (or a portion thereof).  Such special reliability assessments may 
include, among other things, operational reliability assessments, evaluations of 
emergency response preparedness, adequacy of fuel supply, hydro conditions, 
reliability impacts of new or proposed environmental rules and regulations, and 
reliability impacts of new or proposed legislation that affects or has the potential 
to affect the reliability of the interconnected bulk power systems in North 
America.  

804. Reliability Assessment Data and Information Requirements 
To carry out the reviews and assessments of the overall reliability of the interconnected 
bulk power systems, the regional entities, regional reliability organizations and other 
entities shall provide sufficient data and other information requested by NERC in support 
of the annual long-term and seasonal assessments and any special reliability assessments.  

Some of the data provided for these reviews and assessment may be considered 
confidential from a competitive marketing perspective, a critical energy infrastructure 
information perspective, or for other purposes.  Such data shall be treated in accordance 
with the provisions of Section 1500 – Confidential Information.  

While the major sources of data and information for this program are the regional entities 
and regional reliability organizations, a team of reliability and technical experts is 
responsible for developing and formulating its own independent conclusions about the 
near-term and long-term reliability of the bulk power systems. 

In connection with the reliability assessment reports, requests shall be submitted to each 
of the regional entities or regional reliability organizations for required reliability 
assessment data and other information, and for each region’s self-assessment report.  The 
timing of the requests will be governed by the schedule for the preparation of the 
assessment reports. 

The regional self-assessments are to be conducted in compliance with NERC standards 
and the respective regional planning criteria.  The team(s) of reliability and technical 
experts shall also conduct interviews with the regional entities or regional reliability 
organizations as needed.  The summary of the regional self-assessments that are to be 
included in the assessment reports shall follow the general outline identified in NERC’s 
request.  This outline may change from time to time as key reliability issues change. 

In general, the regional reliability self-assessments shall address, among other areas, the 
following topics:  demand and net energy for load; assessment of projected resource 
adequacy; any transmission constraints that may impact bulk transmission adequacy and 
plans to alleviate those constraints; any unusual operating conditions that could impact 
reliability for the assessment period; fuel supply adequacy; the deliverability of 
generation (both internal and external) to load; and any other reliability issues in the 
region and their potential impacts on the reliability of the bulk power systems. 
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805. Reliability Assessment Process 
Based on their expertise, the review of the collected data, the review of the regional self-
assessment reports, and interviews with the regional entities or regional reliability 
organizations, as appropriate, the teams of reliability and technical experts shall perform 
an independent review and assessment of the generation and transmission adequacy of 
each region’s existing and planned bulk power system.  The results of the review teams 
shall form the basis of NERC’s long-term and seasonal reliability assessment reports.  
The review and assessment process is briefly summarized below. 

1. Resource Adequacy Assessment — The teams shall evaluate the regional 
demand and resource capacity data for completeness in the context of the overall 
resource capacity needs of the region.  The team shall independently evaluate the 
ability of the regional entity or regional reliability organization members to serve 
their obligations given the demand growth projections, the amount of existing and 
planned capacity, including committed and uncommitted capacity, contracted 
capacity, or capacity outside of the region.  If the region relies on capacity from 
outside of the region to meet its resource objectives, the ability to deliver that 
capacity shall be factored into the assessment.  The demand and resource capacity 
information shall be compared to the resource adequacy requirements of the 
regional entity or regional reliability organization for the year(s) or season(s) 
being assessed.  The assessment shall determine if the resource information 
submitted represents a reasonable and attainable plan for the regional entity or 
regional reliability organization and its members.  For cases of inadequate 
capacity or reserve margin, the regional entity or regional reliability organization 
will be requested to analyze and explain any resource capacity inadequacies and 
its plans to mitigate the reliability impact of the potential inadequacies.  The 
analysis may be expanded to include surrounding areas.  If the expanded analysis 
indicates further inadequacies, then an interregional problem may exist and will 
be explored with the applicable regions.  The results of these analyses shall be 
described in the assessment report. 

2. Transmission Adequacy and Operating Reliability Assessment — The teams 
shall evaluate transmission system information that relates to the adequacy and 
operating reliability of the regional transmission system.  That information shall 
include:  regional planning study reports, interregional planning study reports, 
and/or regional operational study reports.  If additional information is required, 
another data request shall be sent to the regional entity or regional reliability 
organization.  The assessment shall provide a judgment on the ability of the 
regional transmission system to operate reliably under the expected range of 
operating conditions over the assessment period as required by NERC reliability 
standards.  If sub-areas of the regional system are especially critical to the reliable 
operation of the regional bulk transmission system, these facilities or sub-areas 
shall be reviewed and addressed in the assessment.  Any areas of concern related 
to the adequacy or operating reliability of the system shall be identified and 
reported in the assessment. 
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3. Seasonal Operating Reliability Assessment — The team(s) shall evaluate the 
overall operating reliability of the regional bulk transmission systems.  In areas 
with potential resource adequacy or system operating reliability problems, 
operational readiness of the affected regional reliability organizations for the 
upcoming season shall be reviewed and analyzed.  The assessment may consider 
unusual but possible operating scenarios and how the system is expected to 
perform. Operating reliability shall take into account a wide range of activities, all 
of which should reinforce the regional entity’s or regional reliability 
organization’s ability to deal with the situations that might occur during the 
upcoming season.  Typical activities in the assessment may include: facility 
modifications and additions, new or modified operating procedures, emergency 
procedures enhancement, and planning and operating studies.  The teams shall 
report the overall seasonal operating reliability of the regional transmission 
systems in the annual summer and winter assessment reports. 

4. Reporting of Reliability Assessment Results — The teams of reliability and 
technical experts shall provide an independent assessment of the reliability of the 
regional entities, regional reliability organizations and the North American 
interconnected bulk power system for the period of the assessment.  While the 
regional entities or regional reliability organizations are relied upon to provide the 
information to perform such assessments, the review team is not required to 
accept the conclusions provided by the regional entities or regional reliability 
organizations.  Instead, the review team is expected, based on their expertise, to 
reach their own independent conclusions about the status of the adequacy of the 
generation and bulk power transmission systems of North America. 

The review team also shall strive to achieve consensus in their assessments.  The 
assessments that are made are based on the best information available at the time.  
However, since judgment is applied to this information, legitimate differences of 
opinion can develop.  Despite these differences, the review team shall work to 
achieve consensus on their findings. 

In addition to providing long-term and seasonal assessments in connection with 
the reliability assessment program, the review team of experts shall also be 
responsible for recommending new and revised reliability standards related to the 
reliability assessments and the reliability of the bulk power systems.  These 
proposals for new or revised standards shall be entered into NERC’s Standards 
Development Process. 

Upon completion of the assessment, the team shall share the results with the 
regional entities or regional reliability organizations.  The regional entities or 
regional reliability organizations shall be given the opportunity to review and 
comment on the conclusions in the assessment and to provide additional 
information as appropriate.  The reliability assessments and their conclusions are 
the responsibility of NERC’s technical review team and NERC. 

The preparation and approval of NERC’s reliability assessment reports shall 
follow a prescribed schedule including review, comment, and possible approval 
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by appropriate NERC committees.  The long-term and seasonal (summer and 
winter) reliability assessment reports shall be further reviewed for approval by the 
board for publication to the electric industry. 

806. Scope of the Reliability Performance and Analysis Program  
 The components of the program will include analysis of large-scale outages, 

disturbances, and near misses to determine root causes and lessons learned; identification 
and continuous monitoring of performance indices to detect emerging trends and signs of 
a decline in reliability performance; and communications of performance results, trends, 
recommendations, and initiatives to those responsible to take actions; followed with 
confirmation of actions to correct any deficiencies identified.  Within NERC, the 
reliability performance program will provide performance results to the standards 
development, compliance enforcement, and reliability readiness programs to make the 
necessary adjustments to preserve reliability based on a risk-based approach.  
Recommendations that result from this program are reviewed as part of the NERC 
readiness evaluation and improvement program. 

 
807. Analysis of Major Events 

Responding to major blackouts and other system disturbances or emergencies can be 
divided into four phases:  situational assessment and communications; situation tracking 
and communications; data collection, investigation, analysis, and reporting; and follow-
up on recommendations. 

1. NERC’s role following a blackout or other major bulk power system disturbance 
or emergency is to provide leadership, coordination, technical expertise, and 
assistance to the industry in responding to the event.  Working closely with the 
regional entities and reliability coordinators, NERC will coordinate and facilitate 
efforts among industry participants, and with state, federal, and provincial 
governments in the United States and Canada to support the industry’s response. 

2. When responding to any event where physical or cyber security is suspected as a 
cause or contributing factor to an event, NERC will immediately notify 
appropriate government agencies and coordinate its activities with them. 

3. During the conduct of some NERC analyses, assistance may be needed from 
government agencies.  This assistance could include: authority to require data 
reporting from affected or involved parties; communications with other agencies 
of government; investigations related to possible criminal or terrorist involvement 
in the event; resources for initial data gathering immediately after the event; 
authority to call meetings of affected or involved parties; and technical and 
analytical resources for studies. 

4. NERC shall work with other participants to establish a clear delineation of roles, 
responsibilities, and coordination requirements among industry and government 
for the investigation and reporting of findings, conclusions, and recommendations 
related to major blackouts, disturbances, or other emergencies affecting the bulk 
power system with the objective of avoiding, to the extent possible, multiple 
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investigations of the same event.  If the event is confined to a single regional 
entity, NERC representatives will participate as members of the regional entity 
analysis team. 

5. NERC and applicable entity(s) shall apply the NERC Blackout and Disturbance 
Response Procedures, which are incorporated into these rules as Appendix 8.  
These procedures provide a framework to guide NERC’s response to events that 
may have multiregional, national, or international implications.  Experienced 
industry leadership shall be applied to tailor the response to the specific 
circumstances of the event.  In accordance with that procedure, the NERC 
president will determine whether the event warrants analysis at the NERC-level.  
A regional entity may request that NERC elevate any analysis to a NERC level.  

6. NERC will screen and analyze the findings and recommendations from the 
analysis, and those with generic applicability will be disseminated to the industry 
in accordance with section 810.the form of operations or equipment alerts of three 
possible types: 

a.Advisory — these alerts are purely informational, intended to alert owners, 
operators, and users of the bulk power system to potential problems; 

b.Recommendation — these alerts are intended to recommend specific action be 
taken by  owners, operators, and users of the bulk power system; 

c.Required Action — these alerts are intended to require specific action by 
owners, operators, and users of the bulk power system.  Such alerts require 
NERC board approval before issuance. 

 
808. Analysis of Off-Normal Events, Potential System Vulnerabilities and System 

Performance 
1. NERC shall analyze system and equipment performance events that do not rise to 

the level of a major blackout, disturbance, or system emergency, as described in 
section 807.  NERC shall also analyze potential vulnerabilities in the bulk power 
system brought to its attention by government agencies.  The purpose of these 
analyses is to identify the root causes of events that may be precursors of 
potentially more serious events, or that have the potential to cause more serious 
events, to assess past reliability performance for lessons learned, and to develop 
reliability performance benchmarks and trends. 

2. NERC will screen and analyze events and potential vulnerabilities for 
significance, and information from those with generic applicability will be 
disseminated to the industry in accordance with section 810.the form of 
operations or equipment alerts of three possible types: 

a.Advisory — these alerts are purely informational, intended to alert owners, 
operators, and users of the bulk power system to potential problems; 

b.Recommendation — these alerts are intended to recommend specific action be 
taken by owners, operators, and users of the bulk power system; 
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c.a. Required Action — these alerts are intended to require specific action by 
owners, operators, and users of the bulk power system.  Such alerts require 
NERC board approval before issuance. 

3.Members of NERC and bulk power systems owners, operators, and users shall provide 
NERC with detailed and timely operating experience information and data, and shall 
evaluate and take appropriate action on alerts issued by NERC.   

809. Reliability Benchmarking 
NERC shall identify and track key reliability indicators as a means of benchmarking 
reliability performance and measuring reliability improvements.  This program will 
include assessing available metrics, developing guidelines for acceptable metrics, 
maintaining a performance metrics “dashboard” on the NERC Web site, and developing 
appropriate reliability performance benchmarks. 

810. Information Exchange and Issuance of NERC Advisories, Recommendations and 
Essential Actions 
1 Members of NERC and bulk power system owners, operators, and users shall 

provide NERC with detailed and timely operating experience information and 
data. 

2. In the normal course of operations, NERC shall disseminates the results of its 
events analysis findings, and lessons learned and other analysis and information 
gathering to the industry.  Recommendations that result from this programThese 
findings, lessons learned and other information will be reviewed as part of the 
readiness evaluation and improvement program and also be used to guide the 
reliability assessment program. 

3. When NERC determines it is necessary to place the industry or segments of the 
industry on formal notice of its findings, analyses, and recommendations, NERC 
will provide such notification in the form of specific operations or equipment 
Advisories, Recommendations or Essential Actions: 

3.1 Level 1 (Advisories) – purely informational, intended to advise certain 
segments of the owners, operators and users of the bulk power system of 
findings and lessons learned; 

3.2 Level 2 (Recommendations) – specific actions that NERC is 
recommending be considered on a particular topic by certain segments of 
owners, operators, and users of the bulk power system according to each 
entity’s facts and circumstances; 

3.3 Level 3 (Essential Actions) – specific actions that NERC has determined 
are essential for certain segments of owners, operators, or users of the bulk 
power system to take to ensure the reliability of the bulk power system.  
Such Essential Actions require NERC board approval before issuance. 
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4. The bulk power system owners, operators, and users to which Level 2 
(Recommendations) and Level 3 (Essential Actions) notifications apply are to 
evaluate and take appropriate action on such issuances by NERC.  Such bulk 
power system owners, operators, and users shall also provide reports of actions 
taken and timely updates on progress towards resolving the issues raised in the 
Recommendations and Essential Actions in accordance with the reporting date(s) 
specified by NERC. 

5. NERC will advise the Commission and other applicable governmental authorities 
of its intent to issue all Level 1 Advisories, Level 2 Recommendations, and Level 
3 Essential Actions at least five (5) business days prior to issuance, unless 
extraordinary circumstances exist that warrant issuance less than five (5) business 
days after such advice.  NERC will file a report with the Commission and other 
applicable governmental authorities no later than thirty (30) days following the 
date by which NERC has requested the bulk power system owners, operators, and 
users to which a Level 2 Recommendation or Level 3 Essential Action issuance 
applies to provide reports of actions taken in response to the notification.  
NERC’s report to the Commission and other applicable governmental authorities 
will describe the actions taken by the relevant owners, operators, and users of the 
bulk power system and the success of such actions taken in correcting any 
vulnerability or deficiency that was the subject of the notification, with 
appropriate protection for confidential or critical infrastructure information.  

811. Equipment Performance Data 
Through its Generating Availability Data System (GADS), NERC shall collect operating 
information about the performance of electric generating equipment; provide assistance 
to those researching information on power plant outages stored in its database; and 
support equipment reliability as well as availability analyses and other decision-making 
processes developed by GADS subscribers.  GADS data is also used in conducting 
assessments of generation resource adequacy. 
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