Standard CIP-002—-1 — Cyber Security — Critical Cyber Asset Identification

Standard Development Roadmap

This section is maintained by the drafting team during the development of the standard and will be
removed when the standard becomes effective.

Development Steps Completed:
1. SAC approves Standard 1300 SAR, draft 1 posting (July 1, 2003)
2. SAC approves Standard 1300 SAR, draft 2 posting (December 1, 2003)
3. SAC appoints Standard 1300 Drafting Team (June 23, 2004)
4. Drafting Team posts draft 1 for comment (September 15, 2004)
5

Drafting Team posts draft 2 of Standard CIP-002-1 (Draft 1, Std 1300, section 1302) (January
17, 2005)

Review comments to draft 2 and revise as needed
Post Draft 3 for 45-day public comment period (May 9 — June 23, 2005)
Review comments to draft 3 and revise as needed (June 24, 2005 — January 15, 2006)

© o N o

Post for 30-day pre-ballot review (January 16 — February 14)

Description of Current Draft:

This version of Standard CIP-002 addresses comments received in response to draft 3. It represents
significant work by the drafting team to ensure consistency across the suite of Cyber Security Standards
(CIP-002-1 through CIP-009-1), to ensure that levels of noncompliance are auditable and correctly
matched to the requirements, to clarify the requirements, and to eliminate redundancy between the
standards.

Future Development Plan:

1. Host a webcast for NERC’s ballot body January 31, 2006

2. First ballot of Standard CIP-002-1 February 15 — February 24, 2006
3. Respond to comments February 25 — March 13, 2006
4. Post for recirculation ballot March 14 — March 24, 2006
5. 30-day posting before board adoption March 25 — April 24, 2006

6. Board adopts Standard CIP-002-1 May 2, 2006

7. Effective date June 1, 2006
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Standard CIP-002—-1 — Cyber Security — Critical Cyber Asset Identification

Definitions of Terms Used in Standard

This section includes all newly defined or revised terms used in the proposed standard. Terms already
defined in the Reliability Standards Glossary of Terms are not repeated here. New or revised definitions
listed below become approved when the proposed standard is approved. When the standard becomes
effective, these defined terms will be removed from the individual standard and added to the Glossary.

Critical Assets: Facilities, systems, and equipment which, if destroyed, degraded, or otherwise
rendered unavailable, would affect the reliability or operability of the Bulk Electric System.

Cyber Assets: Programmable electronic devices and communication networks including hardware,
software, and data.

Critical Cyber Assets: Cyber Assets essential to the reliable operation of Critical Assets.
Cyber Security Incident: Any malicious act or suspicious event that:

e Compromises, or was an attempt to compromise, the Electronic Security Perimeter or Physical
Security Perimeter of a Critical Cyber Asset, or,
o Disrupts, or was an attempt to disrupt, the operation of a Critical Cyber Asset.

Electronic Security Perimeter: The logical border surrounding a network to which Critical Cyber
Assets are connected and for which access is controlled.

Physical Security Perimeter: The physical, completely enclosed (“six-wall””) border surrounding

computer rooms, telecommunications rooms, operations centers, and other locations in which Critical
Cyber Assets are housed and for which access is controlled.
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A. Introduction

1.
2.
3.

5.

Title: Cyber Security — Critical Cyber Asset Identification
Number:  CIP-002-1

Purpose: NERC Standards CIP-002 through CIP-009 provide a cyber security framework
for the identification and protection of Critical Cyber Assets to support reliable operation of the
Bulk Electric System.

These standards recognize the differing roles of each entity in the operation of the Bulk Electric
System, the criticality and vulnerability of the assets needed to manage Bulk Electric System
reliability, and the risks to which they are exposed. Responsible Entities should interpret and
apply Standards CIP-002 through CIP-009 using reasonable business judgment.

Business and operational demands for managing and maintaining a reliable Bulk Electric
System increasingly rely on Cyber Assets supporting critical reliability functions and processes
to communicate with each other, across functions and organizations, for services and data. This
results in increased risks to these Cyber Assets.

Standard CIP-002 requires the identification and documentation of the Critical Cyber Assets
associated with the Critical Assets that support the reliable operation of the Bulk Electric
System. These Critical Assets are to be identified through the application of a risk-based
assessment.

Applicability:
4.1. Within the text of Standard CIP-002, “Responsible Entity” shall mean:
4.1.1 Reliability Coordinator.
4.1.2 Balancing Authority.
4.1.3 Interchange Authority.
4.1.4  Transmission Service Provider.
4.1.5 Transmission Owner.
4.1.6 Transmission Operator.
4.1.7 Generator Owner.
4.1.8 Generator Operator.
4.1.9 Load Serving Entity.
4.1.10 NERC.
4.1.11 Regional Reliability Organizations.
4.2. The following are exempt from Standard CIP-002:

4.2.1 Facilities regulated by the U.S. Nuclear Regulatory Commission or the Canadian
Nuclear Safety Commission.

4.2.2  Cyber Assets associated with communication networks and data communication
links between discrete Electronic Security Perimeters.

(Proposed) Effective Date: June 1, 2006
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B. Requirements

The Responsible Entity shall comply with the following requirements of Standard CIP-002:

R1. Critical Asset Identification Method — The Responsible Entity shall identify and document a
risk-based assessment methodology to use to identify its Critical Assets.

R1.1. The Responsible Entity shall maintain documentation describing its risk-based
assessment methodology that includes procedures and evaluation criteria.

R1.2.  The risk-based assessment shall consider the following assets:

R1.2.1.

R1.2.2.

R1.2.3.

R1.2.4.

R1.2.5.

R1.2.6.

R1.2.7.

Control centers and backup control centers performing the functions of the
entities listed in the Applicability section of this standard.

Transmission substations that support the reliable operation of the Bulk
Electric System.

Generation resources that support the reliable operation of the Bulk Electric
System.

Systems and facilities critical to system restoration, including blackstart
generators and substations in the electrical path of transmission lines used
for initial system restoration.

Systems and facilities critical to automatic load shedding under a common
control system capable of shedding 300 MW or more.

Special Protection Systems that support the reliable operation of the Bulk
Electric System.

Any additional assets that support the reliable operation of the Bulk Electric
System that the Responsible Entity deems appropriate to include in its
assessment.

R2. Critical Asset Identification — The Responsible Entity shall develop a list of its identified
Critical Assets determined through an annual application of the risk-based assessment
methodology required in R1. The Responsible Entity shall review this list at least annually,
and update it as necessary.

R3. Critical Cyber Asset Identification — Using the list of Critical Assets developed pursuant to
Requirement R2, the Responsible Entity shall develop a list of associated Critical Cyber Assets
essential to the operation of the Critical Asset. Examples at control centers and backup control
centers include systems and facilities at master and remote sites that provide monitoring and
control, automatic generation control, real-time power system modeling, and real-time inter-
utility data exchange. The Responsible Entity shall review this list at least annually, and
update it as necessary. For the purpose of Standard CIP-002, Critical Cyber Assets are further
qualified to be those having at least one of the following characteristics:

R3.1.  The Cyber Asset uses a routable protocol to communicate outside the Electronic
Security Perimeter; or,

R3.2.  The Cyber Asset uses a routable protocol within a Control Center; or,

R3.3.  The Cyber Asset is dial-up accessible.

R4. Annual Approval — A senior manager or delegate(s) shall approve annually the list of Critical
Assets and the list of Critical Cyber Assets. Based on Requirements R1, R2, and R3 the
Responsible Entity may determine that it has no Critical Assets or Critical Cyber Assets. The
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Responsible Entity shall keep a signed and dated record of the senior manager or delegate(s)’s
approval of the list of Critical Assets and the list of Critical Cyber Assets (even if such lists are
null.)

C. Measures

The following measures will be used to demonstrate compliance with the requirements of Standard
CIP-002:

M1. The risk-based assessment methodology documentation as specified in Requirement R1.
M2. The list of Critical Assets as specified in Requirement R2.

M3. The list of Critical Cyber Assets as specified in Requirement R3.

M4. The records of annual approvals as specified in Requirement R4.

D. Compliance
1. Compliance Monitoring Process

1.1. Compliance Monitoring Responsibility
1.1.1 Regional Reliability Organizations for Responsible Entities.
1.1.2 NERC for Regional Reliability Organization.
1.1.3  Third-party monitor without vested interest in the outcome for NERC.

1.2. Compliance Monitoring Period and Reset Timeframe
Annually.

1.3. Data Retention

1.3.1 The Responsible Entity shall keep documentation required by Standard CIP-002
from the previous full calendar year

1.3.2 The compliance monitor shall keep audit records for three calendar years.
1.4. Additional Compliance Information

1.4.1 Responsible Entities shall demonstrate compliance through self-certification or
audit, as determined by the Compliance Monitor.

2. Levels of Non-Compliance
2.1 Level 1: The risk assessment has not been performed annually.

2.2 Level 2: The list of Critical Assets or Critical Cyber Assets exist, but has not been
approved or reviewed in the last calendar year.

2.3 Level 3: The list of Critical Assets or Critical Cyber Assets does not exist.
2.4 Level 4: The lists of Critical Assets and Critical Cyber Assets do not exist.

E. Regional Differences
None identified.
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Version History
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Standard CIP-003-1 — Cyber Security — Security Management Controls

Standard Development Roadmap

This section is maintained by the drafting team during the development of the standard and will be
removed when the standard becomes effective.

Development Steps Completed:
1. SAC approves Standard 1300 SAR, draft 1 posting (July 1, 2003)
2. SAC approves Standard 1300 SAR, draft 2 posting (December 1, 2003)
3. SAC appoints Standard 1300 Drafting Team (June 23, 2004)
4. Drafting Team posts draft 1 for comment (September 15, 2004)
5

Drafting Team posts draft 2 of Standard CIP-003-1 (Draft 1, Std 1300, section 1302) (January
17, 2005)

Review comments to draft 2 and revise as needed
Post Draft 3 for 45-day public comment period (May 9 — June 23, 2005)
Review comments to draft 3 and revise as needed (June 24, 2005 — January 15, 2006)

© o N o

Post for 30-day pre-ballot review (January 16 — February 14)

Description of Current Draft:

This version of Standard CIP-003 addresses comments received in response to draft 3. It represents
significant work by the drafting team to ensure consistency across the suite of Cyber Security Standards
(CIP-002-1 through CIP-009-1), to ensure that levels of noncompliance are auditable and correctly
matched to the requirements, to clarify the requirements, and to eliminate redundancy between the
standards.

Future Development Plan:

1. Host a webcast for NERC’s ballot body January 31, 2006

2. First ballot of Standard CIP-003-1 February 15 — February 24, 2006
3. Respond to comments February 25 — March 13, 2006
4. Post for recirculation ballot March 14 — March 24, 2006
5. 30-day posting before board adoption March 25 — April 24, 2006

6. Board adopts Standard CIP-003-1 May 2, 2006

7. Effective date June 1, 2006

January 16, 2006 Page 1 of 7 Proposed Effective Date: June 1, 2006




Standard CIP-003-1 — Cyber Security — Security Management Controls

Definitions of Terms Used in Standard

This section includes all newly defined or revised terms used in the proposed standard. Terms already
defined in the Reliability Standards Glossary of Terms are not repeated here. New or revised definitions
listed below become approved when the proposed standard is approved. When the standard becomes
effective, these defined terms will be removed from the individual standard and added to the Glossary.

Critical Assets: Facilities, systems, and equipment which, if destroyed, degraded, or otherwise
rendered unavailable, would affect the reliability or operability of the Bulk Electric System.

Cyber Assets: Programmable electronic devices and communication networks including hardware,
software, and data.

Critical Cyber Assets: Cyber Assets essential to the reliable operation of Critical Assets.
Cyber Security Incident: Any malicious act or suspicious event that:

e Compromises, or was an attempt to compromise, the Electronic Security Perimeter or Physical
Security Perimeter of a Critical Cyber Asset, or,
o Disrupts, or was an attempt to disrupt, the operation of a Critical Cyber Asset.

Electronic Security Perimeter: The logical border surrounding a network to which Critical Cyber
Assets are connected and for which access is controlled.

Physical Security Perimeter: The physical, completely enclosed (“six-wall””) border surrounding

computer rooms, telecommunications rooms, operations centers, and other locations in which Critical
Cyber Assets are housed and for which access is controlled.
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A. Introduction
1. Title: Cyber Security — Security Management Controls
2. Number:  CIP-003-1

3. Purpose:  Standard CIP-003 requires that Responsible Entities have minimum security
management controls in place to protect Critical Cyber Assets. Standard CIP-003 should be
read as part of a group of standards numbered Standards CIP-002 through CIP-009.
Responsible Entities should interpret and apply Standards CIP-002 through CIP-009 using
reasonable business judgment.

4. Applicability:

4.1. Within the text of Standard CIP-003, “Responsible Entity” shall mean:
4.1.1 Reliability Coordinator.
4.1.2 Balancing Authority.
4.1.3 Interchange Authority.
4.1.4 Transmission Service Provider.
4.1.5 Transmission Owner.
4.1.6  Transmission Operator.
417 Generator Owner.
4.1.8 Generator Operator.
419 Load Serving Entity.
4.1.10 NERC.
4.1.11 Regional Reliability Organizations.

4.2. The following are exempt from Standard CIP-003:

4.2.1 Facilities regulated by the U.S. Nuclear Regulatory Commission or the Canadian
Nuclear Safety Commission.

4.2.2 Cyber Assets associated with communication networks and data communication
links between discrete Electronic Security Perimeters.

4.2.3 Responsible Entities that, in compliance with Standard CIP-002, identify that
they have no Critical Cyber Assets.

5. (Proposed) Effective Date: June 1, 2006

B. Requirements
The Responsible Entity shall comply with the following requirements of Standard CIP-003:

R1. Cyber Security Policy — The Responsible Entity shall document and implement a cyber
security policy that represents management’s commitment and ability to secure its Critical
Cyber Assets. The Responsible Entity shall, at minimum, ensure the following:

R1.1. The cyber security policy addresses the requirements in Standards CIP-002 through
CIP-009, including provision for emergency situations.
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R1.2.

R1.3.

The cyber security policy is readily available to all personnel who have access to, or are
responsible for, Critical Cyber Assets.

Annual review and approval of the cyber security policy by the senior manager
assigned pursuant to R2.

R2. Leadership — The Responsible Entity shall assign a senior manager with overall responsibility
for leading and managing the entity’s implementation of, and adherence to, Standards CIP-002
through CIP-009.

R2.1.

R2.2.

R2.3.

The senior manager shall be identified by name, title, business phone, business address,
and date of designation.

Changes to the senior manager must be documented within thirty calendar days of the
effective date.

The senior manager or delegate(s), shall authorize and document any exception from
the requirements of the cyber security policy.

R3. Exceptions — Instances where the Responsible Entity cannot conform to its cyber security
policy must be documented as exceptions and authorized by the senior manager or delegate(s).

R3.1.

R3.2.

R3.3.

Exceptions to the Responsible Entity’s cyber security policy must be documented
within thirty days of being approved by the senior manager or delegate(s).

Documented exceptions to the cyber security policy must include an explanation as to
why the exception is necessary and any compensating measures, or a statement
accepting risk.

Authorized exceptions to the cyber security policy must be reviewed and approved
annually by the senior manager or delegate(s) to ensure the exceptions are still
required and valid. Such review and approval shall be documented.

R4. Information Protection — The Responsible Entity shall implement and document a program to
identify, classify, and protect information associated with Critical Cyber Assets.

R4.1.

R4.2.

R4.3.

The Critical Cyber Asset information to be protected shall include, at a minimum and
regardless of media type, operational procedures, lists as required in Standard CIP-
002, network topology or similar diagrams, floor plans of computing centers that
contain Critical Cyber Assets, equipment layouts of Critical Cyber Assets, disaster
recovery plans, incident response plans, and security configuration information.

The Responsible Entity shall classify information to be protected under this program
based on the sensitivity of the Critical Cyber Asset information.

The Responsible Entity shall, at least annually, assess adherence to its Critical Cyber
Asset information protection program, document the assessment results, and
implement an action plan to remediate deficiencies identified during the assessment.

R5. Access Control — The Responsible Entity shall document and implement a program for
managing access to protected Critical Cyber Asset information.

R5.1.

January 16, 2006

The Responsible Entity shall maintain a list of designated personnel who are
responsible for authorizing logical or physical access to protected information.

R5.1.1. Personnel shall be identified by name, title, business phone and the
information for which they are responsible for authorizing access.
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R6.

R5.1.2. The list of personnel responsible for authorizing access to protected
information shall be verified at least annually.

R5.2.  The Responsible Entity shall review at least annually the access privileges to protected
information to confirm that access privileges are correct and that they correspond with
the Responsible Entity’s needs and appropriate personnel roles and responsibilities.

R5.3.  The Responsible Entity shall assess and document at least annually the processes for
controlling access privileges to protected information.

Change Control and Configuration Management — The Responsible Entity shall establish and
document a process of change control and configuration management for adding, modifying,
replacing, or removing Critical Cyber Asset hardware or software, and implement supporting
configuration management activities to identify, control and document all entity or vendor-
related changes to hardware and software components of Critical Cyber Assets pursuant to the
change control process.

C. Measures

The following measures will be used to demonstrate compliance with the requirements of Standard
CIP-003:

M1.

M2.

Ma.
M4.

M5.
M6.

Documentation of the Responsible Entity’s cyber security policy as specified in Requirement
R1. Additionally, the Responsible Entity shall demonstrate that the cyber security policy is
available as specified in Requirement R1.2.

Documentation of the assignment of, and changes to, the Responsible Entity’s leadership as
specified in Requirement R2.

Documentation of the Responsible Entity’s exceptions, as specified in Requirement R3.

Documentation of the Responsible Entity’s information protection program as specified in
Requirement R4.

The access control documentation as specified in Requirement R5.

The Responsible Entity’s change control and configuration management documentation as
specified in Requirement R6.

D. Compliance

1.

Compliance Monitoring Process
1.1. Compliance Monitoring Responsibility

1.1.1 Regional Reliability Organizations for Responsible Entities.

1.1.2 NERC for Regional Reliability Organization.

1.1.3  Third-party monitor without vested interest in the outcome for NERC.
1.2. Compliance Monitoring Period and Reset Timeframe

Annually.
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1.3. Data Retention

131

1.3.2

The Responsible Entity shall keep all documentation and records from the
previous full calendar year.

The compliance monitor shall keep audit records for three years.

1.4. Additional Compliance Information

141

1.4.2

Responsible Entities shall demonstrate compliance through self-certification or
audit, as determined by the Compliance Monitor.

Instances where the Responsible Entity cannot conform to its cyber security
policy must be documented as exceptions and approved by the designated senior
manager or delegate(s). Refer to CIP-003, Requirement R3. Duly authorized
exceptions will not result in non-compliance.

2. Levels of Noncompliance
2.1. Level 1:

2.2.

2.3.

January 16, 2006

211

212

2.1.3

Changes to the designation of senior manager were not documented in
accordance with Requirement R2.2; or,

Exceptions from the cyber security policy have not been documented within
thirty calendar days of the approval of the exception; or,

An information protection program to identify and classify information and the
processes to protect information associated with Critical Cyber Assets has not
been assessed in the previous full calendar year.

Level 2:

221

2.2.2

2.2.3

2.2.4

A cyber security policy exists, but has not been reviewed within the previous full
calendar year; or,

Exceptions to policy are not documented or authorized by the senior manager or
delegate(s); or,

Access privileges to the information related to Critical Cyber Assets have not
been reviewed within the previous full calendar year; or,

The list of designated personnel responsible to authorize access to the
information related to Critical Cyber Assets has not been reviewed within the
previous full calendar year.

Level 3:

231

2.3.2

2.3.3

A senior manager has not been identified in accordance with Requirement R2.1;
or,

The list of designated personnel responsible to authorize logical or physical
access to protected information associated with Critical Cyber Assets does not
exist; or,

No changes to hardware and software components of Critical Cyber Assets have
been documented in accordance with Requirement R6.
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2.4. Level 4:

24.1
24.2

2.4.3

E. Regional Differences

None identified.

Version History

No cyber security policy exists; or,

No identification and classification program for protecting information associated
with Critical Cyber Assets exists; or,

No documented change control and configuration management process exists.

Version

Date

Action

Change Tracking

January 16, 2006
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Standard CIP-004-1 — Cyber Security — Personnel and Training

Standard Development Roadmap

This section is maintained by the drafting team during the development of the standard and will be
removed when the standard becomes effective.

Development Steps Completed:
1. SAC approves Standard 1300 SAR, draft 1 posting (July 1, 2003)
2. SAC approves Standard 1300 SAR, draft 2 posting (December 1, 2003)
3. SAC appoints Standard 1300 Drafting Team (June 23, 2004)
4. Drafting Team posts draft 1 for comment (September 15, 2004)
5

Drafting Team posts draft 2 of Standard CIP-004-1 (Draft 1, Std 1300, section 1302) (January
17, 2005)

Review comments to draft 2 and revise as needed
Post Draft 3 for 45-day public comment period (May 9 — June 23, 2005)
Review comments to draft 3 and revise as needed (June 24, 2005 — January 15, 2006)

© o N o

Post for 30-day pre-ballot review (January 16 — February 14, 2006)

Description of Current Draft:

This version of Standard CIP-004 addresses comments received in response to draft 3. It represents
significant work by the drafting team to ensure consistency across the suite of Cyber Security Standards
(CIP-002-1 through CIP-009-1), to ensure that levels of noncompliance are auditable and correctly
matched to the requirements, to clarify the requirements, and to eliminate redundancy between the
standards.

Future Development Plan:

1. Host a webcast for NERC’s ballot body January 31, 2006

2. First ballot of Standard CIP-004-1 February 15 — February 24, 2006
3. Respond to comments February 25 — March 13, 2006
4. Post for recirculation ballot March 14 — March 24, 2006
5. 30-day posting before board adoption March 25 — April 24, 2006

6. Board adopts Standard CIP-004-1 May 2, 2006

7. Effective date June 1, 2006
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Definitions of Terms Used in Standard

This section includes all newly defined or revised terms used in the proposed standard. Terms already
defined in the Reliability Standards Glossary of Terms are not repeated here. New or revised definitions
listed below become approved when the proposed standard is approved. When the standard becomes
effective, these defined terms will be removed from the individual standard and added to the Glossary.

Critical Assets: Facilities, systems, and equipment which, if destroyed, degraded, or otherwise
rendered unavailable, would affect the reliability or operability of the Bulk Electric System.

Cyber Assets: Programmable electronic devices and communication networks including hardware,
software, and data.

Critical Cyber Assets: Cyber Assets essential to the reliable operation of Critical Assets.
Cyber Security Incident: Any malicious act or suspicious event that:

e Compromises, or was an attempt to compromise, the Electronic Security Perimeter or Physical
Security Perimeter of a Critical Cyber Asset, or,
o Disrupts, or was an attempt to disrupt, the operation of a Critical Cyber Asset.

Electronic Security Perimeter: The logical border surrounding a network to which Critical Cyber
Assets are connected and for which access is controlled.

Physical Security Perimeter: The physical, completely enclosed (“six-wall””) border surrounding

computer rooms, telecommunications rooms, operations centers, and other locations in which Critical
Cyber Assets are housed and for which access is controlled.
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A. Introduction
1. Title: Cyber Security — Personnel & Training
2. Number:  CIP-004-1

3. Purpose:  Standard CIP-004 requires that personnel having authorized cyber or authorized
unescorted physical access to Critical Cyber Assets, including contractors and service vendors,
have an appropriate level of personnel risk assessment, training, and security awareness.
Standard CIP-004 should be read as part of a group of standards numbered Standards CIP-002
through CIP-009. Responsible Entities should interpret and apply Standards CIP-002 through
CIP-009 using reasonable business judgment.

4. Applicability:

4.1. Within the text of Standard CIP-004, “Responsible Entity” shall mean:
4.1.1 Reliability Coordinator.
4.1.2 Balancing Authority.
4.1.3 Interchange Authority.
4.1.4  Transmission Service Provider.
4.1.5 Transmission Owner.
4.1.6 Transmission Operator.
4.1.7 Generator Owner.
4.1.8 Generator Operator.
4.1.9 Load Serving Entity.
4.1.10 NERC.
4.1.11 Regional Reliability Organizations.

4.2. The following are exempt from Standard CIP-004:

4.2.1 Facilities regulated by the U.S. Nuclear Regulatory Commission or the Canadian
Nuclear Safety Commission.

4.2.2 Cyber Assets associated with communication networks and data communication
links between discrete Electronic Security Perimeters.

4.2.3  Responsible Entities that, in compliance with Standard CIP-002, identify that
they have no Critical Cyber Assets.

5. (Proposed) Effective Date: June 1, 2006

B. Requirements
The Responsible Entity shall comply with the following requirements of Standard CIP-004:

R1. Awareness — The Responsible Entity shall establish, maintain, and document a security
awareness program to ensure personnel having authorized cyber or authorized unescorted
physical access receive on-going reinforcement in sound security practices. The program shall
include security awareness reinforcement on at least a quarterly basis using mechanisms such
as:
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e Direct communications (e.g., emails, memos, computer based training, etc.);
e Indirect communications (e.g., posters, intranet, brochures, etc.);
e Management support and reinforcement (e.g., presentations, meetings, etc.).

R2. Training — The Responsible Entity shall establish, maintain, and document an annual cyber
security training program for personnel having authorized cyber or authorized unescorted
physical access to Critical Cyber Assets, and review the program annually and update as
necessary.

R2.1. This program will ensure that all personnel having such access to Critical Cyber Assets,
including contractors and service vendors, are trained within ninety calendar days of
such authorization.

R2.2. Training shall cover the policies, access controls, and procedures as developed for the
Critical Cyber Assets covered by CIP-004, and include, at a minimum, the following
required items appropriate to personnel roles and responsibilities:

R2.2.1.  The proper use of Critical Cyber Assets;
R2.2.2.  Physical and electronic access controls to Critical Cyber Assets;
R2.2.3.  The proper handling of Critical Cyber Asset information; and,

R2.2.4.  Action plans and procedures to recover or re-establish Critical Cyber Assets
and access thereto following a Cyber Security Incident.

R2.3. The Responsible Entity shall maintain documentation that training is conducted at least
annually, including the date the training was completed and attendance records.

R3. Personnel Risk Assessment —The Responsible Entity shall have a documented personnel risk
assessment program, in accordance with federal, state, provincial, and local laws, and subject to
existing collective bargaining unit agreements, for personnel having authorized cyber or
authorized unescorted physical access. A personnel risk assessment shall be conducted
pursuant to that program within thirty days of such personnel being granted such access. Such
program shall at a minimum include:

R3.1. The Responsible Entity shall ensure that each assessment conducted include, at least,
identity verification (e.g., Social Security Number verification in the U.S.) and seven-
year criminal check. The Responsible Entity may conduct more detailed reviews, as
permitted by law and subject to existing collective bargaining unit agreements,
depending upon the criticality of the position.

R3.2. The Responsible Entity shall update each personnel risk assessment at least every seven
years after the initial personnel risk assessment or for cause.

R3.3. The Responsible Entity shall document the results of personnel risk assessments of its
personnel having authorized cyber or authorized unescorted physical access to Critical
Cyber Assets, and that personnel risk assessments of contractor and service vendor
personnel with such access are conducted pursuant to Standard CIP-004.

R4. Access — The Responsible Entity shall maintain list(s) of personnel with authorized cyber or
authorized unescorted physical access to Critical Cyber Assets, including their specific
electronic and physical access rights to Critical Cyber Assets.

R4.1. The Responsible Entity shall review the list(s) of its personnel who have such access to
Critical Cyber Assets quarterly, and update the list(s) within seven calendar days of any
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change of personnel with such access to Critical Cyber Assets, or any change in the
access rights of such personnel. The Responsible Entity shall ensure access list(s) for
contractors and service vendors are properly maintained.

R4.2. The Responsible Entity shall revoke such access to Critical Cyber Assets within 24
hours for personnel terminated for cause and within seven calendar days for personnel
who no longer require such access to Critical Cyber Assets.

C. Measures

The following measures will be used to demonstrate compliance with the requirements of Standard
CIP-004:

M1. Documentation of the Responsible Entity’s security awareness and reinforcement program as
specified in Requirement R1.

M2. Documentation of the Responsible Entity’s cyber security training program, review, and
records as specified in Requirement R2.

M3. Documentation of the personnel risk assessment program and that personnel risk assessments
have been applied to all personnel who have authorized cyber or authorized unescorted
physical access to Critical Cyber Assets, as specified in Requirement R3.

M4. Documentation of the list(s), list review and update, and access revocation as needed as
specified in Requirement R4.

D. Compliance
1. Compliance Monitoring Process

1.1. Compliance Monitoring Responsibility
1.1.1 Regional Reliability Organizations for Responsible Entities.
1.1.2 NERC for Regional Reliability Organization.
1.1.3  Third-party monitor without vested interest in the outcome for NERC.

1.2. Compliance Monitoring Period and Reset Timeframe
Annually.

1.3. Data Retention

1.3.1 The Responsible Entity shall keep personnel risk assessment documents in
accordance with federal, state, provincial, and local laws.

1.3.2  The Responsible Entity shall keep all other documentation required by Standard
CIP-004 from the previous full calendar year.

1.3.3 The compliance monitor shall keep audit records for three calendar years.
1.4. Additional Compliance Information

1.4.1 Responsible Entities shall demonstrate compliance through self-certification or
audit, as determined by the Compliance Monitor.
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1.4.2 Instances where the Responsible Entity cannot conform to its cyber security
policy must be documented as exceptions and approved by the designated senior
manager or delegate(s). Duly authorized exceptions will not result in non-
compliance. Refer to CIP-003 Requirement R3.

2. Levels of Noncompliance
2.1. Level 1:

2.1.1  Awareness program exists, but is not conducted within the minimum required
period of quarterly reinforcement; or,

2.1.2 Training program exists, but records of training either do not exist or reveal that
personnel who have access to Critical Cyber Assets were not trained as required;
or,

2.1.3  Personnel risk assessment program exists, but documentation of that program
does not exist; or,

2.1.4  List(s) of personnel with their access control rights is available, but has not been
reviewed and updated as required.

2.1.5 One personnel risk assessment is not updated at least every seven years, or for
cause; or,

2.1.6  One instance of personnel (employee, contractor or service provider) change
other than for cause in which access to Critical Cyber Assets was no longer
needed was not revoked within seven calendar days.

2.2. Level 2:
2.2.1  Awareness program does not exist or is not implemented; or,

2.2.2  Training program exists, but does not address the requirements identified in
Standard CIP-004; or,

2.2.3  Personnel risk assessment program exists, but assessments are not conducted as
required; or,

2.2.4 One instance of personnel termination (employee, contractor or service provider)
in which access to Critical Cyber Assets was not revoked within 24 hours.

2.3. Level 3:

2.3.1 Training program exists, but has not been reviewed and updated at least annually;
or,

2.3.2 A personnel risk assessment program exists, but records reveal program does not
meet the requirements of Standard CIP-004; or,

2.3.3  List(s) of personnel with their access control rights exists, but does not include
service vendors and contractors.
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2.4. Level 4:

24.1
24.2
2.4.3

E. Regional Differences

None identified.

Version History

No documented training program exists; or,

No documented personnel risk assessment program exists; or,

No required documentation created pursuant to the training or personnel risk
assessment programs exists.

Version

Date

Action

Change Tracking

January 16, 2006
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Standard CIP-005-1 — Cyber Security — Electronic Security Perimeter(s)

Standard Development Roadmap

This section is maintained by the drafting team during the development of the standard and will be
removed when the standard becomes effective.

Development Steps Completed:
1. SAC approves Standard 1300 SAR, draft 1 posting (July 1, 2003)
2. SAC approves Standard 1300 SAR, draft 2 posting (December 1, 2003)
3. SAC appoints Standard 1300 Drafting Team (June 23, 2004)
4. Drafting Team posts draft 1 for comment (September 15, 2004)
5

Drafting Team posts draft 2 of Standard CIP-005-1 (Draft 1, Std 1300, section 1302) (January
17, 2005)

Review comments to draft 2 and revise as needed
Post Draft 3 for 45-day public comment period (May 9 — June 23, 2005)
Review comments to draft 3 and revise as needed (June 24, 2005 — January 15, 2006)

© o N o

Post for 30-day pre-ballot review (January 16 — February 14, 2006)

Description of Current Draft:

This version of Standard CIP-005 addresses comments received in response to draft 3. It represents
significant work by the drafting team to ensure consistency across the suite of Cyber Security Standards
(CIP-002-1 through CIP-009-1), to ensure that levels of noncompliance are auditable and correctly
matched to the requirements, to clarify the requirements, and to eliminate redundancy between the
standards.

Future Development Plan:

1. Host a webcast for NERC’s ballot body January 31, 2006

2. First ballot of Standard CIP-005-1 February 15 — February 24, 2006
3. Respond to comments February 25 — March 13, 2006
4. Post for recirculation ballot March 14 — March 24, 2006
5. 30-day posting before board adoption March 25 — April 24, 2006

6. Board adopts Standard CIP-005-1 May 2, 2006

7. Effective date June 1, 2006
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Definitions of Terms Used in Standard

This section includes all newly defined or revised terms used in the proposed standard. Terms already
defined in the Reliability Standards Glossary of Terms are not repeated here. New or revised definitions
listed below become approved when the proposed standard is approved. When the standard becomes
effective, these defined terms will be removed from the individual standard and added to the Glossary.

Critical Assets: Facilities, systems, and equipment which, if destroyed, degraded, or otherwise
rendered unavailable, would affect the reliability or operability of the Bulk Electric System.

Cyber Assets: Programmable electronic devices and communication networks including hardware,
software, and data.

Critical Cyber Assets: Cyber Assets essential to the reliable operation of Critical Assets.
Cyber Security Incident: Any malicious act or suspicious event that:

e Compromises, or was an attempt to compromise, the Electronic Security Perimeter or Physical
Security Perimeter of a Critical Cyber Asset, or,
o Disrupts, or was an attempt to disrupt, the operation of a Critical Cyber Asset.

Electronic Security Perimeter: The logical border surrounding a network to which Critical Cyber
Assets are connected and for which access is controlled.

Physical Security Perimeter: The physical, completely enclosed (“six-wall”) border surrounding

computer rooms, telecommunications rooms, operations centers, and other locations in which Critical
Cyber Assets are housed and for which access is controlled.
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A. Introduction

1.
2.
3.

5.

Title: Cyber Security — Electronic Security Perimeter(s)
Number: CIP-005-1
Purpose: Standard CIP-005 requires the identification and protection of the Electronic

Security Perimeter(s) inside which all Critical Cyber Assets reside, as well as all access points
on the perimeter. Standard CIP-005 should be read as part of a group of standards numbered
Standards CIP-002 through CIP-009. Responsible Entities should interpret and apply Standards
CIP-002 through CIP-009 using reasonable business judgment.

Applicability
4.1.  Within the text of Standard CIP-005, “Responsible Entity” shall mean:
4.1.1 Reliability Coordinator.
4.1.2 Balancing Authority.
4.1.3 Interchange Authority.
4.1.4 Transmission Service Provider.
4.1.5 Transmission Owner.
4.1.6  Transmission Operator.
417 Generator Owner.
4.1.8 Generator Operator.
419 Load Serving Entity.
4.1.10 NERC.
4.1.11 Regional Reliability Organizations.
4.2. The following are exempt from Standard CIP-005:

4.2.1 Facilities regulated by the U.S. Nuclear Regulatory Commission or the Canadian
Nuclear Safety Commission.

4.2.2 Cyber Assets associated with communication networks and data communication
links between discrete Electronic Security Perimeters.

4.2.3  Responsible Entities that, in compliance with Standard CIP-002, identify that
they have no Critical Cyber Assets.

(Proposed) Effective Date: June 1, 2006

B. Requirements

The Responsible Entity shall comply with the following requirements of Standard CIP-005:

R1.

Electronic Security Perimeter — The Responsible Entity shall ensure that every Critical Cyber
Asset resides within an Electronic Security Perimeter. The Responsible Entity shall identify and
document the Electronic Security Perimeter(s) and all access points to the perimeter(s).
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R1.1.

R1.2.

R1.3.

R1.4.

R1.5.

R1.6.

Access points to the Electronic Security Perimeter(s) shall include any externally
connected communication end point (for example, dial-up modems) terminating at any
device within the Electronic Security Perimeter(s).

For a dial-up accessible Critical Cyber Asset that uses a non-routable protocol, the
Responsible Entity shall define an Electronic Security Perimeter for that single access
point at the dial-up device.

Communication links connecting discrete Electronic Security Perimeters shall not be
considered part of the Electronic Security Perimeter. However, end points of these
communication links within the Electronic Security Perimeter(s) shall be considered
access points to the Electronic Security Perimeter(s).

Any non-critical Cyber Asset within a defined Electronic Security Perimeter shall be
identified and protected pursuant to the requirements of Standard CIP-005.

Cyber Assets used in the access control and monitoring of the Electronic Security
Perimeter(s) shall be afforded the protective measures as a specified in Standard CIP-
003, Standard CIP-004 Requirement R3, Standard CIP-005 Requirements R2 and R3,
Standard CIP-006 Requirements R2 and R3, Standard CIP-007, Requirements R1 and
R3 through R9, Standard CIP-008, and Standard CIP-009.

The Responsible Entity shall maintain documentation of Electronic Security
Perimeter(s), all interconnected Critical and non-critical Cyber Assets within the
Electronic Security Perimeter(s), all electronic access points to the Electronic Security
Perimeter(s) and the Cyber Assets deployed for the access control and monitoring of
these access points.

R2. Electronic Access Controls — The Responsible Entity shall implement and document the
organizational processes and technical and procedural mechanisms for control of electronic
access at all electronic access points to the Electronic Security Perimeter(s).

R2.1.

R2.2.

R2.3.

R2.4.

R2.5.

January 16, 2006

These processes and mechanisms shall use an access control model that denies access
by default, such that explicit access permissions must be specified.

At all access points to the Electronic Security Perimeter(s), the Responsible Entity shall
enable only ports and services required for operations and for monitoring Cyber Assets
within the Electronic Security Perimeter, and shall document, individually or by
specified grouping, the configuration of those ports and services.

The Responsible Entity shall maintain a procedure for securing dial-up access to the
Electronic Security Perimeter(s).

Where external interactive access into the Electronic Security Perimeter has been
enabled, the Responsible Entity shall implement strong procedural or technical controls
at the access points to ensure authenticity of the accessing party, where technically
feasible.

The required documentation shall, at least, identify and describe:
R2.5.1. The processes for access request and authorization.
R2.5.2. The authentication methods.

R2.5.3. The review process for authorization rights, in accordance with Standard
CIP-004 Requirement R4.

Page 4 of 8 Proposed Effective Date: June 1, 2006



Standard CIP-005-1 — Cyber Security — Electronic Security Perimeter(s)

R2.6.

R2.5.4. The controls used to secure dial-up accessible connections.

Appropriate Use Banner — Where technically feasible, electronic access control
devices shall display an appropriate use banner on the user screen upon all interactive
access attempts. The Responsible Entity shall maintain a document identifying the
content of the banner.

R3. Monitoring Electronic Access — The Responsible Entity shall implement and document an
electronic or manual process(es) for monitoring and logging access at access points to the
Electronic Security Perimeter(s) twenty-four hours a day, seven days a week.

R3.1.

R3.2.

For dial-up accessible Critical Cyber Assets that use non-routable protocols, the
Responsible Entity shall implement and document monitoring process(es) at each
access point to the dial-up device, where technically feasible.

Where technically feasible, the security monitoring process(es) shall detect and alert for
attempts at or actual unauthorized accesses. These alerts shall provide for appropriate
notification to designated response personnel. Where alerting is not technically
feasible, the Responsible Entity shall review or otherwise assess access logs for
attempts at or actual unauthorized accesses at least every ninety calendar days.

R4. Cyber Vulnerability Assessment — The Responsible Entity shall perform a cyber vulnerability
assessment of the electronic access points to the Electronic Security Perimeter(s) at least
annually. The vulnerability assessment shall include, at a minimum, the following:

R4.1.
R4.2.

R4.3.
R4.4.

R4.5.

A document identifying the vulnerability assessment process;

A review to verify that only ports and services required for operations at these access
points are enabled;

The discovery of all access points to the Electronic Security Perimeter;

A review of controls for default accounts, passwords, and network management
community strings; and,

Documentation of the results of the assessment, the action plan to remediate or mitigate
vulnerabilities identified in the assessment, and the execution status of that action plan.

R5. Documentation Review and Maintenance — The Responsible Entity shall review, update, and
maintain all documentation to support compliance with the requirements of Standard CIP-005.

R5.1.

R5.2.

R5.3.

C. Measures

The Responsible Entity shall ensure that all documentation required by Standard CIP-
005 reflect current configurations and processes and shall review the documents and
procedures referenced in Standard CIP-005 at least annually.

The Responsible Entity shall update the documentation to reflect the modification of
the network or controls within ninety calendar days of the change.

The Responsible Entity shall retain electronic access logs for at least ninety calendar
days. Logs related to reportable incidents shall be kept in accordance with the
requirements of Standard CIP-008.

The following measures will be used to demonstrate compliance with the requirements of Standard
CIP-005. Responsible entities may document controls either individually or by specified applicable

grouping.
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Page 5 of 8 Proposed Effective Date: June 1, 2006



Standard CIP-005-1 — Cyber Security — Electronic Security Perimeter(s)

M1.
M2.

Ma3.

M4.

MS.

Documents about the Electronic Security Perimeter as specified in Requirement R1.

Documentation of the electronic access controls to the Electronic Security Perimeter(s), as
specified in Requirement R2.

Documentation of controls implemented to log and monitor access to the Electronic Security
Perimeter(s) as specified in Requirement R3.

Documentation of the Responsible Entity’s annual vulnerability assessment as specified in
Requirement R4.

Access logs and documentation of review, changes, and log retention as specified in
Requirement R5.

D. Compliance

1.

Compliance Monitoring Process
1.1. Compliance Monitoring Responsibility
1.1.1 Regional Reliability Organizations for Responsible Entities.
1.1.2 NERC for Regional Reliability Organization.
1.1.3  Third-party monitor without vested interest in the outcome for NERC.
1.2. Compliance Monitoring Period and Reset Timeframe
Annually.
1.3. Data Retention

1.3.1 The Responsible Entity shall keep logs for a minimum of ninety calendar days,
unless longer retention is required pursuant to Standard CIP-008, Requirement
R2.

1.3.2 The Responsible Entity shall keep other documents and records required by
Standard CIP-005 from the previous full calendar year.

1.3.3  The compliance monitor shall keep audit records for three years.
1.4. Additional Compliance Information

1.4.1 Responsible Entities shall demonstrate compliance through self-certification or
audit, as determined by the Compliance Monitor.

1.4.2 Instances where the Responsible Entity cannot conform to its cyber security
policy must be documented as exceptions and approved by the designated senior
manager or delegate(s). Duly authorized exceptions will not result in
noncompliance. Refer to CIP-003 Requirement R3.

Levels of Noncompliance
2.1. Level 1:

2.1.1  All document(s) identified in CIP-005 exist, but have not been updated within
ninety calendar days of any changes as required; or,

2.1.2  Access to less than 15% of electronic security perimeters is not controlled,
monitored; and logged;
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2.2.

2.3.

2.4.

January 16, 2006

2.1.3

2.14

Document(s) exist confirming that only necessary network ports and services
have been enabled, but no record documenting annual reviews exists; or,

At least one, but not all, of the Electronic Security Perimeter vulnerability
assessment items has been performed in the last full calendar year.

Level 2:

221

2.2.2

2.2.3

All document(s) identified in CIP-005 but have not been updated or reviewed in
the previous full calendar year as required; or,

Access to between 15% and 25% of electronic security perimeters is not
controlled, monitored; and logged; or,

Documentation and records of vulnerability assessments of the Electronic
Security Perimeter(s) exist, but a vulnerability assessment has not been
performed in the previous full calendar year.

Level 3:

231

2.3.2

2.3.3

2.34

2.35

2.3.6

A document defining the Electronic Security Perimeter(s) exists, but there are
one or more Critical Assets not within the defined Electronic Security
Perimeter(s); or,

One or more identified non-critical Cyber Assets is within the Electronic Security
Perimeter(s) but not documented; or,

Electronic access controls document(s) exist, but one or more access points have
not been identified; or

Electronic access controls document(s) do not identify or describe access controls
for one or more access points; or,

Electronic Access Monitoring:

2.3.5.1 Access to between 26% and 50% of Electronic Security Perimeters is not
controlled, monitored; and logged; or,

2.3.5.2 Access logs exist, but have not been reviewed within the past ninety
calendar days; or,

Documentation and records of vulnerability assessments of the Electronic
Security Perimeter(s) exist, but a vulnerability assessment has not been
performed for more than two full calendar years.

Level 4:

24.1
24.2
24.3

2.4.4

245

No documented Electronic Security Perimeter exists; or,
No records of access exist; or,

51% or more Electronic Security Perimeters are not controlled, monitored, and
logged; or,

Documentation and records of vulnerability assessments of the Electronic
Security Perimeter(s) exist, but a vulnerability assessment has not been
performed for more than three full calendar years; or,

No documented vulnerability assessment of the Electronic Security Perimeter(s)
process exists.
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E. Regional Differences
None identified.

Version History
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Standard Development Roadmap

This section is maintained by the drafting team during the development of the standard and will be
removed when the standard becomes effective.

Development Steps Completed:
1. SAC approves Standard 1300 SAR, draft 1 posting (July 1, 2003)
2. SAC approves Standard 1300 SAR, draft 2 posting (December 1, 2003)
3. SAC appoints Standard 1300 Drafting Team (June 23, 2004)
4. Drafting Team posts draft 1 for comment (September 15, 2004)
5

Drafting Team posts draft 2 of Standard CIP-006—1 (Draft 1, Std 1300, section 1302) (January
17, 2005)

Review comments to draft 2 and revise as needed
Post Draft 3 for 45-day public comment period (May 9 — June 23, 2005)
Review comments to draft 3 and revise as needed (June 24, 2005 — January 15, 2006)

© o N o

Post for 30-day pre-ballot review (January 16 — February 14, 2006)

Description of Current Draft:

This version of Standard CIP-006 addresses comments received in response to draft 3. It represents
significant work by the drafting team to ensure consistency across the suite of Cyber Security Standards
(CIP-002-1 through CIP-009-1), to ensure that levels of noncompliance are auditable and correctly
matched to the requirements, to clarify the requirements, and to eliminate redundancy between the
standards.

Future Development Plan:

1. Host a webcast for NERC’s ballot body January 31, 2006

2. First ballot of Standard CIP-006-1 February 15 — February 24, 2006
3. Respond to comments February 25 — March 13, 2006
4. Post for recirculation ballot March 14 — March 24, 2006
5. 30-day posting before board adoption March 25 — April 24, 2006

6. Board adopts Standard CIP-006-1 May 2, 2006

7. Effective date June 1, 2006
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Definitions of Terms Used in Standard

This section includes all newly defined or revised terms used in the proposed standard. Terms already
defined in the Reliability Standards Glossary of Terms are not repeated here. New or revised definitions
listed below become approved when the proposed standard is approved. When the standard becomes
effective, these defined terms will be removed from the individual standard and added to the Glossary.

Critica