Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

Note — This form is to be used to comment on version 1 of the Cyber Security standard

authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with “Standard

Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow

boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a question to

timg@nerc.com

SAR Commenter Information (For
Individual Commenters)

Name Larry Bugh
Organization ECAR
Industry Segment # 2

Telephone 330.580.8017

E-mall larryb@ecar.org

Key to Industry Segments:

1 - Trans. Owners

2 —RTOs, ISOs, RRCs

3 - LSEs

4 - TDUs

5 - Generators

6 - Brokers, Aggregators, and Marketers

7 - Large Electricity End Users

8 - Small Electricity Users

9 - Federal, State, and Provincial
Regulatory or other Govt. Entities
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

SAR Commenter Information (For Groups Submitting Group Comments)

Name of Group: Group Representative:
Representative Phone:
Representative Email:

List of Group Participants that Support These Comments:

Name Company Industry Segment
#

Background Information:

Notes to Industry Commenters:

This standard authorization request will set the scope for a NERC standard dealing with cyber
security requirements as they pertain to maintaining the integrity and reliability of the
interconnected electric systems of North America. When the SAR has been fully developed, the
NERC Standards Authorization Committee (SAC) will be contacted for permission to begin
drafting the standard.

When completed, the standard will be presented to the NERC registered ballot body for approval.
If approved, the standard would replace the urgent action cyber security standard approved by the
industry in June 2003.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

In addition to comments submitted in response to the request, all industry comments submitted
during the development and balloting of the urgent action cyber security standard will be reviewed
and considered by the SAR drafting team as they further refine the SAR.

1. The scope contained in this SAR is sufficient to begin standards drafting.

[]Yes
X No

Comments

2. The scope contained in this SAR should be expanded to include the following:

Comments The scope should be expanded to include the use of PKI through eMARC for
securing applications. At a minimum, the applications to be secured with eMARC should include;
ETAG, IDC, ICCP, CIPIS, and the Spare Equipment Database.

3. The scope contained in this SAR should be reduced to eliminate the following:

Comments

4. Please enter any other comments you have regarding this SAR in the space below.

Comments
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----Original Message-----

From: John Marschewski [mailto:JMarschewski@SPP.ORG]
Sent: Thursday, July 17, 2003 5:02 PM

To: Michehl R. Gent

Cc: NERC Regional Managers; SPP BOD (Members Only)
Subject: NERC Cyber Security Standard

Mike,

Southwest Power Pool is a strong supporter of the NERC efforts on cyber security and voted for passage of the
recent Urgent Action Cyber Security Standard. We also are pleased that NERC has already initiated the development of
a permanent cyber security standard.

To that end, | would ask you to use your best efforts to ensure that the permanent cyber security standard and
accompanying implementation and compliance plan are as broad and robust as possible. The Urgent Action Cyber
Security Standard and implementation plan did not cover some critical issues that the industry needs to address
immediately in promoting the security of the cyber assets that we depend on to support reliability of our interconnected
electric systems. Our hope is that the permanent standard and associated implementation and compliance plan will
address several issues that we see as shortcomings in the Urgent Action Cyber Security Standard:

Background Checks - The response to comments regarding background checks diluted the original intent of the
standard. Given the fact that the majority of security problems that our industry and others experience are attributed to
“insiders," this is an important area to cover in the permanent standard.

Applicability and Compliance - The Urgent Action Cyber Security Standard applies to all entities performing
various electric system functions, as defined in the functional model. Until the standards are developed for certifying the
entities responsible for these functions, the standard will apply to reliability coordinators, control areas, transmission
owners and operators, and generation owners and operators. However, for reasons addressed in the response to
comments, the implementation plan indicates that the NERC Compliance and Enforcement Program will evaluate only
control areas and reliability coordinators for compliance with this standard in 2004. Other entities are expected to work to
meet the requirements of the standard; however, self-certification forms will not be required. It is critical, in our opinion,
that NERC apply the permanent standard and associated implementation and compliance plan across the board to all
entities responsible for performing reliability functions.

Thanks in advance for your consideration of these comments and your efforts to see that the permanent cyber
security standard and associated implementation, and compliance plan addresses them. Please pass these comments
on to other appropriate entities.

Sincerely,
John Marschewski

President,
Southwest Power Pool



Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

Note — This form is to be used to comment on version 1 of the Cyber Security

standard authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with

“Standard Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow

boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a

guestion to timg@nerc.com

SAR Commenter Information (For
Individual Commenters)

Name Joe Weiss
Organization KEMA, Inc.
Industry Segment # 8
Telephone (408) 253-7934

E-mail jweiss@kemaconsulting.com

Key to Industry Segments:

1 - Trans. Owners

2 - RTOs, ISOs, RRCs

3 -LSEs

4 —TDUs

5 - Generators

6 - Brokers, Aggregators, and Marketers

7 - Large Electricity End Users

8 - Small Electricity Users

9 - Federal, State, and Provincial
Regulatory or other Govt. Entities
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

SAR Commenter Information (For Groups Submitting Group Comments)

Name of Group: Group Representative:

Representative Phone:
Representative Email:

List of Group Participants that Support These Comments:

Name Company Industry Segment
#

Background Information:

Notes to Industry Commenters:

This standard authorization request will set the scope for a NERC standard dealing with cyber
security requirements as they pertain to maintaining the integrity and reliability of the
interconnected electric systems of North America. When the SAR has been fully developed, the
NERC Standards Authorization Committee (SAC) will be contacted for permission to begin
drafting the standard.

When completed, the standard will be presented to the NERC registered ballot body for approval.
If approved, the standard would replace the urgent action cyber security standard approved by the
industry in June 2003.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

In addition to comments submitted in response to the request, all industry comments
submitted during the development and balloting of the urgent action cyber security
standard will be reviewed and considered by the SAR drafting team as they further refine
the SAR.

1. The scope contained in this SAR is sufficient to begin standards drafting.

[]Yes
X[] No
Comments

The SAR states that: “Reliable electric system operations are highly independent, and a failure
of one part of the generation, transmission, or grid management system can compromise the
reliable operation of a major portion of the electric regional grid. “© Generation control systems
(fossil, nuclear, hydro, and even inter-connected distributed generation) and substations/switching
stations have been conclusively demonstrated to be vulnerable to cyber intrusions and can have a
potentially significant impact on grid and/or market operations. They must be specifically
addressed, particularly since the Urgent Action SAR explicitly excluded them.

DOE tasked NERC to be the coordinator for the electric power industry for responding to
critical infrastructure protection. This did not limit NERC to transmission only. Distribution
substations can be vulnerable to cyber intrusions and potentially could have reliability and/or
market impacts on the regional grid. Distribution substations also need to be included and
addressed.

2. The scope contained in this SAR should be expanded to include the following:

Comments

Generation control systems as they impact grid control and/or market operations
Transmission substations and switching stations including all cyber-connected equipment
Distribution substations including all cyber-connected equipment

3. The scope contained in this SAR should be reduced to eliminate the following:

Comments
NO
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4. Please enter any other comments you have regarding this SAR in the space below.

Comments
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

Note — This form is to be used to comment on version 1 of the Cyber Security standard

authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with “Standard

Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow

boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a question to

timg@nerc.com

SAR Commenter Information (For
Individual Commenters)

Name Linda M. Nappier

Organization ~ Ameren Services

Industry Segment # 1

Telephone 314-554-3595

E-mail Inappier@ameren.com

Key to Industry Segments:

1 — Trans. Owners

2 — RTOs, ISOs, RRCs
3 -LSEs

4 — TDUs

5 - Generators

6 - Brokers, Aggregators, and Marketers

7 - Large Electricity End Users

8 - Small Electricity Users

9 - Federal, State, and Provincial
Regulatory or other Govt. Entities
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mailto:spm@nerc.com

Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

SAR Commenter Information (For Groups Submitting Group Comments)

Name of Group: Group Representative:
Representative Phone:
Representative Email:

List of Group Participants that Support These Comments:

Name Company Industry Segment
#

Background Information:

Notes to Industry Commenters:

This standard authorization request will set the scope for a NERC standard dealing with cyber
security requirements as they pertain to maintaining the integrity and reliability of the
interconnected electric systems of North America. When the SAR has been fully developed, the
NERC Standards Authorization Committee (SAC) will be contacted for permission to begin
drafting the standard.

When completed, the standard will be presented to the NERC registered ballot body for approval.
If approved, the standard would replace the urgent action cyber security standard approved by the
industry in June 2003.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

In addition to comments submitted in response to the request, all industry comments submitted
during the development and balloting of the urgent action cyber security standard will be reviewed
and considered by the SAR drafting team as they further refine the SAR.

1. The scope contained in this SAR is sufficient to begin standards drafting.

X Yes
[INo

Comments

2. The scope contained in this SAR should be expanded to include the following:

Comments How, if any, funds can be made available to help companies comply. There needs
to be a waiver process developed so that companies can note that although they are not in
compliance there is a reason why and a work-around plan.

3. The scope contained in this SAR should be reduced to eliminate the following:

Comments Retention of three years’ history is probably overkill. Background checks of other
company’s employees is not reasonable. Although the contractual relationship can state this, there
is very little a company can do to make sure that the vendor is truly following up on this.

4. Please enter any other comments you have regarding this SAR in the space below.

Comments In general we agree with the general positions taken in the standard and feel that it is
better for NERC to address these issues rather than to have additional legislation or regulation to
control industry-specific concerns.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

Note — This form is to be used to comment on version 1 of the Cyber Security standard

authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with “Standard

Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow

boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a question to

timg@nerc.com

SAR Commenter Information (For
Individual Commenters)

Name Alan Johnson

Organization  Mirant Americas Energy Marketing

Industry Segment # 6

Telephone (678) 579-3108

E-mail alan.r.johnson@mirant.com

Key to Industry Segments:

1 - Trans. Owners

2 —RTOs, ISOs, RRCs

3 - LSEs

4 —-TDUs

5 - Generators

6 - Brokers, Aggregators, and Marketers

7 - Large Electricity End Users

8 - Small Electricity Users

9 - Federal, State, and Provincial
Regulatory or other Govt. Entities
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

SAR Commenter Information (For Groups Submitting Group Comments)

Name of Group: Group Representative:
Representative Phone:
Representative Email:

List of Group Participants that Support These Comments:

Name Company Industry Segment
#

Background Information:

Notes to Industry Commenters:

This standard authorization request will set the scope for a NERC standard dealing with cyber
security requirements as they pertain to maintaining the integrity and reliability of the
interconnected electric systems of North America. When the SAR has been fully developed, the
NERC Standards Authorization Committee (SAC) will be contacted for permission to begin
drafting the standard.

When completed, the standard will be presented to the NERC registered ballot body for approval.
If approved, the standard would replace the urgent action cyber security standard approved by the
industry in June 2003.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

In addition to comments submitted in response to the request, all industry comments submitted
during the development and balloting of the urgent action cyber security standard will be reviewed
and considered by the SAR drafting team as they further refine the SAR.

1. The scope contained in this SAR is sufficient to begin standards drafting.

X Yes
[INo

Comments Wondering whether the PSE function should be expected to conform to this
standard. The PSE provides transaction data through E-Tag that the BA and RA may reference in
making decisions regarding the operation of the bulk power system. As such, if this data is
compromised, reliability could be impacted.

2. The scope contained in this SAR should be expanded to include the following:

Comments

3. The scope contained in this SAR should be reduced to eliminate the following:

Comments

Page 3 of 4 July 1, 2003




Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

4. Please enter any other comments you have regarding this SAR in the space below.

Comments
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

Note — This form is to be used to comment on version 1 of the Cyber Security standard

authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with “Standard

Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow

boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a question to

timg@nerc.com

SAR Commenter Information (For
Individual Commenters)

Name Carter B. Edge

Organization  Southeastern Power
Administration

Industry Segment # 4, 5

Telephone 706.213.3855

E-mail cartere@sepa.doe.gov

Page 1 of 3

Key to Industry Segments:

1 - Trans. Owners

2 —RTOs, ISOs, RRCs

3 - LSEs

4 —-TDUs

5 - Generators

6 - Brokers, Aggregators, and Marketers

7 - Large Electricity End Users

8 - Small Electricity Users

9 - Federal, State, and Provincial
Regulatory or other Govt. Entities

July 1, 2003



mailto:spm@nerc.com

Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

SAR Commenter Information (For Groups Submitting Group Comments)

Name of Group: Group Representative:
Representative Phone:
Representative Email:

List of Group Participants that Support These Comments:

Name Company Industry Segment
#

Background Information:

Notes to Industry Commenters:

This standard authorization request will set the scope for a NERC standard dealing with cyber
security requirements as they pertain to maintaining the integrity and reliability of the
interconnected electric systems of North America. When the SAR has been fully developed, the
NERC Standards Authorization Committee (SAC) will be contacted for permission to begin
drafting the standard.

When completed, the standard will be presented to the NERC registered ballot body for approval.
If approved, the standard would replace the urgent action cyber security standard approved by the
industry in June 2003.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

In addition to comments submitted in response to the request, all industry comments submitted
during the development and balloting of the urgent action cyber security standard will be reviewed
and considered by the SAR drafting team as they further refine the SAR.

1. The scope contained in this SAR is sufficient to begin standards drafting.

X Yes
[INo

Comments

2. The scope contained in this SAR should be expanded to include the following:

Comments

3. The scope contained in this SAR should be reduced to eliminate the following:

Comments

4. Please enter any other comments you have regarding this SAR in the space below.

Comments
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

Note — This form is to be used to comment on version 1 of the Cyber Security standard

authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with “Standard

Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow

boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a question to

timg@nerc.com

SAR Commenter Information (For
Individual Commenters)

Name Rick Liljegren

Organization  Minnesota Power

Industry Segment # 1

Telephone (218) 722-1972 ext. 2655

E-mail rliliegren@mnpower.com

Key to Industry Segments:

1 - Trans. Owners

2 —RTOs, ISOs, RRCs

3 - LSEs

4 —-TDUs

5 - Generators

6 - Brokers, Aggregators, and Marketers

7 - Large Electricity End Users

8 - Small Electricity Users

9 - Federal, State, and Provincial
Regulatory or other Govt. Entities
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

SAR Commenter Information (For Groups Submitting Group Comments)

Name of Group: Group Representative:
Representative Phone:
Representative Email:

List of Group Participants that Support These Comments:

Name Company Industry Segment
#

Background Information:

Notes to Industry Commenters:

This standard authorization request will set the scope for a NERC standard dealing with cyber
security requirements as they pertain to maintaining the integrity and reliability of the
interconnected electric systems of North America. When the SAR has been fully developed, the
NERC Standards Authorization Committee (SAC) will be contacted for permission to begin
drafting the standard.

When completed, the standard will be presented to the NERC registered ballot body for approval.
If approved, the standard would replace the urgent action cyber security standard approved by the
industry in June 2003.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

In addition to comments submitted in response to the request, all industry comments submitted
during the development and balloting of the urgent action cyber security standard will be reviewed
and considered by the SAR drafting team as they further refine the SAR.

1. The scope contained in this SAR is sufficient to begin standards drafting.

X Yes
[INo

Comments

2. The scope contained in this SAR should be expanded to include the following:

Comments

3. The scope contained in this SAR should be reduced to eliminate the following:

Comments

4. Please enter any other comments you have regarding this SAR in the space below.

Comments
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

Note — This form is to be used to comment on version 1 of the Cyber Security standard
authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with “Standard
Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow
boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a question to
timg@nerc.com

i Key to Industry Segments:
SAR Commenter Information (For

Individual Commenters) 1-—Trans. Owners

2 — RTOs, ISOs, RRCs

Name Scott WebberOrganization 3 - LSEs

Allegheny Energy g —gDUS t
- Generators

6 - Brokers, Aggregators, and Marketers

Industry Segment # 1, 3,5
7 - Large Electricity End Users

Telephone 724-838-2324 8 - Small Electricity Users
9 - Federal, State, and Provincial
E-mail swebber@alleghenyenergy.com Regulatory or other Govt. Entities
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

SAR Commenter Information (For Groups Submitting Group Comments)

Name of Group: Group Representative:
Representative Phone:
Representative Email:

List of Group Participants that Support These Comments:

Name Company Industry Segment
#

Background Information:

Notes to Industry Commenters:

This standard authorization request will set the scope for a NERC standard dealing with cyber
security requirements as they pertain to maintaining the integrity and reliability of the
interconnected electric systems of North America. When the SAR has been fully developed, the
NERC Standards Authorization Committee (SAC) will be contacted for permission to begin
drafting the standard.

When completed, the standard will be presented to the NERC registered ballot body for approval.
If approved, the standard would replace the urgent action cyber security standard approved by the
industry in June 2003.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

In addition to comments submitted in response to the request, all industry comments submitted
during the development and balloting of the urgent action cyber security standard will be reviewed
and considered by the SAR drafting team as they further refine the SAR.

1. The scope contained in this SAR is sufficient to begin standards drafting.

[]Yes
X No

Comments

2. The scope contained in this SAR should be expanded to include the following:

Comments

3. The scope contained in this SAR should be reduced to eliminate the following:

Comments: 1. Delete or clarify all references to Market Functions, including references to the
wholesale market software and systems contained in the first paragraph located under Item 6 on
page SAR-4, to insure that Market Functions are not included in the cyber security standards. This
may also impact which Reliability Functions this SAR applies to, as indicated by the checkboxes on
page SAR-2.

4. Please enter any other comments you have regarding this SAR in the space below.

Comments: 1. Revise the “Critical Cyber Assets” definition to read, “Those computers, including
installed software and electronic data, and communications networks that process or control
energy management functions, including bulk system security analysis and the initiation of
generation and/or transmission control signals. This definition does not include process control
systems, distributed control systems, RTUs (remote terminal units), or electronic relays installed in
generating stations, switching stations, and substations.” The intent is to remove ambiguity that
might cause Market Functions and assets to be included in this SAR.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

2. Revise the “Cyber Security Incident” definition to read, “Any event or failure (that is of known
malicious cause or where there is reason to suspect that the cause might be malicious) that
disrupts the proper operation of a Critical Cyber Asset.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

Note — This form is to be used to comment on version 1 of the Cyber Security standard

authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with “Standard

Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow

boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a question to

timg@nerc.com

SAR Commenter Information (For
Individual Commenters)

Name Albert DiCaprio
Organization PJM
Industry Segment # 2

Telephone 610-666-8854

E-mail dicapram@pjm.com

Key to Industry Segments:

1 - Trans. Owners

2 —RTOs, ISOs, RRCs

3 - LSEs

4 —-TDUs

5 - Generators

6 - Brokers, Aggregators, and Marketers

7 - Large Electricity End Users

8 - Small Electricity Users

9 - Federal, State, and Provincial
Regulatory or other Govt. Entities

Page 1 of 7
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

SAR Commenter Information (For Groups Submitting Group Comments)

Name of Group: Group Representative:
Representative Phone:
Representative Email:

List of Group Participants that Support These Comments:

Name Company Industry Segment
#

Background Information:

Notes to Industry Commenters:

This standard authorization request will set the scope for a NERC standard dealing with cyber
security requirements as they pertain to maintaining the integrity and reliability of the
interconnected electric systems of North America. When the SAR has been fully developed, the
NERC Standards Authorization Committee (SAC) will be contacted for permission to begin
drafting the standard.

When completed, the standard will be presented to the NERC registered ballot body for approval.
If approved, the standard would replace the urgent action cyber security standard approved by the
industry in June 2003.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

In addition to comments submitted in response to the request, all industry comments submitted
during the development and balloting of the urgent action cyber security standard will be reviewed
and considered by the SAR drafting team as they further refine the SAR.

1. The scope contained in this SAR is sufficient to begin standards drafting.

] Yes
X No

Comments

NERC Reliability Standards are defined in the NERC Reliability Standards Process Manual (ver.
2.1) as follows:

A Reliability Standard shall have the following characteristics:

o Material to Reliability — A Reliability Standard shall be material to the reliability of the
bulk electric systems of North America. If the reliability of the bulk electric systems could
be compromised without a particular standard or by failure to comply with that standard,
then the standard is material to reliability.

e Measurable — A Reliability Standard shall establish technical or performance
requirements that can be practically measured.

This proposed SAR is the basis for a great Reference Guide, but this reviewer questions whether
the proposed SAR rises to the level of a NERC Reliability Standard as defined above. The term
guideline should not be considered as a dismissive word. Guidelines are important and valuable;
they just may not be things that can be measured or quantified in the absolute terms of performance
and compliance.

NERC’s new Reliability Process is not directed to the level of compliance of the old Policies and
Standards. New Standards are expected to be backed by the ‘rule of law’ as well as significant
financial penalties. As such, the Industry should not apply the term casually.

Cyber Security IS important. Without data and communications the power system would not work.
But can security be quantified and measured? If the proposed standard were to require that all
control rooms have a ‘security level’ that ensured that no data be lost with a probability of one data
item per hour per fortnight — that would be a standard. But a standard to “reduce risk” from “any
compromise” is not a standard. Reduction requires a baseline. How that baseline is defined, is what
a standard should address. Quantifying the relative effects of ‘compromises’ is what a standard
should address.

While the Industry can agree to any guideline and decide to call it a standard, the industry should
be careful in not opening a door that would degrade the quality of the standards it is now creating.
This standard may unintentionally lower the threshold for what a NERC Reliability Standard
should be.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

2. The scope contained in this SAR should be expanded to include the following:

Comments

3. The scope contained in this SAR should be reduced to eliminate the following:

Comments PURPOSE Statement

A NERC Reliability Standard deals with:
e Technically supported measures
e Measures of Performance
o Bulk Power System

The stated PURPOSE is to “...reduce the risks to the reliability of the bulk electric systems from
any compromise of critical cyber assets .... that support those systems.”

Had the PURPOSE been to define the level of acceptable risk then that could be a legitimate NERC
Standard objective.

Had the PURPOSE limited its scope to a defined level of performance (as opposed to any
compromise) then that could be a legitimate NERC Standard objective.

As written the PURPOSE statement uses terms such as ‘reduce’ (reduce from what?) and ‘any
compromise’ (even a monitor outage is ‘a’ compromise). Indeed the PURPOSE references any
asset that “‘supports’ reliability systems (that’s broad enough to include the mailman!).

The first comment is that the PURPOSE statement, as written, is well outside the aegis of the
NERC Standard process. Even accounting for the fact that a SAR PURPOSE statement is intended
to be at a high level, this scope should be reviewed. There are several options recommended for the
requestor:

e Aswritten this SAR should be returned and submitted as a scope for a NERC Reference
Manual.

e Submit the proposal as comments to the Reliability Authority Certification Standard

e Rewrite the PURPOSE to more focus on NERC’s sphere of influence, for example:

To ensure an acceptable level of data and communications reliability.
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

The above example focuses the objective on acceptable data and communications quality
and would in turn require the industry to define the level of acceptability. {lt is not the
security that is the problem; it is the resultant impact on carrying out the reliability
responsibilities that NERC is concerned with.}

4. Please enter any other comments you have regarding this SAR in the space below.

Comments Brief Description Comments

The BRIEF DESCRIPTION states:

*“...requires that critical cyber assets ...be identified and protected. Requirements will include:
o |dentification of responsible people
e Procedures to thoroughly assess cyber security
o Implement appropriate improvements

NERC’s Standard Process is to develop measurable standards that deal with reliability.

What kind of standard is “Identifying responsible people? That is a great guideline but having a
name or job title written on a piece of paper is hardly a performance standard. Does identifying as
person ‘reduce the risk of compromise? Should the Industry reduce its standards process to have a
name on a piece of paper? This may be a great idea but it is hardly worthy of what NERC
standards were designed for.

Performing an assessment is also a good practice. It does help in finding long-standing problems,
but doing periodic assessments is hardly a protection against cyber ‘attacks’. Of course the word
periodic is never mentioned in the Brief Description, but this reviewer does not believe that the
requestor envisioned continuous assessments (or did he?) This standard seems to be regressing to
the old NERC Policies and Standards that defined good practices. The current set of SARs has
(appropriately) avoided defining ‘procedures’. Procedures are not standards. Procedures often
become outdated without notice. And to those who say, “NERC will update the procedure when
needed”, they are reminded that NERC is seeking Regulatory and financial penalties for these new
Reliability standards. You will be punished for any non-compliance until the Standard is changed.

Implement ‘appropriate improvements’ is definitely outside the concepts of NERC standards.
Leaving out the obvious question of How would one define a measure of ‘appropriateness’;
improvement standards beg the question of improvement from what base? A Reliability standard
should be defining the base level of data security and running away from words like
‘improvements’. Consider this: Some entity that has no procedures can dramatically ‘improve’
whereas the entity that has the best of all security systems may not be able to ‘improve’ at all.

If the PURPOSE s to ‘reduce risks’ then the BRIEF DESCRIPTION should have some statements
about defining ‘levels of risks’ or at least some risk reducing suggestions. Identifying people,
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implementing changes serves as temporary ‘adjustments’ but they do not serve the industry’s needs
to protect itself against cyber attacks.

The BRIEF DESCRIPTION does not address the concepts in the PURPOSE statement (or maybe

the PURPOSE statement does not articulate the scope that is in the BRIEF DESCRIPTION. Either
way the two should be coordinated.

Detailed Description Comments

The DETAILED DESCRIPTION should also be tied into the PURPOSE and the BRIEF
DESCRIPTION. Unfortunately that does not occur in this draft SAR. The first half of the
DETAILED DESCRIPTION provides a weak justification for the SAR. Incidents and frequency or
severity are ‘relative’ terms. They are relative to the base line (1822, 2001, June 2003?) they are
relative to the sophistication of measurements (hearsay, occurrences for each control area?) The
justification interestingly says the SAR is based on Guidelines. Starting from guidelines and raising
the bar to a standard would be a good thing — to stay at the level of a Guideline makes this ““draft
SAR ““a draft GUIDELINE™.

This standard is proposed to:
e Make entities understand role of cyber security
o |dentify critical assets
e Have a program. A program that will include:
o Governance
0 Incident response
0 Business continuity
e “FOCUS” on
hardware
software
data
communications
control systems
0 personnel
(Thank goodness the SAR is limited to just a handful of small items!)
e Define Terms

O O0OO0OO0Oo

The above items are all good ideas, but they are hardly measurable. How is ‘understanding’ a
Standard? Why is a “list’ (of critical assets) a standard? A standard that mandates Business
continuity is a NERC goal. But focusing on “‘everything’ is hardly a reasonable objective.

The requestor should be asked to reconsider this SAR in light of what the NERC standards are
supposed to cover. And just as importantly to reconsider this in light of what the current SARs
already cover. The current SARs require RA to get data and do reliability analysis that will ensure
that the bulk power system stays up (as defined in terms of frequency or voltages or other such
measures) To do these analyses they will need good data — that is covered by the requirement to do
the analyses. Hardware and software are options for the entities to carry out their responsibilities
— if these “assets are compromised the entities will fail the compliance to analysis standards and be
punished there. There should not be redundant punishments. NERC must focus on outcomes and
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not on processes. This standard while well meaning and even a good idea as a Reference — it does
not rise to the level of NERC standard — at least as is it proposed in this draft.

Following Procedures should not be a NERC Reliability Standard objective. Measures can be
established to identify if a given procedure were followed but that is not what was envisioned in the

NERC Reliability Standards Process.
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From: Bauer, Kathleen M [mailto:Kathleen.Bauer@northwestern.com]
Sent: Tuesday, August 05, 2003 10:13 AM

To: Tim Gallagher

Cc: Patterson, M LeRoy; Leland, R J (John)

Subject: NERC Cyber Security SAR

This response meets your request for comments by August 8,2003. Questions or comments on the following NorthWestern
Energy comments should be directed to either LeRoy Patterson or Mark Weiss.

While several sections raise concerns, NorthWestern Energy (NWE) has significant concerns with sections 1207 -
Personnel and 1208 - Monitoring Physical Access regarding the ambiguous intent of the Standard. The document must
clarify who falls under this requirement and how these measures are intended to be implemented. For example: the
proposed language is not explicit regarding personnel requiring background checks. NERC must revise the Standard to
clarify the intent and not depend on a 'Common Questions' supplement to define intent. As another example: the physical
monitoring measure might be interpreted to require video surveillance of access doors. While this solution may be
acceptable at a Control Center, it will quickly become impossible as the 'cyber boundary' expands to include corporate
networks, substations, etc. In addition, the Standard might be interpreted to require multiple personnel to continuously
view these videos, and keep them for multiple years, to ensure compliance. There must be a better way to verify compliance
with physical access controls.

Regarding the 'audit' provisions of the SAR, NWE supports the concept of cyber security standards. However, the
provisions related to verifying compliance with this standard are ambiguous and, if interpreted in the most rigorous sense,
are more onerous than necessary or appropriate. These 'audit’ provisions must more explicitly state the requirements since it
is not acceptable for an entity to find itself out of compliance during an audit because it interpreted the language differently
than those judging' compliance.

Thank you for the opportunity to comment.

Kathy Bauer

NorthWestern Energy

40 East Broadway

Butte, MT 59701

(406) 497-3576
Kathleen.Bauer@northwestern.com

8/6/2003
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Note — This form is to be used to comment on version 1 of the Cyber Security standard

authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with “Standard

Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow

boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a question to

timg@nerc.com

SAR Commenter Information (For
Individual Commenters)

Name John Horakh

Organization  MAAC

Industry Segment # 2

Telephone 609-625-6014

E-mail john.horakh@conectiv.com

Key to Industry Segments:

1 - Trans. Owners

2 —RTOs, ISOs, RRCs

3 - LSEs

4 —-TDUs

5 - Generators

6 - Brokers, Aggregators, and Marketers

7 - Large Electricity End Users

8 - Small Electricity Users

9 - Federal, State, and Provincial
Regulatory or other Govt. Entities
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

SAR Commenter Information (For Groups Submitting Group Comments)

Name of Group: Group Representative:
Representative Phone:
Representative Email:

List of Group Participants that Support These Comments:

Name Company Industry Segment
#

Background Information:

Notes to Industry Commenters:

This standard authorization request will set the scope for a NERC standard dealing with cyber
security requirements as they pertain to maintaining the integrity and reliability of the
interconnected electric systems of North America. When the SAR has been fully developed, the
NERC Standards Authorization Committee (SAC) will be contacted for permission to begin
drafting the standard.

When completed, the standard will be presented to the NERC registered ballot body for approval.
If approved, the standard would replace the urgent action cyber security standard approved by the
industry in June 2003.
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In addition to comments submitted in response to the request, all industry comments submitted
during the development and balloting of the urgent action cyber security standard will be reviewed
and considered by the SAR drafting team as they further refine the SAR.

1. The scope contained in this SAR is sufficient to begin standards drafting.

[]Yes
x No
Comments
a. Change the Purpose/Industry Need to the following:

To manage, to below an acceptable level, the risks to the bulk electric systems from any
compromise of critical cyber assets (computers, software and communication networks) that
support those systems.

We don'’t know if cyber security risks need to be reduced, but they do need to be managed to
below an acceptable risk level.

b. Change the second sentence in the Brief Description to the following:

Requirements will be included in the standard for the responsible entities to have and implement
minimum level cyber security programs and procedures, perform a thorough assessment of cyber
security, and implement appropriate and technically feasible security improvements if needed.

It is the entities performing the reliability functions (e.g. the Balancing Authority) that need to have
the programs and procedures, not the individual persons. Improvements do not need to be made
unless they are needed.

c. Make the following changes under Detailed Description:

Move the last sentence in this section to become the first sentence in this section.

The sentence reads “This standard provides definition of terms and the minimum requirements to
implement and maintain a cyber security program to protect cyber assets critical to reliable electric
system operation.”

This sentence describes the heart of what the standard should do, and should be in a more
prominent place. The specification of minimum requirements in the standard is essential.

Change the first sentence of the second paragraph to the following:

This standard requires that responsible entities .... have identified their critical cyber assets related
to bulk electric system operations, and have a minimum level security program in place, with the
program implemented.

The responsible entities’ understanding of the role of cyber security in not directly measurable, but
if they have identified their critical assets, and have in place and implemented a minimum level
security system, that is proof of understanding.

Change the first sentence of the third paragraph by deleting “and personnel” at the end. Although

Page 3 of 4 July 1, 2003




Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

personnel operate the electronic systems, they should not be a primary focus of this standard.

2. The scope contained in this SAR should be expanded to include the following:

Comments

3. The scope contained in this SAR should be reduced to eliminate the following:

Comments

4. Please enter any other comments you have regarding this SAR in the space below.

Comments
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Note — This form is to be used to comment on version 1 of the Cyber Security standard

authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with “Standard

Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow

boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a question to

timg@nerc.com

SAR Commenter Information (For
Individual Commenters)

Name Richard J. Kafka
Organization = Potomac Electric Power Company
Industry Segment # 3 - LSEs

Telephone (301) 469-5274

E-mall rikafka@pepco.com

Key to Industry Segments:

1 - Trans. Owners

2 —RTOs, ISOs, RRCs

3 - LSEs

4 —-TDUs

5 - Generators

6 - Brokers, Aggregators, and Marketers

7 - Large Electricity End Users

8 - Small Electricity Users

9 - Federal, State, and Provincial
Regulatory or other Govt. Entities

Page 1 of 4

July 1, 2003



mailto:spm@nerc.com

Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

SAR Commenter Information (For Groups Submitting Group Comments)

Name of Group: Group Representative:
Representative Phone:
Representative Email:

List of Group Participants that Support These Comments:

Name Company Industry Segment
#

Background Information:

Notes to Industry Commenters:

This standard authorization request will set the scope for a NERC standard dealing with cyber
security requirements as they pertain to maintaining the integrity and reliability of the
interconnected electric systems of North America. When the SAR has been fully developed, the
NERC Standards Authorization Committee (SAC) will be contacted for permission to begin
drafting the standard.

When completed, the standard will be presented to the NERC registered ballot body for approval.
If approved, the standard would replace the urgent action cyber security standard approved by the
industry in June 2003.
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In addition to comments submitted in response to the request, all industry comments submitted
during the development and balloting of the urgent action cyber security standard will be reviewed
and considered by the SAR drafting team as they further refine the SAR.

1. The scope contained in this SAR is sufficient to begin standards drafting.

] Yes
X No

Comments

2. The scope contained in this SAR should be expanded to include the following:

Comments

3. The scope contained in this SAR should be reduced to eliminate the following:

Comments

The SAR states that it applies to LSEs. Many LSEs interface with the system only through
internet based applications maintained by the RTO/Market Operator. Any impact of local cyber
breaches would primarily affect the LSE financially, and the Market Operator would need to meet
cyber security objectives for the entire market. LSEs should either be eliminated from this standard
or be specially addressed regarding cyber security issues affecting reliability.

4. Please enter any other comments you have regarding this SAR in the space below.

Comments
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Comment Form — 1st Posting of the ‘Cyber Security’ standard authorization request

Note — This form is to be used to comment on version 1 of the Cyber Security standard

authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with “Standard

Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow

boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a question to

timg@nerc.com

SAR Commenter Information (For
Individual Commenters)

Name
Organization
Industry Segment #

Telephone

E-mail
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Key to Industry Segments:

1 - Trans. Owners

2 —RTOs, ISOs, RRCs

3 - LSEs

4 —-TDUs

5 - Generators

6 - Brokers, Aggregators, and Marketers

7 - Large Electricity End Users

8 - Small Electricity Users

9 - Federal, State, and Provincial
Regulatory or other Govt. Entities
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SAR Commenter Information (For Groups Submitting Group Comments)

Name of Group: WECC EMSWG

Group Representative: Erika Ferguson
Representative Phone: 208-388-5113
Representative Email: EFerguson@idahopower.com

List of Group Participants that Support These Comments:

Name Company Industry Segment
Jim Hiebert (Security Task Force Lead) CALISO 4
James Sample CALISO 2
Terry Doern BPA 1
Dave Ambrose WAPA 1
Larry Shivers Tri-State 1
Bruce Oliver SMUD 1
Israel Gonzalez IID 1
Chuck Nichols BCTC 1
Bob Mathews PG&E 1
Gary Neilson TEP 1
Gray Wright SPPC-NP 1
Randy Schimka San Diego Gas & Elec. 1
Erika Ferguson IPC 1

Background Information:

Notes to Industry Commenters:

This standard authorization request will set the scope for a NERC standard dealing with cyber
security requirements as they pertain to maintaining the integrity and reliability of the
interconnected electric systems of North America. When the SAR has been fully developed, the
NERC Standards Authorization Committee (SAC) will be contacted for permission to begin

drafting the standard.

When completed, the standard will be presented to the NERC registered ballot body for approval.
If approved, the standard would replace the urgent action cyber security standard approved by the

industry in June 2003.
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In addition to comments submitted in response to the request, all industry comments submitted
during the development and balloting of the urgent action cyber security standard will be reviewed
and considered by the SAR drafting team as they further refine the SAR.

1. The scope contained in this SAR is sufficient to begin standards drafting.

[]Yes
X No

Comments

2. The scope contained in this SAR should be expanded to include the following:

e Comments Wide Area Networks (WAN) security and controls between control centers;

e Access controls to critical SCADA communication devices and systems (e.g., process
control systems, distributed control systems, electronic relays installed in generating
stations, switching stations and substations);

e Protocols (e.g. peer-to-peer versus stack);

e Need to expand on where, when, and what type of security technologies (e.g., firewalls,
IDS, ACL’s, etc.) should apply;

o Needs more clarity around compliance and sanctions;

3. The scope contained in this SAR should be reduced to eliminate the following:

e Comments In the Definition section, need to eliminate the following from “Critical Cyber
Assets”: This definition currently does not include process control systems, distributed
control systems, or electronic relays installed in generating stations, switching stations and
substations.
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4. Please enter any other comments you have regarding this SAR in the space below.

e The SAR should provide more clarity around which systems are subject to standard (e.g.
SCADA, OASIS, Tagging, Scheduling & Accounting, Merchant, etc.). There also needs to
be clarification of what is a Load-Serving Entity. The effect of this standard should be to
improve overall security of our systems, not to just create an oversight function.

e |nthe SAR form, under Applicable Reliability Principles, item 6, the assumption is this is
meant to address the training aspect included in the Cyber Security Standard 1211.

e Cyber Security Incident definition needs to be changed from “malicious or otherwise” to
just “malicious”. The term “otherwise” seems too broad.
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Note — This form is to be used to comment on version 1 of the Cyber Security standard

authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with “Standard

Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow

boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a question to

timg@nerc.com

SAR Commenter Information (For
Individual Commenters)

Name Laurent Webber

Organization Western Area Power

Administration
Industry Segment# 1,9

Telephone 720-962-7216

E-mail webber@wapa.gov
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Key to Industry Segments:

1 - Trans. Owners

2 —RTOs, ISOs, RRCs

3 - LSEs

4 —-TDUs

5 - Generators

6 - Brokers, Aggregators, and Marketers

7 - Large Electricity End Users

8 - Small Electricity Users

9 - Federal, State, and Provincial
Regulatory or other Govt. Entities
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SAR Commenter Information (For Groups Submitting Group Comments)

Name of Group: Group Representative:
Representative Phone:
Representative Email:

List of Group Participants that Support These Comments:

Name Company Industry Segment
#

Background Information:

Notes to Industry Commenters:

This standard authorization request will set the scope for a NERC standard dealing with cyber
security requirements as they pertain to maintaining the integrity and reliability of the
interconnected electric systems of North America. When the SAR has been fully developed, the
NERC Standards Authorization Committee (SAC) will be contacted for permission to begin
drafting the standard.

When completed, the standard will be presented to the NERC registered ballot body for approval.
If approved, the standard would replace the urgent action cyber security standard approved by the
industry in June 2003.
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In addition to comments submitted in response to the request, all industry comments submitted
during the development and balloting of the urgent action cyber security standard will be reviewed
and considered by the SAR drafting team as they further refine the SAR.

1. The scope contained in this SAR is sufficient to begin standards drafting.

[]Yes
X1 No
Comments The scope of the NERC Cyber Security SAR should include the

evaluation of other cyber security standards, such as NIST guidelines, for adoption
by NERC or for consideration as equivalent to NERC cyber security standards.

2. The scope contained in this SAR should be expanded to include the following:

Comments: The scope of the NERC Cyber Security SAR should include the
evaluation of other cyber security standards, such as NIST guidelines, for adoption
by NERC or for consideration as equivalent to NERC cyber security standards.

3. The scope contained in this SAR should be reduced to eliminate the following:

Comments

4. Please enter any other comments you have regarding this SAR in the space below.

comments National Institute of Standards (NIST) Cyber Security Guidelines are
excellent tools for measuring, documenting, and improving the security of
information systems. Compliance with NIST guidelines assures the quality of
Federal cyber security protections. It is appropriate to equate compliance with
NIST cyber security guidelines and compliance with NERC cyber security
standards. Western Area Power Administration (WAPA) suggests that the scope
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of the NERC Cyber Security SAR include the evaluation of other cyber security
standards, such as the NIST guidelines, for adoption by NERC or for consideration
as equivalent to NERC cyber security standards.

The final NERC cyber security standard should include language such as this:

“The Federal Information Security Management Act of 2002 (FISMA) and the
Information Technology (IT) Management Reform Act of 1996 (i.e., ITMRA or the
Clinger-Cohen Act) both require all Federal Computer Systems to comply with
NIST Cyber Security Guidelines.

“All Federal utilities, which are subject to Federal Cyber Security mandates
formulated in NIST Cyber Security publications, shall fulfill the requirements of this
NERC standard by self-certification that they are subject to such Federal
mandates.”
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Note — This form is to be used to comment on version 1 of the Cyber Security standard

authorization request (SAR).

E-mail this form between July 1 — August 8, 2003, to: sarcomm@nerc.com with “Standard

Comments” in the subject line.

Please review the draft standard and answer the questions in the yellow

boxes.

If you have questions, please call Tim Gallagher at 609-452-8060 or send a question to

timg@nerc.com

SAR Commenter Information (For
Individual Commenters)

Name Terri M. Kuehneman

Organization  SRP

Industry Segment # 1

Telephone 602-236-4392

E-mail tmkuehne@srpnet.com

Key to Industry Segments:

1 — Trans. Owners

2 — RTOs, ISOs, RRCs
3 -LSEs

4 — TDUs

5 - Generators

6 - Brokers, Aggregators, and Marketers

7 - Large Electricity End Users

8 - Small Electricity Users

9 - Federal, State, and Provincial
Regulatory or other Govt. Entities
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