
The following table lists the Violation Risk Factors (VRFs) for the Version 0 Interconnection Reliability Operations standards requirements. These 
VRFs are the weighted average of the stakeholder VRF selections from the second posting of the VRF survey.  

VIOLATION RISK FACTORS – VERSION 0 STANDARDS PRE-BALLOT MATRIX  

Standard  
Number  

Requirement 
Number  Requirement  

Violation 
Risk 

Factor  

IRO-001-0  R1.  Each Regional Reliability Organization, subregion, or interregional coordinating group shall 
establish one or more Reliability Coordinators to continuously assess transmission reliability 
and coordinate emergency operations among the operating entities within the region and 
across the regional boundaries.  

HIGH  
IRO-001-0  R2.  The Reliability Coordinator shall comply with a regional reliability plan approved by the NERC 

Operating Committee.  HIGH  
IRO-001-0  R3.  The Reliability Coordinator shall have clear decision-making authority to act and to direct 

actions to be taken by Transmission Operators, Balancing Authorities, Generator Operators, 
Transmission Service Providers, Load-Serving Entities, and Purchasing-Selling Entities within 
its Reliability Coordinator Area to preserve the integrity and reliability of the Bulk Electric 
System.  These actions shall be taken without delay, but no longer than 30 minutes.  

HIGH  
IRO-001-0  R4.  Reliability Coordinators that delegate tasks to other entities shall have formal operating 

agreements with each entity to which tasks are delegated.  The Reliability Coordinator shall 
verify that all delegated tasks are understood, communicated, and addressed within its 
Reliability Coordinator Area. All responsibilities for complying with NERC and regional 
standards applicable to Reliability Coordinators shall remain with the Reliability Coordinator.  

MEDIUM 
IRO-001-0  R5.  The Reliability Coordinator shall list within its reliability plan all entities to which the Reliability 

Coordinator has delegated required tasks.  LOWER 
IRO-001-0  R6.  The Reliability Coordinator shall verify that all delegated tasks are carried out by NERC-

certified Reliability Coordinator operating personnel.  MEDIUM 
IRO-001-0  R7.  The Reliability Coordinator shall have clear, comprehensive coordination agreements with 

adjacent Reliability Coordinators to ensure that System Operating Limit or Interconnection 
Reliability Operating Limit violation mitigation requiring actions in adjacent Reliability 
Coordinator Areas are coordinated.  

HIGH  
IRO-001-0  R8.  Transmission Operators, Balancing Authorities, Generator Operators, Transmission Service 

Providers, Load-Serving Entities, and Purchasing-Selling Entities shall comply with Reliability 
Coordinator directives unless such actions would violate safety, equipment, or regulatory or 
statutory requirements.  Under these circumstances, the Transmission Operator, Balancing 
Authority, Generator Operator, Transmission Service Provider, Load-Serving Entity, or 
Purchasing-Selling Entity shall immediately inform the Reliability Coordinator of the inability to 
perform the directive so that the Reliability Coordinator may implement alternate remedial 
actions.  HIGH  
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IRO-001-0  R9.  The Reliability Coordinator shall act in the interests of reliability for the overall Reliability 
Coordinator Area and the Interconnection before the interests of any other entity.  HIGH  

IRO-002-0  R1.  Each Reliability Coordinator shall have adequate communications facilities (voice and data 
links) to appropriate entities within its Reliability Coordinator Area. These communications 
facilities shall be staffed and available to act in addressing a real-time emergency condition.  HIGH  

IRO-002-0  R2.  Each Reliability Coordinator shall determine the data requirements to support its reliability 
coordination tasks and shall request such data from its Transmission Operators, Balancing 
Authorities, Transmission Owners, Generation Owners, Generation Operators, and Load-
Serving Entities, or adjacent Reliability Coordinators.  

MEDIUM 
IRO-002-0  R3.  Each Reliability Coordinator – or its Transmission Operators and Balancing Authorities – shall 

provide, or arrange provisions for, data exchange to other Reliability Coordinators or 
Transmission Operators and Balancing Authorities via a secure network.  MEDIUM 

IRO-002-0  R4.  Each Reliability Coordinator shall have multi-directional communications capabilities with its 
Transmission Operators and Balancing Authorities, and with neighboring Reliability 
Coordinators, for both voice and data exchange as required to meet reliability needs of the 
Interconnection.  MEDIUM 

IRO-002-0  R5.  Each Reliability Coordinator shall have detailed real-time monitoring capability of its Reliability 
Coordinator Area and sufficient monitoring capability of its surrounding Reliability Coordinator 
Areas to ensure that potential or actual System Operating Limit or Interconnection Reliability 
Operating Limit violations are identified.  Each Reliability Coordinator shall have monitoring 
systems that provide information that can be easily understood and interpreted by the 
Reliability Coordinator’s operating personnel, giving particular emphasis to alarm management 
and awareness systems, automated data transfers, and synchronized information systems, 
over a redundant and highly reliable infrastructure.  

HIGH  
IRO-002-0  R6.  Each Reliability Coordinator shall monitor Bulk Electric System elements (generators, 

transmission lines, buses, transformers, breakers, etc.) that could result in SOL or IROL 
violations within its Reliability Coordinator Area. Each Reliability Coordinator shall monitor both 
real and reactive power system flows, and operating reserves, and the status of Bulk Electric 
System elements that are or could be critical to SOLs and IROLs and system restoration 
requirements within its Reliability Coordinator Area.  

HIGH  
IRO-002-0  R7.  Each Reliability Coordinator shall have adequate analysis tools such as state estimation, pre- 

and post-contingency analysis capabilities (thermal, stability, and voltage), and wide-area 
overview displays.  HIGH  

IRO-002-0  R8.  Each Reliability Coordinator shall continuously monitor its Reliability Coordinator Area.  Each 
Reliability Coordinator shall have provisions for backup facilities that shall be exercised if the 
main monitoring system is unavailable.  Each Reliability Coordinator shall ensure SOL and 
IROL monitoring and derivations continue if the main monitoring system is unavailable.  

HIGH  



Standard  
Number  

Requirement 
Number  Requirement  

Violation 
Risk 

Factor  

IRO-002-0  R9.  Each Reliability Coordinator shall control its Reliability Coordinator analysis tools, including 
approvals for planned maintenance.  Each Reliability Coordinator shall have procedures in 
place to mitigate the effects of analysis tool outages.  MEDIUM 

IRO-003-0  R1.  Each Reliability Coordinator shall monitor all Bulk Electric System facilities, which may include 
sub-transmission information, within its Reliability Coordinator Area and adjacent Reliability 
Coordinator Areas, as necessary to ensure that, at any time, regardless of prior planned or 
unplanned events, the Reliability Coordinator is able to determine any potential System 
Operating Limit and Interconnection Reliability Operating Limit violations within its Reliability 
Coordinator Area.  

HIGH  
IRO-003-0  R2.  When a Reliability Coordinator is aware of an operational concern, such as declining voltages, 

excessive reactive flows, or an IROL violation, in a neighboring Reliability Coordinator Area, it 
shall contact the Reliability Coordinator in whose area the operational concern was observed. 
The two Reliability Coordinators shall coordinate any actions, including emergency assistance, 
required to mitigate the operational concern.  

HIGH  
IRO-003-0  R3.  Each Reliability Coordinator shall know the current status of all critical facilities whose failure, 

degradation or disconnection could result in an SOL or IROL violation. Reliability Coordinators 
shall also know the status of any facilities that may be required to assist area restoration 
objectives.  

HIGH  
IRO-004-0  R1.  Each Reliability Coordinator shall conduct next-day reliability analyses for its Reliability 

Coordinator Area to ensure that the Bulk Electric System can be operated reliably in 
anticipated normal and Contingency event conditions. The Reliability Coordinator shall 
conduct Contingency analysis studies to identify potential interface and other SOL and IROL 
violations, including overloaded transmission lines and transformers, voltage and stability 
limits, etc.  HIGH  

IRO-004-0  R2.  Each Reliability Coordinator shall pay particular attention to parallel flows to ensure one 
Reliability Coordinator Area does not place an unacceptable or undue Burden on an adjacent 
Reliability Coordinator Area.  HIGH  

IRO-004-0  R3.  Each Reliability Coordinator shall, in conjunction with its Transmission Operators and 
Balancing Authorities, develop action plans that may be required, including reconfiguration of 
the transmission system, re-dispatching of generation, reduction or curtailment of Interchange 
Transactions, or reducing load to return transmission loading to within acceptable SOLs or 
IROLs.  

HIGH  
IRO-004-0  R4.  Each Transmission Operator, Balancing Authority, Transmission Owner, Generator Owner, 

Generator Operator, and Load-Serving Entity in the Reliability Coordinator Area shall provide 
information required for system studies, such as critical facility status, Load, generation, 
operating reserve projections, and known Interchange Transactions.  This information shall be 
available by 1200 Central Standard Time for the Eastern Interconnection and 1200 Pacific 
Standard Time for the Western Interconnection.  

HIGH  
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IRO-004-0  R5.  Each Reliability Coordinator shall share the results of its system studies, when conditions 
warrant or upon request, with other Reliability Coordinators and with Transmission Operators, 
Balancing Authorities, and Transmission Service Providers within its Reliability Coordinator 
Area. The Reliability Coordinator shall make study results available no later than 1500 Central 
Standard Time for the Eastern Interconnection and 1500 Pacific Standard Time for the 
Western Interconnection, unless circumstances warrant otherwise.  

HIGH  
IRO-004-0  R6.  When conditions warrant, the Reliability Coordinator shall initiate a conference call or other 

appropriate communications to address the results of its reliability analyses.  HIGH  
IRO-004-0  R7.  If the results of these studies indicate potential SOL or IROL violations, the Reliability 

Coordinator shall issue the appropriate alerts via the Reliability Coordinator Information 
System (RCIS) and direct its Transmission Operators, Balancing Authorities and Transmission 
Service Providers to take any necessary action the Reliability Coordinator deems appropriate 
to address the potential SOL or IROL violation.  

HIGH  
IRO-004-0  R8.  Each Transmission Operator, Balancing Authority, and Transmission Service Provider shall 

comply with the directives of its Reliability Coordinator based on the next day assessments in 
the same manner in which it would comply during real time operating events.  HIGH  

IRO-005-0  R1.  Each Reliability Coordinator shall monitor its Reliability Coordinator Area parameters, including 
but not limited to the following:  HIGH  

IRO-005-0  R1.1.  Current status of Bulk Electric System elements (transmission or generation including critical 
auxiliaries such as Automatic Voltage Regulators and Special Protection Systems) and system 
loading.  HIGH  

IRO-005-0  R1.2.  Current pre-contingency element conditions (voltage, thermal, or stability), including any 
applicable mitigation plans to alleviate SOL or IROL violations, including the plan’s viability and 
scope.  HIGH  

IRO-005-0  R1.3.  Current post-contingency element conditions (voltage, thermal, or stability), including any 
applicable mitigation plans to alleviate SOL or IROL violations, including the plan’s viability and 
scope.  HIGH  

IRO-005-0  R1.4.  System real and reactive reserves (actual versus required).  HIGH  
IRO-005-0  R1.5.  Capacity and energy adequacy conditions.  HIGH  
IRO-005-0  R1.6.  Current ACE for all its Balancing Authorities.  HIGH  
IRO-005-0  R1.7.  Current local or Transmission Loading Relief procedures in effect.  HIGH  
IRO-005-0  R1.8.  Planned generation dispatches.  HIGH  
IRO-005-0  R1.9.  Planned transmission or generation outages.  HIGH  
IRO-005-0  R1.10.  Contingency events.  HIGH  
IRO-005-0  R2.  Each Reliability Coordinator shall be aware of all Interchange Transactions that wheel through, 

source, or sink in its Reliability Coordinator Area, and make that Interchange Transaction 
information available to all Reliability Coordinators in the Interconnection.  HIGH  
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IRO-005-0  R3.  As portions of the transmission system approach or exceed SOLs or IROLs, the Reliability 
Coordinator shall work with its Transmission Operators and Balancing Authorities to evaluate 
and assess any additional Interchange Schedules that would violate those limits.  If a potential 
or actual IROL violation cannot be avoided through proactive intervention, the Reliability 
Coordinator shall initiate control actions or emergency procedures to relieve the violation 
without delay, and no longer than 30 minutes.  The Reliability Coordinator shall ensure all 
resources, including load shedding, are available to address a potential or actual IROL 
violation.  HIGH  

IRO-005-0  R4.  Each Reliability Coordinator shall monitor its Balancing Authorities’ parameters to ensure that 
the required amount of operating reserves is provided and available as required to meet the 
Control Performance Standard and Disturbance Control Standard requirements.  If necessary, 
the Reliability Coordinator shall direct the Balancing Authorities in the Reliability Coordinator 
Area to arrange for assistance from neighboring Balancing Authorities.  The Reliability 
Coordinator shall issue Energy Emergency Alerts as needed and at the request of its 
Balancing Authorities and Load-Serving Entities.  

HIGH  
IRO-005-0  R5.  Each Reliability Coordinator shall identify the cause of any potential or actual SOL or IROL 

violations.  The Reliability Coordinator shall initiate the control action or emergency procedure 
to relieve the potential or actual IROL violation without delay, and no longer than 30 minutes. 
The Reliability Coordinator shall be able to utilize all resources, including load shedding, to 
address an IROL violation.  

HIGH  
IRO-005-0  R6.  Each Reliability Coordinator shall ensure its Transmission Operators and Balancing Authorities 

are aware of Geo-Magnetic Disturbance (GMD) forecast information and assist as needed in 
the development of any required response plans.  HIGH  

IRO-005-0  R7.  The Reliability Coordinator shall participate in NERC hotline discussions, assist in the 
assessment of reliability of the overall interconnected system, and coordinate actions in 
anticipated or actual emergency situations.  The Reliability Coordinator shall disseminate such 
information within its Reliability Coordinator Area, as required.  

HIGH  
IRO-005-0  R8.  Each Reliability Coordinator shall monitor system frequency and its Balancing Authorities’ 

performance and direct any necessary rebalancing to return to CPS and DCS compliance.  
The Transmission Operators and Balancing Authorities shall utilize all resources, including firm 
load shedding, as directed by its Reliability Coordinator to relieve the emergent condition.  

HIGH  
IRO-005-0  R9.  The Reliability Coordinator shall coordinate with other Reliability Coordinators and 

Transmission Operators, Balancing Authorities, and Generator Operators as needed to 
develop and implement action plans to mitigate potential or actual SOL, IROL, CPS, or DCS 
violations. The Reliability Coordinator shall coordinate pending generation and transmission 
maintenance outages with other Reliability Coordinators and Transmission Operators, 
Balancing Authorities, and Generator Operators as needed in both the real time and next-day 
reliability analysis timeframes.  HIGH  
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IRO-005-0  R10.  As necessary, the Reliability Coordinator shall assist the Balancing Authorities in its Reliability 
Coordinator Area in arranging for assistance from neighboring Reliability Coordinator Areas or 
Balancing Authorities.  HIGH  

IRO-005-0  R11.  The Reliability Coordinator shall identify sources of large Area Control Errors that may be 
contributing to Frequency Error, Time Error, or Inadvertent Interchange and shall discuss 
corrective actions with the appropriate Balancing Authority.  If a Frequency Error, Time Error, 
or inadvertent problem occurs outside of the Reliability Coordinator Area, the Reliability 
Coordinator shall initiate a NERC hotline call to discuss the Frequency Error, Time Error, or 
Inadvertent Interchange with other Reliability Coordinators. The Reliability Coordinator shall 
direct its Balancing Authority to comply with CPS and DCS.  

HIGH  
IRO-005-0  R12.  Whenever a Special Protection System that may have an inter-Balancing Authority, inter-

Transmission Operator, or inter-Reliability Coordinator Area impact (e.g., could potentially 
affect transmission flows resulting in a SOL or IROL violation) is armed, the Reliability 
Coordinators shall be aware of the impact of the operation of that Special Protection System 
on inter-area flows.  The Transmission Operator shall immediately inform the Reliability 
Coordinator of the status of the Special Protection System including any degradation or 
potential failure to operate as expected.  

HIGH  
IRO-005-0  R13.  Each Reliability Coordinator shall ensure that all Transmission Operators, Balancing 

Authorities, Generator Operators, Transmission Service Providers, Load-Serving Entities, and 
Purchasing-Selling Entities operate to prevent the likelihood that a disturbance, action, or non-
action in its Reliability Coordinator Area will result in a SOL or IROL violation in another area of 
the Interconnection.  In instances where there is a difference in derived limits, the Reliability 
Coordinator and its Transmission Operators, Balancing Authorities, Generator Operators, 
Transmission Service Providers, Load-Serving Entities, and Purchasing-Selling Entities shall 
always operate the Bulk Electric System to the most limiting parameter.  

HIGH  
IRO-005-0  R14.  Each Reliability Coordinator shall make known to Transmission Service Providers within its 

Reliability Coordinator Area, SOLs or IROLs within its wide-area view.  The Transmission 
Service Providers shall respect these SOLs or IROLs in accordance with filed tariffs and 
regional Total Transfer Calculation and Available Transfer Calculation processes.  

MEDIUM 
IRO-005-0  R15.  Each Reliability Coordinator who foresees a transmission problem (such as an SOL or IROL 

violation, loss of reactive reserves, etc.) within its Reliability Coordinator Area shall issue an 
alert to all impacted Transmission Operators and Balancing Authorities in its Reliability 
Coordinator Area, and all impacted Reliability Coordinators within the Interconnection via the 
Reliability Coordinator Information System (RCIS) without delay.  The receiving Reliability 
Coordinator shall disseminate this information to its impacted Transmission Operators and 
Balancing Authorities.  The Reliability Coordinator shall notify all impacted Transmission 
Operators, Balancing Authorities,  and Reliability Coordinators when the transmission problem 
has been mitigated.  HIGH  
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IRO-005-0  R16.  Each Reliability Coordinator shall confirm reliability assessment results and determine the 
effects within its own and adjacent Reliability Coordinator Areas.  The Reliability Coordinator 
shall discuss options to mitigate potential or actual SOL or IROL violations and take actions as 
necessary to always act in the best interests of the Interconnection at all times.  

HIGH  
IRO-005-0  R17.  When an IROL or SOL is exceeded, the Reliability Coordinator shall evaluate the local and 

wide-area impacts, both real-time and post-contingency, and determine if the actions being 
taken are appropriate and sufficient to return the system to within IROL in thirty minutes.  If the 
actions being taken are not appropriate or sufficient, the Reliability Coordinator shall direct the 
Transmission Operator, Balancing Authority, Generator Operator, or Load-Serving Entity to 
return the system to within IROL or SOL.  

HIGH  
IRO-006-0  R1.  A Reliability Coordinator shall take appropriate actions in accordance with established policies, 

procedures, authority, and expectations to relieve transmission loading.  HIGH  
IRO-006-0  R2.  A Reliability Coordinator experiencing a potential or actual SOL or IROL violation within its 

Reliability Coordinator Area shall, at its discretion, select from either a “local” (Regional, 
Interregional, or subregional) transmission loading relief procedure or an Interconnection-wide 
procedure.  

HIGH  
IRO-006-0  R2.1.  The Interconnection-wide Transmission Loading Relief (TLR) procedure for use in the Eastern 

Interconnection is provided in Attachment 1-IRO-006-0.  HIGH  
IRO-006-0  R2.2.  The equivalent Interconnection-wide transmission loading relief procedure for use in the 

Western Interconnection is the “WSCC Unscheduled Flow Mitigation Plan,” provided at: 
http://www.wecc.biz/documents/publications/UFAS_mitigation_plan_re v_2001-clean_8-8-
03.pdf.   HIGH  

IRO-006-0  R2.3.  The Interconnection-wide transmission loading relief procedure for use in ERCOT is provided 
as Section 7 of the ERCOT Protocols, posted at: 
http://www.ercot.com/tac/retailisoadhoccommittee/protocols/keydocs/d raftercotprotocols.htm.  HIGH  

IRO-006-0  R3.  The Reliability Coordinator may use local transmission loading relief or congestion 
management procedures, provided the Transmission Operator experiencing the potential or 
actual SOL or IROL violation is a party to those procedures.  HIGH  

IRO-006-0  R4.  A Reliability Coordinator may implement a local transmission loading relief or congestion 
management procedure simultaneously with an Interconnection-wide procedure.  However, 
the Reliability Coordinator shall follow the curtailments as directed by the Interconnection-wide 
procedure. A Reliability Coordinator desiring to use a local procedure as a substitute for 
curtailments as directed by the Interconnection-wide procedure shall have such use approved 
by the NERC Operating Committee.  

HIGH  



Standard  
Number  

Requirement 
Number  Requirement  

Violation 
Risk 

Factor  

IRO-006-0  R5.  When implemented, all Reliability Coordinators shall comply with the provisions of the 
Interconnection-wide procedure including, for example, action by Reliability Coordinators in 
other Interconnections to curtail an Interchange Transaction that crosses an Interconnection 
boundary.  

HIGH  
IRO-006-0  R6.  During the implementation of relief procedures, and up to the point that emergency action is 

necessary, Reliability Coordinators and Balancing Authorities shall comply with interchange 
scheduling standards INT-001 through INT-004.  HIGH  

 


