Comment Form — Project 2008-06 Questions
Background Information:

In Order 706 FERC directed that NERC make significant changes to each of the following Cyber Security standards:

CIP-002-1 
Critical Cyber Asset Identification
CIP-003-1 
Security Management Controls
CIP-004-1 
Personnel & Training
CIP-005-1 
Electronic Security Perimeter(s)
CIP-006-1 
Physical Security of Critical Cyber Assets
CIP-007-1 
Systems Security Management
CIP-008-1 
Incident Reporting and Response Planning
CIP-009-1        Recovery Plans for Critical Cyber Assets

Recovery Plans for Critical Cyber Assets
A SAR to revise each of these standards has been posted for stakeholder review.  The scope of the SAR includes addressing the directives in Order 706.  Refer to http://www.ferc.gov/whats-new/comm-meet/2008/011708/E-2.pdf for the complete text of the final order.  
The SAR proposes expanding the scope of applicable entities to include the Regional Entity and Purchasing-selling Entity.  If the Functional Model Work Group implements changes to the Functional Model in response to Order 706 (i.e., Demand Side Aggregator – see Order 706 paragraph 51), which directly impact the applicable functions, these functional entities will be added to the scope of the cyber security standards resulting from this SAR.

In addition, the scope of the SAR includes making revisions to the standards so they conform to the latest approved versions of the Reliability Standards Development Procedure and the ERO Rules of Procedure as outlined in the Standard Review Guidelines identified in Attachment 1 of the SAR.
While the SAR is still under development, stakeholders can identify additional improvements needed in this set of standards.  

Please review the SAR and then answer the following questions.  Please submit your responses no later than April 19, 2008.  
If you experience any problems in using this form, please contact Barbara Bogenrief at 609-452-8060.

Questions:
1. Do you agree with the scope of the proposed standards action?
 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 

Comments:      
2. This SAR proposes to add the Regional Entities and Purchasing-Selling Entity functions to the applicability section of the revised standards.  If additional Functional Model changes are made (or if changes are made to the Compliance Registration Criteria) as a direct result of Order 706 (i.e., Demand Side Aggregator — see Order 706 paragraph 51), which directly impact the applicable functions, conforming modifications will be made to the cyber security standards.  

Do you agree with these proposed changes to the applicability sections of these standards?   
 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 

Comments:      
3. If you are aware of any regional variances or associated business practices that we should consider with this SAR please identify them here
Regional Variance:      
Business Practice:      
4. Do you agree with the “multi-phase” approach identified in the SAR?  (The SAR’s proposal is to take the easiest modifications through the posting and balloting cycles first, followed by one or more sets of modifications to address those directives that will take more time.)  
 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 

Comments:      
5. Based on the limited experience of implementing the current standards, are there any other issues that are not addressed in Order 706 that should be changed?
 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 

Comments:      
6. If you have any other comments on this SAR that you haven’t already provided in response to the prior six questions, please provide them here. 
Comments:      






