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Individual 
Michael Lombardi 
Northeast Utilities 
  
No 
1) The missing Canadian nuclear exclusion should be reinstated 2) Associated guidance document 
should have an explicit disclaimer that auditors cannot audit to this associated document 3) Request 
clarification of 6.2. What is the "Cyber Asset performing remote access"? The maintenance machine 
or the Cyber Asset being connected? 4) Recommend removing R6.3.1 and R6.3.2 because of the 
double jeopardy with CIP-004 R4 5) Recommend changing R6.4 from “technical controls” to “controls” 
to allow procedural controls 6) Recommend removing R6.5 because: 1) not auditable, 2) not 
enforceable by the Entity, 3) probably not technically feasible and in some aspects duplicated R6.1 
No 
Suggest changing from six months to twelve months to comply 
Individual 
Joe Petaski 
Manitoba Hydro 
Yes 
  
No 
-R6: It is unclear whether R6 applies to all remote access, including “dial-up”, or is limited only to 
remote access through a network. The draft guideline states “The guideline is intended to apply to the 
use of network-level remote access to CCAs across an ESP (i.e., access that uses a “routable protocol” 
rather than a “dial-up” connection).” This distinction needs to be clearly stated within the standard 
requirement. -R6: The requirement states that “… remote access can be initiated from: 1) Cyber 
Assets owned by the Responsible Entity 2) Cyber Assets owned by employees or contractors and 3) 
Cyber Assets owned by vendors, contractors, or consultants.” This statement should be removed 
since remote access can be initiated from anywhere as long as it is compliant with R6 and the 
statement introduces a possible vulnerability if the Cyber Assets performing the remote access are 
not owned by the listed groups. If the statement’s intent is that ONLY the listed Cyber Assets are 
allowed to initiate remote access, then the statement should be revised to clearly indicate that. In 
addition, if the statement is to remain contractors are listed in both 2) and 3) and should be removed 
from 2) for consistency. -R6.3: Suggested wording “Establish, implement and document procedural 
and technical controls for access authorization ….” -R6.3: Replace the phrase “Restrict remote access 
to Responsible Entity personnel and vendors” with “Restrict remote access to authorized individuals, 
in accordance with CIP-004 R4” to make it consistent with the rest of CIP-002 to CIP-009. -R6.3.3: 
Suggested wording “Annually assess the implementation of the technical controls for remote access. 
Create an action plan to remediate or mitigate any findings resulting from the annual assessment. 
Document the execution status of the action plan.” Presently as structured, R6.3.3 applies only to 
R6.3; it does not apply to all the technical controls in R6. If the intent was to perform an annual 
assessment for all the technical controls in R6, this sub-requirement would need to be at an R6.X 
level. -R6.4: Clarification required - do electronic access logs apply to Cyber Assets or to access 



points? -R6.4: Suggested wording “Implement and document the processes for producing electronic 
access logs of remote access, which contain user identification, login time and logout or disconnect 
time of remote access, where technically feasible. Implement and document the processes for 
monitoring remote access, where technically feasible.” The rationale being that R6 shouldn’t restrict 
us to the checking of logs as the only compliant method of monitoring remote access, which is not the 
best method of checking for unauthorized access anyway. By analogy on the physical security side, 
that would be like requiring us to monitor physical access logs to see if we have an intruder, instead 
of using motion detectors or security guard walk-abouts. -R6.5: This requirement needs clarification. 
An entity can document that its remote access user policy contains all these parts, but there is no 
requirement to actually implement any of the sub-requirements, although the language could imply 
implementation. As currently worded, for example, you need to have a remote access user policy that 
says it needs to be signed and dated, but there is no actual requirement for the user to sign and date 
the agreement (document but not implement). The explicit implementation language may have been 
excluded since it may be very difficult for a Responsible Entity to either implement or enforce these 
requirements on all remote access users. The current wording may lead to different audit 
expectations. -R6.5: Suggested wording “Acknowledgement of the remote access user agreement by 
all remote access users, including the date and some form of individual acknowledgement, such as 
physical or digital signature or other uniquely individual electronic acknowledgement”. This would 
make it possible for software such as SharePoint to manage the many remote access user 
agreements. -R6.5.3: Remove the use of the specific term “workstation” and replace it with the more 
generic and inclusive term “Cyber Asset”, which also provides consistency with the rest of the 
standard.  
No 
Changes in R6.5 from “remote access user agreement” to “remote access user policy” would require 
corporate policy change which may not be achievable 6 months after the NERC BOT approval.  
Individual 
Melissa Kurtz 
US Army Corps of Engineers - Omaha District 
Yes 
  
No 
Section 6.1 - We are interpreting this to mean a proxy server is required, however we are not sure of 
the interpretation. Would a VPN be allowed instead? Proxy servers are not always compatible with 
non-Windows operating systems. Therefore it may not be feasible for some assets like PLC's and 
RTU's. This requirement is very burdensome for small sites with 1 or 2 critical assets. Section 6.4.1 - 
Unclear if multifactor authentication is to VPN or end device. May not be possible if end device as it 
would require key infrastructure, again PLC's and RTU's may not work with these systems. Very 
burdensome for small/remote sites.  
Yes 
  
Individual 
Marc Child 
Great River Energy 
No 
I believe the existing version 3 offers enough leeway in allowing a responsible entity to manage 
remote access in a secured manner and customized for their specific environment, to ensure 
availability and reliability of the critical asset in question. 
No 
Requirement 6.4.1 should include the words 'where technically feasible'. There are perimeter 
protection technologies that do not support two-factor authentication. By not allowing a TFE for 
certain multi-factor authentication technologies will lead to a degradation in reliability.  
Yes 
  
Individual 



John Kutzer 
Consultant 
Yes 
However, the changes indicated are not separate from R2. These changes are a subset of the 
concepts in R2. A more appropriate title for R2 is "Remote Electronic Access Controls". 
No 
These added requirements are not separate from the existing requirement R2, but rather, and only in 
part, an amplification of that requirement. A more appropriate title for R2 might be "Remote 
Electronic Access Controls", because that is actually the subject of the existing sub-requirements of 
R2. Attempting to create this separation of requirements as indicated in this draft is confusing at best. 
Also, several items in the added requirement R6 & sub-requirements are redundant to existing 
requirements of the CIP standards. The "new" sub-requirement R6.3 is redundant to the provisions of 
the existing requirement R5, Access Control, currently contained in CIP-003. The "new" sub-
requirement R6.4.2 is redundant to the requirement R3, Monitoring Electronic Access in this standard. 
The "new" sub-requirement R6.5 is inappropriate, and does not add to the security of the protected 
assets. This is comparable to asserting that if an agreement is signed and documented that the 
individual has not had any criminal history for the last seven years is equivalent to actually 
performing a background check. The Responsible Entity may have contractual remedies for 
individuals, vendors, or contractors that do not maintain their equipment to these conditions, and 
may even be a "best practice", but from a regulatory requirement perspective, this is merely an 
exercise in paper creation with no added value to the security of the protected cyber assets. While 
there may be a perception that the remote electronic access controls and monitoring requirements 
should be enhanced from what previously existing in sub-requirement R2.5 of CIP-005-3, those 
changes should be made in the context of the existing requirements. This is NOT a new requirement, 
and the changes as written obfuscate the issue rather than clarifying what requirements are 
appropriate for remote electronic access control and monitoring.  
No 
The requirements R6.1, R6.2, and R6.4.1 may require procurement and installation of hardware and 
software that may not be available within six months of the effective date of the standard. There 
needs to be a provision to allow delays where procurement and installation of equipment cannot be 
completed in this implementation time frame. 
Individual 
Michael Mertz 
PNM Resources 
Yes 
  
No 
The definition of remote access appears too vague and needs language to convey a clear 
understanding of what is meant. The definition uses the phrase “used for monitoring, support, and 
maintenance.” With the use of the conjunction word “and” it appears that all three activities must be 
purpose of the remote access for the remote access restrictions to apply. If a remote access was only 
used for support and maintenance then falls into a regulatory void with no restrictions or guidance to 
Registered Entities. Use of the terms “monitoring, support and maintenance” may create ambiguity. It 
appears as though the intent would be “monitoring, or support and maintenance,…” The SDT should 
define if any, all, or combination of the three activities need to be perform to met the definition of 
remote access. The use of “monitoring” in the definition now may require inclusion of access to read-
only access utilized by a user. This appears to represent a new concept not previously included in 
remote access requirements. The absence of a definition for monitoring could include a wide variety of 
assets including: monitoring BES telemetry, monitoring disk space on a cyber asset within or on the 
perimeter of the ESP, or monitoring system performance logs. Some of these tasks would fall in 
support and maintenance activities. We recommend clarification of the context of monitoring, or 
removal of the term from the requirements. In addition the remote access definition has no clear 
destination qualification. Thus any user interactive access occurring outside any Responsible Entities 
ESP would meet this definition. The definition should include “which originates from a Cyber Asset not 
located within any of the Responsible Entity’s Electronic Security Perimeters, transmitted via an 



intermediate device or proxy system, with a destination of a cyber asset within, or on the perimeter 
of, any of the Responsible Entity’s Electronic Security Perimeter.” The remote access definition should 
not rely on the subsequent definition of support and maintenance for destination qualification. In 
addition because monitoring is not subsequently defined, and if it is revised so only one of the 
activities need to be perform, then there is no destination qualification for monitoring. Also the 
qualification of origin of remote access is separate from the definition statement. If this limitation is 
intended to be applicable then it should be within the requirement language, not the definition. We 
would recommend insertion of these items as subrequirements of R6.4 if they are required. R6 The 
statement for R6 needs to be reworded due to the fact that it states “shall first”. Many Responsible 
Entities have already implemented remote access, so “first” may create confusion. Also, the higher 
level requirement do not include the verbs “establish and document” although they are used in the 
subrequirements. Suggested wording would be, A Responsible Entity allowing remote access to Cyber 
Asset within, or on the perimeter, of its Electronic Security Perimeter(s) shall establish, implement, 
and document the controls in the following subrequirements: R6.1 R6.1 does not have any wording 
indicating the Responsible Entity must document the intermediate or proxy system. However without 
documentation a Responsible Entity cannot successfully defend and audit. In addition, the term 
network access is vague. The requirement should use either previously used wording of routable or 
actually invoke the OSI layer model in the requirement. Suggested wording is, Implement, and 
document an intermediate device or proxy system such that the Cyber Asset performing remote 
access does not have direct routable, or OSI layer three, access to Cyber Asset(s) within the 
Electronic Security Perimeter. R6.2 R6.2 doesn’t not have any wording indicating the Responsible 
Entity must document the implementation required. Again the standard should start with “Implement, 
and document”. In addition the requirement should state “and the intermediate device or proxy 
system are encrypted.” Requirement 6.1 stated both any references should to those systems should 
employ both or replace ’intermediate device or proxy system’ with a NERC definition and update the 
NERC glossary. R6.3 R6.3 The phrase “controls for access authorization of remote access” needs 
clarity. It is not clear if the requirement is referring to authorization of remote access or just remote 
access. R6.3.3 R6.3.3. Recommend inclusion at R6.x requirement level, not subrequirement level. It 
may also benefit from rewording. Suggested wording is, Establish, implement, and document a 
procedure to annually assess the implementation of the technical controls for remote access and 
create an action plan to remediate or mitigate any findings and document the execution status of that 
action plan. R6.4.1 While multifactor authentication should be used for some forms of remote access, 
it may not be appropriate for others. For example, the definition of remote access opens requirements 
to any read-only (monitoring) access. A proxy system could provide read-only access to information 
pushed to it from a cyber asset within an ESP. The connection to the proxy server may not 
necessitate multifactor, as it may be protection for FERC code of conduct information protection only. 
Requirement R6.1 requires uses of a proxy system or intermediate device. It is unclear where this 
multifactor authentication must now occur. Is it between the intermediate device or proxy system and 
the cyber asset within or on the perimeter of the ESP? Or is it between the intermediate device or 
proxy system and the cyber asset performing remote access? This needs to be clarified. In addition 
since remote access includes monitoring a scenario is possible where a historian exists on the 
corporate network, and it gets pushed originating from cyber asset within the ESP. An engineer logs 
on to the historian to view the data. This could constitute remote access for a monitoring activity. The 
historian could be considered to be the proxy system. It in this common configuration it is not clear 
how multifactor authentication must be implemented. The information on the historian already has to 
be protected for code of conduct purposes. It is not reasonable to require multifactor authentication 
between the historian and the cyber asset within the ESP since the cyber asset perform a push. It is 
not reasonable to have to require multifactor authentication just for data residing on a historian. Thus 
multifactor should not be required for read-only access. The definition of remote access also has no 
destination qualification. If the destination qualification was like the one used in our comments on the 
definition of remote access, then this kind of scenario would not even qualify for remote access 
consideration as the interactive access really had a destination of the proxy system, not at a cyber 
asset within, or on the perimeter of an ESP. R6.4.2 For requirement 6.4.2, destination qualification is 
necessary for definition of remote access to properly understand this requirement. R6.5 While these 
requirements are generally used as best practices for remote access, they may not be necessary 
because of the requirement R6.1. The use of an intermediate device or proxy system could mitigate 
the propagation of a virus from the cyber asset performing remote access to the cyber asset within, 
or on the perimeter of the ESP. Especially, if the intermediate device or proxy system allows an 



application layer connection such as SSL VPN, or RDP then this vector would not allow for viruses to 
propagate to inside ESP. Requirements R6.5.1 through R6.5.3 are best practices when remote access 
is through a direct VPN from a remote device to another device or network. Requirement R6.1 doesn’t 
allow for this, thus these requirements may not add additional clarity. It appears as though none of 
the R6.5.x requirements address where the protections must be implemented. Does R6.5.1 or R6.5.2 
need to be on the intermediate device, or proxy system, or the cyber asset performing the remote 
access or both? Does R6.5.3 need to be between the intermediate device or proxy system and cyber 
asset within or on the perimeter of the ESP, or the cyber asset performing remote access and the 
intermediate device and proxy system? We recommend removal of the R6.5 requirement.  
No 
Because compliance to the revision may necessitate implementation of technical controls, a 
compliance timeline of 12 months would be more appropriate to allow sufficient time for testing and 
implementation. 
Individual 
Dan Roethemeyer 
Dynegy Inc. 
Yes 
  
Yes 
  
Yes 
  
Individual 
Joe O'Brien for Tim Conway 
NIPSCO 
Yes 
  
No 
The modifications proposed in CIP-005-4 create a number of issues without scoping and defining 
terms appropriately. Issues in regards to remote access, VPN termination point, system to system 
non-interactive communication, and the approved approach for authentication. In addition we have 
concerns over the treatment of the intermediary device that is being required by the standards. As 
the device is being required within the CIP standards, an entity could assume that the intermediary 
device should be treated as an associated cyber asset and therefore subject to the CIP standards 
itself. If the intermediary device was subject to the CIP standards, then an entity would need to place 
the device within an ESP and in turn, in order to access the device the entity would need to 
implement yet another intermediary device, and so on… In addition, we have concerns regarding the 
additional language requiring entities to navigate through the intermediary device in order to manage 
the ESP itself. In some entity network configurations this would require the use of a less trusted asset 
to manage a critical cyber asset. Finally, we are concerned that the additional language conflicts with 
the language provided in the recent CAN regarding remote access.  
No 
The proposed implementation plan conflicts with the implementation plan for CIP-002-4. CIP-002-4 
defines a list of Cyber Assets and Critical Cyber Assets that for some entities that may differ 
dramatically from version 3 of the standards. The version 3 assets will be subject to the newly 
modified requirements of CIP-005-4 and later the list of impacted Critical Cyber Assets may change 
based on the delayed effective date of CIP-002-4. The effective dates for this set of standards need to 
be aligned to avoid; unnecessary critical network modifications, unnecessary network redesign, and 
unnecessary associated capital and O&M expenses for a temporary compliance effort that will change 
for a number of entities when CIP-002-4 becomes effective.  
Group 
Tampa Electric 
Paul McClay 



No 
We believe that the proposed changes to CIP005 go beyond and are possibly in conflict with FERC’s 
direction in order 706, paragraph 511. FERC directed only that NERC provide additional guidance, 
beyond that provided in the version 1 standard and frequently asked questions, as to what constitutes 
“strong authentication”. This could be accomplished through a guidance document, or the addition of 
a definition for “strong authentication” to the NERC glossary of terms, rather than a change to the 
standards. In order 706, FERC also clarified that its intent was not to be prescriptive, but to provide 
examples, and not limit authentication to specific options, which this SAR and the proposed changes 
to the standard would effectively do. Furthermore, we believe that the term “external interactive 
access into the Electronic Security Perimeter” already includes remote access as intended by this SAR. 
If this term lacks sufficient clarity to be consistently interpreted by the industry, we would 
recommend the addition of a definition of “external interactive access” to the NERC glossary of terms. 
From a related administrative perspective, as a general practice NERC should consider the 
administrative impact to the industry of re-numbering requirements. In this case, requirement 2.4 is 
being obsoleted and requirements 2.5 and above are being renumbered. While from an aesthetic 
point of view this might be preferable, NERC should consider the impact to the industry of this 
seemingly minor change. Any and all documentation and evidence related to compliance with the old 
requirement will need to be maintained for audit compliance purposes. Current documentation and 
evidence related to requirements 2.5 and above will all need to be renumbered. The ongoing tracking 
and maintenance of this documentation becomes problematic as the historical compliance evidence 
for a given requirement will not easily align with the current compliance evidence. In some cases this 
could have even further impacts (TFEs, compliance self certification forms, violations, etc). While this 
might appear trivial, it creates confusion and unnecessary administrative burden on the part of 
responsible entities. In cases like this NERC should consider simply obsoleting the old requirement 
number and not replacing or renumbering other affected requirements.  
No 
R6:Monitoring, support and maintenance will not be the only reasons for remote interactive access. 
What if an non-cca application resides in the ESP, but must be accessed by users from outside of the 
ESP? An example might be a local card key application that sits inside the ESP but is accessed by 
security guards from a central monitoring station which is external to the ESP. It is recommended 
that this requirement allows for operation of non-cca within the ESP. R6.1 This requirement should 
allow for technical feasibility. R6.2: This requirement is not technically feasible for most equipment 
operating in a control system environment today including Remote Terminal Units (RTUs), and 
Programmable Logic Controllers, (PLCs). This equipment generally will not support encryption to the 
“host” level. In addition, issues such as latency and performance will need to be considered within 
control systems networks. Encryption of communication inside the access point may also obviate 
network-level intrusion detection controls that many entities have implemented. As it relates to 
requirement R6.4 it would appear that the “intermediate device” would be the only “remote node” 
allowed to access “hosts” within the Electronic Security Perimeter. Additionally, rather than use the 
term “host” (which we believe is new to the standards) the existing term “cyber asset” should be 
used. R6.4.1: I think we should provide examples of what qualifies as “multi-factor” authentication 
and be careful that we are not precluding any technologies that may be equivalent R6.4.2 This 
requirement is redundant to the requirement and sub-requirements of CIP005 R3. CIP005 already 
requires the monitoring of access to the ESP at all access points, and calls for alerting which is over 
and above what is proposed by the updated standard.  
No 
We recommend any changes agreed upon by NERC should follow the CIP Version 4 implementation 
plan. 
Individual 
Glen Hattrup 
Kansas City Power & Light 
Yes 
Strictly speaking, these changes do not affect reliability. However, the proposed changes are 
welcomed and provide a more descriptive minimum that must be met by all Responsible Entities. 
No 
The intent and spirit of the changes are generally beneficial and the proposed revisions provide much 



needed clarity regarding expected minimums. There are some clarifications and typographical errors 
that should be resolved prior to final approval. R6.3.3 appears to be missing at least two commas 
which disrupts the structure of the requirement. It should read: “Annually assess the implementation 
of the technical controls for remote access, <> create an action plan to remediate or mitigate any 
findings, <> and document the execution status of that action plan. ” The additions are noted with “, 
<>” R6.4.2 has a potentially onerous component to it. Tracking logout / disconnect time will present 
significant technical and / or procedural challenges. The logical place to track remote connections is at 
the access point. Login time can be established based upon the time of authentication at the access 
point. Ideally, logout time should also be tracked at the access point to provide consistent records 
management. However, most access points do not have a deterministic means to technically identify 
logout time. The device is aware of network traffic flowing across the boundary but is not aware of the 
traffic’s state. Absence of traffic is not necessarily an indicator of a session having ended. A long 
running session may have little to no traffic at various points in time. Some remote access 
technologies incorporate a keep-alive signal in order to keep otherwise idle sessions active. Declaring 
logout time based upon lack of traffic flow or preset timeouts provides nothing more accurate than 
guessing at the time. Procedurally relying upon the remote user to de-authenticate at the access 
point is equally problematic due to human nature. The Responsible Entity will be exposed to potential 
violations when there was no real security risk present. The remote user could have closed the 
session and disconnected, but if they forgot to de-authenticate then the RE will be in violation of their 
policy. R6.1 is currently a logical impossibility and prevents remote access. If the phrase “except for 
the intermediate device or proxy system” were added to the latter part of the statement, it would 
work. So R6.1 should read: “Implement an intermediate device or proxy system such that the Cyber 
Asset performing remote access does not have direct network access to Cyber Asset(s) except for the 
intermediate device or proxy system within an Electronic Security Perimeter.” Simply put, remote 
access is interactive access across the ESP. Effectively, the proxy system must be some form of cyber 
asset. If the proxy system is not excluded from the requirement then the remote cyber assets do not 
have a system they can connect to within the ESP. If the remote CA and proxy are both outside of the 
ESP then the proxy effectively becomes the remote CA and is still excluded from network access into 
the ESP. If the proxy is within the ESP, direct network access to it is prohibited based upon the 
current language of the requirement. The intent may have been to place the proxy system within a 
DMZ. The DMZ and proxy system must still be placed within the ESP based upon the given definitions. 
Explicitly requiring a DMZ may not be an appropriate requirement given the diversity of REs affected.  
  
Individual 
Todd Williams 
MidAmerican Energy Company 
No 
The joint intelligence products from DOD, DOE, Homeland Security and NERC identify opportunities to 
strengthen cyber access. Additional requirements are not necessary. Modification of existing 
requirements would meet the need. However, the proposed changes to CIP-005 prescribe ”how.” A 
couple prescriptive examples, installing jump servers or proxy systems and anti-virus on cyber assets 
used for remote access. Such narrow prescriptions do not allow room for other alternate controls that 
would be equally or even more effective. Narrow prescriptions in a rapidly changing technology 
environment obsolesces technologically faster than the standards revision process can update the 
requirements. For example, white listing in a control network environment is becoming more 
prevalent and is superior to anti-virus with signature updates. Instead, improvements to CIP 
standards should be “what” is to be accomplished.  
No 
Overall the proposed revisions create additional undefined terms, prescribe “how” not “what” and 
introduce confusing redundancy/overlap to other existing standards. Existing R2.4 and R2.5 should be 
enhanced minimally to achieve the desired result. Improvements could instead focus on a 
requirement that the entity have a program that defines protections based on the protocols 
(interactive and non-interactive) that are allowed in and out of the ESP. Requiring a program provides 
more flexibility to match protections to protocol risks than the proposed “one-size” prescriptive list. 
Note: The guideline document is a resource for entities in tailoring and designing their program. If 
prescriptive changes as drafted proceed, the following should be changed. The proposed revisions 



delete the existing R2.4 and create a separate R6. This is problematic. The concepts of R2.4 for 
interactive access into the ESP still fit in context with R2. Creating a new requirement at the end 
creates confusion with requirements that were not changed. If a new “R” is created, it would be better 
placed in R2 or after R2 (in which case existing R3-R5 would be moved down and renumbered.) Make 
it clear that none of proposed R6 applies to dial up. Additionally, the existing R2.5 includes remote 
accesses. Draft R6.3.1 and .2 overlap and create confusion with existing R2.5.1 and 2.5.3 (draft 
R2.4.1 and R2.4.3). It would be better to add clarity in the existing R, not create more confusion with 
duplicative Rs. “Cyber Asset” is used problematically in the R6.1, R6.2, and R6.5 the definition. In the 
existing standards, “Cyber Asset” applies only to assets inside ESPs, except in specific circumstances 
called out in CIP-005 R1.5 (ESP access control and/or monitoring) and CIP-006 (PSP authorize and/or 
log) which maybe outside an ESP. R6.1: Are the jump servers created in draft R6.1 also subject to 
existing R1.5? R6.1 and R6.2: In draft R6.1 and R6.2, replace “Cyber Asset performing” with “device 
initiating.” R6.5: Overall, R6.5 should be deleted (see below) which resolves the problem with “Cyber 
Asset” the draft. The measures prescribed in R6.1 and R6.2, as well as other existing measures in 
other requirements in the standards, eliminates the need for measures in R6.5 for the initiating 
device, with the exception of the prohibition of VPN split tunneling. Prohibiting VPN split tunneling is a 
better fit with draft R6.1 requirements for a jump server. As drafted R6.5 introduces administration 
that technologically cannot be enforced. Definition: In the first paragraph, replace all reference to 
“Cyber Asset” with “device.” R6.3.3, if needed, fits better in existing CIP-005-3 R4 as part of the 
annual vulnerability assessment. R6.1: Replace “or” with “and/or” – Implement an intermediate 
device AND/OR proxy system. Depending on the protocols, an entity may have a combination. For 
example, some protocols may require an intermediate device. Other protocols may be controlled by a 
proxy at a firewall capable of proxy. The proposed VSLs are documentation focused. If a new 
requirement is created, its VSLs should be implementation and results focused. Overall, VSLs will 
better support reliability if they are structured to address FERC’s keys to effective compliance: 
prevention, detect/cease/report, mitigate/correct. VSLs should reflect if a documented program has 
been implemented (prevent), there is active monitoring of the program (detect/cease/report), and a 
corrective actions program is active (mitigate/correct).  
No 
The time required to implement procedures and perform training to achieve compliance would exceed 
the six month deadline in Requirement R6.  
Group 
Electric Reliability Council of Texas, Inc. 
Christine Hasha 
No 
Through a proper implementation of the controls documented in CIP-005-3, sufficient protection is 
provided for the assets within an ESP. The definition of the ESP and protective measures identify the 
controls to access the environment and monitoring of activity within the environment. CIP-005-4 will 
add unnecessary paperwork and administrative overhead that does not increase reliability over the 
current standard. Requiring entities to implement additional systems for remote access will lead to 
unnecessary complexity and provide more points of failure. Some entities may have to remove 
remote access capabilities to comply with these requirements. This diminishes the entity’s ability to 
respond to problems in a timely manner due to the time required to travel to the physical location of 
the equipment. This could have a severe negative impact on reliability. Further, many entities have 
implemented remote access technologies as a means to address pandemic planning, as well as 
operations in adverse weather. Request that the drafting team write the requirements or provide an 
interpretation to CIP-005-3 to address the principles of sound remote access capabilities rather than 
being prescriptive through the drafting of new requirements.  
No 
In addition to the comments submitted in response to question 1, ERCOT ISO offers the following 
recommendations. ERCOT ISO requests revision to the definition of remote access. “Remote access 
for the purpose of this standard means the ability for a person to log in to a computer or network 
within an organization from an external network not under the Responsible Entity’s administrative 
control.” ERCOT ISO requests that the term “proxy system” be removed from R6.1. This is redundant 
and not necessary. Regarding the Severe VSL, ERCOT ISO requests: 1) Revise the wording to match 
the language of the requirement, “failed to implement an intermediate device or proxy system such 



that the Cyber Asset performing remote access does not have direct network access to Cyber Asset(s) 
within an the Electronic Security Perimeter.” 2) Revise the wording to match the language of the 
requirement, “failed to implement the remote access system such that communications between the 
Cyber Asset performing remote access and the intermediate device are encrypted while the 
communications traverse a network outside the control of the Responsible Entity, as defined in 
Requirement 6 Part 6.2.” ERCOT ISO requests the following change to Measure 6. M6. The 
responsible Entity shall make available documentation of the remote access controls as specified in 
Requirement R6. This is limited to the acceptable use policy and signed user agreements pursuant to 
Requirement R6.5.  
No 
As these new requirements may result in significant changes to infrastructure for some organizations, 
request a longer implementation period than six months from effective date. Implementation of new 
infrastructure may have significant cost that has not been identified for 2011 budgeting. Other 
entities may have to increase 24x7 on-site support to address issues that arise. Funding of these 
efforts may require that funds be diverted from other reliability-related efforts if adequate 
implementation time is not allowed. 
Group 
Northeast Power Coordinating Council 
Guy Zito 
Yes 
  
No 
The Canadian nuclear exclusion must be included. The associated guidance document Secure Remote 
Access--Draft should have an explicit disclaimer that it will not be used for audit purposes. In R6.2 
the "Cyber Asset performing remote access" must be clarified. Is it the maintenance machine, or the 
Cyber Asset being connected? Remove R6.3.1 and R6.3.2 because of the double jeopardy with CIP-
004 R4. Change the wording in R6.4 from “technical controls” to “controls” to allow for procedural 
controls. R6.5 should be deleted because it is not auditable, not enforceable by the Entity, and most 
likely not technically feasible, and in some aspects duplicates R6.1.  
Yes 
  
Individual 
Greg Rowland 
Duke Energy 
Yes 
  
No 
• Second paragraph of R6 – Strike the word “monitoring” in order to avoid ambiguity with monitoring 
of equipment other than Cyber Assets. • Third paragraph of R6 – In order to emphasize that these are 
examples rather than an all-inclusive list, add the phrase “but are not limited to” after the phrase 
“Examples of support and maintenance activities include”. • Requirement 6.3.3 – This section 
addresses assessment of technical controls, and should be moved to R6.4 and renumbered R6.4.3. • 
Requirement 6.5 – This section should be deleted. Implementation of R6.1 through R6.4 establishes 
sufficient remote access controls, and R6.5 adds no value. R6.5 would create a significant compliance 
documentation problem that would drain resources without an attendant improvement in cyber 
security.  
Yes 
  
Group 
Bonneville Power Administration 
Denise Koehn 
Yes 
  



No 
Generally, BPA agrees with the objectives of the new proposed verbiage, however, it is too 
prescriptive and restrictive regarding remote access. Implementation decisions need be left to the 
entities. The current definition does not sufficiently allow for remote access to an ESP and the critical 
cyber assets contained there. This remote access is the typical method for gaining electronic access to 
critical cyber assets. 1. Remote Access: Needs simplification - Recommended Change: “Remote 
access, for the purposes of this requirement and its sub-requirements, is interactive electronic access 
which is initiated from a point not located within any of the Responsible Entity's Electronic Security 
Perimeter(s). Remote access may be initiated from any cyber asset external to the Responsible 
Entities Electronic Security Perimeter(s).” 2. Comment on R6.2 - Simplify and make this more 
technically correct - Recommended Change: “Implement remote access controls such that 
communications between cyber assets internal to the Electronic Security Perimeter(s), and systems 
used to perform remote access, are encrypted while operating on networks outside the Responsible 
Entity's control.”  
No 
BPA does not believe that 6 months provides enough time. Even assuming that our comment 
regarding remote access is accepted, 6 months is insufficient time to comply with the requirement in 
an appropriate manner.  
Individual 
Jonathan Appelbaum 
United Illuminating 
No 
This question highlights a concern UI has regarding the status of the intermediate proxy device being 
contemplated by R6. The question implies that R6 provides additional requirements for cyber assets 
used to access Critical Cyber Assets. If this device contemplated by R6 is considered to be providing 
access control and monitoring to the ESP then it must be protected per Cip-05 R1.5. UI does not 
believe that in every implementation of a proxy device that it is controlling access to the ESP. In some 
implementations a Firewall appliance will provide access control and monitoring to the ESP, and the 
proxy device s only preventing a direct connection to the ESP.  
No 
UI understands and concurs with the requirement to require an intermediate device or proxy system. 
UI has concerns though. UI comments that the sentence listing the Examples of cyber assets (last 
sentence of second paragraph) that this is applicable to should be removed. UI understands the 
drafting team added the sentence at the request of other commenters. The difficulty with such lists is 
they are not all inclusive, and may list items that are not meant to be listed. If the drafting team 
decides to maintain the sentence then UI suggests adding the word “may include”. UI comments on 
6.1. As stated in question 1, UI would value guidance on whether the proxy intermediate device will 
be considered a cyber asset controlling access and thereby subject to CIP-005 R1.5. The proxy device 
is not controlling access to the ESP in all implementations. UI does not agree with R6.5. Utilizing 
documentation to replace a technical control is not a strong security approach. There are several 
difficulties with R6.5 for both a Company employee and a support vendor. Requiring a remote access 
user, whether a company employee or a vendor support group, to sign a document will not provide 
any increase level of security or layered defense to the ESP. Second, an employee utilizing a 
Company supported computer can not honestly state that anti-virus updates and patching will occur 
since they are not in control of the process. Forcing users to sign agreements that they may neither 
understand nor control will not enhance reliability and introduces a level of dishonesty into the 
compliance process. This does not represent an unanswerable challenge to the drafting team. The 
drafting team can recognize that in this instance there is no method to guarantee that the remote 
access terminal is updated with all patches and is being utilized in a safe manner. In fact, the use of 
the intermediate proxy is required specifically to aid in relieving this risk. An organization with critical 
cyber assets must treat all remote access connections as suspect. UI restates that the appropriate 
security approach is to distrust any and all remote access connections.  
Yes 
  
Individual 



Ed Davis 
Entergy Services 
Yes 
  
No 
As the CIP-005-3 red line document is currently worded there is no explicitly stated verbiage that 
dial-up will be considered as “remote access”. We recognize that there is statement in the 
Consideration of Comments on Initial Ballot issued that dial up will be included, however we believe it 
should be explicitly stated as such in the requirements to avoid any confusion. 
Yes 
  
Individual 
John Bee 
Exelon 
Yes 
  
No 
: The following sections require clarification or revision. R6.1. What requirements apply to the 
proxy/jump server specified here? Is it an Access Control and Monitoring Asset (AMA) or is it outside 
the scope of CIP requirements for reporting, procedural and technical controls? R6.2. What 
requirements apply to the shared network of Energy conglomerates or holding companies that have 
more than one responsible entity within the corporate structure and share a common network 
infrastructure? Where is the boundary for required encrypted communication? R6.3 This requirement 
should address the procedural controls needed to access or utilize the intermediate device or proxy 
system instead of reiterating the existing CIP-005 R2 requirements for access through the Electronic 
Security Perimeter. As currently defined these intermediate devices or proxy systems are outside the 
scope of the other cyber security requirements in CIP-002 through CIP-009 since they must be 
located outside of the Electronic Security Perimeter. Any additional requirements for access through 
the Electronic Security Perimeter should instead be included in CIP-005 R2 or R3. Recommended 
wording would be “Establish, implement and document procedural controls for the access 
authorization of remote access to the intermediate device or proxy system required in CIP-005-4 
R6.1. R6.4.1 should be clarified to exactly which access requires multi-factor authentication: The ESP 
or the proxy/jump server? R6.5 should be eliminated as it provides no technical benefit to ensure that 
remote access endpoints will be secure. The awareness training should be covered in the annual 
training required in CIP-004 R2.2.  
No 
The six month compliance period may prove too short for full implementation of these changes, 
particularly where projects in-progress will have to change implementation to meet these 
requirements. Suggest that a one-year implementation period would be more appropriate for the 
complexity of changes required by this revision, and to allow adequate time for project extensions or 
revisions to meet the new requirements.  
Group 
PacifiCorp 
Sandra Shaffer 
No 
PacifiCorp does not consider there to be a reliability-related need to supplement CIP-005-3 with 
additional security requirements on devices used for remote access. Fully patched computers with the 
most advanced anti-virus software can still be compromised. To that end, PacifiCorp already operates 
under the assumption that every remote device is potentially hostile and utilizes hardware token-
based two factor authentication, no-split-tunneling VPN client configuration, network-based intrusion 
detection, strict least privilege applied to network ports/protocols, and rigorous logging and 
monitoring of user access. As such, the existing requirements in CIP-005-3 are sufficient to develop 
the measures necessary to secure a remote access environment.  
No 



See previous answer. The presence of updated anti-virus software and the application of the latest 
security patches do not guarantee a secure workstation. Thus, a responsible entity cannot trust the 
security of an individual workstation. Furthermore, there is little, if any, reliability benefit that can be 
derived from vendor or contractor assurances that they are adhering to secure practices without 
validation. As such, from the perspective of a responsible entity, there is no mechanism by which the 
entity can actually demonstrate that any third parties follow any agreement governing remote access. 
Consequently, the proposed revisions merely add overhead to the responsible entity without a 
significant reliability benefit. 
No 
PacifiCorp believes that, if Requirement R6 is ultimately in effect to govern responsible entities’ 
remote access controls, a six-month timetable for complete implementation would be insufficient 
because it fails to reflect the third-party arrangements that are implicated by these controls. It may 
be the case that implementing and enforcing security requirements upon responsible entity-owned 
cyber assets is perhaps workable in 12 months. However, it will take longer than 12 months to 
establish the contractual obligations for remote support vendors and perform the legal reviews 
concerning the rights and obligations of a responsible entity within existing contracts, not including 
the timeframes for implementation and enforcement.  
Individual 
Bill Keagle 
BGE 
Yes 
BGE agrees there is a reliability-related need to modify CIP-005-3. 
No 
- Routine changes, such as patch and antimalware deployments, are generally a direct connection to 
a particular device from the DMZ. Requirement 6.1 should acknowledge “interactive” access explicitly. 
As written, this requirement could prevent entities from properly maintaining CCAs, lending to a 
potential threat to the BES. Requirement 6.1 suggested wording: Implement an intermediate device 
or proxy system such that the Cyber Asset performing an interactive remote access session does not 
have direct network access to Cyber Asset(s) within the Electronic Security Perimeter. - Encryption 
should be defined, as it relates to the standard. As written, the standard still reads as a “How-To” to 
protect devices in and associated with the ESP versus a “What-To” protect in and associated with the 
ESP. There are several alternatives to protecting devices; therefore entities should be allowed to 
choose the option(s) which seamlessly coincide with their unique environments. Requirement 6.2 
suggested wording: Implement the remote access system with encryption for communications that 
traverse a network outside the control of the Responsible Entity. - The changes to CIP-005 are 
partially covered in other reliability standards and requirements. Requirement 6.3 concentrates on 
user management and is properly addressed in CIP-004 Requirement 4. Requirement 6.3 appears to 
overlap and perhaps undermine CIP-004 Requirement 4. Compliance with Requirement 4 of CIP-004 
should, by design, demonstrate compliance with the proposed CIP-005 R6.3. Demonstrating 
compliance twice presents an opportunity for double jeopardy, is redundant, and burdensome. 
Requirement 6.3 suggested wording: Establish, implement, and document procedural control for 
access authorization of remote access to the Electronic Security Perimeter in accordance with CIP-004 
Requirement R4. - Requirement R6.4: There are considerable challenges to overcome in order to 
monitor, record, and maintain the duration of access of each user for every device captured in this 
requirement, which does not mitigate the risks to or strengthen the reliability of the BES. Capturing 
this evidence is cumbersome, not practical and in most cases not technically feasible. An alternative 
approach is to log user duration at the access point only. Eliminate sub-requirement R6.4.2 as it is 
too prescriptive for a standard and may require a Technical Feasibility Exception (TFE) in many cases. 
- Sub-requirements of R6.5 should be omitted in their entirety. As it is currently constructed, the 
requirement is too prescriptive and is not technically feasible for devices that are not owned by the 
entity, are outside of the network, and can’t be controlled or accessed by the entity. Requirement 6.5 
suggested wording: Document a remote access user policy to ensure security controls are placed on 
Cyber Assets that initiate remote access.  
No 
BGE disagrees with an implementation plan of 6 months. BGE believes that a 12-month 
implementation period for the new Requirement R6 after the standard becomes effective is needed.  



Individual 
John Brockhan 
CenterPoint Energy 
No 
CenterPoint Energy does not agree that there is a reliability-related need to modify CIP-005-3. The 
Company considers the concepts noted in the current draft above and beyond best practice for 
remote access security. Responsible Entities may choose to enhance remote access controls based on 
existing and newly discovered vulnerabilities (ex. CIP Awareness Bulletin – Joint Product – Remote 
Access Attacks: Advanced Attackers Compromise Virtual Private Networks (VPNs)) with existing and 
newly available technologies.  
No 
CenterPoint Energy does not agree with the proposed revisions. (See Comments to Q1 above). 
Overall, CenterPoint Energy views the changes to CIP-005-3 as overly prescriptive and believes the 
current CIP-005-3 provides an adequate mandatory level of security. As stated above, Responsible 
Entities are free to enhance remote access controls over and above the requirements. With the 
mandating of multiple controls the SDT appears to be intent on forcing all Responsible Entities that 
opt to provide for remote access to take a “gold plated” approach to remote access security. 
CenterPoint Energy recommends that the requirement be structured similar to CIP-006 R4 where 
several security (physical) options are provided. An intermediate device or proxy system, encryption, 
and multifactor authentication are all good examples of remote access controls; however, Responsible 
Entities should have more flexibility to implement one or more of the controls as most appropriate for 
their respective environments. CenterPoint Energy appreciates the apparent consideration of 
comments previously submitted; however, CenterPoint Energy does not fully agree with all proposed 
revisions to the CIP-005-3 and recommends the following: R6 – Revisions note that “Remote access 
can be initiated from: 1) Cyber Assets owned by the Responsible Entity, 2) Cyber Assets owned by 
employees or contractors, and 3) Cyber Assets owned by vendors, contractors, or consultants.” 
Therefore, contractors are listed twice. CNP suggests that “contractors” be removed from (2). R6.1 – 
CenterPoint Energy recommends that the Standard Drafting Team (SDT) clarify that the intermediate 
device or proxy system is not considered a remote access point to the ESP and will not be subject to 
the CIP remote access control requirements. R6.3.1 – CenterPoint Energy recommends that R6.3.1 be 
revised to read as follows: “Restrict remote access to authorized individuals.” This change makes the 
language/terms similar to what is used in other requirements and removes the need to identify 
groups of people from which some valid groups may be omitted. (See R6.3.2) R6.3.3 and R6.4.2 – 
CenterPoint Energy suggests that R6.3.3 and R6.4.2 be switched since R6.3 addresses procedural 
controls and R6.4 addresses technical controls. R6.4.2 – CenterPoint Energy recommends that R6.4.2 
be modified to replace “monitoring” with “reviewing” as monitoring indicates a different meaning and 
resulting action to be taken. R6.5 – CenterPoint Energy strongly recommends that R6.5 be deleted as 
the remote access requirements will be covered in the Cyber Security Policy upon the implementation 
of these changes to the CIP Standards. (See CIP-002 R.1.1) Additionally, a separate remote access 
policy does not materially enhance security since there is not a feasible way to enforce the policy 
without impacting the timeliness of operational fixes and the reliability of the Bulk Electric System. 
Alternatively, if the SDT still perceives a need to require a separate written policy as a component of 
remote access security, CenterPoint Energy would like to highlight a concern about possible methods 
to test or demonstrate compliance to the requirement as written. M6 leaves much room for 
interpretation of what evidence would be sufficient in a Compliance Audit. Following the pattern of 
other standards/requirements involving a policy, an appropriate measure would read as follows: “The 
Responsible Entity shall make available documentation of its remote access user policy as specified in 
Requirement R6.” (See also CIP-003, Measure, M1.) Also, R6.5.4 should be removed as it references 
a signed and dated remote access agreement that was in a prior version of changes. CenterPoint 
Energy also recommends that the Violation Severity Levels be revised to read as follows: Lower - The 
Responsible Entity elected to allow remote access to Cyber Assets within its Electronic Security 
Perimeter(s) and failed to implement one of the sub-requirements of R6 (R6.1, R6.2, R6.3, R6.4, or 
R6.5). Moderate - The Responsible Entity elected to allow remote access to Cyber Assets within its 
Electronic Security Perimeter(s) and failed to implement two of the sub-requirements of R6 (R6.1, 
R6.2, R6.3, R6.4, or R6.5). High - The Responsible Entity elected to allow remote access to Cyber 
Assets within its Electronic Security Perimeter(s) and failed to implement three of the sub-
requirements of R6 (R6.1, R6.2, R6.3, R6.4, or R6.5). Severe - The Responsible Entity elected to 



allow remote access to Cyber Assets within its Electronic Security Perimeter(s) and failed to 
successfully implement four or more of the sub-requirements of R6 (R6.1, R6.2, R6.3, R6.4, or R6.5).  
Yes 
CenterPoint Energy agrees with the proposed implementation language. 
Individual 
Thad Ness 
American Electric Power 
Yes 
Overall, AEP supports the improvements contained in this project, but AEP would like some further 
refinements as established in our comments below. 
No 
AEP does not support R6.1 as this is a very specific requirement (stating “how” to comply) and 
mandates a solution. Furthermore, this requirement may not provide security benefits and could 
introduce complexities that might be detrimental to security and/or reliability. The requirement must 
allow for a TFE as there are system and/or applications that do not function with a “proxy system”. 
There should not be a requirement that has known challenges that may require a TFE. The 
requirement should be broadened to allow for a variety of innovation and solutions. For example, 
limiting ports and services or limiting certain hardware that can connect through the ESP could be 
viable solutions opposed to mandating proxy servers that might not be compatible with the CCA 
environment. Furthermore, the proxy server configuration might be in conflict to locking down the 
ports and services. With respect to R6.3.2, CIP-004 R4 already requires the Responsible Entity to 
maintain and review a list of personnel with authorized cyber access. This is double jeopardy or 
redundant and overlapping requirement that adds no value and should be removed. AEP contends 
that R6.5 and applicable sub-requirements are paperwork related requirements that do not provide a 
consummate level of security benefits and therefore should be removed. There is significant risk that 
auditors will require evidence that the referenced controls are implemented rather than rely upon the 
signed policy/agreement by the end user. R6.5.1 - This requirement is assuming a traditional 
"blacklisting" anti-malware application is being used. "Whitelisting" applications have shown to be as 
secure as effective or more effective in preventing malware infections. Suggest changing the wording 
to "software or signatures", this should allow the use of "whitelisting" style applications that do not 
require signature updates. 
No 
Depending upon the consideration of our comments, purchasing and implementing enterprise-wide 
hardware solutions can take much more time than six months after implementation. 
Individual 
Doug Hohlbaugh 
FirstEnergy 
Yes 
  
No 
Please refer to FE's concurrent ballot comments 
Yes 
  
Individual 
Candace Morakinyo 
Wisconsin Electric Power Company d/b/a We Energies 
Yes 
While the current standard requirement to allow only ports and services required for operations and 
monitoring, we agree that there is a lack of clarity on how access for technology support should be 
managed. This update provides specific guidance in this area.  
Yes 
  



No 
The implementation timeline for CIP-005-4 should be coordinated with the implementation timeline 
for CIP-002-4, CIP-003-4, CIP-004-4, CIP-006-4, CIP-007-4, CIP-008-4 and CIP-009-4. This will 
allow registered entities to manage to one consistent version of the standards and related 
requirements at any given time. This will also provide clarity in which requirements are subject to any 
given audit.  
Group 
Seattle City Light 
Mike Haynes 
Yes 
  
No 
Comments: R6.5 would require a signed user agreement for remote access users. The effectiveness 
and value of stipulating R6.5.1 – R6.5.2 is questionable. Many users do not have the ability (rights) to 
manage anti-virus signatures and patch levels on their company-issued systems. Users cannot and 
should not agree to a policy that requires adherence to requirements that are beyond their control 
and requirements that they may not have visibility into. Numerous remote access technologies exist 
that perform technical enforcement of end point health status (the remote access server performs a 
health assessment on the originating end point before the remote session is allowed.) The standard 
should allow for such technologies in lieu of a prescriptive policy statement that cannot effectively and 
consistently accomplish the intended result of this requirement. R6.5.3 prohibits remote access 
connections with split tunneling. This requirement would make sense and add value to remote access 
sessions where direct network access is available to critical cyber assets. The requirement for a proxy 
system to broker all remote sessions negates the need for split tunneling restrictions. This 
requirement also limits the selection of remote access technologies (such as some SSL remote access 
tools.) Remote access technologies rapidly evolve and requiring a technical control that is already 
becoming outdated will limit the ability to adopt emerging technologies (that will likely offer enhanced 
security.)  
No 
One year will provide a better opportunity to design, procure, implement, test, and train for what will 
likely be a major infrastructure change for many utilities with complex environments. 
Group 
Arizona Public Service Company 
Janet Smith 
Yes 
  
No 
AZPS has concerns about consistency with the rest of the CIP v4 standards as well as with some 
portions of the proposed requirements, including: 1) The Applicability Section 4.2 must be aligned 
with the rest of the CIP v4 Standards in order to avoid significant applicability conflicts and confusion. 
2) The definition of Remote Access (next to R6), which includes user interactive access "for 
monitoring, support, and maintenance", appears to exclude remote system operator consoles or other 
business uses not covered by CAN-0005. AZPS considers this apparent gap considerable and 
recommends that the remote access use not be constrained - the act of remote access incurs risks 
that must be addressed, irrespective of the purpose or nature of the access. 3) The encryption 
requirement in R6.2 appears to be unnecessarily narrow, only focusing on networks outside of the 
Responsible Entity's control. AZPS considers there to be considerable risks even on networks that the 
REs do control and that requiring encryption up to the ESP access point is not an undue burden. AZPS 
recommends modifying the requirement to include encryption up to the ESP access point. 4) R6.3.1 
appears to restrict authorized users to RE personnel and vendors, while the definition of Remote 
Access for R6 includes the additional concepts of contractors and consultants. AZPS considers this 
requirement to be unnecessarily restrictive and redundant (to R2.4 and R6.3.2), and recommends 
that this requirement be removed. 5) R6.3.2 appears to create ambiguity in reference to CIP-004-4 
R4 reviews. It is not clear if the 'in accordance with' review requirement is restricted to the literal text 
of CIP-004-4 R4 alone (e.g. excluding R4.1 and R4.2) or if the intent is to include the R4.1 and R4.2 



sub-requirements of quarterly reviews and 7-day/24-hour revocations. AZPS recommends that the 'in 
accordance with' reference be strengthened to include specifically which portions of CIP-004-4 R4, 
R4.1 and/or R4.2 are intended. 6) R6.3.3 appears to be redundant to and conflict with R4. These 
requirements are conceptually identical and the addition of R6.3.3 creates unnecessary confusion to 
include this annual 'vulnerability assessment' activity in R6. AZPS recommends moving this 
requirement to be a sub-R4 specific requirement added to the annual vulnerability assessment. 7) 
R6.4.2 appears to not specify any log review or monitoring timeframe, as do many other 
logging/monitoring requirements in CIP-005-3 R3.2) and CIP-007-3 (R6). For example, CIP-005-3 
R3.2 uses the phrase 'detect and alert' and includes a technical feasibility clause where alerting is not 
technically feasible that includes a 90-day review or assessment of the logs. CIP-007-3 R6 (and 
subsequent sub-requirements) include the term monitor, but also specific alerting and log review 
requirements. However, the term 'monitor' can have many interpretations, so AZPS is concerned 
about whether this term assumes a 24x7 human detect and response capability or other inherent log 
review requirements, especially when other Standards have additionally included these concepts 
where the term monitoring is used. AZPS recommends adding similar specificity for alerting or log 
review periods or clarifying what is meant by 'monitoring'. 8) R6.5.4 utilizes the word 'agreement', 
but this word was changed to 'policy' in R6.5, which creates a potential conflict. AZPS recommends 
changing the word 'agreement' to the word 'policy' in R6.5.4. 
Yes 
  
Individual 
Brenda Truhe 
PPL Electric Utilities 
Yes 
  
No 
PPL EU would like to thank the SDT for addressing many of the comments provided during the 
September commenting period. Although PPL EU agrees with and support many of the proposed 
revisions, PPL EU would like to see clarification on the following points: R 6 – Note in box - Remove ‘ 
or contractors’ from the second phrase Cyber Assets owned by employees or contractors’ R 6.1 – Is 
CIP-005 R6.1 or the Secure Remote Guidelines document requiring that the new intermediate device 
or proxy system be considered an access point, a Critical Cyber Asset, reside in an ESP, or that the 
device be subject to any NERC Standards and Requirements other than CIP-005 R6? The Secure 
Remote Guidelines document states on page 20 that the ‘jump host computer … in a DMZ …. and the 
DMZ is an ESP … but does not hold any Critical Cyber Assets, just covered assets (Cyber Assets used 
for authentication and monitoring.’ PPL EU is concerned that although authentication is performed at 
the ESP firewall, the standard and/or the Guideline document is requiring the new device be 
considered a cyber asset used in access control and monitoring of the ESP; and therefore, subject to 
other NERC Standards as opposed to the ESP firewall being the cyber asset used in access control and 
monitoring of the ESP. Please clarify classification of the new devices. R6.3.1 Revise language ‘ … to 
authorized individuals.’ as opposed to ‘authorized Responsible Entity personnel and vendors.’ as the 
current language is not consistent with R6 employees, contractors, vendors, or consultants. R 6.4 – 
Revise language ‘… to prevent unauthorized individuals from establishing remote access.’ R 6.5.3 – Is 
“split-tunneling” prohibited in all designs, or is “split-tunneling” only prohibited when connecting to 
multiple networks where 1 or more are not under the Responsible Entity’s control? R 6.5.4 – Is it the 
intent of the SDT to have each individual user sign a user agreement, or to have a contractor 
company sign a user agreement for the contractor workers at the Responsible Entity?  
Yes 
  
Group 
Electric Market Policy 
Mike Garton 
Yes 
In general, Dominion supports the following measures when using a routable protocol for remotely 
accessing cyber assets within an ESP: • Multifactor authentication for interactive access. • A 



prohibition on dual-homing and split-tunneling. • Introduction of an intermediate device or system so 
interactive access from an external device does not communicate directly with a cyber asset within an 
ESP. • Use of encryption from a remote device to an ESP access point. • Requiring that 1) anyone 
granted remote access to an ESP has access to protected devices inside the ESP, and 2) removal of 
access to all devices inside an ESP requires removal of remote access to the ESP.  
No 
Dominion believes that dial-up connections should be specifically excluded from CIP-005-4-R6 or an 
option should be provided to allow for a technical feasibility exception (TFE) with an extended 
implementation timeframe. Dominion prefers that dial-up connections be excluded from CIP-005-4-R6 
rather than allowing technical feasibility exceptions. There are two primary concerns that need to be 
addressed: First, CIP-005-4-R1.1 contradicts CIP005-4-R6.1 when such connections are established 
via remote access for maintenance and support. CIP-005-4-R1.1 allows access points to the ESP to 
include externally connected communication end points (for example, dial-up modems) terminating at 
any device within the ESP. This type of access point would be disallowed under CIP-005-4-R6.1 where 
access must be achieved via a proxy device for maintenance and support. Second, CIP-005-4-R6.2 
requires encrypted communications between a remote device and an intermediate device. Certain 
systems that provide dial-up access and use non-routable protocols do not allow for an encrypted 
session to be established to the intermediate device after the initial connection has been made. 
Dominion proposes either one of the following language options in order of preference: 1) Alter the 
definition of remote access to specifically exclude dial-up connections: Remote access, for the purpose 
of CIP-005-4 and its subrequirements, is user interactive access by a person, used for monitoring, 
support, and maintenance, which originates from a Cyber Asset not located within any of the 
Responsible Entity’s Electronic Security Perimeter(s) and is exclusive of dial-up access. Remote access 
can be initiated from: 1) Cyber Assets owned by the Responsible Entity, 2) Cyber Assets owned by 
employees, contractors, or vendors. 2) Alter CIP-005-4-R6 to include “where technically feasible” 
Remote Access Controls – The Responsible Entity that allows remote access to Cyber Asset within its 
Electronic Security Perimeter(s) (or the Cyber Assets comprising the Electronic Security Perimeter’s 
access points) shall first implement the controls in the following subrequirements where technically 
feasible.  
No 
Dominion would be able to vote yes if the issues identified in the proposed revisions to CIP-005-3 are 
addressed.  
Individual 
Andrew Pusztai 
American Transmission Company 
Yes 
  
No 
ATC has several concerns with the changes made to the Standard and requests that the SDT address 
our comments prior to issuing the final draft of CIP-005. Requirement R6.1. states “Implement an 
intermediate device or proxy system such that the Cyber Asset performing remote access does not 
have direct network access to Cyber Asset(s) within an Electronic Security Perimeter.” There is 
confusion throughout the industry on this requirement regarding the appropriate classification of the 
intermediate device or proxy. Based on how its function is interpreted, it could be classified as a non-
covered cyber asset, a component of the ESP, or a CCA which would have to be brought inside the 
ESP defeating its intended function. Additional clarity needs to be provided by the SDT. o R6.3.1: 
states “Restrict remote access to authorized Responsible Entity personnel and vendors”. ATC believes 
this is inconsistent with the “gray rationale box” presented in the redline version next to Requirement 
6 which calls out remote access by “vendors, contractors, and consultants. ATC suggests consistent 
identification of parties who can initiate a remote access session. Furthermore, R6 Gray Rationale box 
includes several examples of support and maintenance activities, none of which appear to be routine 
troubleshooting and problem resolution to keep the Cyber Asset functioning. ATC suggests adding 
troubleshooting to the maintenance example. o Regarding Requirement R6.5, it is not clear how the 
policy requiring non-employee remote users to do the following: update their device’s anti-malware 
software and signatures; update application patches; and prohibiting use of “dual-homed” 
workstations or “split-tunneling” will be monitored and enforced. ATC suggests this requirement be 



deleted until a process for effective monitoring can be communicated. o R6.5.3. currently states 
“Prohibition of VPN “split-tunneling” and “dual-homed” workstations which can concurrently access 
multiple networks.” ATC believes the risk of split-tunneling and dual-homed workstations is, if they 
were to access an ESP, not whether they can access multiple networks. ATC suggests the following 
language: “Prohibition of VPN “split-tunneling” and “dual-homed” workstations for remote access to a 
designated ESP.”  
No 
ATC feels strongly that six months is inadequate time to become compliant with the new 
requirements considering we need to develop a new policy, design the control systems, develop 
procedures, and communicate to all personnel including vendors, contractors, and consultants. In 
addition, ATC is very concerned as to how the policy would be monitored and enforced. These issues 
require at least a 12 month implementation period.  
Group 
Hydro One Networks 
Sasa Maljukan 
Yes 
  
No 
This draft removes the exclusion of Canadian nuclear facilities. Just to remind you, the same exclusion 
was recently reinstated in the proposed draft of CIP-002-4 after the comments received from 
Canadian entities. Canada has its own laws and regulations and all nuclear facilities within Canada are 
covered by them. The Canadian Nuclear Safety Commission (CNSC) has jurisdiction over the 
complete nuclear sites in Canada. We believe that a single regulator should have jurisdiction over the 
all assets and there should be no overlapping. As such the appropriate section should continue to 
exempt the nuclear facilities in Canada. In addition to this we recommend that requirements 6.3.1 
and 6.3.2 be removed. R6.3.1 and R6.3.2 could possibly present a double jeopardy with requirement 
4 of CIP-004. This would result in non-compliance with two standards for a single infraction. Change 
the wording in R6.4 from “technical controls” to “controls” to allow for procedural controls. R6.5 
should be removed because it is not auditable, not enforceable by the Entity, and most likely not 
technically feasible, and in some aspects duplicates R6.1.  
Yes 
  
Group 
MRO's NERC Standards Review Subcommittee 
Carol Gerou 
Yes 
N/A 
Yes 
The clarifications made in R6 regarding the definition of “Remote Access” were a large improvement 
over previous revisions.  
No 
If an entity has remote substations designated as Critical Assets, 6 months does not provide ample 
time for research into technologies, re-design of the substation automation networks, and installation 
and testing. If this were only applied to EMS/SCADA systems at control centers, 6 months would be 
adequate. However, when entities are faced with long travel routes to and from remote substations, 
and that same travel is again required for troubleshooting, 6 months does not provide a reasonable 
implementation period for the new requirements placed on entities in R6 (installation of proxy 
servers, remote access systems, and new access controls). Recommend 18 months. Reasons for 
additional lead time would be to get asset ordered and budget approvals, installation of the asset, and 
to make sure the asset meets CIP requirements.  
Individual 
Kirit S. Shah 
Ameren 



Yes 
  
No 
• The language in R6 quoted here “(or the Cyber Assets comprising the Electronic Security Perimeter’s 
access points)“ adds to the intended scope of R6 and this late addition to the proposed standard 
needs to be removed. This would increase the scope of this requirement beyond its intended audience 
and implies the need for an intermediary device to protect access to the firewall itself. • In R6.1, the 
words “outside the control of the Responsible Entity” need to be added after “Cyber Assets”. This 
addresses the different security requirement provisions for access (such as intermediary devices) 
from computers located on internal corporate networks that already have strong protections from 
external sources in place. • We have a significant concern about the policy language in R6.5. 
Responsible Entities should only have to provide the policy and signed agreements, and not be 
expected to provide evidence of policy compliance for third parties. Please consider wording revisions 
to provide additional clarity.  
Yes 
  
Individual 
Saurabh Saksena 
National Grid 
Yes 
  
No 
R2.3 and R2.4 should be removed and the corresponding text related to dial-up access should be 
moved to the new R6. This is necessary to avoid double jeopardy. Also, since "dial-up" is a form of 
remote access, it makes sense to move R2.3 and R2.4 to R6. 
No 
National Grid recommends having “one year” to comply with the new requirement R6 after the 
standard becomes effective.  
Individual 
David S. Revill 
Georgia Transmission Corporation 
Yes 
  
No 
GTC supports the comments submitted by Georgia System Operations Corporation. 
No 
GTC supports the comments submitted by Georgia System Operations Corporation. 
Group 
Georgia System Operations Corp & Georgia Transmission Corp 
Guy Andrews 
Yes 
  
No 
(1)In the proposed definition for “remote access,” it refers to remote access as “user interactive 
access by a person, used for monitoring, support, and maintenance.” The standard then goes on to 
define “support and maintenance” but does not define monitoring. This is problematic due to the 
discussion of “real-time monitoring” as a use case on page 8 of the draft guidance document. The 
guidance document introduces a new concept for “monitoring” that is not consistent with the terms 
use in other areas of CIP-005-4 [CIP-005-4 R1.5, R1.6, R2.2, R3, R3.1, R3.2, and R6.4.2]. If the 
drafting team meant the reader to infer the description of “monitoring” identified in the guidance 
document use case and not the more commonly understood meaning of the term used elsewhere in 
the standard, then the drafting team should be more deliberate in its approach. Perhaps the drafting 



team should be less prescriptive in its definition of remote access. GTC and GSOC recommend the 
CIP-005 working group refer to the industry comments received on the “BES Cyber System 
Maintenance” requirements of CIP-011 which indicated that remote access should not be defined by 
its purpose. By limiting the definition of remote access to only those functions listed as well as those 
covered by CAN-005, there is the potential for remote access to be granted without adequate 
protection. GTC and GSOC recommend the following alternative definition: “Remote access, for the 
purpose of CIP-005-4 Requirement R6 and its subrequirements, is user interactive access by a person 
to a Critical Cyber Asset, for purposes other than controlling Bulk Electric System assets from System 
Operator laptops, which originates from a Cyber Asset not located within any of the Responsible 
Entity’s Electronic Security Perimeter(s). Remote access can be initiated from: 1) Cyber Assets owned 
by the Responsible Entity, 2) Cyber Assets owned by employees or contractors, and 3) Cyber Assets 
owned by vendors, contractors, or consultants” (2)GTC and GSOC request that the CIP-005 working 
group clarify that their intent in R6.3.1 was for a Responsible Entity to individually authorize its 
personnel and authorize its vendor remote access by company name and not by individual. Further, 
GTC and GSOC request that the CIP-005 working group clarify this intent in R6.3.2 through the 
following change: “Maintain a record of all individuals and vendors authorized for remote access and 
review these records in accordance with CIP-004-4 Requirement R4.” This important clarification 
should allow entities the flexibility to grant vendors access for remote support in urgent situations 
where the specific vendor support individual is not known in advance. (3)GTC and GSOC are 
concerned with how R6.5 may be audited. While we agree that this is an important policy 
consideration, we are concerned with the amount and level of evidence that may be required in order 
to prove that an entity and all of its vendors are operating in accordance with this policy in every 
case. Additionally, GTC and GSOC are concerned with the language of R6.5. Specifically we refer the 
CIP-005 working group to FERC Order 706 paragraph 75 where the Commission directed the ERO to 
include appropriate implementation language in CIP Reliability Standards. (4) Consistent with CIP-004 
R2 and R3, GTC and GSOC request that the CIP-005 working group add language to R6.5.4 which 
allows for Responsible Entities to grant remote access in emergency circumstances without first 
obtaining a signed acknowledgement of the remote access policy. Specifically, GTC and GSOC 
recommend the following modification: “R6.5.4. Signed and dated acknowledgement of the remote 
access user agreement by all remote access users except in specified circumstances such as an 
emergency. “ (5)GTC and GSOC urge the CIP-005 working group to reconsider its position on 
technical feasibility exceptions. There is no known “intermediate” device to effectively implement this 
standard in a substation environment. While one could easily use the examples given in a scenario 
where remote access took place between a corporate headquarters and a substation, this does not 
consider the full extent of the remote access definition. The following case has not been given 
adequate consideration: access to an IP connected protective relay from outside the ESP by a laptop 
that is inside the substation where the protective relay is located. This is defined as “remote access” 
per the definition because it originates from outside the substation ESP. While an entity could 
conceivably implement a centrally located “intermediate device,” this does not allow access to the 
protective relay when communications to the substation are down. While there are substation data 
concentrators that could potentially meet this requirement, the functions that they perform would 
dictate that they be located within the ESP and therefore could not also function as an intermediate 
device outside of the ESP.  
No 
GTC and GSOC do not agree with the proposed implementation language. GTC and GSOC recommend 
that the effective date of CIP-005-4 be aligned with the other version 4 CIP standards (8 calendar 
quarters following applicable regulatory approval) to prevent a staggered version 4 implementation 
timeline. Additionally, it is unclear what the difference is in requiring compliance six months after the 
effective date versus requiring an effective date of five calendar quarters following applicable 
regulatory approval. The additional wording regarding implementation appears to be unnecessary. 
Individual 
Kathleen Goodman 
ISO New England 
Yes 
  
No 



The Canadian nuclear exclusion must be included. The associated guidance document Secure Remote 
Access--Draft should have an explicit disclaimer that it will not be used for audit purposes. In R6.2 
the "Cyber Asset performing remote access" must be clarified. Is it the maintenance machine, or the 
Cyber Asset being connected? Remove R6.3.1 and R6.3.2 because of the double jeopardy with CIP-
004 R4. Change the wording in R6.4 from “technical controls” to “controls” to allow for procedural 
controls. R6.5 should be removed because it is not auditable, not enforceable by the Entity, and most 
likely not technically feasible, and in some aspects duplicates R6.1. 
Yes 
  
Individual 
Jason Marshall 
Midwest ISO 
Yes 
  
No 
We would like to thank the drafting team for the many improvements they made to this version of the 
draft standard. The draft standard has improved greatly. However, we do believe there are some 
additional changes that are necessary before this standard is finalized. We offer the following 
comments on the need for additional changes. 1. R6.2 references implementing a remote access 
system. Is this intended to reference the intermediate device or proxy system identified in R6.1? If 
so, consistent language should be used between these two sub-requirements. 2. We thank the 
drafting team for defining remote access. We are concerned about how the definition is implemented. 
Our understanding is that the text boxes get removed from the final version of the standard. If this is 
the case, then the definition should be added to the NERC Glossary of Terms. If the text box remains 
in the final version, then this implementation is satisfactory. 3. R6.3.2 is duplicative to CIP-004-3 R4. 
If the standards drafting team believes that a specific remote access list is necessary, CIP-004-3 R4 
and its sub-requirements should be modified rather than adding a new requirement to CIP-005-4. 4. 
R6.3.2 references CIP-004-4. Version 4 of CIP-004 does not exist and is not proposed in this 
standards action. 5. R6.3.3 is ambiguous and confusing. What is the purpose? It references technical 
controls. Is the purpose to assess the procedural controls identified in R6.3 or the technical controls 
identified in R6.4? If the purpose is to assess the procedural controls in R6.3, then that same term 
should be used rather than technical controls. If the purpose is to address the technical controls in 
R6.4, then this sub-requirement should be moved there. If the purpose is essentially to assess how 
good your procedural controls are, then R6.3.3 should be struck as it has no place in the standard. 
Standards should define what is required and not how to ensure your company complies with other 
requirements. 6. R6.2.3: This requirement is duplicative to other system logging and access point 
requirements in CIP-007-3 R5.1.2, CIP-007-3 R6.3, CIP-007-3 R6.4, CIP-005-4 R3, CIP-005-4 R3.2, 
and CIP-005-4 R5.3. Isn’t it industry standard to identify the IP address from which the logging is 
occurring? If so, there is no need for separate logging for remote access. 7. R6.5 and R6.5.4 are 
administrative requirements and should be struck. There is no need to have an agreement between 
the user and responsibility entity. The remote access user may not even have the ability to ensure the 
operating system has updated patches, etc. as this is likely handled from a centralized department 
within the company and is often “pushed” to the laptops. Thus, how can the user agree to maintain 
their operating system when they have no control over it? This is a Catch-22. 8. Any remote access 
policy issues or necessary acknowledgements can and should be handled through cyber security 
policy requirements in CIP-003-3 and training and awareness requirements in CIP-004-3. 9. It is not 
clear how R.6.5.1 differs from CIP-007-3 R4 and its sub-requirements. Is it not duplicative? 10. Is it 
not clear how R6.5.2 differs from CIP-007-3 R and its sub-requirements? Is it not duplicative? 11. 
This standard does not comport with the informational filing that NERC submitted to FERC on August 
10, 2009 regarding its discontinued use of sub-requirements in standards development activities. We 
submitted this comment in the previous ballot and the drafting team essentially responded that it is 
limiting itself to technical changes to the standard. Based on the paragraph that begins with “Going 
forward, however ‘components’ … with only the integer value of the requirement”, we do not believe 
the drafting team has the option to deviate from the filing.  
  
Individual 



Darryl Curtis 
Oncor Electric Delivery 
No 
Through a proper implementation of the controls documented in CIP-005, sufficient protection is 
provided for the assets within an ESP. The definition of the ESP and protective measures identify the 
controls to access the environment and monitoring of activity within the environment. CIP-005-4 will 
add unnecessary paperwork and administrative overhead that does not increase reliability over the 
current standard. Requiring entities to implement additional systems for remote access will lead to 
unnecessary complexity and provide more points of failure. Some entities may have to remove 
remote access capabilities to comply with these requirements. This diminishes the entity’s ability to 
respond to problems in a timely manner due to the time required to travel to the physical location of 
the equipment. This could have a severe negative impact on reliability. Further, many entities have 
implemented remote access technologies as a means to address pandemic planning, as well as 
operations in adverse weather.  
No 
Request revision to the definition of remote access. “Remote access for the purpose of this standard 
means the ability for a person to log in to a computer or network within an organization from an 
external network not under the Responsible Entity’s administrative control.” Requests that the term 
“proxy system” be removed from R6.1. This is redundant and not necessary. Regarding the Severe 
VSL: 1) Revise the wording to match the language of the requirement, “failed to implement an 
intermediate device or proxy system such that the Cyber Asset performing remote access does not 
have direct network access to Cyber Asset(s) within an the Electronic Security Perimeter.” 2) Revise 
the wording to match the language of the requirement, “failed to implement the remote access 
system such that communications between the Cyber Asset performing remote access and the 
intermediate device are encrypted while the communications traverse a network outside the control of 
the Responsible Entity, as defined in Requirement 6 Part 6.2.” Request the following change to 
Measure 6. M6. The responsible Entity shall make available documentation of the remote access 
controls as specified in Requirement R6. This is limited to the acceptable use policy and signed user 
agreements pursuant to Requirement R6.5.  
No 
As these new requirements may result in significant changes to infrastructure for some organizations, 
request a longer implementation period than six months from effective date. Implementation of new 
infrastructure may have significant cost that has not been identified for 2011 budgeting. Other 
entities may have to increase 24x7 on-site support to address issues that arise. Funding of these 
efforts may require that funds be diverted from other reliability-related efforts if adequate 
implementation time is not allowed.  
Group 
NextEra Energy 
Silvia Parada Mitchell 
Yes 
  
No 
NextEra Energy, Inc “NextEra Energy” believes that in order to help avoid misinterpretation of remote 
access, a better definition of “remote access” should be defined in the NERC Glossary; as well as a 
relevant example. The lack of a definition causes ambiguity. As the standard is currently written, 
Responsible Entities could consider the following questions in order to comply with the standard. It is 
unclear whether the term "remote access" covers the situation where a person located in one 
Electronic Security Perimeter (ESP) is accessing cyber assets logically located in another ESP. It is 
unclear whether the term "remote access" covers the situation where access to a Cyber Asset from 
another Cyber Asset within the ESP considered remote access? What is the difference between remote 
access and direct access? Requirement CIP-005 R6.1 specifically states that an intermediate device or 
proxy system shall be located inside a protected ESP or shall be protected as defined by CIP-005 
R1.5. As written, the device can be installed such that the device: 1) Is not a CCA as defined by CIP-
002 R3, 2) Is not required to be within an ESP, or 3) Is not covered by R1.5. The device has no 
protective requirements. NextEra Energy interprets this as different from the intent of the 



requirement. A better definition of intermediate device is requested. Regarding Requirement R6.2, a 
definition of encrypted communications is requested to be included in the NERC Glossary as well. 
Requirement R6.2.3 does not specify the frequency of the task; therefore, it introduces ambiguity into 
the requirement which will be interpreted differently by different auditors. An acceptable and 
reasonable timeframe should be included into the requirement. Requirement R6.2.3 should be 
reworded to embed the frequency, as such: “Annually assess that the technical controls for Remote 
Access are implemented as authorized and remediate any findings.” For Requirement R6.3, NextEra 
Energy recommends defining Multifactor Control in the NERC Glossary. A reasonable definition to 
include in the requirement is, “Multi-factor access requires, in addition to the user identification, the 
use of two or more types of factors. A factor is defined as: 1) what the requestor individually knows 
as a secret, such as a password, 2) what the requestor uniquely has, such as a physical or software 
token, an ID-card, or a device that receives via an independent communications channel an 
authentication token, 3) what the requestor individually is, such as biometric data, like a fingerprint 
or the face geometry or 4) where the person is located A definition of multi-factor access is requested 
as well. Requirement R6.3.2 should be included in sub requirement CIP-005 R3.3. since R3 includes 
"Monitoring Electronic Access" requirements. NextEra Energy recommends re-writing such that 
logging on individual connection to a cyber asset is not required. This is difficult, almost impossible to 
achieve technically. The initial access may be to an individual device within the ESP. After the initial 
access to the remote cyber asset is granted, it is not known where the individual may go from there. 
NextEra Energy proposes the rewording of requirement R6.4.3 to read, “Implement, and document 
the processes for producing and monitoring electronic access logs which contain user identification, 
login time, and logout or disconnect time of access to the intermediate device or proxy system. 
NextEra Energy would like clarification concerning requirement R6.5 on whether the cyber assets used 
to access cyber assets that logically reside within an ESP must adhere to the same levels of protection 
as those cyber assets within the ESP. Is this the case with portable devices such as laptops? Does 
implement mean technically implement and enforce? If it is a requirement to separately protect these 
devices as well, it needs to be determined if the word implement also means enforce. Furthermore, 
the ability to enforce this is only available from a very limited set of vendors and is beyond the 
capability of small responsible entities. There are known issues regarding the technical enforcement of 
this requirement. For example, the remote computers accessing the ESP may not be owned by the 
entity and therefore is not fully enforceable with technical controls. NextEra Energy would like to 
propose that for requirement R6.5, the language be modified to “Establish and document an 
acceptable use policy regarding cyber assets used for remote access that requires….” For R6.5.4, 
NextEra Energy suggests the following, “The owner of the cyber asset used for remote access is 
responsible for enforcing the responsible entity's policy.”  
No 
The implementation period of the new requirement should follow the widely accepted implementation 
timeframe of two calendar years after the standard becomes effective.  
Group 
Southern Company Transmission 
JT Wood 
Yes 
Southern is supportive of NERC’s efforts to refine CIP-005-3. However, the exisiting draft needs 
additional work to address remote access and to superceed CAN notices regarding this topic. 
Southern also recommends holding a workshop with the industry to further refine the proposed 
language, take and respond to questions, and address concerns. 
No 
While many of the revisions are helpful, more work is needed. Please consider the following: R6 and 
local definitions • The definition of “remote access” in R6 says that remote access can be initiated 
from cyber assets that are “owned” by the responsible entity, employees, contractors, vendors, or 
consultants. This should be struck from the definition as basing this on “ownership” is problematic. Is 
a leased machine “owned” by an entity? How does one prove ownership of a device before allowing it 
to connect? Ownership is not auditable. The standard should focus on the technical controls necessary 
for the remote access (as it does in R6.5) and not pull ownership into audits. • The definition of 
remote access includes “monitoring, support, and maintenance”. It goes on to provide a definition of 
“support and maintenance” but does not address monitoring. Monitoring could easily get confused 



with “system operator laptops” that have been addressed in a previous CAN as CCA’s, as these 
laptops ‘monitor’ the BES. Does monitoring include ‘view only’ stations from which no control can be 
initiated? These types of ‘remote access’ are left in an ambiguous state with these definitions. R6.1 • 
The term ‘direct network access’ is ambiguous and undefined and it is the basis of the requirement, 
thus it is what would have to be proven in an audit. Need more definition to avoid audit surprises in 
the future. • The requirement that the intermediary access host be located inside an ESP is not 
sufficiently clearly spelled out within the wording of the standard but relies on the supporting 
documentation. • The requirement that the intermediary access host be located inside an ESP is 
overly prescriptive; there is no clear technical argument to be made that this is a superior element, so 
it should be left to the discretion of the RE. R6.2 • What does “a network outside the control of the 
Responsible Entity” mean? Is a leased frame relay circuit from a public carrier within our control or 
not? The heart of the matter is whether the network segment is dedicated to an entity or shared and 
should be reworded to address this. R6.3.3 • This should be moved to become R6.4.3. R6.3 concerns 
procedural controls and R6.4 addresses technical controls. This requirement for annual assessment of 
technical controls should be a sub-requirement of the technical controls requirement. • R6.3.3 also 
contains grammatical errors. R6.4.1 • Needs the language added so that TFE’s could be requested. 
There may be situations where two factor authentication cannot be used. • Does not define 
multifactor authentication or provide any guidance as to what is considered acceptable to meet the 
requirement. R6.5 • Is an administrative control with no counterpart anywhere else in the body of the 
NERC standards; this should be implemented as a technical control if the technology is available. 
Since it's not at this time, the requirement should be deleted, since it's a workload generator with no 
benefit to actual security. R6.5.4 • The requirement to have a signed agreement from all remote 
access users is onerous. It is ok for employees, but the requirement should allow agreements 
between entities (such as the utility and its control system vendor) that cover all the vendor’s users, 
not at an individual user level. As written, it would require every vendor or contractor employee to 
sign an individual agreement with every utility. • R6.5.1 through R6.5.3 should be bullet points under 
R6.5 and not individual sub-requirements in order to make it clear that the documentation of a policy 
addressing these points is the issue. As separate sub-requirements, it could be taken to mean that 
the utility has to provide evidence that every machine that remotely connects has updated malware 
signatures and updated patches for all operating systems and applications for every remote access. 
Device level information should not be the intent of these requirements.  
No 
For larger systems, six months is not a sufficient timeframe for implementation. Propose 12 months 
for implementation with the opportunity for extension for defined assets for good cause and approved 
by the regional entity. 
Individual 
Gregory Campoli 
New York Independent System Operator 
Yes 
  
No 
The NYISO generally agrees with the proposed revisions to CIP-005-3; however, we feel the following 
changes are needed in order for the NYISO to submit a “yes” vote on the draft standard: • R6.1 – 
Recommend that the language be revised to clarify that the intermediate device must be outside the 
ESP, or possibly in parallel with the ESP access point. • R6.3, R6.3.1, and R6.3.2 should be removed 
because they are redundant with CIP-004 R4 and thus create a “double jeopardy” situation in which 
one mistake could potentially result in non-compliance with multiple requirements. • R6.4 - 
Recommend changing from “technical controls” to “controls” to allow procedural controls for 6.4.2. • 
6.5 – Recommend removing R6.5 because it is redundant with existing processes required by CIP-004 
and because the intermediate device required by R6.1 is a superior mitigating control compared with 
the proposed R6.5.  
Yes 
  
Individual 
Louise McCarren 



WECC 
Yes 
  
No 
We agree with the majority of the prposed revisions but provide the following for consideration We 
recommend that from an auditing perspective, and for clarification, the language of R2.4 would be 
improved by modifying it to read “The required CIP-005 R2 COMPLIANCE DOCUMENTATION shall, at 
least, identify and describe:” We believe that the intent of R6.2 is to PROTECT communications 
between the Cyber Asset performing remote access and the intermediate device. However, as worded 
the requirement only requires encryption. From an auditor’s perspective a responsible entity could be 
utilizing an encryption method that had been proven to be broken, thus offering no protection, and 
yet the responsible entity would be able to argue that they met the requirement. We suggest 
changing the language of R6.2 to “Implement the remote access system such that communications 
between the Cyber Asset performing remote access and the intermediate device are PROTECTED BY 
ENCRYPTION while the communications traverse …” This would require the desired protection by 
encryption. We also recommend that R6.5 should include a reference that the remote access user 
policy shall be represented in the responsible entity’s overall Cyber Security Policy developed 
pursuant to CIP-003 R1.  
  
Individual 
Dan Rochester 
Independent Electricity System Operator 
Yes 
  
No 
The exemption clause pertaining to facilities regulated by the Canadian Nuclear Safety Commission 
(Section 4.2.1) must be reinstated to keep CIP-005-4 “in sync” with the changes occurring in CIP-
002-4. The associated guidance document Secure Remote Access--Draft should have an explicit 
disclaimer that it will not be used for audit purposes. In our comments to the first draft of CIP-005-4 
we expressed concern that an entity that violates Requirement R6 could also be found non-compliant 
with R2 since R6 has replaced and expanded on the now deleted R2.4. It does not appear to us that 
this concern has been addressed in the Consideration of Comments to the previous posting. In R6.2 
the "Cyber Asset performing remote access" must be clarified. Is it the maintenance machine, or the 
Cyber Asset being connected? Because of the double jeopardy with CIP-004 R4 we recommend 
replacing R6.3.1 and R6.3.2 with the following text: “Restrict remote access to persons identified 
pursuant to CIP-004-4 Requirement R4. Change the wording in R6.4 from “technical controls” to 
“controls” to allow for procedural controls. VRFs and VSLs (for R6) • All VSLs – In the part of the VSL 
that refers to sub-requirement 6.5, replace “acceptable use policy” with “remote access use policy” to 
match the wording of the requirement. The phrase “acceptable use policy” appears only in the SAR. • 
Moderate VSL – Conforming changes to the first part must be made based on our proposed change to 
the requirement. • High VSL – Delete the first part based on our proposed change to the 
requirements. In the second part delete “technical” as per our comments. • Severe VSL – The text of 
the first and second parts should reflect the wording of the requirements. Specifically “remote Cyber 
Asset” does not appear in R6.1 and R6.2 while clarification of "Cyber Asset performing remote access" 
has been requested; and “public network” does not appear in R6.2 only in the SAR. Editorial 
comments • In the Purpose statement, “CIP-009-3” should be “CIP-009-4”. • In R1.5, second line, 
delete “a” before “specified” • In the text box on page 3, second paragraph, delete “t” before “CIP-
005-4” • For consistency with the current format of the standard, all references to “Parts” of 
requirements should be to “Sub-requirements”. Finally, the document identified on the project web 
page as “Redline to Last Approved – Revised 12/01-10” is actually a redline to the last posted… sort 
of. The changes from the approved version of CIP-005-3 have all been accepted. Also the second 
paragraph in the Effective Date section should be redlined in this version since it is new. Stakeholders 
may overlook changes that are not redlined. Similarly, the posted Draft SAR Version 1 contains 
changes that have not been redlined.  
Yes 



  
Individual 
Adam Menendez 
Portland General Electric Company 
Yes 
  
Yes 
(1) The language in the grey box next to Requirement 6 needs to be incorporated into the text of 
Requirement 6 so that the standard is clear and uncluttered. (2) The proposed revisions to this 
standard create a new class of assets, "intermediate device or proxy system." However, it is not clear 
what controls are intended to apply to devices that fall into this new category. (3) It is not clear what 
equipment is meant by "Cyber Assets used to initiate remote access" in Requirement 6.5.  
Yes 
  
Group 
Kansas City Power & Light 
Glen Hattrup 
Yes 
  
No 
The intent and spirit of the changes are generally beneficial and the proposed revisions provide much 
needed clarity regarding expected minimums. There are some clarifications and typographical errors 
that should be resolved prior to final approval. The remote access definition probably should state “or” 
instead of “and” for the activities and remove the monitoring reference. “used for support or 
maintenance, which originates from”. The second paragraph in the remote access definition has an 
extra “t” by “purpose of CIP-005-4 Requirements.” Protection considerations should address those 
instances where remote access can alter or change cyber function. Monitoring should not be included. 
R6.3.3 appears to be missing at least two commas which disrupts the structure of the requirement. It 
should read: “Annually assess the implementation of the technical controls for remote access, <> 
create an action plan to remediate or mitigate any findings, <> and document the execution status of 
that action plan. ” The additions are noted with “, <>”. R6.5 may be difficult to create a policy around 
or to enforce. The RE would be compelled to apply restrictions on Cyber Assets outside of its direct 
control. RE Cyber Assets for remote access are likely to be connected infrequently, which will 
complicate patching and anti-malware signature updates. Cyber Assets from vendors or consultants 
do not utilize the RE at all in these areas, which will make verification of patch levels and anti-
malware signatures next to impossible. If the RE uses brand ABC anti-malware software but the 
vendor uses brand XYZ, then it will not be possible to verify signature levels. The alternative is to 
require a proxy system outside of the ESP that is first connected to prior to connecting to the proxy 
system associated with the ESP and CCAs. This second proxy system may present an undue financial 
or maintenance burden upon the RE. R6.4.2 has a potentially onerous component to it. Tracking 
logout / disconnect time will present significant technical and / or procedural challenges. The logical 
place to track remote connections is at the access point. Login time can be established based upon 
the time of authentication at the access point. Ideally, logout time should also be tracked at the 
access point to provide consistent records management. However, most access points do not have a 
deterministic means to technically identify logout time. The device is aware of network traffic flowing 
across the boundary but is not aware of the traffic’s state. Absence of traffic is not necessarily an 
indicator of a session having ended. A long running session may have little to no traffic at various 
points in time. Some remote access technologies incorporate a keep-alive signal in order to keep 
otherwise idle sessions active. Declaring logout time based upon lack of traffic flow or preset timeouts 
provides nothing more accurate than guessing at the time. Procedurally relying upon the remote user 
to de-authenticate at the access point is equally problematic due to human nature. The Responsible 
Entity will be exposed to potential violations when there was no real security risk present. The remote 
user could have closed the session and disconnected, but if they forgot to de-authenticate then the RE 
will be in violation of their policy. R6.1 is currently a logical impossibility and prevents remote access. 
If the phrase “except for the intermediate device or proxy system” were added to the latter part of 



the statement, it would work. So R6.1 should read: “Implement an intermediate device or proxy 
system such that the Cyber Asset performing remote access does not have direct network access to 
Cyber Asset(s) except for the intermediate device or proxy system within an Electronic Security 
Perimeter.” Simply put, remote access is interactive access across the ESP. Effectively, the proxy 
system must be some form of cyber asset. If the proxy system is not excluded from the requirement 
then the remote cyber assets do not have a system they can connect to within the ESP. If the remote 
CA and proxy are both outside of the ESP then the proxy effectively becomes the remote CA and is 
still excluded from network access into the ESP. If the proxy is within the ESP, direct network access 
to it is prohibited based upon the current language of the requirement. The intent may have been to 
place the proxy system within a DMZ. The DMZ and proxy system must still be placed within the ESP 
based upon the given definitions. Explicitly requiring a DMZ may not be an appropriate requirement 
given the diversity of REs affected. As written, the proposed R6.1 requirement may have unintended 
collateral effects in conjunction with 005-R1 requirements and in particular 005-R1.5. Otherwise 
secure configurations may be excluded by these unintended effects and connections. 
No 
This could take some up to 12 months to implement and test.  

 

  


