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Unofficial Comment Form for Project 2009-01 — Disturbance and Sabotage Reporting 
Please DO NOT use this form to submit comments.  Please use the electronic form located at the site below to submit comments on the proposed Concepts Paper for Disturbance and Sabotage Reporting.  Comments must be submitted by April 16, 2010.  If you have questions please contact Stephen Crutchfield by email at Stephen.crutchfield@nerc.net or by telephone at 609-651-9455.
http://www.nerc.com/filez/standards/Project2009-01_Disturbance_Sabotage_Reporting.html
Background:

The SAR for Project 2009-01, Disturbance and Sabotage Reporting was moved forward for standard drafting by the NERC Standards Committee in August of 2009.  The Disturbance and Sabotage Reporting Standard Drafting Team (DSR SDT) was formed in late 2009 and is progressing toward developing standards based on the SAR.  The concepts paper was developed to solicit stakeholder input regarding the proposed reporting concepts that the DSR SDT has developed.  Please review the redlined SAR and then answer the following questions.  

This initial comment period is requesting industry input on the direction herein proposed by the DSR SDT.  Should your organization feel that the direction proposed is not the direction that should be pursued then your comments on what direction the SDT should take would be greatly appreciated.  The “concept paper” lays out the foundation for the reporting requirements in the standard.  We are not seeking input or guidance on the definition of physical or cyber sabotage, what type of disturbances should be reported, who should do reporting, or to whom or what organizations will be receiving the reports.  All of these points will be addressed by the SDT in later phases of the project and we will be seeking important industry guidance at those times.  The SDT does recognize the importance of all of that data and information, but at this time, we are only seeking input on the direction of the concepts we propose to build upon.
1. The details of reporting requirements and criteria are in the existing EOP-004 standard and its attachments.  The DSR SDT discussed the reliability needs for disturbance reporting and will consider guidance found in the document “NERC Guideline: Threat and Incident Reporting” in the development of requirements.  Do you agree with using the existing guidance as the foundation for disturbance reporting?  Please explain your response (yes or no) in the comment area.

 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 

Comments:      
2. The DSR SDT is considering developing a reporting hierarchy for disturbances that requires entities to submit information to the Reliability Coordinator and then for the Reliability Coordinator to submit the report.  Do you agree with this hierarchy concept?  Please explain your response (yes or no) in the comment area. 

 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 

Comments:      
3. The goal of the DSR SDT is to have one report form for all functional entities (US, Canada, Mexico) to submit to NERC.  Do you agree with this change?  Please explain your response (yes or no) in the comment area. 
 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 

Comments:      
4. The goal of the DSR SDT is to eliminate the need to file duplicate reports.  The standards will specify information required by NERC for reliability.  To the extent that this information is also required for other reports (e.g. DOE OE-417), those reports will be allowed to supplement the NERC report in lieu of duplicating the entries in the NERC report. Do you agree with this concept?  Please explain your response (yes or no) in the comment area. 
 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 

Comments:      
5. In its discussion concerning sabotage, the DSR SDT has determined that the spectrum of all sabotage-type events is not well understood throughout the industry.  In an effort to provide clarity and guidance, the DSR SDT developed the concept of an impact event.  By developing impact events, it allows us to identify situations in the “gray area” where sabotage is not clearly defined.  Other types of events may need to be reported for situational awareness and trend identification.  Do you agree with this concept?  Please explain your response (yes or no) in the comment area.
 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 

Comments:      
6. If you are aware of any regional reporting requirements beyond the scope of CIP-001, CIP-008 and EOP-004 please provide them here.  

Comments:      
7. If you have any other comments on the Concepts Paper that you haven’t already provided in response to the previous questions, please provide them here.  

Comments:      
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