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Unofficial Comment Form for Cyber Security Order 706 Draft CIP-002-4 (Project 2008-06)

Unofficial Comment Form for Project 2008-06 — Cyber Security Order 706

Draft CIP-002-4 
Please DO NOT use this form to submit comments.  Please use the electronic form located at the link below to submit comments on the proposed CIP Version 4 Standards and Implementation Plans.  Comments must be submitted by December 10, 2010.  If you have questions please contact Howard Gugel at howard.gugel@nerc.net or by telephone at (609) 651-2269.
http://www.nerc.com/filez/standards/Project_2008-06_Cyber_Security_PhaseII_Standards.html

Background: 

In 2008, FERC Order 706 paragraph 236 directed the ERO to develop modifications to Standard CIP-002-1 Cyber Security – Critical Cyber Asset Identification to address their concerns regarding: (1) the need for ERO guidance regarding the risk-based assessment methodology; (2) the scope of critical assets and critical cyber assets; (3) internal, management approval of the risk-based assessment; (4) external review of critical assets identification; and (5) inter-dependency analysis.  

A Standards Drafting Team (SDT) was appointed by the NERC Standards Committee on August 7, 2008 to develop these modifications as part of Project 2008-06 – Cyber Security Order 706. The SDT has been charged to review each of the CIP reliability standards and address the modifications identified in the FERC Order 706. The SDT began meeting in October 2008.
Prior to this posting, the SDT developed CIP-002-2 through CIP-009-2 to comply with the near-term specific directives of FERC Order 706. This version of the Standards was approved by FERC in September of 2009 with additional directives to be addressed within 90 days of the order. In response, the SDT developed CIP-002-3 through CIP-009-3, which FERC approved in March 2010.

Throughout this period, the SDT has continued efforts to develop an approach to address the remaining FERC Order 706 directives. CIP-010 and CIP-011were posted for informal comment in May of 2010. After reviewing and analyzing responses from the industry, the SDT determined it was infeasible to address all of the concerns and achieve industry consensus on CIP-010 and CIP-011 by the planned target date of December 2010. Consequently, the SDT limited the scope of modifications to requirements in CIP-002 through CIP-009 as an interim step to address the more immediate concerns raised in FERC Order 706, paragraph 236. The approach to address the remaining FERC Order 706 directives continues to be developed.

The SDT believes the NERC Standards CIP-002-4 through CIP-009-4 provide a cyber security framework for the identification and protection of Critical Cyber Assets to support reliable operation of the Bulk Electric System.  These standards recognize the differing roles of each entity in the operation of the Bulk Electric System, the criticality and vulnerability of the assets needed to manage Bulk Electric System reliability, and the risks to which they are exposed.  

The draft standard CIP 002-4 – Cyber Security – Critical Cyber Asset Identification identifies BES Cyber Systems according to “bright-line” criteria associated with the impact on reliable operation of the BES.  The “bright-line” criteria is contained in Attachment 1 – Critical Asset Criteria of CIP-002-4.The CIP-002-4 Cyber Security - Critical Asset Identification - Rationale and Implementation Reference Document provides clarifying notes and rationale of the SDT.  The draft CIP-003-4 through CIP-009-4 standards include conforming changes to match the versioning of CIP-002-4. 

On September 20, 2010, the SDT posted CIP-002-4 for a formal 45-day comment period.  During the comment period, the team received 101 sets of comments, including comments from more than 200 different people from approximately 125 companies representing 9 of the 10 Industry Segments.  Concurrent with the comment period, a ballot pool was assembled and the first formal ballot was conducted.  For the ballot a quorum was achieved, and the weighted sector vote was 43.33% affirmative.

Based on the comments received, a few changes were made to CIP-002-4.  
· The Applicability section was modified to include an exemption for nuclear facilities regulated by the Canadian Nuclear Safety Commission, and Cyber Assets associated with Cyber Security Plans submitted to and verified by the U. S. Nuclear Regulatory Commission pursuant to 10 C.F.R. Section 73.54.  
· In addition, the effective date was changes to eight quarters after regulatory approval, so that entities are not required to maintain two sets of approved Critical Asset lists and Critical Cyber Asset lists during the implementation plan.  

· Requirements R1 and R2 were modified slightly to clarify that each list must be updated on an ongoing basis, but the review and approval need only occur annually.  Conforming changes were made to the compliance section. 
· Finally, significant changes were made to Attachment 1 to ten of the criteria.  One criterion was deleted, which allowed entities to place items on the Critical Asset list at their discretion.  

· The criterion for control centers was split into three criteria to allow for differentiation in size for Balancing Authorities and Transmission Operators.  

All of these changes were in response to comments received.

A separate ballot is being conducted for CIP-005-4, and if the proposed standard is approved it will be filed with CIP-003-4 to CIP-009-4.  If the proposed CIP-005-4 is rejected, then the present CIP-005-3 will be modified with conforming changes and filed with CIP-003-4 to CIP-009-4.  The team is continuing to work on subsequent cyber security standards that will establish impact levels and define associated cyber security controls at levels appropriate to their BES impact. 
The Team is seeking industry feedback on this draft of CIP 002-4.  The industry feedback will be considered by the SDT in determining if there is a need to make any additional changes to CIP 002-4 requirements and related documents. 

The SDT has provided a form for industry participants to offer their comments on this draft of CIP-002-4. 
Question

Your response to the following question will assist the SDT for Project 2008-06 Cyber Security Order 706 in finalizing the work for CIP-002-4 through CIP-009-4 relative to the proposed modifications summarized above.  

1. When reviewing the changes to the proposed CIP-002-4 standard, do you believe that the proposed standard was responsive to feedback received and provides acceptable bright-line criteria for the determination of Critical Cyber Assets?
 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 
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116-390 Village Boulevard
Princeton, New Jersey 08540-5721

609.452.8060 | www.nerc.com
2

