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Executive Summary  
 
This report is divided into a number of sections, each with a different focus for relating 
ƛƴŦƻǊƳŀǘƛƻƴ ŎƻƴŎŜǊƴƛƴƎ ǘƘŜ bƻǊǘƘ !ƳŜǊƛŎŀƴ 9ƭŜŎǘǊƛŎ wŜƭƛŀōƛƭƛǘȅ /ƻǊǇƻǊŀǘƛƻƴΩǎ όb9w/ύ ŜȄŜŎǳǘƛƻƴ 
of its Compliance Monitoring and Enforcement Program (CMEP) in 2010.  Following 
acknowledgements to those whose time has been dedicated to this report as well as a brief 
introduction that explains the purpose and history of the CMEP, the Reliability Standards and 
Compliance Findings Review section of the report is presented. 
 
The Reliability Standards and Compliance Findings Review provides a brief overview of changes 
to the Reliability Standards that took place in 2010 as well as a concise analysis of violation 
statistics for the year.  Changes made to those Reliability Standards referred to as 693 
standards, in reference to the Federal Energy Regulatory Commission (FERC or the Commission) 
Order No. 6931, encompass six updates to existing standards and the implementation of one 
new Reliability Standard, PRC-023-1.  In terms of the Critical Infrastructure Protection (CIP) 
Standards, also referred to as 706 standards in reference to FERC Order No. 7062, CIP-002 
through CIP-009 underwent two revisions in 2010. 
 
A graph of the number of violations in 2010 relative to the NERC Reliability Standards, Figure 1, 
provides a look at the twenty most violated Reliability Standards for 2010, highlighting the 
discovery method as either self-identified or externally discovered.  Self-identified violations are 
violations that registered entities recognize within their own organization by way of self-
reports, self-certification, periodic data submittals, and exception reporting.  Externally 
discovered violations are those that are discovered by the ERO through compliance audits, spot 
checks, and investigations.  It is noteworthy that eight of the top ten most violated standards in 
2010 are CIP standards. 
 

                                                      
1
 See Mandatory Reliability Standards for the Bulk-Power System, 118 FERC ¶ 61,218, FERC Stats. & Regs. ¶ 31,242 (2007) (Order No. 693) FERC 

Order No. 693 at http://www.nerc.com/files/order_693.pdf 
2
 See Mandatory Reliability Standards for Critical Infrastructure Protection, 122 FERC ¶ 61,040 (2008) (Order No. 706) FERC Order No. 706  at 

http://www.nerc.com/files/Order_706.pdf 

http://www.nerc.com/files/order_693.pdf
http://www.nerc.com/files/Order_706.pdf
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Figure 1: Top 20 Violated NERC Reliability Standards for 2010. 

 
Figure 2 provides a breakdown of the violations in 2010 by way of discovery method.  The 
largest proportion of violations within 2010 was discovered by way of self-reports, which is very 
positive considering that self-reports reflect an internalized understanding of Reliability 
Standards.  Self-identified discovery methods account for 65% of all violations discovered in 
2010.  The second most frequently occurring discovery method for violations in 2010 was 
compliance audits at 20%.  Externally identified discovery methods can be attributed to 35% of 
all discovered violations in 2010. 

 

 
Figure 2: Use of the Various Discovery Methods for the Top 20 Violations of NERC Reliability 

Standards in 2010. 
 
In terms of the top twenty most violated standards for the period of June 18, 2007 through the 
end of December 2010, it is noteworthy that five of the ten most violated standards are CIP 
standards, as shown in Figure 3. 
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Figure 3: Top 20 Violated NERC Reliability Standards All Time thru 12/2010. 

 
The Review of NERC Staff CMEP Activities discusses what challenges and accomplishments were 
addressed by each of the groups within Compliance Operations and Compliance Enforcement in 
2010. 
 

 NERC processed 94 appeals and certified 24 registered entities, bringing the NERC 
Compliance Registry to a total of 1,942 registered entities that are registered for 4,730 
functions. 

 NERC conducted 4 Lead Auditor training sessions and 2 CIP Standards training sessions. 

 NERC developed a new outreach tool, called a Compliance Application Notice (CAN), 
that is used to clarify, in a relatively short period of time (approximately three months), 
how compliance is being applied in the field.  7 CANs were issued in its first year. 

 NERC released 5 Compliance Application Reports (CARs), which are reports that go into 
thorough analysis of Reliability Standards that have experienced a high frequency of 
violations, helping registered entities and Regional Entities alike to understand why 
certain standards are so frequently violated. 

 NERC issued 6 Public Notices in order to provide additional compliance information on a 
variety of issues. 

 NERC began the Key Reliability Standard Spot Check (KRSSC) Program to analyze the 
ŎƻƴǎƛǎǘŜƴŎȅ ƻŦ ǘƘŜ wŜƎƛƻƴŀƭ 9ƴǘƛǘƛŜǎΩ ŀǳŘƛǘ ŀǇǇǊƻŀŎƘŜǎ ǿƛǘƘ ǘƘŜ wŜƭƛŀōƛƭƛǘȅ {ǘŀƴŘŀǊŘǎΦ  
PRC-005 was the Reliability Standard in focus for this program in its first year. 

 NERC improved its ability to process violations, from an average of 140 violations per 
month throughout 2010 to 203 violations per month as of January 2011.  Serving as a 
backdrop to this increased efficiency in violations processing, the number of active 
violations climbed from 2,006 in January of 2010 to 3,193 in January of 2011. 
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Feedback from the Regional Entities provides insights into the implementation of the CMEP 
ŦǊƻƳ ǘƘŜ wŜƎƛƻƴŀƭ 9ƴǘƛǘȅΩǎ ǇŜǊǎǇŜŎǘƛǾŜΦ  !ŘŘƛǘƛƻƴŀƭƭȅΣ ǘƘŜ wŜƎƛƻnal Entities have proposed a 
number of improvements for future iterations of the CMEP based upon their experience in 
2010. 

 In 2010, Regional Entities conducted a total of 25 compliance seminars and workshops 
reaching out to approximately 4,100 participants and developed newsletters and several 
other forms of outreach to registered entities. 

 The Regional Entities performed more than 350 compliance audits of registered entities. 

 A number of the Regional Entities experienced delays in the timely completion of audit 
reports due, ultimately, to a lack of staff. 

 Many of the Regional Entities were experienced difficulties incorporating the added 
workload presented by the CIP standards. 

 The Regional Entities seek to have an Actively Monitored List of Reliability Standards 
(AML or Actively Monitored List) that more closely reflect risk and performance based 
criteria as they relate to current reliability trends and issues, violations, and 
investigations. 

 In addition to the Actively Monitored List, some of the Regional Entities are seeking the 
development and incorporation of an entity assessment for assisting Regional Entities in 
determining for an audit where the greatest risks exist for a given registered entity. 

 Some of the Regional Entities have asked that a more thorough and robust auditor 
training program be developed. 

 
NERC has initiated a number of efforts in response to industry concerns about the CMEP.  Those 
efforts initiated in 2010 are described in the Significant Issues from 2010 as well as the Moving 
Forward sections of the report, and involve the following: 

 NERC filed a clarification and rehearing request in response to a FERC mandate ordering 
NERC to modify BAL-003-0 within six months.  FERC responded by acknowledging that 
six months is not sufficient time for NERC to address the technical complexity of 
frequency response and bias and, instead, directed that NERC propose a schedule for 
completing its objectives and tasks for its modifications.  The completion of these 
activities is captured as part of NERC Project 2007-12: Frequency Response. 

 NERC will incorporate a stronger focus on risk-based and performance-based criteria 
into the Electric Reliability Organization (ERO) audit approach in the coming years. 

 Risk-based auditing has six main components, which range from the analysis of 
compliance history to compliance culture of a registered entity, in order to determine 
an appropriate audit scope. 

 Performance-based auditing stresses the review of actual performance of a registered 
entity in accordance with its stated programs and procedures rather than relying solely 
on documentation during compliance monitoring. 
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 Six Modeling, Data, and Analysis (MOD) Reliability Standards ς MOD-001-1a, MOD-004-
1, MOD-008-1, MOD-028-1, MOD-029-1a, and MOD-030-2 - became effective in April 
2011 and have a significant impact as to how Transmission Service Providers and 
Transmission Operators calculate the transmission capabilities of BES facilities for 
marketing purposes. 

 PER-005-1, one of the Personnel Performance, Training, and Qualifications (PER) 
Reliability Standards, has a complex implementation schedule considering that its 
requirements will become effective at various times over the course of three years, 
beginning in 2011 and reaching completion in 2014. 
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reliability of the bulk power system (BPS). 
 
This report is the fourth annual report since NERC Reliability Standards became mandatory and 
enforceable in the United States (these Reliability Standards have been mandatory in some 
Canadian provinces since their approval by the NERC Board of Trustees).  An annual report is 
ŘŜǾŜƭƻǇŜŘ ŦƻƭƭƻǿƛƴƎ ǘƘŜ ŎƻƴŎƭǳǎƛƻƴ ƻŦ ǘƘŜ ǇǊƻƎǊŀƳ ŀǘ ŜŀŎƘ ȅŜŀǊΩǎ ŜƴŘΣ ŀƭƭƻǿƛƴƎ ŦƻǊ ǘƘŜ 
evaluation of program activities for a complete year.  NERC collects this information from the 
Regional Entities in the first quarter and develops a draft report for review by the Regional 
Entities, the Compliance and Certification Committee, and the Board of Trustees Compliance 
Committee. 

 



Introduction 

 

8 2010 CMEP Annual Report 

Introduction  
 

This report describes the results and effectiveness of the 2010 ERO CMEP as implemented by 
the eight Regional Entities through the Regional Delegation Agreements (RDAs) and as overseen 
by NERC.  FERC Order No. 6723 provides the framework for an ERO and its corresponding 
certification process.  On July 20, 2006, FERC certified NERC as the ERO4.  FERC regulations 
provide that an ERO must submit an assessment of its performance three years from the date 
of certification by the Commission, and every five years thereafter.  On September 16, 2010 
FERC recertified NERC as the ERO5 following the three year assessment. 
 
On April 19, 2007, FERC approved eight RDAs6 through which NERC, as the international ERO, 
delegates certain compliance monitoring and enforcement activities ensuring that users, 
owners, and operators of the BPS in the United States comply with Commission-approved, 
mandatory Reliability Standards.  In 2008, NERC negotiated modifications to the delegation 
agreements and has in place these agreements with the eight Regional Entities pursuant to 
which the Regional Entities are delegated these activities.  The Commission-approved 
delegation agreements and associated orders by the Commission cover all aspects of the 
relationships between NERC and the Regional Entities, and provide an effective tool for 
oversight of the regional programs and managing those relationships.  These Regional Entities 
include: 
 

 Florida Reliability Coordinating Council, Inc. 
(FRCC)    

 
 Midwest Reliability Organization (MRO) 

 
 Northeast Power Coordinating Council, Inc. 

(NPCC)  
 

 ReliabilityFirst Corporation (RFC) 
 

 SERC Reliability Corporation (SERC) 
 

 Southwest Power Pool Regional Entity (SPP RE) 
 

 Texas Reliability Entity, Inc. (Texas RE) 
 

 Western Electricity Coordinating Council (WECC) 
 

                                                      
3
 See Order Certifying North American Electric Reliability Corporation as the Electric Reliability Organization and Ordering Compliance Filing, 116 

FERC ¶ 61,062 at P 31 (2006) at: http://www.nerc.com/files/20060720_ERO_certification.pdf 
4
 Id at P 3 

5
 See hǊŘŜǊ ƻƴ ǘƘŜ 9ƭŜŎǘǊƛŎ wŜƭƛŀōƛƭƛǘȅ hǊƎŀƴƛȊŀǘƛƻƴΩǎ ¢Ƙree-Year Performance Assessment, 132 FERC ¶ 61,217 at P 1 (2010) at: 

http://www.nerc.com/files/Order_on_NERC_Three_Year_Assessment.pdf 
6
 North American Electric Reliability Council, et. al., Order Accepting ERO Compliance Filing, Accepting ERO/Regional Entity Delegation 

Agreements, and Accepting Regional Entity 2007 Business Plans, 119 FERC ¶ 61,060 (2007).  The RDAs can be found on the NERC website at: 

http://www.nerc.com/page.php?cid=1|9|119|181 

Note: The highlighted Area between SPP RE and SERC denotes 
overlapping Regional Area boundaries. For example, some load 
serving entities participate in one Region and their associated 
transmission owner/operators in another. 

http://www.nerc.com/files/20060720_ERO_certification.pdf
http://www.nerc.com/files/Order_on_NERC_Three_Year_Assessment.pdf
http://www.nerc.com/page.php?cid=1|9|119|181
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The entities registered by the Regional Entities come from all segments of the electric industry: 
investor-owned utilities, federal power agencies, rural electric cooperatives, state, municipal 
and provincial utilities, independent power producers, power marketers, and load-serving 
entities.  These entities account for virtually all the electricity supplied in the United States, 
Canada, and a portion of Baja California Norte, Mexico. 
 
The Regional Entity and NERC Compliance staffs work together to improve uniformity across all 
Regional Entity compliance activities, increase communications and collaboration for ERO 
implementation, and identify any difficulties encountered, building an effective, uniformly 
implemented, CMEP of the ERO and identify changes necessary for future years. The results of 
these efforts during 2010 are summarized in the Executive Summary, and are detailed in the 
subsequent sections of this annual report. 
 

Background 
The NERC CMEP transitioned in 2007 from voluntary compliance with industry developed 
Reliability Standards to mandatory compliance with FERC-approved NERC Reliability Standards 
in the United States.  NERC and the industry have worked intensively to transform decades of 
industry criteria, guides, policies, and principles into mandatory and enforceable NERC 
Reliability Standards in line with forces of change.  A key turning point of the transformation 
stems back to 1996 when two major blackouts in the Western U.S. and the advent of open 
ŀŎŎŜǎǎ ǘǊŀƴǎƳƛǎǎƛƻƴ ƭŜŘ b9w/ ƛƴ мффт ǘƻ ŎƻƴǾŜƴŜ ŀƴ ƛƴŘŜǇŜƴŘŜƴǘ άōƭǳŜ Ǌƛōōƻƴέ ǇŀƴŜƭ όǘƘŜ 
electric reliability panel) and the U.S. Department of Energy to establish the Electric System 
Reliability Task Force, both groups to advise on critical institutional, technical, and policy issues 
necessary to maintain BPS reliability. 
 
Both groups: 

 Determined grid reliability rules must be mandatory and enforceable to ensure 
reliability in an increasingly competitive marketplace; 

 Recommended the creation of an independent, ERO to develop and enforce Reliability 
Standards throughout North America; and 

 Stated that federal legislation in the United States was necessary to accomplish this. 
 
As a result, NERC implemented the blue-ribbon ǇŀƴŜƭΩǎ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴ ōȅ ŎƻƴǾŜǊǘƛƴƎ ƛǘǎ 
planning policies, principles and guides into planning standards.  The NERC Board of Trustees 
approved the Reliability Standards, setting the foundation for the voluntary compliance era 
with monitoring by NERC and its Regions from 1999 through June 2007, when FERC authorized 
the first set of Reliability Standards submitted to it as mandatory and enforceable.  On June 18, 
2007, the CMEP encountered a paradigm shift from voluntary compliance to mandatory 
compliance in the United States.  Of note, in 2002, NERC operating policies and planning 
standards became mandatory and enforceable in the Canadian province of Ontario. 
 
In 2008, significant changes were brought about to the penalties incurred as a result of 
violations. While mandatory standards were put into effect June 18, 2007, the Commission 
ŀƭƭƻǿŜŘ ŀ άǘǊŀƴǎƛǘƛƻƴέ ǇƘŀǎŜ ŦǊƻƳ WǳƴŜ муΣ нллт ǘƻ 5ŜŎŜƳōŜǊ омΣ нллт ǿƘƛŎƘ ŀƭƭƻǿŜŘ ǘƘŜ 
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industry time to put programs in place and adapt to the new culture. The Commission allowed 
NERC and the Regional Entities an enhanced level of discretion for violations during that period, 
unless they had a significant impact to the BPS thereby allowing NERC and the Regional Entities 
to focus on the most significant risks to the reliability of the BPS in the formative months of the 
mandatory program. Beginning January 1, 2008, this transition phase was eliminated and 
violations were processed in a uniform manner based on their impact to the BPS. 
 
The year 2010 saw great progress in the implementation of the CMEP.  NERC continued moving 
ǘƻǿŀǊŘ ǎǘǊŀǘŜƎƛŎ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ǎŜƭŜŎǘŜŘ άŀŎǘƛǾŜƭȅ ƳƻƴƛǘƻǊŜŘέ ǎǘŀƴŘŀǊŘǎ ŀǎ ǇŀǊǘ ƻŦ ǘƘŜ нлмл 
Implementation Plan, streamlining the audit workload and helping to ensure greater reliability 
of the BPS.  The implementation of the Critical Infrastructure Protection (CIP) standards, while 
challenging technically and logistically for NERC, the Regional Entities, and registered entities 
alike, has helped to fill in a potential reliability gap that would have only grown as the next 
generation of power system equipment becomes the standard.  Communication and 
collaboration improved between NERC and the Regions, bringing about more active 
participation of NERC staff on various regional committees and working groups.  Enhancements 
to the registration process have assured that entities can be registered much more quickly than 
they were in the past, and, with joint registrations becoming available, a great deal more 
flexibility has been offered to the entities as well.  Lastly, automation enhancements have 
improved the efficiency of the compliance monitoring process by allowing entities to upload 
compliance-related forms to fulfill data submittals requirements, thereby reducing the 
personnel and time required for the handling of these forms. 
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Reliability Standards and Compliance Findings 
Review  
 

Reliability Standards Overview 
With the number of standards steadily growing since 2007 combined with a tumultuous set of 
updates for many of the standards, 2010 was a challenging year from the regulatory 
perspective.  According to the 2010 AML, reviewed in Appendix A below, the beginning of the 
year saw the number of Reliability Standards reach 95.  Of these 95 standards, registered 
entities were tasked with demonstrating compliance with 56 standards within compliance 
audits, 60 standards for self-certifications, 19 standards with spot checks, and 13 standards for 
periodic submittals.  These numbers do not reflect new standards or updates to the standards 
that took place throughout the year. 
 
Table 1: 693 Standards Update   Table 2: CIP Standards Version 2 and 3 Updates  
               Listing for 2010                            Listing for 2010 

 
 

 
Changes made to those Reliability Standards referred to as 693 standards, in reference to FERC 
Order No. 693, encompass six updates to existing standards and the implementation of one 
new standard, being PRC-023-1.  In terms of the CIP Standards, also referred to as 706 
standards in reference to FERC Order No. 706, CIP-002 through CIP-009 underwent two updates 
in 2010.  As a result of these two updates, a total of three versions of the CIP standards were in 
effect within this one year.  The following tables, Table 1 for 693 standards and Table 2 for 706 
standards, provide an overview of standards that were either created or modified in 2010, as 
well as referencing applicable dates for which the changes became effective. 
 
Critical Infrastructure Protection (CIP) Standards 
The year 2010 proved to be an eventful year for the CIP standards.  Not only was this the first 
year in which all applicable registered entities became auditably compliant with these 
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standards, but there were no less than three versions of the standards themselves in effect 
throughout the year, creating significant administrative burden on the industry as well as for 
Regional Entity audit programs.  The purpose of these updated versions of the CIP standards in 
2010 was to reflect the efforts taking place within the CIP department at NERC for better 
ensuring compliance.  These efforts are the following: 

 Transparency.  The CIP department worked jointly with Regional Entities to improve the 
consistency of compliance program results; improve risk-based approaches for auditing 
and spot checking; and promote a culture of security and compliance through 
education, transparency and incentives.  Specifically, the department participated in 23 
audit observations during 2010, and all but two were observations of auditors as they 
assessed compliance of entities with the CIP standards.  Critical infrastructure observers 
offered support to the audit team, bringing a perspective of consistency to interviews 
with subject matter experts, offering constructive feedback about auditing technique, or 
sharing lessons learned from other Cyber Security Order 706 audits. 

 Uniformity.  The CIP department worked with industry to develop an objective basis for 
entities to identify critical assets for CIP-002, which was approved in 2010.  Version 4 of 
the CIP Reliability Standards, which includes bright-line criteria, provides a specific list of 
assets for entities to consider critical, rather than having each entity develop a 
methodology to determine its critical assets.  This significant accomplishment enables 
entities to more efficiently and effectively identify Critical Cyber Assets and deploy 
justified controls to protect those assets. 

 Sufficiency.  The CIP department developed and implemented a Sufficiency Review 
tǊƻƎǊŀƳ ό{wtύ ǘƻ ŜȄŀƳƛƴŜ .t{ ŜƴǘƛǘƛŜǎΩ wƛǎƪ .ŀǎŜŘ !ǎǎŜǎǎƳŜƴǘ aŜǘƘƻŘƻƭƻƎȅ όw.!aύ 
found within CIP-002-3.  The SRP ŜȄŀƳƛƴŜǎ ǿƘŜǘƘŜǊ ŀƴ ŜƴǘƛǘȅΩǎ w.!a ƛǎ ǎǳŦŦƛŎƛŜƴǘ ǘƻ 
ensure the safe, reliable operation of the BPS. 
 

Compliance Findings Overview 
The activity surrounding violations varied widely throughout 2010. 
 
Table 3 shows a Regional Entity and ERO breakdown of the 1,736 active alleged violations that 
were in each CMEP violation mitigation plan state as of December 31, 2010.  There are five 
violation Mitigation Plan states: 

1. Regional Entity Assessment 

2. NERC Assessment 

3. Mitigation Plan Implementation 

4. Regional Verification of Completion 

5. Closing 
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The Regional Entity Assessment state accounted for the vast majority of alleged violations with approximately 64%.  In comparison, the 
NERC Assessment state accounted for approximately 9% percent of all the violation Mitigation Plans on December 31, 2010.  Lastly, there 
were approximately 14% of active violation Mitigation Plans that were either validated complete by the Regional Entity or were certified 
complete by the registered entity. 
 

Table 3: Mitigation Plans Process Table - Active Alleged Violations. 
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Figure 4 shows the number of submitted violations within a particular month for a portion of 
2009 and all of 2010.  For 2010 specifically, a noticeable surge in CIP violations occurred in 
September, with over 180 violations in this month alone.  For CIP, the rest of the year was much 
more consistent by comparison as only one other month exceeded 100 violations. 
 

 
Figure 4: CIP versus Non-CIP Violation Trend. 

 

 

Figure 5: 2010 Violation Trends. 
 
Figure 5 goes into increased depth concerning violations in 2010 by tracking the number of 
violations processed throughout the year.  What is evident from this graph is that the number 
of violations received in a given month is almost always greater than the number of violations 
processed.  This difference is especially pronounced later in 2010, in the months of August, 
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September, and October.  In the Enforcement section below, this issue and the activities to 
address this issue are discussed more thoroughly.  As for 693 violations in 2010, they remain 
fairly consistent throughout the entire year as shown in Figure 4, though there is a noticeable 
spike in August followed by a significant drop at the very end of the year. 
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Review of NERC Staff CMEP Activities  
 

This portion of the report provides an overview of the activities for 2010 that involved NERC 
staff who participated in the CMEP. 
 
NERC Compliance Monitoring and Enforcement Organization 
In 2010, NERC undertook a substantial reorganization of its Compliance Monitoring and 
Enforcement Department.  All CMEP activities were managed out of a single department prior 
to this reorganization. NERC separated these activities into three distinct departments to better 
fulfill key aspects of the NERC vision ς particularly fostering greater transparency, culture of 
compliance, and strong enforcement. 
 
The Compliance Operations Department is charged with the overriding goal of ensuring success 
of the Regional Entities and registered entities with respect to reliability compliance. 
 
The Compliance Enforcement Department is tasked with ensuring strong, consistent, and 
expeditious enforcement of Reliability Standard violations. 
 
The Event Analysis and Investigation Department combines the ǘŜŎƘƴƛŎŀƭ ŜȄǇŜǊǘƛǎŜ ƻŦ b9w/Ωǎ 
situation awareness staff, events analysis staff and its compliance investigators to facilitate 
efficient processing of these activities and to provide lessons learned which will promote 
increased reliability of the BPS. 
 
CMEP Transparency 
 

 
Figure 6:  The CMEP Process. 
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NERC and the Regional Entities continuously balance the request from the industry to improve 
transparency with the confidential nature of the CMEP processes.  Figure 6 is a pictorial view of 
the compliance process and shows how most of the processes in the CMEP fall under a window 
of confidentiality.  NERC and the Regional Entities are continuously identifying and 
implementing innovative ways to share CMEP process information while honoring 
confidentiality. 
 
In 2010, NERC began publicly posting CMEP implementation and process information.  NERC 
Compliance Operations will continue to review and publicly post CMEP implementation and 
process information in order to enhance the transparency of the CMEP and its implementation 
to registered entities.7 
 

Organization Registration and Certification  
 

Organization Registration 
The purpose of the Organization Registration Program is to clearly identify those entities that 
are responsible for compliance with the FERC approved Reliability Standards.  As described in 
the NERC Rules of Procedure Appendix 5A Organization Registration and Certification Manual8, 
NERC has established documented procedures to ensure a fair and impartial appeals process.  
Entities with a direct interest in a dispute may not participate in the appeals process except as a 
party or witness.  From June 2007 to December 31, 2010, the ERO has processed 94 appeals, 
where 3 of the 94 were submitted in 2010 and 1 is still active at NERC. The Regional Entities 
have settled 65 and the BOTCC has processed 29.  Figures 7 and 8 are graphs showing the 
appeals by year and by function. 
 

 
Figure 7: Total Registration Appeals by Year. 

 
 
 

                                                      
7
 All available public notices can be found at: http://www.nerc.com/page.php?cid=3|22 

8
 See Appendix 5A: Organization Registration and Certification Manual of the NERC RoP at: 

http://www.nerc.com/files/NERC_Rules_of_Procedure_EFFECTIVE_20110412.pdf 

http://www.nerc.com/page.php?cid=3|22
http://www.nerc.com/files/NERC_Rules_of_Procedure_EFFECTIVE_20110412.pdf
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Figure 8: Appeals to the BOTCC by Function. 

 
As described in the NERC Statement of Compliance Registry Criteria, NERC will include in its 
Compliance Registry (the NERC Compliance Registry or NCR) each entity that NERC concludes 
can materially impact the reliability of the BPS.  NERC wishes to identify as many organizations 
as possible that may need to be listed in the NCR. Identifying these organizations is necessary 
and prudent at this time for the purpose of determining resource needs, both at the NERC and 
Regional Entity level, and to begin the process of communication with these entities regarding 
their potential responsibilities and obligations.  In accordance with the NERC Rules of 
Procedure, the NCR is updated on a monthly basis.  As of December 31, 2010, NERC has 
registered 1,942 entities on the NCR for 4,730 registered functions.9

                                                      
9
 ¢ƘŜ b/w Ŏŀƴ ōŜ ŦƻǳƴŘ ǘƘǊƻǳƎƘ b9w/Ωǎ website at: http://www.nerc.com/page.php?cid=3|25 

http://www.nerc.com/page.php?cid=3|25
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Table 4:  NERC Compliance Registry Matrix Data as of 12/31/2010. 

Region 
# of Registered 

Entities 
BA DP GO GOP IA LSE PA PSE RC RP RSG TO TOP TP TSP 

Total # of 
Functions 

Texas RE 225 1 46 114 86 1 58 1 44 1 1 0 30 15 27 1 426 
FRCC 74 10 27 31 31 10 19 14 29 1 15 1 24 16 13 8 249 
MRO 124 20 54 43 43 5 57 6 75 3 34 2 40 20 23 13 438 
NCEA 3 1 0 0 0 2 0 1 0 2 1 0 0 1 0 1 9 
NPCC 302 6 62 138 134 6 63 6 92 5 6 2 34 14 17 14 599 
RFC 372 13 88 148 147 3 55 3 164 2 15 1 37 16 13 3 708 

SERC 246 32 78 97 89 28 77 20 88 8 31 7 49 26 30 16 676 
SPP 128 16 47 52 50 2 50 1 64 1 24 1 38 18 20 6 390 

WECC 468 34 175 214 210 1 149 30 147 1 55 3 84 52 45 35 1235 

TOTALS: 1942 133 577 837 790 58 528 82 703 24 182 17 336 178 188 97 4730 
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Multi -Regional Registered Entity (MRRE)  

The purpose of the Multi-Regional Registered Entity (MRRE) process is to describe the 
coordinated CMEP processes that will be used by NERC and the Regional Entities for a subset of 
registered entities that volunteer for this program and are registered in multiple regions.  The 
MRRE process allows these entities the ability to request to be accountable to one Compliance 
Enforcement Authority (CEA).  This coordinated process provides for increased efficiencies in 
compliance resource allocation for NERC, the Regional Entities, and the registered entities while 
maintaining the reliability of the BPS. 

To manage this complex process, the MRRE project was divided into three phases and they are: 

1. Phase 1 ς Assessment and assignment of an MRRE to a lead Region ς Started November 
2010 

2. Phase 2 ς Transition of data and transfer responsibility of the MRRE from the ARE(s) to 
the LRE ς Projected to start first quarter of 2011 

3. Phase 3 ς Full operation for the MRRE under an LRE; to be assessed at 6 and 12 months 
 
There were 5 MRRE applications submitted to the Certification and Registration Working Group 
(CRWG) in December of 2010 for processing and approval. 
 
Due to potential Regional Entity jurisdictional issues, the MRRE process is on hold as of May 
нлмм ǇŜƴŘƛƴƎ b9w/ ƭŜƎŀƭΩǎ ǊŜǾƛŜǿ ŀƴŘ ŘŜǘŜǊƳƛƴŀǘƛƻƴ ƻŦ ǘƘŜǎŜ ƛǎǎǳŜǎΦ 
 
Organization Certificat ion  

The purpose of the Organization Certification Program is to ensure that the new entity (i.e., an 
applicant to perform the functions of a Reliability Coordinator (RC), Balancing Authority (BA), or 
Transmission Operator (TOP) that is not already performing the function for which it is applying 
to be certified as) has the tools, processes, training, and procedures to demonstrate their ability 
to meet the requirements/sub requirements of all of the Reliability Standards applicable to the 
function(s) for which it is applying thereby demonstrating the ability to become certified and 
then operational. 
 
Both NERC and the Regional Entities have specific roles and responsibilities regarding 
organization certifications pursuant to the NERC Rules of Procedure, Section 500 and Appendix 
5A.  As described in the NERC Rules of Procedure Appendix 5A, Organization Registration and 
Certification Manual. These rules apply to those entities who seek to operate as a TOP, BA, or 
RC. 
 
The ERO has successfully completed 24 certifications in 2010.  Most of the certifications 
completed (13 of 24) were Texas RE TOP certifications.  This was a result of a major change in 
operational agreements between the Transmission Owners (TOs) and the Electric Reliability 
Council of Texas, Inc. (ERCOT).  Of the remaining 11 certifications, two were TOPs that 
precipitated from changes in agreements requiring the Transmission Owner to immediately 
become the registered Transmission Operator.  The remaining 9 certifications were due to 
market changes where entities submit an application to the applicable region(s) and the 
certification process is completed per NERC Rules of Procedure.  It is expected that the number 
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of certifications, approximately 10 per year, will remain about the same due to future 
agreement and market changes.10 

 
Listed below in Table 5 are the 24 entities that were certified in 2010, with the lead Region, the 
applicable function certified, and the date of the site visit.  
 

 Table 5: Registered Entities that were certified in 2010. 

 
 

Seminars and Communications  

For 2010, several seminars for compliance activities were conducted at the Regional Entity 
level.  NERC learned early that there are important interfaces between the users, owners, and 
operators of the BPS and the Regional Entities necessitating a more Regional approach to 
communications.  NERC provides material from the North American perspective for each of the 
Regional Entity seminars and the Regional Entities providing much more detail regarding the 
specific program requirements in their particular Regions.  The Regional Entities conducted a 
total of 25 compliance seminars and workshops in 2010, reaching out to approximately 4,100 
participants.  NERC Compliance staff attended most of the Regional Entity compliance seminars. 
 
 

                                                      
10

 Certification final reports are can be found at: http://www.nerc.com/page.php?cid=3|25|294 

http://www.nerc.com/page.php?cid=3|25|294
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Auditor Training Activities  

The NERC compliance auditor training is generally based on the U.S. Government Accountability 
Office (GAO) Generally Accepted Government Auditing Standards11 (GAGAS) for performance 
audits.  Throughout 2010, NERC conducted 4 sessions of the Fundamentals of NERC Compliance 
Audits for Lead Auditors training and 2 sessions of CIP Standards Training (CIP Basics for 
Auditors).  The compliance auditor training material is continuously being improved based on 
feedback from compliance audit experiences and changes to the GAO GAGAS, CMEP and NERC 
Rules of Procedure.  Additional training modules, concerning GAO Auditing Standards, random 
sampling techniques, critical asset identification and a review of CIP-002 sufficiency reviews, all 
meant for enhancing the CIP compliance auditor skills, were developed and offered in 2010. 
 
NERC also implemented a Compliance Investigations (CI) leaders training class for NERC and 
Regional Entity staff Compliance Investigators.  In 2010, NERC conducted 4 sessions of 
Fundamentals of Compliance Investigations Training.  The CI leaders training material is 
continuously being reviewed and improved based on feedback from CI experiences and 
changes to the GAO GAGAS, CMEP and NERC Rules of Procedure. 
 

Reliability Standard Audit Worksheets  

The NERC Reliability Standard Audit Worksheets (RSAWs) are designed to add clarity and 
consistency to the assessment of compliance with Reliability Standards12.  The RSAWs are used 
ŦƻǊ ƳǳƭǘƛǇƭŜ ŎƻƳǇƭƛŀƴŎŜ ƳƻƴƛǘƻǊƛƴƎ ƳŜǘƘƻŘǎΦ  /ƻƳƳŜƴǘǎ ƻƴ ǘƘŜǎŜ ŀƴŘ ŀƴȅ ƻŦ b9w/Ωǎ ŀǳŘƛǘƻǊ 
resources are welcome and can be directed to the Regional Entity Compliance Managers. 
 
The RSAWs are posted on the NERC public web site and provide information to the industry 
about expectations of the ERO compliance auditors when evaluating compliance with a 
Reliability Standard.  NERC works in close coordination with the Regional Entities to ensure the 
information in existing RSAWs is updated with the latest regulatory authority language and 
guidance, and new RSAWs are developed as Reliability Standards are approved.  It is 
recommended that Regional Entities and Registered entities check the NERC website regularly 
to ensure the latest available versions of RSAWs are being used. 
 
NERC works with Regional Entities to review these RSAWs on a continuous basis for 
improvement.  NERC will transition the RSAWs into a database format in the near future to 
allow for timely updates as Reliability Standards are approved, modified, or retired. 
 

Regional Entity Program Audits - Agreed Upon Procedures (AUP) Spot Check  

In 2008, NERC developed the Agreed Upon Procedures Spot Check program for auditing the 
wŜƎƛƻƴŀƭ 9ƴǘƛǘȅΩǎ ŀŘƘŜǊŜƴŎŜ ǘƻ ǘƘŜ b9w/ wǳƭŜǎ ƻŦ tǊƻŎŜŘǳǊŜΣ /aEP and its ERO functional 
responsibilities as defined in the Regional Entity delegation agreement.  This was performed in 

                                                      
11

 See GAO Government Auditing Standards available at: http://www.gao.gov/new.items/d07731g.pdf 

12
 The complete listing of RSAWs can be found at: http://www .nerc.com/page.php?cid=3|22 

http://www.gao.gov/new.items/d07731g.pdf
http://www.nerc.com/page.php?cid=3|22
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accordance with Order Nos. 672 and 672-A of the Federal Energy Regulatory Commission13.  
Requirements concerning the Regional Entity audit program attributes including timelines are 
contained in the NERC Rules of Procedure, Section 402.1.3 and Appendix 4A. 
 
In 2010, NERC completed initial audit activities of five of the eight Regions (RFC, SERC, MRO, 
SPP RE and NPCC).  NERC conducted the five audits using an independent contracting firm.  The 
AUP approach allowed NERC to audit the Regional Entities adherence to the NERC Rules of 
Procedure, CMEP, and the Regional Entity delegation agreement requirements.  Based upon 
experience gained and lessons learned in conducting the audits, NERC determined the audit 
process should be restructured to include more focus on risk and performance.  With respect to 
the remaining three Regional Entities, NERC performed an analysis to assess the exceptions 
identified in the previous five audits performed. From this analysis, NERC developed a spot 
check audit process to verify that exceptions did not exist at the remaining three Regional 
Entities. NERC performed the spot check of Texas RE, WECC, and FRCC in the first quarter of 
2011. 
 
Compliance Application Notices (CANs)  

CANs14  provide guidance for specific issues or questions regarding compliance applications. 
 
In FERC Order No. 69315, several commenters argued that there were gaps and ambiguities in 
the standards and requested relief from monetary penalties and even compliance with those 
wŜƭƛŀōƛƭƛǘȅ {ǘŀƴŘŀǊŘǎ ƛŘŜƴǘƛŦƛŜŘΦ  !ŎŎƻǊŘƛƴƎ ǘƻ ǎŜŎǘƛƻƴ нтп C9w/ ǎǘŀǘŜŘΣ ά!ǎ ŘƛǎŎǳǎǎŜŘ ƛƴ ƻǳǊ 
standard-by-standard review, each Reliability Standard that we approve contains Requirements 
ǘƘŀǘ ŀǊŜ ǎǳŦŦƛŎƛŜƴǘƭȅ ŎƭŜŀǊ ŀǎ ǘƻ ōŜ ŜƴŦƻǊŎŜŀōƭŜ ŀƴŘ Řƻ ƴƻǘ ŎǊŜŀǘŜ ŘǳŜ ǇǊƻŎŜǎǎ ŎƻƴŎŜǊƴǎΦέ  
Further, in Order No. 693 Section 277, the Commission agreed with NERC that, even if some 
clarification of a particular Reliability Standard would be desirable at the outset, making it 
mandatory allows the ERO and the Regional Entities to provide clarification on a going-forward 
basis while still requiring compliance with Reliability Standards.16 
 
Thus, CANs were created in response to requests for compliance guidance from industry 
ǎǘŀƪŜƘƻƭŘŜǊǎ ŀƴŘ ǘƻ ŦǳƭŦƛƭƭ C9w/Ωǎ Ǿƛǎƛƻƴ ǘƘŀǘ ǘƘŜ 9wh ǿƻǳƭŘ ǇǊƻǾƛŘŜ ŎƭŀǊƛŦƛŎŀǘƛƻƴ ǘƻ ǊŜƎƛǎǘŜǊŜŘ 
entities.  There are two significant and mutually reinforcing purposes of a CAN: 
 

                                                      
13

 See Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and Enforcement 

of Electric Reliability Standards, Order No. 672, FERC Stats. & Regs. ¶ 31,204, order ƻƴ ǊŜƘΩƎ, Order No. 672-A, FERC Stats. & Regs. ¶ 31,212 

(2006). 
14

 The complete list of CANs can be found at: http://www.nerc.com/page.php?cid=3|22|354 

15
 See Mandatory Reliability Standards for the Bulk-Power System, Order No. 693, FERC Stats. & Regs. ¶ 31,242 (2007) at P 264 at: 

http://www.nerc.com/files/order_693.pdf 
16

 See hǊŘŜǊ ƻƴ ǘƘŜ 9ƭŜŎǘǊƛŎ wŜƭƛŀōƛƭƛǘȅ hǊƎŀƴƛȊŀǘƛƻƴΩǎ ¢ƘǊŜŜ-Year Performance Assessment 132 FERC ¶ 61,217 
(2010) at P 216 (NERC can maximize consistency and appropriateness of treatment in compliance matters most 
ŜŦŦƛŎƛŜƴǘƭȅ ƛŦ ƛǘ Ƙŀǎ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ŀŘǾƛǎŜ ƻǊ ǇǊƻǾƛŘŜ ŘƛǊŜŎǘƛƻƴΧŀǘ ŀƴ ŜŀǊƭȅ ǎǘŀƎŜΧ) at: 
http://www.nerc.com/files/Order_on_NERC_Three_Year_Assessment.pdf 

http://www.nerc.com/page.php?cid=3|22|354
http://www.nerc.com/files/order_693.pdf
http://www.nerc.com/files/Order_on_NERC_Three_Year_Assessment.pdf
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1. To provide transparency to industry on how an ERO compliance enforcement authority will 
monitor compliance with a NERC Reliability Standard; and 

2. To establish consistency in the application of compliance criteria across all compliance 
enforcement authorities.  

 
Further, CANs provide a timely means to address compliance-related issuesτa CAN may be 
produced in approximately three months. 
 
The CAN program was launched in 2010 and resulted in the issuance of seven CANs as follow: 

 Compliance Application Notice ς 0001.  Compliance Applicability: 20INT-004-2 R1: 
provides notice of a correction in the Violation Risk Factor Matrix regarding compliance 
applicability of INT-004-2 R1. 

 Compliance Application Notice ς 0002.  Compliance Applicability: TOP-003-0 R1.3: 
provides notice of a correction in the Violation Risk Factor Matrix and the 2010 Actively 
Monitored Standards spreadsheet regarding compliance applicability of TOP-003-0 R1.3. 

 Compliance Application Notice ς 0003.  Compliance Applicability: IRO-006-4.1 R2: 
provides notice of a correction in the 2010 Actively Monitored Standards spreadsheet 
regarding compliance applicability of IRO-006-4.1 R2. 

 Compliance Application Notice ς 0004.  Compliance Applicability: IRO-004-1 R3: 
provides notice of a correction in the Violation Risk Factor Matrix and the 2010 Actively 
Monitored Standards spreadsheet regarding compliance applicability of IRO-004-1 R3. 

 Compliance Application Notice ς 0005.  Compliance Application: CIP-002-3 R3: 
provides clarity regarding whether system operator laptops with the capability and 
purpose of controlling Critical Assets remotely (whether in normal operations or in 
emergencies) should be designated as Critical Cyber Assets (CCAs).   

 Compliance Application Notice ς 0006.  Compliance Application: EOP-005-1 R7: 
provides registered entities guidance on whether a Transmission Operator and a 
Balancing Authority are required to verify its restoration procedure by actual testing or 
by simulation.  

 Compliance Application Notice ς 0007.  Compliance Application: CIP-004-2 R4.2 & CIP-
004-3 R4.2: provides clarity about the extent and timing of revocation of access to 
Critical Cyber Asses (CCAs) required in CIP-004 R4.2. 
 

At the end of 2010, NERC evaluated the CAN process and, along with industry, determined that 
these initial CANs provided value.  As a result, NERC is committed to continue and further 
develop the program in 2011.  
 

Compliance Analysis Reports (CARs)  

NERC Compliance has conducted analyses of standards that have experienced a high frequency 
of violations since June 18, 2007.  These analyses were developed in coordination with the 
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Regional Entities, and were presented to the NERC Board of Trustees Compliance Committee 
(BOTCC) in the form CARs17.  The purpose of these reports is two-fold.  First, they provide 
information and guidance on the most violated standards.  Second, they serve as a formal 
mechanism by which to provide feedback to the standards developers for the purpose of 
revising the standards based upon compliance experience.  In 2010, 5 CARs were released and 
involve the following standards: 

 FAC-008 and FAC-009 ς Facility Ratings Methodology 

Á The registered entities need to focus on several aspects for being compliant with 
FAC-008 and FAC-009: 

o Ensure that there is a statement in their Facility Ratings Methodology that their 
plan encompasses the most limiting applicable equipment rating. 

o Verify that their Facility Ratings Methodology addresses both normal and 
emergency ratings. 

o Check that all applicable equipment is covered in their Facility Ratings 
Methodology; relay protective devices and series and shunt compensation 
devices are the most commonly missed equipment. 

o Include all assumptions, ambient conditions, operating limitations, and 
equipment ratings in the Facility Ratings Methodology. 

o Make available ratings methodologies and respond to requests or comments 
from entities performing other functions of the BES. 

o Check and verify that all facility ratings are current and consistent with the 
current Facility Ratings Methodology. 

 

 CIP-001 ς Sabotage Reporting 

Á Registered entities should prepare one document that contains all requirements of 
CIP-001-1 and ensure that all employees have access to the document and are made 
aware of its contents.  This accessibility and availability may pose challenges for 
operating personnel who are routinely in the field.  These challenges need to be 
ǊŜŎƻƎƴƛȊŜŘ ŀƴŘ ŀŘŘǊŜǎǎŜŘ ƻƴ ŀƴ ƻƴƎƻƛƴƎ ōŀǎƛǎ ŀǎ ǇŀǊǘ ƻŦ ŀ ǊŜǎǇƻƴǎƛōƭŜ ŜƴǘƛǘȅΩǎ 
sustaining compliance with the standard.  Registered entities should clearly indicate 
the appropriate communications strategy in their Sabotage Reporting plan and 
ensure its employees are trained to act accordingly. 

 

 VAR-002 ς Generator Operation for Maintaining Network Voltage Schedules 

Á Registered entities need to use their Automatic Voltage Regulators (AVR) in 
Automatic mode at all times, unless specifically directed by their Transmission 
Operator.  Registered entities are encouraged to modify systems to generate alarms 

                                                      
17

 The complete list of CARs can be found at: http://www.nerc.com/page.php?cid=3|329 

http://www.nerc.com/page.php?cid=3|329
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when AVR mode changes occur.  In addition, all attempts should be made to assure 
that consistent terminology is used between associated GOs and TOPs. 

Á Registered entities need to establish robust communication procedures to ensure 
that the Transmission Operator is notified of any and all changes to elements critical 
in maintaining Reactive Power and voltage output. Generator Operators (GOPs) are 
encouraged to monitor and request a revised voltage schedule from their 
Transmission Operator (TOP) that is more consistent with the actual operating 
conditions at their site, or when the unit(s) is continually experiencing physical 
limitations when attempting to maintain the existing voltage schedule.  TOPs can 
provide guidance and assistance to the GOPs in the development of the voltage 
schedules, in particular where GOPs must take into account their impact on 
neighboring GOPs and TOPs. 

Á Registered entities need to notify their Transmission Operator within the specified 
time frame, 30 minutes, when taking the Automatic Voltage Regulator (AVR) offline 
or transferring the AVR into manual mode.  Registered entities should develop a 
procedural framework to capture and clarify reporting requirements.  In addition, a 
thorough review of AVR hardware/software systems has proven beneficial for many 
registered entities. 

 

 PER-002 ς Operating Personnel Training 

Á For compliance with PER-002, registered entities need to effectively identify 
objectives based on standards, procedures, and applicable regulatory requirements.  
Also, registered entities should clearly and accurately present the core knowledge 
and skills required for reliable operations in their training plans.  Proper 
documentation needs to be employed by registered entities.  Organization of 
records prior to an audit should be stressed for inclusion in the execution of the 
program.  Lastly, with regard to training programs, it should be clarified that the 
essential goal of training programs is not simply providing system operators with a 
set of skills or competencies, but training them how to conduct their daily work; to 
gain critical experience and then exercise judgment appropriately. 

 

 CIP-006 and CIP-007 ς Physical Security of Critical Cyber Assets and Systems Security 
Management 

Á For compliance with CIP-006, responsible entities should have a regular 
maintenance and testing plan as part of their larger Physical Security Program.  
Additionally, responsible entities should perform a gap analysis and or regular 
testing of their physical security and access controls at access points to their Physical 
Security Perimeters.  Responsible entities should verify personnel with unescorted 
physical access have access to the necessary access methods such as key cards.  
Lastly, responsible entities should ensure and reinforce through their annual Cyber 
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Security Training the concepts of escorted and unescorted physical access to critical 
assets. 

Á For compliance with CIP-007, responsible entities shall have a test plan, follow their 
test plan, and document the results of their test plan.  Responsible Entities should 
work with all vendors of systems and applications of applicable cyber assets in their 
infrastructure to determine required ports and services. Most if not all vendors will 
have some form of documentation detailing this information.  Also, responsible 
entities should consider leveraging a corporate level Patch Management Program if 
one does not exist for their Real-time systems area. Typically, the corporate level 
program will be established and include the necessary tracking, evaluating, testing, 
and installation of applicable cyber security patches required for all Cyber Assets 
within the Electronic Security Perimeter(s).  Lastly, responsible entities should 
baseline cyber asset logging service capabilities in a test, development, and or pre-
production environment prior to moving a cyber asset to production. 

 

Public Notices  

Throughout 2010, a total of 6 Public Notices were issued by NERC18.  The purpose of each of 
these notices is as follows: 

 NERC Compliance Process Bulletin #2010-001 ς Update to Interim TFE Program: 
updates the interim program for Technical Feasibility Exceptions (TFEs) under the NERC 
CIP Reliability Standards, CIP-002 through CIP-009, Versions 1 and 2.  Version 3 of the 
CIP standards was filed with FERC on December 29, 2009 and, if approved, would also 
be subject to the TFE process outlined herein. 

 NERC Compliance Process Bulletin #2010-002 ς Update to the 2010 CMEP 
Implementation Plan: announces updates to the 2010 CMEP Implementation Plan and 
the 2010 Actively Monitored List to account for Version 2 of the CIP-002 through CIP-
009 Reliability Standards as well as Version 2 of the NUC-001 Reliability Standard, and to 
clean up additional items. 

 NERC Compliance Public Bulletin #2010-003 ς Reporting of Violations that Occur 
During an Active Mitigation Plan Spanning Multiple Reporting Periods: provides 
guidance for reporting ongoing and/or repeat violations of Reliability Standards during 
the period of time when a registered entity is implementing an approved Mitigation 
Plan. 

 NERC Compliance Public Bulletin #2010-004 ς Guidance for Entities that Delegate 
Reliability Tasks to a Third Party Entity: facilitates a better understanding of the 
compliance responsibility and accountability for entities that delegate the performance 
of reliability related tasks to a third party. 

 NERC Compliance Bulletin #2010-005 ς 9ȄŀƳǇƭŜ ¢C9 tŀǊǘ ά.έ wŜǾƛŜǿ wŜǇƻǊǘΥ provides 
ŀƴ ŜȄŀƳǇƭŜ ƻŦ ŀƴ ŀŎǘǳŀƭ ¢C9 tŀǊǘ ά.έ ǊŜǾƛŜǿ ƛǎǎǳŜŘ ōȅ b9w/ ǘƻ ŀ ǊŜƎƛǎǘŜǊŜŘ ŜƴǘƛǘȅΦ 

                                                      
18

 NERC Public Notices are accessible through: http://www.nerc.com/page.php?cid=3|22 
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 CIP Self-Certification Addendum: provides insight into the expectations of self-
certification with the CIP standards, for which there were three versions in 2010. 

 

Key Reliability Standards Spot Check (KRSSC)  

In 2010, NERC began the KRSSC Program.  The purpose of this program is to compare and 
contrast the procedures and processes used across the eight Regions when auditing a selected 
set of high risk/high impact reliability standards.  Through this examination, NERC will be able 
to identify the issues regional audit teams experience when evaluating compliance with the 
selected standards in addition to identifying the areas in regional audit evaluations where 
additional guidance may be needed to improve evaluation processes or to promote consistency 
in evaluations.  It is not an objective of this program to identify a minimum acceptable audit 
approach, but, instead, the focus will be for increasing the consistency and quality of audit 
approaches across all the regions. 
 
Each year, one standard will be selected for review.  Performing this review will be a team of 
NERC auditors, who will examine non-public audit reports, completed RSAWs, and Regional 
Entity evidence in order to formulate any determinations. 
 
For 2010, the standard that was selected for review was PRC-005-1.  The report detailing the 
cross region results for this standard will be released in 2011, following which each Regional 
Entity will have the opportunity to discuss specific results with NERC. 

 
Enforcement and Mitigation  

Compliance Enforcement vastly improved its efficiency in processing violations of the NERC 
Reliability Standards in 2010.  This was accomplished by focusing resources on risks deemed 
most significant to the reliability of the BPS, and by lessening the administrative burdens 
associated with processing violations that impose less of a risk to the grid. 
 
The number of active violations increased from 2,006 in January 2010 to 3,193 in January 2011 - 
from an average of 140 violations a month in 2010 to an average of 203 violations a month at 
the start of 2011.  The increase in active violations can be attributed to the implementation of 
b9w/Ωǎ /Lt ǎǘŀƴŘŀǊŘǎΦ 
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Figure 9: Compliance Processing Statistics for 2010. 

 
New risk-based processes were implemented in March 2010.19  The new processes were 
applied to 60 percent of processed violations (512 violations out of 850) for 2010.  As a 
consequence, the number of violations processed each month has increased 3.5 times in 2010 
(an average of 70 violations processed each month in 2010 vs. 20 violations processed each 
month in 2009).  Compliance Enforcement also increased collaboration with Regional Entities 
and increased the number and expertise of its enforcement staff.  These measures have 
contributed to the improved processing speed and efficiency as illustrated in by the chart of 
Figure 9 that shows violation processing statistics for 2010. 
 
Under these new risk-based processes, new templates for Notices of Penalty (NOPs) were 
created in an effort to streamline the enforcement effort based on the magnitude and risk of 
each violation.  In addition to achieving beneficial efficiencies in the enforcement process, one 
of these templates, the disposition document, should aid substantially in clarifying the penalty 
determination.  The disposition document standardizes across various tiers of NOPs the 
presentation of every factor that would be taken into consideration in the penalty 
determination, including factors like the Violation Risk Factors/ Violation Severity Levels 
(VRFs/VSLs)Σ ǘƘŜ ŀŎǘǳŀƭ ŀƴŘ ǇƻǘŜƴǘƛŀƭ Ǌƛǎƪ ǘƻ ǘƘŜ .t{Σ ǘƘŜ ǊŜƎƛǎǘŜǊŜŘ ŜƴǘƛǘȅΩǎ Ǿƛƻƭŀǘƛƻƴ ƘƛǎǘƻǊȅΣ 
the presence or absence of an internal compliance program and other mitigating and 
aggravating factors. 

                                                      
19

 The disposition document was developed in October 2009 and its use increased in 2010. 
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An administrative citation process has been initiated in 2011 that will enable NERC and the 
Regional Entities to address new violations by submitting a single streamlined NOP covering 
numerous lower risk violations - rather than requiring each violation to go through the several 
levels of process and documentation.  The first administrative citation NOP filing was made on 
January 31, 2011 and contained 41 violations of 11 standards by 19 registered entities.  The 
filing was accepted by FERC with favorable comment and no further review. 
 
As industry gains familiarity with the administrative citation process, NERC expects to submit an 
average of 100 violations each month, which will increase the rate of processing notices 
between 100 to 150 percent. 
 
Compliance Enforcement continues its focus on improving efficiency in the enforcement 
process and will expand efforts to improve the submittal and completion of mitigation plans in 
2011.  NERC and Regional Entity enforcement staffs also are reviewing the structure of the 
NOPs and the Sanction Guidelines.  This will provide greater clarity to the many factors 
considered in an enforcement action ς how they are weighed in the penalty assessment. 
 

Events Analysis and Compliance Violation Investigations  

In the first quarter of 2010, the NERC Events Analysis and Compliance Violation Investigations 
groups were combined into a single functional group designated as Event Analysis and 
LƴǾŜǎǘƛƎŀǘƛƻƴǎ ό9!ϧLύΦ  ¢Ƙƛǎ ƴŜǿΣ ŦƻŎǳǎŜŘ ƎǊƻǳǇΩǎ Ƴƛǎǎƛƻƴ ƛǎ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǊŜƭƛŀōƛƭƛǘȅ ƻŦ ǘƘŜ .t{ 
by conducting events analysis and investigations of events and occurrences; providing lessons 
learned and needed reliability industry alerts to industry stakeholders and addressing any 
reliability concerns and or violations of NERC reliability standards. 
 
By combining the technical resources of the two groups, NERC was able to quickly triage events 
and publish initial lessons learned20, operational experience reports21, and reminders to the 
industry22.  The focus of the EA&I group is to gather and analyze the facts surrounding any 
system events and as appropriate investigate any potential Reliability Standard violations.  This 
was complemented by working with the Regional Entities and the industry to develop clear, 
bright-line criteria for reporting and classification of system events and incentivize rigorous self-
evaluation of system events by registered entities through root cause techniques provided by 
NERC. 
 
During the investigation of an event, if a possible violation of a Reliability Standard is identified, 
a separate team of NERC and Regional Entity staff will be created to investigate and collect the 
relevant facts related to the possible violation(s) to protect confidentiality and prevent any anti-
trust situations from arising.  Possible violations are forwarded to the enforcement and 
mitigation group in compliance for processing based upon the facts discovered during the 

                                                      
20

 Lessons Learned from the EA&I group are available at: http://www.nerc.com/page.php?cid=5|385 

21
 Operational Experience Reports, otherwise known as System Disturbance Reports, are available at: 

http://www.nerc.com/page.php?cid=5|66 
22

 Reminders to the Industry in the form of NERC Alerts are available at: http://www.nerc.com/page.php?cid=5|63 

http://www.nerc.com/page.php?cid=5|385
http://www.nerc.com/page.php?cid=5|66
http://www.nerc.com/page.php?cid=5|63
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investigation.  This approach eliminates the need for separate events analysis and investigation 
teams producing duplicative data holds, data requests, etc. and creating the need for 
duplicative groups of subject matter expertise within NERC and the Regional Entities. 
 
On October 25, 2010, after considerable outreach to industry and regulators, the ERO 
enterprise initiated a Field Trial23 which identified clear event categories, established associated 
levels of reporting and emphasized the importance of the registered entities performing a 
systematic compliance self-assessment.  While this program has not yet been included in the 
Rules of Procedure, it has been embraced by industry.  This Field Trial continued past the end of 
the calendar year 2010. 
 
In addition to the contribution made to event analysis during 2010, the NERC EA&I group: 
 

- Completed three NERC-led CIs  
 
- Initiated five NERC-led CIs 
 
- Participated in three region-led CIs 

 

                                                      
23

 See Electric Reliability Organization Event Analysis Process: Field Test Draft at: 

http://www.nerc.com/docs/eawg/Event_Analysis_Process_Field_test_DRAFT_102510-Clean.pdf 

http://www.nerc.com/docs/eawg/Event_Analysis_Process_Field_test_DRAFT_102510-Clean.pdf
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Feedback from Regional Entities  
 

Each of the eight Regional Entities has been sent a series of questions addressing five aspects of 
their experience with implementing the 2010 CMEP.  These five aspects address Compliance 
Monitoring, Compliance Outreach, Compliance Enforcement, Program Effectiveness, and 
Projections for the Future.  The responses of the Regions are summarized in the sections that 
follow. 

 

Compliance Monitoring  

Compliance Monitoring seeks to discover a number of details surrounding the audits performed 
by the Regional Entities.  There were 440 compliance audits planned in 2010, as identified by 
unique NERC Compliance Registry identification numbers.  338 of these audits were for 693 
Reliability Standards (693 audits) while 102 of these were for CIP Reliability Standards (CIP 
audits).  All but two of the Regions were successful in completing their planned audits.  RFC was 
forced to delay one audit to 2011 due to a situation with auditing personnel.  WECC delayed 4 
audits due to audit staff resource issues, improper scheduling of audits for previously audited 
registered entities on a 6 year audit cycle, and an accepted request for delay of an audit by a 
registered entity on a 6 year audit cycle; additionally, WECC cancelled three audits as the 
registered entities to be audit were de-registered prior to the audits occurring.  Figure 10 
reflects the number for each type of audit for which each Region either was either a lead or a 
participant.  A Region may participate in but not lead audits for MRREs, for which one Regional 
Entity is designated as a lead Region but all Regions for which the MRRE is registered 
participate. 
 

 
Figure 10: Reported Regional Entity Participation in 693 and CIP audits in 2010. 
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All of the Regional Entities have reported a timely completion of their 3 year audit cycles in 
2010 with one exception.  This exception relates to SERC, which requested and was approved 
for a delay of several months with regards to auditing the registered functions of SPP while 
FERC approved a revised RDA that designated SERC as the Compliance Enforcement Authority 
for the registered functions of SPP and FRCC.  As for the 6 year audit cycles, all Regions reported 
that they were on track for a timely completion in 2013. 
  

Compliance Outreach  

/ƻƳǇƭƛŀƴŎŜ hǳǘǊŜŀŎƘ ƭƻƻƪǎ ƛƴǘƻ ǘƘŜ wŜƎƛƻƴŀƭ 9ƴǘƛǘƛŜǎΩ ƛƴǘŜǊŀŎǘƛƻƴǎ ǿƛǘƘ wŜƎƛǎǘŜǊŜŘ 9ƴǘƛǘƛŜǎ ǘƘŀǘ 
are taking place in order to provide information and promote transparency about the CMEP 
process to the registrants.  To this end, all of the Regions held a number of workshops during 
2010 for both 693 and CIP Reliability Standards.  The number of stakeholder participants for 
each Region is shown graphically in Figure 11.  The total number of workshop participants 
amounts to 4,109, with SERC and WECC combined accounting for roughly half of this total.  At 
least a partial basis for the large number of participants for both SERC and WECC is due to the 
fact that both held a series of web-based compliance workshops in addition to in-person 
events.  Through web-based workshops, SERC was able to reach out to an additional 431 
individuals above and beyond their in-person events while WECC had 1088 individuals 
participate in total in their combined web-based/in-person compliance workshops.  From these 
large numbers, it is obvious that a greater number of stakeholders are participating in outreach 
programs initiated by the Regions, and web-based events or simply adding web attendance 
features to in-person events can greatly enhance these numbers. 

 

 
Figure 11: 2010 Workshop Participants by Regional Entity 
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Feedback from the workshops has generally been very positive and participants are requesting 
that additional topics be covered.  To fulfill the desire from the industry for an increased level 
of compliance information as well as to enhance CMEP transparency, many of the Regions have 
made commitments to dedicate more resources to getting this information across.  These 
enhanced resources are in the form of additional workshops, more newsletters, and other 
direct communications.  Much of the information that will be covered within these improved 
communication methods will be lessons learned. 
 

Compliance Enforcement  

Compliance Enforcement looks into the efforts of the Regional Entities in improving the 
efficiency of their enforcement programs.  Two developments in Compliance Enforcement that 
were introduced in 2010 for the purposes of enhancing efficiency were streamlined templates, 
especially disposition documents, and the administrative citation process.  While the NERC 
templates provided noticeable efficiency gains to some of the Regions, others noticed only 
marginal improvements with their use.  Several of the Regions are still in the process of 
developing automated tools that will take advantage of these templates, which should prove to 
increase program efficiencies greatly. 
 
The administrative citation process has been incorporated by the Regions from late 2010 
through early 2011.  Many of the Regions have expressed that efficiency gains have been 
achieved, but not to the extent that was expected.  Several Regions have pointed out that the 
administrative citation process still utilizes many time-consuming steps normally required when 
processing violations, such as the assessment oŦ ŀ ǾƛƻƭŀǘƛƻƴΩǎ ǎŎƻǇŜ ŀƴŘ ƛǘǎ ǇƻǘŜƴǘƛŀƭ Ǌƛǎƪ ǘƻ .t{ 
reliability.  Thus, as the program continues to develop and mature, it is anticipated that greater 
efficiencies will be seen. 
 
Many of the challenges to Compliance Enforcement programs across the Regions have centered 
on staffing shortages and the processing of violations, especially those dealing with CIP 
standards.  To combat staffing shortages, many Regions have indicated that a number of 
positions have been filled with a specific focus on improving violation processing.  Also, the 
Regions have brought on cyber security experts in dedicated compliance enforcement roles for 
the additional workload brought about by CIP.  Lastly, two of the Regions specifically noted that 
improvements in compliance enforcement tools, such as their Compliance Data Management 
Systems (CDMSs), have greatly facilitated the efforts of their enforcement staffs in their abilities 
to process violations. 
 
Program Effectiveness  

Program Effectiveness has the Regional Entities document the positive aspects encountered 
throughout the implementation of the 2010 CMEP as well as those areas needing 
improvement.  Beginning with the areas needing improvement, all of the Regions noted that 
the monitoring and enforcement of CIP standards have resulted in significant technical and 
logistical challenges.  Additionally, the processing and management of CIP TFEs has only added 
to this challenge of processing CIP enforcement actions.  Another of the complications 
encountered by several of the Regions dealt was the 2010 AML itself, which changed several 
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times throughout the year and forced the Regions to go to extra efforts in preparing for audits 
and notifying entities.  Lastly, many Regions pointed out that conducting  
 
The positive aspects encountered with the 2010 CMEP are many.  Nearly all Regions reported 
that there has been considerable growth in the number of self-identified violations, especially 
through self-reports and self-certifications.  This increase in self-identified violations has been 
especially noted for those entities with comprehensive internal compliance programs that 
proactively assess compliance.  A number of the Regions also noted that they have taken steps 
to more closely align their compliance monitoring and enforcement processes and 
documentation with GAGAS to better ensure consistency.  Also, the use and sharing of auditor 
tools, such as an evidence sampling methodology and evidence tracking sheets, has helped to 
enhance consistency and efficiency across the Regions as well.  Lastly, the initiation of the 
Events Analysis field trial is anticipated to be a valuable tool in terms of discovering and 
implementing actions for the enhancement of BPS reliability. 
 
One of the particularly noteworthy aspects of the 2010 CMEP has been increased contact 
between NERC and the Regions to the registered entities.  The push for enhanced 
communications from the ERO, from compliance issues by way of Case Notes to guidance with 
CANs, has helped both registered entities to understand the reasons for non-compliance in 
various scenarios in a more expeditious manner. 
 
Finally, Texas RE pointed out that through the process of becoming completely independent 
from any registered entity as of July 2010, it has been able to take over the responsibility of 
enforcing compliance with ERCOT, the only registered BA, RC, RP, PA, TSP, and IA in the Region.  
Since this independence in July 2010, the ability to have the singular focus of compliance 
ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ŜƴŦƻǊŎŜƳŜƴǘ Ƙŀǎ ƎǊŜŀǘƭȅ ƘŜƭǇŜŘ ǘƻ ƛƳǇǊƻǾŜ ¢ŜȄŀǎ w9Ωǎ Ŝfficiency within its audit 
group. 
 

Projections for the Future  

Projections for the Future asks the Regional Entities about the improvements they would like to 
see instituted for progressing the CMEP in future years.  The most frequently occurring issue 
mentioned by the Regions was the size and focus of the AML.  Future developments of the AML 
are sought to more closely focus upon the Reliability Standards and Requirements that embody 
the following concerns: frequent violations through both self-identified and externally 
identified methods, events analysis trends, and input from the various stakeholders.  By 
addressing these concerns and determining the standards and requirements of the AML 
according to a risk-based methodology, this will help to reduce the size of the AML while 
maintaining its effectiveness for rooting out non-compliance. 
 
The administration citation process is a tool that stands to greatly enhance efficiency when fully 
enacted.  Even still, several Regions have expressed their concerns over how this tool will be 
implemented in the field, such that auditors will truly be able to address administrative 
violations without a restrictive number of steps.  Specifically, the determination of non-
compliance by an auditor as an administrative violation will require the due process given to all 
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enforcement actions, which will take time when fully determining the scope of the non-
compliance as well as its reliability risk. 
 
The processing and management of CIP TFEs is both time consuming and resource intensive.  It 
is recommended that the focus of TFE processes be on those Critical Cyber Assets (CCAs) that 
are at the highest risk of targeted attack.  Specifically, CCAs with hardened, embedded 
operating systems are considered to be those that are at much lower risk, and may be 
considered for removal from some of the process.  By doing so, staff requirements will be 
significantly reduced and will be available for other CMEP activities. 
 
Lastly, concerns over budgetary limitations in reference to proper staffing and training have 
been raised.  With increases in workload as a result of additional ERO efforts, as is the case with 
Events Analysis, in addition to increased violations processing due to CIP enforcement, the 
continued need to report and provide data to NERC and FERC, as well as all other tasks required 
by the RDAs, it is difficult for some of the Regions to estimate staff needs and hire accordingly.  
By NERC providing, guidance as far in advance as possible when staff resourcing is implicated, 
the Regions will be able to prepare and act in a proactive manner. 
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Significant Issues from 2010  
 

²ƘƛƭŜ ŀ ƴǳƳōŜǊ ƻŦ ǎƛƎƴƛŦƛŎŀƴǘ ƛǎǎǳŜǎ ǘƻƻƪ ǇƭŀŎŜ ŘǳǊƛƴƎ ǘƘŜ 9whΩǎ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ ǘƘŜ 2010 
CMEP, one of the more challenging of these dealt with BAL-003, which addresses frequency 
response and bias. 
 
Frequency Bias Setting ï BAL-003  

In response to modifications to BAL-003 ordered by the Commission in the 2007 FERC Order 
No. 69324, a subsequent FERC Order25 (the March 18 BAL-003-0 Order) was issued 
approximately three years later, setting a deadline for NERC to comply with Order No. 693 
directives within six months.  In response to the March 18 BAL-003-0 Order, NERC raised two 
issues in a clarification and rehearing request (Rehearing Request)26: 

Issue 1: b9w/ ǎŜŜƪǎ ǊŜƘŜŀǊƛƴƎ ƻŦ ǘƘŜ /ƻƳƳƛǎǎƛƻƴΩǎ ǘŜŎƘƴƛŎŀƭ ŜǊǊƻǊ ƛƴ tŀǊŀƎǊŀǇƘ мо ƻŦ ǘƘŜ 
March 18 BAL-003 Order that the BAL-003-0 Reliability Standard sets the frequency 
response of Balancing Authorities to be approximately one percent of peak load of 
generation or greater. 

Issue 2: b9w/ ǎŜŜƪǎ ŎƭŀǊƛŦƛŎŀǘƛƻƴ ƻǊ ǊŜƘŜŀǊƛƴƎ ƻƴ ǘƘŜ /ƻƳƳƛǎǎƛƻƴΩǎ ǊŜǉǳƛǊŜƳŜƴǘ ƛƴ 
Paragraph 18 of the March 18 BAL-003 Order that NERC determine within a six month-
deadline the necessary amount of frequency response needed for reliable operation. 

 
The first issue brought forward by NERC responded to technical concerns surrounding BAL-003.  
Frequency response is a highly technical issue with several components.  All of these 
components, including the initial response of generators and loads, must be properly 
considered to ensure that requirements are both technically sound and that the ultimate choice 
for a minimum frequency bias setting minimum, whether or not it is one percent, is bolstering 
system reliability.  Thus, the ability for NERC to analyze and study frequency bias and its effect 
on frequency response within each of the interconnections of North America is essential 
 
The second issue raised by NERC addressed the strict time constraints that FERC allotted for 
complying with FERC directives.  As mentioned, frequency response is a complex issue that 
requires a significant amount of time and effort for determining and enacting a proper study.  
As part of the response the NERC provided in its Rehearing Request, a number of objectives and 
tasks27 were identified in both the near-term and long-ǘŜǊƳ ŦƻǊ ŀŘŘǊŜǎǎƛƴƎ C9w/Ωǎ ŘƛǊŜŎǘƛǾŜǎ ŦƻǊ 
BAL-003.  These objectives include: 
 
                                                      
24

 See Mandatory Reliability Standards for the Bulk-Power System, Order No. 693, FERC Stats. & Regs. ¶ 31,242 (2007) at P 375 at: 

http://www.nerc.com/files/order_693.pdf 
25

 See Order Setting Deadline for Compliance, 130 FERC ¶ 61,218 (2010) at: 

http://www.nerc.com/files/Order_Setting_Deadline_for_Compliance_ReBAL-003-0_31510.pdf 
26

 See Request of the North American Electric Reliability Corporation for Clarification and Rehearing of the Order Setting Deadline for 

Compliance, Docket No. RM6-16-010 (2010) at: http://www.nerc.com/files/Final%20BAL-003%20Rehearing%20Request.pdf 
27

 Id at Attachment B. 

http://www.nerc.com/files/order_693.pdf
http://www.nerc.com/files/Order_Setting_Deadline_for_Compliance_ReBAL-003-0_31510.pdf
http://www.nerc.com/files/Final%20BAL-003%20Rehearing%20Request.pdf
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 Development of a clearer and more specific statement of frequency-related 
ǊŜƭƛŀōƛƭƛǘȅ ŦŀŎǘƻǊǎΣ ƛƴŎƭǳŘƛƴƎ ōŜǘǘŜǊ ŘŜŦƛƴƛǘƛƻƴǎ ŦƻǊ ΨƻǿƴŜǊǎƘƛǇΩ ƻŦ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ŦƻǊ 
frequency response. 

 Collection and provision of more granular data on and technical analyses of 
frequency driven bulk power system events, including root cause analyses. 

 Metrics and benchmarks to improve frequency response performance tracking. 

 Increasing coordinated communication and outreach on the issue, to include 
webinars and NERC alerts, to share lessons learned. 

 Focused discussion on and communication of emerging technical and technology 
issues, including frequency-related effects caused by renewable energy integration, 
ΨǎƳŀǊǘ ƎǊƛŘΩ ǘŜŎƘƴƻƭƻƎȅ ŘŜǇƭƻȅƳŜƴǘΣ ŀƴŘ ƴŜǿ ŜƴŘ-use technology. 

 
¦Ǉƻƴ ǊŜǾƛŜǿ ƻŦ b9w/Ωǎ wŜƘŜŀǊƛƴƎ wŜǉǳŜǎǘΣ C9w/ ŀŎƪƴƻǿƭŜŘƎŜŘ28 the complexity of the 
frequency response issue by granting a rehearing of the technical issues raised by NERC as well 
as deferring the six month compliance deadline it had previously mandated.  In addition, FERC 
directed that NERC propose a schedule for completing its objectives and tasks.  The completion 
of these activities is captured as part of NERC Project 2007-12: Frequency Response.29 
 

                                                      
28

 See Order Granting Rehearing for Further Consideration and Scheduling Technical Conference, 131 FERC ¶ 61,136 (2010) at: 

http://www.nerc.com/files/Order_Granting_Rehearing-BAL-003-0.pdf 
29

 Information about Project 2007-12 is available at: http://www.nerc.com/filez/standards/Frequency_Response.html 

http://www.nerc.com/files/Order_Granting_Rehearing-BAL-003-0.pdf
http://www.nerc.com/filez/standards/Frequency_Response.html
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Moving Forward  
 

With the completion of the fourth year of mandatory compliance with NERC Reliability 
Standards, the CMEP has seen a large number of changes take place, and many more are in 
development for implementation in the coming years.  One of the primary goals for 2011 is to 
transition the audit process away from documentation based standards towards risk and 
performance-based criteria.  The details concerning these efforts are described next. 
 
Risk and Performance -Based Auditing  

Beginning in 2011, it is the goal of NERC Compliance Operations to incorporate more 
completely risk-based and performance-based components into future iterations of the 
implementation plan for the CMEP.  Risk-based and performance-based audit criteria include 
six components for which the audit scope of a registered entity will be identified.  The Actively 
Monitored List within the implementation plan of the CMEP will represent the minimum audit 
scope for any given registered entity, but based upon these risk and performance-based 
components, an audit scope can be expanded to include other Reliability Standards that are 
determined to be necessary by a Regional Entity after considering a registered entity in light of 
these components.  The risk-based components, or criteria as they may also be called, are as 
follows: 

1) North American-wide NERC Reliability Standards most violated, including both all time 
historical and rolling twelve-month statistics, are considered.  This encompasses the 
core standards to be monitored across the industry. 

2) Region specific most violated NERC Reliability Standards, which may include standards 
already identified in item #1 for some Regional Entities, or additional standards.  This 
analysis allows Regional Entities to focus on significant trends and issues within the 
Regional Entity boundary.  This also could lead to the identification of Interconnection-
wide issues and concerns. 

3) Regional Entity Reliability Standards most violated, as applicable. 

4) Registered entity specific issues, including but not limited to operational issues, 
operational footprint changes, corporate restructuring, other trends, etc. 

5) Random determination (other high risk reliability standards, registered functions trends 
and concerns, standards rising in prominence and identified through trend analysis) 

6) Compliance culture, which conǎƛŘŜǊǎ ǘƘŜ ŜƴǘƛǘȅΩǎ ŎƻƳǇƭƛŀƴŎŜ ŎǳƭǘǳǊŜ ŀƴŘ ƻǾŜǊŀƭƭ 
strength of compliance. 

 
The performance-based approach has two components.  One component is the past 
performance of a registered entity as it relates to the operation of the BPS and the relative 
strength of the compliance controls in place to assure compliance.  The second component 
ƛƴŎƭǳŘŜǎ ŀ ƳƻǊŜ ŘŜǘŀƛƭŜŘ ǊŜǾƛŜǿ ŀƴŘ ǘŜǎǘƛƴƎ ƻŦ ǘƘŜ ǊŜƎƛǎǘŜǊŜŘ ŜƴǘƛǘȅΩǎ ǇǊƻƎǊŀƳǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎ 
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to assure actual performance of the stated programs is being implemented, rather than relying 
solely on documentation. 
 
wŜƎƛƻƴŀƭ 9ƴǘƛǘƛŜǎ ǿƛƭƭ ŘŜǘŜǊƳƛƴŜ ǘƘŜ ǊŜƎƛǎǘŜǊŜŘ ŜƴǘƛǘȅΩǎ ǎǇŜŎƛŦƛŎ ŀǳŘƛǘ ǎŎƻǇŜ ōŀǎŜŘ ǳǇƻƴ ǘƘŜ 
NERC AML and the six components listed above.  The audit scope for registered entities that are 
registered for performing iŘŜƴǘƛŎŀƭ άŦǳƴŎǘƛƻƴǎέ ǿƛƭƭ ƴƻǘ ŀƭǿŀȅǎ ōŜ ƛŘŜƴǘƛŎŀƭ ŀŎǊƻǎǎ ƻǊ ǿƛǘƘƛƴ ǘƘŜ 
Regional Entities.  Registered entities will be advised of the audit scope when they receive the 
formal audit notice.  Compliance information and data archived by the Regional Entity from the 
implementation of previous monitoring methods will be utilized in the development of a 
ǊŜƎƛǎǘŜǊŜŘ ŜƴǘƛǘȅΩǎ ŀǳŘƛǘ ǎŎƻǇŜΣ ƛƴŎƭǳŘƛƴƎ ōǳǘ ƴƻǘ ƭƛƳƛǘŜŘ ǘƻ ǇǊŜǾƛƻǳǎ ŀǳŘƛǘǎΣ ǎŜƭŦ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎΣ 
events, and previous or current enforcement actions. 
 

Implemen tation of Upcoming Standards  

NERC Reliability Standards are in a constant state of change, from the release of new standards 
entirely to the issuance of new versions of existing standards, some of these changes have the 
potential for much greater impact to the CMEP than others.  Of those that are particularly 
noteworthy for 2011 and beyond are the Modeling, Data, and Analysis (MOD) Reliability 
Standards and the Personnel Performance, Training, and Qualifications (PER) Reliability 
Standards.  With regards to MOD standards specifically, 2010 will see a total of 6 new 
standards, being MOD-001-1a, MOD-004-1, MOD-008-1, MOD-028-1, MOD-029-1a, and MOD-
030-2.  The focus of these particular standards lies in the methodology for the calculation of 
Available Transmission Capability (ATC), a primary concern of electric power markets.  FERC has 
issued a number of Orders, including FERC Order Nos. 72930, 729-A31, and 729-B32, that provide 
guidance to the ERO to incorporate these standards into all compliance audits as applicable.  
Because of the subject matter being dealt with in these standards, NERC will be working with 
the Regions in order to provide guidance to ERO compliance monitoring and enforcement staff 
in addition to guidance for registered entities as well such that they are made aware of their 
obligations under the MOD standards. 
 
As for the PER standards, PER-005-1 has been approved by FERC on January 25, 2011.  The 
implementation of this standard is somewhat complex as its various requirements are on very 
different schedules.  Requirement R3 became effective on the first day of the first calendar 
quarter following applicable regulatory approval, which equates to April 1, 2011 in the United 
States for instance.  Also, R3 from PER-005 immediately replaces R4 of PER-002-0.  On the other 
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hand, Requirements R1 and R2 of PER-005 have an effective date that is 24 months later than 
R3, resulting in April 1, 2013 in the United States.  Lastly, Requirement R3.1 has an effective 
date that is 36 months later than R3, resulting in April 1, 2014 in the United States.  Thus, with 
such large differences in effective dates, it is important that registered entities and Regional 
Entities alike stay mindful of these dates as many of these requirements will be the subject of 
compliance monitoring activities in the future. 
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Appendix A ï Actively Monitored Reliability 
Standards  
 

In 2010, the AML of Reliability Standards consisted of 56 Reliability Standards, encompassing 
557 Requirements.  These Reliability Standards comprised the minimum audit scope for all 
scheduled audits taking place in 2010.  In addition to the audits, the ERO also required Self-
Certifications for registered entities to certify compliance, when applicable, for 60 Reliability 
Standards, encompassing 582 Requirements.  Lastly, the ERO has designated 19 Reliability 
Standards, encompassing 259 Requirements, as subject to Spot Check.  The following list details 
which of the Reliability Standards are applicable to each of the different compliance discovery 
methods just described. 
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