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Executive Summagr

Executive Summary

This report is divided into a number of sections, each witkifeerent focus for relating
AYTF2NXYEGA2Y O2yOSNYyAYy3d (GKS b2NIK ! YSNAOLY 9f S
of its Compliance Monitoring and Enforcement Program (CMEP) in 2010. Following
acknowledgements to those whose time has been deeidab this report as well as a brief
introduction that explains the purpose and history of the CMEP, the Reliability Standards and
Compliance Findings Review section of the report is presented.

The Reliability Standards and Compliance Findings Revievdgsay brief overview of changes

to the Reliability Standards that took place in 2010 as well as a concise analysis of violation
statistics for the year. Changes made to those Reliability Standards referred to as 693
standards, in reference to the FedeEergy Regulatory Commission (FERC or the Commission)
Order No. 698 encompass six updates to existing standards and the implementation of one
new Reliability Standard, PR@3-1. In terms of the Ciritical Infrastructure Protection (CIP)
Standards, alseeferred to as 706 standards in reference to FERC Order NG, Q@002
through CIF009 underwent two revisions in 2010.

A graph of the number of violations in 2010 relative to the NERC Reliability Standards, Figure 1,
provides a look at the twenty mostiolated Reliability Standards for 2010, highlighting the
discovery method as either setfentified or externally discovered. Sélentified violations are
violations that registered entities recognize within their own organization by way of self
reports, selfcertification, periodic data submittals, and exception reporting. Externally
discovered violations are those that are discovered by the ERO through compliance audits, spot
checks, and investigations. It is noteworthy that eight of the top testw@lated standards in

2010 are CIP standards.

! SeeMandatory Reliability Standards for the Bitkwer Systenl18 FERC { 61,218, FERC StaReds. 1 31,242 (2007) (Order No. 693) FERC
Order No. 693 alittp://www.nerc.com/files/order 693.pdf

2
SeeMandatory Reliability Standards for Critical Infrastructure Protecti@2 FERC 1 61,040 (2008yder No. 706FFERC Order No. 706 at
http://www.nerc.com/files/Order_706.pdf
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Figurel: Top 20 Violated NERC Reliability Standards for 2010

Figure 2 provides a breakdown of the violations in 2010 by way of discovery method. The
largest proportion ofviolations within 2010 was discovered by way of-sefforts, which is very
positive considering that seitports reflect an internalized understanding of Reliability
Standards. Selflentified discovery methods account for 65% of all violations diseavan

2010. The second most frequently occurring discovery method for violations in 2010 was
compliance audits at 20%. Externally identified discovery methods can be attributed to 35% of
all discovered violations in 2010

Investigation, 15,

1%
Exception Report, 5,
0%

e Spot-Check, 232,
Self-Certification, 14%

313,18% /'

Periodic Data
Submittal, 4, 0%

Audit, 332, 209 Self-Report, 809,
47%

Figure2: Useof the VariousDiscoveryMethodsfor the Top 20 Violation®f NERC Reliability
Standardsn 201Q

In terms of the top twenty most violated standards for the period of June 18, 2007 through the
end of December 2010, it is noteworthy that fivetbé ten most violated standards are CIP
standards, as shown in Figure 3.
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Figure3: Top 20 ViolatedNERC Reliabilit$tandards All Time thru 12/2010.

The Review of NERC Staff CMEP Activities discusses what challenges andstrnentplwere
addressed by each of the groups within Compliance Operations and Compliance Enforcement in
2010.

e NERC processed 94 appeals and certified 24 registered entities, bringing the NERC
Compliance Registry to a total of 1,942 registered entitied tre registered for 4,730
functions.

e NERC conducted 4 Lead Auditor training sessions and 2 CIP Standards training sessions.

e NERC developed a new outreach tool, called a Compliance Application Notice (CAN),
that is used to clarify, in a relatively shornmod of time (approximately three months),
how compliance is being applied in the field. 7 CANs were issued in its first year.

e NERC released 5 Compliance Application Reports (CARS), which are reports that go into
thorough analysis of Reliability Standarthat have experienced a high frequency of
violations, helping registered entities and Regional Entities alike to understand why
certain standards are so frequently violated.

e NERC issued 6 Public Notices in order to provide additional compliance infamroata
variety of issues.

e NERC began the Key Reliability Standard Spot Check (KRSSC) Program to analyze the
Oz2yaAraidaSyoe 2F GKS wS3aIA2ylf 9yiuAdASaQ | dzR.
PR@05 was the Reliability Standard in focus for this paagin its first year.

e NERC improved its ability to process violations, from an average of 140 violations per
month throughout 2010 to 203 violations per month as of January 2011. Serving as a
backdrop to this increased efficiency in violations processthg number of active
violations climbed from 2,006 in January of 2010 to 3,193 in January of 2011.
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Executive Summary

Feedback from the Regional Entities provides insights into the implementation of the CMEP
FNRBY GKS wS3aiaz2ylrf 9ydAileQa ndkbnktkd bae pro@seda ! RR
number of improvements for future iterations of the CMEP based upon their experience in

2010.

¢ In 2010, Regional Entities conducted a total of 25 compliance seminars and workshops
reaching out to approximately 4,100 participamatsd developed newsletters and several
other forms of outreach to registered entities.

e The Regional Entities performed more than 350 compliance audits of registered entities.

e A number of the Regional Entities experienced delays in the timely completianduf
reports due, ultimately, to a lack of staff.

e Many of the Regional Entities were experienced difficulties incorporating the added
workload presented by the CIP standards.

e The Regional Entities seek to have an Actively Monitored List of ReliabilitgaBia
(AML or Actively Monitored List) that more closely reflect risk and performance based
criteria as they relate to current reliability trends and issues, violations, and
investigations.

e In addition to the Actively Monitored List, some of the Regidfrdities are seeking the
development and incorporation of an entity assessment for assisting Regional Entities in
determining for an audit where the greatest risks exist for a given registered entity.

e Some of the Regional Entities have asked that a moogotigh and robust auditor
training program be developed.

NERC has initiated a number of efforts in response to industry concerns about the CMEP. Those
efforts initiated in 2010 are described in the Significant Issues from 2010 as well as the Moving
Forwad sections of the report, and involve the following:

¢ NERC filed a clarification and rehearing request in response to a FERC mandate ordering
NERC to modify BAIO3-0 within six months. FERC responded by acknowledging that
six months isnot sufficient time for NERC to address the technical complexity of
frequency response and bias and, instead, directed that NERC propose a schedule for
completing its objectives and tasks for its modifications. The completion of these
activities is captured as part of NER®@ject 200712: Frequency Response.

e NERC will incorporate a stronger focus on-baked and performanebased criteria
into the Electric Reliability Organization (ERO) audit approach in the coming years.

¢ Riskbased auditing has six main components, \Whi@ange from the analysis of
compliance history to compliance culture of a registered entity, in order to determine
an appropriate audit scope.

o Performancebased auditing stresses the review of actual performance of a registered
entity in accordance withts stated programs and procedures rather than relying solely
on documentation during compliance monitoring.

2010 CMEP Annual Report 5
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Six Modeling, Data, and Analysis (MOD) Reliability Standdvt3D-001-1a, MODB004

1, MOD008-1, MOD0281, MOD0291a, and MOBD30-2 - became effetive in April

2011 and have a significant impact as to how Transmission Service Providers and
Transmission Operators calculate the transmission capabilities of BES facilities for
marketing purposes.

PERDO51, one of the Personnel Performance, Trainingd aQualifications (PER)
Reliability Standards, has a complex implementation schedule considering that its
requirements will become effective at various times over the course of three years,
beginning in 2011 and reaching completion in 2014.
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Acknowledgement

NERC would like to thank the many individuals who invested their time and expertise and
countless hours of work involved in the 2010 CMEP.

We would also like to thank all who will continue ¢ontribute as we work to improve the
reliability of the bulk power system (BPS).

This report is the fourth annual report since NERC Reliability Standards became mandatory and
enforceable in the United States (these Reliability Standards have been mandatsome

Canadian provinces since their approval by the NERC Board of Trustees). An annual report is
RSOSt2LISR F2ff2gAy3 (GKS 02y OfdzaAizy 2F (GKS LJ
evaluation of program activities for a complete year. NERC t®olkis information from the

Regional Entities in the first quarter and develops a draft report for review by the Regional
Entities, the Compliance and Certification Committee, and the Board of Trustees Compliance
Committee.
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Introduction

Introduction

This report describes the results and effectiveness of the 2010 ERO CMEP as implemented by
the eight Regional Entities through the Regional Delegation Agreements (RDAs) and as overseen
by NERC.FERC Order No. 67provides the frameworkior an ERO and its corresponding
certification process. On July 20, 2006, FERC certified NERC as theFHRC regulations
provide that an ERO must submit an assessment of its performance three years from the date
of certification by the Commission, amVery five years thereafter. On September 16, 2010
FERC recertified NERC as the B&IOwing the three year assessment.

On April 19, 2007, FERC approved eight Riwsugh which NERC, as the international ERO,
delegates certain compliance monitoring and enforcement activities ensuring that users,
owners, and operators of the BPS in the United States comply with Comméggiooved,
mandatory Reliability Standardsin 2008, NERC negotiated modifications to the delegation
agreements and has in place these agreements with the eight Regional Entities pursuant to
which the Regional Entities are delegated these activities. The Comrriggooved
delegation agreements ahassociated orders by the Commission cover all aspects of the
relationships between NERC and the Regional Entities, and provide an effective tool for
oversight of the regional programs and managing those relationships. These Regional Entities
include:

¢ Florida Reliability Coordinating Council, Inc.
(FRCC)

¢ Midwest Reliability Organization (MRO)

N

¢ Northeast Power Coordinating Council, Inc.
(NPCC)

¢ ReliabilityrirstCorporation (RFC)
e SERC Reliability Corporation (SERC)

e Southwest Power Pool Regioitaitity (SPP RE

* Texas Relkility Entity, Inc. (Texas RE) Note: The highlighted Area between SPP RE and SERC del
overlapping Regional Area boundaries. For example, some

e Western Electricity Coordinating Council (WECserving entities participate in one Region and their associatt
transmission owner/operators in another.

SeeOrder Certifying North American Electric Reliability Corporation as the Electric Reliability Organization ang Codgpliance Filind16
FERC 1 61,062 P 31 (2006) ahttp://www.nerc.com/files/20060720 ERO _certification.pdf

4IdatP3

5Seeh NRSNJ 2y (KS 9f SO NRGeYaad Pekfdrmiance Assiedsm@&#2BERE § 61127 R 2 (WG at:¢ K
http://www.nerc.com/files/Order on NERC Three Year Assessment.pdf

North American Electric Reliability @ail, et. al. Order Accepting ERO Compliance Filing, Accepting ERO/Regional Entity Delegation
Agreements, and Accepting Regional Entity 2007 Business Plans, 119 FERC { 61,060 (2007). The RDAs can be found ebsitedtERC w
http://www.nerc.com/page.php?cid=1|9]119|181
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Introduction

The entities registered by the Regional Entities come from all segments of the electric industry:
investorowned utilities, federal power agencies, rural electric cooperatistate, municipal

and provincial utilities, independent power producers, power marketers, and-$eadng
entities. These entities account for virtually all the electricity supplied in the United States,
Canada, and a portion of Baja California NortexMo.

The Regional Entity and NERC Compliance staffs work together to improve uniformity across all
Regional Entity compliance activities, increase communications and collaboration for ERO
implementation, and identify any difficulties encountered, bulglian effective, uniformly
implemented, CMEP of the ERO and identify changes necessary for future years. The results of
these efforts during 2010 are summarized in the Executive Summary, and are detailed in the
subsequent sections of this annual report.

Background

The NERC CMEP transitioned in 2007 from voluntary compliance with industry developed
Reliability Standards to mandatory compliance with FRREoved NERC Reliability Standards

in the United States. NERC and the industry have worked intensivaignsform decades of
industry criteria, guides, policies, and principles into mandatory and enforceable NERC
Reliability Standards in line with forces of change. A key turning point of the transformation
stems back to 1996 when two major blackoutstlie Western U.S. and the advent of open

I 0O0Saa GNYXyavyArAaairzy SR bow/ Ay wmopptr G2 02y 0
electric reliability panel) and the U.S. Department of Energy to establish the Electric System
Reliability Task Force, both gmmsito advise on critical institutional, technical, and policy issues
necessary to maintain BPS reliability.

Both groups:

e Determined grid reliability rules must be mandatory and enforceable to ensure
reliability in an increasingly competitive marketplace;

e Recommended the creation of an independent, ERO to develop and enforce Reliability
Standards throughout North America; and

e Stated that federal legislation in the United States was necessary to accomplish this.

As a result, NERC implemented the blidbon LJ- y St Qa NBO2YYSYyRIFGAZ2Y 0o
planning policies, principles and guides into planning standards. The NERC Board of Trustees
approved the Reliability Standards, setting the foundation for the voluntary compliance era

with monitoring by NERC arnis Regions from 1999 through June 2007, when FERC authorized

the first set of Reliability Standards submitted to it as mandatory and enforceable. On June 18,
2007, the CMEP encountered a paradigm shift from voluntary compliance to mandatory
compliance inthe United States. Of note, in 2002, NERC operating policies and planning
standards became mandatory and enforceable in the Canadian province of Ontario.

In 2008, significant changes were brought about to the penalties incurred as a result of
violations While mandatory standards were put into effect June 18, 2007, the Commission
Ffft26SR | GOGNIXYyarxdGAz2yé LKFaAS FNBY WdzyS my3> H
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Introduction

industry time to put programs in place and adapt to the new culture. The Commission @llowe
NERC and the Regional Entities an enhanced level of discretion for violations during that period,
unless they had a significant impact to the BPS thereby allowing NERC and the Regional Entities
to focus on the most significant risks to the reliabilityttod BPS in the formative months of the
mandatory program. Beginning January 1, 2008, this transition phase was eliminated and
violations were processed in a uniform manner based on their impact to the BPS

The year 2010 saw great progress in the impletagon of the CMEP. NERC continued moving
G26FNR &GN GS3IA0 Y2yAG2NRAy3a 2F asStSOGSR al O
Implementation Plan, streamlining the audit workload and helping to ensure greater reliability
of the BPS. The implemetitan of the Critical Infrastructure Protection (CIP) standards, while
challenging technically and logistically for NERC, the Regional Entities, and registered entities
alike, has helped to fill in a potential reliability gap that would have only growmaseéxt
generation of power system equipment becomes the standard. Communication and
collaboration improved between NERC and the Regions, bringing about more active
participation of NERC staff on various regional committees and working groups. Enhateemen
to the registration process have assured that entities can be registered much more quickly than
they were in the past, and, with joint registrations becoming available, a great deal more
flexibility has been offered to the entities as well. Lastly,oaudtion enhancements have
improved the efficiency of the compliance monitoring process by allowing entities to upload
compliancerelated forms to fulfill data submittals requirements, thereby reducing the
personnel and time required for the handling of #eeforms.

10 2010 CMEP Annual Report



Reliability Standards and Compliance Findings Review

Reliability Standards and Compliance Findings
Review

Reliability Standards Overview

With the number of standards steadily growing since 2007 combined with a tumultuous set of
updates for many of thestandards, 2010 was a challenging year from the regulatory
perspective. According to the 2010 AML, reviewed in Appendix A below, the beginning of the
year saw the number of Reliability Standards reach 95. Of these 95 standards, registered
entities were tasked with demonstrating compliance with 56 standards within compliance
audits, 60 standards for setertifications, 19 standards with spot checks, and 13 standards for
periodic submittals. These numbers do not reflect new standards or updates toahdastls

that took place throughout the year.

Tablel: 693 Standards Update Table2: CIP Standards Version 2 and 3 Updates
Listing for2010 Listing for 2010
093 Standards —_— ,
] A Effective Date CIP Standards . CIP Standards .
Updated/Added in 2010 Update Version 2 Effective Date Update Version 3 Effective Date
FAC-010-2.1 4/19/2010 CIP-002-2 4112010 CIP-002-3 10/1/2010
INT-005-3 77172010 CIP-003-2 412010 CTP-003-3 107112010
INT-006-3 710010 CIP-004-2 4112010 CIP-004-3 10/1/2010
CIP-005-2 412010 CTP-005-3 107112010
INT-008-3 7/1/2010
CIP-006-2 412010 CIP-006-3 10712010
NUC-001-2 4/1/2010
CIP-007-2 4172010 CIP-007-3 10/1/2010
PRC-023-1 7112010
CIP-008-2 412010 CIP-008-3 10712010
TPL-003-02 4232010 CIP-009-2 4172010 CIP-000-3 10/1/2010

Changes made to those Reliability Standards referred to as 693 standards, in reference to FERC
Order No. 693, etcompass six updates to existing standards and the implementation of one
new standard, being PRI231. In terms of the CIP Standards, also referred to as 706
standards in reference to FERC Order No. 7060@2Rhrough CH909 underwent two updates

in 2000. As a result of these two updates, a total of three versions of the CIP standards were in
effect within this one year. The following tables, Table 1 for 693 standards and Table 2 for 706
standards, provide an overview of standards that were eitheatae or modified in 2010, as

well as referencing applicable dates for which the changes became effective.

Critical Infrastructure Protection (CIP) Standards
The year 2010 proved to be an eventful year for the CIP standards. Not only was this the first
year in which all applicable registered entities became auditably compliant with these

2010 CMEP Annual Report 11



Reliability Standards and Compliance Findings Review

standards, but there were no less than three versions of the standards themselves in effect
throughout the year, creating significant administrative burden on the induassryvell as for
Regional Entity audit programs. The purpose of these updated versions of the CIP standards in
2010 was to reflect the efforts taking place within the CIP department at NERC for better
ensuring compliance. These efforts are the following:

Transparency The CIP department worked jointly with Regional Entities to improve the
consistency of compliance program results; improve-biaked approaches for auditing
and spot checking; and promote a culture of security and compliance through
educatbn, transparency and incentives. Specifically, the department participated in 23
audit observations during 2010, and all but two were observations of auditors as they
assessed compliance of entities with the CIP standards. Critical infrastructure abserve
offered support to the audit team, bringing a perspective of consistency to interviews
with subject matter experts, offering constructive feedback about auditing technique, or
sharing lessons learned from other Cyber Security Order 706 audits.

Uniformity. The CIP department worked with industry to develop an objective basis for
entities to identify critical assets for G2, which was approved in 2010. Version 4 of
the CIP Reliability Standards, which includes bHliglet criteria, provides specific list of
assets for entities to consider critical, rather than having each entity develop a
methodology to determine its critical assets. This significant accomplishment enables
entities to more efficiently and effectively identify Critical Cylfessets and deploy
justified controls to protect those assets.

Sufficiency The CIP department developed and implemented a Sufficiency Review

t NEINFY o6{wtO (42 SEIYAYS .t{ SyGAGASaQ wa
found within CIF0023. The SRBEI YAy Sa 6KSGKSNI Iy SyidAaideQ:
ensure the safe, reliable operation of the BPS.

Compliance Findings Overview
The activity surrounding violations varied widely throughout 2010.

Table 3 shows a Regional Entity and ERO breakdown of 86 active alleged violations that
were in each CMEP violation mitigation plan state as of December 31, 2010. There are five
violation Mitigation Plan states:

1.

o > 0N

Regional Entity Assessment
NERC Assessment

Mitigation Plan Implementation
Regional Verificatioof Completion
Closing

12
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Reliability Standards and Compliance Findings Review

The Regional Entity Assessment state accounted for the vast majority of alleged violations with approximately 64%. isooothgar
NERC Assessment state accounted for approximately 9% peifcahtlee violation Mitigation Plans on December 31, 2010. Lastly, there
were approximately 14% of active violation Mitigation Plans that were either validated complete by the Regional Entity certifezd
complete by the registered entity.

Table3: Mitigation Plans Process Tablé\ctive Alleged Violations.

State 1 State 2 State 3 State 4 State 5
(Regional
(Mitigation Plan Verification of
(Regional Assessment) (NERC Assessment) Implementation) Completion) (Closing)
Substate A Substate B Substate C Substate D Substate E Substate F Substate G
Mitigation
Accepted MP NERC Regional Plan
Region Region Not Received Reviewing NERC Reviewing Registered Entity Verification of Validated

Region Awaiting Reviewing from Region Active MP Completed MP Implementation MP Completion Complete Total
FRCC 16 13 2 2 7 25 12 0 77
MRO 46 0 5 0 12 3 10 77
NPCC 20 6 3 13 0 9 19 12 82

RFC 151 95 11 29 2 62 56 2 408
SERC 220 145 0 3 1 20 6 0 395

SPP 101 2 0 9 36 52 7 15 222

TRE 22 2 0 0 0 3 5 33
WECC 112 95 2 13 16 66 68 14 386
NERC 56 0 0 0 0 0 0 0 56
TOTAL 744 359 18 75 62 246 174 58 1736

State Totals 1103 155 246 174 58
Definitions

Substate A = Region is still awaiting receipt of mitigation plan from Registered Entity.

Substate B = Region has received mitigation plan and is reviewing.

Substate C = NERC has received mitigation plan and is reviewing. Also includes any mitigation plans not yet received by NERC.
Substate D = Mitigation plan has been verified completed by the Region but is still awaiting approval by NERC.

Substate E = Mitigation plan has been approved by NERC, and sent to FERC, but has not been completed.

Substate F = Mitigation Plan has been completed per Registered Entity but is being verified by the Region.

Substate G = Mitigation plan has been verified completed by Region. has been approved by NERC, and sent to FERC.

e Includes Mitigation Plans received through 12/31/2010.
*  Mitigation information reported at the violation level.

2010 CMEP Annual Report 13



Reliability Standards and Compliance Findings Review

Figure 4 shows the number of submitted violations within a particular month for a portion of
2009 and all of 2010. For 2010 specificallypiceable surge in CIP violations occurred in
September, with over 180 violations in this month alone. For CIP, the rest of the year was much
more consistent by comparison as only one other month exceeded 100 violations.
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Figure5: 2010 Violation Trends.

Figure 5 goes into increased depth concerning violations in 2010 by tracking the number of
violations processed throughout the year. What is evident from this graph is that the number
of violations received in a given month is almost always greater thamtumber of violations
processed. This difference is especially pronounced later in 2010, in the months of August,
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Reliability Standards and Compliance Findings Review

September, and October. In tHenforcement section below, this issue and the activities to
address this issue are discussed more thoropghAs for 693 violations in 2010, they remain
fairly consistent throughout the entire year as shown in Figure 4, though there is a noticeable
spike in August followed by a significant drop at the very end of the year.

2010 CMEP Annual Report 15
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Review of NERC Staff CMEP Activities

This portion of the report provides an overview of the activities for 2010 that involved NERC
staff who participated in the CMEP.

NERC Compliance Monitoring and Enforcement Organization

In 2010, NERC undertook a substantiabrganization of its Compliance Monitoring and
Enforcement Department. All CMEP activities were managed out of a single department prior
to this reorganization. NERC separated these activities into three distinct departments to better
fulfill key aspectof the NERC visioq particularly fostering greater transparency, culture of
compliance, and strong enforcement.

The Compliance Operations Department is charged with the overriding goal of ensuring success
of the Regional Entities and registered entitwith respect to reliability compliance.

The Compliance Enforcement Department is tasked with ensuring strong, consistent, and
expeditious enforcement of Reliability Standard violations.

The Event Analysis and Investigation Department combinesiteOKy A OF f SELISNI A &
situation awareness staff, events analysis staff and its compliance investigators to facilitate
efficient processing of these activities and to provide lessons learned which will promote
increased reliability of the BPS.

CMEPTransparency

Periodic Self- CS?;:::itia::e Self-
Reports rtificati R ot
© cerication Investigation e

Region notifies NERC (& entity) of alleged violation within 2-5 days — NERC notifies gov't authority

Region continues review and evaluation
Settl ¢ Notice of alleged violation & proposed penalty sent to responsible entity w
negotiations
Entity accepts violation — submits Mitigation Plan

Settlement — . -
Reached Notice of confirmed violation sent :'t'?atm"{' Plan Regional Hearing
to NERC & responsible entity S laly 2005
Appeals Process

NERC Review
Approved NERC BOTCC reviews & approves
by BOTCC region’s proposed penalty Gov't Review

(o
o
N
F
I
D
E
|
T
I
A
L

5 DAY WAITING PERIOD

Notice of penalty or settlement sent to FERC in U.S. & posted to NERC

website (Processes differ in Canada)
Figure6: The CMEP Process.
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Review of NERC Staff CMEP Activities

NERC and the Regional Entities continuously balance the request from the industry to improve
transparency with the confidential nature of the CMEP processes. Figure 6 is a pictoriaf v

the compliance process and shows how most of the processes in the CMEP fall under a window
of confidentiality. NERC and the Regional Entities are continuously identifying and
implementing innovative ways to share CMEP process information while rimgno
confidentiality.

In 2010, NERC began publicly posting CMEP implementation and process information. NERC
Compliance Operations will continue to review and publicly post CMEP implementation and
process information in order to enhance the transparentyhe CMEP and its implementation

to registered entities.

Organization Registration and Certification

Organization Registration

The purpose of the Organization Registration Program is to clearly identify those entities that
are responsible for compliance with the FERC approved Reliability Standards. As described in
the NERC Rules of Procedure AppendiObganization Registratioand Certification Manud)

NERC has established documented procedures to ensure a fair and impartial appeals process.
Entities with a direct interest in a dispute may not participate in the appeals process except as a
party or witness. From June 2007 December 31, 2010, the ERO has processed 94 appeals,
where 3 of the 94 were submitted in 2010 and 1 is still active at NERC. The Regional Entities
have settled 65 and the BOTCC has processed 29. Figures 7 and 8 are graphs showing the
appeals by year andyifunction.
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Figure7: Total Registration Appeals by Year.

7
All available public notices can be foundgtp://www.nerc.com/page.php?cid=3|22

8
SeeAppendix 5A: @anizationRegistration and Certification Manuad the NERC RoP at:
http://www.nerc.com/filesINERC Rules of Procedure EFFECTIVE 20110412.pdf
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Figure8: Appeals to the BOTCC by Function.

Asdescribed in the NERC Statement of Compliance Registry Criteria, NERC will include in its
Compliance Registry (the NERC Compliance Registry or NCR) each entity that NERC concludes
can materially impact the reliability of the BPS. NERC wishes to idestiflany organizations

as possible that may need to be listed in the NCR. Identifying these organizations is necessary
and prudent at this time for the purpose of determining resource needs, both at the NERC and
Regional Entity level, and to begin the presef communication with these entities regarding

their potential responsibilities and obligations. In accordance with the NERC Rules of
Procedure, the NCR is updated on a monthly basis. As of December 31, 2010, NERC has
registered 1,942 entites on the NCR for 4,730 registered functiohs.

%¢KS b/w Oby 08 Tuetsjefathipk/Nirza&cor/mhgelplipacid=3]25
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Table4: NERC Compliance Registry Matrix Data as of 12/31/2010.

Region 7 OTRegistered o\ hn 55 GoOp IA LSE PA PSE RC RP RSG TO TOP TP Tsp om#of
Entities Functions
TexasRE 225 1 46 114 86 1 58 1 44 1 1 0 30 15 27 1 426
FRCC 74 10 27 31 31 10 19 14 29 1 15 1 24 16 13 8 249
MRO 124 20 54 43 43 5 57 6 75 3 34 2 40 20 23 13 438
NCEA 3 1 0 o0 0 2 0 1 0 2 1 0 0 1 0 1 9
NPCC 302 6 62 138 134 6 63 6 92 5 6 2 34 14 17 14 599
RFC 372 13 88 148 147 3 55 3 164 2 15 1 37 16 13 3 708
SERC 246 32 78 97 89 28 77 20 8 8 31 7 49 26 30 16 676
SPP 128 16 47 52 50 2 50 1 64 1 24 1 38 18 20 6 390
WECC 468 34 175 214 210 1 149 30 147 1 55 3 84 52 45 35 1235
TOTALS 1942 133 577 837 790 58 528 82 703 24 182 17 336 178 188 97 4730
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Multi - Regional Registered Entity (MRRE)

The purpose of the MuHlRegional Registered Entity (MRRE) proassso describe the
coordinated CMEP processes that will be used by NERC and the Regional Entities for a subset of
registered entities that volunteer for this program and are registered in multiple regions. The
MRRE process allows these entities the gptlit request to be accountable to one Compliance
Enforcement Authority (CEA). This coordinated process provides for increased efficiencies in
compliance resource allocation for NERC, the Regional Entities, and the registered entities while
maintaining thereliability of the BPS.

To manage this complex process, the MRRE project was divided into three phases and they are:

1. Phase X Assessment and assignment of an MRRE to a lead Re§ikanted November
2010

2. Phase Z; Transition of data and transfer respohsity of the MRRE from the ARE(S) to
the LRE Projected to start first quarter of 2011

3. Phase Z; Full operation for the MRRE under an LRE; to be assessed at 6 and 12 months

There were 5 MRRE applications submitted to the Certification and Registratidariy Group
(CRWG) in December of 2010 for processing and approval.

Due to potential Regional Entity jurisdictional issues, the MRRE process is on hold as of May
HaMMm LISYRAY3 bo9w/ S3FfQa NBOASS YR RSGSN¥YAY

Organization Certificat  ion

The purpose of the Organization Certification Program is to ensure that the new entity (i.e., an
applicant to perform the functions of a Reliability Coordinator (RC), Balancing Authority (BA), or
Transmission Operator (TOP) that is not already perfogntine function for which it is applying

to be certified as) has the tools, processes, training, and procedures to demonstrate their ability
to meet the requirements/sub requirements of all of the Reliability Standards applicable to the
function(s) for whih it is applying thereby demonstrating the ability to become certified and
then operational.

Both NERC and the Regional Entities have specific roles and responsibilities regarding
organization certifications pursuant to the NERC Rules of Procedureygr5B06 and Appendix

5A. As described in the NERC Rules of Procedure Appendix 5A, Organization Registration and
Certification Manual. These rules apply to those entities who seek to operate as a TOP, BA, or
RC.

The ERO has successfully completed 24 watibns in 2010. Most of the certifications
completed (13 of 24) were Texas RE TOP certifications. This was a result of a major change in
operational agreements between the Transmission Owners (TOs) and the Electric Reliability
Council of Texas, Inc. REOT). Of the remaining 11 certifications, two were TOPs that
precipitated from changes in agreements requiring the Transmission Owner to immediately
become the registered Transmission Operator. The remaining 9 certifications were due to
market changes tere entities submit an application to the applicable region(s) and the
certification process is completed per NERC Rules of Procedure. It is expected that the number
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of certifications, approximately 10 per year, will remain about the same due to future
agreement and market changée$.

Listed below in Table 5 are the 24 entities that were certified in 2010, with the lead Region, the
applicable function certified, and the date of the site visit.

Table5: Registered Entities thatvere certified in 2010.

Registered Entity Function Region
American Electric Power Service Corp TOP Texas RE
Brazos Electric Power Co Op TOP Texas RE
Brownsville Public Utilities Board TOP Texas RE
Bryan Texas Utilities TOP Texas RE
CenterPoint Energy TOP Texas RE
City of Austin TOP Texas RE
City of College Station TOP Texas RE
City of Conway BA SERC
City of Garland TOP Texas RE
City of North Little Rock BA SERC
City of West Memphis BA SERC
CPS Energy TOP Texas RE
Eugene Water and Electric Board TOP WECC
LCRA Transmission Services TOP Texas RE
MISO (Big Rivers Electric Corporation) BA RFC
MISO (Dairyland Power Cooperative) BA MRO
Oncor Electric Delivery Company TOP Texas RE
Owensboro TOP SERC
Progress Energy BA FRCC
Red Mesa BA WECC
Snohomish PUD TOP WECC
South Texas Electric Cooperative TOP Texas RE
Texas-New Mexico Power TOP Texas RE
Trans Bay Cable TOP WECC

Seminars and Communications

For 2010, several seminars for compliance activities were conducted at the Regional Entity
level. NERC learned early that there are important interfaces between the users, owners, and
operators of theBPS and the Regional Entities necessitating a more Regional approach to
communications. NERC provides material from the North American perspective for each of the
Regional Entity seminars and the Regional Entities providing much more detail regarding the
specific program requirements in their particular Regions. The Regional Entities conducted a
total of 25 compliance seminars and workshops in 2010, reaching out to approximately 4,100
participants. NERC Compliance staff attended most of the Regiornigl érhpliance seminars.

10 .
Certification final reports are can be found http://www.nerc.com/page.php?cid=3|25|294
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Auditor Training Activities

The NERC compliance auditor training is generally based on the U.S. Government Accountability
Office (GAO) Generally Accepted Government Auditing Standg@AGAS) for performance

audits. Throughout 2010, NERC conducted 4 sessions of the Fundamentals of NERC Compliance
Audits for Lead Auditors training and 2 sessions of CIP Standards Training (CIP Basics for
Auditors). The compliance auditor training magérs continuously being improved based on
feedback from compliance audit experiences and changes to the GAO GAGAS, CMEP and NERC
Rules of Procedure. Additional training modules, concerning GAO Auditing Standards, random
sampling techniques, critical atsdentification and a review of GI®2 sufficiency reviews, all

meant for enhancing the CIP compliance auditor skills, were developed and offered in 2010.

NERC also implemented a Compliance Investigations (Cl) leaders training class for NERC and
Regioml Entity staff Compliance Investigators. In 2010, NERC conducted 4 sessions of
Fundamentals of Compliance Investigations Training. The CI leaders training material is
continuously being reviewed and improved based on feedback from Cl experiences and
changes to the GAO GAGAS, CMEP and NERC Rules of Procedure.

Reliability Standard Audit Worksheets

The NERC Reliability Standard Audit Worksheets (RSAWS) are designed to add clarity and
consistency to the assessment of compliance with Reliability Standaffise RSAWSs are used
F2NJ Ydzf GALIX S O2YLIX Al YyOS Y2yAG2NAYy3 YSiK2Ra®
resources are welcome and can be directed to the Regional Entity Compliance Managers.

The RSAWs are posted on the NERC public web site and prafadeation to the industry

about expectations of the ERO compliance auditors when evaluating compliance with a
Reliability Standard. NERC works in close coordination with the Regional Entities to ensure the
information in existing RSAWSs is updated witle latest regulatory authority language and
guidance, and new RSAWs are developed as Reliability Standards are approved. It is
recommended that Regional Entities and Registered entities check the NERC website regularly
to ensure the latest available veéosis of RSAWSs are being used.

NERC works with Regional Entities to review these RSAWSs on a continuous basis for
improvement. NERC will transition the RSAWSs into a database format in the near future to
allow for timely updates as Reliability Standardsapproved, modified, or retired.

Regional Entity Program Audits - Agreed Upon Procedures (AUP) Spot Check

In 2008, NERC developed the Agreed Upon Procedures Spot Check program for auditing the
wSIAA2y It 9yiGaAldeQa | RKSNBYyOS E® and itsKkBRO kufctiohal wdzf S
responsibilities as defined in the Regional Entity delegation agreement. This was performed in

11
SeeGAO Government Auditing Standards availablé@p://www.gao.gov/new.items/d07731qg.pdf

12 .
The complete listing of RSAWSs can be foundhtép://www .nerc.com/page.php?cid=3|22
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accordance with Order Nos. 672 and 6X2f the Federal Energy Regulatory Commisdion
Requirements concerning the Regional Entitgiaprogram attributes including timelines are
contained in the NERC Rules of Procedure, Section 402.1.3 and Appendix 4A.

In 2010, NERC completed initial audit activities of five of the eight Regions (RFC, SERC, MRO,
SPP RE and NPCC). NERC conductédealaidits using an independent contracting firm. The

AUP approach allowed NERC to audit the Regional Entities adherence to the NERC Rules of
Procedure, CMEP, and the Regional Entity delegation agreement requirements. Based upon
experience gained and deons learned in conducting the audits, NERC determined the audit
process should be restructured to include more focus on risk and performance. With respect to
the remaining three Regional Entities, NERC performed an analysis to assess the exceptions
identified in the previous five audits performed. From this analysis, NERC developed a spot
check audit process to verify that exceptions did not exist at the remaining three Regional
Entities. NERC performed the spot check of Texas RE, WECC, and FRO(Gtimulaetdr of

2011.

Compliance Application Notices (CANS)
CANS$* provide guidance for specific issues or questions regarding compliance applications.

In FERC Order No. 693everal commenters argued that there were gaps and ambiguities in

the standards and requested relief from monetary penalties and even compliance with those
wStAlFLoATfTAGE {GFYRIFENRA ARSYUAFTFASRO I OO2NRAY 3
standard-by-standard review, each Reliability Standard that we approve contains Requirements
GKFG TNB adzFFAOASyidfe OfSIENI a G2 0SS SyT2NDC
Further, in Order No. 693 Section 277, the Commission agreed with NEREv#atf some

clarification of a particular Reliability Standard would be desirable at the outset, making it
mandatory allows the ERO and the Regional Entities to provide clarification on afguwagd

basis while still requiring compliance with ReliapiBtandards®

Thus, CANs were created in response to requests for compliance guidance from industry
a0l 1SK2ft RSNAR |yR (2 FdzZ FAEE COw/ Qa @AraArzy GKI
entities. There are two significant and mutually reiiog purposes of a CAN:

13
SeeRules Concerning Certification of the Electric Reliability OrganizatidriProcedures for the Establishment, Approval, and Enforcement
of ElectricReliability Standard©rderNo. 672, FERC Stats. & Regs. 1 31@@ér2 y NBréefNs.672A, FERC Stats. & Regs. 1 31,212
(2006)

14 . .
The complete list of CANs can be founchdtp://www.nerc.com/page.php?cid=3|22|354

15 SeeMandatory Reliability Standards for tieilkPower SysterrOrder No. 693, FERC Stats. & Regs. 1 31,242 (2002548P

http://www.nerc.com/files/order 693.pdf
®Seeh NRSNJ 2y (KS 9t SOGNK O -Yed Pekformahchssassinett 3MEERY RELRIT A 2 Y Q& ¢ K N
(2010)at P 216 JERC can maximize consistency and appropriateness of treatment in compliance matters most
STFTAOASyiGfte AF Al KIa GKS FoAfAdprati2 ROAAS 2N LINPOARS
http://www.nerc.com/files/Order on_NERC_ Three_Year_ Assessment.pdf
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1. Toprovide transparencyo industry on how an ERO compliance enforcement authority will
monitor compliance with a NERC Reliability Standard; and

2. To establish _consistencin the application of compliance criteria across all compmiéan
enforcement authorities.

Further, CANs provide a timely means to address complieglaged issues a CAN may be
produced in approximately three months.

The CAN program was launched in 2010 and resulted in the issuance of seven CANs as follow:

e Compliance Application Notice; 0001. Compliance Applicability: 20INJD4-2 R1:
provides notice of a correction in the Violation Risk Factor Matrix regarding compliance
applicability of INT004-2 R1.

e Compliance Application Notice 0002. Compliance Applicabiit TORP0O03-0 R1.3:
provides notice of a correction in the Violation Risk Factor Matrix and the 2010 Actively
Monitored Standards spreadsheet regarding compliance applicability o{003P R1.3.

e Compliance Application Notice 0003. Compliance Applicaliii IRG006-4.1 R2:
provides notice of a correction in the 2010 Actively Monitored Standards spreadsheet
regarding compliance applicability of IRO6-4.1 R2.

e Compliance Application Notice 0004. Compliance Applicability: IR@4-1 R3
provides notice o correction in the Violation Risk Factor Matrix and the 2010 Actively
Monitored Standards spreadsheet regarding compliance applicability c0(RQ R3.

e Compliance Application Notice 0005. Compliance Application: CO®2-3 R3:
provides clarity regalidg whether system operator laptops with the capability and
purpose of controlling Critical Assets remotely (whether in normal operations or in
emergencies) should be designated as Critical Cyber Assets (CCAS).

e Compliance Application Notice 0006. Compliance Application: E@R51 R7:
provides registered entities guidance on whether a Transmission Operator and a
Balancing Authority are required to verify its restoration procedure by actual testing or
by simulaton.

e Compliance Application Notice 0007. Compliance Application: CO®4-2 R4.2 & CIP
004-3 R4.2provides clarity about the extent and timing of revocation of access to
Critical Cyber Asses (CCAs) required irfD04FR4.2.

At the end of 2010, NERCatwated the CAN process and, along with industry, determined that
these initial CANs provided value. As a result, NERC is committed to continue and further
develop the program in 2011.

Compliance Analysis Reports (CARS)
NERC Compliance has conductedlyses of standards that have experienced a high frequency
of violations since June 18, 2007. These analyses were developed in coordination with the
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Regional Entities, and were presented to the NERC Board of Trustees Compliance Committee
(BOTCC) in the for CARY. The purpose of these reports is tfmd. First, they provide
information and guidance on the most violated standards. Second, they serve as a formal
mechanism by which to provide feedback to the standards developers for the purpose of
revisingthe standards based upon compliance experience. In 2010, 5 CARs were released and
involve the following standards:

e FAC008 and FA@O9¢ Facility Ratings Methodology

A The registered entities need to focus on several aspects for being compliant with
FAG008 and FA@O09:

o Ensure that there is a statement in their Facility Ratings Methodology that their
plan encompasses the most limiting applicable equipment rating.

o Verify that their Facility Ratings Methodology addresses both normal and
emergency ratings.

o Chek that all applicable equipment is covered in their Facility Ratings
Methodology; relay protective devices and series and shunt compensation
devices are the most commonly missed equipment.

o Include all assumptions, ambient conditions, operating limitatjorend
equipment ratings in the Facility Ratings Methodology.

o0 Make available ratings methodologies and respond to requests or comments
from entities performing other functions of the BES.

o Check and verify that all facility ratings are current and consistdttt the
current Facility Ratings Methodology.

¢ CIR001¢ Sabotage Reporting

A Registered entities should prepare one document that contains all requirements of
CIR001-1 and ensure that all employees have access to the document and are made
aware of itscontents. This accessibility and availability may pose challenges for
operating personnel who are routinely in the field. These challenges need to be
NBEO23ayAT SR YR | RRNBaaSR 2y |y 2y3a2iy13
sustaining compliance witthe standard. Registered entities should clearly indicate
the appropriate communications strategy in their Sabotage Reporting plan and
ensure its employees are trained to act accordingly.

¢ VARO002¢ Generator Operation for Maintaining Network Voltagé&atules

A Registered entities need to use their Automatic Voltage Regulators (AVR) in
Automatic mode at all times, unless specifically directed by their Transmission
Operator. Registered entities are encouraged to modify systems to generate alarms

17 )
The complete list of CARs can be founchéb://www.nerc.com/page.php?cid=3|329
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when AVRnode changes occur. In addition, all attempts should be made to assure
that consistent terminology is used between associated GOs and TOPs.

A Registered entities need to establish robust communication procedures to ensure
that the Transmission Operator istified of any and all changet® elements critical
in maintaining Reactive Power and voltage output. Generator Operators (GOPSs) are
encouraged to monitor and request a revised voltage schedule from their
Transmission Operator (TOP) that is more consisteih the actual operating
conditions at their site, or when the unit(s) is continually experiencing physical
limitations when attempting to maintain the existing voltage schedule. TOPs can
provide guidance and assistance to the GOPs in the developmethieo¥oltage
schedules, in particular where GOPs must take into account their impact on
neighboring GOPs and TOPs.

A Registered entities need to notify their Transmission Operator within the specified
time frame, 30 minutes, when taking the Automatic Voltd&ggulator (AVR) offline
or transferring the AVR into manual mode. Registered entities should develop a
procedural framework to capture and clarify reporting requirements. In addition, a
thorough review of AVR hardware/software systems has proven beakefar many
registered entities.

e PER002¢ Operating Personnel Training

A For compliance with PEBD2, registered entities need to effectively identify
objectives based on standards, procedures, and applicable regulatory requirements.
Also, registered erities should clearly and accurately present the core knowledge
and skills required for reliable operations in their training plans. Proper
documentation needs to be employed by registered entities. Organization of
records prior to an audit should be ss®ed for inclusion in the execution of the
program. Lastly, with regard to training programs, it should be clarified that the
essential goal of training programs is not simply providing system operators with a
set of skills or competencies, but trainingetn how to conduct their daily work; to
gain critical experience and then exercise judgment appropriately.

e CIR006 and CI®07 ¢ Physical Security of Critical Cyber Assets and Systems Security
Management

A For compliance with ClB06, responsible entities hsuld have a regular
maintenance and testing plan as part of their larger Physical Security Program.
Additionally, responsible entities should perform a gap analysis and or regular
testing of their physical security and access controls at access poithisitd®hysical
Security Perimeters. Responsible entities should verify personnel with unescorted
physical access have access to the necessary access methods such as key cards.
Lastly, responsible entities should ensure and reinforce through their arCyiadr
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Security Training the concepts of escorted and unescorted physical access to critical
assets.

A For compliance with CIB07, responsible entities shall have a test plan, follow their
test plan, and document the results of their test plan. Respongtbiities should
work with all vendors of systems and applications of applicable cyber assets in their
infrastructure to determine required ports and services. Most if not all vendors will
have some form of documentation detailing this information. Alsgsponsible
entities should consider leveraging a corporate level Patch Management Program if
one does not exist for their Reaine systems area. Typically, the corporate level
program will be established and include the necessary tracking, evaluatstade
and installation of applicable cyber security patches required for all Cyber Assets
within the Electronic Security Perimeter(s). Lastly, responsible entities should
baseline cyber asset logging service capabilities in a test, development, ane- or pr
production environment prior to moving a cyber asset to production.

Public Notices
Throughout 2010, a total of 6 Public Notices were issued by NER®e purpose of each of
these notices is as follows:

e NERC Compliance Process Bulletin #2000 ¢ Update to Interim TFE Program:
updates the interim program for Technical Feasibility Exceptions (TFEs) under the NERC
CIP Reliability Standards, ©®2 through CHR09, Versions 1 and 2. Version 3 of the
CIP standards was filed with FERC on Decembet(®®, and, if approved, would also
be subject to the TFE process outlined herein.

¢ NERC Compliance Process Bulletin #2002 ¢ Update to the 2010 CMEP
Implementation Plan:announces updates to the 2010 CMEP Implementation Plan and
the 2010 Actively Monitore List to account for Version 2 of the @®2 through CIP
009 Reliability Standards as well as Version 2 of the-001(Reliability Standard, and to
clean up additional items.

¢ NERC Compliance Public Bulletin #2@00B ¢ Reporting of Violations that Occur
During an Active Mitigation Plan Spanning Multiple Reporting Periogsovides
guidance for reporting ongoing and/or repeat violations of Reliability Standards during
the period of time when a registered entity is implementing an approved Mitigation
Plan.

e NERC Compliance Public Bulletin #2@1® ¢ Guidance for Entities that Delegate
Reliability Tasks to a Third Party Entityacilitates a better understanding of the
compliance responsibility and accountability for entities that delegate the performance
of reliability related tasks to a third party.

e NERC Compliance Bulletin #20005¢9 EI YLX S ¢ C9 t I NJipravides wS JA
'y SEFYLXS 2F Fy | OGdzat ¢C9 tI NI d.¢ NBOAS

18 )
NERC Public Notices are accessible throkith://www.nerc.com/page.php?cid=3|22
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o CIP Selfertification Addendum: provides insigt into the expectations of self
certification with the CIP standards, for which there were three versions in.2010

Key Reliability Standards Spot Check (KRSSC)

In 2010, NERC began the KRSSC Program. The purpose of this program is to compare and
contrastthe procedures and processes used across the eight Regions when auditing a selected
set of high risk/high impact reliability standards. Through this examination, NERC will be able
to identify the issues regional audit teams experience when evaluatingpliance with the

selected standards in addition to identifying the areas in regional audit evaluations where
additional guidance may be needed to improve evaluation processes or to promote consistency

in evaluations. It is not an objective of this progrémidentify a minimum acceptable audit
approach, but, instead, the focus will be for increasing the consistency and quality of audit
approaches across all the regions.

Each year, one standard will be selected for review. Performing this review wiltdzemaof
NERC auditors, who will examine Roublic audit reports, completed RSAWSs, and Regional
Entity evidence in order to formulate any determinations.

For 2010, the standard that was selected for review was-B0%1. The report detailing the
cross egion results for this standard will be released in 2011, following which each Regional
Entity will have the opportunity to discuss specific results with NERC.

Enforcement and Mitigation

Compliance Enforcement vastly improved its efficiency in processaigtions of the NERC
Reliability Standards in 2010. This was accomplished by focusing resources on risks deemed
most significant to the reliability of the BPS, and by lessening the administrative burdens
associated with processing violations that imptess of a risk to the grid.

The number of active violations increased from 2,006 in January 2010 to 3,193 in January 2011
from an average of 140 violations a month in 2010 to an average of 203 violations a month at
the start of 2011. The increase intiae violations can be attributed to the implementation of
bow/ Qa /Lt &0l yRINRa®
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Compliance Processing Statistics for 2010

3500

3000

2500

.3
| =4
8
B 2000 —— —
e
-
5 et
[ . -
2 1500 2
g -———-.._‘
=
1000
500
0
D-09 110 F-10 M-10  A-10 M-10 1-10 J10 A-10 5-10 o-10 N-10 D-10

Month and Year

~fill= Active  =dr=NERCWork =—fir=UnMitigated == Mitigated

Figure9: Compliance Processing Statistics for 2010.

New riskbased processes were implemented in March 2810The new processes were
applied to 60 percent of processed violations (512 violations out of 850) for 2010. As a
consequence, the number of violations processed each month has increased 3.5 times in 2010
(an average of 70 violations processed each mant2010 vs. 20 violations processed each
month in 2009). Compliance Enforcement also increased collaboration with Regional Entities
and increased the number and expertise of its enforcement staff. These measures have
contributed to the improved processinspeed and efficiency as illustrated in by the chart of
Figure 9 that shows violation processing statistics for 2010.

Under these new riskased processes, new templates for Notices of Penalty (NOPs) were
created in an effort to streamline the enforcemeeffort based on the magnitude and risk of

each violation. In addition to achieving beneficial efficiencies in the enforcement process, one
of these templates, the disposition document, should aid substantially in clarifying the penalty
determination. The disposition document standardizes across various tiers of NOPs the
presentation of every factor that would be taken into consideration in the penalty
determination, including factors like the Violation Risk Factors/ Violation Severity Levels
(VRFs/VSLE) G KS | OGdzrf FyR LRGISYydAlrt Nmxal G2 GKS
the presence or absence of an internal compliance program and other mitigating and
aggravating factors.

19
The disposition document was developed in October 2009 and its use increased in 2010.
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An administrative citation process has been initiated in 2011 thil enable NERC and the
Regional Entities to address new violations by submitting a single streamlined NOP covering
numerous lower risk violationsrather than requiring each violation to go through the several
levels of process and documentation. Thet administrative citation NOP filing was made on
January 31, 2011 and contained 41 violations of 11 standards by 19 registered entities. The
filing was accepted by FERC with favorable comment and no further review.

As industry gains familiarity wititne administrative citation process, NERC expects to submit an
average of 100 violations each month, which will increase the rate of processing notices
between 100 to 150 percent.

Compliance Enforcement continues its focus on improving efficiency inettiercement
process and will expand efforts to improve the submittal and completion of mitigation plans in
2011. NERC and Regional Entity enforcement staffs also are reviewing the structure of the
NOPs and the Sanction Guidelines. This will provide gredarity to the many factors
considered in an enforcement acti@rhow they are weighed in the penalty assessment.

Events Analysis and Compliance Violation Investigations

In the first quarter of 2010, the NERC Events Analysis and Compliance Violaéistightions

groups were combined into a single functional group designated as Event Analysis and
Ly@SadAadalrarazya 69! aLo® tKAa ySg>s FT20dzaSR 3INR
by conducting events analysis and investigations of evemisaecurrences; providing lessons

learned and needed reliability industry alerts to industry stakeholders and addressing any
reliability concerns and or violations of NERC reliability standards.

By combining the technical resources of the two groups, NE&&Cable to quickly triage events

and publish initial lessons learn@d operational experience repofts and reminders to the
industry?®>. The focus of the EA&I group is to gather and analyze the facts surrounding any
system events and as appropriate intigate any potential Reliability Standard violations. This
was complemented by working with the Regional Entities and the industry to develop clear,
bright-line criteria for reporting and classification of system events and incentivize rigorous self
evalwation of system events by registered entities through root cause techniques provided by
NERC.

During the investigation of an event, if a possible violation of a Reliability Standard is identified,
a separate team of NERC and Regional Entity staff wadidsged to investigate and collect the
relevant facts related to the possible violation(s) to protect confidentiality and prevent any anti
trust situations from arising. Possible violations are forwarded to the enforcement and
mitigation group in compliate for processing based upon the facts discovered during the

20 .
Lessons Learned from the EA&bup are available ahttp://www.nerc.com/page.php?cid=5|385

21 . . . . .
Operational Experience Reports, otherwise known as System Disturbance Reports, are available at:
http://www.nerc.com/page.php?cid=5|66

22 .
Reminders to the Industry in the form of NERC Alerts are availatig@f/www.nerc.com/page.php?cid=5|63
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Review of NERC Staff CMEP Activities

investigation. This approach eliminates the need for separate events analysis and investigation
teams producing duplicative data holds, data requests, etc. and creating the need for
duplicativegroups of subject matter expertise within NERC and the Regional Entities.

On October 25, 2010, after considerable outreach to industry and regulators, the ERO
enterprise initiated a Field Trfdwhich identified clear event categories, established assedia
levels of reporting and emphasized the importance of the registered entities performing a
systematic compliance sedfissessment. While this program has not yet been included in the

Rules of Procedure, it has been embraced by industry. This Fidlddntimued past the end of
the calendar year 2010.

In addition to the contribution made to event analysis during 2010, the NERC EA&I group:
- Completed three NERIEd Cls
- Initiated five NER(d Cls

- Participated in three regiofed Cls

23
SeekElectric Reliability Organization Evéwtalysis ProcesEield Test Drafit:
http://www.nerc.com/docs/eawg/Event_Analysis Process Field test DRAFT 102&410.pdf
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Feedback from Regional Entities

Each of the eight Regional Entities has been sent a series of questions addressing five aspects of
their experience with implementing the 2010 CMEP. These five aspects address Compliance
Monitoring, Compliance OutreachCompliance Enforcement, Program Effectiveness, and
Projections for the Future. The responses of the Regions are summarized in the sections that
follow.

Compliance Monitoring

Compliance Monitoring seeks to discover a number of details surroundingutthies performed

by the Regional Entities. There were 440 compliance audits planned in 2010, as identified by
unique NERC Compliance Registry identification numbers. 338 of these audits were for 693
Reliability Standards (693 audits) while 102 of thessewfor CIP Reliability Standards (CIP
audits). All but two of the Regions were successful in completing their planned audits. RFC was
forced to delay one audit to 2011 due to a situation with auditing personnel. WECC delayed 4
audits due to audit staffesource issues, improper scheduling of audits for previously audited
registered entities on a 6 year audit cycle, and an accepted request for delay of an audit by a
registered entity on a 6 year audit cycle; additionally, WECC cancelled three audiie as t
registered entities to be audit were degistered prior to the audits occurring. Figure 10
reflects the number for each type of audit for which each Region either was either a lead or a
participant. A Region may participate in but not lead auditdM&REs, for which one Regional
Entity is designated as a lead Region but all Regions for which the MRRE is registered
participate.

120

M CIP Audits
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W 693 Audits
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FRCC NPCC SERC WECC
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Regional Entity
FigurelO: Reported Regional Entity Participation in 693 and CIP audits in 2010.
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All of the Reginal Entities have reported a timely completion of their 3 year audit cycles in
2010 with one exception. This exception relates to SERC, which requested and was approved
for a delay of several months with regards to auditing the registered functions BfwSHe

FERC approved a revised RDA that designated SERC as the Compliance Enforcement Authority
for the registered functions of SPP and FRCC. As for the 6 year audit cycles, all Regions reported
that they were on track for a timely completion in 2013.

Compliance Outreach

[ 2YLIX Al yOS hdzi NBIFI OK 2214 Aydu2 G§KS wS3IAazylf 9
are taking place in order to provide information and promote transparency about the CMEP
process to the registrants. To this end, altled Regions held a number of workshops during
2010 for both 693 and CIP Reliability Standards. The number of stakeholder participants for
each Region is shown graphically in Figure 11. The total number of workshop participants
amounts to 4,109, with SER@d WECC combined accounting for roughly half of this total. At
least a partial basis for the large number of participants for both SERC and WECC is due to the
fact that both held a series of wetased compliance workshops in addition top@rson

events Through wekbased workshops, SERC was able to reach out to an additional 431
individuals above and beyond their -person events while WECC had 1088 individuals
participate in total in their combined webased/inperson compliance workshops. From these
large numbers, it is obvious that a greater number of stakeholders are participating in outreach
programs initiated by the Regions, and wedised events or simply adding web attendance
features to inperson events can greatly enhance these numbers
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Figure 11: 2010 Workshop Participants by Regional Entity
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Feedback from the workshops has generally been very positive and participants are requesting
that additional topics be covered. To fulfill the desire from the industry foinareased level

of compliance information as well as to enhance CMEP transparency, many of the Regions have
made commitments to dedicate more resources to getting this information across. These
enhanced resources are in the form of additional workshopsremnewsletters, and other

direct communications. Much of the information that will be covered within these improved
communication methods will be lessons learned.

Compliance Enforcement

Compliance Enforcement looks into the efforts of the Regional iEsitiin improving the
efficiency of their enforcement programs. Two developments in Compliance Enforcement that
were introduced in 2010 for the purposes of enhancing efficiency were streamlined templates,
especially disposition documents, and the admirste citation process. While the NERC
templates provided noticeable efficiency gains to some of the Regions, others noticed only
marginal improvements with their use. Several of the Regions are still in the process of
developing automated tools that wilake advantage of these templates, which should prove to
increase program efficiencies greatly.

The administrative citation process has been incorporated by the Regions from late 2010
through early 2011. Many of the Regions have expressed that efficigains have been
achieved, but not to the extent that was expected. Several Regions have pointed out that the
administrative citation process still utilizes many thiw@nsuming steps normally required when
processing violations, such as the assessmé@ntd @A 2f I A2y Qa &a02L)S | yR
reliability. Thus, as the program continues to develop and mature, it is anticipated that greater
efficiencies will be seen.

Many of the challenges to Compliance Enforcement programs across the Regiensentered

on staffing shortages and the processing of violations, especially those dealing with CIP
standards. To combat staffing shortages, many Regions have indicated that a number of
positions have been filled with a specific focus on improvingptian processing. Also, the
Regions have brought on cyber security experts in dedicated compliance enforcement roles for
the additional workload brought about by CIP. Lastly, two of the Regions specifically noted that
improvements in compliance enforcaemt tools, such as their Compliance Data Management
Systems (CDMSs), have greatly facilitated the efforts of their enforcement staffs in their abilities
to process violations.

Program Effectiveness

Program Effectiveness has the Regional Entities docurienpositive aspects encountered
throughout the implementation of the 2010 CMEP as well as those areas needing
improvement. Beginning with the areas needing improvement, all of the Regions noted that
the monitoring and enforcement of CIP standards haveulted in significant technical and
logistical challenges. Additionally, the processing and management of CIP TFEs has only added
to this challenge of processing CIP enforcement actions. Another of the complications
encountered by several of the Regiotsalt was the 2010 AML itself, which changed several
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times throughout the year and forced the Regions to go to extra efforts in preparing for audits
and notifying entities. Lastly, many Regions pointed out that conducting

The positive aspects encounteravith the 2010 CMEP are many. Nearly all Regions reported
that there has been considerable growth in the number of-mightified violations, especially
through selfreports and sekcertifications. This increase in s&léentified violations has been
especially noted for those entities with comprehensive internal compliance programs that
proactively assess compliance. A number of the Regions also noted that they have taken steps
to more closely align their compliance monitoring and enforcement prasesand
documentation with GAGAS to better ensure consistency. Also, the use and sharing of auditor
tools, such as an evidence sampling methodology and evidence tracking sheets, has helped to
enhance consistency and efficiency across the Regions as iatly, the initiation of the
Events Analysis field trial is anticipated to be a valuable tool in terms of discovering and
implementing actions for the enhancement of BPS reliability.

One of the particularly noteworthy aspects of the 2010 CMEP has beweased contact
between NERC and the Regions to the registered entities. The push for enhanced
communications from the ERO, from compliance issues by way of Case Notes to guidance with
CANSs, has helped both registered entities to understand the reasansdi®ecompliance in
various scenarios in a more expeditious manner.

Finally, Texas RE pointed out that through the process of becoming completely independent
from any registered entity as of July 2010, it has been able to take over the responsibility of
enforcing compliance with ERCOT, the only registered BA, RC, RP, PA, TSP, and IA in the Region.
Since this independence in July 2010, the ability to have the singular focus of compliance
Y2YAG2NRAY3I YR SyTF2NOSYSy i KI #iciehty®vithin ftstaudik S £ LIS R
group.

Projections for the Future

Projections for the Future asks the Regional Entities about the improvements they would like to
see instituted for progressing the CMEP in future years. The most frequently occurring issue
mentioned by the Regions was the size and focus of the AML. Future developments of the AML
are sought to more closely focus upon the Reliability Standards and Requirements that embody
the following concerns: frequent violations through both sdEntified ard externally
identified methods, events analysis trends, and input from the various stakeholders. By
addressing these concerns and determining the standards and requirements of the AML
according to a riskased methodology, this will help to reduce theesiof the AML while
maintaining its effectiveness for rooting out naompliance.

The administration citation process is a tool that stands to greatly enhance efficiency when fully
enacted. Even still, several Regions have expressed their concernsoovehif tool will be
implemented in the field, such that auditors will truly be able to address administrative
violations without a restrictive number of steps. Specifically, the determination of non
compliance by an auditor as an administrative violatiah require the due process given to all
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enforcement actions, which will take time when fully determining the scope of the- non
compliance as well as its reliability risk.

The processing and management of CIP TFEs is both time consuming and resonsoeeinté

is recommended that the focus of TFE processes be on those Critical Cyber Assets (CCAs) that
are at the highest risk of targeted attack. Specifically, CCAs with hardened, embedded
operating systems are considered to be those that are at muetedorisk, and may be
considered for removal from some of the process. By doing so, staff requirements will be
significantly reduced and will be available for other CMEP activities.

Lastly, concerns over budgetary limitations in reference to proper staféind training have

been raised. With increases in workload as a result of additional ERO efforts, as is the case with
Events Analysis, in addition to increased violations processing due to CIP enforcement, the
continued need to report and provide data NERC and FERC, as well as all other tasks required
by the RDAs, it is difficult for some of the Regions to estimate staff needs and hire accordingly.
By NERC providing, guidance as far in advance as possible when staff resourcing is implicated,
the Regbns will be able to prepare and act in a proactive manner.
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Significant Issues from 2010

2KAES | ydzYoSNI 2F aA3ayAFAOIYy (G AaadzSaz01oz21 LI |
CMEP, one of the more challenging of these dealt with-8X, which addresses frequency
response and bias.

Frequency Bias Setting 7 BAL-003

In response to modifications to BAD3 ordered by the Commission in the 2007 FERC Order
No. 693% a subsequet FERC Order (the March 18 BADO30 Order) was issued
approximately three years later, setting a deadline for NERC to comply with Order No. 693
directives within six months. In response to the March 18-8230 Order, NERC raised two
issues in a clditation and rehearing request (Rehearing Reqiést)

Issue b 9w/ aSS1a NBKSIFENAY3a 2F (KS /2YYAAaA2Yy Q3
March 18 BAIO03 Order that the BAQO30 Reliability Standard sets the frequency
response of Balancing Authorisieto be approximately one percent of peak load of
generation or greater.

Issue 22b 9w/ aSS1a OfFNARFAOFGAZ2Y 2NJ NBKSINAy3
Paragraph 18 of the March 18 BBQ3 Order that NERC determine within a six menth
deadline the necessy amount of frequency response needed for reliable operation.

The first issue brought forward by NERC responded to technical concerns surroundidg38AL
Frequency response is a highly technical issue with several components. All of these
components, including the initial response of generators and loads, must be properly
considered to ensure that requirements are both technically sound and that the ultimate choice
for a minimum frequency bias setting minimum, whether or not it is one percent, ischiolg

system reliability. Thus, the ability for NERC to analyze and study frequency bias and its effect
on frequency response within each of the interconnections of North America is essential

The second issue raised by NERC addressed the strict tinsgraints that FERC allotted for
complying with FERC directives. As mentioned, frequency response is a complex issue that
requires a significant amount of time and effort for determining and enacting a proper study.

As part of the response the NERC predidh its Rehearing Request, a number of objectives and

tasks’ were identified in both the neaterm and longd SN T2 NJ I RRNB&&Ay 3 C9w
BAL0O0O3. These objectives include:

24
SeeMandatory Reliabilitystandards for the BulRower SystenOrder No. 693, FERC Stats. & Regs. 1 312B4Z) at P 375 at:

http://www.nerc.com/files/order_693.pdf

5SeeOrder Setting Deadline for Compliant8) FERC { 61,212010) at:

http://www.nerc.com/files/Order_Setting_Deadline_for Compliance ReB8%0 31510.pdf

26
SeeRequest of the North American Electric Reliability Corporation for Clarification and Rehearing of the Order Settindddeadline

ComplianceDocket No. RMA6-010 (2010) athttp://www.nerc.com/files/Final%20BA003%20Rehearing%20Request.pdf

2

27 Id at Attachment B.
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Development of a clearer and more specific statement fafquencyrelated
NBfAFIOATAGE FFEOU2NBRSE AyOfdzZRAYy3I o0SGGSNI RS
frequency response.

Collection and provision of more granular data on and technical analyses of
frequency driven bulk power system events, includiogticause analyses.

Metrics and benchmarks to improve frequency response performance tracking.

Increasing coordinated communication and outreach on the issue, to include
webinars and NERC alerts, to share lessons learned.

Focused discussion on and commuaign of emerging technical and technology
issues, including frequengglated effects caused by renewable energy integration,
WaYI NI INARQ (SOKy2f 2u3citectid@dg. 28 YSY G | yR y

NEBASSE 2F bow/ Qad wSKSI Rrheg ebmplestyj deShei = C9

frequency response issue by granting a rehearing of the technical issues raised by NERC as well
as deferring the six month compliance deadline it had previously mandated. In addition, FERC
directed that NERC propose a schedule for cotimeits objectives and tasks. The completion

of these activities is captured as part of NERC Project-200Frequency Responée.

2

8
SeeOrder Granting Rehearing for Further Consideration and Scheduling Technical Conf&ef&RC  61,185010) at:

http://www.nerc.com/files/Order_Granting ReheariAgAL-003-0.pdf

29 )
Information about Project 20012 is available ahttp://www.nerc.com/filez/standards/Frequency Response.html

38
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Moving Forward

With the completion of the fourthyear of mandatory compliance with NERC Reliability
Standards, the CMEP has seen a large number of changes take place, and many more are in
development for implementation in the coming years. One of the primary goals for 2011 is to
transition the audit preess away from documentation based standards towards risk and
performancebased criteria. The details concerning these efforts are described next.

Risk and Performance -Based Auditing

Beginning in 2011, it is the goal of NERC Compliance Operations tgarate more
completely riskbased and performanebased components into future iterations of the
implementation plan for the CMEP. Risksed and performanebased audit criteria include

six components for which the audit scope of a registered entitiybeilidentified. The Actively
Monitored List within the implementation plan of the CMEP will represent the minimum audit
scope for any given registered entity, but based upon these risk and perforniases
components, an audit scope can be expandednidude other Reliability Standards that are
determined to be necessary by a Regional Entity after considering a registered entity in light of
these components. The ridlased components, or criteria as they may also be called, are as
follows:

1) North Americanwide NERC Reliability Standards most violated, including both all time
historical and rolling twelvenonth statistics, are considered. This encompasses the
core standards to be monitored across the industry.

2) Region specific most violated NERGaRéity Standards, which may include standards
already identified in item #1 for some Regional Entities, or additional standards. This
analysis allows Regional Entities to focus on significant trends and issues within the
Regional Entity boundary. Tlatso could lead to the identification of Interconnection
wide issues and concerns.

3) Regional Entity Reliability Standards most violated, as applicable.

4) Registered entity specific issues, including but not limited to operational issues,
operational footprintchanges, corporate restructuring, other trends, etc.

5) Random determination (other high risk reliability standards, registered functions trends
and concerns, standards rising in prominence and identified through trend analysis)

6) Compliance culture, which cdnA RSNE (G KS Sy dAadeqQa O2YLX Al
strength of compliance.

The performancéased approach has two components. One component is the past
performance of a registered entity as it relates to the operation of the BPS and the relative
strength of the compliance controls in place to assure compliance. The second component
AyOf dzRSa | Y2NBE RSGFAfESR NBOASS yR GSaiday3a 2
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to assure actual performance of the stated programs is being implemented, ritaerrelying
solely on documentation.

wSIAA2y It 9yGAGASAE gAff RSOSNNAYS (GKS NBIAAGS

NERC AML and the six components listed above. The audit scope for registered entities that are

registered for performingR Sy G A Ol t aFdzy Qi Az2yae oAttt y20 |tgl

Regional Entities. Registered entities will be advised of the audit scope when they receive the
formal audit notice. Compliance information and data archived by the Regional Eatityttie
implementation of previous monitoring methods will be utilized in the development of a
NEIAZGSNBR SyiAadeQa | dzRAG a02LIS: AyOf dzRAy 3
events, and previous or current enforcement actions.

Implemen tation of Upcoming Standards

NERC Reliability Standards are in a constant state of change, from the release of new standards
entirely to the issuance of new versions of existing standards, some of these changes have the
potential for much greater impact tthe CMEP than others. Of those that are particularly
noteworthy for 2011 and beyond are the Modeling, Data, and Analysis (MOD) Reliability
Standards and the Personnel Performance, Training, and Qualifications (PER) Reliability
Standards. With regards tMOD standards specifically, 2010 will see a total of 6 new
standards, being MOD01-1a, MODB004-1, MOD0081, MOD0281, MOD0291a, and MOP

030-2. The focus of these particular standards lies in the methodology for the calculation of
Available Transmigm Capability (ATC), a primary concern of electric power markets. FERC has
issued a number of Orders, including FERC Order No¥, 729A%, and 7298%, that provide
guidance to the ERO to incorporate these standards into all compliance audits aslalpplic
Because of the subject matter being dealt with in these standards, NERC will be working with
the Regions in order to provide guidance to ERO compliance monitoring and enforcement staff
in addition to guidance for registered entities as well such thay are made aware of their
obligations under the MOD standards.

As for the PER standards, FEEF$-1 has been approved by FERC on January 25, 2011. The
implementation of this standard is somewhat complex as its various requirements are on very
different schedules. Requirement R3 became effective on the first day of the first calendar
guarter following applicable regulatory approval, which equates to April 1, 2011 in the United
States for instance. Also, R3 from RIEDRB immediately replaces R4 of P&R-0. On the other

30
SeeMandatory Reliability Standards for the Calculation of Available Transfer Capability, Capacity Benefit Margins, TraRalgsiiy

Margins, Total Transfer Capability, and Existing 3insiasion Commitments and Mandatory Reliability Standards for theFuller System
129 FERC { 61,1%8009)at: http://www.nerc.com/files/200911243045 Order on_ ATC.pdf

31
SeeMandatoryReliability Standards for the Calculation of Available Transfer Capability, Capacity Benefit Margins, Transmission Reliabilit
Margins, Total Transfer Capability, and Existing Transmission Commitments and Mandatory Reliability Standards feP dineeEB)lktem
131 FERC 1 61,108010) athttp://www.nerc.com/files/Order729A.pdf

32 SeeMandatory Reliability Standards for the Calculation of Available Transfer Capability, Capacity Benefit Miangamsission Reliability
Margins, Total Transfer Capability, and Existing Transmission Commitriviemdatory Reliability Standards for the B#lawer System; and
Standards for Business Practices and Communications Protocols for Public W8ktiEERE 61,027(2010) at:
http://www.nerc.com/files/Order on_Reliability Standards 71510.pdf
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Moving Forward

hand, Requirements R1 and R2 of PBR have an effective date that is 24 months later than

R3, resulting in April 1, 2013 in the United States. Lastly, Requirement R3.1 has an effective
date that is 36 months later than R3, resultimgApril 1, 2014 in the United States. Thus, with
such large differences in effective dates, it is important that registered entities and Regional
Entities alike stay mindful of these dates as many of these requirements will be the subject of
compliancemonitoring activities in the future.
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Appendix A T Actively Monitored Reliability
Standards

In 2010, the AML of Reliability Standards consisted of 56 Reliability Standards, encompassing
557 Requirements. Thedeeliability Standards comprised the minimum audit scope for all
scheduled audits taking place in 2010. In addition to the audits, the ERO also required Self
Certifications for registered entities to certify compliance, when applicable, for 60 Reliability
Standards, encompassing 582 Requirements. Lastly, the ERO has designated 19 Reliability
Standards, encompassing 259 Requirements, as subject to Spot Check. The following list details

which of the Reliability Standards are applicable to each of the diffecompliance discovery

methods just described.

NERC i
2010 CMEP Reliability Standards Summary
Reliability .
Standard Ef':‘neacr;?va::oDr:te Cor:z::;?tnce Certﬁieclgtion Spot Check
(FERC Approved)

BAL-001-0.1a 5/13/2009
BAL-002-0 X X
[BAL-003-0.1b 5/13/2009 X X X
BAL-004-0
BAL-005-0.1b 5/13/2009 X X
BAL-006-1.1
COM-001-1.1 5/13/2009 X X
COM-002-2 X X
CIP-001-1 X X
ClIP-002-1 X Semi-Annual X
[CIP-003-1 X Semi-Annual X
CIP-004-1 X Semi-Annual X
CIP-005-1 eff 7/1/2010 | Semi-Annual eff 7/1/2010
CIP-006-1 eff 7/1/2010 | Semi-Annual eff 7/1/2010
CIP-007-1 X Semi-Annual X
CIP-008-1 X Semi-Annual X
CIP-009-1 X Semi-Annual X
CIP-002-2 4/1/2010 X Semi-Annual X
CIP-003-2 4/1/2010 X Semi-Annual X
CIP-004-2 4/1/2010 X Semi-Annual X
CIP-005-2 4/1/2010 eff 7/1/2010 | Semi-Annual eff 7/1/2010
CIP-006-2 4/1/2010 eff 7/1/2010 | Semi-Annual eff 7/1/2010
CIP-007-2 4/1/2010 X Semi-Annual X
ClIP-008-2 4/1/2010 X Semi-Annual X
CIP-009-2 4/1/2010 X Semi-Annual X
EOP-001-0 X X
EOP-002-2.1 5/13/2009 X X
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2010 CMEP Reliability Standards Summary

Reliability
Standard
(FERC Approved)

Mandatory
Effective Date

Compliance
Audit

Self
Certification

Spot Check

EOP-003-1

X

X

[EOP-004-1

EOP-005-1

EOP-006-1

EOP-008-0

X >X|>x

x>

[EOP-009-0

FAC-001-0

FAC-002-0

FAC-003-1

FAC-008-1

FAC-009-1

FAC-010-2

4/29/2009

FAC-011-2

4/29/2009

XXX X[ X[ >

FAC-013-1

FAC-014-2

4/29/2009

x

XXX XXX > XXX

INT-001-3

INT-003-2

INT-004-2

INT-005-2

INT-006-2

INT-007-1

INT-008-2

INT-009-1

INT-010-1

IRO-001-1.1

5/13/2009

IRO-002-1

IRO-003-2

IRO-004-1

IRO-005-2

1/22/2009

IRO-006-4.1

X[ [ > > > >

XX > > >

IRO-014-1

IRO-015-1

IRO-016-1

MOD-006-0.1

5/13/2009

MOD-007-0

MOD-010-0

MOD-012-0

MOD-16-1.1

5/13/2009
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