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Executive Summary

A compliance audit of [Entity Name] [Entity Acronym], NERC ID # - [NERC ID#] was conducted from [Dates of Audit Review]. At the time of the audit, [Entity Acronym] was registered for the [Functions registered (XX)] functions. 

The audit team evaluated [Entity Acronym] for compliance with [number (XX)] requirements in the [Year, (YYYY)] NERC Compliance Monitoring and Enforcement Program (CMEP). The audit team assessed compliance with the NERC Reliability Standards, and applicable Regional Reliability Standards, for the period of [Period of Audit].   [Entity Acronym] submitted information and documentation for the audit team’s evaluation of compliance with requirements.  The audit team reviewed and evaluated all information provided by [Entity Acronym] to assess compliance with standards applicable to [Entity Acronym] at this time. 

Based on the information and documentation provided by [Entity Acronym], the audit team found [Entity Acronym] to have no findings of non-compliance with [Compl Req. # (XX)] applicable requirements.  The audit team determined that [N/A Req # (XX)] requirements were not applicable to [Entity Acronym].  The audit team identified [PV # (XX)] Possible Violation(s). A Possible Violation(s) was identified for [Reliability Standard in Violation #, Req #, Standard Title] and sub-requirement [Sub Req #]. The audit team notified [Entity Acronym] of [number (XX)] Areas of Concern
 and [number (XX)] Recommendations.

The audit results are further explained in the Audit Results Findings section of this report which includes detailed information of the audit team’s findings of applicability and compliance to the NERC Reliability Standards, and Applicable Regional Reliability Standards, within the scope of the compliance audit.  Possible Violations will be processed as outlined in the NERC and [Regional Entity Name] CMEP. There [Were / Were Not] ongoing or recently completed mitigation plans and therefore [All / None] were reviewed by the audit team.

The [Regional Entity] audit team lead certifies that the audit team adhered to all applicable requirements of the NERC Rules of Procedure (ROP) and Compliance Monitoring and Enforcement Program (CMEP).

OR

The [Regional Entity] audit team lead certifies that the audit team adhered to all applicable requirements of the NERC Rules of Procedure (ROP) and Compliance Monitoring and Enforcement Program (CMEP) with the following exceptions. The [Regional Entity] audit team did not adhere to [Section of ROP/CMEP] due to [State Reasons]. The [Regional Entity] audit team did not adhere to [Section of ROP/CMEP] due to [State Reasons].*

Audit Process

The compliance audit process steps are detailed in the [Regional Entity] CMEP.  The [Regional Entity] CMEP generally conforms to the United States Government Accountability Office Government Auditing Standards and other generally accepted audit practices.

Objectives

All Registered Entities are subject to an audit for compliance with all reliability standards applicable to the functions for which the Registered Entity is registered.
  The audit objectives are to:

· Review compliance with the requirements of reliability standards that are applicable to [Entity Acronym], based on the functions that [Entity Acronym] is registered to perform; 

· Validate compliance with applicable reliability standards from the NERC [year] Implementation Plan list of actively monitored standards, and additional NERC   Reliability Standards selected by [Regional Entity]; 

· Validate compliance with applicable regional standards from the [Regional Entity] [year] Implementation Plan list of actively monitored standards;

· Validate evidence of self-reported violations and previous self-certifications;

· Observe and document [Entity Acronym]’s compliance program and culture;

· Review the status of mitigation plans.

Scope

The scope of the compliance audit included the NERC Reliability Standards from the [Regional Entity] [Year] Implementation Plan.  In addition, this audit included a review of mitigation plans or remedial action directives which have been completed or pending in the year of the compliance audit.

At the time of the audit, [Entity Acronym] was registered for the functions of [Registered Functions].  The audit team evaluated [Entity Acronym] for compliance during the period of [Start Date of Monitored Period] to [Date of Audit].   

Confidentiality and Conflict of Interest

Confidentiality and conflict of interest of the audit team are governed under the [Regional Entity] Delegation Agreement with NERC, and Section 1500 of the NERC Rules of Procedure.  [Entity Acronym] was informed of [Regional Entity]’s obligations and responsibilities under the agreement and procedures.  The work history for each audit team member was provided to [Entity Acronym].  [Entity Acronym] was given an opportunity to object to an audit team member’s participation on the basis of a possible conflict of interest or the existence of other circumstances that could interfere with an audit team member’s impartial performance of duties.  [Entity Acronym] had not submitted any objections by the stated fifteen day objection due date and accepted the audit team member participants without objection. There have been no denials of or access limitations placed upon this audit team by [Entity Acronym].  
Methodology

The audit team reviewed the information, data, and evidence submitted by [Entity Acronym] and assessed compliance with requirements of the applicable reliability standards.  Submittal of information and data were sent to [Regional Entity] [Number of Days] days before the scheduled date of the entity review.  Additional information relevant to the audit could be submitted until the conclusion of the exit briefing.  After that date, only data or information which was relevant to the content of the report or its finding can be submitted upon agreement by the audit team lead. 

The audit team requested and received additional information and sought clarification from subject matter experts during the audit. 

The audit team reviewed documentation provided by [Entity Acronym].  Data, information and evidence submitted in the form of policies, procedures, e-mails, logs, studies, data sheets, etc. which were validated, substantiated and cross-checked for accuracy as appropriate.  Requirements which required a sampling to be conducted were developed based upon the significance of the sampling to the reliability of the bulk electric system (BES).  

Findings were based on the audit team’s knowledge of the BES, the NERC Reliability Standards and their professional judgment.  All findings were developed based upon the consensus of the audit team.   

Company Profile

This section should contain any descriptive information about the audited entity to explain its usage, ownership or operational responsibilities pertaining to the BES.  In addition, information identifying geographical area, size, organizational roles, and etc. should be included.  
Audit Participants

The following is a listing of all personnel from the Audit Team and [Entity Acronym] who were present during the meetings or interviews.  

Audit Team Participants

	Role
	Name
	Title
	Entity

	Audit Team Lead
	
	
	

	Team Member
	
	
	


[Entity Acronym]  Audit Participants

	Name
	Title
	Entity

	
	
	

	
	
	

	
	
	


Audit Results

The audit team evaluated [Entity Acronym] for compliance with [number (XX)] requirements in the [Year, (YYYY)] NERC Compliance Monitoring and Enforcement Program (CMEP). The audit reviewed NERC Reliability Standards for the period of [Period of Audit].  [Entity Acronym] submitted information and documentation for the audit team’s evaluation of compliance with requirements.  The audit team reviewed and evaluated all information provided by [Entity Acronym] to assess compliance with standards applicable to [Entity Acronym] at this time. 

Based on the information and documentation provided by [Entity Acronym], the audit team found [Entity Acronym] to have no findings of non-compliance with [Compl Req. # (XX)] applicable requirements.  The audit team determined that [N/A Req # (XX)] requirements were not applicable to [Entity Acronym].  The audit team identified [PV # (XX)] Possible Violation(s). A Possible Violation(s) was identified for [Reliability Standard in Violation #, Req #, Standard Title] and sub-requirement [Sub Req #]. The audit team notified [Entity Acronym] of [number (XX)] Areas of Concern.

Findings

[INSTRUCTIONS: The non-public report shall include a detailed listing of the evidence used by the audit team to support the audit findings regardless of the finding; this detailed list of evidence shall be provided in the Findings table below.  In circumstances where an Open Enforcement Action exists for a Requirement, but a new Possible Violation has been identified by the audit team, the Open Enforcement Action shall be noted in the findings table and the new Possible Violation shall be discussed in the Executive Summary of the audit reports. Delete instructions after reading.]

The following table details the findings for compliance for the scope identified for this audit.   

The Regional Entity can use the existing table or the following outline format to present the audit findings.   

1. Reliability Standard # - [XXX-###-#]

Requirement # - [Req. # (XX)]
Finding - [Enter Finding: No Finding, Possible Violation, Not Applicable, and Open Enforcement Action (Include Enforcement Tracking Number)] 

Evidence Supporting Finding
The Compliance Monitor shall provide the necessary information to support the compliance finding for the requirement based upon the evidence presented for review.  
2. Reliability Standard # - [XXX-###-#]
Requirement # - [Req. # (XX)]
Finding - [Enter Finding: No Finding, Possible Violation, Not Applicable, and Open Enforcement Action (Include Enforcement Tracking Number)] 

Evidence Supporting Finding
The compliance monitor shall provide the necessary information to support the compliance finding for the requirement based upon the evidence presented for review.  
OR

	Reliability Standard 
	Req. 
	Finding
	Documentation Supporting Finding

	[XXX-###-#]
	[Req. # (XX)]
	[Enter Finding: No Finding, Possible Violation, Not Applicable, and Open Enforcement Action (Include Enforcement Tracking Number).  In circumstances where an Open Enforcement Action exists for a Requirement, but a new Possible Violation has been identified by the audit team, the Open Enforcement Action shall be noted in the findings table and the new Possible Violation shall be discussed in the Executive Summary of the audit reports] 


	The compliance monitor shall provide the necessary information to support the compliance finding for the requirement based upon the evidence presented for review. [The non-public report shall include a detailed listing of the evidence used by the audit team to support the audit findings regardless of the finding. Do Not provide unnecessary supporting documentation as this tends to significantly increase the number of pages contained in the report.]



Compliance Culture

[Entity Acronym’s] compliance culture was reviewed by the audit team.  

The compliance monitor shall compile an overview of the entities compliance culture based upon the Internal Compliance Survey questions, information gathered at the audit, and observations made at the audit.  

The compliance monitor should be cognizant of the following four factors that characterize vigorous and effective compliance programs and address these factors in the compliance culture overview:  

· active engagement and leadership by senior management; 

· preventive measures appropriate to the circumstances of the company that are effective in practice;

· prompt detection of problems, cessation of misconduct, and reporting of a violation; 

· and remediation of the misconduct. 

Additional information pertaining to the compliance culture of [Entity Acronym] can found in the Internal Compliance Survey

OR 

[Entity Acronym’s] compliance culture was not reviewed by the audit team.  [Regional Entity] 

Areas of Concern & Recommendations
FERC Guidance Order on Compliance Audits Conducted by the Electric Reliability Organization and Regional Entities, dated January 15, 2009
, states that “If an audit team learns about a situation that does not appear to involve a current or ongoing violation of a Reliability Standard requirement, but instead represents an area of concern that could become a violation, we expect the team to notify the registered entity of the situation, discuss it with the entity, and document such discussions in the compliance audit report. We remind audit teams that they are expected to fully test compliance with any non-actively monitored standard if the teams find evidence during the audit of non-compliance with such a standard.” 

The audit team notified [Entity Acronym] of [number (XX)] Areas of Concern. The specific details of each area of concern are described below.  

1. [Enter detailed description on Area of Concern].
2. [Enter detailed description on Area of Concern].
3. [Enter detailed description on Area of Concern].
[If the Regional Entity chooses to not include recommendations in the non-public report please delete the following section] Details of Recommendations that an audit team provides to a registered entity during the course of an audit may be included in the non-public version of the compliance audit report, at the Regional Entities discretion, but shall not be included in the public version of the compliance audit report. 
The audit team notified [Entity Acronym] of [number (XX)] Recommendations. The specific details of each Recommendation are described below.  

1. [Enter detailed description on Recommendation].
2. [Enter detailed description on Recommendation].
3. [Enter detailed description on Recommendation].
Appendix 2:  Public Audit Report Template
[image: image2]
Compliance Audit Report
Public Version

[Entity Name]

NERC ID# [xxxxxxxx] 
Confidential Information (including Privileged and

Critical Energy Infrastructure Information)

Has Been Removed
Date of Audit: [Dates Audit Performed]
Date of Report: [Date Audit Report Submitted for Management Approval]
Table of Contents


Executive Summary
2
Audit Process
3
Objectives
3
Scope
3
Confidentiality and Conflict of Interest
4
Methodology
4
Company Profile
4
Audit Participants
5
Audit Results
5
Findings
5
Compliance Culture
6


Executive Summary

A compliance audit of [Entity Name] [Entity Acronym], NERC ID # - [NERC ID#] was conducted from [Dates of Audit Review].  At the time of the audit, [Entity Acronym] was registered for the [Functions registered (XX)] functions. 

The audit team evaluated [Entity Acronym] for compliance with [number (XX)] requirements in the [Year, (YYYY)] NERC Compliance Monitoring and Enforcement Program (CMEP). The audit team assessed compliance with the NERC Reliability Standards, and Applicable Regional Reliability Standards, for the period of [Period of Audit].  [Entity Acronym] submitted information and documentation for the audit team’s evaluation of compliance with requirements.  The audit team reviewed and evaluated all information provided by [Entity Acronym] to assess compliance with standards applicable to [Entity Acronym] at this time. 

Based on the information and documentation provided by [Entity Acronym], the audit team found [Entity Acronym] to have no findings of non-compliance with [Compl Req. # (XX)] applicable requirements.  The audit team determined that [N/A Req # (XX)] requirements were not applicable to [Entity Acronym].  The audit team identified [PV # (XX)] Possible Violation(s). A Possible Violation(s) was identified for [Reliability Standard in Violation #, Req #, Standard Title] and sub-requirement [Sub Req #]. There [Were / Were Not] ongoing or recently completed mitigation plans and therefore [All / None] were reviewed by the audit team. The audit team notified [Entity Acronym] of [number (XX)] Areas of Concern
.

Any Possible Violations were processed through the NERC and [Regional Entity Name] CMEP. The following is a link to the general NOP page located on the NERC public website: http://www.nerc.com/filez/enforcement/index.html

[NOTE: If an NOP or settlement contains both non-CIP and CIP information the link will not be included in the Executive Summary of the public report, regardless if the NOP has Unidentified Registered Entity (URE) as the entity name.]

 [Insert explanation addressing all possible violations not addressed by NOP(s) as necessary]

The [Regional Entity] audit team lead certifies that the audit team adhered to all applicable requirements of the NERC Rules of Procedure (ROP) and Compliance Monitoring and Enforcement Program (CMEP).

OR

The [Regional Entity] audit team lead certifies that the audit team adhered to all applicable requirements of the NERC Rules of Procedure (ROP) and Compliance Monitoring and Enforcement Program (CMEP) with the following exceptions. The [Regional Entity] audit team did not adhere to [Section of ROP/CMEP] due to [State Reasons]. The [Regional Entity] audit team did not adhere to [Section of ROP/CMEP] due to [State Reasons].*

Audit Process

The compliance audit process steps are detailed in the [Regional Entity] CMEP.  The [Regional Entity] CMEP generally conforms to the United States Government Accountability Office Government Auditing Standards and other generally accepted audit practices.

Objectives

All Registered Entities are subject to an audit for compliance with all reliability standards applicable to the functions for which the Registered Entity is registered.
  The audit objectives are to:

· Review compliance with the requirements of reliability standards that are applicable to [Entity Acronym], based on the functions that [Entity Acronym] is registered to perform; 

· Validate compliance with applicable reliability standards from the NERC [year] Implementation Plan list of actively monitored standards, and additional NERC Reliability Standards selected by [Regional Entity]; 

· Validate compliance with applicable regional standards from the [Regional Entity] [year] Implementation Plan list of actively monitored standards;

· Validate evidence of self-reported violations and previous self-certifications;

· Observe and document [Entity Acronym]’s compliance program and culture;

· Review the status of mitigation plans.

Scope

The scope of the compliance audit included the NERC Reliability Standards from the [Regional Entity] [Year] Implementation Plan.  In addition, this audit included a review of mitigation plans or remedial action directives which have been completed or pending in the year of the compliance audit.

At the time of the audit, [Entity Acronym] was registered for the functions of [Registered Functions].  The audit team evaluated [Entity Acronym] for compliance during the period of [June 18, 2007] to [Date of Audit].

Confidentiality and Conflict of Interest

Confidentiality and Conflict of Interest of the audit team are governed under the [Regional Entity] Delegation Agreement with NERC, and Section 1500 of the NERC Rules of Procedure.  [Entity Acronym] was informed of the [Regional Entity] obligations and responsibilities under the agreement and procedures.  The work history for each audit team member was provided to [Entity Acronym].  [Entity Acronym] was given an opportunity to object to an audit team member’s participation on the basis of a possible conflict of interest or the existence of other circumstances that could interfere with an audit team member’s impartial performance of duties.  [Entity Acronym] had not submitted any objections by the stated fifteen day objection due date and accepted the audit team member participants without objection. There have been no denials of or access limitations placed upon this audit team by [Entity Acronym].  

Methodology

The audit team reviewed the information, data, and evidence submitted by [Entity Acronym] and assessed compliance with requirements of the applicable reliability standards.  Submittal of information and data were sent to [Regional Entity] [Number of Days] days before the scheduled date of the entity review.  Additional information relevant to the audit could be submitted until the conclusion of the exit briefing.  After that date, only data or information which was relevant to the content of the report or its finding can be submitted upon agreement by the audit team lead. 

The audit team requested and received additional information and sought clarification from subject matter experts during the audit. 

The audit team reviewed documentation provided by [Entity Acronym].  Data, information and evidence submitted in the form of policies, procedures, e-mails, logs, studies, data sheets, etc. which were validated, substantiated and cross checked for accuracy as appropriate.  Requirements which required a sampling to be conducted were developed based upon the significance of the sampling to the reliability of the bulk electrical system (BES).  

Findings were based on the audit team’s knowledge of the BES, the NERC Reliability Standards and their professional judgment.  All finding were developed based upon the consensus of the audit team.   

Company Profile

This section should contain any descriptive information about the audited entity to explain its usage, ownership or operational responsibilities pertaining to the BES.  In addition, information identifying geographical area, size, organizational roles, and etc. should be included.  

Audit Participants

The following is a listing of all personnel from the Audit Team and [Entity Acronym] who were present during the meetings or interviews.  

Audit Team Participants

	Title
	Entity

	
	

	
	


[Entity Acronym]  Audit Participants

	Title
	Entity

	
	

	
	

	
	


Audit Results

The audit team evaluated [Entity Acronym] for compliance with [number (XX)] requirements in the [Year, (YYYY)] NERC Compliance Monitoring and Enforcement Program (CEMP). The audit reviewed NERC Reliability Standards for the period of [Period of Audit].  [Entity Acronym] submitted information and documentation for the audit team’s evaluation of compliance with requirements.  The audit team reviewed and evaluated all information provided by [Entity Acronym] to assess compliance with standards applicable to [Entity Acronym] at this time. 

Based on the information and documentation provided by [Entity Acronym], the audit team found [Entity Acronym] to have no findings of non-compliance with [Compl Req. # (XX)] applicable requirements.  The audit team determined that [N/A Req # (XX)] requirements were not applicable to [Entity Acronym].  The audit team identified [PV # (XX)] Possible Violation(s). A Possible Violation(s) was identified for [Reliability Standard in Violation #, Req #, Standard Title] and sub-requirement [Sub Req #].  The audit team notified [Entity Acronym] of [number (XX)] Areas of Concern.

Findings

[INSTRUCTIONS: The public report shall not include a detailed listing of the evidence used by the audit team to support the audit findings, however, a general description of the evidence shall be provided in the Findings table below.  In circumstances where an Open Enforcement Action exists for a Requirement, but a new Possible Violation has been identified by the audit team, the Open Enforcement Action shall be noted in the findings table and the new Possible Violation shall be discussed in the Executive Summary of the audit reports. Delete instructions after reading.]

The following table details the findings for compliance for the scope identified for this audit.   

	Reliability Standard
	Requirement
	Finding

	[XXX-###-#]
	[Req. # (XX)]
	[Enter Finding: No Finding, Possible Violation, Not Applicable, and Open Enforcement Action (Include Enforcement Tracking Number).  In circumstances where an Open Enforcement Action exists for a Requirement, but a new Possible Violation has been identified by the audit team, the Open Enforcement Action shall be noted in the findings table and the new Possible Violation shall be discussed in the Executive Summary of the audit reports]

	
	
	

	
	
	


Compliance Culture

[Entity Acronym’s] compliance culture was reviewed by the audit team.  

The compliance monitor shall compile an overview of the entities compliance culture based upon the Internal Compliance Survey questions, information gathered, and observations made at the audit.  

The compliance monitor should be cognizant of the following four factors that characterize vigorous and effective compliance programs and address these factors in the compliance culture overview:  

· active engagement and leadership by senior management; 

· preventive measures appropriate to the circumstances of the company that are effective in practice;

· prompt detection of problems, cessation of misconduct, and reporting of a violation; 

· and remediation of the misconduct. 

Additional information pertaining to the compliance culture of [Entity Acronym] can be found in the Internal Compliance Survey.

OR 

[Entity Acronym’s] compliance culture was not reviewed by the audit team.  [Regional Entity] 

Areas of Concern

FERC Guidance Order on Compliance Audits Conducted by the Electric Reliability Organization and Regional Entities, dated January 15, 2009, states that “If an audit team learns about a situation that does not appear to involve a current or ongoing violation of a Reliability Standard requirement, but instead represents an area of concern that could become a violation, we expect the team to notify the registered entity of the situation, discuss it with the entity, and document such discussions in the compliance audit report. We remind audit teams that they are expected to fully test compliance with any non-actively monitored standard if the teams find evidence during the audit of non-compliance with such a standard.”  The audit team notified [Entity Acronym] of [number (XX)] Areas of Concern. 












[Insert Regional Entity Logo]





[Insert Regional Entity Logo]











� Per FERC Guidance Order on Compliance Audits Conducted by the Electric Reliability Organization and Regional Entities, dated January 15, 2009.


� This statement replaces the Regional Entity Self-Certification process.








� North American Electric Reliability Corporation CMEP, paragraph 3.1, Compliance Audits








� http://www.nerc.com/files/GuidanceOrderOnComplianceAudits-01152009.pdf





� Per FERC Guidance Order on Compliance Audits Conducted by the Electric Reliability Organization and Regional Entities, dated January 15, 2009.


� This statement replaces the Regional Entity Self-Certification process.








� North American Electric Reliability Corporation CMEP, paragraph 3.1, Compliance Audits
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