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Compliance Questionnaire and

Reliability Standard Audit Worksheet

CIP–004–2 — Cyber Security — Personnel & Training

Registered Entity: (Must be completed by the Compliance Enforcement Authority)

NCR Number: (Must be completed by the Compliance Enforcement Authority)

Applicable Function(s): RC, BA, IA, TSP, TO, TOP, GO, GOP, LSE, NERC, RE
Auditors:

Disclaimer


NERC developed this Reliability Standard Audit Worksheet (RSAW) language in order to facilitate NERC’s and the Regional Entities’ assessment of a registered entity’s compliance with this Reliability Standard.  The NERC RSAW language is written to specific versions of each NERC Reliability Standard.  Entities using this RSAW should choose the version of the RSAW applicable to the Reliability Standard being assessed.  While the information included in this RSAW provides some of the methodology that NERC has elected to use to assess compliance with the requirements of the Reliability Standard, this document should not be treated as a substitute for the Reliability Standard or viewed as additional Reliability Standard requirements.  In all cases, the Regional Entity should rely on the language contained in the Reliability Standard itself, and not on the language contained in this RSAW, to determine compliance with the Reliability Standard.  NERC’s Reliability Standards can be found on NERC’s website at http://www.nerc.com/page.php?cid=2|20.   Additionally, NERC Reliability Standards are updated frequently, and this RSAW may not necessarily be updated with the same frequency.  Therefore, it is imperative that entities treat this RSAW as a reference document only, and not as a substitute or replacement for the Reliability Standard.  It is the responsibility of the registered entity to verify its compliance with the latest approved version of the Reliability Standards, by the applicable governmental authority, relevant to its registration status.

The NERC RSAW language contained within this document provides a non‑exclusive list, for informational purposes only, of examples of the types of evidence a registered entity may produce or may be asked to produce to demonstrate compliance with the Reliability Standard.  A registered entity’s adherence to the examples contained within this RSAW does not necessarily constitute compliance with the applicable Reliability Standard, and NERC and the Regional Entity using this RSAW reserves the right to request additional evidence from the registered entity that is not included in this RSAW.  Additionally, this RSAW includes excerpts from FERC Orders and other regulatory references.  The FERC Order cites are provided for ease of reference only, and this document does not necessarily include all applicable Order provisions.  In the event of a discrepancy between FERC Orders, and the language included in this document, FERC Orders shall prevail.   
Subject Matter Experts

Identify your company’s subject matter expert(s) responsible for this Reliability Standard.  Include the person's title, organization, and the requirement(s) for which they are responsible.  Include additional sheets if necessary.  

Response: (Registered Entity Response Required)

	SME Name
	Title
	Organization
	Requirement

	
	
	
	

	
	
	
	

	
	
	
	


Supporting Evidence and Documentation

Response: (Registered Entity Response Required)

	
	
   Provide the following:


Document Title and/or File Name, 

 Page and Section, 
 Date and Version

	R1
	

	R2
	

	R3
	

	R4
	


Reliability Standard Language


CIP-004-2 — Cyber Security — Personnel & Training
Purpose: 
Standard CIP-004-2 requires that personnel having authorized cyber or authorized un-escorted physical access to Critical Cyber Assets, including contractors and service vendors, have an appropriate level of personnel risk assessment, training, and security awareness.  Standard CIP-004-2 should be read as part of a group of standards numbered Standards CIP-002-2 through CIP-009-2.  
Applicability:

Within the text of Standard CIP-004, “Responsible Entity” shall mean:
Reliability Coordinator
Balancing Authority
Interchange Authority
Transmission Service Provider
Transmission Owner
Transmission Operator
Generator Owner
Generator Operator
Load Serving Entity
NERC
Regional Entity
The following are exempt from Standard CIP-004-2:

Facilities regulated by the U.S. Nuclear Regulatory Commission or the Canadian Nuclear Safety Commission.
Cyber Assets associated with communication networks and data communication links between discrete Electronic Security Perimeters.

Responsible Entities that, in compliance with Standard CIP-002, identify that they have no Critical Cyber Assets.

NERC BOT Approval Date: 5/6/2009
FERC Approval Date: 9/30/2009
Reliability Standard Enforcement Date in the United States: 4/01/2010
Requirements:
R1.      Awareness — The Responsible Entity shall establish, document, implement and maintain a security awareness program to ensure personnel having authorized cyber or authorized unescorted physical access to Critical Cyber Assets receive on-going reinforcement in sound security practices.  The program shall include security awareness reinforcement on at least a quarterly basis using mechanisms such as:

• Direct communications (e.g., emails, memos, computer based training, etc.);

• Indirect communications (e.g., posters, intranet, brochures, etc.);

• Management support and reinforcement (e.g., presentations, meetings, etc.).

Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

This section must be completed by the Compliance Enforcement Authority.
Compliance Assessment Approach Specific to CIP-004-2 R1
___ Verify that the Responsible Entity has established, documented, implemented and maintains a security awareness program for all personnel having authorized unescorted physical access to CCAs 

               
             
Verify that personnel receive on-going reinforcement in security practices.



       Verify that the program is performed at least quarterly.

Note: Review examples of the awareness program.

Detailed notes:

Additional Evidence Reviewed:

	Title
	Date
	Version

	
	
	

	
	
	

	
	
	


R2.      Training — The Responsible Entity shall establish, document, implement and maintain an annual cyber security training program for personnel having authorized cyber or authorized unescorted physical access to Critical Cyber Assets. The cyber security training program shall be reviewed annually, at a minimum, and shall be updated whenever necessary.
R2.1. This program will ensure that all personnel having such access to Critical Cyber Assets, including contractors and service vendors, are trained prior to their being granted such access except in specified circumstances such as an emergency.
R2.2. Training shall cover the policies, access controls, and procedures as developed for the Critical Cyber Assets covered by CIP-004-2, and include, at a minimum, the following required items appropriate to personnel roles and responsibilities:

R2.2.1. The proper use of Critical Cyber Assets;

R2.2.2. Physical and electronic access controls to Critical Cyber Assets;

R2.2.3. The proper handling of Critical Cyber Asset information; and,

R2.2.4. Action plans and procedures to recover or re-establish Critical Cyber Assets and access thereto following a Cyber Security Incident.

R2.3. The Responsible Entity shall maintain documentation that training is conducted at least annually, including the date the training was completed and attendance records.
Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

This section must be completed by the Compliance Enforcement Authority.
Compliance Assessment Approach Specific to CIP-004-2 R2


___
Verify that the Responsible Entity has established, documented, implemented and maintains an 
          annual 
cyber security training program for all personnel who have:



___
Authorized cyber access to Critical Cyber Assets or



___
Authorized unescorted physical access to Critical Cyber Assets

___
Verify the program is reviewed annually, at a minimum, and updated whenever necessary
___Verify that training for all personnel having such access to CCAs including contractors and service vendors has been conducted prior to their access being granted .  
___ Verify training includes all policies, access controls and procedures as covered by CIP 004-2 and minimally includes the following as appropriate to personnel roles and responsibilities:
___ Proper use of Critical Cyber assets.
___ Physical and cyber access controls to Critical Cyber Assets.

___ Proper handling of Critical Cyber Asset information.

___ Action plans and procedures to recover or re‑establish Critical Cyber Assets and access thereto following a Cyber Security Incident.
___ Validate that the Responsible Entity maintains attendance records with the date that training 

       was completed.
___Validate training is conducted at least annually.

Detailed notes:

Additional Evidence Reviewed:

	Title
	Date
	Version

	
	
	

	
	
	

	
	
	


R3.      Personnel Risk Assessment —The Responsible Entity shall have a documented personnel risk assessment program, in accordance with federal, state, provincial, and local laws, and subject to existing collective bargaining unit agreements, for personnel having authorized cyber or authorized unescorted physical access to Critical Cyber Assets.  A personnel risk assessment shall be conducted pursuant to that program prior to such personnel being granted such access except in specified circumstances such as an emergency.  
The personnel risk assessment program shall at a minimum include:
R3.1. The Responsible Entity shall ensure that each assessment conducted include, at least, identity verification (e.g., Social Security Number verification in the U.S.) and seven-year criminal check.  The Responsible Entity may conduct more detailed reviews, as permitted by law and subject to existing collective bargaining unit agreements, depending upon the criticality of the position.
R3.2. The Responsible Entity shall update each personnel risk assessment at least every seven years after the initial personnel risk assessment or for cause.
R3.3. The Responsible Entity shall document the results of personnel risk assessments of its personnel having authorized cyber or authorized unescorted physical access to Critical Cyber Assets, and that personnel risk assessments of contractor and service vendor personnel with such access are conducted pursuant to Standard CIP-004-2.
Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

Questions:


Are there any personnel with authorized cyber or authorized unescorted physical access who are not subject to the personnel risk assessment program due to a collective bargaining unit agreement? If so, answer the following for each such agreement:


If applicable, when was the last collective bargaining unit agreement negotiated?

If applicable, when is the current agreement due to expire?

Have collective bargaining unit agreements been documented as an exception to the cyber security policy?



Entity Response: (Registered Entity Response Required)

This section must be completed by the Compliance Enforcement Authority.
Compliance Assessment Approach Specific to CIP-004-2 R3

___ Review the Responsible Entities documented personnel risk assessment program.  

___ Verify that documentation exists for the personnel risk assessments for personnel who have 

       authorized cyber or authorized unescorted physical access to Critical Cyber Assets.

       ___ Verify personnel risk assessments are conducted for contractors and service 

              vendor personnel who have such access.

___ Verify that each assessment includes at a minimum identity verification and seven year 

        criminal check.

___ Verify that personnel risk assessments are conducted prior to personnel being granted authorized access.  

___ Verify that personnel risk assessments are updated at least every seven years or for cause.  

Detailed notes:

Additional Evidence Reviewed:

	Title
	Date
	Version

	
	
	

	
	
	

	
	
	


R4.      Access — The Responsible Entity shall maintain list(s) of personnel with authorized cyber or authorized unescorted physical access to Critical Cyber Assets, including their specific electronic and physical access rights to Critical Cyber Assets.

R4.1. The Responsible Entity shall review the list(s) of its personnel who have such access to Critical Cyber Assets quarterly, and update the list(s) within seven calendar days of any change of personnel with such access to Critical Cyber Assets, or any change in the access rights of such personnel.  The Responsible Entity shall ensure access list(s) for contractors and service vendors are properly maintained.
R4.2. The Responsible Entity shall revoke such access to Critical Cyber Assets within 24 hours for personnel terminated for cause and within seven calendar days for personnel who no longer require such access to Critical Cyber Assets.
Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

This section must be completed by the Compliance Enforcement Authority.
Compliance Assessment Approach Specific to CIP-004-2 R4
___ Verify that the Responsible Entity maintains list(s) of personnel with authorized cyber or 

        authorized unescorted physical access to Critical Cyber Assets.  The list(s) must include 

         specific electronic and physical access rights.

_____ Verify that the Responsible Entity has reviewed the list(s) of its personnel including vendors and service personnelwho have such access to Critical Cyber Assets at least quarterly.  

___ Verify that the Responsible Entity updates its access list(s) of personnel including vendors and service personnel within seven calendar days of personnel change or change of access rights to Critical Cyber Assets.


___
Verify that access rights are revoked within 24 hours for personnel terminated for cause or within seven calendar days for personnel who no longer require access to Critical Cyber Assets.

Detailed notes:

Additional Evidence Reviewed:

	Title
	Date
	Version

	
	
	

	
	
	

	
	
	


Supplemental Information

Other ‑ The list of questions above is not all inclusive of evidence required to show compliance with the Reliability Standard. Provide additional information here, as necessary that demonstrates compliance with this Reliability Standard.



Entity Response: (Registered Entity Response)

Compliance Findings Summary (to be filled out by auditor)
	Req.
	C
	PV
	NA
	Statement

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	


Excerpts from FERC Orders -- For Reference Purposes Only

Updated Through March 31, 2009

CIP-004-1

Order 706   
P 1.  Pursuant to section 215 of the Federal Power Act (FPA), the Commission approves eight Critical Infrastructure Protection (CIP) Reliability Standards submitted to the Commission for approval by the North American Electric Reliability Corporation (NERC).  The CIP Reliability Standards require certain users, owners, and operators of the Bulk-Power System to comply with specific requirements to safeguard critical cyber assets.  In addition, pursuant to section 215(d)(5) of the FPA, the Commission directs NERC to develop modifications to the CIP Reliability Standards to address specific concerns identified by the Commission.

P 13.  In the Final Rule, the Commission approves the eight CIP Reliability Standards, finding that they are just and reasonable, not unduly discriminatory or preferential and in the public interest.  Further, the Commission approves NERC’s implementation plan that sets milestones for responsible entities to achieve full compliance with the CIP Reliability Standards … .

P 24.  The Commission approves the eight CIP Reliability Standards pursuant to section 215(d) of the FPA, as discussed below.  In approving the CIP Reliability Standards, the Commission concludes that they are just, reasonable, not unduly discriminatory or preferential, and in the public interest.  These CIP Reliability Standards, together, provide baseline requirements for the protection of critical cyber assets that support the nation’s Bulk-Power System.  Thus, the CIP Reliability Standards serve an important reliability goal.  Further, as discussed below, the CIP Reliability Standards clearly identify the entities to which they apply, apply throughout the interconnected Bulk-Power System, and provide a reasonable timetable for implementation.

P 47.  The Commission adopts the CIP NOPR approach regarding NERC and Regional Entity compliance with the CIP Reliability Standards.  The Commission maintains its belief that NERC’s compliance is necessary in light of its interconnectivity with other entities that own and operate critical assets.  Further, we conclude that NERC’s Rules of Procedure, which state that the ERO will comply with each Reliability Standard that identifies the ERO as an applicable entity, provides an adequate means to assure that NERC is obligated to comply with the CIP Reliability Standards.  Likewise, the delegation agreements between NERC and each Regional Entity expressly state that the Regional Entity is committed to comply with approved Reliability Standards.  Based on these provisions, we find that the Commission has authority to oversee the compliance of NERC and the Regional Entities with the CIP Reliability Standards.  

P 48.  … we believe that NERC’s position as overseer of Bulk-Power System reliability provides a level of assurance that it will take compliance seriously.  Moreover, section 215(e)(5) of the FPA provides that the Commission may take such action as is necessary or appropriate against the ERO or a regional entity to ensure compliance with a Reliability Standard or Commission order.

P 49.  The Commission also adopts its CIP NOPR approach and concludes that reliance on the NERC registration process at this time is an appropriate means of identifying the entities that must comply with the CIP Reliability Standards.  We are concerned … that some small entities that are not identified in the NERC registry may become gateways for cyber attacks.  However, we are not prepared to adopt [the] … approach of requiring that any entity connected to the Bulk-Power System, regardless of size, must comply with the CIP Reliability Standards irrespective of the NERC registry.  We believe this approach is overly-expansive and may raise jurisdictional issues.  Rather, we rely on NERC and the Regional Entities to be vigilant in assuring that all appropriate entities are registered to ensure the security of the Bulk-Power System.

P 50.  … the NERC registry process is designed to identify and register entities for compliance with Reliability Standards, and not identify lists of assets.  In the CIP NOPR, the Commission explained that it would expect NERC to register the owner or operator of an important asset, such as a blackstart unit, even though the facility may be relatively small or connected at low voltage.  While the facility would not be registered or listed through the registration process, NERC’s or a Regional Entity’s awareness of the critical asset may reasonably result in the registration of the owner or operator of the facility.  

P 51.  Likewise, we believe that NERC should register demand side aggregators if the loss of their load shedding capability, for reasons such as a cyber incident, would affect the reliability or operability of the Bulk-Power System.  EEI and ISO/RTO Council concur that the need for the registration of demand side aggregators may arise, but state that it is not clear whether aggregators fit any of the current registration categories defined by NERC.  We agree with EEI and ISO/RTO Council that NERC should consider whether there is a current need to register demand side aggregators and, if so, to address any related issues and develop criteria for their registration.

P 52.  The Commission agrees with the many commenters that suggest that the responsibility of a third-party vendor for compliance with the CIP Reliability Standards is a matter that should be addressed in contracts between the registered entity that is responsible for mandatory compliance with the Standards and its vendor.  To the extent that the responsible entity makes a business decision to hire an outside contractor to perform services for it, the responsible entity remains responsible for compliance with the relevant Reliability Standards.  Thus, it is incumbent upon the responsible entity to assure that its third-party vendor acts in compliance with the CIP Reliability Standards.  We agree with ISO/RTO Council’s characterization of the matter:

. . . when an application is developed and maintained by an outsourced provider, that outsourced provider manages physical and cyber access to the environment on which the application runs and therefore must be contractually obligated to the Responsible Entity to comply with the Reliability Standards.

While such providers are not registered entities subject to the Reliability Standards, they must perform the services and operate the applications in a manner consistent with the Reliability Standards. . . the Responsible Entity should be charged with incorporating contractual terms and conditions into agreements with third-party service providers that obligate the providers to comply with the requirements of the Reliability Standards.  In that regard, if a Responsible Entity determines that it is necessary to outsource a service that is essential to the reliable operation of a Critical Asset, Critical Cyber Asset, or the bulk electric system, it is clear that the Responsible Entity must be held responsible and accountable for compliance with the Reliability Standards.

P 53.  Further, it is incumbent upon a responsible entity to conduct vigorous oversight of the activities and procedures followed by the vendors they employ.  Thus, we expect a responsible entity to address in its security policy under CIP-003-1 its policies regarding its oversight of third-party vendors.

P 86.  The Commission adopts its CIP NOPR proposal and approves NERC’s implementation plan and time frames for responsible entities to achieve auditable compliance.  Responsible entities require a reasonable period of time to purchase and install new cyber software and equipment and develop new programs and procedures to achieve compliance.  Commenters indicate that the implementation plan provides that reasonable period of time.  Further, we agree with commenters that there is an urgent need to move forward without any delays.  Accordingly, we approve NERC’s implementation plan.     

P 88.  The Commission believes that the modifications to the CIP Reliability Standards developed by the NERC Reliability Standards development process should not be audited prior to the conclusion of the approved implementation plan.  EEI and other commenters claim that commencing the development of such modifications prior to the conclusion of the implementation plan would be discouraging to industry.  The Commission, however, finds that it is unacceptable to delay the development of the modifications directed in this Final Rule until after the conclusion of the implementation plan.  Since it is uncertain how long it will take to develop revised CIP Reliability Standards, we believe it is not reasonable to wait until the 2009-2010 time period for the process to start.  Features such as enhanced conditions on technical feasibility exceptions and oversight of critical asset determinations are too important to the protection of the Bulk-Power System to wait that long.  

P 97.  Further, we adopt our CIP NOPR proposals that, while an entity should not be subject to a monetary penalty if it is unable to certify that it is on schedule, such an entity should explain to the ERO the reason it is unable to self-certify.  The ERO and the Regional Entities should then work with such an entity either informally or, if appropriate, by requiring a remedial plan to assist such an entity in achieving full compliance in a timely manner.  Further, we expect the ERO and the Regional Entities to provide informational guidance, upon request, to assist a responsible entity in assessing its progress in reaching “auditably compliant” status.  

P 99.  … we clarify that the goal of a Regional Entity working with a responsible entity that is unable to self-certify is to assist the entity in meeting the NERC time frames for auditable compliance, and not to accelerate compliance ahead of schedule.

P 105.  The Commission is persuaded by comments regarding the limited reach of readiness reviews and the questionable utility of such reviews prior to the date by which entities are to be compliant; thus, adding the CIP Reliability Standards to the readiness reviews at this time will delay industry’s compliance efforts.  Therefore, the Commission will not require that the CIP Reliability Standards be added to the readiness reviews at this time.

P 180.  We agree with NERC and other commenters on the underlying rationale for a technical feasibility exception, i.e., that there is long-life equipment in place that is not readily compatible with a modern environment where cyber security issues are an acknowledged concern.  While equipment replacement will often be appropriate to comply with the CIP Reliability Standards, such as in instances where equipment is near the end of its useful life or when alternative or supplemental security measures are not possible, we acknowledge that the possibility of being required to replace equipment before the end of its useful life is a valid concern.  

P 181.  … The justification presented for technical feasibility exceptions is rooted in the problem of long-life legacy equipment and the economic considerations involved in the replacement of such equipment before the end of its useful life. … The Commission neither assumes that technical infeasibility issues will be present only during the transition period, nor does it assume that on a going forward basis there will be only one single means to comply with the CIP Reliability Standards.  It does assume, however, that all responsible entities eventually will be able to achieve full compliance with the CIP Reliability Standards when the legacy equipment that creates the need for the exception is supplemented, upgraded or replaced. 

P 182.  The Commission agrees with various commenters that the implementation of the CIP Reliability Standards should not be permitted to have an adverse effect on reliability and that proper implementation requires that care be taken to avoid unintended consequences.  We thus believe it is important to clarify that the meaning of “technical feasibility” should not be limited simply to whether something is technically possible but also whether it is technically safe and operationally reasonable.  

P 186.  Based on the above considerations, the Commission adopts its proposal in the CIP NOPR that technical feasibility exceptions may be permitted if appropriate conditions are in place.  The term technical feasibility should be interpreted narrowly to not include considerations of business judgment, but we agree with commenters that it should include operational and safety considerations.  

P 192.  With some minor refinements discussed below, the Commission adopts the CIP NOPR proposal for a three step structure to require accountability when a responsible entity relies on technical feasibility as the basis for an exception. …  

P 193.  We also agree … that in some instances remediation can be required only to the extent possible.  For example, in some cases it may never be possible to enclose certain critical cyber assets within a six-sided physical boundary as required under CIP-006-1.  However, such cases need to be sufficiently justified, the mitigation strategies must be ongoing and effective, and the justification must be subject to periodic review.  We also are mindful that accelerated replacement of equipment can be economically wasteful where security is not otherwise compromised.  We thus agree … that where mitigation measures are as or more effective than compliance, and in the case of minor technical or administrative requirements, replacement of certain assets before the end of their useful lives can be wasteful and inefficient.  We also agree with SPP that remediation might not be necessary where compensating measures are equally effective in reducing risk.  However, such cases must be subject to clear criteria and periodic review and, where necessary, updates.  

P 194.  However, in adopting this approach, we do not intend to suggest that it would never be necessary to replace equipment before the end of its useful life to achieve cyber security goals.  Where equipment is near the end of its useful life or if insufficient mitigation measures are available, the equipment should be replaced.  However, such situations must be dealt with on a case-by-case basis.  We emphasize that responsible entities must protect assets that are critical to the reliable operation of the Bulk-Power System.  

P 209.  For the reasons discussed below, the Commission concludes that technical feasibility exceptions should be reported and justified and subject to approval by the ERO or the relevant Regional Entity.  The Commission thus adopts its CIP NOPR proposal that use and implementation of technical feasibility exceptions must be governed by a clear set of criteria.  However, because we are persuaded by the commenters, we have modified certain elements of our original proposal, as discussed below. 

P 211.  With regard to the senior management approval, we continue to believe that internal approval is an important component of an overall framework of accountability with regard to use of the technical feasibility exception.  Therefore, we adopt this aspect of our CIP NIPR proposal … . 

P 213.  The Commission agrees … that Regional Entities should, in the first instance, receive and catalogue notices of technical feasibility exceptions that are claimed.  Such notices must include estimates of the degree to which mitigation measures achieve the goals set by a CIP Reliability Standard and be in sufficient detail to allow verification of whether reliance on exceptions (or the associated mitigation measures) adequately maintains reliability and does not create reliability issues for neighboring systems.  Initial submission of notices should be provided by responsible entities at least by the “Compliant” stage of implementation in order to allow Regional Entities to plan for auditing exceptions, as described in more detail below.  

P 214.  The Commission also agrees … that actual evaluation and approval of technical feasibility exceptions should be performed in the first instance in the audit process.  This would allow assessment of exceptions within their specific context and thus facilitate greater understanding in evaluating individual exceptions, as well as related mitigation steps and remediation plans.  This also would increase the amount of sensitive information that remains on-site and reduces the risk of improper disclosure.  In addition, it will allow the ERO and Regional Entities, informed by the initial notices discussed above, to include personnel in audit teams with sufficient expertise to judge the need for a technical feasibility exception and the sufficiency of preferred mitigation measures.

P 215.  Given the significance of technical feasibility exceptions, the Commission believes that initial audits of technical feasibility exceptions should be expedited, i.e., performed earlier than otherwise, including moving the audit to an earlier year.  Also, in general, responsible entities claiming such exceptions should receive higher priority when determining which entities to audit, and the more exceptions an entity has, the higher the priority for audit should be.  Further, NERC may provide an appeals process for the review of technical feasibility exceptions, if it determines that this is appropriate.

P 216.  However, the Commission notes that the audit process is a Regional Entity and ERO process, and audit team findings regarding exceptions are subject to Regional Entity and ERO review.  The Commission believes that the audit report should form the basis for ERO or Regional Entity approval of individual exceptions.  Approval thus represents a determination on compliance with the applicable CIP Reliability Standards, and we disagree with the ISO/RTO Council that approval of technical feasibility exceptions raises any conflict of interest or due process concerns.  The proposed procedures raise no special issues in this respect.  

P 217.  We agree … that approvals and potential appeals should not be allowed to delay implementation, but we believe our revised proposal resolves this problem.  We also agree … that responsible entities should be able to rely on a technical feasibility exception prior to formal approval.  

P 219.  We agree with comments emphasizing the importance of protecting sensitive information relating to technical feasibility exceptions.  We agree … that CEII treatment should be available for any such information.  … we agree that a governmental entity subject to FOIA requirements should not be required to submit sensitive information about critical assets or critical cyber assets that could be deemed a waiver of FOIA protection that is otherwise available.  Nonetheless, a governmental entity’s decision to rely on a technical feasibility exception should also be subject to appropriate oversight and accountability. … 

CIP-004-1

P 413.  Standard CIP-004-1 requires that personnel having authorized cyber access or unescorted physical access to critical cyber assets must have an appropriate level of personnel risk assessment, training and security awareness. Responsible entities must develop and implement a security awareness program that addresses concerns related to cyber security; a cyber security training program for affected personnel that addresses policies, access controls, procedures for the proper use of critical cyber assets, physical and electronic access to critical cyber assets, proper handling of asset information, and recovery methods after a cyber security incident; and a personnel risk assessment program for all personnel having access to critical cyber assets.

414. As discussed further below, the Commission approves Standard CIP-004-1 as

mandatory and enforceable. … 
431. The Commission adopts the CIP NOPR’s proposal and directs the ERO to develop a modification to CIP-004-1 that would require affected personnel to receive required training before obtaining access to critical cyber assets (rather than within 90 days of access authorization), but allowing limited exceptions, such as during emergencies, subject to documentation and mitigation.

432. The Commission notes that commenters did not provide specific reasons why employees should be granted access prior to training, but focused on the nature and scope of our proposed exceptions. … We note that a qualified escort would have to possess enough expertise regarding the critical cyber asset to ensure that the actions of the newly-hired employee or vendor did not harm the integrity of the critical cyber asset or the reliability of the Bulk-Power System. However, if the escort is sufficiently qualified, we believe such escorted access could be permitted before a newly-hired employee is trained.

436. Requirement R3 of CIP-004-1 requires each responsible entity to have a documented personnel risk assessment program. It also requires that a personnel risk assessment, including a criminal background check, be conducted within 30 days after a person receives cyber access or unescorted physical access to critical cyber assets. The wording of Requirement R3 would allow access to critical cyber assets while an investigation is still underway, and even before an investigation has started.

447. Requirement R4 of CIP-004-1 directs the responsible entity to maintain list(s) of personnel with authorized cyber or authorized unescorted physical access to critical cyber assets. The lists do not serve to deny personnel access from critical cyber assets prior to completion of a personnel risk assessment, although Requirement R4.2 requires that both cyber and physical access to critical cyber assets be revoked within 24 hours for personnel terminated for cause and within seven calendar days for personnel who no longer require such access.

461. As a general matter, the Commission believes that revoking access when an employee no longer needs it, either because of a change in job or the end of employment, must be immediate. As noted in the CIP NOPR, most organizations will know in advance the timing of personnel actions and can arrange ahead of time for access revocation to be concurrent with any disciplinary action, transfer, retirement or termination. Revocation of access is usually a matter of assuring that a particular employee’s credentials no longer permit physical or electronic access.  We understand that outlying elements may require some brief lag before denial of access is effective, in which case, the circumstances justifying such lag must be documented for audit purposes.

462. … We continue to believe that most dismissals can be anticipated in advance and believe that revocation should be immediate upon the employee’s notification of any personnel action requiring revocation of access. However, the ERO may define what circumstances justify an exception that is other than immediate and determine what is the fastest revocation possible.

463. We acknowledge that not all disciplinary actions warrant revocation of access privileges. In addition, certain personnel transfers can require a protracted transitional process that warrants retention of access privileges after the formal transfer date. There may be operational reasons that justify retention of access privileges after an employee transfers, but the default procedure should be to cancel access privileges at transfer and to document any exceptions to that policy for audit purposes.

473. The Commission adopts its proposals in the CIP NOPR with a clarification. As a general matter, all joint owners of a critical cyber asset are responsible to protect that asset under the CIP Reliability Standards. The owners of joint use facilities which have been designated as critical cyber assets are responsible to see that contractual obligations include provisions that allow the responsible entity to comply with the CIP Reliability Standards. This is similar to a responsible entity’s obligations regarding vendors with access to critical cyber assets.
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