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November 13, 2009 
 
Ms. Kimberly Bose 
Secretary 
Federal Energy Regulatory Commission 
888 First Street, N.E. 
Washington, D.C.  20426 
 
Re: NERC Notice of Penalty regarding Westmoreland Partners, FERC Docket No. NP10-

_-000 
 
Dear Ms. Bose: 
 
The North American Electric Reliability Corporation (NERC) hereby provides this Notice of 
Penalty1 regarding Westmoreland Partners (Westmoreland), NERC Registry ID NCR01370,2 in 
accordance with the Federal Energy Regulatory Commission’s (Commission or FERC) rules, 
regulations and orders, as well as NERC Rules of Procedure including Appendix 4C (NERC 
Compliance Monitoring and Enforcement Program (CMEP)).3   
 
This Notice of Penalty is being filed with the Commission because, based on information from 
SERC Reliability Corporation (SERC), SERC and Westmoreland have entered into a Settlement 
Agreement in which Westmoreland has agreed to the proposed financial penalty of $10,000 to be 
assessed to Westmoreland, in addition to other actions to promote prospective compliance 
required under the terms and conditions of the Settlement Agreement, and to resolve all 
outstanding issues arising from a preliminary and non-public assessment resulting in SERC’s 
determination and findings of enforceable alleged violations of PRC-005-1 Requirement (R) 1 
and CIP-001-1 R1 at issue in this Notice of Penalty.  Accordingly, the alleged violations 
identified as NERC Violation Tracking Identification Numbers SERC200800108 and 
SERC200800109 are being filed in accordance with the NERC Rules of Procedure and the 
CMEP. 
 

 
1 Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, 
Approval, and Enforcement of Electric Reliability Standards (Order No. 672), III FERC Stats. & Regs. ¶ 31,204 
(2006); Notice of New Docket Prefix “NP” for Notices of Penalty Filed by the North American Electric Reliability 
Corporation, Docket No. RM05-30-000 (February 7, 2008).  See also 18 C.F.R. Part 39 (2008).  Mandatory 
Reliability Standards for the Bulk-Power System, FERC Stats. & Regs. ¶ 31,242 (2007) (Order No. 693), reh’g 
denied, 120 FERC ¶ 61,053 (2007) (Order No. 693-A).  See 18 C.F.R § 39.7(c)(2). 
2 SERC Reliability Corporation confirmed that Westmoreland Partners was included on the NERC Compliance 
Registry on May 31, 2007 as a Generator Owner and a Generator Operator and was subject to the requirements of 
NERC Reliability Standard PRC-005-1 and CIP-001-1. 
3 See 18 C.F.R § 39.7(c)(2). 
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Statement of Findings Underlying the Alleged Violations 
 
This Notice of Penalty incorporates the findings and justifications set forth in the Settlement 
Agreement executed as of November 20, 2008, by and between SERC and Westmoreland, which 
is included as Attachment c.  The details of the findings and basis for the penalty are set forth in 
the Settlement Agreement and herein.  This Notice of Penalty filing contains the basis for 
approval of the Settlement Agreement by the NERC Board of Trustees Compliance Committee 
(NERC BOTCC).  In accordance with Section 39.7 of the Commission’s regulations, 18 C.F.R. § 
39.7 (2007), NERC provides the following summary table identifying each alleged violation of a 
Reliability Standard resolved by the Settlement Agreement, as discussed in greater detail below. 
 

Region 
Registered 

Entity NOC ID 
NERC 

Violation ID 

 
Reliability 

Std. 
Req. 
(R) 

 
VRF 

Total 
Penalty 

($) 

SERC 
Westmoreland 
Partners NOC-128 SERC200800108 PRC-005-1 1 High4 

SERC 
Westmoreland 
Partners NOC-128 SERC200800109 CIP-001-1 1 Medium 

10,000 

 
The purpose of Reliability Standard PRC-005-1 is to ensure all transmission and generation 
Protection Systems affecting the reliability of the Bulk Electric System (BES) are maintained 
and tested. 
 
PRC-005-1 R1 requires an entity such as Westmoreland that owns a generation Protection 
System to have a Protection System maintenance and testing program for Protection Systems 
that affect the reliability of the Bulk Electric System.  The program shall include the following: 
maintenance and testing intervals and their basis; and a summary of maintenance and testing 
procedures. 
 
The purpose of Reliability Standard CIP-001-1 is to ensure that disturbances or unusual 
occurrences, suspected or determined to be caused by sabotage, shall be reported to the 
appropriate systems, governmental agencies and regulatory bodies. 
 
CIP-001-1 R1 requires an entity such as Westmoreland to have procedures for the recognition of, 
and for making its operating personnel aware of, sabotage events on its facilities and multi-site 
sabotage affecting larger portions of the Interconnection. 
 
On March 25, 2008, Westmoreland self-reported a possible violation of CIP-001-1 R45 for a 
failure to have contacted the FBI, and a possible violation of PRC-005-1 R1 because its 

 
4 When NERC filed Violation Risk Factors (VRF) it originally assigned PRC-005-1 R1 a “Medium” VRF.  The 
Commission approved the VRF as filed; however, it directed NERC to submit modifications.  NERC submitted the 
modified “High” VRF and on August 6, 2007, the Commission approved the modified “High” VRF.  Therefore, the 
“Medium” VRF for PRC-005-1 R1 was in effect from June 18, 2007 until August 6, 2007 when the “High” VRF 
became effective. 
5 CIP-001-1 R4 requires an entity such as Westmoreland to establish communications contacts, as applicable, with 
local Federal Bureau of Investigation (FBI) or Royal Canadian Mounted Police (RCMP) officials and develop 
reporting procedures as appropriate to their circumstances. 
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protection system maintenance and protection program did not include a description of the 
maintenance performed on DC Control Circuits. 
 
According to the Settlement Agreement, during a scheduled on-site compliance audit on April 
16, 2008, the SERC Audit team identified the same possible violations of PRC-005-1 R1 and 
CIP-001-1 R4 that Westmoreland had self-reported earlier.  The SERC Audit team also 
identified an additional possible violation of CIP-001-1 R1 for Westmoreland’s failure to have a 
method of sabotage identification in its sabotage reporting procedure in effect between June 18, 
2007 and November 9, 2007.6  This possible violation was identified by the Audit team’s 
observation that the current sabotage reporting procedure, which was compliant with the 
requirements of CIP-001-1 R1, was approved on November 9, 2007 and therefore asked to 
review the procedure that was in effect between June 18, 2007, when the standards went into 
effect, and November 9, 2007 when the conforming procedure became effective.  The SERC 
Audit team reviewed Westmoreland’s procedure document in effect prior to November 9, 2007, 
a safety procedure dated December 15, 2005, and determined that it did not include a method for 
identification of sabotage events. 
 
The SERC Audit team also identified additional deficiencies in Westmoreland’s Protection 
System maintenance and testing program for PRC-005-1 R1 beyond the scope of the violation 
previously self-reported by Westmoreland.  After reviewing maintenance and testing records and 
procedures, the Audit team documented a possible violation for Westmoreland’s failure to 
include maintenance intervals and their bases for Voltage and Current sensing devices, and also 
for Westmoreland’s failure to include a summary of maintenance and testing procedures for any 
of the elements included in the approved Reliability Standards Glossary of Terms definition of 
Protection System (Protective relays, associated communication systems, voltage and current 
sensing devices, station batteries and DC control circuitry). 
 
The findings of the Audit team were reported to SERC Compliance Enforcement Staff (SERC 
Staff) who initiated an independent review of the findings.  The review included the evidence 
presented during the audit, the Reliability Standard Audit Worksheets (RSAW) related to each of 
the possible violations, interviews with the Audit team members and telephone interviews and e-
mail correspondence with Westmoreland staff. 
 
According to SERC, on April 18, 2008, SERC Staff sent Westmoreland a Compliance 
Assessment Notice letter informing them that SERC had initiated an assessment of the possible 
violations.  Based on its detailed compliance assessment, SERC Staff determined that 
Westmoreland had violated PRC-005-1 R1 and CIP-001-1 R1.  SERC Staff also determined to 
dismiss the CIP-001-1 R47 violation, which was self-reported by Westmoreland and also 

 
6 As discussed below, the section of the Mitigation Plan pertaining to CIP-001-1, Requirement 1 was completed on 
November 9, 2007 with the revision of Westmoreland Partner’s sabotage reporting procedure to include a method 
for identification of sabotage.  The Mitigation Plan also included actions to establish contact with the local FBI as 
required under Requirement 4.  Completion of the establishment of contact with the local FBI occurred on April 9, 
2008 with Westmoreland Partners’ Revision 1 to its procedure to incorporate information obtained from the FBI.   
7 As noted above, CIP-001-1 R4 requires an entity such as Westmoreland to establish communications contacts, as 
applicable, with local FBI or RCMP officials and develop reporting procedures as appropriate to their 
circumstances.  SERC determined that Westmoreland’s emergency action plans that were in effect since June 18, 
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identified by the SERC Audit team, and found Westmoreland to be compliant with this 
Requirement as of June 18, 2007. 
 
For PRC-005-1 R1, SERC Staff determined that, while Westmoreland was able to present 
evidence that appropriate maintenance and testing was taking place, it was unable to provide 
evidence that its maintenance and testing program included descriptions of its procedures for all 
components of the Protection System, and also determined that maintenance intervals and their 
bases were absent for all Protection System components except for relays and batteries.  SERC 
determined that the duration of the alleged violation of PRC-005-1 R1 was from June 18, 2007, 
the date the standard became mandatory and enforceable, until it was mitigated on June 12, 2008. 
 
For CIP-001-1 R1, SERC Staff recognized that Westmoreland had a procedure for responding to 
abnormal conditions; however, SERC Staff also confirmed that Westmoreland’s sabotage 
reporting procedure did not include a method of identification of sabotage for the period of June 
18, 2007 to November 9, 2007.  Therefore, SERC determined Westmoreland was in violation of 
CIP-001-1 R1 for the period from June 18, 2007 through November 9, 2007, the date upon 
which Westmoreland’s procedure included the method of identification.8  
 
SERC assessed the alleged violation of PRC-005-1 R1 to have a “High” Violation Risk Factor 
(VRF) and SERC assessed the alleged violation of CIP-001-1 to have a “Medium” VRF.   
 
According to the Settlement Agreement, SERC Staff concluded that Westmoreland’s 
insufficiently documented sabotage reporting procedure and undocumented maintenance of the 
Protection Systems for its generating facilities represented a low actual and foreseeable risk to 
bulk power system reliability, because it had a sabotage procedure in place and was performing 
testing and maintenance of its Protection Systems.  Thus, according to SERC, its Compliance 
Enforcement Staff determined that Westmoreland would pay a monetary penalty of $1,000 for 
the violation of CIP-001-1 R1 and a monetary penalty of $9,000 for the violation of PRC-005-1 
R1.  In this instance, the total penalty amount of $10,000 bears a reasonable relation to the 
seriousness and duration of the alleged violations and takes into consideration Westmoreland’s 
voluntary efforts to remedy the alleged violations in a timely manner.  Furthermore, based on 
Westmoreland’s cooperation, commitment to compliance and agreement to expeditiously 
reconcile this issue via settlement, SERC determined that the penalty of $10,000 was 
appropriate. 
 
 
 
 

 
2007 showed evidence of a working telephone number for the FBI during the period at issue.  SERC based this 
decision on the revised guidance on CIP-001-1 R4 issued by NERC on May 29, 2008. 
8 The section of the Mitigation Plan pertaining to CIP-001-1, Requirement 1 was completed on November 9, 2007 
with the revision of Westmoreland Partner’s sabotage reporting procedure to include a method for identification of 
sabotage.  The Mitigation Plan also included actions to establish contact with the local FBI as required under 
Requirement 4.  Completion of the establishment of contact with the local FBI occurred on April 9, 2008 with 
Westmoreland Partners’ Revision 1 to its procedure to incorporate information obtained from the FBI. 
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Status of Mitigation Plans9 
 
Westmoreland’s Mitigation Plan to address the alleged violation of PRC-005-1 R1 was 
submitted to SERC on July 2, 2008, accepted by SERC on July 17, 2008 and was approved by 
NERC on August 28, 2008.10  The Mitigation Plan is designated as MIT-07-0628 and was 
submitted as non-public information to FERC on August 28, 2008 in accordance with FERC 
orders.  Westmoreland certified on July 2, 2008 to SERC that its Mitigation Plan was completed 
on June 26, 2008.11  SERC Staff reviewed Westmoreland’s document, RCP-SERC-PRC-005 06-
08, which showed the revised protection system maintenance and testing documentation to be 
complete.  Westmoreland submitted this evidence in support of its Certification of Completion 
and SERC verified on July 3, 200812 that the Mitigation Plan was timely completed. 
 
For the alleged violation of PRC-005-1 R1, Westmoreland’s Generation Protection System 
Maintenance documentation did not clearly define the complete scope of testing required by 
PRC-005-1.  To restore compliance and prevent recurrence, as set forth in Westmoreland’s 
Mitigation Plan submitted to SERC on July 2, 2008, Westmoreland revised its PRC-005-1 
Compliance Procedure on June 12, 2008 to include maintenance intervals and their bases for 
voltage and current sensing devices, to include a summary of maintenance and testing procedures 
for all of the elements included in the approved Reliability Standards Glossary of Terms 
definition of Protection System (protective relays, associated communication systems, voltage 
and current sensing devices, station batteries and DC control circuitry).  Westmoreland also 
stated it was in the process of evaluating other procedures and programs throughout the facility 
to ensure the facility is in compliance with all Reliability Standards in the future.  On July 1, 
2009, SERC received a statement from Westmoreland’s President indicating the following:  “In 
the mitigation plan, Westmoreland agreed to review all policies and procedures for similar 
compliance issues by July 1.2008. This milestone activity was performed by the Roanoke Valley 
Energy Facilities Technical Contact. Rob Harrison and was completed by the target date and no 
additional deficiencies were noted and the facility remains in compliance with all applicable 
standards.” 
 
Westmoreland’s Mitigation Plan to address the alleged violation of CIP-001-1 R1 was submitted 
to SERC on June 30, 2008, accepted by SERC on August 1, 2008 and was approved by NERC 
on August 28, 2008.  The Mitigation Plan is designated as MIT-07-0629 and was submitted as 
non-public information to FERC on August 28, 2008 in accordance with FERC orders.  
Westmoreland certified on June 30, 2008 to SERC that its Mitigation Plan was completed on 

 
9 See 18 C.F.R § 39.7(d)(7).  
10 The Settlement Agreement incorrectly states that SERC accepted the Mitigation Plan on July 2, 2008 and that 
NERC approved the Mitigation Plan on July 17, 2008. 
11 The Certification of a Completed Mitigation Plan submitted by Westmoreland incorrectly states the Mitigation 
Plan was completed on June 12, 2009.  SERC Staff confirmed the date of the completion of the Mitigation Plan with 
Westmoreland and it should state June 26, 2008, the same date listed on the Mitigation Plan. 
12 Pursuant to SERC’s compliance implementing procedures at the time of this review, SERC’s Board Compliance 
Committee (BCC) was required to affirm the SERC Compliance Staff’s acceptance of Mitigation Plans.  The date of 
the BCC’s affirmation of SERC Compliance Staff’s actions establishes the date of Regional acceptance of 
Mitigation Plans.  SERC Compliance Staff completed its acceptance and verification of the subject completed 
mitigation plans before the plans were taken to and affirmed by the SERC BCC at its monthly meeting on July 17, 
2008. 
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April 9, 2008.13  Westmoreland submitted the following evidence to show that the requirements 
of the standard and the elements of the Mitigation Plan have been met: (1) the Westmoreland 
Power Partners Safety Manual Procedure 2 (SMP-02), Emergency Response Plan; Rev 0 dated 
November 9, 2007, which addressed the method for identification of sabotage in Section 4 – 
Standard Procedure for Acts of Sabotage, and Appendices and demonstrated compliance with 
CIP-001-1 R1; (2) the Westmoreland Power Partners Safety Manual Procedure 2 (SMP-02), 
Emergency Response Plan; Rev 1 dated April 9, 2008, which revised pages 21-24 and 
Appendices A, B, C, D and H of the procedure  to incorporate information obtained from the FBI 
after Westmoreland discussed its sabotage plan with the FBI; (3) a copy of the plant engineer’s 
notes from the phone conversations with the FBI; and (4) a copy of the plant’s phone bill.  SERC 
Staff reviewed the evidence Westmoreland submitted in support of its Certification of 
Completion and verified on July 3, 200814 that the Mitigation Plan was timely completed.   
 
For the alleged violation of CIP-001-1 R1, Westmoreland’s Procedures SAF-18 and SAF-18a 
did not clearly identify the recognition of a sabotage event.  To restore compliance and prevent 
recurrence, Westmoreland revised its procedures and issued them November 9, 2007.  The 
revised procedure, SMP-02, meets the requirement of CIP-001-1, Requirement 1 as 
acknowledged in the SERC audit report.  Because this procedure was in effect at the time of the 
audit, the Mitigation Plan for the violation of CIP-001-1 R1 was submitted to SERC as a 
completed Mitigation Plan on June 30, 2008.   
 
Statement Describing the Proposed Penalty, Sanction or Enforcement Action Imposed15 
 
 Basis for Determination  
 
Taking into consideration the Commission’s direction in Order No. 693, the NERC Sanction 
Guidelines and the Commission’s July 3, 2008 Guidance Order,16 the NERC BOTCC reviewed 
the Settlement Agreement and supporting documentation on February 8, 2009.  The NERC 
BOTCC approved the Settlement Agreement, including SERC’s imposition of a financial penalty 
of $10,000 against Westmoreland, in addition to other actions to promote prospective 

 
13 The section of the Mitigation Plan pertaining to CIP-001-1, Requirement 1 was completed on November 9, 2007 
with the revision of Westmoreland Partner’s sabotage reporting procedure to include a method for identification of 
sabotage.  The Mitigation Plan also included actions to establish contact with the local FBI as required under 
Requirement 4.  Completion of the establishment of contact with the local FBI occurred on April 9, 2008 with 
Westmoreland Partners’ Revision 1 to its procedure to incorporate information obtained from the FBI.  SERC Staff 
determined that Westmoreland’s emergency action plans in effect since June 18, 2007 had evidence of a working 
FBI number and, based on the revised guidance on CIP-001-1, Requirement 4 issued by NERC on June 3, 2008, the 
possible violation of CIP-001-1, Requirement 4 was dismissed by SERC Staff, as reflected in the Settlement 
Agreement. 
14 Pursuant to SERC’s compliance implementing procedures at the time of this review, SERC’s Board Compliance 
Committee (BCC) was required to affirm the SERC Compliance Staff’s acceptance of Mitigation Plans.  The date of 
the BCC’s affirmation of SERC Compliance Staff’s actions establishes the date of Regional acceptance of 
Mitigation Plans.  SERC Compliance Staff completed its acceptance and verification of the subject completed 
mitigation plans before the plans were taken to and affirmed by the SERC BCC at its monthly meeting on August 1, 
2008. 
15 See 18 C.F.R § 39.7(d)(4). 
16 North American Electric Reliability Corporation, “Guidance Order on Reliability Notices of Penalty,” 124 FERC 
¶ 61,015 (2008). 
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compliance required under the terms and conditions of the Settlement Agreement.  In approving 
the Settlement Agreement, the NERC BOTCC reviewed the applicable requirements of the 
Commission-approved Reliability Standards and the underlying facts and circumstances of the 
alleged violations at issue.   
 
In reaching this determination, NERC BOTCC considered the following factors: (1) the alleged 
violations reflected a deficiency in procedures and documentation; (2) the time of actual non-
compliance began in 2007 and was remedied early in 2008; (3) Westmoreland’s cooperated 
throughout the proceeding; (4) there was no prior violation history for Westmoreland of this 
standard or a closely-related requirement; (5) there was no indication of an attempt by 
Westmoreland to conceal any information; (6) there was no indication that the alleged violations 
were intentional; and (7) Westmoreland agreed to expeditiously resolve the alleged violations by 
settlement. 
 
Therefore, NERC approves the Settlement Agreement and believes that the proposed $10,000 
financial penalty is appropriate and consistent with NERC’s goal to ensure reliability of the bulk 
power system. 
 
Pursuant to Order No. 693, the penalty will be effective upon expiration of the 30 day period 
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review the 
penalty, upon final determination by FERC. 
 
The Record of the Proceeding17 
 
The record of the proceeding includes the following documents and material: 

a) Westmoreland’s self-report dated March 25, 2008, included as Attachment a; 

b) SERC Audit Screening Worksheets, included as Attachment b; 

c) Settlement Agreement by and between Westmoreland and SERC, included in Attachment 
c;  

i) Mitigation Plan designated as MIT-07-0629 submitted June 30, 2008, included in the 
Settlement Agreement as Appendix A-1; 

ii) Westmoreland’s certification of completion of the Mitigation Plan MIT-07-0629, 
dated June 30, 2008, included in the Settlement Agreement as Appendix A-2; 

iii) SERC’s statement of verification that the Mitigation Plan MIT-07-0629 has been 
completed, dated July 3, 2008, included in the Settlement Agreement as Appendix A-
3; 

iv) Mitigation Plan designated as MIT-07-0628 submitted July 2, 2008, included in the 
Settlement Agreement as Appendix A-4; 

v) Westmoreland’s certification of completion of the Mitigation Plan MIT-07-0628, 
dated July 2, 2008, included in the Settlement Agreement as Appendix A-5; and 

 
17 See 18 C.F.R § 39.7(d)(5). 
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vi) SERC’s statement of verification that the Mitigation Plan MIT-07-0628 has been 
completed, dated July 3, 2008, included in the Settlement Agreement as Appendix A-
6. 

 
A Form of Notice Suitable for Publication18  
 
A copy of a notice suitable for publication is included in Attachment d. 
 

 
18 See 18 C.F.R § 39.7(d)(6). 
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Notices and Communications 
 
Notices and communications with respect to this filing may be addressed to the following: 

Rick Sergel 
President and Chief Executive Officer 
David N. Cook*  
Vice President and General Counsel 
North American Electric Reliability Corporation  
116-390 Village Boulevard 
Princeton, NJ 08540-5721 
(609) 452-8060 
(609) 452-9550 – facsimile 
david.cook@nerc.net 
 
Diane Kathol* 
VP Power and Mining 
Westmoreland Coal Company 
2 North Cascade Ave; 2nd Floor 
Colorado Springs, CO 80903 
(719) 448-5814 
(719) 219-2594 - facsimile 
diane.kathol@westmoreland.com 
 
Don Keisling* 
President Westmoreland - North Carolina Power, 
LLC 
GP of Westmoreland Partners 
290 Power Place 
Weldon, NC 27890 
(252) 536-3200 
(252) 536-4448 - facsimile 
don.keisling@westmoreland.com 
 
 
 
*Persons to be included on the Commission’s 
service list are indicated with an asterisk.  NERC 
requests waiver of the Commission’s rules and 
regulations to permit the inclusion of more than 
two people on the service list. 
 

Rebecca J. Michael* 
Assistant General Counsel 
Holly A. Hawkins* 
Attorney 
North American Electric Reliability 

Corporation 
1120 G Street, N.W. 
Suite 990 
Washington, D.C. 20005-3801 
(202) 393-3998 
(202) 393-3955 – facsimile 
rebecca.michael@nerc.net 
 
Gerry Cauley 
President and Chief Executive Officer 
SERC Reliability Corporation 
2815 Coliseum Centre Drive 
Charlotte, NC 28217 
(704) 940-8202 
(704) 357-7914 – facsimile 
gcauley@serc1.org 
 
Thomas J. Galloway* 
Vice President and Director of Compliance 
SERC Reliability Corporation 
2815 Coliseum Centre Drive 
Charlotte, NC 28217 
(704) 940-8205 
(704) 357-7914 – facsimile 
tgalloway@serc1.org 
 
Kenneth B. Keels, Jr.* 
Manager of Compliance Enforcement 
SERC Reliability Corporation 
2815 Coliseum Centre Drive 
Charlotte, NC 28217 
(704) 940-8214 
(704) 357-7914 – facsimile 
kkeels@serc1.org 
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Conclusion 
 
NERC respectfully requests that the Commission accept this Notice of Penalty as compliant with 
its rules, regulations and orders.   

 
Respectfully submitted, 
 
  /s/ Rebecca J. Michael 

Rick Sergel 
President and Chief Executive Officer 
David N. Cook 
Vice President and General Counsel 
North American Electric Reliability Corporation  
116-390 Village Boulevard 
Princeton, NJ 08540-5721 
(609) 452-8060 
(609) 452-9550 – facsimile 
david.cook@nerc.net 

Rebecca J. Michael 
Assistant General Counsel 
Holly A. Hawkins 
Attorney 
North American Electric Reliability 

Corporation 
1120 G Street, N.W. 
Suite 990 
Washington, D.C. 20005-3801 
(202) 393-3998 
(202) 393-3955 – facsimile 
rebecca.michael@nerc.net 
holly.hawkins@nerc.net 

 
 
cc: Westmoreland Partners 
 SERC Reliability Corporation 
 
Attachments 
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R.1 - discovered in the course of the facility's reliability audit - April 14­
16,2008
R4 - self reported to SERe on 3/25/2008
[Provide your response here; additional detailed information may be provided as an
attachment as necessary]
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Section D: Details of Proposed Mitigation Plan

Mitigation Plan Contents

0 .. 1 Identify and describe the action plan, including specific tasks and actions
that your organization is proposing to undertake, or which it undertook if
this Mitigation Plan has been completed, to correct the violations
identified above in Part C.2 of this form:

Requirement RJ was conected as ofNovember 9,2007 by the adoption ofa
new emergency action plan at the facility.
Requirement R 4 was corrected as of May 1, 2008 with the revision of the
emergency action plan following contact with the FBI's Charlotte and Raleigh,
NC offices
[Provide your response here; additional detailed information may be provided as an
attachment as necessary]

Check this box [gJ and proceed to Section E of this form if this Mitigation
Plan, as set forth in Part D" 1, has already been completed; otherwise
respond to Part D,,2, D,,3 and, optionally, Part DA, below"

Mitigation Plan Timeline and Milestones

0 ..2 Provide the timetable for completion of the Mitigation Plan, including the
completion date by which the Mitigation Plan will be fully implemented
and the violations associated with this Mitigation Plan are corrected:

0 .. 3 Enter Milestone Activities, with completion dates, that your organization
is proposing for this Mitigation Plan:

Milestone Activity Proposed Completion Oate*
(shall not be more than 3 months apart)

(*) Note: Implementation milestones no more than three (3) months apart for Mitigation Plans with
expected completion dates more than three (3) months from the date of submission Additional
violations could be determined for not completing work associated with accepted milestones
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[Note: Provide your response here; addttional detailed information may be provided as an
attachment as necessary]
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[Note: Provide your response here; addttional detailed information may be provided as an
attachment as necessary]
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[Note: Provide your response here; addttional detailed information may be provided as an
attachment as necessary]
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Additional Relevant Inforwation (Optional)

DA If you have any relevant additional information that you wish to include
regarding the mitigation plan, milestones, milestones dates and
completion date proposed above you may include it here:

[Provide your response here; additional detailed information may be provided as an
attachment as necessary]

Section E: Interim and F~ture Reliability Risk

Check this box [2] and proceed and respond to Part E.2 and £.3, below, if
this Mitigation Plan, as set forth in Part 0.1, has a/ready been completed.

Abatement of Interim BPS Reliability Risk

E,1 While your organization is implementing the Mitigation Plan proposed in
Part D of this form, the reliability of the Bulk Power System may remain
at higher risk or be otherwise negatively impacted until the plan is
successfully completed,. To the extent they are, or may be, known or
anticipated: (i) identify any such risks or impacts; and (ii) discuss any
actions that your organization is planning to take or is proposing as part
of the Mitigation Plan to mitigate any increased risk to the reliability of
the bulk power system while the Mitigation Plan is being implemented:

[Provide your response here; additional detailed information may be provided as an
attachment as necessary]

Prevention of Future BPS Reliability Risk

E,2 Describe how successful completion of the Mitigation Plan as laid out in
Part D of this form will prevent or minimize the probability that your
organization incurs further violations of the same or similar reliability
standards requirements in the future:

The revision of the plOcedme as paIt of the mitigation effort restored the facility
to compliance with the CIP-OOl standaId,
[Provide your response here; additional detailed information may be provided as an
attachment as necessary]
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Additional Relevant Inforwation (Optional)

DA If you have any relevant additional information that you wish to include
regarding the mitigation plan, milestones, milestones dates and
completion date proposed above you may include it here:

[Provide your response here; additional detailed information may be provided as an
attachment as necessary]

Section E: Interim and F~ture Reliability Risk
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actions that your organization is planning to take or is proposing as part
of the Mitigation Plan to mitigate any increased risk to the reliability of
the bulk power system while the Mitigation Plan is being implemented:

[Provide your response here; additional detailed information may be provided as an
attachment as necessary]

Prevention of Future BPS Reliability Risk

E,2 Describe how successful completion of the Mitigation Plan as laid out in
Part D of this form will prevent or minimize the probability that your
organization incurs further violations of the same or similar reliability
standards requirements in the future:

The revision of the plOcedme as paIt of the mitigation effort restored the facility
to compliance with the CIP-OOl standaId,
[Provide your response here; additional detailed information may be provided as an
attachment as necessary]
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Additional Relevant Inforwation (Optional)

DA If you have any relevant additional information that you wish to include
regarding the mitigation plan, milestones, milestones dates and
completion date proposed above you may include it here:

[Provide your response here; additional detailed information may be provided as an
attachment as necessary]

Section E: Interim and F~ture Reliability Risk

Check this box [2] and proceed and respond to Part E.2 and £.3, below, if
this Mitigation Plan, as set forth in Part 0.1, has a/ready been completed.

Abatement of Interim BPS Reliability Risk

E1 While your organization is implementing the Mitigation Plan proposed in
Part D of this form, the reliability of the Bulk Power System may remain
at higher risk or be otherwise negatively impacted until the plan is
successfully completed" To the extent they are, or may be, known or
anticipated: (i) identify any such risks or impacts; and (ii) discuss any
actions that your organization is planning to take or is proposing as part
of the Mitigation Plan to mitigate any increased risk to the reliability of
the bulk power system while the Mitigation Plan is being implemented:

[Provide your response here; additional detailed information may be provided as an
attachment as necessary]

Prevention of Future BPS Reliability Risk

E2 Describe how successful completion of the Mitigation Plan as laid out in
Part D of this form will prevent or minimize the probability that your
organization incurs further violations of the same or similar reliability
standards requirements in the future:

The revision of the plOcedme as paIt of the mitigation effort restored the facility
to compliance with the CIP-OOl standaId,
[Provide your response here; additional detailed information may be provided as an
attachment as necessary]
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E3 Your organization, may be taking or planning other action, beyond that
listed in the Mitigation Plan, as proposed in Part D.. 1, to prevent or
minimize the probability of incurring further violations of the same or
similar standards requirements Iisled in Part C..2, or of other reliability
standards If so, identify and describe any such action, including
milestones and complelion dales:

A review of other facility procedmes is being conducted with consideration to
reliability standards to ensure that no similar issues exist at the facility.
[Provide your response here; additional detailed information may be provided as an
attachment as necessary)
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