NEIRC

B
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

December 30, 2009

Ms. Kimberly Bose

Secretary

Federal Energy Regulatory Commission
888 First Street, N.E.

Washington, D.C. 20426

Re:  NERC Notice of Penalty regarding Alabama Power Company, FERC Docket No.
NP10-_-000

Dear Ms. Bose:

The North American Electric Reliability Corporation (NERC) hereby provides this Notice of
Penalty’ regarding Alabama Power Company (Alabama Power), NERC Registry ID
NCRO01166, in accordance with the Federal Energy Regulatory Commission’s (Commission or
FERC) rules, regulations and orders, as well as NERC Rules of Procedure including Appendix
4C (NERC Compliance Monitoring and Enforcement Program (CMEP)).?

On November 21, 2008, Alabama Power self-reported non-compliance with PRC-005-1
Requirement (R) 2, specifically R2.1, for its failure to have documentation that its batteries were
inspected and tested within the intervals identified in its maintenance and testing program. This
Notice of Penalty is being filed with the Commission because, based on information from SERC
Reliability Corporation (SERC), SERC and Alabama Power have entered into a Settlement
Agreement to resolve all outstanding issues arising from a preliminary and non-public
assessment resulting in SERC’s determination and findings of the enforceable alleged violation
of PRC-005-1 R2, specifically R2.1. Pursuant to the Settlement Agreement, Alabama Power
neither admits nor denies the alleged violation of PRC-005-1 R2, and specifically R2.1, but
Alabama Power has agreed to the proposed penalty of seven thousand five hundred dollars

! Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment,
Approval, and Enforcement of Electric Reliability Standards (Order No. 672), 111 FERC Stats. & Regs. 1 31,204
(2006); Notice of New Docket Prefix ““NP”” for Notices of Penalty Filed by the North American Electric Reliability
Corporation, Docket No. RM05-30-000 (February 7, 2008). See also 18 C.F.R. Part 39 (2008). Mandatory
Reliability Standards for the Bulk-Power System, FERC Stats. & Regs. 1 31,242 (2007) (Order No. 693), reh’g
denied, 120 FERC 1 61,053 (2007) (Order No. 693-A). See 18 C.F.R § 39.7(c)(2).

2 SERC Reliability Corporation confirmed that Alabama Power was included on the NERC Compliance Registry as
a Transmission Owner, Load Serving Entity, Generator Owner (GO) and Distribution Provider on May 31, 2007.
As a GO, Alabama Power was subject to the requirements of NERC Reliability Standard PRC-005-1. On
September 25, 2009, NERC filed a Notice of Penalty at FERC regarding Alabama Power Company’s alleged
violation of FAC-003-1 R2, which was designated as Docket No. NP09-37-000. FERC issued a Notice stating it
would not further review that Notice of Penalty on October 23, 2009. Three Notices of Penalty related to other
Southern Company operating companies also are being concurrently filed with the instant Notice of Penalty.

¥ See 18 C.F.R § 39.7(c)(2).
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($7,500) to be assessed to Alabama Power, in addition to other remedies and mitigation actions
to mitigate the instant alleged violation and ensure future compliance under the terms and
conditions of the Settlement Agreement. Accordingly, the alleged violation identified as NERC
Violation Tracking Identification Number SERC200800237 is being filed in accordance with the
NERC Rules of Procedure and the CMEP.

Statement of Findings Underlying the Alleged Violation

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement
Agreement executed on July 7, 2009 by and between SERC and Alabama Power, included as
Attachment b. The details of the findings and basis for the penalty are set forth in the Settlement
Agreement and herein. This Notice of Penalty filing contains the basis for approval of the
Settlement Agreement by the NERC Board of Trustees Compliance Committee (NERC
BOTCC). In accordance with Section 39.7 of the Commission’s regulations, 18 C.F.R. § 39.7
(2007), NERC provides the following summary table identifying each alleged violation of a
Reliability Standard resolved by the Settlement Agreement, as discussed in greater detail below.

Total
NOC NERC Reliability | Req. Penalty
Region | Registered Entity ID Violation ID Std. (R) | VRF $)

SERC | Alabama Power Company 225 SERC200800237 | PRC-005-1 | 2/2.1 High* 7,500

The purpose of Reliability Standard PRC-005-1 is to ensure all transmission and generation
Protection Systems® affecting the reliability of the Bulk Power System (BPS) are maintained and
tested.

PRC-005-1 R2 requires each Transmission Owner and any Distribution Provider
that owns a transmission Protection System and each Generator Owner, such as
Alabama Power, that owns a generation Protection System to provide
documentation of its Protection System maintenance and testing program and the
implementation of that program to its Regional Entity on request (within 30
calendar days). Specifically, PRC-005-1 R2.1 requires the documentation of the
program implementation to include evidence that Protection System devices were
maintained and tested within the defined intervals. PRC-005-1 R2 has a “Lower”
VRF and R2.1 has a “High” VRF.

* PRC-005-1 R2 has a “Lower” Violation Risk Factor (VRF); R2.1 has a “High” VRF. During a final review of the
standards subsequent to the March 23, 2007 filing of the Version 1 VRFs, NERC identified that some standards
requirements were missing VRFs; one of these include PRC-005-1 R2.1. On May 4, 2007, NERC assigned PRC-
005 R2.1 a “High” VRF. In the Commission’s June 26, 2007 Order on Violation Risk Factors, the Commission
approved the PRC-005-1 R2.1 “High” VRF as filed. Therefore, the “High” VRF was in effect from June 26, 2007.
> The NERC Glossary of Terms Used in Reliability Standards, updated April 20, 2009, defines Protection System as
“Protective relays, associated communication systems, voltage and current sensing devices, station batteries and DC

. control circuitry.”
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In November 2008, Alabama Power discovered deficiencies in its documentation regarding
monthly testing of 37 of 60 Protection System device batteries at 13 of its 23 generating plants;
specifically, records were missing for 84 of 1,000 monthly interval tests that were to have been
conducted on these batteries over the seventeen-month period of June 2007 through October
2008. There were 23 Protection System device batteries at the 13 affected generating plants that
had documentation for all intervals and all batteries at its other 10 generating facilities had
documentation for all intervals.

Due to the documentation deficiency, Alabama Power could not confirm, pursuant to NERC
Reliability Standard PRC-005-1, Requirement 1, whether the 37 batteries involved at 13 plants
were inspected within the time intervals established in Alabama Power’s Protection System
device maintenance and testing program.

On November 21, 2008, Alabama Power self-reported the deficiencies to SERC concurrent with
beginning an investigation into the lack of documentation for these battery inspection activities.
The self-report was unsolicited and not in response to any SERC request.

In response to Alabama Power’s self-report, SERC Staff reviewed Alabama Power’s battery
maintenance records, held discussions with Alabama Power representatives, and reviewed
Alabama Power’s Protection System maintenance and testing program. On March 10, 2009,
SERC Staff advised Alabama Power of its findings of an alleged violation due to a lack of
documentation. Alabama Power could not confirm whether the station batteries at several of its
plants were inspected or tested within the time intervals detailed in its maintenance and testing
program established pursuant to NERC Reliability Standard PRC-005-1 R1, resulting in an
alleged violation of PRC-005-1 R2.1.

Alabama Power has a documented Protection System maintenance and testing program for its
Protection System devices that affect the reliability of the bulk power system. The program is
common to all of the operating companies of Alabama Power’s parent company, Southern
Company. Pursuant to this program, station batteries are scheduled to be inspected and tested on
a monthly basis to ensure the integrity of the batteries. Based upon its review of Alabama
Power’s maintenance and testing program, the battery testing records provided by Alabama
Power, and discussions with Alabama Power, SERC Staff determined that the underlying cause
of the referenced alleged violation was an error in the implementation of the program through the
failure of the technical services supervisors to clearly communicate to plant personnel
responsible for the maintenance and testing that: (1) station batteries must be inspected monthly
as required by the Protection System maintenance and testing program; and (2) station battery
inspections must be properly documented.

SERC Staff further concluded that there was no serious or substantial risk to the reliability of the
bulk power system because based on a review of battery maintenance records: (1) testing and
maintenance was being performed for all battery systems, albeit less frequently than required
under Alabama Power’s Protection System maintenance and testing program; (2) no batteries
were missing documentation of testing and maintenance for all intervals; (3) 23 of 60 batteries

I had documentation for all intervals and the gaps in documentation for the others were random,
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indicating there was no systematic program deficiency; and (4) all batteries at ten of Alabama
Power’s generating facilities had documentation for all monthly intervals.

SERC determined the duration of the PRC-005-1 R2.1 alleged violation to be from June 18,
2007, when the Reliability Standard became effective, until February 28, 2009, when Alabama
Power completed its Mitigation Plan.

SERC has assessed a penalty of seven thousand five hundred dollars ($7,500) for the referenced
alleged violation. In reaching this determination, SERC considered the following factors:

1. Alabama Power self-reported the alleged violation;

2. Alabama Power cooperated with SERC Staff during the investigation. Alabama Power
provided prompt responses to all of SERC Staff’s questions and satisfactorily cooperated
with SERC Staff during meetings between the parties to discuss these events.
Furthermore, Alabama Power proactively initiated its own internal investigation and
voluntarily provided supporting information to SERC Staff to assist in SERC Staff’s
review of the facts and circumstances. This included having representatives travel to
SERC’s office to provide detailed information on the investigation and to
comprehensively respond to SERC Staff questions. This enabled SERC Staff to conduct
a thorough investigation in an efficient manner;

3. Alabama Power possessed a clear lack of intent to commit or to conceal the alleged
violation, as is supported by its self-report and by the existence of maintenance and
testing records for all of its station batteries;

4. Alabama Power has adopted a maintenance and testing program - the Southern
Company’s (its parent corporation) maintenance and testing program. This program is
common to all Southern Company’s operating companies and has been previously
reviewed by SERC staff;

5. Alabama Power agreed to expeditiously resolve this issue via settlement and promptly
initiated various mitigation actions and preventative measures before receiving a Notice
of Alleged Violation and Proposed Penalty or Sanction from SERC;

6. Alabama Power has implemented preventative measures that include the implementation
of a formal compliance goal for all plants in 2009; and

7. Alabama Power has implemented a wide range of additional measures agreed to during
settlement agreement discussions to protect against future violations of the same or
similar requirements (discussed below).

After consideration of these and the above factors, SERC determined that, in this instance, the

penalty amount of seven thousand five hundred dollars ($7,500) is appropriate and bears a
reasonable relation to the seriousness and duration of the alleged violation.

|
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Status of Mitigation Plan and Settlement Agreement Actions®

Mitigation Plan Actions

Alabama Power’s Mitigation Plan to address its self-reported alleged violation of PRC-005-1
R2.1 was submitted to SERC on December 19, 2008. The Mitigation Plan was accepted by
SERC on January 15, 2009 and approved by NERC on February 17, 2009. The Mitigation Plan
for this alleged violation is designated as MIT-07-1372 and was submitted as non-public
information to FERC on February 24, 2009 in accordance with FERC orders.

Alabama Power’s Mitigation Plan included the following actions to fully mitigate the alleged
PRC-005-1 R2.1 violation and prevent future non-compliance:

To mitigate the instant alleged violation (section D of the Mitigation Plan):

1. Where testing documentation was not available, responsive action was taken to
ensure the batteries were inspected and tested with confirmation that they are in good
working condition and documentation was retained - completed on November 30,
2008;

2. Technical experts, who are independent of plant management, confirmed the integrity
of all batteries - completed on January 30, 2009;

3. Plant managers confirmed in writing that they understand the required monthly
inspection, testing and documentation associated with station batteries, and they
communicated these requirements to appropriate plant maintenance personnel -
completed on January 30, 2009; and

4. Revised procedures were established for the centralized retention and real-time
sharing of documentation associated with battery inspection, testing and maintenance
- completed on February 28, 20009.

To prevent future non-compliance (section E of the Mitigation Plan):

5. Implementation of compliance monitoring procedures whereby inspection and testing
documentation will be reviewed on a monthly basis to ensure that the required
maintenance has been performed; and

6. Establishment of a formal Plant Goal for 2009 associated with compliance with PRC-
005-1 pursuant to which a failure to comply will be considered in personnel evaluation
and could affect overall compensation.

Alabama Power certified on March 12, 2009 to SERC that its Mitigation Plan was completed on
February 28, 2009. Alabama Power also certified that its required actions to prevent future
compliance had been completed by February 28, 2009. To support its certification of
completion, Alabama Power submitted the following evidence:

. ® See 18 C.F.R § 39.7(d)(7).
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Action Item #1:
e Spreadsheet documenting dates of battery inspections for each applicable plant
battery; and

o Sample battery inspections sheets documenting the inspections for selected plants
where battery information was missing.

Action ltem #2
o Affidavit of Technical Expert documenting review confirming the integrity of the
batteries that were not inspected according to the Preventative Maintenance
Procedure.

Action Item #3
o E-mails from the Plant Manager of each plant documenting his or her understanding
of the Preventative Maintenance Procedure and communication of the Procedure to
appropriate Plant Personnel.

Action ltem #4
e Procedure developed to allow plant personnel to download battery inspection sheets
to a central database for retention and real-time sharing of documentation.

Action Items #5 and 6
o Compliance monitoring procedures have been implemented through the website
documented in Action Item #4 whereby inspection documentation will be reviewed
on a monthly basis to ensure that the required maintenance has been performed; and
o A formal Plant Goal for 2009 associated with compliance with PRC-005-1 has been
established pursuant to which a failure to comply will be considered in personnel
evaluation and could affect overall compensation.

On March 27, 2009, SERC completed its review of the evidence submitted by Alabama Power
and verified that Alabama Power’s Mitigation Plan was completed on February 28, 2009. With
the completion of the Mitigation Plan, SERC determined that Alabama Power was in compliance
with PRC-005-1 R2.1.

Additional Settlement Agreement Actions

In addition to the actions required by its Mitigation Plan, Alabama Power agreed to conduct
further actions during its Settlement Agreement discussions with SERC, incurring an initial cost
of $33,600 and an annual recurring cost of $130,700. These actions include:

1. Development of Interactive Web-based Application for Generation-Related ERO
Compliance Activities - completed on January 9, 2009;

2. Implementation of Weekly Compliance Meetings - completed on January 7, 2009;

3. Implementation of New Training on Reliability Standards - completed on January 12,
2009;

4. Hiring a full-time Compliance Coordinator to monitor compliance with generation-
related reliability standards - completed on January 5, 2009;

|
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5. Dedication of engineering subject matter expert to provide technical leadership and
guidance - completed on January 1, 2009;

6. Establishment of formal compliance goal for all plants in 2009 - completed on January 1,
2009; and

7. Implementation of quarterly certification requirement to confirm plant compliance with
NERC Reliability Standard PRC-005-1 - completed on April 30, 2009.

Alabama Power completed its Settlement Agreement actions on April 30, 2009. Alabama Power
submitted the following documentation to support its completion of the above actions:

1. Screenshots showing the ERO Compliance website;
2. A charter formalizing the weekly Compliance Committee meetings;

3. A screenshot of the meeting notice sent to training participates initiating the first of
twelve training sessions for its generating plant personnel;

4. A personnel report documenting Compliance Coordinator hire date;

5. An April 6, 2009 memo from the Electrical Systems and Field Support Manager detailing
organizational changes resulting in full time technical support position;

6. A description of current plant goal regarding reliability standards compliance that was
rolled out for 2009 and was distributed to employees and implemented; and

7. The Certification Form Template.

SERC reviewed this documentation and determined that it sufficiently supports a finding that
Alabama Power has completed these additional preventative measures.

Statement Describing the Proposed Penalty, Sanction or Enforcement Action Imposed’

Basis for Determination

Taking into consideration the Commission’s direction in Order No. 693, the NERC Sanction
Guidelines and the Commission’s July 3, 2008 Guidance Order,® the NERC BOTCC reviewed
the Settlement Agreement and supporting documentation on September 11, 2009. The NERC
BOTCC approved the Settlement Agreement, including SERC’s imposition of a financial penalty
of seven thousand five hundred dollars ($7,500) against Alabama Power and other actions to
promote prospective compliance required under the terms and conditions of the Settlement
Agreement. In approving the Settlement Agreement, the NERC BOTCC reviewed the applicable
requirements of the Commission-approved Reliability Standards and the underlying facts and
circumstances of the alleged violation at issue.

In reaching this determination, the NERC BOTCC considered the following factors:

" See 18 C.F.R § 39.7(d)(4).
8 North American Electric Reliability Corporation, “Guidance Order on Reliability Notices of Penalty,” 124 FERC

. 161,015 (2008).
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(1) Alabama Power self-reported the alleged violation during a self-initiated review of its
maintenance and testing activities;

(2) Alabama Power had a maintenance and testing program, and was conducting and
documenting testing, but failed to inspect and test at the monthly intervals prescribed by
its program;

(3) There was no serious or substantial risk to the bulk power system for the reasons stated
above;

(4) SERC reported that Alabama Power cooperated with SERC Staff; and

(5) As described above, Alabama Power has implemented a wide-range of measures to
address the alleged violation and to protect against future violations of the same or
similar requirements.

For the foregoing reasons, the NERC BOTCC approves the Settlement Agreement and believes
that the proposed seven thousand five hundred dollar ($7,500) penalty is appropriate for the
alleged violation and circumstances in question, and consistent with NERC’s goal to promote
and ensure reliability of the bulk power system.

Pursuant to Order No. 693, the penalty will be effective upon expiration of the 30 day period
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review the
penalty, upon final determination by FERC.

Attachments to be included as Part of this Notice of Penalty

The attachments to be included as part of this Notice of Penalty are the following documents:

a) Alabama Power’s Self-report dated November 21, 2008, included as Attachment &;

b) Settlement Agreement by and between Alabama Power and SERC executed July 7, 2009,
included as Attachment b;

i) Mitigation Plan designated as MIT-07-1372 submitted December 19, 2008, included in
the Settlement Agreement as Appendix A-1;

i) Alabama Power’s Certification of Completion of the Mitigation Plan dated March 12,
2009, included in the Settlement Agreement as Appendix A-2; and

iii) SERC’s Verification of Completion of the Mitigation Plan designated as MIT-07-1372
dated March 27, 2009, included in the Settlement Agreement as Appendix A-3.

A Form of Notice Suitable for Publication®

A copy of a notice suitable for publication is included in Attachment c.

. ° See 18 C.F.R § 39.7(d)(6).
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Notices and Communications

Notices and communications with respect to this filing may be addressed to the following:

David N. Cook* Rebecca J. Michael*
Vice President and General Counsel Assistant General Counsel
North American Electric Reliability Corporation Holly A. Hawkins*
116-390 Village Boulevard Attorney
Princeton, New Jersey 08540-5721 North American Electric Reliability Corporation
(609)452-8060 1120 G Street, N.W.
(609) 452-9550 — facsimile Suite 990
david.cook@nerc.net Washington, D.C. 20005-3801
(202) 393-3998
Gordon G. Martin* (202) 393-3955 — facsimile
Senior Vice President and General Counsel rebecca.michael@nerc.net
Alabama Power Company holly.hawkins@nerc.net
600 N. 18" Street
Birmingham, Al 35203
(205) 257-0522 President and Chief Executive Officer
(205) 257-3951 — facsimile SERC Reliability Corporation
ggmartin@southernco.com 2815 Coliseum Centre Drive
Charlotte, NC 28217
Helen R. Nalley* (704) 940-8202
Compliance Director (704) 357-7914 — facsimile
Southern Company Generation
600 N. 18" Street Thomas J. Galloway™*
Birmingham, Al 35203 Vice President and Director of Compliance
(205) 257-2055 SERC Reliability Corporation
(205) 257-7605 — facsimile 2815 Coliseum Centre Drive
hrnalley@southernco.com Charlotte, NC 28217
(704) 940-8205
David L. McPhail* (704) 357-7914 — facsimile
Counsel tgalloway@sercl.org
Balch & Bingham LLP
1710 Sixth Ave North Marisa A. Sifontes*
Birmingham, Al 35203 Compliance Legal Counsel
(205) 226-8778 SERC Reliability Corporation
(205) 488-5875 — facsimile 2815 Coliseum Centre Drive, Suite 500
dmcphail@balch.com Charlotte, NC 28217
(704) 494-7775
Kenneth B. Keels, Jr.* (704) 357-7914 — facsimile
Manager of Compliance Enforcement msifontes@sercl.org
SERC Reliability Corporation
2815 Coliseum Centre Drive *Persons to be included on the Commission’s service
Charlotte, NC 28217 list are indicated with an asterisk. NERC requests
(704) 940-8214 waiver of the Commission’s rules and regulations to
(704) 357-7914 — facsimile permit the inclusion of more than two people on the
kkeels@sercl.org service list.

|
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Conclusion

NERC respectfully requests that the Commission accept this Notice of Penalty as compliant with
its rules, regulations and orders.

Respectfully submitted,

/s/ Rebecca J. Michael

David N. Cook Rebecca J. Michael

Vice President and General Counsel Assistant General Counsel

North American Electric Reliability Corporation ~ Holly A. Hawkins

116-390 Village Boulevard Attorney

Princeton, NJ 08540-5721 North American Electric Reliability
(609) 452-8060 Corporation

(609) 452-9550 — facsimile 1120 G Street, N.W.
david.cook@nerc.net Suite 990

Washington, D.C. 20005-3801
(202) 393-3998

(202) 393-3955 — facsimile
rebecca.michael@nerc.net
holly.hawkins@nerc.net

cc: Alabama Power Company
SERC Reliability Corporation

Attachments

'V
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