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B
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

November 13, 2009

Ms. Kimberly Bose

Secretary

Federal Energy Regulatory Commission
888 First Street, N.E.

Washington, D.C. 20426

Re:  NERC Notice of Penalty regarding AES Red Oak, LLC
FERC Docket No. NP10-__-000

Dear Ms. Bose:

The North American Electric Reliability Corporation (NERC) hereby provides this Notice of
Penalty’ regarding AES Red Oak, LLC (AES Red Oak),? NERC Registry ID# NCR00665,%in
accordance with the Federal Energy Regulatory Commission’s (Commission or FERC) rules,
regulations and orders, as well as NERC Rules of Procedure including Appendix 4C (NERC
Compliance Monitoring and Enforcement Program (CMEP)).*

During an off-site Compliance Audit conducted from April 2-4, 2008 (Audit), ReliabilityFirst
Corporation (RFC) identified possible violations of Reliability Standards FAC-008-1,
Requirement (R) 1, FAC-009-1, R1, and PRC-005-1, R1 and R2 for AES Red Oak’s failure to:
(1) have a valid Facility Ratings Methodology; (2) document ratings for the full scope of
required equipment; and (3) to implement and provide evidence of a Protection System
maintenance program, respectively. This Notice of Penalty is being filed with the Commission
because, based on information from RFC, RFC and AES Red Oak have entered into a Settlement
Agreement to resolve all outstanding issues arising from a preliminary and non-public
assessment resulting in RFC’s determination and findings of the enforceable alleged violations of
FAC-008-1 R1, FAC-009-1 R1 and PRC-005-1 R1 and R2. According to the Settlement
Agreement, AES Red Oak neither admits nor denies the alleged violations of Reliability
Standards FAC-008-1 R1, FAC-009-1 R1 and PRC-005-1 R1 and R2, but has agreed to the

! Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment,
Approval, and Enforcement of Electric Reliability Standards (Order No. 672), Il1 FERC Stats. & Regs. 1 31,204
(2006); Notice of New Docket Prefix “NP”” for Notices of Penalty Filed by the North American Electric Reliability
Corporation, Docket No. RM05-30-000 (February 7, 2008). See also 18 C.F.R. Part 39 (2008). Mandatory
Reliability Standards for the Bulk-Power System, FERC Stats. & Regs. 1 31,242 (2007) (Order No. 693), reh’g
denied, 120 FERC 1 61,053 (2007) (Order No. 693-A). See 18 C.F.R § 39.7(c)(2).

2 NERC notes that, concurrently with the filing of this Notice of Penalty filing, NERC is submitting seven Notices of
Penalty regarding other AES entities in the Northeast Power Coordinating Council (NPCC) and ReliabilityFirst
Corporation (RFC) Regions.

® ReliabilityFirst Corporation confirmed that AES Red Oak, LLC, was included on the NERC Compliance Registry
as a Generator Owner on May 30, 2007 and as a Generator Operator on February 19, 2008, and, as a Generator
Owner, was subject to the requirements of NERC Reliability Standards FAC-008-1, FAC-009-1 and PRC-005-1.

. *See 18 C.F.R § 39.7(c)(2).
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proposed penalty of fifteen thousand dollars ($15,000) to be assessed to AES Red Oak, in
addition to other remedies that include mitigation actions and actions to prevent recurrence and
facilitate future compliance under the terms and conditions of the Settlement Agreement.
Accordingly, the alleged violations identified as NERC Violation Tracking ldentification
Numbers RFC200800049, RFC200800050, RFC200800051 and RFC200800052 are being filed
in accordance with the NERC Rules of Procedure and the CMEP.

Statement of Findings Underlying the Alleged Violations

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement
Agreement executed on September 1, 2009, by and between RFC and AES Red Oak, which is
included as Attachment b. The details of the findings and basis for the penalty are set forth in the
Settlement Agreement and herein. This Notice of Penalty filing contains the basis for approval
of the Settlement Agreement by the NERC Board of Trustees Compliance Committee (NERC
BOTCC). In accordance with Section 39.7 of the Commission’s regulations, 18 C.F.R. § 39.7
(2007), NERC provides the following summary table identifying each alleged violation of a
Reliability Standard resolved by the Settlement Agreement, as discussed in greater detail below.

Region | Registered Entity | NOC ID Viol\llaEtEE D Re"satzf"ty Fz%" VRF Pl—i%?':y
RFC | AESRedOak | NOC-265 | RFC200800049 | FAC-008-1 | 1 | Lower
RFC | AESRedOak | NOC-265 | RFC200800050 | FAC-009-1 | 1 | Medium
RFC | AESRedOak | NOC-265 | RFC200800051 | PRC-005-1 | 1 | High® $15.000
RFC | AESRedOak | NOC-265 | RFC200800052 | PRC-005-1 | 2 | High®

FAC-008-1 R1

The purpose of Reliability Standard FAC-008-1 is to ensure that Facility Ratings used in the
reliable planning and operation of the Bulk Electric System (BES) are determined based on an
established methodology or methodologies.

FAC-008-1 R1 requires a Generator Owner, such as AES Red Oak, to document its
current methodology used for developing Facility Ratings (Facility Ratings
Methodology) of its solely and jointly owned Facilities. Specifically, the methodology
shall include all of the following: R1.1) a statement that a Facility Rating shall equal the
most limiting applicable Equipment Rating of the individual equipment that comprises

®> When NERC filed VRFs for PRC-005, NERC originally assigned a “Medium” VRF to PRC-005-1 Requirement
R1. Inthe Commission’s May 13, 2007 Order on Violation Risk Factors, the Commission approved the VRF as
filed but directed modifications. On June 1, 2007, NERC filed the modified “High” VRF for PRC-005 Requirement
R1 for approval. On August 6, 2007, the Commission issued an Order approving the modified VRF. Therefore, the
“Medium” VRF was in effect from June 18, 2007 until August 6, 2007 and the “High” VRF has been in effect since
August 6, 2007.

. ® PRC-005-1 R2 has a “Lower” VRF; R2.1 and R2.2 have “High” VRFs.
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that Facility; R1.2) The method by which the Rating (of major BES equipment that
comprises a Facility) is determined; and R1.3) other considerations listed in the Standard.
FAC-008-1 R1 has a “Lower” Violation Risk Factor (VRF).

During the Audit, RFC Compliance Staff discovered a possible violation of FAC-008-1 R1
because AES Red Oak’s documentation and methodologies used for developing Facility Ratings
were only based on generator capability testing and voltage support service and did not include
terminal equipment, transformers, conductors, or relay protective devices. In addition, AES Red
Oak did not clearly specify normal ratings for the full scope of required equipment such as
conductors and relay protective devices and did not provide emergency ratings for the full scope
of required equipment such as the generator, conductors, transformers, relay protective devices
and terminal equipment.

During the Audit, AES Red Oak submitted the following documents for evidence of compliance
with FAC-008-1: Facility Ratings Methodology (dated August 25, 2006, Revision 0, submitted
for Compliance Audit, April 2008). This document defined the methodology for developing
ratings solely for the generating facility as a whole and therefore defined net capability, but it did
not clearly specify normal and emergency ratings. Red Oak Facility Description (no date, no
revision history, submitted for Compliance Audit, April 2008) provided a generic description of
the rating process but did not include equipment ratings, emergency ratings and specific factors
that establish these limits. PIJM Net Capability Verification Report (dated July 28, 2002, no
revision history, submitted for Compliance Audit, April 2008) only lists gross and net generator
capability, and the GPU Commentary & Additional Technical Data Emails (dated August 8,
2001 and August 15, 2001) only state concerns for possible relay coordination issues.
Accordingly, the evidence reviewed was determined insufficient to establish compliance with
NERC Reliability Standard FAC-008-1 R1 because it did not include information for all
equipment required to be included in the Facility Ratings Methodology.

After reviewing the evidence, RFC Enforcement Staff concluded that there was an alleged
violation of FAC-008-1, R1 and the duration of the alleged violation was from June 18, 2007,
when the standard became enforceable, through January 26, 2009, when AES Red Oak
completed its Mitigation Plan.’

FAC-009-1 R1

The purpose of Reliability Standard FAC-009-1 is to ensure that Facility Ratings used in the
reliable planning and operation of the BES are determined based on an established methodology
or methodologies.

FAC-009-1 R1 requires a Generator Owner, such as AES Red Oak, to establish Facility
Ratings for its solely and jointly owned Facilities that are consistent with the associated
Facility Ratings Methodology. FAC-009-1, Requirement 1 has a “Medium” VRF.

" The Settlement Agreement incorrectly states the duration ended on November 14, 2008, the date AES Red Oak

. submitted an acceptable Mitigation Plan.
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During the Audit, RFC Compliance Staff discovered a possible violation of FAC-009-1 R1
because AES Red Oak had not addressed the full scope of required equipment as required by
FAC-008-1 R1, and could not establish Facility Ratings for its solely and jointly owned Facilities
that were consistent with the associated Facility Ratings Methodology as required by FAC-009-1
R1.

During the Audit, AES Red Oak submitted a document titled Establish and Communicate
Facilities Ratings for AES Red Oak Related to NERC Standard FAC-009-1 (no date, Revision 0,
submitted for Compliance Audit, April 2008) as evidence of compliance with FAC-009-1.
However, compliance was not supported, because the AES Red Oak Facility Rating
Methodology for FAC-008-1 did not include the full scope of required equipment of
transmission conductors, transformers, relay protective devices, terminal equipment, and series
and shunt compensation.

After reviewing the evidence, RFC Enforcement Staff concluded that there was an alleged
violation of FAC-009-1, R1 and the duration of the alleged violation was from June 18, 2007,
when the standard became enforceable, through January 26, 2009, when AES Red Oak
completed its Mitigation Plan.®

PRC-005-1 R1 and R2
The purpose of Reliability Standard PRC-005-1 is to ensure that all transmission and generation
Protection Systems® affecting the reliability of the BES are maintained and tested.

PRC-005-1 R1
PRC-005-1 R1 requires each Generator Owner, such as AES Red Oak, that owns a
generation Protection System to have a Protection System maintenance and testing
program for Protection Systems that affect the reliability of the BES. Specifically, the
program shall include: R1.1 maintenance and testing intervals and their basis; and R1.2
summary of maintenance and testing procedures. PRC-005-1 R1 and R2 both have a
“High” VRF.

During the Audit, RFC auditors discovered a possible violation of PRC-005-1 R1 because AES
Red Oak failed to have a valid Protection System maintenance program. AES Red Oak
submitted the following document for evidence of compliance with PRC-005-1 R1: (1) System
Protection Maintenance and Testing for AES Red Oak Related to NERC Standard PRC-005-1
(no date, no revision history, submitted for Compliance Audit, April 2008) which did not clearly
define the maintenance and testing intervals other than described as “as-needed” and “regular;”
(2) System Protection Coordination Procedure, which included major facility equipment but it

& The Settlement Agreement incorrectly states the duration ended on November 14, 2008, the date AES Red Oak
submitted an acceptable Mitigation Plan.
® Protection Systems is defined as “Protective relays, associated communication systems, voltage and current

. sensing devices, station batteries and DC control circuitry” in the NERC Glossary of Terms.
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did not include DC control circuitry; and (3) Maintenance Schedule & Log which did not include
the maintenance and testing intervals for all Protection System equipment.’®

After reviewing the evidence, RFC Enforcement Staff concluded that there was an alleged
violation of PRC-005-1 R1. The duration of the alleged violation was from June 18, 2007, when
the standard became enforceable, through January 26, 2009, when AES Red Oak completed its
Mitigation Plan.*

PRC-005-1 R2
PRC-005-1 R2 requires each Generator Owner, such as AES Red Oak, that owns a
generation Protection System to provide documentation of its Protection System
maintenance and testing program and the implementation of that program to its Regional
Entity on request (within 30 calendar days). Specifically, the documentation of the
program implementation shall include: R2.1) evidence Protection System devices were
maintained and tested within the defined intervals; and R2.2) date(s) each Protection
System device was last tested/maintained. PRC-005-1 R2 has a “Lower” VRF; however
PRC-005-1 R2.1 and R2.2 both have “High” VRFs.

During the Audit, RFC auditors discovered a possible violation of PRC-005-1 R2 because AES
Red Oak failed to provide evidence that AES Red Oak maintained and tested its Protection
System Maintenance Devices within the specified intervals. AES Red Oak submitted the
following documents for compliance with PRC-005-1 R2: (1) System Protection Maintenance
and Testing for AES Red Oak Related to NERC Standard PRC-005-1 (no date, no revision
history, submitted for Compliance Audit, April 2008) which lacked specific definition related to
maintenance and testing intervals for voltage and current sensing devices, battery systems and
associated basis; (2) Maintenance Schedule & Log, which indicated overdue maintenance and
testing dates and did not include all Protection System elements; and (3) System Protection
Coordination Procedure which lists the last dates when Protections System devices were tested
but did not include DC control circuitry and communication systems.

RFC Enforcement Staff determined that overall evidence did not confirm that all Protection
System devices were maintained and tested within the defined intervals, and not all elements of
the Protection System were included. RFC Enforcement Staff concluded therefore, there was an
alleged violation of PRC-005-1 R2. The duration of the alleged violation was from June 18,
2007, when the standard became enforceable, through January 26, 2009, when AES Red Oak
completed its Mitigation Plan.*?

19 AES Red Oak failed to have a valid Protection System maintenance program and was processed as a general R1
violation with a “High” Severity level. In light of this, information defining the percentage of elements not included
and/or tested was not requested.

1 The Settlement Agreement incorrectly states the duration ended on November 14, 2008, the date AES Red Oak
submitted an acceptable Mitigation Plan.

12 The Settlement Agreement incorrectly states the duration ended on November 14, 2008, the date AES Red Oak

. submitted an acceptable Mitigation Plan.
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Regional Entity’s Basis for Penalty

According to the Settlement Agreement, RFC determined a penalty of fifteen thousand dollars
($15,000) was appropriate for the referenced alleged violations. In reaching this determination,
RFC considered the following factors: (1) these violations constituted AES Red Oak’s first
occurrence of violations of NERC Reliability Standards; (2) AES Red Oak was cooperative
throughout RFC’s enforcement process; (3) there was no evidence of any attempt to conceal the
violations nor evidence of intent to do so; (4) RFC determined that the FAC-008-1 and FAC-
009-1 alleged violations did not pose a serious or substantial risk to the reliability of the bulk
power system because they involved missing ratings for elements that were not the most limiting
factor; and (5) RFC determined that the PRC-005-1 alleged violation did not pose a serious or
substantial risk to the reliability of the bulk power system because the violation is limited to a
single unit with small generation capacity (although capable of 832 MW, half of the capacity is
not in use and it is a half coal, half gas facility). There were no misoperations with the
Protection System devices reported during the audit period and all devices were found to be
operational when tested.

Status of Mitigation Plan®®

On November 14, 2008, AES Red Oak submitted to RFC, three draft Mitigation Plans™* to
address the alleged violations of FAC-008-1 R1, FAC-009-1 R1, and PRC-005-1 R1 and R2.
After being revised by AES Red Oak, the plans were accepted by RFC on December 15, 2008
and approved by NERC on January 9, 2009. The Mitigation Plans for these alleged violations
were designated as MIT-08-1236, MIT-08-1237 and MIT-08-1238, and were submitted as non-
public information to FERC on January 9, 2009 in accordance with FERC orders.

FAC-008-1 R1

In Mitigation Plan MIT-08-1236, AES Red Oak outlined the actions taken to mitigate the alleged
violation, including revising its Facility Ratings Methodology document to include all required
elements of FAC-008-1 R1. AES Red Oak’s actions included: (1) reviewed RFC Audit Findings
and the FAC-008-1 Standard and its requirements; (2) created a work plan, envisioning the
requirements contemplated in the standard and addressing the RFC Audit Findings; (3)
developing a list, which included all affected equipment including generators, transmission
conductors, transformers, protective relays, terminal equipment and compensation device; (4)
obtaining the design rating information for all affected equipment; and (5) reviewing equipment
rating information to determine the most limiting piece of equipment, inclusive of reviewing
normal and emergency ratings, equipment manufacture ratings, design criteria, ambient
conditions, operating limitations and other assumptions. In addition to its Mitigation Plan and
pursuant to the Settlement Agreement, AES Red Oak will incorporate a more active compliance
program to facilitate that AES Red Oak maintains a vigorous presence in compliance matters.

AES Red Oak certified on March 5, 2009 that its Mitigation Plan MIT-08-1236 was completed
as of January 26, 2009. As evidence of completion of its Mitigation Plan, AES Red Oak
submitted its Facility Ratings Methodology for AES Red Oak LLC, Revision No. 1 — November

'3 See 18 C.F.R § 39.7(d)(7).
. 1 The Settlement Agreement incorrectly states that AES Red Oak submitted four Mitigation Plans instead of three.
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14, 2008. This document satisfactorily details AES Red Oak’s Facility Rating Methodology in
accordance with FAC-008-1 R1 for generators, generator step-up (GSU) transformers, and all
terminal equipment. The methodology is based on the equipment manufacturers’ manuals and
the engineering design data books. The methodology includes consideration for equipment
design criteria, manufacturers’ ratings, ambient conditions, operating limitations, and other
assumptions. The document includes the required statement from R1.1 that the Facility Rating
shall equal the most limiting applicable equipment rating of the individual equipment that
comprises that facility.

On July 10, 2009, RFC subject matter experts reviewed the Mitigation Plan and supporting
evidence of its completion and in a letter dated July 10, 2009, RFC Enforcement Staff verified
that the AES Red Oak Mitigation Plan was completed on January 26, 2009.

In addition to its Mitigation Plan and pursuant to the Settlement Agreement, AES Red Oak will
incorporate a more active compliance program, which is discussed below.

FAC-009-1 R1

In Mitigation Plan MIT-08-1237, AES Red Oak outlined the actions taken to mitigate the alleged
violation, including establishing and communicating Facility Ratings for all required elements of
FAC-009-1 R1. AES Red Oak’s actions included: (1) reviewed RFC Audit Findings and the
FAC-008-1 Standard and its requirements; (2) creating a work plan to satisfy the requirements
contemplated in the standard and to address the RFC Audit findings; (3) developing a list, which
included all equipment identified in its revised Facility Methodology under FAC-008-1 including
generators, transmission conductors, transformers, protective relays, terminal equipment and
compensation device; (4) obtaining the design rating information for all affected equipment; and
(5) reviewing equipment rating information to determine the most limiting piece of equipment,
inclusive of reviewing normal and emergency ratings, equipment manufacture ratings, design
criteria, ambient conditions, operating limitations and other assumptions. In addition to its
Mitigation Plan and pursuant to the Settlement Agreement, AES Red Oak will incorporate a
more active compliance program to ensure that AES Red Oak maintains a vigorous presence in
compliance matters. Furthermore, AES Red Oak’s Mitigation Plan required it to: (1) analyze
affected equipment for the most limiting factors (completed October 2008); (2) establish and
communicate Facility Ratings (completed October 2008); (3) complete FAC-009-1 procedure
revisions (completed October 2008); and (4) to the extent necessary, revise the draft procedure
based on RFC review and resubmit it to RFC for review (completed December 2008).

On March 5, 2009, AES Red Oak certified that its Mitigation Plan was completed as of January
26, 2009. As evidence of completion of its Mitigation Plan, AES Red Oak submitted a formal
revision of the FAC-009-1 Facility Ratings procedure, Establish and Communicate Facility
Ratings for AES Red Oak LLC, Revision No. 2 — November 14, 2008. This document
satisfactorily details the establishment of Facility Ratings in accordance with FAC-009-1 R1
based on AES Red Oak’s approved Facility Rating Methodology from FAC-008-1 R1. The
ratings include consideration for equipment design criteria, manufacturers’ ratings, ambient
conditions, operating limitations, and other assumptions. The final result is that the Facility
Rating equals the most limiting applicable equipment rating of the individual equipment that

I comprises the facility.
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On July 10, 2009, RFC subject matter experts reviewed the Mitigation Plan and supporting
evidence of its completion and in a letter dated July 10, 2009, RFC Enforcement Staff verified
that the AES Red Oak Mitigation Plan was completed on January 26, 2009

In addition to its Mitigation Plan and pursuant to the Settlement Agreement, AES Red Oak will
incorporate a more active compliance program, which is discussed below.

PRC-005-1 R1 and R2

In the Mitigation Plan MIT-08-1238, AES Red Oak outlined the actions taken to mitigate the
alleged violations of PRC-005-1 R1 and R2; including revising the Procedure for maintenance
and testing of Protection Systems and testing all Protection Systems to ensure all were tested
within the interval as required by AES Red Oak’s revised procedure. AES Red Oak’s actions
included: (1) reviewing the PRC-005-1 Standard and its requirements and the RFC Audit
Findings; (2) creating a work plan to satisfy the requirements contemplated in the Standard and
to address RFC Audit Findings; (3) developing an affected system protection equipment list,
including protective relays, communication systems, voltage and current sensing devices, station
batteries and DC control circuitry; (4) reviewing the guidelines as set forth in the NERC
Technical Reference “Protection System Maintenance;” (5) reviewing affected equipment to
ensure that all of the Facility’s Protection System Equipment is addressed, proper maintenance
and testing intervals are established, proper maintenance and testing procedures are in place and
that testing and maintenance events have occurred within the required intervals; and (6) drafting
a procedure documenting System Protection Maintenance and Testing Program for submittal and
review by RFC; and to the extent necessary, revise the draft procedure based on RFC’s review.

On March 5, 2009, AES Red Oak certified that its Mitigation Plan was completed as of January
26, 2009. As evidence of completion of its Mitigation Plan, AES Red Oak submitted a revised
procedure for the Protection System Maintenance & Testing Program for AES Red Oak, Revision
1 — November 14, 2008. This document satisfactorily details AES Red Oak’s maintenance and
testing program in accordance with PRC-005-1 R1 for its protection systems that affect the
reliability of the bulk power system. The equipment covered includes electromechanical and
solid-state relays, microprocessor-based relays, communication systems, voltage and current
sensing devices, station batteries and chargers, and DC control circuitry. The document also
includes guidelines for scheduled intervals, required documentation, and data retention periods.
The attachment to this document satisfactorily details the protection system equipment, the
required testing interval, and the date last tested in accordance with PRC-005-1 R2. The
equipment covered includes electromechanical and solid-state relays, microprocessor-based
relays, communication systems, voltage and current sensing devices, station batteries and
chargers, and DC control circuitry. All test dates were within the required testing interval.

On July 10, 2009, RFC subject matter experts reviewed the Mitigation Plan and supporting
evidence of its completion and in a letter dated July 10, 2009, RFC Enforcement Staff verified
that AES Red Oak’s Mitigation Plan was completed on January 26, 2009.

In addition to the Mitigation Plan and pursuant to the Settlement Agreement, AES Red Oak will

I incorporate a more active compliance program, which is discussed below.



NERC Notice of Penalty
AES Red Oak, LLC
November 13, 2009
Page 9

Compliance Program Enhancement

As part of the Settlement Agreement, AES Red Oak initiated efforts beyond its immediate
mitigation of the alleged violations in order to prevent recurrence. Specifically, AES Red Oak
committed to the following actions and completion dates:

Compliance Program Enhancement Content

AES Red Oak has developed and will implement a Compliance Program Enhancement to
supplement its existing Ethics and Compliance program. These actions include: (a)
utilizing a document management system for records management to create a single
repository of all documentation related to standards compliance; (b) implementing
programs to promote a culture of compliance like general awareness training; (c)
implementing general business training for all job functions that includes applicable and
“real world” examples of GO/GOP functions; and (d) implementing a formal internal audit
to verify standards compliance. A copy of the program enhancement document is included
as Attachment B to the Settlement Agreement.

Compliance Program Enhancement Milestones
According to the Settlement Agreement, AES Red Oak will take the following actions at a

cost of $177,500:
Activity Expected Completion Date | Status
Implement Online Repository for Program September 30, 2009 Completed
Documentation
Initiate Online Training March 30, 2010
Initiate General Awareness Training March 30, 2010
Define Internal Audit Team June 30, 2010
Complete Internal Audit August 31, 2010
Quarterly Reports (4) December 31, 2009 through

September 30, 2010.

Compliance Program Enhancement Reporting

To facilitate RFC’s need to communicate the implementation status of the activities agreed
to in the Settlement Agreement and provide accountability to NERC, AES Red Oak will
provide updates using the forms and format in Attachment C to the Settlement Agreement
semi-annually for one year.

Statement Describing the Proposed Penalty, Sanction or Enforcement Action Imposed®®

Basis for Determination

Taking into consideration the Commission’s direction in Order No. 693, the NERC Sanction
Guidelines and the Commission’s July 3, 2008 Guidance Order,*® the NERC BOTCC reviewed

1> See 18 C.F.R § 39.7(d)(4)
18 North American Electric Reliability Corporation, “Guidance Order on Reliability Notices of Penalty,” 124 FERC

. 161,015 (2008).
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the Settlement Agreement and supporting documentation on October 13, 2009. The NERC
BOTCC approved the Settlement Agreement, including RFC’S imposition of a financial penalty,
assessing a penalty of fifteen thousand dollars ($15,000) against AES Red Oak and other actions
to facilitate future compliance required under the terms and conditions of the Settlement
Agreement.*” In approving the Settlement Agreement, the NERC BOTCC reviewed the
applicable requirements of the Commission-approved Reliability Standards and the underlying
facts and circumstances of the alleged violations at issue.

In reaching this determination, the NERC BOTCC considered the following factors:

(1) the referenced alleged violations are the first violations for AES Red Oak of NERC
Reliability Standards in RFC;

(2) AES Red Oak was cooperative throughout the enforcement process;

(3) there was no evidence of any attempt to conceal a violation nor evidence of intent to do
so; and

(4) RFC reported the FAC-008-1 and FAC-009-1 alleged violations did not pose a serious or
substantial risk to the reliability of the bulk power system because they involved missing
ratings for elements that were not the most limiting factor; and the PRC-005-1 alleged
violation did not pose a serious or substantial risk to the reliability of the bulk power
system because the violation is limited to a single unit with small generation capacity
(although capable of 832 MW, half of the capacity is not in use and it is a half coal, half
gas facility).

For the foregoing reasons, the NERC BOTCC approves the Settlement Agreement and believes
that the proposed penalty of fifteen thousand dollars ($15,000) is appropriate for the violations
and circumstances, and consistent with NERC’s goal to promote and ensure reliability of the
bulk power system.

Pursuant to Order No. 693, the penalty will be effective upon expiration of the 30 day period
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review the
penalty, upon final determination by FERC.

" The NERC BOTCC notes that the registered entity does not receive direct or offset credit for money spent for
actions to mitigate the violation or for any additional money spent above and beyond what is required to mitigate the

. violation.
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Attachments to be Included as Part of this Notice of Penalty

The attachments to be included as part of this Notice of Penalty are the following documents and
material:

a) Compliance Audit Report-Public Version dated April 4, 2008, included as Attachment a;

b) Settlement Agreement by and between AES Red Oak and RFC executed September 1, 2009,
included as Attachment b;

1) RFC’s Verifications of Completion of the Mitigation Plans, dated July 10, 2009, included
as Attachment A to the Settlement Agreement;

i) AES Red Oak’s Compliance Program Enhancement, included as Attachment B to the
Settlement Agreement;

iii) RFC’s Settlement Activity Reporting Form, included as Attachment C to the Settlement
Agreement;

iv) AES Red Oak’s Mitigation Plans designated as MIT-08-1236, MIT-08-1237, MIT-08-
1238, submitted December 15, 2008, included as Attachment D to the Settlement
Agreement; and

v) AES Red Oak’s Certifications of Completion of the Mitigation Plans submitted March 5,
2009, included as Attachment E to the Settlement Agreement.

A Form of Notice Suitable for Publication®®

A copy of a notice suitable for publication is included in Attachment c.

'8 The Mitigation Plans are dated November 14, 2008, the date the draft plans were submitted.

I 19 See 18 C.F.R §39.7(d)(6).
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Notices and Communications

-y

Notices and communications with respect to this filing may be addressed to the following:

Rick Sergel

President and Chief Executive Officer

David N. Cook*

Vice President and General Counsel

North American Electric Reliability Corporation
116-390 Village Boulevard

Princeton, New Jersey 08540-5721
(609)452-8060

(609) 452-9550 — facsimile
david.cook@nerc.net

Timothy R. Gallagher*

President and Chief Executive Officer
Raymond J. Palmieri*

Vice President and Director of Compliance
ReliabilityFirst Corporation

320 Springside Drive, Suite 300

Akron, Ohio 44333

(330) 456-2488

tim.gallagher@rfirst.org
ray.palmieri@rfirst.org

Robert K. Wargo*

Manager of Compliance
ReliabilityFirst Corporation
320 Springside Drive, Suite 300
Akron, Ohio 44333

(330) 456-2488
bob.wargo@rfirst.org

*Persons to be included on the Commission’s
service list are indicated with an asterisk. NERC
requests waiver of the Commission’s rules and
regulations to permit the inclusion of more than
two people on the service list.

Rebecca J. Michael*
Assistant General Counsel
Holly A. Hawkins*

Attorney

North American Electric Reliability Corporation
1120 G Street, N.W.

Suite 990

Washington, D.C. 20005-3801
(202) 393-3998

(202) 393-3955 — facsimile
rebecca.michael@nerc.net
holly.hawkins@nerc.net

A.W. Bergeron*

Plant Manager and President
Dave Carroll*

Control Room Team Leader
AES Red Oak, LLC

832 Red Oak Lane
Sayreville, New Jersey 08872
(732) 238-1462
chip.bergeron@aes.com
dave.carroll@aes.com

Bruce Richardson*

Outside Counsel — AES Red Oak, LLC
King & Spalding LLP

1700 Pennsylvania Avenue NW
Washington, D.C. 20006

(202) 626-5460
brichardson@kslaw.com

|
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Conclusion

-y

NERC respectfully requests that the Commission accept this Notice of Penalty as compliant with

its rules, regulations and orders.

Rick Sergel

President and Chief Executive Officer

David N. Cook

Vice President and General Counsel

North American Electric Reliability Corporation
116-390 Village Boulevard

Princeton, NJ 08540-5721

(609) 452-8060

(609) 452-9550 — facsimile
david.cook@nerc.net

cc: AES Red Oak, LLC
ReliabilityFirst Corporation

Attachments

'V

Respectfully submitted,

/s/ Rebecca J. Michael

Rebecca J. Michael

Assistant General Counsel

Holly A. Hawkins

Attorney

North American Electric Reliability
Corporation

1120 G Street, N.W.

Suite 990

Washington, D.C. 20005-3801

(202) 393-3998

(202) 393-3955 — facsimile

rebecca.michael@nerc.net

holly.hawkins@nerc.net
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Review Results:

ReliabilityFirst Corporation reviewed the evidence AES Red Oak, LLC submitted in
support of its Certification of Completion. On July 10, 2009 ReliabilityFirst verified that
the Mitigation Plan was completed in accordance with their terms and has therefore
deemed AES Red Oak, LLC compliant to the aforementioned NERC Reliability
Standard.

Respectfully Submitted,

AUA Y g

Robert K. Wargo
Manager of Compliance Enforcement
ReliabilityFirst Corporation



ATTACHMENT A
RELlABlLlegﬁ

July 10, 2009

Summary and Review of Evidence of Mitigation Plan Completion

NERC Violation ID #: RFC20080050
NERC Plan ID: MIT-08-1237
Registered Entity; AES Red Oak, LLC
NERC Registry ID: NCRO00665
Standard: FAC-009-1
Requirement: R1

Status: Complete

Review Process:

During the off-site compliance audit of AES Red Oak LLC conducted April 2-4, 2008, it
was discovered that AES Red Oak LLC was not compliant with FAC-009-1 R1. Since
the full scope of required equipment was not addressed in FAC-008-1 R1, compliance to
this requirement could not be supported. The scope of equipment did not include
transmission conductors, transformers, relay protective devices, terminal equipment, and
series and shunt compensation.

AES Red Oak, LLC developed a Mitigation Plan for FAC-009-1 R1 dated November 14,
2008 (amended December 15, 2008) to address the above referenced violation. This
Mitigation Plan was subsequently approved by ReliabilityFirst and NERC (MIT-08-
1237).

AES Red Oak, LLC certified via E-mail dated March 5, 2009 that this Mitigation Plan for
FAC-009-1 R1 has been completed. ReliabilityFirst requested and received evidence of
completion for actions taken by AES Red Oak, LLC as specified in the Mitigation Plan.
ReliabilityFirst performed an audit-like review to verify that all actions specified in the
Mitigation Plan were successfully completed. As a result, a conference call was held on
July 1, 2009, and ReliabilityFirst requested AES Red Oak LLC to include ratings for
conductors in the switchyard. This information was provided via E-mail on July 3, 2009.

FAC-009-1, R1 states:
R1. The Transmission Owner and Generator Owner shall each establish Facility
Ratings for its solely and jointly owned Facilities that are consistent with the
associated Facility Ratings Methodology.

Evidence Submitted:

R1: Establish and Communicate Facility Ratings for AES Red Oak LLC, Revision No. 2
- November 14, 2008
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This document satisfactorily details their establishment of facility ratings in
accordance with FAC-009-1 R1 based on their approved facility rating
methodology from FAC-008-1 R1. The ratings include consideration for
equipment design criteria, manufacturers’ ratings, ambient conditions, operating
limitations, and other assumptions. The final result is that the facility rating
equals the most limiting applicable equipment rating of the individual equipment
that comprises the facility. The “Attachment A” to this document provides their
ratings for all the appropriate equipment associated with their facility.

Status: Complete

Review Results:

ReliabilityFirst Corporation reviewed the evidence AES Red Oak, LLC submitted in
support of its Certification of Completion. On July 10, 2009 ReliabilityFirst verified that
the Mitigation Plan was completed in accordance with their terms and has therefore
deemed AES Red Oak, LLC compliant to the aforementioned NERC Reliability
Standard.

Respectfully Submitted,

AUA Y g

Robert K. Wargo
Manager of Compliance Enforcement
ReliabilityFirst Corporation



ATTACHMENT A

RELIABILITW

July 10, 2009

Summary and Review of Evidence of Mitigation Plan Completion

NERC Violation ID #: RFC20080051
RFC20080052
NERC Plan ID: MIT-08-1238
Registered Entity; AES Red Oak, LLC
NERC Registry ID: NCRO00665
Standard: PRC-005-1
Requirements: R1, R2
Status: Complete

Review Process:

During the off-site compliance audit of AES Red Oak LLC conducted April 2-4, 2008, it
was discovered that AES Red Oak LLC was not compliant with PRC-005-1 R1 and R2.
Overall evidence did not clearly define the maintenance and testing interval described
under “as-needed” for voltage and current sensing devices, and “regular” for battery
systems. Maintenance & testing intervals for some Protection System equipment were
not addressed. Evidence did not appear to address all components of the Protection
System such as DC control circuitry and communication systems. No evidence was
provided for basis of testing intervals.

AES Red Oak, LLC developed a Mitigation Plan for PRC-005-1 R1 and R2 dated
November 14, 2008 (amended December 15, 2008) to address the above referenced
violation. This Mitigation Plan was subsequently approved by ReliabilityFirst and
NERC (MIT-08-1238).

AES Red Oak, LLC certified via E-mail dated March 5, 2009 that this Mitigation Plan for
PRC-005-1 R1 and R2 has been completed. ReliabilityFirst requested and received
evidence of completion for actions taken by AES Red Oak, LLC as specified in the
Mitigation Plan. ReliabilityFirst performed an in-depth review and analysis of the
information provided to verify that all actions specified in the Mitigation Plan were
successfully completed.

PRC-005-1, R1 states:
R1. Each Transmission Owner and any Distribution Provider that owns a
transmission Protection System and each Generator Owner that owns a
generation Protection System shall have a Protection System maintenance and
testing program for Protection Systems that affect the reliability of the BES. The
program shall include:

R1.1. Maintenance and testing intervals and their basis.
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R1.2. Summary of maintenance and testing procedures.

Evidence Submitted:

R1: Protection System Maintenance & Testing Program for AES Red Oak, Revision 1 -

November 14, 2008
This document satisfactorily details their maintenance and testing program in
accordance with PRC-005-1 R1 for their protection systems that affect the
reliability of the Bulk Electric System. The equipment covered includes
electromechanical and solid-state relays, microprocessor-based relays,
communication systems, voltage and current sensing devices, station batteries and
chargers, and DC control circuitry. The document also includes guidelines for
scheduled intervals, required documentation, and data retention periods.

Status: Complete

PRC-005-1, R2 states:
R2. Each Transmission Owner and any Distribution Provider that owns a
transmission Protection System and each Generator Owner that owns a
generation Protection System shall provide documentation of its Protection
System maintenance and testing program and the implementation of that program
to its Regional Reliability Organization on request (within 30 calendar days). The
documentation of the program implementation shall include:

R2.1. Evidence Protection System devices were maintained and tested
within the defined intervals.

R2.2. Date each Protection System device was last tested/maintained.

Evidence Submitted:

R2: Protection System Maintenance & Testing Program for AES Red Oak, Revision 1 -

November 14, 2008
The attachment to this document satisfactorily details their protection system
equipment, the required testing interval, and the date last tested in accordance
with PRC-005-1 R2. The equipment covered includes electromechanical and
solid-state relays, microprocessor-based relays, communication systems, voltage
and current sensing devices, station batteries and chargers, and DC control
circuitry. All test dates were within the required testing interval.

Status: Complete

Review Results:
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ReliabilityFirst Corporation reviewed the evidence AES Red Oak, LLC submitted in
support of its Certification of Completion. On July 10, 2009 ReliabilityFirst verified that
the Mitigation Plan was completed in accordance with their terms and has therefore
deemed AES Red Oak, LLC compliant to the aforementioned NERC Reliability
Standard.

Respectfully Submitted,

AUA Y g

Robert K. Wargo
Manager of Compliance Enforcement
ReliabilityFirst Corporation
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ATTACHMENT B

COMPLIANCE PROGRAM ENHANCEMENT

1. Program Documentation
To enhance compliance with applicable NERC and RFC reliability standards, the AES Red Oak,

LLC proposes to utilize a web-based document control system (IDCST) for records management. The

DCS provides for the following key attributes:
i. Maintain the master copy of each AES RFC Businesses reliability compliance materials
on-line for all four regional businesses to access and review;
ii. Allow for easy access of each reliability standards as well as provide a reliable source for
tracking changes with the reliability standards;
iii. Establish an area to post questions, a common calendar to list all up and coming events
related to reliability as well as blogs to share and disseminate information; and
iv. Links to reliability-related websites, including NERC and RFC, and additional resources.
The use of the DCS will improve compliance by creating a single repository of all documentation
in support of compliance with applicable NERC and regional reliability standards, as well as increase
access to the documentation for the AES RFC Businesses. This will improve the ability of operating
personnel and support staff to locate and identify proper operating procedures and data, determine the
origin of documents, the level of approval, and whether a document is the latest, most up to date version.
Additionally, the DCS will result in increased knowledge of what documents exist and where, improved
availability and security of critical documents, improved capture, preservation, and sharing of information
and knowledge, enhanced accountability, increased awareness of NERC and RFC reliability standards,
and increased responsiveness to audit requests. Document indexing and cross referencing will also
provide an additional level of document management.
Further, the DCS provides a forum for exchanging information among AES Beaver Valley, LLC,
AES Ironwood LLC, AES Red Oak, LLC and AES Warrior Run, LLC (collectively the [AES RFC
Businessesl) an area for monitoring ongoing NERC and RFC activities, including upcoming events, as

well the establishment of web-links to reliability-related websites and resources.

2. Program Dissemination and General Awareness Training

AES Red Oak currently has a NERC compliance program in place at the business unit level,
which is designed to ensure that required compliance practices are in place. The program includes self-
assessment and enforcement of internal controls to prevent violations and reoccurrence of all inadvertent
violations. In addition, the program includes staff training on the applicable NERC standards,

development of procedures, and includes attendance in RFC and NERC related workshops.



a. Consultant

To enhance compliance with applicable NERC and RFC reliability standards, AES Red Oak
proposes to collectively use an outside reliability consultant to provide key support in the areas of
documentation, technical support, and training.

In the areas of documentation and technical support, the consultant will:

i. Review overall compliance documentation with the AES RFC Businesses;
ii. Provide technical support throughout the year should any specific questions or
concerns arise; and
iii. Conduct a review of all applicable reliability standards with the AES RFC Businesses to
ensure new or revised reliability standards are incorporated into their compliance
programs.

In the area of training, the consultant will offer on-line training to help ensure that individual
employees understand the standards with which they must comply. The on-line training will be conducted
using a web-based portal. The use of an on-line training program will (i) enable plant personnel to
complete the training modules on their own schedule, (ii) provide a detailed analysis of each individualis
score, which will allow AES Red Oak to determine where there may be a need for additional training, and
(ii) provide a record of which programs have been completed and when, facilitating the monitoring and
completion of training modules.

b. General Awareness Training

A General Awareness Training program will also be developed that draws on existing training
programs, but also focuses on a corporate culture of compliance and places an emphasis on continual
communication between employees and management about compliance issues and questions that may
arise in the compliance context. When complete, the Compliance Program and its components will be
communicated to all affected employees through the General Awareness Training. The program will
consist of dissemination of the Compliance Program documents to affected employees. This process will
also be incorporated into the orientation procedure for new employees impacted by the Compliance
Program. A representative from AES Corporation will be available for questions regarding the
Compliance Program during the seminars, and ongoing to ensure the program comprehension by all
employees. Upper level management representatives will also provide routine communications to
employees as appropriate to indicate high-level support for this program. The training portion of the
program will consist of the following:

i. An initial training seminar for AES Red Oak that will (i) review all of the required
program details, (ii) educate personnel on the purpose of system reliability standards,
and (iii) administer a general knowledge test to gauge information retention; and

ii. Annual training seminars for AES Red Oak that will (i) review all of the required
program details, (ii) provide continuing education to the personnel on the purpose of
system reliability standards, (iii) undertake a general knowledge test to gauge
information retention; and (iv) identify additional ways to enhance the program.

3. Formal, Internal Self-Auditing for Compliance with Applicable Reliability Standards
For the most part, AES Red Oak does not have internal audit programs. To enhance compliance



with applicable NERC and RFC reliability standards, AES Red Oak proposes to collectively use an
outside reliability consultant to conduct internal audits. The audits will be used to ensure compliance with
the applicable reliability standards while verifying that the appropriate level of knowledge for reliability
compliance is met. The consultant will also be used to train on the proper techniques for conducting
audits.

Because reliability standards are constantly evolving and interpretation of the standards can also
change, it is important to have an internal audit program formed by personnel that will closely monitored
the standards. Due to the sheer number of reliability standards and requirements, there are efficiencies
to be gained by the AES RFC Businesses doing this together instead of individually. Under the proposed
formal internal audit program, a manager will perform administrative duties for the program while an
executive sponsor committee (vice president level and above) and a steering committee will provide
direction to the team leads and program sponsorship. Personnel will be assigned responsibilities for each
of the applicable NERC and Regional reliability standards. Specifically, the plan takes each applicable
standard and identifies a primary team lead responsibility. The applicable reliability standards will be
closely monitored throughout the year. These teams will be able to monitor how each standard is
interpreted by RFC, NERC, and FERC and provide required revisions to procedures and compliance.
Annually, personnel from one or more of the AES RFC Businesses will conduct internal audits of selected
NERC and RFC reliability standards to verify ongoing and continuous compliance with standards
applicable to the AES RFC Businesses.

To facilitate the self-auditing and other programs, the AES RFC Businesses plan on using
resources from each of the AES RFC Businesses as well as representatives from corporate offices. This
is expected to not only increase overall coordination across the businesses, but also aid management in
consistently implementing the culture of compliance. Employees involved with the implementation of
programs will also work closely with RFC (and NERC where appropriate) to ensure there is a high level of
information shared with the AES RFC Businesses as well as attend the various workshops regularly to

keep up with up and coming issues.
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[reproduce on Registered Entity Letterhead]

ReliabilityFirst Corporation Settlement Activity Reporting Form

Date:

To: [ 1,
[Title], Compliance Enforcement

As per the settlement agreement dated [XXX] between [REGISTERED ENTITY]
and ReliabilityFirst Corporation, [REGISTERED ENTITY] agreed to provide semi-
annual updates to ReliabilityFirst Corporation regarding the settlement activities
agreed upon in the settlement.

[REGISTERED ENTITY] is submitting these status updates to ReliabilityFirst
Corporation in accordance with the confidentiality provisions of Section 1500 of the
NERC Rules of Procedure.

[REGISTERED ENTITY] provides the following updates regarding the activities in
the settlement.

Activity Dates completed

iv.

V.

I certify the above update(s) provided by [REGISTERED ENTITY] is being provided
with the expectation of meeting the completion dates agreed to in the settlement
agreement.

Authorized Signature:




Attachment D

Mitigation Plans
(MIT-08-1236, MIT-08-1237, MIT-08-1238)

(FAC-008-1, R1, dated November 14, 2008)
(FAC-009-1, R1, dated November 14, 2008)
(PRC-005-1, R1-R2, dated November 14, 2008)
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