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February 1, 2010 
 
Ms. Kimberly Bose 
Secretary 
Federal Energy Regulatory Commission 
888 First Street, N.E. 
Washington, D.C.  20426 
 
 
Re: NERC Notice of Penalty regarding Public Service Electric & Gas Company 

FERC Docket No. NP10-_-000 
 
Dear Ms. Bose: 
 
The North American Electric Reliability Corporation (NERC) hereby provides this Notice of 
Penalty1

 regarding Public Service Electric & Gas Company (PSE&G), NERC Registry ID# 
NCR00896,2

 in accordance with the Federal Energy Regulatory Commission’s (Commission or 
FERC) rules, regulations and orders, as well as NERC Rules of Procedure including Appendix 
4C (NERC Compliance Monitoring and Enforcement Program (CMEP)).3

 

 
On September 2, 2008, as part of an internal self-assessment prior to a scheduled Compliance 
Audit, PSE&G self reported to ReliabilityFirst Corporation (ReliabilityFirst) a possible violation 
of Reliability Standard PRC-005-1 Requirement (R) 2.1 for PSE&G’s failure to maintain 
documentation of some of the maintenance and testing it conducted on its Protection System 
devices. 
 
This Notice of Penalty is being filed with the Commission because, based on information from 
ReliabilityFirst, ReliabilityFirst and PSE&G have entered into a Settlement Agreement to 
resolve all outstanding issues arising from a preliminary and non-public assessment resulting in 
ReliabilityFirst’s determination and findings of the enforceable alleged violation of PRC-005-1 
R2.1.  According to the Settlement Agreement, PSE&G neither admits nor denies the alleged 
violation, but has agreed to the proposed penalty of five thousand dollars ($5,000) to be assessed 

 
1 Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, 
Approval, and Enforcement of Electric Reliability Standards (Order No. 672), III FERC Stats. & Regs. ¶ 31,204 
(2006); Notice of New Docket Prefix “NP” for Notices of Penalty Filed by the North American Electric Reliability 
Corporation, Docket No. RM05-30-000 (February 7, 2008).  See also 18 C.F.R. Part 39 (2008).  Mandatory 
Reliability Standards for the Bulk-Power System, FERC Stats. & Regs. ¶ 31,242 (2007) (Order No. 693), reh’g 
denied, 120 FERC ¶ 61,053 (2007) (Order No. 693-A). See 18 C.F.R § 39.7(c)(2). 
2 ReliabilityFirst confirmed that PSE&G was included on the NERC Compliance Registry as a Distribution 
Provider, Load Serving Entity and Transmission Owner as of May 30, 2007.  As a Transmission Owner and 
Distribution Provider, PSE&G is subject to the requirements of NERC Reliability Standard PRC-005-1. 
3 See 18 C.F.R § 39.7(c)(2). 
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to PSE&G, in addition to other remedies and actions to mitigate the instant violation and 
facilitate future compliance under the terms and conditions of the Settlement Agreement.  
Accordingly, the alleged violation identified as NERC Violation Tracking Identification Number 
RFC200800122 is being filed in accordance with the NERC Rules of Procedure and the CMEP.   
 
Statement of Findings Underlying the Alleged Violation 
 
This Notice of Penalty incorporates the findings and justifications set forth in the Settlement 
Agreement executed on September 21, 2009, by and between ReliabilityFirst and PSE&G, 
which is included as Attachment b.  The details of the findings and basis for the penalty are set 
forth in the Settlement Agreement and herein.  This Notice of Penalty filing contains the basis 
for approval of the Settlement Agreement by the NERC Board of Trustees Compliance 
Committee (NERC BOTCC).  In accordance with Section 39.7 of the Commission’s regulations, 
18 C.F.R. § 39.7 (2007), NERC provides the following summary table identifying each alleged 
violation of a Reliability Standard resolved by the Settlement Agreement, as discussed in greater 
detail below. 
 

Region 
Registered 

Entity 
NOC ID 

NERC 
Violation ID 

Reliability 
Std. 

Req. 
(R) 

VRF 
Total 

Penalty
($) 

RFC PSE&G NOC-385 RFC200800122 PRC-005-1 2.1 High4 $5,000 

 
PRC-005-1 R2.1 
The purpose of Reliability Standard PRC-005-1 is to ensure all transmission and generation 
Protection Systems5 affecting the reliability of the Bulk Power System (BPS) are maintained and 
tested.  
 

PRC-005-1 R2 requires a Transm ission Owner and any Di stribution P rovider, such as 
PSE&G, that owns a transm ission Protection System to provide docum entation of its 
Protection System  maintenance and testing program and the im plementation of that 
program to its Regional Entity on re quest (within 30 calendar days).  Specif ically, R2.1 
requires that the docum entation of the program i mplementation to include evidence 
Protection System devices were maintained and tested within the defined intervals.  PRC-
005-1 R2.1 has a “High” Violation Risk Factor (VRF). 

 
On September 2, 2008, PSE&G self-reported to ReliabilityFirst via telephone that, as a result of 
a self assessment prior to a schedule Compliance Audit, PSE&G discovered that clerical errors, 
                                                 
4 PRC-005-1 R2 has a “Lower” Violation Risk Factor (VRF); R2.1 has a “High” VRF.  During a final review of the 
standards subsequent to the March 23, 2007 filing of the Version 1 VRFs, NERC identified that some standards 
requirements were missing VRFs; one of these include PRC-005-1 R2.1.  On May 4, 2007, NERC assigned PRC- 
005 R2.1 a “High” VRF.  In the Commission’s June 26, 2007 Order on Violation Risk Factors, the Commission 
approved the PRC-005-1 R2.1 “High” VRF as filed.  Therefore, the “High” VRF was in effect from June 26, 2007. 
5 The NERC Glossary of Terms Used in Reliability Standards, updated April 20, 2009, defines Protection System as 
“Protective relays, associated communication systems, voltage and current sensing devices, station batteries and DC 
control circuitry.” 
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which occurred during its conversion from a manual to a computerized maintenance and testing 
program.6  Ultimately, it was determined that PSE&G did not have evidence for 16 applicable 
Protection System relay devices (out of approximately 5,700 BPS Protection System devices) 
verifying they were tested within their defined intervals.  The alleged violation was confirmed 
during an on-site Compliance Audit conducted from November 18, 2008 to November 19, 2008 
(Audit).  PSE&G initially reported 28 protection system devices; however, PSE&G was able to 
locate test records for 6 devices and it was determined that another 6 were still within their 
testing intervals, leaving 16, because the intervals were extended as the subject Standards 
requirement only became applicable to those devices after RFC changed its definition of the 
BPS.7  PSE&G completed testing of the undocumented components by September 23, 2008. 
 
During the Audit, ReliabilityFirst Audit Team (Audit Team), upon review of the records from 
PSE&G’s September 2008 self assessment, confirmed a possible alleged violation of Reliability 
Standard PRC-005-1 R2.1 due to the loss of evidence caused by the above mentioned clerical 
errors. 
 
On May 1, 2009, PSE&G submitted a Mitigation Plan and notified ReliabilityFirst that it 
discovered, after initiating a “walk down” inspection, that additional protection system devices 
were either missing documentation of test interval or were miscoded in the electronic system.  
PSE&G completed its “walk down” inspection on June 1, 2009 and found an additional 72 
protection system devices for which it could not provide evidence that maintenance and testing 
had been conducted within the defined intervals. 
 
On May 26, 2009, PSE&G updated the May 1, 2009 Mitigation Plan with additional information 
on the total number of relays that were either missing documentation of test interval or were 
miscoded in the electronic system after initiating a “walk down” inspection which 
ReliabilityFirst accepted on June 3, 2009.  PSE&G completed testing of the 72 newly discovered 
protection system devices by June 16, 2009 and determined there were no associated 
misoperations. 
 
PSE&G was able to show, for all 88 components, that it had tested adjacent or associated 
Protection System devices.  It is customary, for PSE&G to conduct maintenance and testing of 
its Protection System devices as a group so it is highly probable that the subject devices were in 
fact tested within their defined interval.   
 
ReliabilityFirst determined that PSE&G had an alleged violation of PRC-005-1 R2.1 because 
PSE&G failed to provide sufficient evidence regarding whether eighty-eight (88) Protection 
System devices were tested in accordance with PSE&G’s program parameters.  ReliabilityFirst 

 
6 According to the Settlement Agreement, in 2001, PSE&G was transitioning from a manual maintenance and 
testing work management program to an automated SAP work management system.  It was discovered during the 
internal self-assessment that certain relays were either incorrectly entered into the system or were not entered into 
the system at all. 
7 On May 9, 2007, the ReliabilityFirst Board of Directors unanimously approved the new definition of bulk electric 
system shown above for determining compliance to Reliability Standards across the ReliabilityFirst footprint.  See 
“Informational Compliance Filing of the North American Electric Reliability Corporation in Response to Paragraph 
77 of Order No. 693” at p. 10.  Docket No. RM06-16-000 (Submitted June 14, 2007).  
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determined the duration of the alleged violation to be from June 17, 2007, the date the standard 
became enforceable, through June 16, 2009, when PSE&G completed its Mitigation Plan. 
 
Regional Entity’s Basis for Penalty 
According to the Settlement Agreement, RFC has assessed a penalty of five thousand dollars 
($5,000) for the referenced alleged violation.  In reaching this determination, ReliabilityFirst 
considered the following factors.  The alleged violation did not pose a serious or substantial risk 
to the bulk power system because: (1) the alleged violation was considered to be documentation 
in nature because, as documentation was available for all the devices associated with, or adjacent 
to, the devices whose testing was undocumented, it was probable that the devices were tested but 
the documentation had been misplaced or not recorded; and (2) all subject components were 
tested successfully and found to be fully functional and operable. 
 
After consideration of these and the above factors, ReliabilityFirst determined that, in this 
instance, the penalty amount of five thousand dollars ($5,000) is appropriate and bears a 
reasonable relation to the seriousness and duration of the alleged violation.   
 
Status of Mitigation Plan8

 

 
PSE&G’s Mitigation Plan to address its alleged violation of PRC-005-1 R2.1 was submitted to 
ReliabilityFirst on May 1, 2009, revised on May 26, 2009.9  The Mitigation Plan was accepted 
by ReliabilityFirst on June 3, 2009 and approved by NERC on June 17, 2009.  The Mitigation 
Plan for this alleged violation is designated as MIT-07-1758 and was submitted as non-public 
information to FERC on June 19, 2009 in accordance with FERC orders.   
 
PSE&G’s Mitigation Plan required PSE&G to: (1) enter devices not entered or miscoded into 
SAP and perform maintenance and testing as soon a practicable per the PSE&G Protection 
System Maintenance and Testing Program; (2) complete its Consultant Root Cause Analysis 
report; (3) conduct a “walk down” of all BPS Facilities to verify all devices are included and 
properly coded in the SAP Work Management System; and (4) schedule maintenance and testing 
of any identified devices. 
 
PSE&G certified on June 16, 2009 that its Mitigation Plan was completed as of June 16, 2009.  
As evidence of completion of its Mitigation Plan, PSE&G submitted the following: 

 PSE&G Relays with Maintenance and Testing Issues (pg. 1-2) (Devices 1-28 with issues) 
and associated Relay Test Orders and test result sheets (pg. 3-131) (submitted May 21, 
2009). 

 PSE&G Relays with Maintenance and Testing Issues (pg. 1) (Devices 29-52 with issues) 
and associated Relay Test Orders and test result sheets (pg. 2-61) (submitted May 21, 
2009). 

                                                 
8 See 18 C.F.R § 39.7(d)(7). 
9 On May 26, 2009, PSE&G submitted additional information which was included in the May 1, 2009 Mitigation 
Plan.  Therefore the Mitigation Plan original submittal date of May 1, 2009 remains as the additional information on 
the number of relays was included after the “walk down” inspections.  The Mitigation Plan accepted and approved 
by NERC is the Mitigation Plan submitted May 26, 2009; however, the date on this submittal remained May 1, 2009 
per the above explanation.   
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 PSE&G Relays with Maintenance and Testing Issues (pg. 1) (Devices 53-100 with 
issues) and associated Relay Test Orders and test result sheets (pg. 2-106) (submitted 
June 22, 2009). 

 RFC200800122 MP Completion - Evidence Review (Response to review comments - 
submitted July 17, 2009). 

 Database Screenshots (pg1-4) (Additional evidence that was requested to corroborate 
RFC200800122 MP Completion - Evidence Review document - submitted July 23, 
2009). 

 
On September 8, 2009, after reviewing PSE&G’s submitted evidence, ReliabilityFirst verified 
that PSE&G’s Mitigation Plan was complete as of June 16, 2009 and that PSE&G was in 
compliance with PRC-005-1 R2.1. 
 
Statement Describing the Proposed Penalty, Sanction or Enforcement Action Imposed10 
 

Basis for Determination 
 
Taking into consideration the Commission’s direction in Order No. 693, the NERC Sanction 
Guidelines and the Commission’s July 3, 2008 Guidance Order,11 the NERC BOTCC reviewed 
the Settlement Agreement and supporting documentation on December 9, 2009.  The NERC 
BOTCC approved the Settlement Agreement, including ReliabilityFirst’s imposition of a 
financial penalty, assessing a penalty of five thousand dollars ($5,000) against PSE&G and other 
actions to facilitate future compliance required under the terms and conditions of the Settlement 
Agreement.  In approving the Settlement Agreement, the NERC BOTCC reviewed the applicable 
requirements of the Commission-approved Reliability Standards and the underlying facts and 
circumstances of the alleged violation at issue. 
 
In reaching this determination, the NERC BOTCC considered the following factors:   

(1) PSE&G self-reported the violation via telephone as part of its self assessment; 

(2) this violation constituted PSE&G’s first occurrence of violation of the applicable NERC 
Reliability Standards; 

(3) the violation was probably a documentation issue as discussed above; 

(4) ReliabilityFirst reported PSE&G was cooperative throughout the enforcement process; 

(5) there was no evidence of any attempt to conceal a violation nor evidence of intent; and 

(6) the alleged violation did not pose a serious or substantial risk to the BPS as discussed 
above. 

 
For the foregoing reasons, the NERC BOTCC approves the Settlement Agreement and believes 
that the proposed penalty of five thousand dollars ($5,000) is appropriate for the violation and 

 
10 See 18 C.F.R § 39.7(d)(4). 
11 North American Electric Reliability Corporation, “Guidance Order on Reliability Notices of Penalty,” 124 FERC 
¶ 61,015 (2008). 
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circumstances in question, and is consistent with NERC’s goal to promote and ensure reliability 
of the bulk power system. 
 
Pursuant to Order No. 693, the penalty will be effective upon expiration of the 30 day period 
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review the 
penalty, upon final determination by FERC. 
 
Attachments to be Included as Part of this Notice of Penalty 
 

The attachments to be included as part of this Notice of Penalty are the following documents and 
material: 
 

a) ReliabilityFirst’s Audit Report for the alleged violation of PRC-005-1 R2.1 dated January 
28, 2009, included as Attachment a; 

b) Settlement Agreement by and between PSE&G and ReliabilityFirst executed September 21, 
2009, included as Attachment b; 

c) PSE&G’s Mitigation Plan designated as MIT-07-1758 for the alleged violation of PRC-005-
1 R2.1, submitted May 1, 2009 and revised on May 26, 2009, included as Attachment c; 

d) PSE&G’s Certification of Completion of the Mitigation Plan for the alleged violation of 
PRC-005-1 R2.1, submitted June 16, 2009, included as Attachment d; and 

e) ReliabilityFirst’s Verification of Completion of the Mitigation Plan for the alleged violation 
of PRC-005-1 R2.1, dated September 8, 2009, included as Attachment e. 

 
A Form of Notice Suitable for Publication12

 
 

A copy of a notice suitable for publication is included in Attachment f. 
 

 
12 See 18 C.F.R § 39.7(d)(6). 
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Notices and Communications 
 
Notices and communications with respect to this filing may be addressed to the following: 
 

Gerald W. Cauley* 
President and Chief Executive Officer 
David N. Cook* 
Vice President and General Counsel 
North American Electric Reliability Corporation 
116-390 Village Boulevard 
Princeton, N.J. 08540-5721 
(609) 452-8060 
(609) 452-9550 – facsimile 
gerry.cauley@nerc.net 
david.cook@nerc.net 
 
 
Timothy R. Gallagher* 
President and Chief Executive Officer 
Raymond J. Palmieri* 
Vice President and Director of Compliance 
ReliabilityFirst Corporation 
320 Springside Drive, Suite 300 
Akron, Ohio 44333 
(330) 456-2488 
tim.gallagher@rfirst.org 
ray.palmieri@rfirst.org 
 
 
Robert K. Wargo* 
Manager of Compliance 
ReliabilityFirst Corporation 
320 Springside Drive, Suite 300 
Akron, Ohio 44333 
(330) 456-2488 
bob.wargo@rfirst.org 
 
David J. Coyle* 
Compliance Specialist 
ReliabilityFirst Corporation 
320 Springside Drive, Suite 300 
Akron, Ohio 44333 
(330) 456-2488 
dave.coyle@rfirst.org  
 
 

Rebecca J. Michael* 
Assistant General Counsel 
Holly A. Hawkins* 
Attorney 
North American Electric Reliability Corporation 
1120 G Street, N.W. 
Suite 990 
Washington, D.C. 20005-3801 
(202) 393-3998 
(202) 393-3955 – facsimile 
rebecca.michael@nerc.net 
holly.hawkins@nerc.net 
 
Jeffrey C. Mueller* 
Manager – ERO/RE Policy & Standard Interface 
Public Service Electric and Gas Company 
80 Park Plaza, T-13 
Newark, New Jersey  07102-4149 
(973) 430-8447 
jeffrey.mueller@pseg.com  
 
Paul Napoli* 
Director – Transmission Business Strategy 
Public Service Electric and Gas Company 
80 Park Plaza, T-13 
Newark, New Jersey  07102-4149 
(973) 430-3724 
paul.napoli@pseg.com  
 
Jodi L. Moskowitz* 
General Regulatory Counsel Operations & 
Compliance 
Public Service Electric and Gas Company 
80 Park Plaza, T5G 
Newark, New Jersey  07102 
(973) 430-6409 
jodi.moskowitz@pseg.com 
 
*Persons to be included on the Commission’s service list 
are indicated with an asterisk.  NERC requests waiver of 
the Commission’s rules and regulations to permit the 
inclusion of more than two people on the service list. 
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Conclusion 
 
NERC respectfully requests that the Commission accept this Notice of Penalty as compliant with 
its rules, regulations and orders. 
 

Respectfully submitted, 
 

/s/ Rebecca J. Michael 
Gerald W. Cauley 
President and Chief Executive Officer 
David N. Cook 
Vice President and General Counsel 
North American Electric Reliability Corporation  
116-390 Village Boulevard 
Princeton, N.J. 08540-5721 
(609) 452-8060 
(609) 452-9550 – facsimile 
gerry.cauley@nerc.net 
david.cook@nerc.net 

Rebecca J. Michael 
Assistant General Counsel 
Holly A. Hawkins 
Attorney 
North American Electric Reliability 

Corporation 
1120 G Street, N.W. 
Suite 990 
Washington, D.C. 20005-3801 
(202) 393-3998 
(202) 393-3955 – facsimile 
rebecca.michael@nerc.net 
holly.hawkins@nerc.net 

 
 
cc: Public Service Electric & Gas Company 

ReliabilityFirst Corporation 
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ReliabilityFirst’s Audit Report for the alleged 
violation of PRC-005-1 R2.1 dated January 28, 

2009 
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EExxeeccuuttiivvee  SSuummmmaarryy  
 
An on-site compliance audit of Public Service Electric & Gas Company (PSE&G) was 
conducted from November 18, 2008 to November 19, 2008. At the time of the audit, PSE&G 
was registered for the Transmission Owner (TO), Distribution Provider (DP) and Load Serving 
Entity (LSE) functions.  
 
The audit team evaluated PSE&G for compliance with forty four (44) requirements in twenty 
three (23) NERC Reliability Standards for the period of June 18, 2007 to November 19, 2008. 
PSE&G submitted information and documentation to aid the audit team’s evaluation of 
compliance with standards. The audit team reviewed and evaluated all information provided by 
PSE&G to assess compliance with standards applicable to the TO, DP and LSE functions. 
 
Based on the information and documentation provided by PSE&G, the audit team made the 
following determinations: six (6) requirements in three (3) NERC Reliability Standards were 
determined to be not applicable to PSE&G; PSE&G was found to be compliant with thirty seven 
(37) of thirty eight (38) applicable requirements and nineteen (19) of twenty (20) applicable 
NERC Reliability Standards. The audit team identified one (1) possible compliance violation 
associated with one (1) NERC Reliability Standard. A possible compliance violation was 
identified for PRC-005-1, R2 and sub-requirement R2.1.   
 
These results and the basis for the possible violation are further explained in the Audit Results 
Findings section of this report which includes detailed information of the audit team’s 
determination of applicability and compliance for the Reliability Standards within the scope of 
the compliance audit. This information may be used to help determine the severity level of 
possible sanctions and penalties. The possible compliance violations will be processed through 
the NERC and ReliabilityFirst Compliance Monitoring and Enforcement Program (CMEP). Any 
further actions related to possible compliance violations will be through the CMEP process.  
 
There were no ongoing mitigation plans and therefore none were reviewed by the audit team. 
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AAuuddiitt  PPrroocceessss  
 
The compliance audit process steps are detailed in the NERC and ReliabilityFirst Compliance 
Monitoring and Enforcement Programs (CMEP).  The NERC and ReliabilityFirst CMEP 
generally conform to the United States Government Accountability Office Government Auditing 
Standards and other generally accepted audit practices. 
 
Objectives 
 
All registered entities are subject to audit for compliance with all Reliability Standards 
applicable to the functions for which the entity is registered.  The audit objectives are to: 
 

• Review PSE&G’s compliance with the requirements of Reliability Standards that are 
applicable to PSE&G, based on the functions that PSE&G is registered to perform.  

• Validate compliance with applicable Reliability Standards from the NERC 2008 
Implementation Plan list of actively monitored standards, and additional NERC 
Reliability Standards selected by ReliabilityFirst.  

• Validate compliance with applicable Regional Standards from the ReliabilityFirst 2008 
Implementation Plan list of actively monitored standards. 

• Validate evidence of self-reported violations and previous self-certifications, confirm 
compliance with other applicable Reliability Standards, and review the status of 
associated mitigation plans. 

• Document the compliance culture and the compliance program of PSE&G. 
 
Scope 
 
The scope of the compliance audit included applicable NERC Reliability Standards in the NERC 
2008 Implementation Plan and applicable Regional Standards from the ReliabilityFirst 2008 
Implementation Plan. 
 
At the time of the audit, PSE&G was registered for the functions of Transmission Owner (TO); 
Distribution Provider (DP) and Load Serving Entity (LSE).  The audit team evaluated PSE&G 
for compliance with twenty three (23) NERC Reliability Standards for the period of June 18, 
2007 to November 19, 2008.  
 
Confidentiality and Conflict of Interest 
 
Confidentiality and Conflict of Interest of the audit team are governed under the ReliabilityFirst 
Delegation Agreement with NERC, and Section 1500 of the NERC Rules of Procedure.  PSE&G 
was informed of the ReliabilityFirst obligations and responsibilities under the agreement and 
procedures.  The work history for each audit team member was provided to PSE&G.  PSE&G 
was given an opportunity to object to an audit team member’s participation on the basis of a 
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possible conflict of interest or the existence of other circumstances that could interfere with an 
audit team member’s impartial performance of duties.  PSE&G had not submitted any objections 
by the stated fifteen day objection due date and accepted the audit team member participants 
without objection. 
 
On-site Audit 
 
PSE&G is currently subject to a compliance audit at a minimum of once every three years. 
PSE&G was provided with a sixty (60) day notification of this scheduled audit and at that time, 
all necessary documents required by the ReliabilityFirst audit process were provided.  The 
following documents were provided to PSE&G as part of the notification: 
 

• 60-day Notification letter which contained a request for evidence, information and data 
submittals 

• Compliance Audit Survey 
• Internal Compliance Program Survey 
• Audit Agenda as applicable 
• Audit Team Work History with discussion of objection process 
• General Instructions for Data or Information Submittals 
• Reliability Standard Auditor Worksheets (RSAWs) 
• Reliability Standard Questionnaires 

 
Documents were provided to PSE&G in both electronic and hardcopy format. 
   
ReliabilityFirst discussed the usage of technical experts with PSE&G and allowed their use as 
deemed necessary by PSE&G to provide the audit team an understanding of the evidence 
provided to demonstrate their compliance to the standards. 
 
An audit agenda was provided to PSE&G in advance to allow the necessary time to prepare for 
the audit.  PSE&G’s cooperation and flexibility with the agenda was appreciated by the audit 
team. 
 
At times, and according to the generally accepted government auditing standard 3.31, auditors 
are required to use professional judgment in planning, performing audits, attestation 
engagements and in reporting the results. 
 
Additionally, and with the generally accepted government auditing standard 3.39, while this 
standard places responsibility on each auditor and audit organization to exercise professional 
judgment in planning and performing an audit or attestation engagement, it does not imply 
unlimited responsibility, nor does it imply infallibility on the part of either the individual auditor 
or the audit organization.   
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Professional judgment does not mean eliminating all possible limitations or weaknesses 
associated with a specific audit, but rather identifying, considering, minimizing, mitigating, and 
explaining them. 
 
Methodology 
 
ReliabilityFirst staff conducted the audit on-site at the PSE&G offices in Newark, New Jersey. 
The audit team reviewed the information, evidence and data submitted by PSE&G and assessed 
compliance with requirements of applicable Reliability Standards. The audit team requested and 
received additional information and sought clarification from subject matter experts when the 
audit team determined it was necessary.  
 
Opening Briefing 
 
An Opening Briefing was conducted on November 18, 2008 in the PSE&G offices utilizing a 
PowerPoint presentation to discuss the following: 
 

• Introduction of audit team 
• Audit Objective and Scope 
• Team Audit Expectations 
• Discussion on Clarification Issues 
• Audit Process  
• Exit Briefing and schedule 

 
Audit 
 
The Audit team consisted of four ReliabilityFirst Compliance staff members, a contract auditor 
and a NERC observer. A ReliabilityFirst Compliance staff member was designated as the audit 
team lead responsible for facilitating the audit process, serving as the primary contact person for 
the audit team, and completing the audit report. The audit team worked together to review 
evidence provided by PSE&G and assessed compliance with the requirements of the standards 
that were audited. Requests for additional information, verification and clarification were 
communicated to the PSE&G primary contact throughout the audit process. PSE&G was NOT 
permitted to create new documents and/or edit existing material and/or documents that were 
previously provided as evidence.   
 
Exit Briefing 
 
The audit team conducted an exit briefing with PSE&G on November 19, 2008 utilizing a 
PowerPoint presentation. The primary and alternate compliance contacts, Vice President – Asset 
Management & Centralized Services, Director – Transmission Business Strategy and subject 
matter experts for PSE&G participated in the exit briefing. The status of the on-site audit process 
was discussed, followed by audit scope, preliminary audit findings and compliance audit report 
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process.  The possible violation identified during the audit was discussed with the preliminary 
results.  PSE&G was provided an opportunity to ask questions that the audit team addressed.  
 
Company Profile 
 
Public Service Electric and Gas Company (PSE&G) is one of the largest combined electric and 
gas companies in the United States and is also New Jersey's oldest and largest publicly owned 
utility. The Public Service Corporation was formed in 1903 by amalgamating more than 400 gas, 
electric and transportation companies in New Jersey. It was renamed Public Service Electric and 
Gas Company in 1948. PSE&G is the largest subsidiary of Public Service Enterprise Group 
Incorporated (PSEG).  
 
PSE&G currently serves nearly three quarters of New Jersey's population in a service area 
consisting of a 2,600-square-mile diagonal corridor across the state from Bergen to Gloucester 
Counties.    

PSE&G serves 1.7 million gas customers and 2.1 million electric customers in more than 300 
urban, suburban and rural communities, including New Jersey's six largest cities. PSE&G 
remains primarily a Federal- and State-regulated gas and electric delivery company. 
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Audit Specifics 
 
The compliance audit was conducted from November 18, 2008 to November 19, 2008 at the 
PSE&G offices in Newark, New Jersey.  
 
Audit Team Participants 
 
Audit Team Role Title Company 

Team Lead Senior Compliance Engineer ReliabilityFirst  
Team Member Senior Engineer ReliabilityFirst  
Team Member  Paralegal, Compliance Enforcement  ReliabilityFirst 
Team Member  Manager of Compliance Audits ReliabilityFirst 
Team Member Consultant ReliabilityFirst 
Team Member/Observer Regional Compliance Program Coordinator NERC 

 
PSE&G Audit Participants 
 

Title Organization 
Vice President – Asset Management & Centralized Services PSE&G 
Vice President – Electric Operations PSE&G 
Director – Asset Reliability PSE&G 
Director – Electric Delivery Planning PSE&G 
Director – Transmission Business Strategy PSE&G 
Manager – ERO/RE Policy & Standards Interface PSE&G 
Industry Analysis Manager ERO/RE PSE&G 
Consultant – Transmission Business Strategy PSE&G 
Manager – Electric System Operations PSE&G 
Manager – System Reliability PSE&G 
Manager – Vegetation Management PSE&G 
Information Protection Manager PSE&G 
Manager – Enterprise Homeland Security Operations PSE&G 
System Protection Manager PSE&G 
General Regulatory Counsel – Operations and Compliance  PSE&G 
Principal Staff Engineer –  Transmission Planning PSE&G 
Engineer – System Reliability PSE&G 
System Protection - Engineer PSE&G 
Principal Consultant - PDC Inc. PSE&G 
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AAuuddiitt  RReessuullttss  
 
The audit team evaluated PSE&G’s compliance with forty four (44) requirements in twenty three 
(23) NERC Reliability Standards for the period since June 18, 2007.  The audit team used data 
provided by PSE&G to determine compliance with the standards. Based on the information 
provided by PSE&G, of the twenty three (23) Reliability Standards audited, six (6) requirements 
in three (3) NERC Reliability Standards were determined to be not applicable. PSE&G was 
found to be compliant with thirty seven (37) of thirty eight (38) applicable requirements and 
nineteen (19) of twenty (20) applicable NERC Reliability Standards. The audit team found 
PSE&G to have a possible violation of one (1) requirement in one (1) NERC Reliability 
Standards. 
 
The audit team carefully and methodically reviewed the submitted evidence and discussed 
findings as a team to determine if the evidence met the requirements of the Reliability Standards.  
If the evidence was inadequate or did not cover all of the requirements in the Reliability 
Standard, the audit team asked for additional evidence and/or clarification.  PSE&G provided a 
primary compliance contact and subject matter experts for clarification during the audit.  
Throughout the audit, the audit team members took notes on findings of evidence of compliance. 
 
The audit team reviewed documentation in hardcopy and electronic forms provided by PSE&G.    
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Confidential Information (including Privileged and Critical Energy Infrastructure Information) 
Has Been Removed 

 

 
Public Service Electric & Gas Company Compliance Audit Report 

January 28, 2009 
 

8

Findings 
 
The following table details the findings for compliance with the Reliability Standards listed in 
the NERC 2008 Implementation Plan and/or selected for this audit: 
 

Reliability Standard Requirement Finding 
BAL-005-0 R1. Compliant 
CIP-001-1 R1. Compliant 
CIP-001-1 R2. Compliant 
CIP-001-1 R3. Compliant 
CIP-001-1 R4. Compliant 
EOP-002-2 R9. Compliant 
EOP-004-1 R2. Compliant 
EOP-004-1 R3. Compliant 
FAC-003-1 R1. Compliant 
FAC-003-1 R2. Compliant 
FAC-003-1 R3. Compliant 
FAC-008-1 R1. Compliant 
FAC-008-1 R2. Compliant 
FAC-008-1 R3. Compliant 
FAC-009-1 R1. Compliant 
FAC-009-1 R2. Compliant 
IRO-001-1 R8. Compliant 
IRO-004-1 R4. Compliant 
IRO-005-1 R13. Compliant 
MOD-010-1 R1. Compliant 
MOD-010-0 R2. Compliant 
MOD012-0 R1. Compliant 
MOD-012-0 R2. Compliant 
MOD-017-0 R1. Compliant 
MOD-019-0 R1. Compliant 
PRC-004-1 R1. Compliant 
PRC-004-1 R3. Compliant 
PRC-005-1 R1. Compliant 
PRC-005-1 R2. Possible Violation 
PRC-008-0 R1. Compliant 
PRC-008-0 R2. Compliant 
PRC-010-0 R1. & R2. N/A 
PRC-011-0 R1. & R2. N/A 
PRC-016-0 R1 Compliant 
PRC-016-0 R2. Compliant 
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PRC-016-0 R3. Compliant 
PRC-017-0 R1. Compliant 
PRC-017-0 R2. Compliant 
PRC-021-1 R1. & R2. N/A 
TOP-002-2 R3. Compliant 
TOP-002-2 R18. Compliant 

 
 
Compliance Culture 
 
Public Service Electric and Gas Company’s (“PSE&G”) internal compliance program is a part of 
its parent Public Service Enterprise Group Incorporated’s corporate compliance program. 
PSE&G fosters a strong culture of compliance with all laws and regulations, and specifically, the 
PSE&G NERC Compliance Program has the attributes of executive support and sponsorship; an 
internal compliance structure and process with sufficient independence, resources and access to 
the CEO and Board of Directors; formal self-audits on a regular cycle; and training at an 
appropriate level for all employees affected by the Standards. 
PSE&G recognizes the need to comply with all applicable laws and regulations to uphold its 
commitment to excellence in operations, and has thus implemented a top down approach to 
compliance to ensure that a culture of compliance is fostered throughout the organization. 
Accordingly, the PSE&G Compliance Council, formed several years ago and consisting of the 
Presidents of each line of business, meets regularly to oversee compliance throughout the 
organization. The comprehensive authority of the Compliance Council includes compliance with 
NERC Reliability Standards. As part of its responsibilities, the Compliance Council ensures that, 
where necessary, appropriate corrective action (which could include disciplinary action) is taken. 
 
PSE&G compliance with NERC and Regional reliability standards is not new. The roots of the 
PSE&G program extend back to PSE&G participation in the formation of NERC in 1968, and, 
since that time, PSE&G has maintained active participation in NERC-related activities including 
at the NERC regional levels. PSE&G provided personnel to assist with the NERC standards 
Version 0 drafting effort, and when FERC issued its Notice of Proposed Rulemaking on 
Proposed Reliability Standards on October 19, 2006, PSE&G launched its reliability compliance 
program with two full-time employees (with auditing, engineering and legal experience) who 
had participated in NERC policy matters for several years. PSE&G then simply transitioned its 
existing NERC Standards Review Team to form the SRCT. Appropriate PSE&G Subject Matter 
Experts are members of this Team. 
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In re  )     DOCKET NUMBER 
  )   
PUBLIC SERVICE ELECTRIC )         RFC200800122 
AND GAS COMPANY  ) 
  ) 
NERC Registry ID # NCR00896 )                        

 
SETTLEMENT AGREEMENT 

OF  
RELIABILITYFIRST CORPORATION 

AND 
PUBLIC SERVICE ELECTRIC AND GAS COMPANY 

 
I.     INTRODUCTION 

 
1. ReliabilityFirst Corporation (“Reliability First”) and Public Service Electric and  

Gas Company (PSE&G) enter into this Se ttlement Agreement ("Agreement") to 
resolve all outstanding issues arising from a prelim inary and non-public 
assessment resulting in ReliabilityFirst’s determination and findings, pursuant to 
the North Am erican Electric Reliab ility Corporation (“NERC”) Rules of 
Procedure, of a violation by PSE&G of  the NERC Reliability S tandard PRC-
005-1, Requirement 2.1. 

 
II.     STIPULATED FACTS 
 

2. The facts stipulated herein are stip ulated so lely for the purpose of resolvin g 
between PSE&G and Reliab ilityFirst the m atters discussed herein and do not 
constitute s tipulations or adm issions for any other purpose. PSE&G and 
ReliabilityFirst hereby stipulate and agree to the following: 

 
Background 

 
3. PSE&G is the largest subsidiary of Public Service Enterprise Group Incorporated 

(PSEG).  PSE&G currently serv es near ly three quarters of Ne w Jersey’s 
population in a service area consisting of  a  2,600 m ile diagonal corridor across 
the state fro m Bergen to Gloucester Counties.  PSE&G se rves 1.7 m illion gas  
customers and 2.1 m illion electric custom ers in more than  300 urban, suburban, 
and rural communities, including New Jersey’s six largest cities.   
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4. PSE&G is a Transmission Owner with B ulk Elec tric System  (“BES”)  
transmission facilities at 500kV, 345kV, 230kV and 138kV.  It does not 
currently own or operate any generation facilities. 

 
5. During the time period the alleged viola tion occurred, PSE&G was registered on 

the NERC Compliance Registry as a Transmission Owner, Distribution Provider, 
and Load Serving Entity in the Reliability First region with the NERC Registry 
Identification Number NCR00896, and is, therefore, subject to com pliance with 
PRC-005-1, Requirement 2.1.  

 
Alleged Violation of PRC-005-1, Requirement 2.1 – RFC200800122 

 
6. NERC Rel iability Standard PRC- 005-1, “Transm ission and Gen eration 

Protection System  Ma intenance and Te sting”, Requirement 2 states, “Each 
Transmission Owner and Distribution Pr ovider that owns a transm ission 
Protection System and each Generator Owner  that owns a g eneration Protection 
System shall provide docum entation of its Prote ction Sys tem m aintenance and  
testing prog ram to its Regional Reliab ility Organization on request (within 30 
calendar days).  The docum entation of the program  i mplementation shall 
include:” 
 

R2.1. “Evidence Protection System devices were maintained and tested 
within defined intervals.” 

 
7. On September 2, 2008, PSE&G notified Reliability First by telephone  that an 

internal self assessment performed by PSE&G, prior to a sch eduled Compliance 
Audit, determ ined that clerical erro rs in con verting from a m anual to a  
computerized m aintenance and testing pr ogram resulted in twenty-eight (28) 
Protection System devices, out of a pproximately 5,700 BES Protection Syst em 
devices, without evidence available to veri fy that they were tested within the  
defined inte rvals.  The  prescr ibed interv al f or all twenty-eigh t (28)  of  the  
Protection System devices was to the last day of the fourth calendar year after the 
last maintenance and testing date. The total number of Protection System devices 
was subsequently reduced to  sixteen (16) as describe d in paragraph 8 below.  
Due to the nature of the circum stances of converting docum ents to the new  
electronic d atabase, Reliability First advised that PSE&G  should immediately 
test the components to assure  that they were operable and within specifications 
and to determ ine whether or not any of  the affected d evices experien ced any 
misoperations.  PSE&G subsequent to disc overy of clerical erro rs immediately  
tested all of the sub ject components successfully, all with in specifications, and  
determined there were no associated misoperations from these components. 

 
8. On November 18 – 19, 2008, Reliability First conducted a Com pliance Audit of 

PSE&G.  The Reliability First Audit Tea m, upon review of the records from  the 
September 2008 PSE&G self assessm ent, reported a Possible Alleged Violation 
of Reliability Standard PRC-005-1, Requi rement 2.1.  Specifically, an internal 
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self assess ment perf ormed by PSE&G dete rmined that cler ical e rrors in 
converting from a m anual to a com puterized maintenance and testing program 
resulted in lost evidence for twenty-eight (28) 230kV and a bove relays.  PSE&G 
was able to  locate test records for six (6) of those Protection System  devices 
verifying that testing and m aintenance wa s done within the defined intervals.  
PSE&G also identif ied that six (6 ) of  these Protection System  devices were  
included as a result of the changed BES de finition.  In May 2007, the definition  
of the Bulk Electric sy stem (BES) was broaden ed by Reliability First to include 
any systems that would impact the grid at a voltage of 100 kV and above.  Based 
on the prem ise that it w ould have been unreasonable and ine quitable to expect  
that PSE&G would have applied the defi nition change retroactively for testing 
purposes, as it could not have anticipat ed the change before it o ccurred, 
interpreted the BES definition chan ge an “unforeseen circu mstance”, thereby  
making it acceptab le to perform maintenance beyond the specified interval, no t 
to exceed an eighteen (18) m onth extension.   T he ReliabilityFirst Audit Team 
agreed with  PSE&G’s inte rpretation duri ng the audit.  T his left sixteen (16) 
Protection devices PSE&G was not able  to verif y th at th e te sting and  
maintenance was completed within the defined intervals. 

  
9. Each of the sixteen (16) Protection S ystem devices without evidence available to 

verify that they were te sted within defined intervals due to  clerical errors when 
PSE&G converted from  a m anual to a co mputerized m aintenance and testing 
program; tested within specifications, we re found to be f ully functional and 
operable, and there were no associated misoperations with these com ponents.  
PSE&G was able to  sh ow that it h ad te sted ad jacent or as sociated Pro tection 
System devices at the s ame station,  as  is PSE &G’s practice for efficiency and 
cost effective maintenance, and that,  as a result, the testing and m aintenance of 
the devices in question was expected to have been completed as a group.  
Therefore, Reliability First has reason to believe these devices were probably 
tested conte mporaneously with the  adja cent devices.  Ther efore, the alleged 
violation w as considered to be adm inistrative in nature, and since all subject 
components were tested  successfully, found to be fully functional and operable, 
and there were no associated m isoperations, there was  no i mmediate o r 
identifiable risk to the reliability of the BES.  
 

10. Subsequent to the Compliance Audit findings of Nove mber 18-19, 2008, and 
after Reliab ilityFirst received notif ication f rom PSE&G of  its inten t to en ter 
settlement discussions on Apri l 27, 2009, PSE&G notified Reliability First on 
May 1, 2009 that during “walk down” in spections additional protection system 
devices that either were missing documentation of test interval or were miscoded 
in the electronic system  had been iden tified.  “ Walk down” inspec tions are a 
thorough review of all Protection System s to ensure all relevant devices are 
entered into the maintenance database and are properly coded.  The “walk down” 
inspections were perform ed by PSE&G supe rvisory personnel, as prescribed in 
Phase 3 of  PSE&G’s Mitig ation Plan, at Tran smission and Substation  Facilities 
along with validation of one -line diagrams.  The “walk down” inspection of the 
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BES facilities was completed on June 1, 2009 which resulted in the identification 
of an additional seventy-two (72) protec tion s ystem devices that eith er were 
missing documentation of test interval or were miscoded in the electronic system 
due to clerical errors d uring th e co nversion from  a m anual to a com puterized 
maintenance and testing program . This discovery brought th e total to eighty-
eight (88) Protection System  devices, out of approxim ately 5,700 devices, that 
either were m issing docum entation of test interval or were m iscoded in the 
electronic system due to clerical errors during the conversion from  a manual to a 
computerized m aintenance and testing pr ogram.  The prescrib ed in terval for 
eighty-five (85) of the devices was to th e last day of the f ourth calendar year 
after the last maintenance and testing date.  The remaining three (3) Audio Tone 
Transfer Trip devices in terval was the las t day of the next ca lendar after the last 
maintenance and testin g date.  All pr otection system  devices were tested  
immediately, found to be fully functi onal and operable, and there were no 
associated misoperations with these components. 

 
11. Each of the additional seventy-two ( 72) Protection System  devices without 

evidence available to verify that th ey were tested within defined intervals due to 
clerical errors when PSE&G converted  fro m a manual to a computerized  
maintenance and testing program ; tested w ithin specifications, were found to be 
fully functional and operable, and there we re no associated  misoperations with 
these com ponents.  PS E&G was a ble to  show that it had  tes ted ad jacent o r 
associated Protection System devices at the same station, as is PSE&G’s practice 
for efficiency and cost effective maintenance, and that, as a result, the testing and 
maintenance of the devices in question wa s expected to hav e been completed as 
a group.  Therefore, Reliability First has reason to believe these devices were 
probably tes ted contem poraneously with the ad jacent dev ices.  Therefo re, the 
alleged violation was consid ered to  be adm inistrative in n ature, and s ince all 
subject components were tested successf ully, found to be fully functional and 
operable, and there were no associated misoperations, there was no immediate or 
identifiable risk to the reliability of the BES.  
 

12. On April 20, 2009, Reliability First sen t PSE&G an In itial Notif ication of 
Alleged Violation inform ing PSE&G that Relia bilityFirst had determ ined there 
is sufficient basis for finding that P SE&G may not be or m ay not have been in 
compliance with Reliability Standard PRC-005-1, Requirement 2.1. 

 
13. On April 24, 2009, a teleconference be tween representatives of Reliability First 

and PSE&G determ ined that PSE&G woul d like to explore settlem ent with 
ReliabilityFirst.  

 
14. On April 27, 2009, Reliability First received a letter fr om PSE&G providing 

formal notice of  its intention to  commence settlem ent negotia tions with  
ReliabilityFirst regarding NERC Violation ID Number RFC200800122. 
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15. On May 21, 2009, settlem ent negotiations began between Reliability First and  
PSE&G regarding NERC Violation ID Number RFC200800122. 
 

16. ReliabilityFirst allege s that PSE&G f ailed to provid e suf ficient evidence  
regarding whether eighty-eight (88) Prot ection System  devices were tested in  
accordance with PSE&G’s program parameters. 

 
  III. PARTIES’ SEPARATE REPRESENTATIONS 

 
Statement of ReliabilityFirst and Summary of Findings 

 
17. ReliabilityFirst consid ers this Agr eement as the reso lution of  all issues,  

including a ll issues  ide ntified and  m itigated as a  resu lt of  perf ormance of 
PSE&G’s Mitig ation Plan, with regard  to the above captioned docket num ber 
and to b ind PSE&G in th e co mmitment to perf orm actions h ereinafter 
enumerated and listed as conditions for this Agreement. 
 

18. PRC-005-1, Requirem ent 2.1 has a Violatio n Risk Factor (VRF) of High as 
evidenced by the Violation Risk Factor Matrix.  
 

19. ReliabilityFirst found PSE&G’s Compliance Program  to be outstanding.  It is 
incorporated as a part of its parent P SEG’s corporate compliance program.  The 
Compliance Program at PSE&G has the attributes of executive support and 
sponsorship; internal com pliance stru cture and process with sufficient 
independence, resources, and access to the CEO and Board of Directors ; formal 
self audits on a regular cy cle; an d training  at an  appropriate l evel for  a ll 
employees affected by the standards.  

 
20. Due to the prom pt notif ication of  Reliability First by PSE&G of the potential 

noncompliance of Reliability Standard  PRC-005-1, R 2.1, and the immediate   
testing of all protection sy stem devices iden tified prior to th e audit, PSE&G has  
been given credit for S elf Reporting th e twenty-eigh t (28 ) prote ction system 
devices identified in PSE&G’s internal self assessment of the PSE&G Protection 
System Maintenance and Testing Program performed in August, 2008. 

 
21. ReliabilityFirst agrees that this Agr eement is in the best in terest of  the parties 

and in the best interest of bulk power system reliability.   
 
 
Statement of Public Service Electric and Gas Company  
 

22. PSE&G neither adm its nor denies that th e facts  set forth and agreed  to by the 
parties for purposes of this Agreement cons titute violations of NERC Reliability 
Standard PRC-005-1, Requirement 2.1.   
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23. PSE&G states that in the 2001 tim e frame, PSE&G transitioned from  a manual 
maintenance and testing work m anagement program to an autom ated SAP work 
management system .  While perform ing an inte rnal se lf-assessment of  the 
PSE&G Protection System  Maintenance and Testing Program  in August, 2008, 
PSE&G discovered that certain relays were  e ither inco rrectly en tered into the  
system or not ente red into the sys tem at all, which resulted in PSE&G failing to  
have evidence documenting the maintenance and testing of sixteen (16) relays or 
components out of approximately 5,700 in accordance with PSE&G’s Protection 
System Maintenance and Testing Program  param eters.  Subsequent to this 
discovery, PSE&G, as soon as practicable , maintained and tested all of the 
subject components.  A subsequent r oot cause analysis by an independent 
consultant confirm ed the PSE&G finding as to why the devices eith er were 
missing documentation of test interval or was miscoded in the electronic system.   

 
PSE&G perfor med the conversion from  a m anual system  to SAP in the 2001 
time fra me, long before the 2003 Bl ackout and long before mandatory 
compliance with NERC reliability s tandards. PSE&G’s purp ose was to enhance 
its maintenance and testing program to foster a high level of reliability and better 
ensure that necessary work was done on a timely basis. PSE&G’s commitment to 
reliability is evidenced by its multiple PA Consulting ReliabilityOne awards. The 
ReliabilityOne award is given annually to u tilities that have exc elled in 
delivering r eliable elec tric serv ice to  the ir cus tomers. PSE&G was the Mid -
Atlantic Region award winner consecutively for the last 7 years. It rec eived the 
National Re liability Exc ellence awa rd f or 3 out of  the last 4 years in cluding 
2008.  
 
Once the conversion to SAP was accom plished in the 2001 tim e frame, PSE&G 
believed in good faith that the conver sion was properly executed and it was 
reasonable to rely on SAP going forward, as the data in SAP indicated that 
PSE&G wa s fully compliant. Indeed, PSE &G self-certified to MAAC in 2004 
and 2006 and to Reliability First in September, 2006, based on SAP data, that it 
was in compliance with its m aintenance and testing program . The relay 
supervisors involved with the S AP c onversion retired not  long after the 
conversion, and their replacements had no cause to suspect that the SAP data was 
not com pletely accu rate. The data in SAP indicated that PSE&G was fully  
compliant.  
 
Thereafter, when a new relay supervis or who was not present during the SAP 
conversion noticed possible om issions that triggered the Septem ber 2, 2008 call 
to ReliabilityFirst, PSE&G undertook a verification of proper data entry to SAP 
and a root cause analysis. One recommendation of that root cause analysis was to 
create and implement a process to verify all future changes to the BES protection 
system are properly entered into SAP so that the issue will not recur in the future. 
The walk-down associated with the root cause analysis led to the discovery of 
the 88 devices representing only 1-1/2 per cent of the tota l of the approxim ately 
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5,700 BES protection system  devices in the PSE&G protection system  
maintenance and testing program. 

 
24. PSE&G was advised by Reliability First to verify in its PRC-005-1 compliance 

evidence that the subject com ponents had all subsequently been m aintained and 
tested within acceptable specifications and that there were no as sociated 
misoperations during the audit period.  Accordingly, in th e audit’s supporting 
evidence for PRC-005-1 - Reference 4, the “Notes” column referred to the below 
notes for the subject com ponents.  Th e “Note 1” devices were m iscoded as 
‘deferrable’ through clerical  error during the conversi on to SAP commencing in 
2001, and as a result were deferred in or der to test and m aintain BES devices 
after the dates of the last tests. The da tes of deferral are not known as there is no 
annotation in SAP or e lsewhere. A s pr eviously reported, a ll of these devices 
subsequently tested within spec ifications and there have been no m isoperations 
due to these devices during the audit pe riod. As a result, the bulk power syste m 
was never at risk. 

 
 Note 1 – The PSE&G Relay Testing and Maintenance program is managed by an 
SAP maintenance database. Each Order was given a priority. All bulk power 
relays should have a priority indicating that it is a priority and is non-deferrable. 
This order was incorrectly prioritized and was erroneously deferred. After 
discovering this issue, it was tested and maintained as soon as possible. Item 
tested within specifications and there were no misoperations due to this relay 
during the audit period. As a result, the Bulk power system was never at risk.  
 
Note 2 – The PSE&G relay testing and maintenance program is managed by an 
SAP maintenance database. When the maintenance items were transferred to SAP 
from its previous format, this item was erroneously overlooked. After discovering 
this issue, this item was promptly put into the SAP system and it was tested and 
maintained as soon as possible. Item tested within specifications and there were 
no misoperations due to this relay during the audit period. As a result, the bulk 
power system was never at risk.  

 
25. Each of the sixteen (16) devices, re ported in Septem ber 2008 and subsequently 

identified in the com pliance audit of Nove mber 18 & 19, 2008, tested within 
specifications and had no m isoperations.  In addition, for each  of these sixteen 
(16) devices, PSE&G was able to  show that it had tes ted adjacent or associated 
Protection System  devices at th e sam e statio n, as is PS E&G’s prac tice f or 
efficiency and cost effective m aintenance, and that, as a res ult, the tes ting and  
maintenance of the devices in question wa s expected to hav e been completed as 
a group. 

 
26. As indicated in paragraph #9 above, “walk down” inspections identified 

additional protection system  devices that  either were m issing documentation of  
test inte rval or were miscoded in th e electron ic system .  The “walk down” 
inspections were perform ed by PSE&G supe rvisory personnel, as prescribed in 
Phase 3 of  PSE&G’s Mitig ation Plan, at Tran smission and Substation  Facilities 
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along with validation w ith one-line diagrams. .  The “walk down” inspection of 
the BES facilities was completed on June 1, 2009 which resulted in an additional 
seventy-two (72) protection system  devices that either were m issing 
documentation of test interval or were miscoded in the electronic system which 
brought the total to ei ghty-eight (88) protection syst em devices that either were 
missing docum entation of test interval or w ere m iscoded in the electronic 
system. .  All protection system  devices  were tested imme diately, found to be 
fully functional and operable and there we re no associated m isoperations with 
these components. 

 
27. PSE&G neither admits nor denies the facts set forth and agreed to by the parties 

for purposes  of this Agreem ent constitu te v iolations of PRC-005-1.  Although  
PSE&G does not adm it to, nor does it deny, the alleged violation, PSE&G has 
agreed to e nter in to this Settlem ent Agreem ent with Relia bilityFirst to avoid 
extended litigation with respec t to the matters described or referred to herein, to 
avoid uncertainty, and to effectuate a com plete and f inal resolution of the issues 
set forth herein.  PSE&G agrees th at this agreement is in the best in terest of the 
parties and  in the bes t inte rest of  continuing  to m aintain a reliable  electric  
infrastructure.  

 
IV.    MITIGATING ACTIONS, REMEDIES AND SANCTIONS 
 

28. During the m onth of August, 2008, PSE&G perfor med an internal self 
assessment of the PSE&G Protection Syst em Maintenance and Testing Program 
and discove red that ce rtain relay s were eithe r incorr ectly entered into the 
computerized system or were not entered in to the system at all.  This resulted in 
PSE&G f ailing to  have  evidenc e d ocumenting the m aintenance and  testing  of  
twenty-eight (28) relays or  components that were either  incorrectly entered into 
the computerized system or were not entered into the system at all in accordance  
with PSE&G’s Protection System Maintenance and Testing Program parameters.  
Subsequent to the discovery, PS E&G m aintained and tested all th e subje ct 
components by September 23, 2008.  All pr otection system devices were found 
to be fully functional and operable and there were no associated m isoperations 
with these components. 

 
29. On September 2, 2008, PSE&G notified Reliability First by telephone  that an 

internal self assessment performed by PSE&G, prior to a sch eduled Compliance 
Audit, determ ined that clerical erro rs in con verting from a m anual to a 
computerized m aintenance and testing pr ogram resulted in twenty-eight (28) 
Protection System devices, out of a pproximately 5,700 BES Protection Syst em 
devices, without evidence available to veri fy that they were tested within the  
defined inte rvals.  The  prescr ibed interv al f or all twenty-eigh t (28)  of  the  
Protection System devices was to the last day of the fourth calendar year after the 
last m aintenance and  te sting d ate.  Due to the  nature  of  th e circum stances of 
converting docum ents to the ne w electronic databas e, Reliability First advised 
that PSE&G should immediately test the components to assure  that they were 
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operable an d within sp ecifications and to determ ine whether or not any of the  
affected devices experienced any  m isoperations.  PSE&G subsequent to 
discovery of clerical erro rs imm ediately tested all of the subject com ponents 
successfully, all within specif ications, and dete rmined there were no as sociated 
misoperations from  these com ponents.  The testing of all twenty-eight (28) 
components was completed by September 23, 2008. 

 
30. On November 18 – 19, 2008, Reliability First conducted a Com pliance Audit of 

PSE&G.  The Reliability First Audit Tea m, upon review of the records from  the 
September 2008 PSE&G self assessm ent, reported a Possible Alleged Violation 
of Reliability Standard PRC-005-1, Requi rement 2.1.  Specifically, an internal 
self assess ment perf ormed by PSE&G dete rmined that cler ical e rrors in 
converting from a m anual to a com puterized maintenance and testing program 
resulted in lost evidence for twenty-eight (28) 230kV and a bove relays.  PSE&G 
was able to  locate test records for six (6) of those Protection System  devices 
verifying that testing and m aintenance wa s done within the defined intervals.  
PSE&G also identif ied that six (6 ) of  these Protec tion System  devices were  
included as a result of the changed BES de finition.  In May 2007, the definition  
of the Bulk Electric sy stem (BES) was broaden ed by Reliability First to include 
any systems that would impact the grid at a voltage of 100 kV and above.  Based 
on the prem ise that it w ould have been unreasonable and ine quitable to expect  
that PSE&G would have applied the defi nition change retroactively for testing 
purposes, as it could not have anticipat ed the change before it o ccurred, 
interpreted the BES definition chan ge an “unforeseen circu mstance”, thereby  
making it acceptab le to perform maintenance beyond the specified interval, no t 
to exceed an eighteen (18) m onth extension.   T he ReliabilityFirst Audit Team 
agreed with  PSE&G’s inte rpretation duri ng the audit.  T his left sixteen (16) 
Protection devices PSE&G was not able  to verif y th at th e te sting and  
maintenance was completed within the defined intervals. 

 
31. On April 20, 2009, Reliability First sen t PSE&G an In itial Notif ication of 

Alleged Violation inform ing PSE&G that Relia bilityFirst had determ ined there 
is sufficient basis for finding that P SE&G may not be or m ay not have been in 
compliance with Reliability Standard PRC-005-1, Requirement 2.1. 

 
32. On April 24, 2009, Reliability First and PSE&G discussed the Initia l Notice of  

Alleged Violation and the potential of settlement discussions.  During that 
discussion, PSE&G was advised that a Mitigation Plan could be submitted at any 
time since the Possible Alleged Violation had been mitigated. 

 
33. On May 1, 2009, PSE&G subm itted to Reliability First a  Mitig ation Plan to 

address the Alleged Violation set forth in this agreement.    
 

34. Subsequent to the Compliance Audit findings of Nove mber 18-19, 2008, and 
after Reliab ilityFirst received notif ication f rom PSE&G of  its inten t to en ter 
settlement discussions on Apri l 27, 2009, PSE&G notified Reliability First on 
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May 1, 2009 that during “walk down” in spections additional protection system 
devices that either were missing documentation of test interval or were miscoded 
in the electronic system  had been iden tified.  “ Walk down” inspec tions are a 
thorough review of all Protection System s to ensure all relevant devices are 
entered into the maintenance database and are properly coded.  The “walk down” 
inspections were perform ed by PSE&G supe rvisory personnel, as prescribed in 
Phase 3 of  PSE&G’s Mitig ation Plan, at Tran smission and Substation  Facilities 
along with validation of one -line diagrams.  The “walk down” inspection of the 
BES facilities was completed on June 1, 2009 which resulted in the identification 
of an additional seventy-two (72) protec tion s ystem devices that eith er were 
missing documentation of test interval or were miscoded in the electronic system 
due to clerical errors d uring th e co nversion fro m a m anual to a com puterized 
maintenance and testing program . This discovery brought th e total to eighty-
eight (88) Protection System  devices, out of approxim ately 5,700 devices, that 
either were m issing docum entation of test interval or were m iscoded in the 
electronic system due to clerical errors during the conversion from  a manual to a 
computerized m aintenance and testing pr ogram.  The prescrib ed in terval for 
eighty-five (85) of the devices was to th e last day of the f ourth calendar year 
after the last maintenance and testing date.  The remaining three (3) Audio Tone 
Transfer Trip devices in terval was the las t day of the next ca lendar after the last 
maintenance and testing date.  All prot ection system  devices were tested  
immediately, found to be fully functi onal and operable, and there were no 
associated misoperations with these components. 

 
35. Each of the additional seventy-two ( 72) Protection System  devices without 

evidence available to verify that th ey were tested within defined intervals due to 
clerical errors when PSE&G converted  fro m a manual to a computerized  
maintenance and testing program ; tested w ithin specifications, were found to be 
fully functional and operable, and there we re no associated  misoperations with 
these components.  

 
36. On May 26, 2009, PSE&G submitted a revised Mitigation Plan incorporating the 

changes as discussed during the Ma y 21, 2009 m eeting between ReliabilityFirst 
and PSE&G.  The revised Mitiga tion Plan reduced the original twenty-eight (28) 
protection system devices identified during PSE&G’s internal self assessment to 
the sixteen (16) protection system  devices  that were identified as not having 
evidence of  m aintenance and tes ting during the November 18-19, 2008 
Compliance Audit.  The revised Mitigation Plan also stated that if any additional 
missing or miscoded protection system devices were identified through the “walk 
down” inspection process, the necessary  m aintenance and testing would be 
completed no later th an June 30 , 2009. This rev ised Mitig ation Plan was 
accepted by ReliabilityFirst on June 3, 2009.  Set forth below are the milestones 
for the Plan and the status to date: 
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37. PSE&G shall pay a m onetary penalty of $5,000 to Reliability First.  
ReliabilityFirst will provide PSE&G with an invoice within twenty days after the 
Agreement is either approved by the Fe deral Energy Regulatory Comm ission or 
by operation of law, and ReliabilityFirst shall notify the North American Electric 
Reliability Corporation (NERC) if the payment is not received. 
 

38. In order to  f acilitate Reliability First’s need to comm unicate the s tatus and 
provide accountability to the ERO (NERC), PSE&G, if applicab le, will provid e 
status updates at a m inimum quarterly or, if  requested by R eliabilityFirst, more 
frequently.  PSE&G will subm it these status  updates to  Reliability First in  
accordance with th e co nfidentiality pr ovisions of Section 1500 of the NERC 
Rules of Procedure.  

 
39. It is understood that ReliabilityFirst staf f shall audit th e progress of  mitigation 

plans and any other remedies of this Agreement, including, but not limited to site 
inspection, interviews, a nd request other docum entation to validate progress 
and/or completion of  the m itigation plans  a nd any o ther r emedies of  this  
Settlement Agreem ent.  Reliability First shall reasonably coordinate audits and 
information requests with PSE&G related to this Agreement. 

 
40. Based on the above actions taken or to be taken by PSE&G, PSE&G shall pay 

$5,000 to Reliability First at the tim e as s tated in this Agreem ent.  However, if 
PSE&G fails to com plete the actions described above, Reliability First reserves 
the right to  assess and  collect a mone tary penalty, to impose a sanction or  
otherwise to im pose enf orcement action s.  P SE&G shall reta in a ll rights  to 
defend against such ad ditional enf orcement actions in acc ordance with NERC 
Rules of Procedure.  

 

Activity To Be Completed Completed By 

Phase I – Enter devices not entered or miscoded into SAP and 
perform maintenance and testing as soon a practicable per the 
PSE&G Protection System Maintenance and Testing Program. 

Completed 

Phase II – Completion of Consultant Root Cause Analysis 
Report 

Completed. 

Phase III – Conduct a “walk down” of all BES Facilities to 
verify all devices are in SAP Work Management System; 
schedule maintenance and testing of any identified devices as 
soon as practicable thereafter as described in the adjacent 
column. 

Completed 
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41. Failure to make a timely penalty payment or to comply with any of the terms and 
conditions agreed to herein, or any other conditions of this Agreement, shall be 
deemed to be eithe r th e sam e alleged viola tions that in itiated this Agreem ent 
and/or additional vio lation(s) and m ay subject PSE&G to new or addition al 
enforcement, penalty or sanction actions  in accordance with the NERC Rules of 
Procedure.  

 
42. If PSE&G does not make the m onetary penalty paym ent above at the tim es 

agreed by  the par ties, interes t pay able to  Relia bilityFirst will beg in to accru e 
pursuant to the Commission's regulations at 18 C.F.R. § 35.19(a)(2)(iii) from the 
date that payment is due, in addition to the penalty specified above. 

 
43. Penalty monies only may be an offset to the overall budget of Reliability First 

and may not be an offset to a specific line item of the budget.  
 

44. The terms and conditio ns of  the Agreem ent are consis tent with the re gulations 
and orders of the Commission, as well as with the NERC Rules of Procedure. 
 

 V.     ADDITIONAL TERMS 
 

45. The signato ries to the Agreem ent agree that they enter into the Agreem ent 
voluntarily and that, other than the recitations set forth herein, no tender, offer or 
promise of any kind by any m ember, em ployee, officer, director, agent or  
representative of  Reliability First or PSE&G has been m ade to induce the 
signatories or any other party to enter into the Agreement. 

 
46. ReliabilityFirst shall report the terms of all settlements of compliance matters to 

NERC.  NERC will r eview the Agreem ent f or the purpose of  evaluating its  
consistency with other Agreem ents entere d into for sim ilar violations or under 
other, similar circumstances.  Bas ed on this rev iew, NERC will e ither approve 
the Agreement or reject the settlement and notify ReliabilityFirst and PSE&G of 
changes to the Agreem ent that would re sult in a pproval.  If  NERC reje cts the  
Agreement, NERC will provide spe cific written reasons f or such rejection and 
ReliabilityFirst will atte mpt to negotia te a rev ised Agree ment with PSE&G 
including any changes to the Agreem ent specified by NERC.  If a settlem ent 
cannot be reached, the enforcem ent process shall continu e to conclu sion.  If 
NERC approves the Ag reement, NERC will (i) report the approved A greement 
to the Comm ission f or the Commission ’s review and approval by order or 
operation of law and (ii) publicly post the alleged viola tion and the term s 
provided for in the Agreement.  

 
47. This Agreement shall becom e effective upon the Comm ission’s approval of the 

Agreement by order or operation of  law as subm itted to it or as m odified in a 
manner acceptable to the parties.   
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48. PSE&G agrees that this Agreem ent, when approved by NERC a nd the 
Commission, shall represent a final settlem ent of all m atters set forth herein and 
PSE&G waives its righ t to f urther hearings and appeal, unless and only to the  
extent th at PSE&G contends tha t any NERC or Comm ission action on the  
Agreement contain s one or m ore m aterial m odifications to the Agreem ent.  
ReliabilityFirst r eserves all righ ts to initia te en forcement, penalty  or s anction 
actions against PSE&G in accordance with the NERC Rules of Procedure in the 
event tha t PSE&G f ails to com ply with the Mitig ation Plan and complianc e 
program agreed to in this Agreem ent.  In the event PSE&G f ails to comply with 
any of the stipulations, remedies, sanctions or additional terms, as set forth in this 
Agreement, Reliability First will initiate enf orcement, penalty, o r sanction 
actions against PSE&G to the m aximum extent allowed by  the NERC Rules of  
Procedure, up to the maxim um statutorily allowed penalty. PSE&G shall re tain 
all rights to  defend against such enfo rcement action s, also accord ing to the  
NERC Rules of Procedure. 

 
49. PSE&G consents to the  use of  Reliability First’s determ inations, findings, and 

conclusions set f orth in this Agreem ent for the p urpose of as sessing the f actors, 
including the factor of dete rmining the com pany’s history of violations, that are 
set forth in the May 15, 2008 Revised Policy Statem ent on Enforcement,1 or that 
may be set forth in any  successor policy statement or order. Such use m ay be in 
any enforcem ent action or compliance proceed ing under taken by 
ReliabilityFirst, provided however, that PSE&G does not consent to the use of 
the specific acts set forth in this Agreement as the sole basis for any other action 
or proceeding brought by ReliabilityFirst, nor does PSE&G consent to the use of 
this Agreement by any other party in any other action or proceeding.  

 
50. Each of the undersigned warrants that he or she is an authorized representative of 

the entity designa ted, is author ized to bin d such entity and ac cepts th e 
Agreement on the entity's behalf. 

 
51. The undersigned representative of each part y affirms that he or she has read the 

Agreement, that all of the m atters set forth in the Agreement are true and correct 
to the best of his or her knowledge, info rmation and belief , and that he or she 
understands that the Agreem ent is entered into by such party in express reliance 
on those representations, provided, how ever, that such affirm ation by each 
party's representative shall no t apply to the other party' s statements of position 
set forth in Section III of this Agreement. 

 
52. The Agreement may be signed in counterparts. 

 

                                              
1 Revised Policy Statement on Enforcement, 123 FERC ¶ 61,221 (2008).   









































 

  

 
 
 

Attachment e 
 

ReliabilityFirst’s Verification of Completion of the 
Mitigation Plan for the alleged violation of PRC-

005-1 R2.1, dated September 8, 2009 
 
 











UNITED STATES OF AMERICA 
FEDERAL ENERGY REGULATORY COMMISSION 

 
 
Public Service Electric & Gas Company   Docket No. NP10-___-000 
 
 

NOTICE OF FILING 
February 1, 2010 

 
Take notice that on February 1, 2010, the North American Electric Reliability 

Corporation (NERC) filed a Notice of Penalty regarding Public Service Electric & Gas 
Company in the ReliabilityFirst Corporation region. 
 

Any person desiring to intervene or to protest this filing must file in accordance 
with Rules 211 and 214 of the Commission’s Rules of Practice and Procedure (18 CFR 
385.211, 385.214).  Protests will be considered by the Commission in determining the 
appropriate action to be taken, but will not serve to make protestants parties to the 
proceeding.  Any person wishing to become a party must file a notice of intervention or 
motion to intervene, as appropriate.  Such notices, motions, or protests must be filed on 
or before the comment date.  On or before the comment date, it is not necessary to serve 
motions to intervene or protests on persons other than the Applicant. 

 
The Commission encourages electronic submission of protests and interventions 

in lieu of paper using the “eFiling” link at http://www.ferc.gov.  Persons unable to file 
electronically should submit an original and 14 copies of the protest or intervention to the 
Federal Energy Regulatory Commission, 888 First Street, N.E., Washington, D.C. 20426. 
 

This filing is accessible on-line at http://www.ferc.gov, using the “eLibrary” link 
and is available for review in the Commission’s Public Reference Room in Washington, 
D.C.  There is an “eSubscription” link on the web site that enables subscribers to receive 
email notification when a document is added to a subscribed docket(s).  For assistance 
with any FERC Online service, please email FERCOnlineSupport@ferc.gov, or call 
(866) 208-3676 (toll free).  For TTY, call (202) 502-8659. 
 
Comment Date: [BLANK] 
 
 

Kimberly D. Bose, 
Secretary 
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