






































 

  

 
 
 

Attachment b 
 

Record documents for the violation of CIP-001-1 
R2, R3 and R4: 

a. ReliabilityFirst’s Summary for PAV regarding 
CIP-001-1 Sabotage Reporting Spot Check   
Report for Veolia York (Montenay York) dated  
February 28, 2009;  

2. Veolia York’s Mitigation Plan designated as 
MIT-08-1733 submitted April 23, 2009; 

3. Veolia York’s Certification of Completion 
of the Mitigation Plan dated June 19, 2009; 
and 

4. ReliabilityFirst’s Verification of Completion 
of the Mitigation Plan dated November 11, 
2009. 
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Summary for Possible Alleged Violation (PAV) 
 

 
 

 
Registered Entity:  Montenay York Resource Energy Systems, LLC 
 
NERC ID#:  NERC ID: 08064 
 
Compliance Monitoring Process:  Spot Checking 
 
Standard and Requirement:  CIP-001-1, R4 
 
Registered Function(s) in Violation:  Generator Operator 
 
Initial PAV Date:  5/8/2009 
 
Date for Determination of Penalty/Sanction:  12/12/2008 
 
Violation Risk Factor:  VRF - Medium 
 
Violation Severity Level:  VSL - Level 4 
 
Violation Reported By:  Audit Team 
 
 
 
 
Basis for the PAV:  CIP-001-1, R4   Each Reliability Coordinator, Balancing Authority, 
Transmission Operator, Generator Operator, and Load Serving Entity shall establish 
communications contacts, as applicable, with local Federal Bureau of Investigation (FBI) 
or Royal Canadian Mounted Police (RCMP) officials and develop reporting procedures 
as appropriate to their circumstances.   
 
Facts and Evidence pertaining to the PAV:  The audit team found Montenay York 
Resource Energy Systems, LLC has a possible alleged violation with this requirement 
during the audit period.  Evidence did not include a provision for contacting the local 
Federal Bureau of Investigation (FBI) or the JTTF.  
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Impact to Bulk Electrical System (BES):  Severe  
 

- Provide Explanation for Impact to BES:  The responsible entity failed to establish 
communications contacts, as applicable, with local Federal Bureau of Investigation (FBI) 
or Royal Canadian Mounted Police (RCMP) officials, nor developed a reporting 
procedure. 
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Mitigation Plan (MIT-08-1733) 

Submitted April 23, 2009 
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Mitigation Plan Submittal Form 
 
Date this Mitigation Plan is being submitted:    4/23/2009      
 
 
Section A:  Compliance Notices & Mitigation Plan Requirements 
A.1   Notices and requirements applicable to Mitigation Plans and this Submittal 

Form are set forth in “Attachment A - Compliance Notices & Mitigation Plan 
Requirements.”  

 
A.2   This form must be used to submit required Mitigation Plans for review and 

acceptance by ReliabilityFirst and approval by NERC. 
 
A.3    I have reviewed Attachment A and understand that this Mitigation Plan 

Submittal Form will not be accepted unless this box is checked. 
 
 
 
Section B:  Registered Entity Information 
B.1   Identify your organization. 
 

Company Name:   Montenay York Resource Energy 
Systems, LLC   
 
Company Address:   2651 Blackbridge Road, York, PA 
17406  
 
NERC Compliance Registry ID: NCR # 08064  

 
B.2   Identify the individual in your organization who will be the Entity Contact 

regarding this Mitigation Plan. 
 

Name:     Sterling Tate 
 
Title:     Operations Manager 
 
Email:      state@veoliaes.com 
 
Phone:     717-843-2902 

 
 

RFC200900131 
RFC200900132 
RFC200900133

MIT-08-1733
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Section C:  Identification of Alleged or Confirmed Violation(s) 
Associated with this Mitigation Plan 

C.1   This Mitigation Plan is associated with the following Alleged or Confirmed 
violation(s) of the reliability standard listed below. 
 

(*) Note: The Alleged or Confirmed Violation Date shall be expressly specified by the Registered Entity, 
and subject to modification by ReliabilityFirst, as: (i) the date the Alleged or Confirmed violation occurred; 
(ii) the date that the Alleged or Confirmed violation was self-reported; or (iii) the date that the Alleged or 
Confirmed violation has been deemed to have occurred on by ReliabilityFirst.  Questions regarding the 
date to use should be directed to the ReliabilityFirst contact identified in Section G of this form.    
  
C.2   Identify the cause of the Alleged or Confirmed violation(s) identified above.  

Additional detailed information may be provided as an attachment. 
 

Phone numbers were not included in a Emergency Response Plan 
 
Note:  If a formal root cause analysis evaluation was performed, submit a copy 
of the summary report. 
 

C.3   Provide any additional relevant information regarding the Alleged or Confirmed 
violations associated with this Mitigation Plan.  Additional detailed information 
may be provided as an attachment. 

 
The Emergency Plan did not include specific phone numbers even though 
routine practice is to notify the parties per contractual obligations. 

 

NERC 
Violation ID 

#  
 

Reliability 
Standard 

Requirement 
Number 

Violation 
Risk Factor 

Alleged or 
Confirmed 

Violation Date(*) 

Method of 
Detection (e.g., 

Audit, Self-report, 
Investigation) 

      CIP-001-1 R2       February 27, 
2009 

Audit 

      CIP-001-1 R3       February 27, 
2009 

Audit 

      CIP-001-1 R4       February 27, 
2009 

Audit 

                                    

                                    

                                    

                                    

                                    

Attachment a

ELIABILI



 
 

Version 2.0 – Released 7/11/08  Page 3 of 8  

 
 
 
 
Section D:  Details of Proposed Mitigation Plan 
Mitigation Plan Contents 
 
D.1   Identify and describe the action plan, including specific tasks and actions that 

your organization is proposing to undertake, or which it undertook if this 
Mitigation Plan has been completed, to correct the Alleged or Confirmed 
violations identified above in Part C.1 of this form.  Additional detailed 
information may be provided as an attachment. 

 
Prepare an attachment to the Emergency Plan that lists the specific phone 
numbers required by CIP-001-1 R2, R3, and R4. 
 

 
Mitigation Plan Timeline and Milestones 
 
D.2   Provide the date by which full implementation of the Mitigation Plan will be, or 

has been, completed with respect to the Alleged or Confirmed violations 
identified above.  State whether the Mitigation Plan has been fully implemented, 
and/or whether the actions necessary to assure the entity has returned to full 
compliance have been completed. 

 
May 29, 2009 

  
D.3   Enter Key Milestone Activities (with due dates) that can be used to track and 

indicate progress towards timely and successful completion of this Mitigation 
Plan.  

 
Key Milestone Activity Proposed/Actual Completion Date* 

(shall not be more than 3 months apart)
Gather Phone Numbers May 1, 2009 

Verify that phone numbers are valid May 13, 2009 
Write Attachment May 20, 2009 

Internal review of Attachment May 27, 2009 
 
(*) Note: Additional violations could be determined for not completing work associated with accepted 
milestones. 
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Section E:  Interim and Future Reliability Risk 
Abatement of Interim BPS Reliability Risk  
 
E.1   While your organization is implementing this Mitigation Plan the reliability of 

the Bulk Power System (BPS) may remain at higher risk or be otherwise 
negatively impacted until the plan is successfully completed. To the extent they 
are, or may be, known or anticipated: (i) identify any such risks or impacts; and 
(ii) discuss any actions that your organization is planning to take to mitigate this 
increased risk to the reliability of the BPS.   Additional detailed information 
may be provided as an attachment. 
 
No risks are identified to the BPS. The phone numbers are available for the 
control room operators to use but are not formally included in an emergency 
plan. 
 

 
Prevention of Future BPS Reliability Risk  
 
E.2   Describe how successful completion of this Mitigation Plan by your 

organization will prevent or minimize the probability that the reliability of the 
BPS incurs further risk of similar violations in the future.   Additional detailed 
information may be provided as an attachment. 
 
The Emergency Plan is routinely reviewed for accuracy and any changes are 
documented. The Plan is then updated. 
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Section F:  Authorization 
An authorized individual must sign and date this Mitigation Plan Submittal Form.  By 
doing so, this individual, on behalf of your organization: 

a) Submits this Mitigation Plan for acceptance by ReliabilityFirst and approval by 
NERC, and  

b) If applicable, certifies that this Mitigation Plan was completed on or before the 
date provided as the ‘Date of Completion of the Mitigation Plan’ on this form, 
and  

c) Acknowledges: 
 
1. I am [Title] of [Organization]. 
 
2. I am qualified to sign this Mitigation Plan on behalf of [Organization]. 
 
3. I have read and am familiar with the contents of this Mitigation Plan. 
 

4. [Organization] agrees to comply with, this Mitigation Plan, including the 
timetable completion date, as accepted by ReliabilityFirst and approved 
by NERC. 

 
Authorized Individual Signature  

 
Name (Print):   Sterling Tate 
 

 Title:     Operations Manager 
  

Date:     4/23/2009 
 
 
Section G:  Regional Entity Contact 

Please direct completed forms or any questions regarding completion of this form 
to the ReliabilityFirst Compliance e-mail address mitigationplan@rfirst.org. 
 Please indicate the company name and reference the NERC Violation ID # (if 
known) in the subject line of the e-mail.  Additionally, any ReliabilityFirst 
Compliance Staff member is available for questions regarding the use of this 
form.  Please see the contact list posted on the ReliabilityFirst Compliance web 
page. 
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Attachment A – Compliance Notices & Mitigation Plan Requirements 
 
I. Section 6.2 of the CMEP1 sets forth the information that must be included in a 

Mitigation Plan.  The Mitigation Plan must include: 
(1) The Registered Entity’s point of contact for the Mitigation Plan, who shall be a 

person (i) responsible for filing the Mitigation Plan, (ii) technically 
knowledgeable regarding the Mitigation Plan, and (iii) authorized and competent 
to respond to questions regarding the status of the Mitigation Plan.  

(2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation 
Plan will correct. 

(3) The cause of the Alleged or Confirmed Violation(s). 

(4) The Registered Entity’s action plan to correct the Alleged or Confirmed 
Violation(s). 

(5) The Registered Entity’s action plan to prevent recurrence of the Alleged or 
Confirmed violation(s). 

(6) The anticipated impact of the Mitigation Plan on the bulk power system 
reliability and an action plan to mitigate any increased risk to the reliability of the 
bulk power-system while the Mitigation Plan is being implemented. 

(7) A timetable for completion of the Mitigation Plan including the completion date 
by which the Mitigation Plan will be fully implemented and the Alleged or 
Confirmed Violation(s) corrected. 

(8) Key implementation milestones no more than three (3) months apart for 
Mitigation Plans with expected completion dates more than three (3) months 
from the date of submission.  Additional violations could be determined for not 
completing work associated with accepted milestones. 

(9) Any other information deemed necessary or appropriate. 

(10) The Mitigation Plan shall be signed by an officer, employee, attorney or other 
authorized representative of the Registered Entity, which if applicable, shall be 
the person that signed the Self-Certification or Self Reporting submittals. 

II. This submittal form must be used to provide a required Mitigation Plan for review 
and acceptance by ReliabilityFirst and approval by NERC.  

III. This Mitigation Plan is submitted to ReliabilityFirst and NERC as confidential 
information in accordance with Section 1500 of the NERC Rules of Procedure. 

IV. This Mitigation Plan Submittal Form may be used to address one or more related 
Alleged or Confirmed violations of one Reliability Standard.  A separate 

                                                 
1 “Compliance Monitoring and Enforcement Program” of the ReliabilityFirst Corporation;” a copy of the 
current version approved by the Federal Energy Regulatory Commission is posted on the ReliabilityFirst 
website.  

Attachment a

ELIABILI



 
 

Version 2.0 – Released 7/11/08  Page 7 of 8  

mitigation plan is required to address Alleged or Confirmed violations with 
respect to each additional Reliability Standard, as applicable. 

V. If the Mitigation Plan is accepted by ReliabilityFirst and approved by NERC, a 
copy of this Mitigation Plan will be provided to the Federal Energy Regulatory 
Commission in accordance with applicable Commission rules, regulations and 
orders.  

VI. ReliabilityFirst or NERC may reject Mitigation Plans that they determine to be 
incomplete or inadequate.   

VII. Remedial action directives also may be issued as necessary to ensure reliability of 
the BPS. 
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DOCUMENT CONTROL 

Title:  Mitigation Plan Submittal Form 

Issue:  Version 2.0 

Date:  11 July 2008 

Distribution: Public 

Filename: ReliabilityFirst Mitigation Plan Submittal Form - Ver 2.DOC 

Control:  Reissue as complete document only 

 
DOCUMENT APPROVAL 

Prepared By Approved By Approval Signature Date 

Robert K. Wargo 
Senior Consultant 

Compliance 

Raymond J. Palmieri 
Vice President and 

Director 

Compliance 
 

1/2/08 

 

DOCUMENT CHANGE/REVISION HISTORY 

Version Prepared By Summary of Changes Date 

1.0 Robert K. Wargo Original Issue – Replaces “Proposed 
Mitigation Plan” Form 1/2/08 

2.0 Tony Purgar 

Revised email address from 
compliance@rfirst.org to 
mitigationplan@rfirst.org 

 

7/11/08 
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November 11, 2009 

 
Summary and Review of Evidence of Mitigation Plan Completion 

 
NERC Violation ID #: RFC200900131 

RFC200900132 
RFC200900133 

NERC Plan ID:   MIT-08-1733 
Registered Entity;   Covanta  York Renewable Energy, LLC 
NERC Registry ID:   NCR10388 
Standard:    CIP-001-1 
Requirement:    2,3 & 4 
Status:    Compliant  

 
On February 28, 2009, ReliabilityFirst Compliance Staff performed a Spot Check of 
Montenay York Resource Energy Systems, LLC (“Montenay York”) to determine their 
compliance to CIP-001-1.  The Audit Team reported a Possible Violation with NERC 
Reliability Standard CIP-001-1, Requirement 2; CIP-001-1, Requirement 3; and CIP-
001-1, Requirement 4. Montenay York submitted a Proposed Mitigation Plan to 
ReliabilityFirst on April 23, 2009, whereby stating Montenay York would complete all 
mitigating actions on or about May 29, 2009. This Mitigation Plan, designated MIT-08-
1733, was accepted by ReliabilityFirst on May 22, 2009 and approved by NERC on June 
8, 2009.   
 
Review Process: 
 
On June 19, 2009, Montenay York certified that Mitigation Plan for CIP-001-1, 
Requirements 2, 3, and 4, was completed as of May 14, 2009.  ReliabilityFirst requested 
and received evidence of completion for actions taken by Montenay York as specified in 
the Mitigation Plan.  ReliabilityFirst performed an in depth review of the information 
provided to verify that all actions specified in the Mitigation Plan were successfully 
completed.  ReliabilityFirst found that the information provided in the form of “Veolia 
Environmental Services York, LLC (“Veolia ES York”) (fka Montenay York) Safety 
Program SP 4 Preparedness, Prevention and Contingency Plan, Revision No. 4, 
12/19/2007”, did not completely satisfy CIP-001-1, Requirements 2, 3, and 4.   
 
ReliabilityFirst, during a telephone conversation with Veolia ES York on August 10, 
2009, reviewed “Veolia Environmental Services York, LLC Safety Program SP 4 
Preparedness, Prevention and Contingency Plan, Revision No. 4, 12/19/2007, Appendix 
E-10 Electrical Sabotage Reporting” with Veolia ES York, and recommended a revision 
to “Appendix E-10 Electrical Sabotage Reporting” that would include notification to 
appropriate in the Interconnection, provision of sabotage response guidelines to operating 
personnel, and developing reporting procedures with the FBI.  After the telephone 
conversation, and also on August 10, 2009, ReliabilityFirst sent to Veolia ES York, via 
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email, Reliability Standard Audit Worksheet (RSAW) as a guide for Veolia to follow to 
become compliant with CIP-001-1, Requirements 2, 3, and 4.  
 
On August 18, 2009, Covanta York purchased Veolia ES York.  On September 16, 2009, 
ReliabilityFirst notified Covanta York, in an email, that revisions to “Veolia 
Environmental Services York, LLC Safety Program SP 4 Preparedness, Prevention and 
Contingency Plan, Revision No. 4, 12/19/2007, Appendix E-10 Electrical Sabotage 
Reporting” or a different Sabotage Reporting Procedure would be necessary for 
ReliabilityFirst to verify completion of the Mitigation Plan and find Covanta York in 
compliance with the standard.  On October 20, 2009, Covanta York submitted to 
ReliabilityFirst, “Covanta Sabotage Reporting Procedure, NERC-COV-002, Rev. 5”.    
 
CIP-001-1, Requirement 2  states: “Each Reliability Coordinator, Balancing Authority, 
Transmission Operator, Generator Operator, and Load Serving Entity shall have 
procedures for the communication of information concerning sabotage events to 
appropriate parties in the Interconnection.” 
  
Evidence Submitted: 
 
Requirement 2: Covanta submitted their “Covanta Sabotage Rporting Procedure NERC-
COV-002 Rev. 5” document which is dated September 27, 2009.  Section 6 of this 
procedure covers the notification of sabotage events to the appropriate parties in the 
Interconnection per Attachment 1.  In Attachment 1, the appropriate party for York is 
correctly identified as PJM and a specific phone number for PJM is listed. 
 
CIP-001-1, Requirement 3  states: “Each Reliability Coordinator, Balancing Authority, 
Transmission Operator, Generator Operator, and Load Serving Entity shall provide its 
operating personnel with sabotage response guidelines, including personnel to contact, 
for reporting disturbances due to sabotage events.” 
  
Evidence Submitted: 
 
Requirement 3: Covanta submitted their “Covanta Sabotage Rporting Procedure NERC-
COV-002 Rev. 5” document which is dated September 27, 2009.  Section 6 of this 
procedure covers the response to sabotage events by Covanta employees.  This includes 
completing the “Attachment 2 – Sabotage Reporting Template” and disseminating the 
information to the appropriate personnel per Section 3 of Attachment 2 which includes 
ReliabilityFirst, PJM, FBI, and Local Police.  The specific phone numbers for these 
contacts are found in Attachment 1. 
 
CIP-001-1, Requirement 4  states: “Each Reliability Coordinator, Balancing Authority, 
Transmission Operator, Generator Operator, and Load Serving Entity shall establish 
communications contacts, as applicable, with local Federal Bureau of Investigation (FBI) 
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or Royal Canadian Mounted Police (RCMP) officials and develop reporting procedures 
as appropriate to their circumstances.” 
  
 
Evidence Submitted: 
 
Requirement 4: Covanta submitted their “Covanta Sabotage Rporting Procedure NERC-
COV-002 Rev. 5” document which is dated September 27, 2009.  Attachment 1 of this 
procedure contains the phone number for the Local FBI office in Harrisburg, PA.  This 
phone number was verified via the FBI website by ReliabilityFirst. 
 
Review Results: 
 
ReliabilityFirst Corporation reviewed the evidence the Covanta York submitted in 
support of its Certification of Completion. On November 11, 2009, ReliabilityFirst 
verified that the Mitigation Plan was completed in accordance with its terms and has 
therefore deemed Covanta York compliant to the aforementioned NERC Reliability 
Standard.  
 
       

Respectfully Submitted, 
       

       
  
      Robert K. Wargo 
      Manager of Compliance Enforcement  
      ReliabilityFirst Corporation 
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UNITED STATES OF AMERICA 
FEDERAL ENERGY REGULATORY COMMISSION 

 
 
Covanta York Renewable Energy, LLC   Docket No. NP10-___-000 
 

NOTICE OF FILING 
July 6, 2010 

 
Take notice that on July 6, 2010, the North American Electric Reliability 

Corporation (NERC) filed a Notice of Penalty regarding Covanta York Renewable 
Energy, LLC in the ReliabilityFirst Corporation region. 
 

Any person desiring to intervene or to protest this filing must file in accordance 
with Rules 211 and 214 of the Commission’s Rules of Practice and Procedure (18 CFR 
385.211, 385.214).  Protests will be considered by the Commission in determining the 
appropriate action to be taken, but will not serve to make protestants parties to the 
proceeding.  Any person wishing to become a party must file a notice of intervention or 
motion to intervene, as appropriate.  Such notices, motions, or protests must be filed on 
or before the comment date.  On or before the comment date, it is not necessary to serve 
motions to intervene or protests on persons other than the Applicant. 

 
The Commission encourages electronic submission of protests and interventions 

in lieu of paper using the “eFiling” link at http://www.ferc.gov.  Persons unable to file 
electronically should submit an original and 14 copies of the protest or intervention to the 
Federal Energy Regulatory Commission, 888 First Street, N.E., Washington, D.C. 20426. 
 

This filing is accessible on-line at http://www.ferc.gov, using the “eLibrary” link 
and is available for review in the Commission’s Public Reference Room in Washington, 
D.C.  There is an “eSubscription” link on the web site that enables subscribers to receive 
email notification when a document is added to a subscribed docket(s).  For assistance 
with any FERC Online service, please email FERCOnlineSupport@ferc.gov, or call 
(866) 208-3676 (toll free).  For TTY, call (202) 502-8659. 
 
Comment Date: [BLANK] 
 
 

Kimberly D. Bose, 
Secretary 
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