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Agenda

• Introduction
 Trinh Ly, Engineer, Performance Analysis 

 Trinh.ly@nerc.net

• Brief history on Misoperation data collection

• Who?

• When?

• Where?

• How?

• Regional Contacts

• Questions

mailto:Trinh.ly@nerc.net
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Region Contact Email

FRCC Hassan Hamdar hhamdar@frcc.com

MRO Rich Quest RP.Quest@MidwestReliability.org

NPCC Rafael
Sahiholamal 

rsahiholamal@npcc.org

RF Bill Crossland bill.crossland@rfirst.org

SERC David Greene dgreene@serc1.org

SPP Thomas Teafatiller tteafatiller.re@spp.org

TRE David Penney David.Penney@TEXASRE.org

WECC Suzanne Brignone sbrignone@wecc.biz

Regional Contact

mailto:hhamdar@frcc.com
mailto:RP.Quest@MidwestReliability.org
mailto:rsahiholamal@npcc.org
mailto:bill.crossland@rfirst.org
mailto:dgreene@serc1.org
mailto:tteafatiller.re@spp.org
mailto:David.Penney@TEXASRE.org
mailto:sbrignone@wecc.biz
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• PRC-004-4 Protection System Misoperation Identification and 
Correction

 http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-004-4.pdf

• Section 1600 Data Request

 http://www.nerc.com/pa/RAPA/ProctectionSystemMisoperations/PRC-
004-3%20Section%201600%20Data%20Request_20140729.pdf

Brief History

4

http://www.nerc.com/pa/Stand/Reliability Standards/PRC-004-4.pdf
http://www.nerc.com/pa/RAPA/ProctectionSystemMisoperations/PRC-004-3 Section 1600 Data Request_20140729.pdf
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• The purpose of this Data Request is to continue consistent 
reporting of Misoperation data to NERC through a standardized 
template for benchmarking and analysis. ERO Enterprise will 
analyze the data to:

 Develop meaningful metrics to assess Protection System performance;

 Identify trends in Protection System performance that impact reliability;

 Develop remediation techniques to reduce the rate of Misoperations;

 Provide focused assistance to entities in need of guidance; and

 Publicize lessons learned to the industry.

Protection System Misoperation Data
Collection

5
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• Jurisdictions
 US, Canada, and Mexico

• Entities
 Generator Owner (GO)

 Transmission Owner (TO)

 Distribution Provider (DP)

Who Reports Misoperation Data?
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• Quarterly Reporting

• ERO Enterprise MIDAS Tool
 Misoperation Data Beginning: Q2 2016 

 Submission Begins: July 1, 2016

Reporting Requirements
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Reporting Schedule

Reporting Quarter Entities Reporting Range 

Q1 April 1 – May 30

Q2 July 1– August 29

Q3 October 1– November 29

Q4 January 1– March 1

Email reminders will be sent out prior to the end of the 60 

days.
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• Submit Data to NERC

• Receive confirmation email

• Regions will process the data

• Receive successful email or error email

Submission Process
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Data Reporting Instruction

• Operation Summary
 Total Protection System Operations by Voltage Class by Region

• Protection System Misoperations
 Misoperation Category

 Cause(s) of Misoperation

 Other optional fields

• Protection System Misoperations webpage: 
http://www.nerc.com/pa/RAPA/Pages/Misoperations.aspx

• MIDAS Training Videos: 
https://vimeopro.com/nerclearning/midas-video-library

http://www.nerc.com/pa/RAPA/Pages/Misoperations.aspx
https://vimeopro.com/nerclearning/midas-video-library
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Protection System Misoperations Website

Protection System Misoperations webpage: 
http://www.nerc.com/pa/RAPA/Pages/Misoperations.aspx

http://www.nerc.com/pa/RAPA/Pages/Misoperations.aspx
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MIDAS Training Videos

MIDAS Training Videos: 
https://vimeopro.com/nerclearning/midas-video-library

https://vimeopro.com/nerclearning/midas-video-library
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Operations Summary Tab
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Operations Summary Tab
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Misoperation Entry Form Tab
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1. The correct operation of a Protection System associated with 
isolating a faulted system Element.

2. The correct operation of a Protection System associated with 
isolating equipment for non-Fault conditions such as power 
swings, over excitation, or loss of field (excluding control 
functions performed by a protective relay; e.g., when a reverse 
power relay is used to trip a breaker during generator 
shutdown).

3. The unintended operation of a Protection System for a Fault 
outside the zone it is designed to protect.

4. The unintended operation of a Protection System for a non-
Fault condition.

Definitions Tab –
Definition of Protection System Operation
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Definitions Tab –
Definition of Protection System Operation

5. Any failure of a Protection System to operate for its intended 
function such as clearing a Fault within the zone it is designed 
to protect.

Notes:
a. When reclosing is applied (automatic or manual), a sequence of reclosing and 

tripping associated with isolating a faulted system Element is counted as a single 
operation.  Multiple unintended operations of an Element due to this sequence of 
reclosing and tripping would also be counted as a single operation.

b. Transformer operations are reported by the high-side voltage.  Generator 
operations are reported by the generator step-up transformer high-side voltage.

c. Operations which are initiated by control systems (not by Protection Systems), 
such as those associated with generator controls, turbine/boiler controls, static 
var compensators (SVCs), flexible ac transmission systems (FACTS), high-voltage dc 
(HVdc) transmission systems, circuit breaker mechanisms, or other facility control 
systems, are not reported as operations of a Protection System.
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Definitions Tab –
Protection System Operation Examples

1. A permanent Fault occurs on Line A and all line breakers 
operate and go through a complete reclose sequence (trip, 
close, trip, close, and trip).  This event is considered one 
operation.  Analysis would indicate that this was a correct 
operation.

2. A permanent Fault occurs on Line B and all line breakers 
operate correctly but, at the same time, a breaker on Line C 
operates.  This event is considered two operations, since two 
transmission Elements were involved. Analysis would identify 
that the Line B operation was correct, and the Line C operation 
was a Misoperation.

3. A breaker(s) on Line D opens under a non-fault condition due 
to a failed relay.  This event is considered one operation.  
Analysis would identify the Line D operation as a Misoperation.



RELIABILITY | ACCOUNTABILITY19

Definitions Tab –
Protection System Operation Examples

4. Line faults with one breaker failure.
a. No breaker failure relaying:  There would be one operation associated 

with the line fault, and one additional operation for each required remote 
backup clearing operation.

b. Breaker failure relaying with local tripping and no transfer tripping of 
remote ends:  There would be one operation for the Fault with the 
breaker failure, one operation for the breaker failure local clearing, and 
an additional operation for each required remote back up clearing.  For 
example, if the line fault occurred and the breaker between two lines on a 
breaker-and-a-half bus failed, there would be three operations.  One 
operation associated with the fault, one operation for the breaker failure 
local clearing, and one operation for the remote end trip of the second 
line connected to the failed breaker.

c. Breaker failure with transfer tripping of remote ends:  For the example 
scenario in 4b, there would be two operations.  One for the fault, and a 
second for the breaker failure protection
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Definitions Tab –
Misoperation Category
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Definitions Tab –
Cause(s) of Misoperation
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Data Description Tab
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• Link and Key Code – to be provided via email by July 1, 2016 

Submission Page

https://misopsstg.nerc.net/default.aspx
https://misopsstg.nerc.net/default.aspx
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Region Contact Email

FRCC Hassan Hamdar hhamdar@frcc.com

MRO Rich Quest RP.Quest@MidwestReliability.org

NPCC Rafael
Sahiholamal 

rsahiholamal@npcc.org

RF Bill Crossland bill.crossland@rfirst.org

SERC David Greene dgreene@serc1.org

SPP Thomas Teafatiller tteafatiller.re@spp.org

TRE David Penney David.Penney@TEXASRE.org

WECC Suzanne Brignone sbrignone@wecc.biz

Regional Contact

mailto:hhamdar@frcc.com
mailto:RP.Quest@MidwestReliability.org
mailto:rsahiholamal@npcc.org
mailto:bill.crossland@rfirst.org
mailto:dgreene@serc1.org
mailto:tteafatiller.re@spp.org
mailto:David.Penney@TEXASRE.org
mailto:sbrignone@wecc.biz
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