Cyber Security Standard: Frequently Asked Questions


Q.  NERC’s Reliability Standards Process Manual states "Urgent action may be appropriate when a delay in implementing a proposed standard can materially impact reliability of the bulk electric systems."  Does the proposed cyber security standard provide sufficient justification for how it would materially impact the reliability of the bulk electric system? 

A.  The manual states that the justification for urgent action is to be included in the standard authorization request (SAR), not the standard.  Such a SAR was prepared and submitted to the SAC.  After review, the SAC unanimously voted to approve the use of urgent action, due to the potential harm to bulk electric system reliability resulting from a delay in implementing the proposed standard.  Only the SAC, which is comprised of representatives elected by the industry, can determine if the use of urgent action is appropriate.

Q.  Shouldn’t the proposed standard include due dates for compliance?  

A.  The compliance schedule is not part of the proposed standard, but a separate compliance schedule that provides a timeline for compliance has been posted with the standard.  If the industry approves the standard, compliance to the standard becomes mandatory immediately after its adoption by NERC’s Board of Trustees.  Formal compliance reviews will not begin until the first quarter of 2004. 

Q.  The existing NERC Security Guidelines for the Electric Industry are more specific than the standard. If the guidelines are already in place, why can’t this standard go through the normal standards development process? 

A. The proposed standard provides clearly stated requirements with metrics that identify how compliance will be evaluated.  These requirements identify the “What” for compliance.  It would not be appropriate for the standard to be more specific with “How” because the “How” will vary between different functions and organizational environments.

The guidelines do provide recommended solutions that would likely be applicable or useful in many situations.  However these recommendations are not the only solutions that could be implemented to satisfy compliance.   Organizations have the opportunity to identify and implement their own solutions that satisfy both compliance and organizational requirements.

Compliance with the existing NERC security guidelines is voluntary for all industry participants.  For a variety of reasons – lack of skills/resources, lack of funding, or lack of attention – many entities are not implementing the guidelines.   Once a standard is approved through the urgent action process, compliance will be mandatory.  

Q.  Will a permanent standard be developed?  How?

A.  Urgent action standards can only be in place for a maximum of one year.  A permanent cyber security standard will be developed to replace the urgent action standard using the normal NERC standards development process, culminating in the balloting of the standard.  At the next CIPAG meeting on May 1-2, a team will be assembled to develop a SAR for the permanent standard; this team will serve as the requestor of the SAR.  Nominations for drafting team members will be solicited from the industry and the SAC will appoint a team to write the permanent standard. 

Q. If these are minimum standards, then why do we need to hurry? Shouldn’t NERC get the entire industry involved?

A. The industry experts who developed this proposed standard believe that some entities in the electricity sector are not following the published NERC Security Guidelines for the Electricity Sector, thus putting the security and reliability of the grid at risk.  The only way to ensure compliance with minimum cyber security standards at this time is through the urgent action process, which will enable the mandatory compliance and enforcement processes associated with a NERC standard. 

Q. There is concern that the first standard to obtain approval is one that bypassed the standards process.  Will this lead to a flood of urgent action requests?

A. The NERC standards development process has not been bypassed. A request for urgent action is a valid part of NERC’s standard development process. The SAC, on a request-by-request basis, can approve over such requests.  The standards process is clear that urgent action cannot be used simply for expediency. It is the responsibility of the industry-elected members of the SAC to ensure that the use of urgent action is not abused. NERC has received 18 SAR requests since the new process began.  Only one of them – the proposed security standard – has been submitted for and treated as an urgent action.  The fact that the first standard to come to a vote is an urgent action is a coincidence.

Q.  FERC is already proposing cyber security standards in its proposed rule on Standard Market Design (SMD).  Why don’t we wait for that rule to be implemented?

A.  FERC included cyber security standards as part of its SMD NOPR in recognition of the threats that cyber incidents pose to the reliable operation of the bulk electric system.  The industry commented on the proposed standards, which were originally drafted for FERC by a subset of CIPAG. Based on feedback FERC received during the SMD NOPR comment period and two subsequent technical workshops, CIPAG revised its draft standard and, with NERC Board approval, sent it to FERC for further consideration. The proposed cyber security standard being submitted for urgent action closely parallels the requirements in the second CIPAG draft. 

CIPAG is proposing these draft standards for urgent action in the NERC standards development process because they believe that the electric industry needs to take action now to increase its cyber security and the timing of a final FERC rule for a standard market design, as well as its schedule for implementation, is uncertain.

The industry also has this opportunity to shape its own future regarding cyber security standards.  The threats to the system are real.  If the industry does take timely steps to address system vulnerabilities by adopting these minimum standards, the very real possibility exists that either the federal government or a number of states will themselves develop standards in this area.

Q:  Does this standard require background checks for anyone having the ability to control power system devices (i.e. open breakers)?

A:  This standard requires background checks for individuals having access to critical cyber assets, defined as:

“Those computers, including installed software and electronic data, and communication networks that support, operate, or otherwise interact with the bulk electric system operations.  This definition currently does not include process control systems, distributed control systems, or electronic relays installed in generating stations, switching stations, and substations.”

Individuals, such as control room operators, who have only the capability to use such assets, are not required by this standard to undergo background checks.  Such individuals should be subject to background screens, but this is outside the scope of this standard and is an issue for a separate standard.

The content of the background check is at the discretion of each individual entity.  The standard defers to local, state, federal and provincial requirements related to background checks.

Q:  How do I know if this standard applies to my company?

A:  The standard is written at a high level and must accommodate numerous types of entities across North America.  For this reason, it is not possible to tailor the standard to address specific entities.  Any entity performing the reliability authority, balancing authority, interchange authority, transmission service provider authority, transmission operator, generator or load serving entity function, as defined in the NERC Functional Model, who also has critical cyber assets must comply with the standard.

Q:  Does this standard apply to nuclear generating stations?

A:  No.  Nuclear generating stations have separate requirements, as determined by the Nuclear Regulatory Commission.

Q:  If my organization complies with National Institute of Standards and Technology (NIST) standards, do I have to comply with the NERC standard?

A:  NIST standards and guidelines are generally more stringent than the cyber security standard. Therefore, it is expected that anyone meeting the NIST standards and guidelines will also be compliant with the cyber security standard. Regardless, such a company will still need to determine that they meet the requirements of the NERC standard and complete a self-certification form.

Q:  Does this standard require a threat and vulnerability assessment?

A:  No.  This may be a requirement in the permanent standard, when it is developed.

Q:  Does this standard include remote terminal units (RTUs)?

A:  RTUs are not included in the standard.  As technology advances, RTUs may be included in the permanent standard.  Systems upstream of RTUs must be protected from intrusion, however.

Q:  When will the permanent standard be available?

A:  The Critical Infrastructure Protection Advisory Group has already initiated the process of developing a permanent replacement for the urgent action cyber security standard.  The permanent standard will take at least a year to develop and will go through the entire NERC standards development process, with multiple opportunities for industry comment, culminated in an industry ballot.

Q:  When does compliance with the standard start?

A:  Compliance reviews will be in the form of self-certifications, completed by the entities to which the standard applies.  Self-certifications will be due in the first quarter of 2004.  No compliance actions will be taken based on the self-certifications in 2004.

