
Critical Infrastructure Protection 
(CIP) Version 5 Revisions

Standard Drafting Team Update
Industry Webinar
September 19, 2014



RELIABILITY | ACCOUNTABILITY2

• NERC Antitrust Guidelines
 It is NERC’s policy and practice to obey the antitrust laws and to avoid all 

conduct that unreasonably restrains competition. This policy requires the 
avoidance of any conduct that violates, or that might appear to violate, the 
antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, 
product design, terms of sale, division of markets, allocation of customers or 
any other activity that unreasonably restrains competition.

• Notice of Open Meeting
 Participants are reminded that this webinar is public. The access number was 

widely distributed. Speakers on the call should keep in mind that the 
listening audience may include members of the press and representatives of 
various governmental authorities, in addition to the expected participation 
by industry stakeholders.

Administrative Items
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• Directed changes to four main areas:
 Identify, Assess, and Correct (IAC) – Filing deadline Feb. 3, 2015
o Remove or modify the IAC language, retain the substantive provisions, and 

clarify the obligations for compliance
 Communication Networks – Filing deadline Feb. 3, 2015
o Define communication networks and create new or modified Reliability 

Standards to protect the nonprogrammable components of communication 
networks (e.g. cables and wires)

 Low Impact Assets – No filing deadline
o Add objective criteria from which to judge the sufficiency of controls

 Transient Devices – No filing deadline
o Develop new or modified Reliability Standards for transient devices (e.g. thumb 

drives and laptops)

FERC Order 791 Highlights
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• Development Steps
• CIP-003-6 Revisions
 Attachments 1 and 2
 Two New Definitions

• CIP-010-2 Revisions
 Attachments 1 and 2
 Revised Definitions

• -X Posting
• Implementation Plan

Discussion Topics
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• Initial comment period and 
ballot ended July 16, 2014

• Standard drafting team (SDT) 
received over 200 pages of 
comments 

• SDT met July 29-31, 2014 and 
August 19-21, 2014 to revise 
the standards based on 
stakeholder comments

• Latest revisions and 
consideration of comments 
posted for additional comment 
and ballot period Sept 3-Oct 
17, 2014

Development Steps

Directive Area Standard
Weighted 

Segment Vote

Communication Networks 

CIP-006-6 76.20%

CIP-007-6 78.35%

Identify, Assess, Correct CIP-009-6 85.29%

Lows Impact Assets CIP-003-6 35.72%

Transient Devices

CIP-004-6 80.71%

CIP-010-2 49.48%

CIP-011-2 82.51%

Definitions 78.52%
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• Define external routable protocol path
• Security awareness timeframes
• More guidance
• Inventory implications
• Requirement placement

CIP-003-6 Comment Themes
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• Requirement R1 addresses policies for all impact levels
• Part 1.1 includes high and medium

CIP-003-6, Requirement R1
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• Requirement R1, Part 1.2 now includes lows topics in policies

CIP-003-6, Requirement R1 
(continued)
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• Attachment 1 – Required Elements for Cyber Security Plan(s) for 
Assets Containing Low Impact BES Cyber Systems

• Attachment 2 – Examples of Evidence for Cyber Security Plan(s) 
for Assets Containing Low Impact BES Cyber Systems

CIP-003-6, Requirement R2 
(continued)
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• Cyber Security Awareness

CIP-003-6 Attachments, Element 1
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CIP-003-6 New Definitions

• Low Impact BES Cyber System Electronic Access Point (LEAP)
 A Cyber Asset interface that allows Low Impact External Routable 

Connectivity. The Cyber Asset may reside at a location external to the asset 
or assets containing low impact BES Cyber Systems. The Low Impact BES 
Cyber System Electronic Access Point is not an Electronic Access Control or 
Monitoring System.

• Low Impact External Routable Connectivity (LERC)
 Bi-directional routable communications between low impact BES Cyber 

System(s) and Cyber Assets outside the asset containing those low impact 
BES Cyber System(s). Communication protocols created for Intelligent 
Electronic Device (IED) to IED communication for protection and/or control 
functions from assets containing low impact BES Cyber Systems are 
excluded (examples of this communication include, but are not limited to, 
IEC 61850 GOOSE or vendor proprietary protocols).
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• Physical Access Controls

CIP-003-6 Attachments, Element 2
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• Electronic Access Controls

CIP-003-6 Attachments, Element 3
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Use Case 1
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Use Case 2
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• Cyber Security Incident Response

CIP-003-6 Attachments, Element 4
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• Cyber Security Incident Response

CIP-003-6 Attachments, Element 4
(continued)
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CIP-003-6 Implementation Plan

• Registered Entities shall not be required to comply with 
Reliability Standard CIP-003-6, Attachment 1, element 1 until 
the later of April 1, 2017 or nine calendar months after the 
effective date of Reliability Standard CIP-003-6.

• Registered Entities shall not be required to comply with 
Reliability Standard CIP-003-6, Attachment 1, element 2 until 
the later of April 1, 2018 or nine calendar months after the 
effective date of Reliability Standard CIP-003-6.
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CIP-003-6 Implementation Plan

• Registered Entities shall not be required to comply with 
Reliability Standard CIP-003-6, Attachment 1, element 3 until 
the later of September 1, 2018 or nine calendar months after 
the effective date of Reliability Standard CIP-003-6.

• Registered Entities shall not be required to comply with 
Reliability Standard CIP-003-6, Attachment 1, element 4 until 
the later of April 1, 2017 or nine calendar months after the 
effective date of Reliability Standard CIP-003-6.
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CIP-003-6 Implementation Plan

Standard/Req. Revision Compliance Date

CIP-003-6 1-Apr-16

CIP-003-6, R1, P1.2 Policy 1-Apr-17

CIP-003-6, R2 Plan 1-Apr-17

CIP-003-6, A1, E1 Sec Awareness 1-Apr-17

CIP-003-6, A1, E2 Phys Access 1-Apr-18

CIP-003-6, A1, E3 Elec. Access 1-Sep-18

CIP-003-6, A1, E4 Incident Resp 1-Apr-17
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• Authorization
• Inspection
• Vendor-managed devices
• “Prior to use”
• More guidance

CIP-010-2 Comment Themes
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CIP-010-2 Revised Definitions

• BES Cyber Asset (BCA): A Cyber Asset that if rendered 
unavailable, degraded, or misused would, within 15 minutes of 
its required operation, misoperation, or non-operation, 
adversely impact one or more Facilities, systems, or equipment, 
which, if destroyed, degraded, or otherwise rendered 
unavailable when needed, would affect the reliable operation of 
the Bulk Electric System. Redundancy of affected Facilities, 
systems, and equipment shall not be considered when 
determining adverse impact. Each BES Cyber Asset is included in 
one or more BES Cyber Systems. A Transient Cyber Asset is not a 
BES Cyber Asset.
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CIP-010-2 Revised Definitions 
(continued)

• Protected Cyber Assets (PCA): One or more Cyber Assets 
connected using a routable protocol within or on an Electronic 
Security Perimeter that is not part of the highest impact BES 
Cyber System within the same Electronic Security Perimeter. 
The impact rating of Protected Cyber Assets is equal to the 
highest rated BES Cyber System in the same ESP. A Transient 
Cyber Asset is not a Protected Cyber Asset.
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CIP-010-2 Revised Definitions 
(continued)

• Removable Media: Portable mediaMedia, directly connected for 
30 consecutive calendar days or less, capable of transmitting 
executable code to: (1) a BES Cyber Asset, (2) a network within 
an ESP, or (3) a Protected Cyber Asset that can be used to store, 
copy, move, and/or access data. Removable Media are not 
Cyber Assets. Examples include, but are not limited to, floppy 
disks, compact disks, USB flash drives, external hard drives, and 
other flash memory cards/drives that contain nonvolatile 
memory. A Cyber Asset is not Removable Media. 
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CIP-010-2 Revised Definitions 
(continued)

• Transient Cyber Asset: A Cyber Asset, (e.g., using Ethernet, 
serial, Universal Serial Bus, and wireless including near field and 
Bluetooth communication) directly connected for 30 
consecutive calendar days or less, capable of transmitting 
executable code to: (1) a BES Cyber Asset, (2) a network within 
an ESP, or (3) a Protected Cyber Asset. Examples include, but are 
not limited to, Cyber Assets used for data transfer, vulnerability 
assessment, maintenance, or troubleshooting purposes.
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CIP-010-2, Requirement R4

• Attachment 1 – Required Elements for Plans for Transient Cyber 
Assets and Removable Media

• Attachment 2 – Examples of Evidence for Plans for Transient 
Cyber Assets and Removable Media
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CIP-010-2 Attachments, Element 1

• Transient Cyber Asset(s) Owned or Managed by the Responsible 
Entity
 1.1 – Transient Cyber Asset management
 1.2 – Transient Cyber Asset authorization
 1.3 – Security vulnerability mitigation
 1.4 – Introduction of malicious code mitigation
 1.5 – Risk of unauthorized use mitigation

• Measures
 Important to note if an entity does not use Transient Cyber Asset(s), 

examples of evidence include, but are not limited to a statement, policy, or 
other document that states the Responsible Entity does not use Transient 
Cyber Asset(s).
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CIP-010-2 Attachments, Element 2

• Transient Cyber Asset(s) Owned or Managed by Vendors or 
Contractors
 2.1 – Security vulnerability mitigation
 2.2 – Malicious code mitigation
 2.3 – Additional mitigation actions necessary?

• Measures
 Important to note if a Transient Cyber Asset is unable to perform any of 

the capabilities, evidence may include system documentation developed 
by the vendor or Responsible Entity that identifies why the Transient Cyber 
Asset cannot perform the capability.
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CIP-010-2 Attachments, Element 3

• Removable Media
 3.1 – Removable Media authorization
 3.2 – Malicious code mitigation

• Entities have a high level of control for Removable Media that 
are going to be connected to their BES Cyber Assets. 
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Role of Guidance

• In response to comments, SDT expanded Guidelines and 
Technical Basis

• Stakeholders are encouraged to thoroughly consider the 
Guidelines and Technical Basis sections

• Guidance is to help clarify the requirement language, but not 
change the scope or intent of the requirement
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Implementation Timeline
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-X Posting

• Purpose of the posting is as a practical contingency
• -X decouples the IAC and Communication Network revisions 

from the Low Impact and Transient Device revisions
• Single ballot for the –X package
• Approval of the –X standards enables the SDT to meet the 

FERC filing deadline of February 3, 2015 should the Lows or 
Transient Device revisions fail in the second ballot 

• All proposed revisions will be subject to final ballot
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• NERC will no longer pursue Section 1600 to meet directive 
regarding BES Cyber Asset definition

• NERC will coordinate with implementation study participants, 
regions, and other entities, as necessary, to answer questions in 
FERC Order No. 791

• Filing deadline of February 3, 2015

BES Cyber Asset Directive



RELIABILITY | ACCOUNTABILITY34

Next Steps

• Additional comment period – September 3-October 17, 2014
• Ballot period – October 8-17, 2014
• SDT meeting October 22-24, 2014 – ERCOT (Austin, TX)
• Targeted final ballot – October 31-November 10, 2014
• Targeted NERC Board of Trustees meeting to approve revisions 

– November 13, 2014
• The SDT appreciates your support



RELIABILITY | ACCOUNTABILITY35


	Slide Number 1
	Administrative Items
	FERC Order 791 Highlights
	Discussion Topics
	Development Steps
	CIP-003-6 Comment Themes
	CIP-003-6, Requirement R1
	CIP-003-6, Requirement R1 (continued)
	CIP-003-6, Requirement R2 (continued)
	CIP-003-6 Attachments, Element 1
	CIP-003-6 New Definitions
	CIP-003-6 Attachments, Element 2
	CIP-003-6 Attachments, Element 3
	Use Case 1
	Use Case 2
	CIP-003-6 Attachments, Element 4
	CIP-003-6 Attachments, Element 4�(continued)
	CIP-003-6 Implementation Plan
	CIP-003-6 Implementation Plan
	CIP-003-6 Implementation Plan
	CIP-010-2 Comment Themes
	CIP-010-2 Revised Definitions
	CIP-010-2 Revised Definitions (continued)
	CIP-010-2 Revised Definitions (continued)
	CIP-010-2 Revised Definitions (continued)
	CIP-010-2, Requirement R4
	CIP-010-2 Attachments, Element 1
	CIP-010-2 Attachments, Element 2
	CIP-010-2 Attachments, Element 3
	Role of Guidance
	Implementation Timeline
	-X Posting
	BES Cyber Asset Directive
	Next Steps
	Slide Number 35

