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Comment Form for Draft Implementation Plan for Version 1 Critical Infrastructure Protection Standards for Nuclear Power Plants Per Order 706B

Please DO NOT use this form to submit comments.  Please use the electronic form located at the site below to submit comments on the draft Implementation Plan for Version 1 Critical Infrastructure Protection Reliability Standards – CIP-002-1 through CIP-009-1 for Nuclear Power Plants.  This comment form must be completed by July 29, 2009.
http://www.nerc.com/filez/standards/Assess-Transmission-Future-Needs.html

If you have questions please contact Gerry Adamski at gerry.adamski@nerc.net or by telephone at 609-524-0617.
Background Information 

On January 18, 2008, FERC (or “Commission”) issued Order No. 706 that approved Version 1 of the Critical Infrastructure Protection Reliability Standards, CIP-002-1 through CIP-009-1.  On March 19, 2009, the Commission issued clarifying Order No. 706-B that clarified “that the facilities within a nuclear generation plant in the United States that are not regulated by the U.S. Nuclear Regulatory Commission are subject to compliance with the eight mandatory “CIP” Reliability Standards approved in Commission Order No. 706.”   However, in the ensuing discussion regarding the implementation timeframe for the nuclear power plants to comply with the CIP standards, the Commission noted in ¶59 that, 
“it is not appropriate to dictate the schedule contained in Table 3 of NERC’s Implementation Plan, i.e., a December 2010 deadline for auditable compliance, for nuclear power plants to comply with the CIP Reliability Standards.  Instead of requiring nuclear power plants to implement the CIP Reliability Standards on a fixed schedule at this time, we agree to allow more flexibility.
Rather than the Commission setting an implementation schedule, we agree with commenters that the ERO should develop an appropriate schedule after providing for stakeholder input.  Accordingly, we direct the ERO to engage in a stakeholder process to develop a more appropriate timeframe for nuclear power plants’ full compliance with CIP Reliability Standards.  Further, we direct NERC to submit, within 180 days of the date of issuance of this order, a compliance filing that sets forth a proposed implementation schedule.” 

As a standard’s implementation plan is a required element per the Reliability Standards Development Procedure, any new or revised plan must proceed through the stakeholder development process.  Thus, many members of the original Version 1 Cyber Security Drafting Team agreed to participate in the development of the implementation plan specific for nuclear power plants, with specific outreach to nuclear power plant owners and operators, to ensure their interests were fairly represented and considered in the proposed implementation plan that is the subject of this comment period. 
In its consideration, the team contemplated the use of the updated implementation plan that was produced to accompany Version 2 of the CIP standards recently approved by the NERC Board as a starting point for the discussion.  The team also recognized in its deliberation that certain of the CIP requirements may require a unit outage to implement.  In the end, the team agreed that the approach presented reflects a reasonable schedule for implementation by the US nuclear power plants that acknowledges that cyber security initiatives have been underway within the nuclear industry for several years as instituted by the Nuclear Regulatory Commission and the Nuclear Energy Institute, the nuclear industry’s organization for establishing unified policy on matters affecting its constituency.
As background to this last point, in 2004, the nuclear industry completed development of NEI-04-04 that facilitated the establishment of a comprehensive cyber security program for all digital assets at a nuclear plant site.  Endorsed by the NRC in late 2005, the program was implemented by all sites in May, 2008.  Development work on an updated program began in 2008, titled NEI-08-09, that is intended to assist nuclear plants comply with newly established NRC regulation 10 CFR 73.54, issued in March, 2009.  All nuclear plants are required to submit a detailed cyber security plan and implementation schedule to the NRC by November 23, 2009 as part of the regulation.  In addition, as part of the evaluation of FERC’s proposed order of clarification that led to Order No. 706-B, the nuclear industry performed an analysis of the NEI-04-04 program and the NERC CIP standards and identified few differences.
Given this context, the drafting team developed the proposed implementation schedule that it believes is an appropriate timeline for compliance by all US nuclear power plants.  The timelines described are predicated upon three key aspects:
1. The FERC must approve the implementation plan for it to take effect.  This FERC approval date is referenced in the table by the label “R”.

2. The specific systems, structures, and components must be identified regarding the regulatory jurisdiction in which it resides in order to determine whether NERC CIP standards must be applied.  This scope of systems determination, reflected by the label “S”, includes the completion of an executed Memorandum of Understanding between NERC and the NRC on this and other related issues.  The scope of system determination also requires the establishment of the exemption process for excluding certain systems, structures, and components from the scope of NERC CIP standards as provided for in Order 706-B.

3. Certain of the NERC CIP standards can only be implemented with the unit off-line.  Therefore, certain requirements are outage-dependent and are so identified by the label “RO”.  These items are included in the plant’s “checkbook” indicated they are planned and budgeted for as part of the outage activities. In this context, the refueling outage refers to the first refueling outage at least 12 months beyond the FERC effective date to provide the time needed to plan and budget the activities. 

Each of these factors can become the critical path item that determines an appropriate timeline for compliance; therefore, the proposed plan is structured that the timeline for compliance becomes the later of:

· the FERC effective date plus an appropriate number of months; 

· the scope of systems determination plus an appropriate number of months; or,

· the refueling outage plus an appropriate number of months (to enable the completion of the documentation requirements for the implemented changes)
Of note, the team did not reach consensus as to whether the requirements in CIP-007-1 (Systems Security Management) should be made outage dependent.  The source of the discord centered on whether the requirements required implementation of the procedures and plans that would then be dependent on a unit outage to implement.  The team welcomes your input on this specific issue.
In summary, the team is seeking industry input to the proposed implementation plan through the following series of questions.  Please note that proposed implementation timeframes are provided only at the main requirement level and all components of the main requirement are therefore intended for inclusion in the timeline.
1. Does the structure of the timeframe for compliance represent a reasonable approach that acknowledges the critical path items that could impact implementation of the CIP requirements?    

Comments:      
2. Does the proposed implementation plan generally provide a reasonable timeframe for implementing NERC’s CIP Version 1 standards at nuclear power plants?    
Comments:      
3. Are there any requirements in CIP-002-1 for which the time frame is not suitable for implementation, either not enough time or too much time, to ensure there is no reliability gap in coverage for the balance of plant items at the nuclear power plant in the United States?
Comments:      
4. Are there any requirements in CIP-003-1 for which the time frame is not suitable for implementation, either not enough time or too much time, to ensure there is no reliability gap in coverage for the balance of plant items at the nuclear power plant in the United States?

Comments:      
5. Are there any requirements in CIP-004-1 for which the time frame is not suitable for implementation, either not enough time or too much time, to ensure there is no reliability gap in coverage for the balance of plant items at the nuclear power plant in the United States?

Comments:      
6. Are there any requirements in CIP-005-1 for which the time frame is not suitable for implementation, either not enough time or too much time, to ensure there is no reliability gap in coverage for the balance of plant items at the nuclear power plant in the United States?

Comments:      
7. Are there any requirements in CIP-006-1 for which the time frame is not suitable for implementation, either not enough time or too much time, to ensure there is no reliability gap in coverage for the balance of plant items at the nuclear power plant in the United States?

Comments:      
8. Are there any requirements in CIP-007-1 for which the time frame is not suitable for implementation, either not enough time or too much time, to ensure there is no reliability gap in coverage for the balance of plant items at the nuclear power plant in the United States?

Comments:      
9. Does CIP-007-1 require implementation of the procedures and plans for systems security management that would then render the compliance implementation timeframe dependent on a unit outage?

Comments:      
10. Are there any requirements in CIP-008-1 for which the time frame is not suitable for implementation, either not enough time or too much time, to ensure there is no reliability gap in coverage for the balance of plant items at the nuclear power plant in the United States?

Comments:      
11. Are there any requirements in CIP-009-1 for which the time frame is not suitable for implementation, either not enough time or too much time, to ensure there is no reliability gap in coverage for the balance of plant items at the nuclear power plant in the United States?

Comments:      
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