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New or Modified Term(s) Used in NERC Reliability Standards

This sectionincludes all new or modified terms used in the proposed standard that will be
includedinthe Glossary of Terms Used in NERC Reliability Standards upon applicable
regulatory approval. Terms usedin the proposed standard that are already defined and are
not being modified can be foundin the Glossary of Terms Used in NERC Reliability Standards.
The new or revisedterms listed below will be presented forapproval with the proposed
standard. Upon Board adoption, this section will be removed.

Term(s): See Separate document containingall proposed new or modified terms titled
“Project 2016-02 Draft 4 Definitions”
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A. Introduction
1. Title: Cyber Security — Incident Reporting and Response Planning
2. Number: CIP-008-76

3. Purpose: To mitigate therisk to the reliable operation of the BES as the resultof a
Cyber Security Incident by specifyingincidentresponse requirements.

4q, Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein,
the followinglist of functional entities will be collectively referred to as
“Responsible Entities.” For requirementsinthisstandard where a specific
functional entity or subset of functional entities are the applicable entity or
entities, the functional entity or entities are specified explicitly.

4.1.1 Balancing Authority

4.1.2 Distribution Provider that owns one or more of the following Facilities,
systems, and equipmentfor the protection or restoration of the Bulk
Electric System (BES):

4.1.2.1 Each underfrequency Load shedding (UFLS) or undervoltage
Load shedding (UVLS) system that:

4.1.2.1.1 is part of a Load shedding program that is subject
to one or more requirementsina NERC or Regional
Reliability Standard; and

4.1.2.1.2 performs automatic Load sheddingundera
common control system owned by the Responsible
Entity, without human operator initiation, of 300
MW or more.

4.1.2.2 Each Remedial Action Scheme (RAS) where the Remediat
Action-SehemeRAS is subjectto one or more requirementsina
NERC or Regional Reliability Standard.

4.1.2.3 Each Protection System (excluding UFLS and UVLS) that
appliesto Transmission where the Protection System is
subjectto one or more requirementsina NERC or Regional
Reliability Standard.

4.1.2.4 Each Cranking Path and group of Elements meetingthe initial
switching requirements froma Blackstart Resource up to and
includingthe first interconnection point of the starting station
service of the next generation unit(s) to be started.

4.1.3 Generator Operator

4.1.4 Generator Owner
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4.1.5 Reliability Coordinator
4.1.6 Transmission Operator
4.1.7 Transmission Owner

4.2, Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entityin4.1
above are those to which these requirements are applicable. For requirements
in this standard where a specifictype of Facilities, system, orequipment or
subset of Facilities, systems, and equipmentare applicable, these are specified
explicitly.

4.2.1 Distribution Provider: One or more of the following Facilities, systems
and equipmentowned by the Distribution Providerfor the protection
or restoration of the BES:

4.2.1.1 Each UFLS or UVLS System that:

4.2.1.1.1 is part of a Load shedding program that is subject
to one or more requirementsina NERC or Regional
Reliability Standard; and

4.2.1.1.2 performs automatic Load sheddingundera
common control system owned by the Responsible
Entity, without human operator initiation, of 300
MW or more.

4.2.1.2 Each RemedialActionSechemeRAS where the RemedialAction
SehemeRAS s subjectto one or more requirementsina NERC
or Regional Reliability Standard.

4.2.1.3 Each Protection System (excluding UFLS and UVLS) that
appliesto Transmission where the Protection System is
subjectto one or more requirementsina NERC or Regional
Reliability Standard.

4.2.1.4 Each Cranking Path and group of Elements meetingthe initial
switching requirementsfrom a Blackstart Resource up to and
includingthe first interconnection point of the starting station
service of the nextgeneration unit(s) to be started.

4.2.2 Responsible Entities listedin 4.1 other than Distribution Providers:
All BES Facilities.

‘ 4.2.3 Exemptions: The followingare exemptfrom Standard CIP-008-76:

4.2.3.1 CyberAssetsSystems at Facilitiesregulated by the Canadian
Nuclear Safety Commission.

Draft 4 of CIP-008-7
August 2022 Page 4 of 27




CIP-008-76 — Cyber Security — Incident Reporting and Response Planning

| 4.2.3.2 Cyber AssetsSystems associated with communication
networksand data communication links between discrete
Electronic Security Perimeters (ESP).

4.2.3.24.2.3.3 Cyber Systems, associated with communication
networks and data communication links, between the Cyber
Systems providing confidentiality and integrity of an ESP.

4.2.3.34.2.3.4 The systems, structures, and components that are
regulated by the Nuclear Regulatory Commissionundera
cyber security plan pursuant to 10 C.F.R. Section 73.54.

4.2.3:44.2.3.5 For Distribution Providers, the systems and
equipmentthat are notincludedin section4.2.1 above.
42.3.54.2.3.6 Responsible Entities thatidentify thatthey have no

BES Cyber Systems (BES) categorized as high impact or
mediumimpact according to the CIP-002 identification and
categorization processes.

4.3. “Applicable Systems”: Each table has an “Applicable Systems” column to
define the scope of systemsto which a specificrequirement part applies.

5. Effective Dates:
See “Project 2016-02 Modifications to CIP Standards Implementation Plan”fercH-
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B. Requirements and Measures

R1. Each Responsible Entity shall document one or more Cyber Security Incidentresponse plan(s) that collectivelyinclude each
of the applicable requirementpartsin CIP-008-67 Table R1 —Cyber Security Incident Response Plan Specifications.
[Violation Risk Factor: Lower] [Time Horizon: Long Term Planning].

M1. Evidence mustinclude each of the documented plan(s) that collectivelyinclude each of the applicable requirement partsin
CIP-008-6-7 Table R1 — Cyber Security Incident Response Plan Specifications.

CIP-008- Table R1 — Cyber Security Incident Response Plan Specifications

Applicable Systems Requirements Measures

1.1 High {impact BCSBES-CyberSystems One or more processes to identify, An-eExamples of evidence may
and their associated:Electronic classify, and respondto Cyber include, but is-are not limited to,
Access Control and Monitoring Security Incidents. dated documentation of Cyber
Systems (EACMS) Security Incident response plan(s) that
Medium }impact BCSBES-Cy4 |r|\clu:lce thedprocess(ctles)to |l;jent|fy, '
Systems- and theirassociated :EACMS Ica?;' y,tan respondto Cyber Security

ncidents.

Shared Cyber Infrastructure (SCI)
supporting an Applicable Systemin
this Part
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CIP-008-
Applicable Systems

Requirements

Table R1 - Cyber Security Incident Response Plan Specifications

Measures

and their associated :EACMS

Medium timpact BES-Eyber
SystemsBCS and theirassociated
:EACMS

SCl supporting an Applicable System

in this Part

Security Incident response groups or
individuals.

1.2 High {impact BCSBES-CyberSystems One or more processes: Examples of evidence mayinclude,
and their associated: 1.2.1 That include criteria to evaluate ZUt are not I.|m|te;cd tok;dated .
EACMS and define attemptsto osumentatlon of Cyber Security .
combromise: Incidentresponse plan(s) that provide
Medium timpact BCS BES-Eyber P ’ guidance or thresholds for
Systemsand theirassociated : 1.2.2 To determine if an identified determining which Cyber Security
EACMS Cyber Security Incidentis: Incidents are also Reportable Cyber
SCl supporting an Applicable System * AReportable Cyber Security Sec.urlty Inadgnts ora FyberSecurlty
1 this Part Incident: or Incidentthat isdeterminedto be an
- _ attempt to compromise a system
* Anattempt to compromise, | identified inthe “Applicable Systems”
as det'errr.nned by applying | column includingjustification for
the criteriafrom Part 1.2.1, | qttempt determination criteriaand
one or more systems documented processes for
identifiedinthe “Applicable | ,qtification.
Systems” column for this
Part; and
1.2.3 To provide notification per
RequirementR4.
1.3 High {impact BCSBES-CyberSystems The roles and responsibilities of Cyber | AreExamples of evidence may

include, but is-are not limited to,
dated Cyber Security Incident
response process(es) or procedure(s)
that define roles and responsibilities
(e.g., monitoring, reporting, initiating,
documenting, etc.) of Cyber Security
Incidentresponse groups or
individuals.
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CIP-008- Table R1 — Cyber Security Incident Response Plan Specifications

Measures

14

Applicable Systems

High timpact BCSBES-EyberSystems
and their associated :EACMS

Medium fimpact BCSBES-Cyber
Systemsand theirassociated :EACMS

SCl supporting an Applicable System
in this Part

Requirements

Incident handling procedures for
Cyber Security Incidents.

An-eExamples of evidence may
include, but is-are not limited to,
dated Cyber Security Incident
response process(es) or procedure(s)
that addressincidenthandling (e.g.,
containment, eradication,
recovery/incidentresolution).
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R2.

Ma2.

2.1

Each Responsible Entity shallimplement each of its documented Cyber Security Incident response plans to collectively
include each of the applicable requirement partsin CIP-008-76 Table R2 —Cyber Security Incident Response Plan
Implementation and Testing. [Violation Risk Factor: Lower] [Time Horizon: Operations Planning and Real-Time Operations].

Evidence must include, but is not limited to, documentation that collectively demonstratesimplementation of each of the
applicable requirement partsin CIP-008-76 Table R2 — Cyber Security Incident Response Plan Implementation and Testing.

CIP-008-
Applicable Systems
High fimpact BCS BES-CyberSystems
and their associated:

EACMS

Medium timpact BCSBESCyber
Systemsand theirassociated :

EACMS
SCl supporting an Applicable System

in this Part

Requirements

Test each Cyber Security Incident
response plan(s) at least once every
15 calendar months:

e By respondingto an actual
Reportable Cyber Security
Incident;

e With a paperdrill or tabletop
exercise of a Reportable Cyber
Security Incident; or

e With an operational exercise of a
Reportable Cyber Security
Incident.

Table R2 — Cyber Security Incident Response Plan Implementation and Testing

Measures

Examples of evidence mayinclude,
but are not limited to, dated evidence
of alessons-learned reportthat
includes a summary of the test or a
compilation of notes, logs, and
communication resultingfromthe
test. -Types of exercises mayinclude
discussion or operations based
exercises.
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CIP-008-

Applicable Systems
High fimpact BCSBES-CyberSystems

Requirements

Table R2 — Cyber Security Incident Response Plan Implementation and Testing

Measures

2.2 Use the Cyber Security Incident Examples of evidence mayinclude,
and their associated : response plan(s) underRequirement | butare not limitedto, incident
EACMS R1 whenrespondingto a Reportable reports, logs, and notes that were
Cyber Security Incident, respondingto | kept duringthe incidentresponse
Medium timpact BCS-BES-Cyber a CyberSecurity Incident that process, and follow-up
Systemsand theirassociated : attemptedto compromise a system documentationthat describes
EACMS identified inthe “Applicable Systems” | deviationstaken from the plan during
SCl supporting an Applicable System column for this Part, or performingan | the incidentresponse or exercise.
1 this Part exercise of a Reportable Cyber
- Security Incident. Document
deviations fromthe plan(s) taken
during the response to the incidentor
exercise.
2.3 High fimpact BCSBES-EyberSystems Retain records related to Reportable | An-eExamplesof evidence may
and their associated : Cyber Security Incidents and Cyber include, but is-are not limited to,
EACMS Security Incidents that attemptedto dated documentation, such as

Medium timpact BCSBESEyber
Systemsand theirassociated :
EACMS

SCl supporting an Applicable System in
this Part

compromise a systemidentifiedinthe
“Applicable Systems”column for this
Part as per the CyberSecurity Incident
response plan(s) under Requirement
R1.

security logs, police reports, emails,
response forms or checklists, forensic
analysis results, restoration records,
and post-incidentreview notes
related to Reportable Cyber Security
Incidentsand a Cyber Security
Incidentthat isdeterminedto be an
attempt to compromise a system
identified inthe “Applicable Systems~
column.
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R3. Each Responsible Entity shall maintain each of its Cyber Security Incidentresponse plans according to each of the
applicable requirement partsin CIP-008-76 Table R3 — Cyber Security Incident Response Plan Review, Update, and

Communication. [Violation Risk Factor: Lower] [Time Horizon: Operations Assessment].

M3. Evidence mustinclude, butis not limited to, documentation that collectively demonstrates maintenance of each Cyber
Security Incident response planaccording to the applicable requirement partsin CIP-008-76 Table R3 — Cyber Security
Incident Response Plan Review, Update, and Communication.
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3.1

CIP-008-

Applicable Systems

High {impact BCSBES-CyberSystems
and their associated :EACMS

Medium limpact BCSBES-EyberSystems
and their associated :EACMS

SCl supporting an Applicable Systemin
this Part

Requirements

No later than 90 calendar days after
completion of a Cyber Security Incident
response plan(s) testor actual
Reportable Cyber Security Incident
response:

3.1.1. Document any lessonslearned
or documentthe absence of
any lessonslearned;

3.1.2. Update the Cyber Security
Incidentresponse plan based
on any documented lessons
learned associated with the

plan; and

3.1.3. Notifyeach person or group
with a defined roleinthe Cyber
Security Incident response plan
of the updatesto the Cyber
Security Incident response plan
based on any documented

lessons learned.

Table R3 — Cyber Security Incident Response Plan
Review, Update, and Communication

[\ CENT

An-eExamples of evidence may include,
but is-are not limited to, all of the
following:

1. Dated documentation of- post
incident(s) review meeting notes
or follow-up reportshowing
lessonslearned associated with
the Cyber Security Incident
response plan(s) testor actual
Reportable Cyber Security Incident
response or dated documentation
stating there were no lessons
learned;

2. Dated and revised CyberSecurity
Incidentresponse plan showing
any changes based on the lessons
learned; and

3. Evidence of plan update
distributionincluding, but not
limited to:

e Emails;

e USPS or other mail service;

e Electronicdistribution system;
or

e Training sign-insheets.

Draft 4 of CIP-008-7
August 2022

Page 14 of 27




CIP-008-76 — Cyber Security — Incident Reporting and Response Planning

3.2

CIP-008-

Applicable Systems

High {impact -BES-CyberSystemsBCS
and their associated :EACMS

Medium fimpact BCS BES-Cyber
Systemsand theirassociated :EACMS

SCl supporting an Applicable Systemin
this Part

Requirements

No later than 60 calendar days after a
change to the roles or responsibilities,
Cyber Security Incident response
groups or individuals, ortechnology
that the Responsible Entity determines
wouldimpact the ability to execute the
plan:

3.2.1. Update the Cyber Security
Incidentresponse plan(s); and

3.2.2. Notifyeach person or group
with a definedroleinthe Cyber
Security Incident response plan

of the updates.

Table R3 — Cyber Security Incident Response Plan
Review, Update, and Communication

[\ CENT

An-eExamples of evidence may include,
but areis not limited to:

1. Dated and revised Cyber
Security Incident response plan
with changes to the rolesor
responsibilities, responders or
technology;and

2. Evidence of plan update
distributionincluding, but not
limitedto:

e Emails;

e USPS or other mail service;

e Electronicdistribution
system; or

e Training sign-insheets.
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R4. Each Responsible Entity shall notify the Electricity Information Sharing and Analysis Center (E-ISAC) and, if subjectto the
jurisdiction of the United States, the United States Cybersecurity & Infrastructure Security Agency (CISA)Natienat
Eybersecurityand-CommunicationsthtegrationCenterNEEIE}, * ortheir successors, of a Reportable CyberSecurity Incident
and a Cyber Security Incident that was an attempt to compromise, as determined by applying the criteria from
RequirementR1, Part 1.2.1, a systemidentifiedin the “Applicable Systems”column, unless prohibited by law, in
accordance with each of the applicable requirement partsin CIP-008-76 Table R4 — Notifications and Reporting for Cyber
Security Incidents. [Violation Risk Factor: Lower] [Time Horizon: Operations Assessment].

MA4. Evidence mustinclude, butisnot limitedto, documentation that collectively demonstrates notification of each determined
Reportable Cyber Security Incidentand a Cyber Security Incident that was an attempt to compromise a systemidentifiedin
the “Applicable Systems”column according to the applicable requirement parts in CIP-008-76 Table R4 — Notifications and
Reporting for Cyber Security Incidents.

CIP-008- Table R4 — Notifications and Reporting for Cyber Security Incidents

Applicable Systems Requirements Measures
4.1 High {impact BCSBES-Eyber Initial notifications and updates shall Examples of evidence may include,
Systemsand theirassociated include the followingattributes, at a but are not limited to, dated
:EACMS minimum, to the extentknown: documentation of initial

notificationsand updatesto the E-

ISAC and NEEIECISA, or their
4.1.2 The attack vector used; and SUCCeSsSOors.

Medium timpact BCSBES-Eyber | 4.1.1 The functional impact;
Systemsand theirassociated

:EACMS
4.1.3 The level ofintrusion that was

SCl supporting an Applicable achieved or attempted.

System in this Part
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CIP-008- Table R4 — Notifications and Reporting for Cyber Security Incidents

Applicable Systems

Requirements

Measures

Systemsand theirassociated
:EACMS

Medium fimpact BCSBES-Eyber
Systemsand theirassociated
:EACMS

SCl supporting an Applicable
Systemin this Part

calendar days of determination of new
or changed attribute information
requiredin Part4.1.

4.2 High {impact BCSBES-Eyber Afterthe Responsible Entity’s Examples of evidence may include,
Systemsand theirassociated determination made pursuant to but are not limited to, dated
:EACMS documented process(es)in documentation of noticesto the E-
Medium fimpact BCSBES-Cyd RequirementR1, Part 1.2, provideinitial | ISAC and NEEIECISA, or their
8 a-nd theigsociated notification within the following successors.
-EACMS timelines:
SCl supporting an Applicable * One hourafter the
System in this Part determination of a Reportable
Cyber Security Incident.
e By the end of the next calendar
day after determination that a
Cyber Security Incidentwas an
attempt to compromise a
systemidentifiedinthe
“Applicable Systems”column for
this Part.
4.3 High {impact BCS BES-Eyber Provide updates, if any, within Zseven Examples of evidence may include,

but are not limited to, dated
documentation of submissionsto
the E-ISACand NEEIECISA, or their
successors.
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C. Compliance

1. Compliance Monitoring Process:

1.1.

1.2

1.3.

Compliance Enforcement Authority:

The Regional Entity shall serve as the Compliance Enforcement Authority (“CEA”) unlessthe
applicable entityisowned, operated, or controlled by the Regional Entity. In such cases the

ERO or a Regional Entity approved by FERC or other applicable governmental authority shall
serve as the CEA.

Evidence Retention:

The followingevidence retention periodsidentify the period of time an entityis required to
retain specificevidence to demonstrate compliance. Forinstanceswhere the evidence
retention period specified below is shorterthan the time since the last audit, the CEA may ask
an entity to provide other evidence to show that it was compliant for the full time period
since the last audit.

The Responsible Entity shall keep data or evidence to show compliance as identified below
unlessdirected by its CEA to retain specificevidence fora longer period of time as part of an
investigation:

e Each Responsible Entity shall retain evidence of each requirementinthisstandard for
three calendar years.

e |f aResponsible Entityis found non-compliant, itshall keep informationrelated to the
non-compliance until mitigationis complete and approved or for the time specified
above, whicheveris longer.

e The CEA shall keepthe last audit records and all requested and submitted subsequent
audit records.

Compliance Monitoring and Assessment Processes:

As definedinthe NERC Rules of Procedure, “Compliance Monitoring and Enforcement
Program” refersto the identification of the processes that will be used to evaluate data or
information for the purpose of assessing performance or outcomes with the associated
Reliability Standard.
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2. Table of Compliance Elements

Lower VSL

Violation Severity Levels (CIP-008- )

Moderate VSL

High VsL

Severe VSL

R1

N/A

N/A

The Responsible Entity khas
develepedihe-Srber

S v ineid
slaatsauttheplondeeasdid
notinclude the rolesand
responsibilities of Cyber
Security Incident response
groups or individuals. (Part
1.3)

OR

The Responsible Entity-has
develepedihe-Srber

S v tncid
plan{s}, but the plan does
did notinclude incident
handling procedures for
Cyber Security Incidents.
(Part 1.4)

OR

The Responsible Entity’s has
davelepaa s SybarSaanaiy
lacidentressenseslan byt
the plan deesdid not include
one or more processesto

The Responsible Entity has-did not
developeda Cyber Security Incident
response plan with one or more
processesto identify, classify, and
respond to Cyber Security Incidents.
(Part 1.1)

OR

The Responsible Entity’s kas

avel Lo Cubers v tneid
respense-planbuttheplan deesdid
not include one or more processes to
identify Reportable Cyber Security
Incidents or a Cyber Security Incident
that was an attempt to compromise,
as determined by applyingthe
criteria from Part 1.2.1, a system
identified inthe “Applicable
Systems” column for Part 1.2. (Part
1.2)
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provide notification per
RequirementR4. (Part 1.2)

OR

The Responsible Entity’s has
develepeta-orberSeanrity
A e R e SR e RS e AR
the-plan deesdid not include
one or more processes that
include criteriato evaluate
and define attemptsto
compromise. (Part 1.2)

R2

The Responsible Entity
has-did not tested the
Cyber Security Incident
response plan(s) within
15 calendar months,
not exceeding 16
calendar months
betweentests of the
plan(s).(Par 2.1)

The Responsible Entity
hasdid not tested the
Cyber Security Incident
response plan(s) within
16 calendar months, not
exceeding 17 calendar
months betweentests
of the plan(s). (Part2.1)

The Responsible Entity has
did not tested the Cyber
Security Incident response
plan(s) within 17 calendar
months, not exceeding 18
calendar months between
tests of the plan(s). (Part 2.1)

OR

The Responsible Entity did
not document deviations, if
any, from the plan duringa
test or when a Reportable
Cyber Security Incidentor a
Cyber Security Incident that
was an attempt to
compromise a system
identified inthe “Applicable
Systems” column for Part 2.2
occurs. (Part 2.2)

The Responsible Entity has-did not
tested the Cyber Security Incident
response plan(s) within 18 calendar
months between tests of the plan(s).
(Part 2.1)

OR

The Responsible Entity did not retain
relevantrecords related to
Reportable Cyber Security Incidents
or CyberSecurity Incidents that were
an attempt to compromise a system
identified inthe “Applicable
Systems” column for Part 2.3. (Part
2.3)
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R3

The Responsible Entity
hasdid not notifyied
each person or group
witha definedrolein
the Cyber Security
Incidentresponse plan
of updatesto the
Cyber Security Incident
response plan within
greater than 90 but
lessthan 120 calendar
days of a testor actual
incidentresponseto a
Reportable Cyber
Security Incident. (Part
3.1.3)

The Responsible Entity
hasdid not updated the
Cyber Security Incident
response plan based on
any documented
lessonslearned within
90 and less than 120
calendar days of a test
or actual incident
responsetoa
Reportable Cyber
Security Incident. (Part
3.1.2)

OR

The Responsible Entity
has-did not notifyied
each person or group
with a definedrolein
the Cyber Security
Incidentresponse plan
of updatesto the Cyber
Security Incident
response plan within
120 calendar days of a
test oractual incident
responsetoa
Reportable Cyber
Security Incident. (Part
3.1.3)

OR

The Responsible Entity has
neither documented lessons
learned nor documented the
absence of any lessons
learned within 90 and less
than 120 calendar days of a
test or actual incident
response to a Reportable
Cyber Security Incident.
(Part 3.1.1)

OR

The Responsible Entity khas
did not updated the Cyber
Security Incident response
plan based on any
documentedlessonslearned
within 120 calendar days of
a testor actual incident
response to a Reportable
Cyber Security Incident.
(Part3.1.2)

OR

The Responsible Entity khas
did not updated the Cyber
Security Incident response
plan(s) or notified each
person or group witha
defined role within 90
calendar days of any of the
following changesthat the
responsible entity

The Responsible Entity kas-neither
documented lessonslearned nor
documented the absence of any
lessons learned within 120 calendar
days of a testor actual incident
response to a Reportable Cyber
Security Incident. (Part 3.1.1)
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The Responsible Entity
has-did not updated the
Cyber Security Incident
response plan(s) or
notified each person or
group with a defined
role within 60 and less
than 90 calendar days of
any of the following
changes that the
responsible entity
determineswould
impact the ability to
execute the plan: 32}

¢ Rolesor
responsibilities, or

e CyberSecurity
Incidentresponse
groups or individuals, or
e Technologychanges.

(Part 3.2)

determineswouldimpact
the ability to execute the

plan: {32}

e Rolesorresponsibilities,
or

e CyberSecurity Incident
response groups or
individuals, or

e Technologychanges.

(Part 3.2)

R4

The Responsible Entity
fiad EISAC and

o" H ”n

columnforPart 42 but
fatted-did not te-notify

The Responsible Entity
fatledtedid not notify E-
ISAC or NECIECISA, or
theirsuccessors, of a
Cyber Security Incident
that was an attempt to
compromise, as
determined by applying
the criteria from
RequirementR1, Part
1.2.1, asystem

The Responsible Entity

fied EISAC andNCCIC,
theirsuccessors;ofa
Deseriable S berSocuriny
lneidentbutfatledtoedid not

The Responsible Entity faitedte-did
not notify E-ISAC and NEEIECISA, or
theirsuccessors, of a Reportable
Cyber Security Incident.
(Requirement R4)

notify or update E-ISAC or
NECIECISA, or their
successors, withinthe
timelines pursuant to Part
4.2. (Part 4.2)
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or update E-ISAC or identifiedinthe OR
NECIECISA, or.;c::.elzh —AlppllcabILe Sys.tems— t The Responsible Entity faited
successors, withinthe | column. (Requiremen todid not notify E-ISAC or

timelines pursuantto R4) NECIECISA. or their

Part 4.2. (Part 4.2) successors, of a Reportable

OR Cyber Security Incident.
The Responsible Entity (Requirement R4)
fiad ESAC and

“" H ”n

eeluran-ter e s
faitedtedid not report
on one or more of the
attributes within7
days after
determination of the
attribute(s) not
reported pursuant to
Part 4.1. (Part 4.3)

OR

The Responsible Entity
Fiad E ISAC and
NEClcortheir
sueecessersofa
PeperableSdber
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~berS v tneid
thatvesanatiermsitie
SERAE e A e eSS
eoluran-rer e A bk
fattedte-did not report
on one or more of the
attributes after
determination
pursuant to Part 4.1.
(Part 4.1)

D. Regional Variances
None.

E. Interpretations
None.

F. Associated Documents
None.
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Version History

Version Date Action Change Tracking
1 1/16/06 R3.2 — Change “Control Center” to “control 3/24/06
center.”
Modifications to clarify the requirementsand to
bring the compliance elementsinto
conformance with the latest guidelines for
developing compliance elements of standards.
Removal of reasonable business judgment.
2 9/30/03 Replaced the RRO with the RE as a Responsible
Entity.
Rewording of Effective Date.
Changed compliance monitor to Compliance
Enforcement Authority.
Updated version number from -2 to -3
In Requirement 1.6, deleted the sentence
3 pertainingto removing component or system
from service in order to perform testing, in
response to FERC order issued September 30,
2009.
3 12/16/09 | Approved by the NERC Board of Trustees. Update
3 3/31/10 | Approved by FERC.
4 12/30/10 Modified to add specificcriteria for Critical Undat
Assetidentification. paate
4 1/24/11 | Approved by the NERC Board of Trustees. Update
Modified to
coordinate with
other CIP
5 11/26/12 | Adopted by the NERC Board of Trustees. standards and to
revise format to
use RBS
Template.
5 11/22/13 | FERC Order issued approving CIP-008-5.
CIP-008-5
5 7/9/14 FERC Letter Orderissued approving VRFs and RequirementR2,
VSLs revisions to certain CIP standards. VSL table under
Severe, changed
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Version

Date

Action

Change Tracking

from 19 to 18
calendar months.

2/7/2019

Adopted by the NERC Board of Trustees.

Modified to
address directives
in FERC Order No.

848
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