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A.
Monitoring System Conditions

Requirements
1.
Resources.  The Reliability Authorities, Balancing Authorities and Transmission Operators shall be kept informed of all generation and transmission resources available for use.

2.
Transmission status and data.  Reliability Authorities, Balancing Authorities and Transmission Operators shall monitor transmission line status, MW and MVAR flows, voltage, LTC settings and status of rotating and static reactive resources.

3.
Protective relays.  Appropriate technical information concerning protective relays shall be available in each  Reliability Authority, Balancing Authority and Transmission Operator control center.

4.
Other information.  The Reliability Authority, Balancing Authority and Transmission Operator  shall have information, including weather forecasts and past load patterns, available to predict the system’s near-term load pattern.

5.
Monitoring.  Monitoring equipment shall be used to bring to the Reliability Authority’s, Balancing Authority’s and Transmission Operator’s attention important deviations in operating conditions and to indicate, if appropriate, the need for corrective action.

5.1.
Metering.  Each Balancing Authority shall use sufficient metering of suitable range, accuracy and sampling rate (if applicable) to ensure accurate and timely monitoring of operating conditions under both normal and emergency situations.

6.
System frequency.  Reliability Authorities, Balancing Authorities and Transmission Operators shall monitor system frequency.

Guides
1.
Instrumentation.  Reliable instrumentation, including voltage and frequency meters with sufficient range to cover probable contingencies, should be available in each generating plant control room.

2.
Recording devices.  Automatic oscillographs and other recording devices should be installed at key locations and set to standard time to aid in post-disturbance analysis.

3.
Separation.  Monitoring should be sufficient, so that in the event of system separation, both the existence of the separation and the boundaries of the separated areas can be determined.

3.1.
Frequency information.  Because of possible system separation, frequency information from selected locations should be monitored at the control center.

4.
Transmission monitoring.  Transmission line monitoring should include a means of evaluating the effects of the loss of any significant transmission or generation facilities, both within and outside the Balancing Authority Area.

5.
Physical security monitoring.  Where practical, critical unmanned facilities should be monitored for physical security.

6.
Facility outages.  Scheduled outages of generation or transmission facilities should be considered in the monitoring scheme.

7.
Voltage coordination.  Voltage schedules should be coordinated from a central location within each Balancing Authority Area and coordinated with adjacent Balancing Authority Areas

B.
Operational Security Information

[Appendix 4B, “Electric System Security Data]

Requirements

1.
Use of Electric System Security Data. The Electric System Security Data referred to in this Policy and received over the Interregional Security Network shall be used only for operational security analysis and shall not be made available to nor used by Purchasing-Selling Entities in the wholesale merchant function.

2.
Data confidentiality.  All recipients of data from the Interregional Security Network (ISN) shall sign the NERC Confidentiality Agreement for Electric System Security Data. [Appendix 4B, Section B, “Confidentiality Agreement for Electric System Security Data”]

3.
Data required from Balancing Authorities and Transmission Operators.  Each Balancing Authority and Transmission Operator shall provide its Reliability Authority with the Electric System Security Data that is necessary to allow the Reliability Authority to perform its operational security assessments and coordinate reliable operations.

3.1.
Data.  Balancing Authorities and Transmission Operators shall provide the types of data as listed in Appendix 4B, “Electric System Security Data, Section A, Electric System Security Data”, unless otherwise agreed to by the Balancing Authorities and Transmission Operators and their Reliability Authority.
4.
Data exchange among Reliability Authorities.  Upon request, Reliability Authorities shall, via the ISN, exchange with each other Electric Security Data that is necessary to allow the Reliability Authorities to perform their operational security assessments and coordinate their reliable operations.

4.1.
Data.  Reliability Authorities shall share with each other the types of data as listed in Appendix 4B, “Electric System Security Data, Section A, Electric System Security Data”, unless otherwise agreed to.

5.
Data exchange among Balancing Authorities and Transmission Operators.  Upon request, Each Balancing Authority and Transmission Operator and other Operating Authorities shall provide to Balancing Authorities and Transmission Operators and other Operating Authorities with immediate responsibility for operational security, the Electric Security Data that is necessary to allow the Balancing Authority and Transmission Operator or other such Operating Authority to perform its operational security assessment and to coordinate reliable operations.

5.1.
Data.  Balancing Authorities and Transmission Operators and other Operating Authorities shall provide the types of data as listed in Appendix 4B, “Electric System Security Data, Section A, Electric System Security Data”, unless otherwise agreed to by the Balancing Authorities and Transmission Operators and other Operating Authorities with immediate responsibility for operational security.

6.
Information from Purchasing-Selling Entities.  Purchasing-Selling Entities shall provide information as requested by their host Balancing Authorities and Transmission Operators  to enable these Balancing Authorities and Transmission Operators  to conduct operational security assessments and coordinate reliable operations.

C. 
Maintenance Coordination

Requirements
1.
Generator and transmission outages.  Scheduled generator and transmission outages that may affect the reliability of interconnected operations shall be planned and coordinated among affected Operating Authorities and Reliability Authorities.  Special attention shall be given to results of pertinent studies.

2.
Voltage regulation equipment.  Scheduled outages of system voltage regulating equipment, such as automatic voltage regulators on generators, supplementary excitation control, synchronous condensers, shunt and series capacitors, reactors, etc., shall be coordinated as required.

3.
Telemetering, control, and communications.  Scheduled outages of telemetering and control equipment and associated communication channels shall be coordinated between the affected areas.
D.
System Protection Coordination

Requirements
1.
Protection system familiarity.  Operating Authorities and Reliability Authorities shall be familiar with the purpose and limitations of protection system schemes.

2.
Notification of failure and corrective action.  If a protective relay or equipment failure reduces system reliability, the proper Operating Authorities and Reliability Authorities shall be notified, and corrective action shall be undertaken as soon as possible.

3.
Coordination when new or changed.  All new protective systems and all protective system changes shall be coordinated among neighboring Operating Authorities and Reliability Authorities if the new or changed protective systems affect neighboring Operating Authorities and Reliability Authorities.

4.
Coordination.  Protection systems on major transmission lines and interconnections shall be coordinated with the interconnected Operating Authorities and Reliability Authorities.

5.
Notification of system changes.  Neighboring Operating Authorities and Reliability Authorities shall be notified in advance of changes in generating sources, transmission, load, or operating conditions, which could require changes in their protection system.

6.
Monitoring SPS.  Balancing Authorities and Transmission Operators shall monitor the status of each Special Protection System (SPS) and notify all affected Operating Authorities and Reliability Authorities of each change in status.

Guides
1.
Protection system design.  Protection system design and operations should consider the following:

1.1.
Minimum complexity.  Protection systems should be of minimum complexity consistent with achieving their purpose.

1.2.
Redundancy.  Protection systems should have redundancy to allow for their normal maintenance and calibration.

1.3.
Proper operation.  Protection systems should not normally operate for minor system disturbances, brief overloads, or recoverable system power swings.

1.4.
High-speed equipment.  High-speed relays, high-speed circuit breakers, and automatic reclosing should be used where studies indicate the application will enhance stability margins.  Single-pole tripping or reclosing may be appropriate on some lines.

1.5.
Automatic reclosing.  Automatic reclosing during out-of-step conditions should be prevented.

1.6.
Underfrequency relays.  Underfrequency load shedding relays should be coordinated with the generating plant off-frequency relays to assure preservation of system stability and integrity.

1.7.
Reviewing applications.  Protection system applications, settings, and coordination should be reviewed periodically and whenever major changes in generating resources, transmission, load or operating conditions are anticipated.

1.8.
Reviewing protection system adequacy and automated monitoring.  Adequacy of protection system communications channels should be reviewed periodically.  Automated channel monitoring and failure alarms should be provided for protective system communications channels, which could cause loss of generation, loss of load, or cascading outages in the event of misoperation or failure.

2.
Protection system implementation, operation, and maintenance.  Each Operating Authority should implement protection system application, operation, and preventive maintenance procedures, which will enhance their system’s reliability with the least adverse effect on the Interconnection.  These protection system procedures should be provided to all appropriate system personnel and should provide for instruction and training where applicable.  Each Operating Authority should coordinate these procedures with any other Operating Authorities that could be affected.  These procedures should govern:

2.1.
Planning and application of protection systems.

2.2.
Review of protection systems and settings.

2.3.
Intended functioning.  Intended functioning of protection systems under normal, abnormal, and emergency conditions.

2.4.
Testing and maintenance.  Regularly scheduled testing and preventive maintenance of relays, vital system protection equipment, and associated components.

2.4.1.
Testing under actual conditions.  The operation of the complete protection system should be tested under conditions as close to actual operating conditions as possible, including actual circuit breaker operation where feasible.

2.4.2.
Testing communications.  Testing protection system communication channels between systems should be coordinated with test results recorded.

2.5.
Analysis.  Analysis of actual protection system operations.

3.
Reviewing abnormal operation.  A prompt investigation should be made to determine the cause of abnormal protection system performance and correct any deficiencies in the protection scheme.

4.
SPS testing.  SPS should be designed for periodic testing without affecting the integrity of the protected power system.  They should normally achieve at least the same high level of reliability as that provided by normal protection systems.

5.
SPS security.  SPS should be designed with inherent security to minimize the probability of an improper operation, even with the failure of a primary component.

6.
SPS application review.  Each SPS should be reviewed frequently to determine if it is still required and will still perform the intended functions.  Seasonal changes in power transfers may require changes in the SPS or its relay settings.

7.
SPS operation review.  Each SPS operation should be reviewed and analyzed for correctness.

8.
Correcting improper SPS operation.  Prompt action should be taken to correct the causes of an improper operation.
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