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Introduction

This Appendix lists the types of data that Operating Authorities are expected to provide, and Reliability Authorities are expected to share with each other as explained on Policy 4B, “System Coordination – Operational Security Information.”

A. Electric System Security Data 

1.
Information updated at least every ten minutes.  The following information to be updated at least every ten minutes:

1.1.
Transmission data.  Transmission data for all Interconnections plus all other facilities considered key, from a reliability standpoint:

1.1.1.
Status

1.1.2.
MW or ampere loadings

1.1.3.
MVA capability

1.1.4.
Transformer tap and phase angle settings

1.1.5.
Key voltages

1.2.
Generator data.
1.2.1.
Status

1.2.2.
MW and MVAR capability

1.2.3.
MW and MVAR net output

1.2.4.
Status of automatic voltage control facilities

1.3.
Operating reserve
1.3.1.
MW reserve available within ten minutes

1.4.
Balancing Authority Demand
1.4.1.
Instantaneous

1.5.
Interchange
1.5.1.
Instantaneous actual interchange with each Balancing Authority.

1.5.2.
Current Interchange Schedules with each Balancing Authority by individual Interchange Transaction, including Interchange identifiers, and reserve responsibilities.

1.5.3.
Interchange Schedules for the next 24 hours

1.6.
Area Control Error and Frequency
1.6.1.
Instantaneous area control error

1.6.2.
Clock hour area control error

1.6.3.
System frequency at one or more locations in the Balancing Authority
2.
Other operating information updated as soon as available

2.1. Interconnection Reliability Operating Limits and System Operating Limits in effect.

2.2. Forecast of operating reserve at peak, and time of peak for current day and next day.

2.3.
Forecast peak demand for current day and next day.

2.4.
Forecast changes in equipment status

2.5.
New facilities in place

2.6.
New or degraded special protection systems

2.7.
Emergency operating procedures in effect

2.8.
Severe weather, fire, or earthquake

2.9.
Multi-site sabotage

3.
Data retention.  There are no requirements on any Operating Authority or Region to retain the data that they make available on the Interregional Security Network.  Therefore, if the recipient of the data wishes to access historical data, it shall establish a method for saving the data it obtains from the Network.

B. Confidentiality Agreement for Electric System Security Data

Any changes to this “pro forma” Agreement by any Data Recipient must be approved by the NERC Operating Committee’s Operating Reliability Subcommittee.

North American Electric Reliability Council
Confidentiality Agreement for Electric System Security Data

Instructions

State or Province of Data Recipient (Item 12)

1. Insert the name of the state or province of your organization on the blank line in Item 12, “Governing Law.”

Signatory Page

2. Insert the name of your organization on the signatory page on the line labeled “OFFICER OF DATA RECIPIENT:”

3. Sign on line labeled “By:” and insert Officer’s title and signing date on next two lines.

Submission to NERC

4. Return two completed copies of the Agreement to the following address:

Donald M. Benjamin
Vice President – Operations
North American Electric Reliability Council
116-390 Village Blvd.
Princeton, NJ 08540
609-452-8060

One copy bearing the signature of an officer of NERC will be returned for your reference.

North American Electric Reliability Council
Confidentiality Agreement for Electric System Security Data

1. Parties to this Agreement. This Agreement is among the Data Recipients who are the signatories to this document, and between each of the Data Recipients and the North American Electric Reliability Council (NERC).

2. Background.  To maintain the operational security of the bulk electric system, North American Electric Reliability Council Operating Policies require that specific information, which is referred to in this Agreement as “Electric System Security Data,” or simply as “Security Data,” regarding operating conditions within each Operating Authority be made available to other Operating Authorities and Reliability Authorities,.  Because this Security Data can be competitively sensitive in the electric energy market, and is therefore considered proprietary in nature, the availability and confidentiality of this data must be protected in order to ensure that it is available only to those responsible for maintaining the operational security of the electricity supply in North America, and not made available nor used by any entities engaged in the Wholesale Merchant Function.  This data will be exchanged among Operating Authorities ,who are directly responsible for the immediate, real-time operations of the bulk electric system.  This data will be available only to those Operating Authorities who are both 1) directly responsible for immediate real-time operational security, and 2)  are also signatories to this Agreement.  Any such entity is hereinafter referred to as a Data Recipient.

3. Definitions.

3.1. Reliability Authority.  An entity responsible for the operational security of one or more Operating Authorities.

3.2. Balancing Authority.  An electrical system bounded by interconnection (tie line) metering and telemetry.  It controls its generation directly to maintain its interchange schedule with other Balancing Authorities and contributes to frequency regulation of the Interconnection.

3.3. Interconnection. When capitalized, any one of the four bulk electric system networks in North America: Eastern, Western, and ERCOT.  When not capitalized, the facilities that connect two systems or Balancing Authoritiesc.

3.4. Restriction Period.  Security Data eight days or older is exempt from the access and disclosure restrictions of this Agreement.  Forecast Security Data is exempt from the access and disclosure restrictions of this Agreement beginning eight days after the forecast period has passed

3.5. Security Data.  Information to be used for analyzing the operational security of the Interconnection.  Security Data is available from Reliability Authorities or from the Interregional Security Network. 
3.4.1. Exception.  During the term of the Market Redispatch Pilot Program and with respect only to the flowgates included in the Pilot Program, Security Data shall exclude (1) actual flow and post-contingent flow and their respective limits for each flowgate included in the Pilot Program, and (2) generation shift factors for the generators relevant to the flowgates included in the Pilot Program, provided that such information is made available to the marketplace in a simultaneous and non-discriminatory manner.

3.6. Data Supplier. Entities who supply Security Data, either manually or automatically, to their Reliability Authority(ies), other Reliability Authorities, or other Operating Authorities. Examples include Balancing Authorities, Reliability Authorities, and other entities who are directly responsible for the immediate, real-time operations of the bulk electric system. 

3.7. Data Recipient.  Balancing Authorities, Reliability Coordinators and other entities who are directly responsible for the immediate, real-time operations of the Bulk Electric System, who obtain Security Data, either manually or automatically, from their Reliability Authority(ies) or from the Interregional Security Network.

3.8. Interregional Security Network.  The telecommunications and data system used to share operating information, including Security Data, among the Data Recipients.

3.9. Wholesale Merchant Function.   The sale for resale of electric energy in interstate commerce.

3.10. Merchant Employee.  Within an organization, any employee who engages in Wholesale Merchant Functions.

4. Standards of Conduct. A Data Recipient must conduct its business to conform with the following standards:

4.1. General Rules.
4.1.1. Independence from Merchant Employees.  Except as emergency conditions dictate as discerned by a Reliability Authority or Operating Authority system operator, the employees of a Data Recipient who receive Security Data and are responsible for real-time operational security must function independently of the Merchant Employees within that organization or its affiliates.

4.1.2. Emergencies.  Notwithstanding any other provisions herein, in emergency circumstances that could jeopardize operational security, Data Recipients may take whatever steps are necessary to maintain system security.  Data Recipients must report to the Reliability Authority each emergency that resulted in any deviation from this Agreement within 24 hours of such deviation.

4.2. Employee Conduct.
4.2.1. Prohibitions.  Any Merchant Employee of the Data Recipient or its affiliate, engaged in Wholesale Merchant Functions, is prohibited from having access to the Security Data received from other entities.

4.2.2. Employee Transfers.  Employees engaged in either the Wholesale Merchant Function (Merchant Employees) or the real-time transmission system operations reliability function are not precluded from transferring between functions as long as the transfer is not used as a means to circumvent the standards of this Agreement.  Notice of any employee transfer between reliability and Wholesale Merchant Functions shall be provided on the Open Access Same-Time Information System and to the Reliability Authority at least 24 hours prior to the effective date of the transfer.  The information to be posted must include the name of the transferring employee, the respective titles held while performing each function, and the effective date of the transfer.  The information posted under this section shall remain on the OASIS for 90 days.

4.2.3. Disclosure. Employees of the Data Recipient or employees of an affiliate who are engaged in transmission system operation reliability functions shall not disclose to Merchant Employees of the Data Recipient any Security Data received from other entities, except as compelled by law or judicial or regulatory order or directive.

4.2.3.1. The Data Recipient shall not, even under conditions of confidence, make available, disclose, provide, or communicate any Security Data to any other party who is not a signatory to this Agreement except as compelled by law or judicial or regulatory order or directive. The Data Recipient agrees to exercise all reasonable efforts against the compelled disclosure of Security Data to any party who is not a signatory to this Agreement.

4.2.4. Compliance.  The Data Recipient must educate its employees, and employees of an affiliate engaged in transmission system operations, in the provisions of this Agreement and provide any information upon request to the Reliability Authority necessary to determine compliance with the terms and conditions of this Agreement, including confidentiality agreements that include the provisions of this Agreement.

5. Disclaimer.  Each Data Recipient assumes any and all risk and responsibility for selection and use of, and reliance on, any Security Data.
6. Hold harmless.  Each Data Recipient acknowledges and agrees that the Data Supplier generates and gathers such operating Security Data to meet the Data Supplier's sole needs and responsibilities.  Each Data Recipient receives any and all Security Data “as is” and with all faults, errors, defects, inaccuracies, and omissions.  No Data Supplier makes any representations or warranties whatsoever with respect to the availability, timeliness, accuracy, reliability, or suitability of any Security Data pursuant to this Agreement.  Each Data Recipient disclaims and waives all rights and remedies that it may otherwise have with respect to all warranties and liabilities of each Data Supplier, expressed or implied, arising by law or otherwise, with respect to any faults, errors, defects, inaccuracies or omissions in, or availability, timeliness, reliability or suitability of the Security Data.  Each Data Recipient assumes any and all risk and responsibility for selection and use of, and reliance on, any Security Data.  By entering into this Agreement, each Data Recipient does not hold itself out to provide like or similar service to any other entity.  Each Data Recipient acknowledges and agrees that NERC has established the Interregional Security Network to facilitate maintenance of operational security by the Reliability Authority and Operating Authorities, and that the supply and use of data in accordance with this Agreement is the responsibility of the individual Data Recipients and Data Suppliers and not of NERC.  NERC makes no representations or warranties whatsoever with respect to the availability, timeliness, accuracy, reliability, or suitability of any Security Data provided pursuant to this Agreement.  Each Data Supplier and Data Recipient disclaims and waives any rights or remedies that it might otherwise have against NERC for faults, errors, defects, inaccuracies, or omissions in, or availability, timeliness, accuracy, reliability or suitability of the Security Data.  Further, each Data Supplier and Data Recipient disclaims and waives any rights or remedies that it might otherwise have against NERC for the neglect, wrongful, or unauthorized use or disclosure of the Security Data by any Data Recipient or Data Supplier.

7. Term and Termination.
7.1. Term.  The term of this Agreement shall commence immediately upon the signatures of an officer of the Data Recipient and officer of NERC and shall remain in effect until terminated.

7.2. Termination.  Any Data Recipient wishing to terminate this Agreement shall notify NERC in writing of its desire to terminate this Agreement.  Termination shall be effective 30 days following acknowledgment of receipt of such written notice.  Upon such termination the Data Recipient will be prohibited from further receipt of the Security Data.

7.2.1. Termination does not excuse the Data Recipient from supplying Security Data if required in NERC Operating Policies. 

7.2.2. Termination does not excuse the Data Recipient from holding confidential any forecast Security Data before the forecast period has passed.

8. Governmental Authority.  This Agreement is subject to the laws, rules, regulations, orders and other requirements, now or hereafter in effect, of all regulatory authorities having jurisdiction over the Security Data, this Agreement, the Data Suppliers, and the Data Recipients.  All laws, ordinances, rules, regulations, orders and other requirements, now or hereafter in effect, of governmental authorities that are required to be incorporated in agreements of this character are by this reference incorporated in this Agreement.

9. Non-compliance.  Data Recipients found not to be in compliance with this Agreement by NERC or any other Data Recipient will be prohibited from further receipt of the Security Data from its Reliability Authority(ies) or the Interregional Security Network until NERC determines that the Data Recipient has resumed compliance with this Agreement.  Non-compliance does not excuse the Data Recipient from supplying Security Data if required in NERC Operating Policies, nor does it excuse the Data Recipient from holding confidential any forecast Security Data before the forecast period has passed.

10. Due Diligence.  All signatories to this Agreement shall use due diligence to protect the Interregional Security Network and Security Data from improper access.

11. Disputes.  Disputes arising over issues regarding this Agreement will be settled in accordance with the dispute resolution procedures of the Data Recipient’s Regional Council and the North American Electric Reliability Council.

12. Governing Law.  This Agreement shall in all respects be interpreted, construed and enforced in accordance with the laws of ___________________________ (the state(s) or province(s) of the Data Recipient), without reference to rules governing conflicts of law, except to the extent such laws may be preempted by the laws of the United States of America, Canada, or Mexico as applicable.

13. Integration.  This Agreement constitutes the entire Agreement of the parties.


OFFICER OF DATA RECIPIENT:


By:





Title:




Date:



OFFICER OF NERC


By:




Title:




Date:
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