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I
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

February 27, 2014

Ms. Kimberly D. Bose
Secretary \
Federal Energy Regulatory Commission =

888 First Street, N.E.
Washington, DC 20426

Re: NERC Full Notice of Penalty regarding Western Area Power Administration — Upper Great
Plains Region and Western Area Power Administration — Upper Great Plains East
FERC Docket No. NP14-_-000

Dear Ms. Bose:

The North American Electric Reliability Corporation (NERC) hereby provides this Notice of Penalty!
regarding Western Area Power Administration — Upper Great Plains East (WAUE), NERC Registry ID#
NCR01036 and Western Area Power Administration — Upper Great Plains Region (WAUW), NERC
Registry ID# NCR05467 (collectively, WAPA-UGPR)? in accordance with the Federal Energy Regulatory
Commission’s (Commission or FERC) rules, regulations and orders, as well as NERC’s Rules of Procedure
including Appendix 4C (NERC Compliance Monitoring and Enforcement Program (CMEP)).3

The Western Area Power Administration (WAPA) was organized in 1977, within the U.S. Department of
Energy, to market and transmit power generated at U.S. Army Corps of Engineers and U.S. Bureau of

Y Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and
Enforcement of Electric Reliability Standards (Order No. 672), Il FERC Stats. & Regs. 9 31,204 (2006); Notice of New Docket
Prefix “NP” for Notices of Penalty Filed by the North American Electric Reliability Corporation, Docket No. RM05-30-000
(February 7, 2008). See also 18 C.F.R. Part 39 (2013). Mandatory Reliability Standards for the Bulk-Power System, FERC
Stats. & Regs. 1 31,242 (2007) (Order No. 693), reh’g denied, 120 FERC ] 61,053 (2007) (Order No. 693-A). See 18 C.F.R §
39.7(c)(2).

2 Midwest Reliability Organization (MRO) confirmed that WAUE was included on the NERC Compliance Registry in the MRO
region as a Balancing Authority (BA), Resource Planner (RP), Transmission Owner (TO), Transmission Operator (TOP), and
Transmission Service Provider (TSP) on May 30, 2007; as a Load-Serving Entity (LSE) and Purchasing Selling Entity (PSE) on
July 31, 2007; as a Transmission Planner (TP) on April 22, 2008; and as an Interchange Authority (I1A) on September 4, 2009.
MRO confirmed that WAUW was included on the NERC Compliance Registry in the Western Electricity Coordinating Council
(WECC) region as a BA, LSE, Planning Authority (PA), PSE, RP, TO, TOP, TP, and TSP on June 17, 2007. As TOs, WAUE and
WAUW are subject to the requirements of NERC Reliability Standard PRC-005-1, PRC-008-0, and PRC-017-0. As a TOP,
WAUE is subject to the requirements of NERC Reliability Standard PRC-001-1.

3 See 18 C.F.R § 39.7(c)(2).
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Reclamation hydroelectric power plants. The WAPA Corporate Service Office is located in Lakewood,
Colorado. WAPA is registered on the NERC Compliance Registry under two registrations for the WAPA-
Upper Great Plains Region (WAUE in the Midwest Reliability Organization (MRO) region and WAUW in
the Western Electricity Coordinating Council (WECC) region, collectively WAPA-UGPR).

WAPA-UGPR has its regional office in Billings, Montana. In addition to an operations office in
Watertown, South Dakota, WAPA-UGPR has state maintenance offices in Ft. Peck, Montana, Bismarck,
North Dakota, and Huron, South Dakota. WAPA-UGPR operates Balancing Authorities in the western
and eastern interconnected electrical systems, in the WECC and MRO regions.

WAPA-UGPR owns or operates over 9,000 miles of transmission line and over 200 substations in
Montana, North Dakota, South Dakota, Nebraska, western Minnesota, western lowa, and northern
Missouri with approximately 320,000 square miles of service territory. WAPA-UGPR operates
approximately 500 miles at 345 kV; 4,500 miles at 230 kV; 600 miles at 161 kV, and 3,500 miles at 115
kV. The remaining 315 miles of transmission line are at 100 kV or lower. The WAPA-UGPR
transmission system comprises the majority of the Integrated Transmission System, which also
includes transmission facilities owned by the other members.

WAPA-UGPR serves a peak load of 131 MW in its western Balancing Authority (WAUW), and 3,462 MW
of load in its eastern Balancing Authority (WAUE). Both system peaks occurred in the winter.

This Notice of Penalty is being filed with the Commission because MRO and WAPA-UGPR have entered
into a Settlement Agreement to resolve all outstanding issues arising from MRQO’s determination and
findings of the violations* of PRC-005-1 R1 and R2, PRC-008-0 R1, PRC-017-0 R1, and PRC-001-1 R2.°
According to the Settlement Agreement, WAPA-UGPR admits the violations and has agreed to several
above-and-beyond mitigating actions in lieu of a monetary penalty, in addition to other remedies and
actions to mitigate the instant violations and facilitate future compliance under the terms and
conditions of the Settlement Agreement. Accordingly, the violations identified as NERC Violation

4 For purposes of this document, each violation at issue is described as a “violation,” regardless of its procedural posture
and whether it was a possible, alleged or confirmed violation.

51n June 2010, WECC and MRO jointly conducted a Compliance Audit of WAPA-UGPR. MRO is processing the joint audit
findings related to PRC-005-1 R1, PRC-008-0 R1, and PRC-017-0 R1 on behalf of itself and WECC and is tracking the
violations under the WAUE registered entity. The PRC-001-1 R2 violation was self-reported to MRO by WAUE and applies
only to WAUE.
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Tracking Identification Numbers MRO201000161, MRO200900135, MR0O201000162, MR0O201000164,
and MR0201100361 are being filed in accordance with the NERC Rules of Procedure and the CMEP.

Statement of Findings Underlying the Violations

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement
Agreement executed on December 19, 2013, by and between MRO and WAPA-UGPR, which is included
as Attachment a. The details of the findings and basis for the penalty are set forth in the Settlement
Agreement and herein. This Notice of Penalty filing contains the basis for approval of the Settlement
Agreement by the NERC Board of Trustees Compliance Committee (NERC BOTCC). In accordance with
Section 39.7 of the Commission’s regulations, 18 C.F.R. § 39.7 (2013), NERC provides the following
summary table identifying each violation of a Reliability Standard resolved by the Settlement
Agreement, as discussed in greater detail below.

. Registered | NOC | NERC Violation | Reliability | Req. Total
Region Entity ID ID Std. (R) VRF Penalty
R1;
MRO201000161 | PRC-005-1 | R1.1; High’
i R1.2
;\2; i(ivt\:i?istt WAPA-— | NOC- R2; $0
. .y UGPR® 2262 | MR0O200900135 | PRC-005-1 ! High?®
Organization R2.1
MR0O201000162 | PRC-008-0 | R1 Medium

6 Western Area Power Administration — Upper Great Plains Region (WAUW) and Western Area Power Administration —
Upper Great Plains East (WAUE).

7 When NERC filed Violation Risk Factors (VRFs) for PRC-005-1, NERC originally assigned a “Medium” VRF to PRC-005-1

R1. In the Commission’s May 18, 2007 Order on Violation Risk Factors, the Commission approved the VRF as filed but
directed modifications. On June 1, 2007, NERC filed a modified “High” VRF for PRC-005 R1 for approval. On August 9, 2007,
the Commission issued an Order approving the modified VRF. Therefore, the “Medium” VRF was in effect from June 18,
2007 until August 9, 2007 and the “High” VRF has been in effect since August 9, 2007.

8 PRC-005-1 R2 has a “Lower” VRF; R2.1 has a “High” VRF. During a final review of the Standards subsequent to the March
23, 2007 filing of the Version 1 VRFs, NERC identified that some Standards requirements were missing VRFs; one of these
included PRC-005-1 R2.1. On May 4, 2007, NERC assigned PRC-005 R2.1 a “High” VRF. In the Commission’s June 26, 2007
Order on VRFs, the Commission approved the PRC-005-1 R2.1 “High” VRF as filed. Therefore, the “High” VRF was in effect
from June 26, 2007.
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NERC Violation | Reliability | Req. VRE
ID Std. (R)
MR0201000164 | PRC-017-0 R1 High SO
R2; .
MR0201100361 | PRC-001-1 R2. High

PRC-005-1 R1 (MR0O201000161)

The purpose statement of Reliability Standard PRC-005-1 provides: “To ensure all transmission and
generation Protection Systems!® affecting the reliability of the Bulk Electric System (BES) are
maintained and tested.”

[Footnote added.]

PRC-005-1 R1 provides:

R1.

Each Transmission Owner and any Distribution Provider that owns a
transmission Protection System and each Generator Owner that owns a
generation Protection System shall have a Protection System maintenance
and testing program for Protection Systems that affect the reliability of the
BES. The program shall include:

R1.1. Maintenance and testing intervals and their basis.

R1.2. Summary of maintenance and testing procedures.

% Prior to April 1, 2013, The NERC Glossary of Terms Used in Reliability Standards defined Protection System as “Protective
relays, associated communication systems, voltage and current sensing devices, station batteries and DC control circuitry.”
The current definition of Protection System is:

Protective relays which respond to electrical quantities,
Communications systems necessary for correct operation of protective functions
Voltage and current sensing devices providing inputs to protective relays,

Station dc supply associated with protective functions (including batteries, battery chargers, and non-
battery-based dc supply), and

Control circuitry associated with protective functions through the trip coil(s) of the circuit breakers or
other interrupting devices.
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PRC-005-1 R1 has a “High” Violation Risk Factor (VRF) and a “High” Violation Severity Level (VSL). The
subject violation applies to WAPA-UGPR’s Transmission Owner (TO) function.

During a regularly scheduled Compliance Audit jointly conducted by MRO and WECC in June 2010
(Compliance Audit), audit staff discovered that the WAPA-UGPR Protection System maintenance and
testing program (PSMTP) did not include a schedule for the maintenance and testing of DC control
circuitry. The audit staff further discovered that the WAPA-UGPR PSMTP did not describe how
microprocessor-based relays are continuously monitored and did not include verification of the
microprocessor inputs.

WAPA-UGPR’s PSMTP utilized a reliability-centered maintenance (RCM) program as the basis to
determine maintenance and testing procedures and intervals for all components within the Protection
System. During the Compliance Audit, WAPA-UGPR stated that its RCM studies determined that time-
based routine testing at regular intervals of the microprocessor-based relays was not necessary
because there was a self-diagnosis process. Audit staff discovered that WAPA-UGPR’s PSMTP failed to
identify the elements or functions included in the self-monitoring process, describe how often the self-
monitoring process runs, or require verification of inputs and outputs to the microprocessors.
Therefore, audit staff concluded that WAPA-UGPR was not performing full monitoring of the
Protection System, as identified in NERC’s Protection System Maintenance: A Technical Reference,
dated September 13, 2007.1°

MRO conducted a comprehensive review of WAPA-UGPR’s PSMTP and supporting documents provided
by WAPA-UGPR regarding the RCM studies performed on various Protection System components.
MRO concluded that WAPA-UGPR’s PSMTP was not consistent with its RCM studies on which it relied
for its maintenance and testing procedures and defined intervals and their basis. The PSMTP
document did not include all of the maintenance and testing procedures or the intervals
recommended in the RCM studies, and it incorporated some maintenance and testing intervals that
conflicted with the recommendations in the RCM studies. While WAPA-UGPR stated that it provided
the data that it considered in developing its PSMTP during the Compliance Audit, MRO determined
that there was no documentation that would demonstrate that this data was the basis for the
differences in the PSMTP.

10 While the Standard does not require or provide a specific basis for maintenance and testing intervals, MRO utilizes
Protection System Maintenance: A Technical Reference (hereinafter Technical Reference Guide) as a reference for
determining acceptable intervals and their basis.
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First, MRO was unable to determine how WAPA-UGPR determined that no routine maintenance and
testing was required for microprocessor-based relays. The RCM study identified a list of factors that
could cause the relay to fail under a “critical failure mode” and “dominant failure cause.” The RCM
study also identified tasks associated with recommended maintenance and testing intervals. MRO
observed that for most of the tasks, the remarks portion of the document stated the following:
“Discussions within the Region indicate that this type of failure is extremely rare, so it was decided that
it was not appropriate to include as a Dominant Failure Cause.” Where this remark was included, the
recommended maintenance and testing interval was listed as “N/A,” indicating that no preventative
maintenance and testing was necessary. WAPA-UGPR did not provide any evidence to support the
summary remarks regarding its internal discussions.

MRO also identified several discrepancies between the RCM studies and the PSMTP. The first set of
discrepancies involved station batteries. WAPA-UGPR’s RCM study identified monthly and yearly
maintenance requirements for station batteries. However, WAPA-UGPR’s PSMTP included only an
annual maintenance requirement, and this requirement was recommended for monthly performance
in the RCM study. In addition, the RCM study recommended that cell voltage for each battery cell be
measured annually. However, this requirement was not included in the PSMTP document. Finally, the
RCM study recommended a requirement to record pilot cell specific gravity and temperature for
electrolyte, record pilot cell voltage, and record float voltage measured at the battery terminals on a
monthly basis. However, the PSMTP document required only recordation of “all cell and strap
impedances” on an annual basis, with no monthly testing requirements. WAPA-UGPR later revised the
monthly and annual testing requirements in its PSMTP; as a result, MRO determined that the
discrepancy was limited to the last six months of the audit period.

The second discrepancy involved current and voltage sensing devices. Certain monthly and annual
maintenance and testing intervals for current and voltage sensing devices that were identified in the
RCM study were not specifically listed in the PSMTP. WAPA-UGPR maintained that these activities
were nevertheless being performed as part of substation inspections for “condition” of various
equipment types.

The third issue involved DC control circuitry. WAPA-UGPR’s RCM study recommended the following
testing activities: a monthly visual inspection of the pilot light in the station house to verify trip coil
continuity; a three-year functional test of loss of AC and DC alarm signals; and a six-year time and
travel test, including functional test of trip-free and anti-pump. WAPA-UGPR clarified that the
activities outlined above were included as circuit breaker maintenance activities; DC control circuitry
maintenance and testing was included as part of that activity. However, the PSMTP document
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included the recommended monthly visual inspection as a requirement to take place every three years
under the circuit breaker maintenance job plan. WAPA-UGPR clarified that the monthly visual
inspection was included as part of the monthly substation inspections, although this was not included
in the PSMTP. Additionally, MRO determined that the basis for the maintenance and testing interval
was missing from the PSMTP document prior to January 2010.

MRO further noted that WAPA-UGPR failed to include a summary of maintenance and testing
procedures for microprocessor based relays. It appeared that WAPA-UGPR was using a condition-
based maintenance program for microprocessor relays.'! Condition-based maintenance occurs when
the entity uses microprocessor-based relays and includes the process of gathering and monitoring
information available from the microprocessor-based relay.

According to the Technical Reference Guide, full monitoring requires continuous monitoring and
verification, which includes testing the functioning of the relays with simulated inputs, including
calibration.’> MRO determined that WAPA-UGPR did not provide an assessment of all relay operations
and self-diagnosis and also did not provide a summary of maintenance and testing for microprocessor
relays.!3> MRO determined that the PSMTP document did not specifically indicate the level of
monitoring taking place. Further, MRO concluded that WAPA-UGPR implemented different
maintenance and testing procedures and intervals in its PSMTP than those identified in its RCM studies
which formed the basis for those intervals. MRO further concluded that the PSMTP document did not
identify a summary of maintenance and testing procedures for all Protection System components.

Finally, MRO determined that WAPA-UGPR’s PSMTP document did not satisfy the intent of PRC-005-1
R1 because it expressly stated that “[s]cheduled maintenance will not be performed on any piece of
equipment that has also been identified for replacement.” MRO considered this express statement to

11 The Technical Reference Guide describes three monitoring processes for microprocessor-based relays: time-based
maintenance, condition-based maintenance, and performance-based maintenance.

12 According to the Technical Reference Guide, full monitoring also requires that every element or function required for the
correct operation of the Protection System is monitored continuously or verified, including verification of the means by
which failure alarms and indicators are transmitted to a central location for immediate action. Documentation is required
to demonstrate how failures are detected, among other items.

13 WAPA maintained that its PSMTP did not reference the Technical Reference Guide as the basis for the program, but
rather WAPA’s RCM studies. WAPA maintained that the summary of the maintenance and testing procedures for the
microprocessor relays was not provided because the RCM program determined that time-based testing at regular intervals
was not necessary.
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be especially problematic, as components identified for replacement generally pose a more serious risk
for misoperation or failure.

MRO determined that WAPA-UGPR had a violation of PRC-005-1 R1 for failing to include, in its PSMTP,
a summary of maintenance and testing intervals and their basis and a summary of maintenance and
testing procedures.

MRO determined the duration of the violation to be from June 18, 2007, the date the Standard became
mandatory and enforceable, through August 19, 2011, when WAPA-UGPR completed its Mitigation
Plan.

MRO determined that this violation posed a serious or substantial risk to the reliability of the bulk
power system (BPS). A false operation of a Protection System or a failure of a Protection System to
operate as designed and when needed can result in equipment damage, personnel hazards, and wide
area disturbances or unnecessary customer outages. While a documented maintenance and testing
program for Protection System equipment did exist, the basis for certain Protection System
components was not adequately documented. Considering the number of Protection System
components WAPA-UGPR owns, their location, their associated voltage, and the number of devices
affected, MRO determined that WAPA-UGPR’s failure to include defined maintenance and testing
intervals, to adopt consistently the recommended basis for maintenance and testing intervals, and to
document a summary of maintenance and testing procedures for all Protection System posed a serious
or substantial risk to the reliability of the BPS.

PRC-005-1 R2 (MR0O200900135)
PRC-005-1 R2 provides:

R2. Each Transmission Owner and any Distribution Provider that owns a
transmission Protection System and each Generator Owner that owns a
generation Protection System shall provide documentation of its
Protection System maintenance and testing program and the
implementation of that program to its Regional Reliability Organization(4
on request (within 30 calendar days). The documentation of the program
implementation shall include:

14 Consistent with applicable FERC precedent, the term “Regional Reliability Organization” in this context refers to MRO.
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R2.1. Evidence Protection System devices were maintained and tested
within the defined intervals.

R2.2. Date each Protection System device was last tested/maintained.
[Footnote added.]

PRC-005-1 R2 has a “Lower” VRF and a “Lower” VSL. PRC-005-1 R2.1 has a “High” VRF. In the context
of this case, MRO determined that the violation related to R2.1, and therefore a “High” VRF is
appropriate. The subject violation applies to WAPA-UGPR’s TO function.

On October 28, 2009, WAPA-UGPR submitted a Self-Certification to MRO stating that it missed
monthly battery testing for three consecutive months at multiple locations in South Dakota and
Montana. At MRO’s request, WAPA-UGPR provided monthly battery maintenance history for the
substations in question. Upon reviewing the monthly battery maintenance and testing records, MRO
inquired about monthly battery maintenance and testing and intervals at locations where no
maintenance and testing had been conducted for two consecutive months.

While this review was underway, MRO and WECC jointly conducted the Compliance Audit. During the
Compliance Audit, audit staff discovered the PRC-005-1 R1 violation described above
(MR0O201000161). Based on its concerns, MRO requested that WAPA-UGPR conduct a comprehensive
review of its Protection System maintenance and testing records and expand the scope of the
mitigation efforts underway related to maintenance and testing of station batteries to include all
devices subject to PRC-005-1.

In response to the MRO request and as part of the Mitigation Plan for the violation, WAPA-UGPR
conducted a comprehensive inventory of its Protection System and identified 4,966 devices'® subject
to PRC-005-1. Of those devices, WAPA-UGPR identified approximately 34 microprocessor-based relays
which had not been tested or maintained within a 12-year interval.’® These relays were commissioned

15 WAPA-UGPR identified 1,954 protective relays; 189 associated communications systems; 1,532 voltage and current
sensing devices; 88 station batteries; and 1,203 DC control circuits for a total of 4,966 Protection System devices.

16 According to NERC’s Protection System Maintenance Supplementary Reference developed for version 2 of PRC-005, the
System Protection and Control Task Force (SPCTF) determined that a 10-year maximum interval was appropriate for
continually monitored microprocessor-based relays. Additionally, the SPCTF allowed a 25% extension to the maximum time
interval. A 10-year interval with a 25% allowed extension equates to a maximum allowed interval of 12.5 years between
manual maintenance activities. The Standard does not allow extensions on any component of the Protection System; thus
the maximum allowed interval for these devices was determined to be 12 years.
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prior to 1999 (1998 and earlier) and retested in 2011. WAPA-UGPR also indicated that records could
not be found, or the monthly battery maintenance and testing was not completed in accordance with
its defined interval, at 32 of its 79 substation locations. In addition to the monthly maintenance and
testing, records for annual battery maintenance in 2007 could not be found for one substation.

MRO concluded that in addition to the identified concerns with microprocessor relays and station
batteries, a significant number of maintenance and testing procedures were not performed on current
and voltage sensing devices, associated communications systems, and DC control circuitry associated
with the Protection System and high voltage transmission lines according to the RCM-recommended
intervals. This was based on MRQO’s conclusion that the PSMTP did not include all of the recommended
maintenance and testing procedures and intervals outlined in the RCM studies, a conclusion which is
described in further detail in the PRC-005-1 R1 violation above.

MRO determined that WAPA-UGPR had a violation of PRC-005-1 R2 for failing to provide
documentation related to its implementation of its PSMTP, including evidence that Protection System
components were maintained and tested within defined intervals.

MRO determined the duration of the violation to be from June 18, 2007, the date the Standard became
mandatory and enforceable, through May 2, 2012, when WAPA-UGPR completed its Mitigation Plan.

MRO determined that this violation posed a serious or substantial risk to the reliability of the BPS. A
false operation of a Protection System or a failure of the Protection System to operate as designed
when needed can result in equipment damage, personnel hazards, and wide area disturbances or
unnecessary customer outages. MRO was not able to determine how many devices were missing
recommended testing procedures and intervals. MRO observed, however, that the extent of the
Protection System components not being maintained and tested according to recommended
procedures and intervals in WAPA-UGPR’s RCM studies far exceeded the devices identified by WAPA-
UGPR in its review. Considering the number of Protection System components WAPA-UGPR owns,
their location, the associated voltage, and the significant number of devices subject to PRC-005 for
which maintenance and testing has not been completed, MRO determined that this violation posed a
serious or substantial risk to the reliability of the BPS.

PRC-008-0 R1 (MR0O201000162)
The purpose statement of Reliability Standard PRC-008-0 provides: “Provide last resort system
preservation measures by implementing an Under Frequency Load Shedding (UFLS) program.”
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PRC-008-0 R1 provides:

R1. The Transmission Owner and Distribution Provider with a UFLS program
(as required by its Regional Reliability Organization) shall have a UFLS
equipment maintenance and testing program in place. This UFLS
equipment maintenance and testing program shall include UFLS
equipment identification, the schedule for UFLS equipment testing, and
the schedule for UFLS equipment maintenance.

PRC-008-0 R1 has a “Medium” VRF and a “Lower” VSL. The subject violation applies to WAPA-UGPR’s
TO function.

During the Compliance Audit, audit staff determined that WAPA-UGPR’s UFLS maintenance and testing
program did not identify a schedule for maintenance and testing of certain UFLS equipment;
specifically, microprocessor-based relays.

As described above with regard to the violation of PRC-005-1 R1 (MR0201000161), MRO conducted a
comprehensive review and comparison between the RCM studies and WAPA-UGPR’s UFLS
maintenance and testing program to determine if there was a schedule for maintenance and testing of
UFLS equipment. With regard to microprocessor-based relays, the RCM study identified a list of tasks
associated with recommended maintenance and testing schedules. MRO observed that for most of
the tasks, the RCM study indicated that the associated type of failure was rare and no preventative
maintenance and testing was necessary.

WAPA-UGPR stated that it provided data that it considered in developing its PSMTP for the Compliance
Audit. However, MRO determined that WAPA-UGPR provided no documentation that demonstrated
that this data was the basis for the PSMTP. As such, MRO concluded that WAPA-UGPR was unable to
provide any evidence to support the summary remarks regarding its internal discussions. MRO
determined that WAPA-UGPR failed to include a schedule for maintenance and testing of
microprocessor-based relays identified as UFLS equipment.

However, WAPA-UGPR was able to provide maintenance and testing records demonstrating that its
microprocessor-based UFLS relays were either common to the microprocessor-based relays being
addressed in the violation of PRC-005-1 R2, or were maintained and tested within the maximum-
permitted 12-year interval. While WAPA-UGPR identified eight batteries tied to UFLS equipment which
were not maintained and tested based on the monthly requirements in its UFLS program, those eight
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batteries were common to the BES transmission Protection System, and have been addressed in the
violation and mitigation of PRC-005-1 R2 (MR0200900135) described above.

MRO determined that WAPA-UGPR had a violation of PRC-008-0 R1 for failing to include a schedule for
maintenance and testing of its microprocessor-based relays identified as UFLS equipment.

MRO determined the duration of the violation to be from June 18, 2007, the date the Standard became
mandatory and enforceable, through August 18, 2011, when WAPA-UGPR completed its Mitigation
Plan.

MRO determined that this violation posed a minimal and not serious or substantial risk to the reliability
of the BPS. WAPA-UGPR was able to identify its UFLS equipment, including microprocessor-based UFLS
relays, and provide maintenance and testing records demonstrating that its microprocessor-based
UFLS relays were either maintained and tested within a 12-year interval, or were common to the
microprocessor-based relays addressed in the violation of PRC-005-1 R2. Further, MRO determined
that this violation was limited to a failure to include a schedule for the maintenance and testing of the
microprocessor-based relays used in the UFLS system, rather than a failure to conduct maintenance
and testing.

PRC-017-0 R1 (MR0201000164)

The purpose statement of Reliability Standard PRC-017-0 provides: “To ensure that all Special
Protection Systems (SPS) are properly designed, meet performance requirements, and are coordinated
with other protection systems. To ensure that maintenance and testing programs are developed and
misoperations are analyzed and corrected.”

PRC-017-0 R1 provides:

R1. The Transmission Owner, Generator Owner, and Distribution Provider that
owns an SPS shall have a system maintenance and testing program(s) in
place. The program(s) shall include:

R1.1. SPSidentification shall include but is not limited to:
R1.1.1. Relays.
R1.1.2. Instrument transformers.

R1.1.3. Communications systems, where appropriate.
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R1.1.4. Batteries.

R1.2. Documentation of maintenance and testing intervals and their
basis.

R1.3. Summary of testing procedure.
R1.4. Schedule for system testing.

R1.5. Schedule for system maintenance.
R1.6. Date last tested/maintained.

PRC-017-0 R1 has a “High” VRF and a “Severe” VSL. The subject violation applies to WAPA-UGPR’s TO
function.

During the Compliance Audit, audit staff determined that WAPA-UGPR’s SPS maintenance and testing
program did not include documentation of maintenance and testing intervals and their basis, or
summary of testing procedures, related to the DC control circuitry. The audit staff further determined
that the program did not identify a schedule for maintenance and testing of certain SPS equipment;
specifically, microprocessor-based relays.

Upon reviewing WAPA-UGPR’s PSMTP, MRO determined that WAPA-UGPR only identified individual
relays and did not identify all the components associated with SPS. Further, MRO determined that
WAPA-UGPR failed to document maintenance and testing procedures, maintenance and testing
intervals and their basis, and a schedule for maintenance and testing of SPS.

As described above with regard to the violation of PRC-005-1 R1 (MR0201000161), MRO conducted a
comprehensive review and comparison between the RCM studies which form the basis for the
maintenance and testing of SPS equipment and WAPA-UGPR’s PSMTP. With regard to microprocessor-
based relays, the RCM study identified tasks associated with recommended maintenance and testing
intervals. MRO observed that for most of the tasks, the RCM study indicated that no preventative
maintenance and testing was necessary. Although WAPA-UGPR stated that it provided the data it
considered in developing its PSMTP, MRO concluded that it was unable to determine how WAPA-UGPR
determined that no routine maintenance and testing was required for microprocessor-based SPS
relays.
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Further, MRO identified a series of discrepancies between WAPA-UGPR’s PSMTP and its RCM studies.
One RCM study identified monthly and yearly maintenance requirements for station batteries.
However, the PSMTP included only an annual maintenance requirement. A recommended monthly
requirement appears in the PSMTP as an annual requirement. Additionally, the PSMTP failed to
include one RCM study testing recommendation. Finally, the RCM study recommended performing
certain specific battery testing on a monthly basis. However, WAPA-UGPR’s PSMTP document required
only the recordation of all cell and strap impedances on an annual basis, with no monthly test
requirements. WAPA-UGPR later revised the monthly and annual testing requirements in its PSMTP;
as a result, MRO determined that the discrepancy was limited to the last six months of the audit
period.

WAPA-UGPR’s RCM study identified monthly and annual maintenance and testing intervals for current
and voltage sensing devices, which are referred to as instrument transformers in PRC-017-0 R1.
However, WAPA-UGPR’s PSMTP document only included an annual requirement to conduct
thermography testing. WAPA-UGPR concurred in MRQO’s assessment that the testing activities
recommended by the RCM study (i.e., to “inspect oil levels and oil leaks; inspect bushings and
insulators for contamination”) were not specifically listed in the WAPA-UGPR’s PSMTP document.
However, WAPA-UGPR indicated that these activities were performed and documented during
monthly substation inspections which included the requirement to “check outdoor substation
equipment, condition of oil filled equipment, [potential transformers] & [current transformers]
condition.”

With regard to DC control circuitry, WAPA-UGPR’s RCM study recommended the following testing
activities: a monthly visual inspection of the pilot light in the station house to verify trip coil continuity;
a three-year functional test of loss of AC and DC alarm signals; and a six-year time and travel test,
including functional test of trip-free and anti-pump. WAPA-UGPR clarified that the activities outlined
above were included as circuit breaker maintenance activities; DC control circuitry maintenance and
testing is included as part of that activity. However, the PSMTP document included the recommended
monthly visual inspection as a requirement every three years under the circuit breaker maintenance
plan. WAPA-UGPR clarified that the monthly visual inspection was included as part of the monthly
substation inspections, although this was not included in the PSMTP. Additionally, MRO determined
that the basis for the maintenance and testing interval was missing from WAPA-UGPR’s PSMTP
document prior to January 2010.
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MRO further noted that WAPA-UGPR failed to include a summary of maintenance and testing
procedures for microprocessor-based SPS relays. It appeared that WAPA-UGPR was using a condition-
based maintenance program for microprocessor relays.

According to the Technical Reference Guide, full monitoring requires continuous monitoring and
verification, which includes testing the functioning of the relays. MRO determined that WAPA-UGPR
did not provide an assessment of all relay operations and self-diagnosis and also did not provide a
summary of maintenance and testing for microprocessor-based relays. MRO determined that the
PSMTP document did not specifically indicate the level of monitoring taking place.

However, WAPA-UGPR was able to provide maintenance and testing records and supporting evidence
tied to maintenance and testing of its SPS. While WAPA-UGPR’s PSMTP document did not include a
schedule for testing of the SPS, WAPA-UGPR was able to provide evidence of actual SPS operation of
the eastern Montana generation dropping scheme and Miles City Converter Station runback scheme
which occurred on May 18, 2009 and August 5, 2009, respectively. WAPA-UGPR was able to
demonstrate that all the individual components within the SPS systems were maintained and tested.
Even though WAPA-UGPR did not have a defined maintenance and testing interval for SPS relays,
WAPA-UGPR maintained and tested the programmable logic controller (PLC) logic and SPS relays
within a 12-year interval. MRO also determined that although WAPA-UGPR did not maintain and test
one battery at its Dawson County substation, the device was common to the transmission Protection
System and was included in the violation of PRC-005-1 R2 (MR0200900135) addressed above.

MRO determined that WAPA-UGPR had a violation of PRC-017-0 R1 for failing to document
maintenance and testing procedures, maintenance and testing intervals and their basis, and a schedule
for maintenance and testing of SPS devices.

MRO determined the duration of the violation to be from June 18, 2007, the date the Standard became
mandatory and enforceable, through March 30, 2012, when WAPA-UGPR completed its Mitigation
Plan.

MRO determined that this violation posed a moderate risk to the reliability of the BPS, but did not pose
a serious or substantial risk. Specifically, WAPA-UGPR’s failures could have increased the risk that the
SPS would not operate as intended to detect abnormal system conditions and take automatic, pre-
planned, corrective action to provide acceptable system performance. However, WAPA-UGPR
provided maintenance and testing records and supporting evidence tied to maintenance and testing of
its SPS.
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PRC-001-1 R2 (MR0O201100361)
The purpose statement of Reliability Standard PRC-001-1 provides: “To ensure system protection is
coordinated among operating entities.”

PRC-001-1 R2 provides:

R2. Each Generator Operator and Transmission Operator shall notify reliability
entities of relay or equipment failures as follows:

R2.1. Ifaprotective relay or equipment failure reduces system reliability,
the Generator Operator shall notify its Transmission Operator and
Host Balancing Authority. The Generator Operator shall take
corrective action as soon as possible.

R2.2. Ifaprotective relay or equipment failure reduces system reliability,
the Transmission Operator shall notify its Reliability Coordinator
and affected Transmission Operators and Balancing Authorities.
The Transmission Operator shall take corrective action as soon as
possible.

PRC-001-1 R2 has a “High” VRF and a “Severe” VSL. The subject violation applies to WAUE’s
Transmission Operator (TOP) function.

On June 17, 2011, WAUE submitted a Self-Report citing noncompliance with PRC-001-1 R2. WAUE
identified the noncompliance after conducting an internal compliance assessment following the
Eastern Montana-Western North Dakota Disturbance, which occurred on June 17, 2010.

On the evening of June 16, 2010, a severe lightning storm accompanied by high straight-line winds and

heavy rainfall developed in the eastern portion of Montana, western North Dakota, and South Dakota.

Between 8:00 p.m. on June 16, 2010 and 5:00 p.m. on June 17, 2010, WAUE received over 4,000 analog
telemetry alarms in the area, indicative of numerous lightning strikes.

On June 17, 2010 at 12:03 a.m., an apparent lightning strike near WAUE’s Belfield substation resulted
in a failure of the Set A and Set B Protection System relays at the 345 kV line to Charlie Creek (Charlie
Creek-Belfield line). The Supervisory Control and Data Acquisition (SCADA) system reported two
alarms indicating these failures; however, the WAUE system operators failed to recognize the
importance of these alarms due to the high level of storm activity in the area and the need to filter and
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prioritize thousands of alarms. As a result, WAUE system operators did not take corrective action as
soon as possible and did not provide notice to the Reliability Coordinator or affected TOPs or Balancing
Authorities.

At 2:35 a.m., a fault developed on the Charlie Creek-Belfield line. The line relays at the Belfield
substation did not clear the fault because they had failed earlier. Instead, backup relays cleared the
fault, tripping 14 Bulk Electric System (BES) elements. At that time, WAUE determined that the Charlie
Creek-Belfield line would not be returned to service until maintenance staff arrived on site.!’

Throughout the morning of June 17, 2010, WAUE maintenance staff arrived on-site and determined
that the Set A and Set B relays were damaged beyond repair, and that the Charlie Creek-Belfield line
would remain out of service until Protection System repairs could be made. This outage was entered
into the Midcontinent Independent System Operator, Inc. (MISO) Reliability Coordinator outage
scheduler as a weather-related outage at 11:21 a.m., at which time the Reliability Coordinator and
neighboring TOPs and Balancing Authorities were made aware of the line loss.

The damaged Protection Systems were repaired and new relays were installed. The design,
installation, and checkout of the new Protection Systems was completed by July 13, 2010. At that
time, the Charlie Creek-Belfield 345 kV line was restored to service.

MRO determined that WAUE failed to review and respond to the alarms received when the apparent
lightning strike occurred at 12:03 a.m. on June 17, 2010, and delayed 2 hours and 32 minutes in
isolating the section of the transmission line associated with the failed protective relay equipment.
MRO determined that had WAUE recognized and responded to the alarms, the Charlie Creek-Belfield
line likely would have been removed from service earlier than it was, preventing the backup relay
action from tripping 14 BES elements.

MRO determined that WAUE had a violation of PRC-001-1 R2.2 for failing to take corrective action “as
soon as possible” when a protective relay or equipment failure reduced system reliability.!®

17 Because WAUE left the line out of service, MRO determined that the status of the relays would not have had a reliability
impact after the 2:35 a.m. fault.

18 Upon approving PRC-001-1, FERC directed NERC to develop modifications to the Standard to clarify the intent of the
phrase “as soon as possible” to include a specified time frame against which compliance could be measured; i.e., “as soon
as possible and no longer than 30 minutes after they receive notice of the failure.” See Mandatory Reliability Standards for
the Bulk Power System, Order No. 693, FERC Stats. & Regs. 1 31,242 at 9 1449 (Mar. 16, 2007). Although the modification
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MRO determined the duration of the violation to be from June 17, 2010, the date the Set A and Set B
relays on the Charlie Creek-Belfield line failed and WAUE failed to take corrective action “as soon as
possible,” through December 16, 2011, when WAUE completed its Mitigation Plan.

MRO determined that this violation posed a serious or substantial risk to the reliability of the BPS.
WAUE’s failure to review and acknowledge the alarms related to the Set A and Set B Protection System
relays and take corrective action as soon as possible resulted in the Charlie Creek-Belfield line staying
in service longer than it likely would have if WAUE promptly reviewed and acknowledged the alarms.
When a fault developed on the Charlie Creek-Belfield line 2 hours and 32 minutes later, backup relays
caused 14 BES elements on the WAUE system to trip.

Regional Entity’s Basis for Penalty
According to the Settlement Agreement, MRO did not assess a monetary penalty for the referenced
violations. In reaching this determination, MRO considered the following factors:

1. the violations constituted WAPA-UGPR’s first occurrence of violations of the subject NERC
Reliability Standards;*®

2. WAPA-UGPR was cooperative throughout the compliance enforcement process;

3. WAPA-UGPR self-reported the violation of PRC-001-1 R2 following a compliance assessment
conducted in conjunction with the event analysis process;

4. WAPA-UGPR had an internal compliance program (ICP) at the time of the violation which MRO
considered a mitigating factor;?°

has not yet been made to the language of the Standard, WAUE accepted the use of the clarification statements made by
FERC as proposed by MRO for the purposes of settlement.

19 MRO reported that WAPA-UGPR has its own PSMTP, is overseen by a separate administrator, and has a separate
compliance team from other WAPA Regions. Therefore, MRO did not consider the violation history of other WAPA-
affiliated entities to be an aggravating factor in the penalty determination.

20 MRO found that: (1) WAPA-UGPR formally implemented its ICP in June 2007; (2) WAPA-UGPR is one of four Regions
within WAPA which utilizes the same ICP, modified to contain references to MRO in addition to WECC; (3) the ICP identifies
program objectives and provides details of administrative responsibilities for staff; (4) the compliance manager is charged
with overall responsibility for implementing, managing, and monitoring compliance with NERC Reliability Standards; (5) the
ICP contains provisions for annual review, education and training, compliance monitoring (including internal and external
assessment), reporting mechanisms, investigating reports of non-compliance, development of corrective actions and
Mitigation Plans, disciplinary actions, program revisions, and a listing of applicable Standards; (6) the regional manager is
the designated senior manager responsible for compliance; (7) the regional manager is a member of the Federal Senior
Executive Service and reports directly to the administrator (the administrator is equivalent to a chief executive officer, and
a regional manager is equivalent to a senior vice president); (8) the compliance manager has unrestricted access to the
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5. there was no evidence of any attempt to conceal a violation nor evidence of intent to do so;

6. the violations of PRC-005-1 R1 and R2 and PRC-001-1 R2 posed a serious or substantial risk to
the reliability of the BPS, as discussed above;

7. the violations of PRC-008-0 R1 and PRC-017-0 R1 did not pose a serious or substantial risk to
the reliability of the BPS, as discussed above;

8. despite the loss of multiple BES elements during the Eastern Montana-Western North Dakota
Disturbance on June 17, 2010, no generation or customer load was lost as a result of the
violation of PRC-001-1 R2;

9. WAPA-UGPR agreed to perform certain above-and-beyond mitigating actions, as described
more fully below; and

10. there were no other mitigating or aggravating factors or extenuating circumstances that would

affect the assessed penalty.

Under the terms of the Settlement Agreement with MRO, WAPA-UGPR agreed that it has undertaken,
or will undertake certain above-and-beyond mitigating activities in order to prevent recurrence of
these violations and increase the reliability of the BPS:

1.

Following the compliance audit conducted in June 2010, WAPA-UGPR created a reliability
compliance specialist position in its maintenance engineering office. The compliance specialist
is responsible for developing, implementing, and continuously improving compliance with the
NERC Reliability Standards applicable to WAPA-UGPR’s maintenance program. This position
was created in December 2010. The estimated annual cost for this position is $150,000;

In 2011, WAPA-UGPR computer support personnel completed the development and installation
of new "system protection failure" alarms in the SCADA system. These alarms indicate when
two separate relay failure alarms collectively represent a line Protection System failure, thereby
eliminating the need for dispatchers to associate separate relay failure alarms that could occur
at different times and be separated from other unrelated alarms. Additionally in 2012, a data

regional manager for reporting on compliance issues and initiatives; (9) the regional manager reviews and approves Self-
Certifications and Self-Reports, as well as data submittals to NERC, MRO, and WECC, internal and external audits and
assessments, and reviews Mitigation Plans; and (10) the ICP is reviewed by the regional manager on an annual basis.

MRO also considered that WAPA-UGPR recognized the importance of training and equipping its system operators to
understand protection schemes and emergency operations procedures in determining not to assess a penalty for the PRC-
001-1 R2 violation.
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historian platform display and priority alarm indicator was created and implemented. This
indicator provides a detailed summary view of all alarm statuses related to system protection
on a single display. The estimated cost of these enhancements was $5,000;

WAPA-UGPR will pay for Basin Electric Power Cooperative (BEPC) to replace electromechanical
relays and communication equipment at BEPC’s Charlie Creek terminal of the Charlie Creek—
Belfield 345 kV line. The electromechanical relays will be replaced with microprocessor relays
utilizing mirrored bit over fiber communications for protection, control, and monitoring. The
cost of relay replacements, including labor, is estimated at $230,000. The anticipated
timeframe for completion of the relay and communication equipment replacement at the
Charlie Creek terminal is March 2014. WAPA-UGPR agrees to provide a report to MRO within
30 days of completion;

Power systems dynamics training was provided to WAPA-UGPR’s system operators in July 2012.
The training course covered the following topics: 1) fundamentals of power system
construction and operation; 2) control of MW and MVAR flow; 3) frequency and voltage control
processes; 4) voltage stability/voltage instability and voltage collapse; and 5) concepts of angle
stability/instability. The estimated cost of training, including system operator participation, was
$33,000;

WAPA-UGPR trainers developed and provided training on an annual basis to system operators
on power system protection, special protection schemes, and the PRC-001 Reliability Standard.
New system operators will receive the training prior to assuming shift duties. The estimated
cost of course development and annual participation by system operators is $25,000. This
training activity commenced in September 2012;

WAPA-UGPR’s system operators participated in on-site training developed by the Northwest
Power Pool (NWPP) in August 2012. Training covered reserve sharing, frequency management,
UFLS, voltage issues, and Time Error control. The estimated cost of system operator
participation in the training was $8,000; and

WAPA-UGPR provided a three-day “Standards Application to Power System Disturbance
Analysis” course to its system operators and planning staff in July 2013. The course examined
several past major power disturbances, various NERC Reliability Standards associated with the
disturbances, and how the disturbances could have been prevented or mitigated. The
estimated cost of participation in the training was $24,000.
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After consideration of the above factors and above-and-beyond mitigating activities, MRO determined
that, in this instance, the set of above-and-beyond mitigating actions, in lieu of a monetary penalty, is
appropriate and bears a reasonable relation to the seriousness and duration of the violations.

Status of Mitigation Plans?!

PRC-005-1 R1 (MR0O201000161)

WAPA-UGPR’s Mitigation Plan to address its violation of PRC-005-1 R1 was submitted to MRO on April
11, 2011 with a proposed completion date of June 24, 2011.22 The Mitigation Plan was accepted by
MRO on April 11, 2011 and approved by NERC on May 13, 2011. The Mitigation Plan for this violation
is designated as MIT-07-3560 and was submitted as non-public information to FERC on May 13, 2011 in
accordance with FERC orders.

WAPA-UGPR’s Mitigation Plan required WAPA-UGPR to:

1. revise its Protection System maintenance and testing program documentation to identify
maintenance and testing intervals and their basis for all Protection System components; and

2. revise its Protection System maintenance and testing program documentation to include a
summary of maintenance and testing procedures for all Protection System components.

WAPA-UGPR certified on September 13, 2011 that the above Mitigation Plan requirements were
completed on August 19, 2011. As evidence of completion of its Mitigation Plan, WAPA-UGPR
submitted the following:

1. documents which identify the maintenance and testing intervals and their basis, maintenance
procedures, and the maintenance implementation plan for each Protection System component:
a. WAUE INSTRUMENT TRANSFORMER.pdf;
b. WAUE RELAYS.pdf;
c. WAUE DC CONTROL CIRCUITRY.pdf;
d. WAUE BATTERY & CHARGER SYSTEMS.pdf ;

21 5ee 18 C.F.R § 39.7(d)(7).

22 An extension request was submitted on June 3, 2011 with a proposed completion date of July 29, 2011. A second
extension request was submitted on July 22, 2011 with a proposed completion date of August 19, 2011.

RELIABILITY | ACCOUNTABILITY




NERC Notice of Penalty

Western Area Power Administration — Upper Great Plains Region
Western Area Power Administration — Upper Great Plains East
February 27, 2014

Page 22

e. WAUE COMMUNICATIONS.pdf;

2. documents that are referenced throughout the individual Protection System component
program documents:

a. WAUE TAB1 Document - NERC PRC-005-2 Protection System Maintenance
Supplementary Reference & FAQ's; and

b. WAUE TAB2 Document - NERC Implementation Plan for PRC-005-2.

On September 13, 2011, after reviewing WAPA-UGPR’s submitted evidence, MRO verified that WAPA-
UGPR’s Mitigation Plan was completed on August 19, 2011.

PRC-005-1 R2 (MR0O200900135)

WAPA-UGPR’s Mitigation Plan to address its violation of PRC-005-1 R2 was submitted to MRO on
August 3, 2010 with a proposed completion date of May 4, 2012.23 The Mitigation Plan was accepted
by MRO on August 3, 2010 and approved by NERC on August 26, 2010. The Mitigation Plan for this
violation is designated as MIT-07-2723 and was submitted as non-public information to FERC on
August 26, 2010 in accordance with FERC orders.

WAPA-UGPR’s Mitigation Plan required WAPA-UGPR to:
1. perform required monthly battery maintenance and testing at every WAPA-UGPR-owned
substation;
2. revise its PSMTP to clearly define maintenance and testing intervals;
3. provide training on the revised PSMTP;

4. perform a complete inventory of all devices, examine maintenance and test records for
microprocessor-based relays and station batteries subject to PRC-005-1, and enter all data into
data management system; and

23 WAPA-UGPR first submitted a Mitigation Plan to address maintenance and testing of station batteries as identified in its
Self-Certification, with a proposed completion date of August 30, 2010. After acceptance of the Mitigation Plan, additional
concerns related to Protection System maintenance and testing were identified during the Compliance Audit. These
additional concerns required extensive analysis and revision of the Mitigation Plan to include all affected Protection System
devices. Therefore, MRO allowed WAPA-UGPR to revise the approved Mitigation Plan to expand the scope of activities on
February 2, 2012 and approved an extension of the completion date to March 16, 2012; the completion date was
subsequently extended to May 4, 2012.
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5. ensure that all relays installed prior to 1999 have been maintained and tested. For those relays
where no maintenance and test records were available, complete maintenance and testing of
those relays.

WAPA-UGPR certified on May 2, 2012 that the above Mitigation Plan requirements were completed on
May 2, 2012. As evidence of completion of its Mitigation Plan, WAPA-UGPR submitted the following:
1. WAUE Microprocessor Relays installed prior to 1999 Test Records.pdf;
2. UGPR Maintenance Program Document 11-15-2011.pdf;
3. UGPR Maintenance and Testing Program Summary Document (MTC) Document Rev. 10.pdf;
4. MRO Random Selection Protective Relay List-022712.xlsx;
5. UGPR Ry List Prior 1999-052312-mro;
6. Protection System Maintenance and Testing Questionnaire WAUE PRC-005-1 Self Report.doc;
7. WAUE PRC-005-1 R2 Self Report Questionnaire Worksheet.xlsx;
8. Documentation Reference Guide-WAUE/WAUW MRO PRC-005-1 R2 Mitigation Validation; and
9. Maintenance and Test Records for MRO Random Selection Protective Relay List.

On May 2, 2012, after reviewing WAPA-UGPR’s submitted evidence, MRO verified that WAPA-UGPR’s
Mitigation Plan was completed on May 2, 2012.

PRC-008-0 R1 (MR0O201000162)

WAPA-UGPR’s Mitigation Plan to address its violation of PRC-008-0 R1 was submitted to MRO on April
25, 2011 with a proposed completion date of June 27, 2011.2* The Mitigation Plan was accepted by
MRO on April 25, 2011 and approved by NERC on June 9, 2011. The Mitigation Plan for this violation is
designated as MIT-07-3667 and was submitted as non-public information to FERC on June 9, 2011 in
accordance with FERC orders.

WAPA-UGPR’s Mitigation Plan required WAPA-UGPR to:

1. develop a list identifying all UFLS equipment; and

2% An extension request was submitted on June 8, 2011 with a proposed completion date of July 29, 2011. A second
extension request was submitted on July 22, 2011 with a proposed completion date of August 19, 2011.
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2. revise documentation to provide schedules for maintenance and testing of all UFLS equipment.

WAPA-UGPR certified on September 13, 2011 that the above Mitigation Plan requirements were
completed on August 18, 2011. As evidence of completion of its Mitigation Plan, WAPA-UGPR
submitted the following:

1. PRC-008-0 R1 Milestone 1 UFLS Equipment List.pdf; and
2. WAUE UFLS Equipment List and Maintenance Schedule.xlsx.

On September 13, 2011, after reviewing WAPA-UGPR’s submitted evidence, MRO verified that WAPA-
UGPR’s Mitigation Plan was completed on August 18, 2011.

PRC-017-0 R1 (MR0O201000164)

WAPA-UGPR’s Mitigation Plan to address its violation of PRC-017-0 R1 was submitted to MRO on
November 1, 2011 with a proposed completion date of January 31, 2012.2> The Mitigation Plan was
accepted by MRO on November 1, 2011 and approved by NERC on November 17, 2011. The Mitigation
Plan for this violation is designated as MROMIT006031 and was submitted as non-public information to
FERC on November 18, 2011 in accordance with FERC orders.

WAPA-UGPR’s Mitigation Plan required WAPA-UGPR to:

1. develop a list identifying equipment for each SPS owned by WAPA-UGPR;
2. provide documentation of SPS maintenance and testing intervals, schedules, and dates; and
3. perform a comprehensive full inventory review of all SPS equipment.
WAPA-UGPR certified on March 30, 2012 that the above Mitigation Plan requirements were completed

on March 30, 2012. As evidence of completion of its Mitigation Plan, WAPA-UGPR submitted the
following:

1. Special Protection System Equipment Maintenance and Testing Questionnaire - PRC-017-0 R1
Potential Violation from WAUE June 2010 Audit;

2. Documentation Reference Guide-WAUE/WAUW MRO PRC-017-0 R1 Mitigation Validation;

25 An extension request was submitted on January 25, 2012 with a proposed completion date of February 29, 2012. A
second extension request was submitted on February 23, 2012 with a proposed completion date of March 15, 2012. On
March 12, 2012 a third extension request was submitted with a proposed completion date of March 30, 2012.
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3. Maintenance and Test Records for MRO Random Selection Protective Relay List;
4. UGPR(WAUE/WAUW) SPS Equipment List 1 of 2 113011.xls; and
5. UGPR(WAUE/WAUW) SPS Equipment List 2 of 2 112011.xIs.

On March 30, 2012, after reviewing WAPA-UGPR’s submitted evidence, MRO verified that WAPA-
UGPR’s Mitigation Plan was completed on March 30, 2012.

PRC-001-1 R2 (MR0O201100361)

WAUE’s Mitigation Plan to address its violation of PRC-001-1 R2 was submitted to MRO on November
1, 2011 with a proposed completion date of December 16, 2011. The Mitigation Plan was accepted by
MRO on November 1, 2011 and approved by NERC on November 17, 2011. The Mitigation Plan for this
violation is designated as MROMIT006033 and was submitted as non-public information to FERC on
November 18, 2011 in accordance with FERC orders.

WAUE’s Mitigation Plan required WAUE to provide training to system operators on PRC-001-1 R2.2 and
the requirement to take corrective action as soon as possible and to notify the Reliability Coordinator
and affected Balancing Authorities and TOPs when any protective relay or equipment fails.

WAUE certified on February 15, 2012 that the above Mitigation Plan requirements were completed on
December 16, 2011. As evidence of completion of its Mitigation Plan, WAUE submitted the following:
Operations Training.pdf;

WAUE List of Certified Operators.pdf;

WAUE PRC-001 Training Roster.pdf;

MISO Outage Request #1-00467339 rev 7 for 06/17/2010; and

LA A

WAUE Timesheets for personnel performing repair/replacement of Set A and Set B relays at
Belfield Substation.

On March 16, 2012, after reviewing WAUE’s submitted evidence, MRO verified that WAUE’s Mitigation
Plan was completed on December 16, 2011.
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Statement Describing the Assessed Penalty, Sanction or Enforcement Action Imposed?®
Basis for Determination

Taking into consideration the Commission’s direction in Order No. 693, the NERC Sanction Guidelines
and the Commission’s July 3, 2008, October 26, 2009 and August 27, 2010 Guidance Orders,?’ the
NERC BOTCC reviewed the Settlement Agreement and supporting documentation on February 4, 2014.
The NERC BOTCC approved the Settlement Agreement, including MRO’s determination not to assess a
monetary penalty against WAPA-UGPR, the above-and-beyond mitigating activities, and other actions
to facilitate future compliance required under the terms and conditions of the Settlement Agreement.
In approving the Settlement Agreement, the NERC BOTCC reviewed the applicable requirements of the
Commission-approved Reliability Standards and the underlying facts and circumstances of the
violations at issue.

In reaching this determination, the NERC BOTCC considered the following factors:
1. the violations constituted WAPA-UGPR’s first occurrence of violations of the subject NERC

Reliability Standards;

2. MRO reported that WAPA-UGPR was cooperative throughout the compliance enforcement
process;

3. WAPA-UGPR performed a compliance assessment following the Eastern Montana-Western
North Dakota Disturbance, which resulted in the self-reporting of the PRC-001-1 R2 violation;

4. WAPA-UGPR had an ICP at the time of the violation which MRO considered a mitigating factor,
as described above;

5. there was no evidence of any attempt to conceal a violation nor evidence of intent to do so;

6. MRO determined that the violations of PRC-005-1 R1 and R2 posed a serious or substantial risk
to the reliability of the BPS, as discussed above;

26 See 18 C.F.R. § 39.7(d)(4).

27 North American Electric Reliability Corporation, “Guidance Order on Reliability Notices of Penalty,” 124 FERC 9 61,015
(2008); North American Electric Reliability Corporation, “Further Guidance Order on Reliability Notices of Penalty,” 129 FERC
9 61,069 (2009); North American Electric Reliability Corporation, “Notice of No Further Review and Guidance Order,” 132
FERC 9 61,182 (2010).
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7. MRO reported that despite the loss of multiple BES elements during the Eastern Montana-
Western North Dakota Disturbance on June 17, 2010, no generation or customer load was lost
as a result of the violation of PRC-001-1 R2;

8. WAPA-UGPR agreed to perform certain above-and-beyond mitigating actions relating to
training of its system operators, hiring additional compliance staff, and replacing relays at the
Belfield substation, as described above; and

9. there were no other mitigating or aggravating factors or extenuating circumstances that would
affect the assessed penalty.

For the foregoing reasons, the NERC BOTCC approved the Settlement Agreement and believes that the
above-and-beyond mitigating actions in lieu of a monetary penalty are appropriate for the violations
and circumstances at issue, and are consistent with NERC’s goal to promote and ensure reliability of

the BPS.

Pursuant to 18 C.F.R. § 39.7(e), the penalty will be effective upon expiration of the 30-day period
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review the penalty, upon
final determination by FERC.

Attachments to be Included as Part of this Notice of Penalty

The attachments to be included as part of this Notice of Penalty are the following documents:

a) Settlement Agreement by and between MRO and WAPA-UGPR executed December 19, 2012,
included as Attachment a;

i. MRO’s Disposition of Violation dated November 27, 2013 (Attachment 1 to the Settlement
Agreement) with Exhibits 1-8:

1. MROQO’s Compliance Audit Worksheet dated June 8, 2010 for PRC-005-1 R1
(MR0O201000161), PRC-008-0 R1 (MR0O201000162), and PRC-017-0 R1 (MR0201000164)
(Exhibit 1 to the Disposition Document);

2. WAPA-UGPR’s Self-Certification for PRC-005-1 R2 (MR0200900135) dated October 29,
2009 (Exhibit 2 to the Disposition Document);

3. WAPA-UGPR’s Self-Report for PRC-001-1 R2 (MR0201100361) dated June 17, 2011
(Exhibit 3 to the Disposition Document);
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Mitigation Plan Information for the violation of PRC-005-1 R1 (MR0201000161) (Exhibit
4 to the Disposition Document):

i. WAPA-UGPR’s Mitigation Plan designated as MIT-07-3560 submitted April 11,
2011;

ii. WAPA-UGPR’s Certification of Mitigation Plan Completion dated September 13,
2011,

Mitigation Plan information for the violation of PRC-005-1 R2 (MR0O200900135) (Exhibit
5 to the Disposition Document):

i. WAPA-UGPR’s Mitigation Plan designated as MIT-07-2723 submitted August 3,
2010;

ii. WAPA-UGPR’s Certification of Mitigation Plan Completion dated May 2, 2012;

Mitigation Plan information for the violation of PRC-008-0 R1 (MR0201000162) (Exhibit
6 to the Disposition Document):

i. WAPA-UGPR’s Mitigation Plan designated as MIT-07-3667 submitted April
25,2011,

ii. WAPA-UGPR’s Certification of Mitigation Plan Completion dated September 13,
2011;

Mitigation Plan information for the violation of PRC-017-0 R1 (MR0201000164) (Exhibit
7 to the Disposition Document):

i. WAPA-UGPR’s Mitigation Plan designated as MROMIT006031 submitted
November 1, 2011;

ii. WAPA-UGPR’s Certification of Mitigation Plan Completion dated March 30, 2012;

Mitigation Plan information for the violation of PRC-001-1 R2 (MR0201100361) (Exhibit
8 to the Disposition Document):

i. WAPA-UGPR’s Mitigation Plan designated as MROMIT006033 submitted
November 1, 2011; and

ii. WAPA-UGPR’s Certification of Mitigation Plan Completion dated February 15,
2012.
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Notices and Communications: Notices and communications with respect to this filing may be

addressed to the following:

Gerald W. Cauley

President and Chief Executive Officer

North American Electric Reliability Corporation
3353 Peachtree Road NE

Suite 600, North Tower

Atlanta, GA 30326

(404) 446-2560

Charles A. Berardesco™

Senior Vice President and General Counsel
North American Electric Reliability Corporation
1325 G Street N.W., Suite 600

Washington, DC 20005

(202) 400-3000

(202) 644-8099 — facsimile
charles.berardesco@nerc.net

Daniel P. Skaar*

President

Midwest Reliability Organization
380 St. Peter Street, Suite 800
Saint Paul, MN 55102

(651) 855-1731
dp.skaar@midwestreliability.org

Sonia C. Mendonga*

Associate General Counsel and Director of
Enforcement

North American Electric Reliability Corporation
1325 G Street N.W., Suite 600

Washington, DC 20005

(202) 400-3000

(202) 644-8099 — facsimile
sonia.mendonca@nerc.net

Edwin G. Kichline*

Senior Counsel and Associate Director,
Enforcement Processing

North American Electric Reliability Corporation
1325 G Street N.W., Suite 600

Washington, DC 20005

(202) 400-3000

(202) 644-8099 — facsimile
edwin.kichline@nerc.net

Mark Buchholz*
Compliance Manager

Western Area Power Administration-Upper Great

Plains

1330 41st ST SE
Watertown, SD 57201
P:605-882-7550
buccholz@wapa.gov
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Sara E. Patrick*

Vice President of Regulatory Affairs and
Enforcement

Midwest Reliability Organization

380 St. Peter Street, Suite 800

Saint Paul, MN 55102

(651) 855-1708
se.patrick@midwestreliability.org

*Persons to be included on the Commission’s
service list are indicated with an asterisk. NERC
requests waiver of the Commission’s rules and
regulations to permit the inclusion of more than
two people on the service list.

Robert Harris*

Regional Manager

Western Area Power Administration-Upper Great
Plains

2900 Fourth Ave. North

Sixth Floor

Billings, MT 59101

406-255-2800

rharris@wapa.gov
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Conclusion

NERC respectfully requests that the Commission accept this Notice of Penalty as compliant with its

rules, regulations and orders.

Gerald W. Cauley

President and Chief Executive Officer

North American Electric Reliability Corporation
3353 Peachtree Road NE

Suite 600, North Tower

Atlanta, GA 30326

(404) 446-2560

Charles A. Berardesco

Senior Vice President and General Counsel
North American Electric Reliability Corporation
1325 G Street N.W., Suite 600

Washington, DC 20005

(202) 400-3000

(202) 644-8099 — facsimile
charles.berardesco@nerc.net

Respectfully submitted,

/s/ Sonia Mendonca

Sonia C. Mendonga

Associate General Counsel and Director of
Enforcement

North American Electric Reliability
Corporation

1325 G Street N.W., Suite 600
Washington, DC 20005

(202) 400-3000

(202) 644-8099 — facsimile
sonia.mendonca@nerc.net

Edwin G. Kichline

Senior Counsel and Associate Director,
Enforcement Processing

North American Electric Reliability
Corporation

1325 G Street N.W., Suite 600
Washington, DC 20005

(202) 400-3000

(202) 644-8099 — facsimile
edwin.kichline@nerc.net

cc: Western Area Power Administration — Upper Great Plains Region
Western Area Power Administration — Upper Great Plains East

Midwest Reliability Organization

Attachments
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verify the accuracy of the inputs to the microprocessor based relays.

Section D: Details of Proposed Mitigation Plan

DA

D.2

D.3

Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

During UGPR’s search for substation battery maintenance and testing records, it became more likely that some
records would not be found or battery maintenance and testing at some locations may have exceeded the
UGPR's defined intervals, an order was issued by the UGPR Maintenance Manager in late September 2009 to all
substation maintenance foremen. This order was to immediately perform the required battery maintenance and
testing as defined in our maintenance manual at every substation and complete it by October 30th, 2009. This
was accomplished and our records show that every substation has had the required monthly battery maintenance
and testing performed each month since that time.

The UGPR will rewrite their Maintenance Program document to more clearly state defined maintenance and
testing intervals, their basis, and eliminate the language related to deferred maintenance for equipment identified
to be replaced. Western will provide training to those employees responsible for adhering to our Maintenance
program document including the use of common forms. The UGPR will comprehensively identify those protection
system devices requiring maintenance and testing under PRC-005-1 R2. The UGPR will complete a thorough
examination of all records pertaining to PRC-005-1 and ensure all facets of the standard are being met and that
the appropriate documentation is entered into our CMMS database to support compliance.

Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

Proposed Completion date of Mitigation Plan: May 04, 2012

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:

*Proposed
Completion Date

(Shall not be greater
than 3 months apart)

Actual
Completion
Date

Milestone Activity Description

Perform required monthly battery
maintenance and testing at every
WAUE owned substation

07/30/2010

07/30/2010

Rewrite our Maintenance document to
more clearly state our defined
intervals.

Upon review of our maintenance
program document it was decided that
the maintenance intervals were not
clearly defined and were open ended,
also the issue of maintenance on a
piece of equipment once it was
identified to be replaced was too open
ended. Western's UGP maintenance
staff is rewriting their program
document to clearly state what each
defined interval is and to eliminate the
exclusion of maintenance on
equipment identified for replacement.

08/31/2010

08/23/2010

Page 5 of 9
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*Proposed

Completion Date Actual

Completion

Milestone Activity Description t‘f;‘:g ;ﬁ:;f?;;’) Date

Provide Training on latest version of | Western UGPR will provide training to 09/30/2010 09/30/2010
UGPR Maintenance Program all of it's maintenance staff responsible
for meeting the requirements of PRC-
005 including the use of common
forms. This will be accomplished via a
variety of methods including but not
limited to, Monday morning safety
meetings, weekly tailgate sessions,
foremen meetings with management,
management visits to work sites and
crew meetings.

Perform a complete examination of all Western's 3 state maintenance 09/30/2010 09/30/2010
data pertaining to PRC-005 and enter | managers were instructed to verify by
all data into our CMMS visual examination, all records
pertaining to PRC-005 for every
substation within their area of
responsibility. Montana and North
Dakota have both completed their
inventory and South Dakota is 85
percent completed. During the
verification, it was learned that at some
locations the monthly battery
maintenance and testing was
performed with the results logged in the
battery maintenance log but the
individual perfoming the work did not
complete the required substation
maintenance form and submit it to the
maintenance office for uploading into
Maximo. All battery maintenance log
books are being examined by
management personnel and scanned
into our CMMS maintenance database.

Work with the MRO to revise the The Upper Great Plains Region will 12/27/2010 12/27/2010
mitigation plan work with the MRO to revise the
mitigation plan for PRC-005-1 R2.

work with the MRO to revise the The Upper Great Plains Region will 03/27/2011 03/25/2011
mitigation plan work with the MRO regarding revisions
to the PRC-005-1 R2 Mitigation Plan.

work with the MRO to revise the The Upper Great Plains Region will 06/24/2011 06/24/2011
mitigation plan work with the MRO regarding revisions
to the PRC-005-1 R2 Mitigation Plan.

Work with the MRO to revise The Upper Great Plains Region will 09/16/2011 09/16/2011
mitigation plan work with the MRO regarding revisions
to the PRC-005-1 R2 Mitigation Plan.

| Page 6 of 9 112712013

u ASSURANCE | RESULTS



MIDWEST AUTHORIZED FOR RELEASE_2-27-2014

RELIABILITY ATTACHMENT 1
ORGANIZATION Exhibit 5

380 St. Peter Street, Ste. 800, Saint Paul, MN 55102 Midwest Reliability.org P.651.855.1760 F.651.855.1712

Disposition Document

Western Area Power Administration

MR0200900135, MR0201000161, MR0O201000162, MR0201000164, & MR0201100361
November 27, 2013

Page 57 of 91

Midwest Reliability Organization

I Novemnber 27, 2013
*Proposed
Completion Date Actua!
Completion
Milestone Activity Description t(f::':'s %i:;?’::;ﬁ’) Date
Work with the MRO to revise The Upper Great Plains Region will 11/30/2011 11/30/2011
mitigation plan work with the MRO regarding revisions
to the PRC-005-1 R2 Mitigation Plan
Ensure that all relays installed priorto | The Upper Great Plains Region will 12/31/2011 12/30/2011
1999 have been maintained and ensure that all relays installed prior to
tested 1999 have been maintained and tested.
upon completion of the The Upper Great Plains Region 01/20/2012 01/20/2012
comprehensive review (WAUEMWAUW) upon completion of
the comprehensive review of its
protection system components, will
ensure protective system equipment
are being maintained within the defined
maintenance schedule.
Mitigation Plan Completion The Upper Great Plains Region 05/04/2012 05/02/2012
Verification (WAUEMWAUW) will provide data to the
Midwest Reliability Organization to
validate completion of the Mitigation
Plan.

D.4 Additional Relevant Information (Optional)

The cause for the violation was heavy workload and competing priorities, inadequate work scheduling and record
retention and insufficient management pressure on the work crews to complete the required battery maintenance
and testing and submittal of the records. During the months of August 2009 and September 2009, UGPR had
been moving all substation maintenance records into DocuShare in order to more readily provide us a status of
our compliance position. As the UGPR was compiling our records and placing them in groups to input into
DocuShare it became apparent that some records were missing. The records were associated with monthly
battery maintenance and testing. We could not confirm that our battery inspections and testing were being
performed within our defined intervals.

Qur search for the needed records and the order to complete the required maintenance were conducted
concurrently. As of October 28, 2009, all of our facilities that affect the reliability of the BES have had the required
battery maintenance and testing performed and we have gathered the available records of all monthly battery
maintenance and testing performed since January of 2007. In addition, the UGPR Maintenance Manger
instructed all of his direct reports and those responsible for this standard to attend a 2-day Compliance workshop
sponsored by the MRO to reinforce the importance of Compliance and the need for proper record keeping and
work scheduling. UGPR had over 25 individuals attend this training.

| Page 7 of © 1112712013
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Section E: Interim and Future Reliability Risk

E.1 Abatement of Interim BPS Reliability Risk

While your organization is implementing the Mitigation Plan proposed in Section D of this form, the
reliability of the Bulk Power System may remain at higher risk or be otherwise negatively impacted until
the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify
any such risks or impacts; and (ii) discuss any actions that your organization is planning to take or is
proposing as part of the Mitigation Plan to mitigate any increased risk to the reliability of the bulk power
system while the Mitigation Plan is being implemented:

Maximo is Western's Computerized Maintenance Management System (CMMS). In Maximo, monthly
maintenance (PM's) are scheduled and a monthly Work Order is generated. Previous to this discovery, our battery
maintenance and testing was scheduled on an annual basis with data fields for monthly entries. The Work Order
tracks labor and costs against a job. Once a job is finished, the work order is completed, the PM resets and
automatically schedules the next due date for the following month. An assigned UGP Maintenance Specialist runs
a report each month to identify outstanding work orders. If a work order has not been completed, the priority is
elevated. The individuals assigned the work order must complete the work and enter the appropriate information
before the next month's work order can be scheduled. This process verifies all jobs are completed within our
defined intervals. Document management processes utilizing DocuShare have been implemented to prevent
future data loss. All substation battery maintenance and testing is scheduled in the CMMS. An assigned UGP
Maintenance Specialist monitors the status of open work orders and request copies of test results as soon as
work is completed. Copies of all inspection reports and work order reports are then converted to a pdf and stored
electronically in DocuShare.

E.2 Prevention of Future BPS Reliability Risk

Describe how successful completion of the Mitigation Plan as laid out in Section D of this form will
prevent or minimize the probability that your organization incurs further violations of the same or similar
reliability standards requirements in the future:

The improved document tracking along with CMMS ensures future collection and retention of the monthly
inspection reports. This procedure has been fully implemented as of October 28th, 2009. Western UGPR is
analyzing all of its maintenance requirements and ensuring a proper periodicity is entered for all activities. If the
requirement is for a monthly activity the CMMS/Maximo is being modified to require monthly reports, if the activity
is quarterly than a quarterly report will be required, etc.

The Upper Great Plains Region as an internal control will periodically sample maintenance and testing records for
protection system equipment to ensure compliance to its Maintenance Program and the PRC-005 Reliability
Standard. UGPR (WAUE/WAUW) will continue to review and revise its Maintenance Program Document as
necessary, looking for improvements to reflect a higher level of granularity for protection system equipment and
their respective maintenance and testing intervals through participation in NERC webinars, NERC Compliance
Workshops, MRO Compliance Workshops, and WECC Compliance User Group Meetings.

E.3 Your organization may be taking or planning other action, beyond that listed in the Mitigation Plan, as
proposed in Section D.1, to prevent or minimize the probability of incurring further violations of the same
or similar standards requirements listed in Section C.1, or of other reliability standards. If so, identify
and describe any such action, including milestones and completion dates:

UGPR (WAUE/WAUW) will review its Maintenance Program Document, looking for improvements to reflect a
higher level of granularity for maintenance and testing intervals for Protection System components as well as for
its maintenance and testing procedures.
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Section F: Authorization

An authorized individual must sign and date the signature page. By doing so, this individual, on behalf of
your organization:

(a) Submits the Mitigation Plan, as laid out in Section D, to the Regional Entity for acceptance and
approval by NERC, and

(b) If applicable, certifies that the Mitigation Plan, as laid out in Section D of this form, was completed (i)
as laid out in Section D of this form and (ii) on or before the date provided as the 'Date of Completion of
the Mitigation Plan' on this form, and

(c) Acknowledges:

1. I am Upper Great Plains Region Compliance Manager of Western Area Power Administration - Upper
2. | am qualified to sign this Mitigation Plan on behalf of Western Area Power Administration - Upper Great

3. | have read and understand Western Area Power Administration - Upper Great Plains East's obligations to

with Mitigation Plan requirements and ERO remedial action directives as well as ERO
documents, including, but not limited to, the NERC Rules of Procedure and the NERC CMEP
currently in effect or the NERC CMEP-Province of Manitoba, Schedule B currently in effect,
whichever is applicable.

4. | have read and am familiar with the contents of the foregoing Mitigation Plan.

5. Western Area Power Administration - Upper Great Plains East Agrees to be bound by, and comply with,

Plan, including the timetable completion date, as accepted by the Regional Entity, NERC,
and if required, the applicable governmental authorities in Canada.

Authorized Individual Signature:
(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

Authorized Individual
Name: Mark E. Buchholz
Title: Upper Great Plains Region Compliance Manager

Authorized On: December 10, 2011
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Certification of Mitigation Plan Completion

Submittal of a Certification of Mitigation Plan Completion shall include data or information sufficient for the
Regional Entity to verify completion of the Mitigation Plan. The Regional Entity may request additional data or
information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems
necessary to verify that all required actions in the Mitigation Plan have been completed and the Registered Entity
is in compliance with the subject Reliability Standard. (CMEP Section 6.6)

Registered Entity Name: Western Area Power Administration - Upper Great Plains East
NERC Registry ID: NCR01036

NERC Violation ID(s): MRO200900135
Mitigated Standard Requirement(s): PRC-005-1 R2,

Scheduled Completion as per Accepted Mitigation Plan: May 04, 2012
Date Mitigation Plan completed: May 02, 2012
MRO Notified of Completion on Date: May 02, 2012

Entity Comment:

Additional Comments

From Comment User Name

Entity The Upper Great Plains Region (UGPR) signs the revised mitigation plan | Mark Buchholz
for PRC-005-1 R2 with the understanding that the potential alleged
violation for PRC-005-1 R2 identified during the June 2010 Compliance
Audit is not considered a self report under this revised mitigation plan.

The Upper Great Plains Region signs the revised mitigation plan with the
understanding that this does not prevent the UGPR from contesting the
alleged violation associated with the PRC-005-1 R2 potential alleged
violation identified in the June 2010 Compliance Audit.

Additional Documents

From Document Name Description Size in Bytes

Entity UGPR MTC Document Rev Western Area Power Administration - Upper Great 1,089,031

10.pdf Plains Region - WAUE Maintenance and Testing
Program document.

Entity UGPR Maintenance Program 5,110,393
Document 11-15-2011. pdf

Entity Milestone 5 - MRO 56,067
Enforcement MTG Notes-
112310.pdf

Entity Milestone 5 - PRC-005-1 41,354
Arguments_3_12172010.pdf

Entity Milestone 6- Conference Call 15,796
with MRO Mitigation Staff 3-
16-11.pdf
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Additional Documents
From Document Name Description Size in Bytes
Entity Milestone 6 - Conference Call 39,000
with MRO Staff 3-16-11. pdf
Entity Milestone 6 - PRC-005-1 R1 9,000
Mitigation Plan 3-18-11.pdf
Entity Milestone 7 - PRC-005 R1 16,400
Mitigation Plan 4-5-2011.pdf
Entity Milestone 7 - MRO Letter 4-6- 120,622
2011.PDF
Entity Milestone 7- WAUE - PRC- 31,237
005-1 R1 Mitigation Plan 5-
‘ 24-2011.pdf
Entity Milestone 8 - PRC-005 30,012
Mitigation 7-20-2011. pdf
Entity Milestone 8 - PRC-005 & 30,595
PRC-008 Mitigation
Milestones 8-18-2011. pdf
Entity Milestone 8 - PRC-005 and 18,111
PRC-008 9-12-2011.pdf
Entity WAUE Microprocessor Relays 38,536
Installed Prior to 1999 Test
Records. pdf
Entity Milestone 9 - WAPA PRC-005 18,553
R2 Mitigation Plan and
Validation of Completion
RI.pdf
Entity Milestone 9 - WAUE PRC- 34,668
005-1 R2 Revised Mitigation
Plan MEB. pdf
Entity PRC-005-1 R2 Revised 178,814
Mitigation Plan - Signed
MEB1.pdf
Entity MRO_RANDOM_SELECTION- 20,191
_PROTECTIVE_RELAY_LIST
-022712.xlsx

| certify that the Mitigation Plan for the above named violation(s) has been completed on the date shown above

and that all submitted information is complete and correct to the best of my knowledge.

Name:
Title:
Email:

Mark E. Buchholz
Upper Great Plains Region Compliance Manager
buchholz@wapa.gov

Phone: 1 (605) 882-7550

Authorized Signhature

Date

(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)
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Section C: Identification of Reliability Standard Violation(s) Associated with this Mitigation Plan

CA1 This Mitigation Plan is associated with the following violation(s) of the reliability standard listed below:

Violation ID ‘ Date of Violation [ Requirement

Requirement Description
MRO201000162 ‘ 08/23/2007 ’ PRC-008-0 R1

The Transmission Owner and Distribution Provider with a UFLS program (as required by its Regional Reliability
Organization) shall have a UFLS equipment maintenance and testing program in place. This UFLS equipment
maintenance and testing program shall include UFLS equipment identification, the schedule for UFLS equipment
testing, and the schedule for UFLS equipment maintenance.

c2 Brief summary including the cause of the violation(s) and mechanism in which it was identified above:

The Potential Alleged Violation was identified during a combined MRO/WECC 693 Audit conducted on June 8-10,
2010. The team conducting the audit found the UGPR (WAUE/MWAUW) allegedly non-compliant in that the team's
findings indicated the UGPR UFLS maintenance and testing program does not have a schedule for the
maintenance and testing of the entire DC control circuitry.

(@ Provide any relevant information regarding the identification of the violation(s) associated with this Mitigation Plan:

UGPR identified their UFLS equipment by providing inventory lists of the UFLS relays and DC circuitry, location of
PTs and station batteries in the June 2010 Audit. Also furnished in the June 2010 Audit were schedules for testing
and maintenance of UFLS equipment.

Per the current maintenance and testing program, Station batteries are tested and maintained annually. Station
batteries were checked also on a monthly basis until the current version of the maintenance and testing program
became effective (January 20, 2010). Thermo-graphic inspections are performed on instrument transformers
annually. DC control systems are checked during breaker operations or service and by indicating lamps.
Microprocessor relays are monitored by reviewing all relay operations and self diagnosis of the relays.
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Section D: Details of Proposed Mitigation Plan

DA Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

UGPR (WAUE/MWAUW) will provide a list identifying all UFLS equipment.

UGPR (WAUE/WAUW) will provide schedules for maintenance and testing on all UFLS equipment.

D.2 Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

Proposed Completion date of Mitigation Plan: August 19, 2011

D.3 Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:
*Proposed
Completion Date Actua!
el ; Completion
= e CEA all n e greater
Milestone Activity Description e 51 rsoite Ap art) Date
UGPR (WAUE/WAUW) will provide a | UGPR (WAUE/WAUW) will provide a a 06/06/2011 06/06/2011
a list identifying all UFLS Equipment. list identifying all UFLS Equipment.
UGPR (WAUE/WAUW) will provide UGPR (WAUE/WAUW) will provide 08/19/2011 08/18/2011
schedules for maintenance and schedules for maintenance and testing
testing on all UFLS Equipment. on all UFLS Equipment.

D.4 Additional Relevant Information (Optional)

The standard requires the Transmission Owner to have a UFLS equipment maintenance and testing program
which includes UFLS equipment identification, and schedules for the maintenance and testing of UFLS
Equipment. UGPR (Upper Great Plains Region) UFLS equipment is identified as part of the UGPR Maintenance
Program. The UGPR UFLS equipment maintenance and testing schedules and interval are based on UGPR's
reliability centered maintenance (RCM) program. The UGPR has identified Power Circuit Breakers, DC Circuitry,
Relays, Instrument Transformers, and Batteries within the Region's UFLS Program.

Page 5 of 7 11/27/2013
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Section E: Interim and Future Reliability Risk

EA

E2

E.3

Abatement of Interim BPS Reliability Risk

While your organization is implementing the Mitigation Plan proposed in Section D of this form, the
reliability of the Bulk Power System may remain at higher risk or be otherwise negatively impacted until
the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify
any such risks or impacts; and (ii) discuss any actions that your organization is planning to take or is
proposing as part of the Mitigation Plan to mitigate any increased risk to the reliability of the bulk power
system while the Mitigation Plan is being implemented:

The UGPR has identified its UFLS Equipment and presently has in place a maintenance and testing program for
its UFLS Equipment. Power Circuit Breakers are maintained through limited service and testing every three years
and routine service and testing every six years. Station batteries are tested and maintained annually. Thermo-
graphic inspections are performed on instrument transformers annually. DC circuitry is checked during breaker
operations or service and by indicating lamps. Electro-mechanical and solid state relays are bench tested every
four years. UGPR RCM studies determined that time based routine testing at regular intervals is not necessary for
the microprocessor based relays. The condition of the microprocessor relays is observed by reviewing all relay
operations and self diagnosis of the relays.

Prevention of Future BPS Reliability Risk

Describe how successful completion of the Mitigation Plan as laid out in Section D of this form will
prevent or minimize the probability that your organization incurs further violations of the same or similar
reliability standards requirements in the future:

By identifying UFLS Equipment and providing schedules for maintenance and testing within the UGPR, the
Registered Entity will provide the level of detail needed to provide the Regional Organization sufficient evidence to
prove compliance to the PRC-008-1 R1 Requirement.

Your organization may be taking or planning other action, beyond that listed in the Mitigation Plan, as
proposed in Section D.1, to prevent or minimize the probability of incurring further violations of the same
or similar standards requirements listed in Section C.1, or of other reliability standards. If so, identify
and describe any such action, including milestones and completion dates:

UGPR (WAUE/WAUW) will review its Maintenance Program Document, looking for improvements to reflect a
higher level of granularity for UFLS equipment and their respective maintenance and testing intervals.

| Page 6.of 7 112712013
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Section F: Authorization

An authorized individual must sign and date the signature page. By doing so, this individual, on behalf of
your organization:

(a) Submits the Mitigation Plan, as laid out in Section D, to the Regional Entity for acceptance and
approval by NERC, and

(b) If applicable, certifies that the Mitigation Plan, as laid out in Section D of this form, was completed (i)
as laid out in Section D of this form and (ii) on or before the date provided as the 'Date of Completion of
the Mitigation Plan' on this form, and

(c) Acknowledges:

1. 1 am Upper Great Plains Region Compliance Manager of Western Area Power Administration - Upper
2. | am qualified to sign this Mitigation Plan on behalf of Western Area Power Administration - Upper Great

3. | have read and understand Western Area Power Administration - Upper Great Plains East's obligations to

with Mitigation Plan requirements and ERO remedial action directives as well as ERO
documents, including, but not limited to, the NERC Rules of Procedure and the NERC CMEP
currently in effect or the NERC CMEP-Province of Manitoba, Schedule B currently in effect,
whichever is applicable.

4. | have read and am familiar with the contents of the foregoing Mitigation Plan.

5. Western Area Power Administration - Upper Great Plains East Agrees to be bound by, and comply with,

Plan, including the timetable completion date, as accepted by the Regional Entity, NERC,
and if required, the applicable governmental authorities in Canada.

Authorized Individual Signature:
(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

Authorized Individual
Name: Mark E. Buchholz
Title: Upper Great Plains Region Compliance Manager

Authorized On: April 21, 2011
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Certification of Mitigation Plan Completion

Submittal of a Certification of Mitigation Plan Completion shall include data or information sufficient for the
Regional Entity to verify completion of the Mitigation Plan. The Regional Entity may request additional data or
information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems
necessary to verify that all required actions in the Mitigation Plan have been completed and the Registered Entity
is in compliance with the subject Reliability Standard. (CMEP Section 6.6)

Registered Entity Name: Western Area Power Administration - Upper Great Plains East
NERC Registry ID: NCR01036
NERC Violation ID(s): MRO201000162
Mitigated Standard Requirement(s): PRC-008-0 R1,
Scheduled Completion as per Accepted Mitigation Plan: August 19, 2011
Date Mitigation Plan completed: August 18, 2011
MRO Notified of Completion on Date: September 13, 2011
Entity Comment:

Additional Documents

From Document Name Description Size in Bytes
Entity PRC-008-0 R1 Milestone 1 WAUE/MWAUW PRC-008-0 R1 Mitigation. Milestone 1. 75,722
UFLS Equipment List. pdf UGPR UFLS Equipment List.
Entity WAUE UFLS Equipment List 19,262
and Maintenance
Schedule.xIsx

| certify that the Mitigation Plan for the above hamed violation(s) has been completed on the date shown above
and that all submitted information is complete and correct to the best of my knowledge.

Name: Mark E. Buchholz

Title:  Upper Great Plains Region Compliance Manager
Email:  buchholz@wapa.gov

Phone: 1 (605) 882-7550

Authorized Signature Date

(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)
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Mitigation Plan for MR0O201000164 (PRC-017-0, R1) and
Certification of Mitigation Plan Completion
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Mitigation Plan

Registered Entity: Western Area Power Administration - Upper Great Plains

Mit Plan Code NERC Violation ID Requirement Violation Validated On Mit Plan Version
MROMIT006031 MRO201000164 PRC-017-0 R1 07/12/2010 1

Mitigation Plan Submitted On: November 01, 2011
Mitigation Plan Accepted On: November 01, 2011
Mitigation Plan Proposed Completion Date: March 30, 2012
Actual Completion Date of Mitigation Plan: March 30, 2012
Mitigation Plan Certified Complete by WAPA On: March 30, 2012
Mitigation Plan Completion Verified by MRO On: March 30, 2012
Mitigation Plan Completed? (Yes/No): Yes

| Page 1 of & 112772013
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Section A: Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

(1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
Registered Entity's point of contact described in Section B.

(2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.

(3) The cause of the Alleged or Confirmed Violation(s).

(4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).

(5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).

(6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
implemented.

(7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
will be fully implemented and the Alleged or Confirmed Violation(s) corrected.

(8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
completion dates more than three (3) months from the date of submission. Additional violations could be
determined or recommended to the applicable governmental authorities for not completing work associated with
accepted milestones.

(9) Any other information deemed necessary or appropriate.

(10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
submittals.

(11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
entity(ies) and NERC.

» The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

» This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

« If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

» Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

* Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

* The user has read and accepts the conditions set forth in these Compliance Notices.
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Section B: Registered Entity Information
B.1 Identify your organization:

Entity Name: Western Area Power Administration - Upper Great Plains East

NERC Compliance Registry ID: NCR01036

Address: 2900 Fourth Ave North
Sixth Floor
Billings MT 59101

B.2 Identify the individual in your organization who will serve as the Contact to the Regional Entity regarding
this Mitigation Plan. This person shall be technically knowledgeable regarding this Mitigation Plan and
authorized to respond to Regional Entity regarding this Mitigation Plan:

Name: Mark E. Buchholz

Title: Upper Great Plains Region Compliance Manager
Email: buchholz@wapa.gov
Phone: 605-882-7550

| Page3ofs 112712013
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Section C: Identification of Reliability Standard Violation(s) Associated with this Mitigation Plan

CA

This Mitigation Plan is associated with the following violation(s) of the reliability standard listed below:

Violation ID ‘ Date of Violation ‘ Requirement

Requirement Description

MRO201000164 ‘ 08/23/2007 ’ PRC-017-0 R1

The Transmission Owner, Generator Owner, and Distribution Provider that owns an SPS shall have a system
maintenance and testing program(s) in place. The program(s) shall include:

C.2

C3

Brief summary including the cause of the violation(s) and mechanism in which it was identified above:

The Potential Alleged Violation was identified during a combined MRO/MWECC 693 Audit conducted on June 8-10,
2010.

The Audit Team found UGP allegedly non-compliant in both MRO and WECC as the UGPR maintenance and
testing procedure of the DC control circuitry was not complete and did not have a schedule for the maintenance
and testing of the DC control circuitry for the SPS.

The audit team found UGPR allegedly non-compliant in both MRO and WECC as the UGPR maintenance and
testing procedure of the microprocessor based relays was not complete and did not identify a schedule for
microprocessor based relay maintenance and testing.

The audit team found the UGPR (WAUE/MWAUW) allegedly non-compliant in that although the team's findings
indicated the UGPR maintains and tests individual components of the SPS, it does not schedule system testing of
the SPS/RAS systems. The audit team found the UGPR allegedly non-compliant as the UGPR failed to provide
evidence of schedule for system testing and maintenance.

Provide any relevant information regarding the identification of the violation(s) associated with this Mitigation Plan:

The Upper Great Plains Region references the UGPR Maintenance Program document as the program document
for the UGPR SPS program. Summary of maintenance and testing procedures are identified in UGPR Work
Orders and/or Job Plan Detail Listings. Work Orders for the maintenance and testing of SPS equipment are
generated at the beginning of the calendar year. The UGPR protection system maintenance and testing intervals
are based on the UGPR Reliability Centered Maintenance (RCM) Program. Station batteries are tested and
maintained annually. Thermo-graphic inspections are performed on instrument transformers annually.
Communication channels are being monitored on a continuous basis. DC control systems are checked during
breaker operations or service and by control panel indicating lamps. Prior to the June 2010 audit, UGPR RCM
studies determined that time based routine testing at regular intervals was not necessary for the microprocessor
based relays. The condition of the relays is observed by reviewing all relay operations and self diagnosis of the
microprocessor relays.

During the June 2010 Audit, the Subject Matter Expert indicated the DC control circuitry is part of the SPS. The
operator sends the signal to trip the breaker during maintenance and testing, however does not perform the
functional test of the entire path of DC Control circuitry. It was confirmed that UGPR does not perform the test on
the DC control circuitry from the relay to the trip bus; i.e. the two wires on both sides of the relay contacts. During
the June 2010 Audit, the Subject Matter Expert (SME) indicated, the UGPR RCM study shows probability of
failure of the DC control circuitry from the relay to the trip bus is very low. The Audit Team found UGP allegedly
non-compliant in both MRO and WECC as the UGP maintenance and testing procedure of the DC control circuitry
was not complete and did not have a schedule for the maintenance and testing of the DC control circuitry for the
SPS. During the SME interview, the UGPR SME was questioned on Microprocessor based relays and the
maintenance and testing procedure. The SME indicated, RCM studies determined that time based routine testing
at regular intervals for microprocessor relays is not necessary since they incorporate a self-diagnosis process.

The audit team found UGPR allegedly non-compliant in both MRO and WECC as the UGPR maintenance

u ASSURANCE | RESULTS



MIDWEST AUTHORIZED FOR RELEASE_2-27-2014

RELIABILITY ATTACHMENT 1
ORGANIZATION Exhibit 7

380 St. Peter Street, Ste. 800, Saint Paul, MN 55102 Midwest Reliability.org P.651.855.1760 F.651.855.1712

Disposition Document

Western Area Power Administration

MR0200900135, MR0201000161, MR0201000162, MR0201000164, & MR0201100361
November 27, 2013

Page 76 of 91

Midwest Reliability Organization

N November 27, 2013

and testing procedure of the microprocessor based relays was not complete and has not identified a schedule for
microprocessor based relay maintenance and testing. The SME indicated, UGPR maintains and tests individual
and overlapping components of the SPS. However, the UGPR did not schedule system testing of the SPS/RAS
systems. The audit team finds UGP non-compliant as the UGP failed to provide evidence of schedule for system
testing and maintenance.

Section D: Details of Proposed Mitigation Plan

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

UGPR (WAUE/WAUW) will provide a list identifying equipment for each SPS the UGPR owns. The list will include,
but will not be limited to relays, instrument transformers, communication systems (where appropriate), and
batteries.

UGPR (WAUE/WAUW) will provide documentation of maintenance and testing intervals and their basis for
Special Protection Schemes owned by the UGPR. The UGPR will provide a summary of the SPS testing
procedure. The UGPR will provide schedules for SPS system maintenance and testing for each SPS owned by
the UGPR.

The Upper Great Plains Region (WAUE/WAUW) will perform a comprehensive (full inventory) review of its Special
Protection System equipment.

The Upper Great Plains Region (WAUE/WAUW) upon completion of the comprehensive review of its Special
Protection System equipment, will ensure the Special Protection System equipment is being maintained within the
defined schedule.

The Upper Great Plains Region (WAUE/MWAUW) will provide data to the Midwest Reliability Organization to
validate completion of the Mitigation Plan.

D.2 Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

Proposed Completion date of Mitigation Plan: March 30, 2012

D3 Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:
*Proposed

Completion Date Actual

il ; Completion
2 T et all n: e greater

Milestone Activity Description e Sonneaen) Date

UGPR (WAUE/WAUW) will provide a | UGPR (WAUEMVAUW) will provide a 11/30/2011 11/29/2011
list identifying equipment for each list identifying equipment for each SPS
SPS the UGPR owns. that the UGPR owns. The list will

include, but will not be limited to relays,
instrument transformers,
communication systems (where
appropriate), and batteries.
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*Proposed
Completion Date Actua!
Completion
Milestone Activity Description t(f::':'s %i:;?’::;ﬁ’) Date
UGPR (WAUE/MWAUW) will provide UGPR (WAUE/WAUW) will provide 11/30/2011 11/29/2011
documentation of SPS maintenance documentation of maintenance and
and testing intervals, schedules, and testing intervals and their basis for
dates. Special Protection Schemes owned by
the UGPR. The UGPR will provide a
summary of the SPS testing procedure.
The UGPR will provide schedules for
8PS system maintenance and testing
for each SPS owned by the UGPR.
The Upper Great Plains Region The Upper Great Plains Region 11/30/2011 11/30/2011
(WAUEMWAUW) will perform a (WAUE/MWAUW) will perform a
comprehensive (full inventory) review | comprehensive (full inventory) review
of its SPS equipment of its Special Protection System
equipment.
The Upper Great Plains Region The Upper Great Plains Region 12/30/2011 12/30/2011
(WAUE/WAUW) will follow up on SPS | (WAUEMAUW) upon completion of
equipment maintenance. the comprehensive review of its Special
Protection System equipment, will
ensure the Special Protection System
equipment is being maintained within
the defined schedule.
The Upper Great Plains Region The Upper Great Plains Region 03/30/2012 03/30/2012
(WAUE/WAUW) will provide data to | (WAUEMWAUW) will provide data to the
the Midwest Reliability Organization. Midwest Reliability Organization to
validate completion of the Mitigation
Plan.

D.4 Additional Relevant Information (Optional)

The equipment of all UGPR Special Protection Systems (SPS) are maintained in the same manner as all other
protection system equipment. No differentiation regarding maintenance and testing is made because the
protection system equipment is part of an SPS. The PRC-017 Reliability Standard requires the Transmission
Owner to develop a system maintenance and testing program and within the program include the maintenance
and testing intervals and the basis for these intervals. This standard also defines the components that make up
the system; relays, instrument transformers, communication systems where appropriate and batteries. The
UGPR tests individual components of the SPS schemes per the Upper Great Plains Regional Maintenance
Program. Unscheduled testing is accomplished though the actual implementation of the schemes as designed.
The systems are tested and analyzed every time they operate. If any SPS system does not operate correctly,
corrective actions are initiated to correct any problem or deficiency.
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Section E: Interim and Future Reliability Risk

E.A1

E2

E.3

Abatement of Interim BPS Reliability Risk

While your organization is implementing the Mitigation Plan proposed in Section D of this form, the
reliability of the Bulk Power System may remain at higher risk or be otherwise negatively impacted until
the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify
any such risks or impacts; and (ii) discuss any actions that your organization is planning to take or is
proposing as part of the Mitigation Plan to mitigate any increased risk to the reliability of the bulk power
system while the Mitigation Plan is being implemented:

Risk to Bulk Electric System is minimal as maintenance and testing been performed on SPS Equipment in
accordance with the UGPR Maintenance Program. The UGPR maintains and tests individual and overlapping
components of each SPS.

Prevention of Future BPS Reliability Risk

Describe how successful completion of the Mitigation Plan as laid out in Section D of this form will
prevent or minimize the probability that your organization incurs further violations of the same or similar
reliability standards requirements in the future:

By identifying SPS Equipment and providing schedules for system maintenance and testing within the UGPR, the
Registered Entity will provide the level of detail required to provide the Regional Organization evidence to prove
compliance to the PRC-017-0 R1 Requirement.

The Upper Great Plains Region as an internal control will periodically sample maintenance and testing records for
SPS equipment to ensure compliance to its Maintenance Program and the PRC-017 Reliability Standard.

Your organization may be taking or planning other action, beyond that listed in the Mitigation Plan, as
proposed in Section D.1, to prevent or minimize the probability of incurring further violations of the same
or similar standards requirements listed in Section C.1, or of other reliability standards. If so, identify
and describe any such action, including milestones and completion dates:

UGPR (WAUE/WAUW) will continue to review and revise its Maintenance Program Document as necessary,
looking for improvements to reflect a higher level of granularity for SPS equipment and their respective
maintenance and testing intervals through participation in NERC webinars, NERC Compliance Workshops, MRO
Compliance Workshops, and WECC Compliance User Group Meetings.
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Section F: Authorization

An authorized individual must sign and date the signature page. By doing so, this individual, on behalf of
your organization:

(a) Submits the Mitigation Plan, as laid out in Section D, to the Regional Entity for acceptance and
approval by NERC, and

(b) If applicable, certifies that the Mitigation Plan, as laid out in Section D of this form, was completed (i)
as laid out in Section D of this form and (ii) on or before the date provided as the 'Date of Completion of
the Mitigation Plan' on this form, and

(c) Acknowledges:

1. I am Upper Great Plains Region Compliance Manager of Western Area Power Administration - Upper
2. | am qualified to sign this Mitigation Plan on behalf of Western Area Power Administration - Upper Great

3. | have read and understand Western Area Power Administration - Upper Great Plains East's obligations to

with Mitigation Plan requirements and ERO remedial action directives as well as ERO
documents, including, but not limited to, the NERC Rules of Procedure and the NERC CMEP
currently in effect or the NERC CMEP-Province of Manitoba, Schedule B currently in effect,
whichever is applicable.

4. | have read and am familiar with the contents of the foregoing Mitigation Plan.

5. Western Area Power Administration - Upper Great Plains East Agrees to be bound by, and comply with,

Plan, including the timetable completion date, as accepted by the Regional Entity, NERC,
and if required, the applicable governmental authorities in Canada.

Authorized Individual Signature:
(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

Authorized Individual
Name: Mark E. Buchholz

Title: Upper Great Plains Region Compliance Manager

Authorized On: November 01, 2011

| Page 8 of 8 111272013

u ASSURANCE | RESULTS



MIDWEST

AUTHORIZED FOR RELEASE_2-27-2014

RELIABILITY
ORGANIZATION

ATTACHMENT 1
Exhibit 7

380 St. Peter Street, Ste. 800, Saint Paul, MN 55102

Disposition Document

Western Area Power Administration

MRO200900135, MR0201000161, MR0O201000162, MR0O201000164, & MR0O201100361

November 27, 2013
Page 80 of 91

Midwest Reliability Organization

Certification of Mitigation Plan Completion

Midwest Reliability.org

P.651.855.1760 F.651.855.1712

November 27, 2013

Submittal of a Certification of Mitigation Plan Completion shall include data or information sufficient for the
Regional Entity to verify completion of the Mitigation Plan. The Regional Entity may request additional data or
information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems
necessary to verify that all required actions in the Mitigation Plan have been completed and the Registered Entity
is in compliance with the subject Reliability Standard. (CMEP Section 6.6)

Registered Entity Name:

NERC Registry ID: NCR01036
NERC Violation ID(s). MRO201000164
Mitigated Standard Requirement(s): PRC-017-0 R1,

Scheduled Completion as per Accepted Mitigation Plan: March 30, 2012
Date Mitigation Plan completed: March 30, 2012
MRO Notified of Completion on Date: March 30, 2012

Entity Comment:

Western Area Power Administration - Upper Great Plains East

Additional Documents

From

Document Name

Description

Size in Bytes

Entity

PRC-017-0 R1 Mitigation -
Milestone 2 SPS
Documentation. pdf

13,981

Entity

PRC-017-0 Mitigation -
Milestone 2 Maint Program
Section C.pdf

60,145

Entity

PRC-005-2 Supplemental
Reference. pdf

972,089

Entity

Implementation Plan for PRC-
005-2.pdf

91,013

Entity

PRC-017-0 R1 Mitgation -
Milestone 1 SPS Equipment
ID List.pdf

39,622

Entity

UGPR (WAUE WAUW) SPS
EQUIPMENT LIST 1 of 2
113011 .xlsx

18,600

Entity

UGPR (WAUE WAUW) SPS
EQUIPMENT LIST 2 of 2
113011.pdf

59,127

Entity

Milestone 4 WAPA PRC-017
Mitigation 123011.xls

53,248

Entity

3-22-12 WAUE_WAUW
MRO_PRC-017-
0_R2_MITIGATION-
VALIDATION-rev1_031312-

141,461

Page 1 of 2
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] November 27, 2013
Additional Documents
From Document Name Description Size in Bytes
Entity final. pdf 141,461
Entity 3-22-12 BEFDb6. pdf 126,616
Entity 3-22-12 BEFb7.pdf 161,933
Entity 3-22-12 BEFdc6. pdf 411,270
Entity 3-22-12 DCb3.pdf 214,116
Entity 3-22-12 DCb4. pdf 328,844
Entity 3-22-12 DCb6.pdf 290,730
Entity 3-22-12 DCb7.pdf 297,666
Entity 3-22-12 DCb8.pdf 337,789
Entity 3-22-12 DCr10.pdf 497,117
Entity 3-22-12 DCr11.pdf 498,120
Entity 3-22-12 MC2r4.pdf 492,169
Entity 3-22-12 MC2r5.pdf 462,921
Entity 3-22-12 MC4r4.pdf 462,188
Entity 3-22-12 MCA4r5. pdf 130,960

| certify that the Mitigation Plan for the above named violation(s) has been completed on the date shown above

and that all submitted information is complete and correct to the best of my knowledge.

Name: Mark E. Buchholz

Title:  UGPR Compliance Manager
Email:  buchholz@wapa.gov
Phone: 1 (605) 882-7550

Authorized Signature

Date

(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

Page 2 of 2
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Certification of Mitigation Plan Completion
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Mitigation Plan

Registered Entity: Western Area Power Administration - Upper Great Plains

Mit Plan Code NERC Violation ID Requirement Violation Validated On Mit Plan Version
MROMITO06033 MRO201100361 PRC-001-1 R2 08/19/2011 1

Mitigation Plan Submitted On: November 01, 2011
Mitigation Plan Accepted On: November 01, 2011
Mitigation Plan Proposed Completion Date: December 16, 2011
Actual Completion Date of Mitigation Plan: December 16, 2011
Mitigation Plan Certified Complete by WAPA On: February 15, 2012
Mitigation Plan Completion Verified by MRO On: March 16, 2012
Mitigation Plan Completed? (Yes/No): Yes
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Section A: Compliance Notices

Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

(1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
Registered Entity's point of contact described in Section B.

(2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.

(3) The cause of the Alleged or Confirmed Violation(s).

(4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).

(5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).

(6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
implemented.

(7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
will be fully implemented and the Alleged or Confirmed Violation(s) corrected.

(8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
completion dates more than three (3) months from the date of submission. Additional violations could be
determined or recommended to the applicable governmental authorities for not completing work associated with
accepted milestones.

(9) Any other information deemed necessary or appropriate.

(10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
submittals.

(11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
entity(ies) and NERC.

» The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

» This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

« If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

» Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

+ Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

» The user has read and accepts the conditions set forth in these Compliance Notices.

I Page2ofs 112712013
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Section B: Registered Entity Information
B.1 Identify your organization:

Entity Name: Western Area Power Administration - Upper Great Plains East

NERC Compliance Registry ID: NCR01036

Address: 2900 Fourth Ave North
Sixth Floor
Billings MT 59101

B.2 Identify the individual in your organization who will serve as the Contact to the Regional Entity regarding
this Mitigation Plan. This person shall be technically knowledgeable regarding this Mitigation Plan and
authorized to respond to Regional Entity regarding this Mitigation Plan:

Name: Mark E. Buchholz

Title: Upper Great Plains Region Compliance Manager
Email: buchholz@wapa.gov
Phone: 605-882-7550
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Section C: Identification of Reliability Standard Violation(s) Associated with this Mitigation Plan

CA

This Mitigation Plan is associated with the following violation(s) of the reliability standard listed below:

Violation ID ‘ Date of Violation ‘ Requirement

Requirement Description

MRO201100361 ‘ 06/17/2010 ’ PRC-001-1 R2

Each Generator Operator and Transmission Operator shall notify reliability entities of relay or equipment failures as
follows:

C.2

C3

Brief summary including the cause of the violation(s) and mechanism in which it was identified above:

The Potential Violation was discovered during a Supplemental Compliance Assessment of the June 16-17, 2010
Eastern Montana-Western North Dakota Disturbance. A Final Event Report for the Disturbance was completed
on September 17, 2010.

On April 7, 2011 the Midwest Reliability Organization requested the WAUE to perform a Supplemental
Compliance Assessment for the June 16-17, 2010 Eastern Montana-Western North Dakota Disturbance. This
Supplemental Compliance Assessment included a review of the PRC-001-1 Standard.

The PRC-001-1 R2.2 Reliability Standard requires Transmission Operators to notify its Reliability Coordinator and
affected Transmission Operators and Balancing Authorities if a protective relay or equipment failure reduces
system reliability. The Standard requires the Transmission Operator to take action as soon as possible. Prior to
00:03 on June 17, 2010, there were no problems with the existing relaying at the Belfield Substation for the
Charlie Creek to Belfield 345-kV line. On June 17th, at 00:03, two alarms indicating a failure of the Set A and B
relays were reported to the WAUE System Operator, via SCADA. The WAUE System Operators were questioned
about the time period from when the relays were damaged and the fault on the Charlie Creek-Belfield 345-kV line.
It appears that the alarms were overlooked by the System Operators. As the alarms were overlooked, no
notifications regarding the Set A and Set B relays at Belfield were sent to the MISO RC, neighboring Transmission
Operators, or Balancing Authorities. The MISO RC, and neighboring TOPs and BAs were notified of the events
following the fault on the Charlie Creek-Belfield 345-kV Line on June 17, 2010 at 02:35.

Provide any relevant information regarding the identification of the violation(s) associated with this Mitigation Plan:

The UGPR (WAUE) was initially unsure a violation to the PRC-001-1 R2.2 Reliability Standard occurred since the
System Operators were making timely reports to the MISO RC, and neighboring TOPs, and BAs as they became
aware of equipment failures and outages. Since the alarms were overlooked, the System Operators could not
report the condition of the relays at Belfield Substation. The MRO validated this as a potential violation on August
19, 2011 and the UGPR received a Notice of Potential Violation on August 23, 2011.

u ASSURANCE | RESULTS



MIDWEST AUTHORIZED FOR RELEASE_2-27-2014

RELIABILITY ATTACHMENT 1
ORGANIZATION Exhibit 8
380 St. Peter Street, Ste. 800, Saint Paul, MN 55102 Midwest Reliability.org P.651.855.1760 F.651.855.1712

Disposition Document
Western Area Power Administration

MR0200900135, MR0201000161, MR0201000162, MR0201000164, & MR0201100361
November 27, 2013
Page 87 of 91

Midwest Reliability Organization

November 27, 2013

Section D: Details of Proposed Mitigation Plan

DA Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

The UGPR (WAUE) will provide training to UGPR System Operators regarding the June 16-17, 2010 Disturbance
and the self reported Potential Violation re-emphasizing the need to notify the Reliability Coordinator as well as

affected Balancing Authorities and Transmission Operators where any protective relay or equipment fails which
could reduce system reliability.

The UGPR (WAUE) will provide evidence of training for system operators regarding PRC-001-1 R2.2 which is to
be performed as part of this mitigation plan.

02 Provide the timetable for completion of the Mitigation Plan, including the completion date by which the

Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

Proposed Completion date of Mitigation Plan: December 16, 2011

D.3 Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:
*Proposed
Completion Date Actua[
e ; Completion
A fro it all n e greater
Milestone Activity Description harna Monts st Date
The UGPR (WAUE) will provide The UGPR (WAUE) will provide 12/09/2011 12/08/2011
training to System Operators in regard| training to System Operators regarding
to PRC-001-1 R2.2 the June 16-17, 2010 Disturbance, the

self reported Potential Violation of
PRC-001-1 R2.2 and the Requirement
to notify the Reliability Coordinator as
well as affected Balancing Authorities
and Transmission Operators where any
protective relay or equipment fails
which could reduce system reliability
and to take corrective action as soon

as possible.
The UGPR (WAUE) will provide data The UGPR (WAUE) will provide 12/16/2011 12/16/2011
to the MRO for validation of mitigation evidence of training for system
plan completion. operators regarding PRC-001-1 R2.2

which is to be performed as part of this

D.4 Additional Relevant Information (Optional)

WAUE System Operators notifies the MISO RC or WECC RC as well as affected internal or interconnected
Generator Operators and Transmission Operators when any protective relay or equipment fails which could
adversely affect the integrity or reliability of the Bulk Power System (BPS). Notifications are made immediately

following the equipment failure or as soon as possible after the WAUE System Operators become aware of a
problem.

WAUE System Operators are instructed to, and did notify the MISO Reliability Coordinator, as well as

I Page 5 of 8 1112712013
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affected internal or interconnected Generator Operators and Transmission Operators at numerous instances
regarding equipment failures and outages during the events outlined in the June 16-17, 2010 Disturbance Report.
Notifications were made immediately following the events or as soon as possible after the WAUE System
Operators received solid information.
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Section E: Interim and Future Reliability Risk

E.1 Abatement of Interim BPS Reliability Risk

While your organization is implementing the Mitigation Plan proposed in Section D of this form, the
reliability of the Bulk Power System may remain at higher risk or be otherwise negatively impacted until
the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify
any such risks or impacts; and (ii) discuss any actions that your organization is planning to take or is
proposing as part of the Mitigation Plan to mitigate any increased risk to the reliability of the bulk power
system while the Mitigation Plan is being implemented:

The violation represents a potential high level impact to the Bulk Electric System in that the notification of the
failure of the Set A and Set B relays at the Belfield Substation was not made to MISO Reliability Coordinator and
affected Transmission Operators and Balancing Authorities shortly following the failure. System Operators were
making timely reports to the MISO RC, and neighboring TOPs, and BAs as they became aware of equipment
failures and outages and since the alarms were overlooked, the System Operators did not report the condition of
the relays at Belfield Substation. The MISO RC, and neighboring TOPs and BAs were notified of the other events
associated with the Charlie Creek-Belfield 345-kV Line the morning of June 17, 2010.

EZ Prevention of Future BPS Reliability Risk

Describe how successful completion of the Mitigation Plan as laid out in Section D of this form will
prevent or minimize the probability that your organization incurs further violations of the same or similar
reliability standards requirements in the future:

The probability of further violations to this or related standards will minimized from increased awareness through
training of the need to notify the Reliability Coordinator, and neighboring Balancing Authorities and Transmission
Operators when any protective relay or equipment fails which could reduce system reliability. The UGPR (WAUE)
will develop as an internal control a sampling process where Dispatch logs and voice recordings will be
periodically reviewed to ensure notifications are made to the Reliability Coordinator, and affected Transmission
Operators and Balancing Authorities where any protective relay or equipment fails which could reduce system
reliability.

E.3 Your organization may be taking or planning other action, beyond that listed in the Mitigation Plan, as
proposed in Section D.1, to prevent or minimize the probability of incurring further violations of the same
or similar standards requirements listed in Section C.1, or of other reliability standards. If so, identify
and describe any such action, including milestones and completion dates:

The UGPR has developed an enhancement to its SCADA system which provides a visual indication in addition to
audible alarms to alert System Operators to certain events such as loss of protection on a transmission line.
Training and instructions is provided to ensure the system operators are aware to remove transmission equipment
if protection is lost. UGPR will continue to enhance the SCADA system and provide training and guidance for the
system operators as part of the mitigation plan.
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Section F: Authorization

An authorized individual must sign and date the signature page. By doing so, this individual, on behalf of
your organization:

(a) Submits the Mitigation Plan, as laid out in Section D, to the Regional Entity for acceptance and
approval by NERC, and

(b) If applicable, certifies that the Mitigation Plan, as laid out in Section D of this form, was completed (i)
as laid out in Section D of this form and (ii) on or before the date provided as the 'Date of Completion of
the Mitigation Plan' on this form, and

(c) Acknowledges:

1. I am Upper Great Plains Region Compliance Manager of Western Area Power Administration - Upper
2. | am qualified to sign this Mitigation Plan on behalf of Western Area Power Administration - Upper Great

3. | have read and understand Western Area Power Administration - Upper Great Plains East's obligations to

with Mitigation Plan requirements and ERO remedial action directives as well as ERO
documents, including, but not limited to, the NERC Rules of Procedure and the NERC CMEP
currently in effect or the NERC CMEP-Province of Manitoba, Schedule B currently in effect,
whichever is applicable.

4. | have read and am familiar with the contents of the foregoing Mitigation Plan.

5. Western Area Power Administration - Upper Great Plains East Agrees to be bound by, and comply with,

Plan, including the timetable completion date, as accepted by the Regional Entity, NERC,
and if required, the applicable governmental authorities in Canada.

Authorized Individual Signature:
(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

Authorized Individual
Name: Mark E. Buchholz
Title: Upper Great Plains Region Compliance Manager

Authorized On: November 01, 2011

L Page 8 of 8 112712013

u ASSURANCE | RESULTS



MIDWEST

AUTHORIZED FOR RELEASE_2-27-2014

RELIABILITY
ORGANIZATION

ATTACHMENT 1
Exhibit 8

380 St. Peter Street, Ste. 800, Saint Paul, MN 55102

Disposition Document

Western Area Power Administration

MRO200900135, MR0201000161, MR0O201000162, MR0O201000164, & MR0O201100361

November 27, 2013
Page 91 of 91

Midwest Reliability Organization

Midwest Reliability.org

P.651.855.1760 F.651.855.1712

November 27, 2013

Certification of Mitigation Plan Completion

Submittal of a Certification of Mitigation Plan Completion shall include data or information sufficient for the
Regional Entity to verify completion of the Mitigation Plan. The Regional Entity may request additional data or
information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems
necessary to verify that all required actions in the Mitigation Plan have been completed and the Registered Entity
is in compliance with the subject Reliability Standard. (CMEP Section 6.6)

Registered Entity Name:

NERC Registry ID: NCR01036
NERC Violation ID(s): MRO201100361
Mitigated Standard Requirement(s): PRC-001-1 R2,
Scheduled Completion as per Accepted Mitigation Plan: December 16, 2011

Date Mitigation Plan completed: December 16, 2011
MRO Notified of Completion on Date: February 15, 2012
Entity Comment:

Western Area Power Administration - Upper Great Plains East

Additional Documents

From

Document Name

Description

Size in Bytes

Entity

WAUE List of Certified
Operators. pdf

45,024

Entity

Operations Training. pdf

9,651

Entity

WAUE PRC-001 Training
Roster. pdf

217,784

Entity

MRO Request for Additional
Information PRC-001-1 R2. pdf

50,421

Entity

MRO Request for Additional
Information - MISO Outage
Request. pdf

84,307

Entity

MRO Request for Additional
Information PRC-001-1 R2 -
Timesheets.pdf

402,786

| certify that the Mitigation Plan for the above nhamed violation(s) has been completed on the date shown above

and that all submitted information is complete and correct to the best of my knowledge.

Name: Mark E. Buchholz
Title:  Upper Great Plains Region Compliance Manager

Email: buchholz@wapa.gov
Phone: 1 (605) 882-7550

Authorized Signature

(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)
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