
 

 

3353 Peachtree Road NE 
Suite 600, North Tower 

Atlanta, GA 30326 
404-446-2560 | www.nerc.com 

November 27, 2013 
 
Ms. Kimberly D. Bose 
Secretary 
Federal Energy Regulatory Commission 
888 First Street, N.E. 
Washington, DC  20426 
 
 
Re: NERC Full Notice of Penalty regarding Whiting Clean Energy, Inc.  

FERC Docket No. NP14-_-000 
 
Dear Ms. Bose: 
 
The North American Electric Reliability Corporation (NERC) hereby provides this Notice of Penalty1 
regarding Whiting Clean Energy, Inc. (WCE), NERC Registry ID# NCR00417,2 in accordance with the 
Federal Energy Regulatory Commission’s (Commission or FERC) rules, regulations and orders, as well as 
NERC Rules of Procedure including Appendix 4C (NERC Compliance Monitoring and Enforcement 
Program (CMEP)).3

 
 

WCE operates a 525 megawatt combined cycle gas cogeneration facility in Whiting, Indiana.  WCE is 
connected to the Bulk Power System (BPS) by two 138 kV transmission lines at Northern Indiana Public 
Service Company substations.  WCE’s parent company is BP Alternative Energy North America Inc.   
 
This Notice of Penalty is being filed with the Commission because ReliabilityFirst Corporation 
(ReliabilityFirst) and WCE have entered into a Settlement Agreement to resolve all outstanding issues 
arising from ReliabilityFirst’s determination and findings of the violations4

                                                 
1 Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and 
Enforcement of Electric Reliability Standards (Order No. 672), III FERC Stats. & Regs. ¶ 31,204 (2006); Notice of New Docket 
Prefix “NP” for Notices of Penalty Filed by the North American Electric Reliability Corporation, Docket No. RM05-30-000 
(February 7, 2008). See also 18 C.F.R. Part 39 (2013). Mandatory Reliability Standards for the Bulk-Power System, FERC 
Stats. & Regs. ¶ 31,242 (2007) (Order No. 693), reh’g denied, 120 FERC ¶ 61,053 (2007) (Order No. 693-A). See 18 C.F.R § 
39.7(c)(2). 

 of PRC-005-1 R1, CIP-001-1 

2 ReliabilityFirst confirmed that WCE was included on the NERC Compliance Registry as a Generator Owner (GO) and 
Generator Operator (GOP) on July 9, 2008.  As a GO, WCE is subject to compliance with PRC-005-1, FAC-008-1, FAC-009-1, 
and VAR-002-1.1b.  In its capacity as a GOP, WCE is subject to compliance with CIP-001-1, PRC-001-1 and VAR-002-1.1b. 
3 See 18 C.F.R § 39.7(c)(2). 
4 For purposes of this document, each violation at issue is described as a “violation,” regardless of its procedural posture 
and whether it was a possible, alleged or confirmed violation. 
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R2, FAC-008-1 R1, FAC-009-1 R1, PRC-001-1 R1, PRC-005-1 R2, and VAR-002-1.1b R2.  According to the 
Settlement Agreement, WCE neither admits nor denies the violations, but has agreed to the assessed 
monetary penalty of thirty-five thousand dollars ($35,000) and non-monetary sanction involving 
ReliabilityFirst’s unscheduled audit of WCE before the next six-year audit cycle concludes, in addition to 
other remedies and actions to mitigate the instant violations and facilitate future compliance under 
the terms and conditions of the Settlement Agreement.  Accordingly, the violations identified as NERC 
Violation Tracking Identification Numbers RFC2012010746, RFC2012011350, RFC2012011351, 
RFC2012011352, RFC2012011353, RFC2012011354, and RFC2012011355 are being filed in accordance 
with the NERC Rules of Procedure and the CMEP.   
 
Statement of Findings Underlying the Violations 
 
This Notice of Penalty incorporates the findings and justifications set forth in the Settlement 
Agreement executed on October 2, 2013, by and between ReliabilityFirst and WCE, which is included as 
Attachment a.  The details of the findings and basis for the penalty are set forth in the Settlement 
Agreement and herein.  This Notice of Penalty filing contains the basis for approval of the Settlement 
Agreement by the NERC Board of Trustees Compliance Committee (NERC BOTCC).  In accordance with 
Section 39.7 of the Commission’s regulations, 18 C.F.R. § 39.7 (2013), NERC provides the following 
summary table identifying each violation of a Reliability Standard resolved by the Settlement 
Agreement, as discussed in greater detail below. 
 

Region 
Registered 

Entity 
NOC 

ID 
NERC Violation 

ID 
Reliability Std. 

Req. 
(R) 

VRF 
Total 

Penalty 

ReliabilityFirst 
Corporation 

 

Whiting 
Clean 

Energy, Inc. 
(WCE) 

 

NOC-
2211 

 

RFC2012010746 PRC-005-1 R1 High 

$35,000 
 

RFC2012011350 CIP-001-1 R2 Medium 

RFC2012011351 FAC-008-1 R1 Lower 

RFC2012011352 FAC-009-1 R1 Medium 

RFC2012011353 PRC-001-1 R1 High 

RFC2012011354 PRC-005-1 
R2; 

R2.1; 
R2.2 

High 
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NERC Violation 
ID 

Reliability Std. 
Req. 
(R) 

VRF 

RFC2012011355 VAR-002-1.1b R2 Medium 

 
PRC-005-1 R1 and R2 
The purpose statement of Reliability Standard PRC-005-1 provides: “To ensure all transmission and 
generation Protection Systems affecting the reliability of the Bulk Electric System (BES) are maintained 
and tested.” 

PRC-005-1 R1 provides: 

R1.  Each Transmission Owner and any Distribution Provider that owns a transmission 
Protection System and each [GO] that owns a generation Protection System shall 
have a Protection System maintenance and testing program for Protection 
Systems that affect the reliability of the BES. The program shall include:  

R1.1. Maintenance and testing intervals and their basis.  

R1.2. Summary of maintenance and testing procedures.   

PRC-005-1 R2 provides: 

R2.  Each Transmission Owner and any Distribution Provider that owns a transmission 
Protection System and each [GO] that owns a generation Protection System shall 
provide documentation of its Protection System maintenance and testing 
program and the implementation of that program to its Regional Reliability 
Organization on request (within 30 calendar days). The documentation of the 
program implementation shall include:  

R2.1.  Evidence Protection System devices were maintained and tested within 
the defined intervals. 

R2.2. Date each Protection System device was last tested/maintained. 
 

PRC-005-1 R1 has a “High” Violation Risk Factor (VRF) and a “High” Violation Severity Level (VSL).  The 
subject violation applies to WCE’s GO function. 
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PRC-005-1 R2 has a “High” VRF5

 

 and a “Severe” VSL.  The subject violation applies to WCE’s GO 
function. 

On July 5, 2012, WCE submitted a Self-Report to ReliabilityFirst identifying a possible violation of PRC-
005-1 R1.  WCE assumed operational responsibility for its facility from General Electric (GE) in 
December 2009.6

 

  However, WCE continued to rely on GE to conduct Protection System maintenance 
and testing in accordance with NERC’s Protection System Maintenance: A Technical Reference.  
Consequently, WCE did not maintain adequate oversight of its Protection System maintenance and 
testing program, and it instead relied on contracts to ensure Protection System maintenance and 
testing within the intervals recommended by NERC and device manufacturers. 

On June 25, 2012, WCE hired a full-time maintenance and engineering manager and, concurrently, 
began to administer its own Protection System maintenance and testing program.  On June 26, 2012, 
as part of its preparation for the Compliance Audit conducted from September 10, 2012 to September 
13, 2012 (Compliance Audit), WCE engaged a consulting firm to provide input and guidance with 
respect to, among other things, WCE’s compliance status with Reliability Standard PRC-005-1.  This 
consultant determined that WCE did not maintain sufficient evidence demonstrating WCE had 
implemented a Protection System maintenance and testing program.  

 
During the Compliance Audit, ReliabilityFirst identified a violation of PRC-005-1 R2.  Based on the 
evidence provided by WCE during the Compliance Audit, ReliabilityFirst was unable to determine the 
intervals on which WCE tested Protection System equipment, and, therefore, ReliabilityFirst could not 
determine whether WCE tested its Protection System equipment within its defined intervals.  
Additionally, WCE had not performed maintenance and testing on its current and voltage sensing 
devices during the duration of the violation.7

                                                 
5 PRC-005-1 R2 has a “Lower” Violation Risk Factor (VRF); R2.1 and R2.2 each have a “High” VRF.  During a final review of 
the standards subsequent to the March 23, 2007 filing of the Version 1 VRFs, NERC identified that some standards 
requirements were missing VRFs; one of these included PRC-005-1 R2.1.  On May 4, 2007, NERC assigned PRC-005 R2.1 a 
“High” VRF.  In the Commission’s June 26, 2007 Order on Violation Risk Factors, the Commission approved the PRC-005-1 
R2.1 “High” VRF as filed.  Therefore, the “High” VRF was in effect from June 26, 2007. 

  WCE has 106 total Protection System devices, which 

 
In the context of this case, ReliabilityFirst determined that the violation related to both R2.1 and R2.2, and therefore a 
“High” VRF is appropriate.  
6 Although WCE assumed operational responsibility for the facility in December 2009, WCE, as the Registered Entity, has 
been responsible for compliance with the NERC Reliability Standards since the day of its registration on July 9, 2008.   
7 ReliabilityFirst reported that WCE did not understand that voltage and current sensing devices had to be tested by the 
date WCE was required to comply with PRC-005-1.  Therefore, WCE scheduled maintenance and testing to occur in 2012 
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include 41 voltage and current sensing devices, 30 relays, 2 associated communication systems, 4 
batteries, and 29 DC control circuits.  
 
ReliabilityFirst determined that WCE had a violation of PRC-005-1 R1 by failing to have a Protection 
System maintenance and testing program for Protection Systems that affect the reliability of the BPS.   
 
ReliabilityFirst also determined that WCE had a violation of PRC-005-1 R2 by failing to provide evidence 
that it implemented a Protection System maintenance and testing program. 
 
ReliabilityFirst determined the duration of the violation of PRC-005-1 R1 to be from July 9, 2008, the 
date WCE registered as a GO, to October 31, 2012, the date WCE completed actions to mitigate the 
violation.   
 
ReliabilityFirst determined the duration of the violation of PRC-005-1 R2 to be from July 9, 2008, the 
date WCE registered as a GO, to December 19, 2012, the date WCE completed actions to mitigate the 
violation. 
 
ReliabilityFirst determined that these violations posed a minimal and not serious or substantial risk to 
the reliability of the BPS.  A violation of PRC-005-1 R1 or R2 has the potential to affect the reliable 
operation of the BPS by allowing Protection System devices to remain unmaintained and untested.  
However, ReliabilityFirst considered these violations to be primarily documentation issues.  Although 
WCE did not have a documented maintenance and testing program, WCE represents that maintenance 
and testing was completed by GE and its subcontractors from 2009 to 2012.  WCE represents that it 
performed testing on Protection System devices in accordance with the intervals enumerated in 
NERC’s Protection System Maintenance: A Technical Reference during this period.8

                                                                                                                                                                         
and 2013, which would be inside the seven-year interval included in NERC’s Protection System Maintenance: A Technical 
Reference.  

  For the duration of 
the violations, WCE used a preventive and corrective maintenance software package to schedule 
electrical preventive maintenance.  The software package generated a work order, which was assigned 
to WCE’s electrical high voltage contractor for execution.  For each activity, the contractor generated a 
report that was issued to WCE.  All reports were reviewed and any documented items or issues that 
required further action were entered so that a new work order could be issued and the corrective 
actions taken.  WCE verified that the work has been completed in accordance with the maintenance 
and testing procedures detailed in the work orders.   

8 This NERC document recommends maintenance and testing on Protection System devices as follows: Protective Relays -  5 
years; voltage and current sensing devices - 7 years; DC control circuitry - 5 years; station batteries -  monthly; and 
associated communications systems - 6 months.    
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In addition, WCE’s Protective Systems are partially monitored, with critical devices connected to the 
control room so that operators receive real-time status updates and can respond to alarms.   

PRC-001-1 R1 
The purpose statement of PRC-001-1 provides, “To ensure system protection is coordinated among 
operating entities.” 

PRC-001-1 R1 provides: 

R1.  Each Transmission Operator, Balancing Authority, and [GOP] shall be familiar 
with the purpose and limitations of protection system schemes applied in its 
area.   

 
PRC-001-1 R1 has a “High” VRF and a “Severe” VSL.  The subject violation applies to WCE’s GOP 
function. 
 
During the Compliance Audit, ReliabilityFirst identified a violation of PRC-001-1 R1.  WCE provided as 
evidence a training presentation titled “System Protection Overview for Whiting Clean Energy,” dated 
July 29, 2012.  WCE provided no evidence of its operators’ awareness of Protection System schemes 
prior to July 29, 2012.  Furthermore, ReliabilityFirst analyzed this training presentation and determined 
that it provided a general overview of Protection System schemes but lacked sufficient detail to 
demonstrate WCE operators’ awareness of the application of Protection System schemes in the WCE 
area.   
 
ReliabilityFirst determined that WCE violated PRC-001-1 R1 by failing to provide evidence of its 
operators’ familiarity with the purpose and limitations of protection system schemes applied in its 
area.  

ReliabilityFirst determined the duration of the violation to be from July 9, 2008, the date WCE 
registered as a GOP, to December 12, 2012, the date WCE completed actions to mitigate the violation.   
 
ReliabilityFirst determined that this violation posed a minimal risk and not a serious or substantial risk 
to the BPS based on the following factors.  WCE represents that training for staff was provided by GE 
using plant design criteria, reference manuals, and NERC documents on Protection System devices.  
However, WCE could not locate the training records.  The new leadership team, which WCE brought on 
in June 2012, provided PRC-001 training to site operators and instrumentation staff in July 2012.  WCE 
provided additional training in October 2012.  
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CIP-001-1 R2 
The purpose statement of Reliability Standard CIP-001-1 provides, “Disturbances or unusual 
occurrences, suspected or determined to be caused by sabotage, shall be reported to the applicable 
systems, governmental agencies, and regulatory bodies.”  

CIP-001-1 R2 provides: 

R2.  Each Reliability Coordinator, Balancing Authority, Transmission Operator, [GOP], 
and Load Serving Entity shall have procedures for the communication of 
information concerning sabotage events to appropriate parties in the 
Interconnection. 

 
CIP-001-1 R2 has a “Medium” VRF and a “High” VSL.  The subject violation applies to WCE’s GOP 
function. 
 
During the Compliance Audit, ReliabilityFirst determined that WCE provided insufficient evidence 
documenting its procedures for the communication of information concerning sabotage events to 
appropriate parties in the Interconnection.  Specifically, ReliabilityFirst determined that WCE’s 
procedure required WCE to notify the BP Energy Desk, a power marketer serving as WCE’s real-time 
desk, of sabotage events.  That procedure, however, did not require the BP Energy Desk to notify 
WCE’s Transmission Operator or Reliability Coordinator, both of whom were appropriate parties in the 
Interconnection.  There were no attempted acts of sabotage to the WCE site during the violation 
period. 
 
ReliabilityFirst determined that WCE violated CIP-001-1 R2 by failing to provide evidence that it 
developed adequate procedures for the communication of information concerning sabotage events to 
appropriate parties in the Interconnection. 
 
ReliabilityFirst determined the duration of the violation to be from July 9, 2008, the date WCE 
registered as a GOP, to January 10, 2013, the date WCE completed actions to mitigate the violation.  

ReliabilityFirst determined that the violation posed a minimal and not serious or substantial risk to the 
BPS based on the following factors.  WCE had sabotage reporting procedures incorporated in its 2008 
Facility Procedures Manual, which included notifications to its Transmission Operator, the local police, 
the Federal Bureau of Investigation, and plant emergency responders.  In the version of the WCE CIP-
001 procedure in place at the time of the Compliance Audit, WCE would notify the BP Energy Desk in 
the event of sabotage.  The BP Energy Desk would then ask if WCE had notified its Reliability 
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Coordinator, Balancing Authority, and Transmission Operator and make the calls if WCE were unable to 
do so.   
 
FAC-008-1 R1 and FAC-009-1 R1 
The purpose statements of Reliability Standards FAC-008-1 and FAC-009-1 provide, “To ensure that 
Facility Ratings used in the reliable planning and operation of the Bulk Electric System (BES) are 
determined based on an established methodology or methodologies.”  

In pertinent part, FAC-008-1 R1 provides: 

R1. The Transmission Owner and [GO] shall each document its current methodology 
used for developing Facility Ratings (Facility Ratings Methodology) of its solely 
and jointly owned Facilities. The methodology shall include all of the following: 

R1.1.  A statement that a Facility Rating shall equal the most limiting applicable 
Equipment Rating of the individual equipment that comprises that 
Facility. 

R1.2.  The method by which the Rating (of major BES equipment that comprises 
a Facility) is determined. 

R1.2.1. The scope of equipment addressed shall include, but not be 
limited to, generators, transmission conductors, transformers, 
relay protective devices, terminal equipment, and series and 
shunt compensation devices. 

*  *  *  *  * 

R1.3.  Consideration of the following: 

R1.3.1. Ratings provided by equipment manufacturers. 

R1.3.2. Design criteria (e.g., including applicable references to industry 
Rating practices such as manufacturer’s warranty, IEEE, ANSI or 
other standards). 

R1.3.3. Ambient conditions. 

R1.3.4. Operating limitations. 

R1.3.5. Other assumptions.   

FAC-009-1 R1 provides: 
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R1.  The Transmission Owner and [GO] shall each establish Facility Ratings for its 
solely and jointly owned Facilities that are consistent with the associated Facility 
Ratings Methodology. 

 
FAC-008-1 R1 has a “Lower” VRF and a “Moderate” VSL.  FAC-009-1 R1 has a “Medium” VRF and a 
“Moderate” VSL.  The subject violations apply to WCE’s GO function. 
 
During the Compliance Audit, ReliabilityFirst determined that WCE did not have a method for 
determining ratings for protective relay devices.  In addition, ReliabilityFirst identified unresolved 
discrepancies in WCE’s Facility Ratings that were inconsistent with its Facility Ratings Methodology. 
 
ReliabilityFirst determined that WCE violated FAC-008-1 R1 by failing to provide evidence of its method 
for determining ratings for protective relay devices. 
 
ReliabilityFirst determined that WCE violated FAC-009-1 R1 by failing to provide evidence that it has 
adequately established Facility Ratings that are consistent with the associated Facility Ratings. 

ReliabilityFirst determined the duration of these violations to be from July 9, 2008, the date WCE 
registered as a GO, to December 12, 2012, the date WCE completed actions to mitigate the violations.  

ReliabilityFirst determined that these violations posed a minimal and not serious or substantial risk to 
the reliability of the BPS based on the following factors.  WCE based the ratings of its transmission 
conductors and relays on their respective instruction manuals.  In addition, WCE included the ratings of 
disconnect switches in its one-line diagram.  Furthermore, WCE conducted a facility rating study in 
June 2012 which demonstrated that the relays and voltage and current sensing devices were not the 
most limiting elements.  Therefore, WCE did not have to change its Facility Ratings.    
 
VAR-002-1.1b R2 
The purpose statement of Reliability Standard VAR-002-1.1b provides, “To ensure generators provide 
reactive and voltage control necessary to ensure voltage levels, reactive flows, and reactive resources 
are maintained within applicable Facility Ratings to protect equipment and the reliable operation of 
the Interconnection.”  

VAR-002-1.1b R2 provides: 

R2. Unless exempted by the Transmission Operator, each [GOP] shall maintain the 
generator voltage or Reactive Power output (within applicable Facility Ratings as 
directed by the Transmission Operator). 
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R2.1. When a generator’s automatic voltage regulator is out of service, the 
[GOP] shall use an alternative method to control the generator voltage 
and reactive output to meet the voltage or Reactive Power schedule 
directed by the Transmission Operator. 

R2.2. When directed to modify voltage, the [GOP] shall comply or provide an 
explanation of why the schedule cannot be met. 

 
VAR-002-1.1b R2 has a “Medium” VRF and a “Severe” VSL.  The subject violation applies to WCE’s GOP 
function. 
 
During the Compliance Audit, ReliabilityFirst determined that, on two occasions, WCE operated below 
the lower limit of its defined voltage schedule without an exemption from its Transmission Operator.  
On the first occasion, WCE operated outside its voltage schedule for approximately six-and-a-half 
hours.  On the second occasion, WCE operated outside its voltage schedule for approximately five 
hours. 
 
ReliabilityFirst determined that WCE violated VAR-002-1.1b R2 by failing to either maintain the 
generator voltage or Reactive Power output as directed by the Transmission Operator or to obtain an 
exemption. 

ReliabilityFirst determined the duration of the violation to be for approximately six-and-a-half hours on 
May 29, 2012 and approximately five hours on June 11, 2012.  

ReliabilityFirst determined that the violation posed a minimal and not serious or substantial risk to the 
BPS based on the following factors.  WCE operated its units in Automatic Voltage Regulator mode, and 
thus the units automatically responded to fluctuations in system voltage.  WCE operators were 
instructed to respond to any requests by WCE’s Transmission Operator to change the volt-ampere 
reactive (VAR) values to support system voltage.  On the two occasions ReliabilityFirst identified WCE 
operating outside its voltage schedule, WCE operators manually responded to requests to increase 
VARs. 

 
Regional Entity’s Basis for Penalty 
According to the Settlement Agreement, ReliabilityFirst has assessed a penalty of thirty-five thousand 
dollars ($35,000) for the referenced violations.   

In addition, ReliabilityFirst shall impose the non-monetary sanction of conducting an unscheduled audit 
of WCE before the next six-year scheduled audit cycle concludes.  ReliabilityFirst will include the 
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Reliability Standards described in this Notice of Penalty within the scope of the unscheduled audit of 
WCE, allowing ReliabilityFirst to verify that the set of improvements made by WCE since mid-2012 has 
brought WCE into compliance and prevented recurrence.  ReliabilityFirst will conduct the unscheduled 
compliance audit pursuant to section 3.1.3 of the NERC Compliance Monitoring and Enforcement 
Program (CMEP).  ReliabilityFirst has determined the time frame during which it will conduct the 
unscheduled audit of WCE and will provide notification to WCE in accordance with the CMEP. 

In reaching this determination, ReliabilityFirst considered the following factors:  

1. The violations constituted WCE’s first occurrence of violations of the subject NERC Reliability 
Standards;  

2. WCE self-reported the violation of PRC-005-1 R1;9

3. WCE was cooperative throughout the compliance enforcement process;  

 

4. WCE had a compliance program in place at the time of the violations, certain aspects of which 
were considered a mitigating factor by ReliabilityFirst;10

5. ReliabilityFirst considered WCE’s performance during the Compliance Audit as an aggravating 
factor.  Specifically, ReliabilityFirst determined that WCE did not have a comprehensive 
understanding of its responsibilities under the NERC Reliability Standards or of its own 
processes and procedures.  Further, ReliabilityFirst determined that the lack of, and incomplete, 
documentation provided during the Compliance Audit and the violations described in the 
Settlement Agreement demonstrated a programmatic failure of WCE’s document management 
controls; 

 

6. ReliabilityFirst determined that, while individually the violations posed a minimal risk to the 
reliability of the BPS,  the cumulative effect of WCE’s violations posed a moderate risk to the 
reliability of the BPS; 

7. ReliabilityFirst determined that the violations relate predominately to documentation 
deficiencies arising during the transition period after WCE purchased the facility and before the 
current management team was put in place in mid-2012; 

                                                 
9 ReliabilityFirst applied partial mitigating credit for WCE’s discovery of the violation of PRC-005-1 R1 because WCE 
submitted the Self-Report during the weeks leading up to the Compliance Audit. 
10 ReliabilityFirst considered certain aspects of WCE’s compliance program as mitigating factors.  ReliabilityFirst based this 
determination on corrective action WCE took prior to the start of the Compliance Audit and the timely response to 
evidence requests and availability of WCE staff during the Compliance Audit.  ReliabilityFirst also favorably considered 
WCE’s continued efforts to mitigate the violations following the Compliance Audit. 
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8. ReliabilityFirst considered the cost of the unscheduled audit to WCE in terms of time, resources, 
and risk of additional exposure when determining the amount of the monetary penalty;   

9. there was no evidence of any attempt to conceal a violation nor evidence of intent to do so; 

10. there were no other mitigating or aggravating factors or extenuating circumstances that would 
affect the assessed penalty. 

 
After consideration of the above factors, ReliabilityFirst determined that, in this instance, the penalty 
amount of thirty-five thousand dollars ($35,000) is appropriate and bears a reasonable relation to the 
seriousness and duration of the violations. 
 
Status of Mitigation Plans11

 
 

PRC-005-1 R1 and PRC-005-1 R2 
WCE’s Mitigation Plan to address its violation of PRC-005-1 R1 was submitted to ReliabilityFirst on 
August 31, 2012 with a proposed completion date of October 31, 2012.  The Mitigation Plan was 
accepted by ReliabilityFirst on September 25, 2012 and approved by NERC on October 15, 2012.  The 
Mitigation Plan for this violation is designated as RFCMIT007965 and was submitted as non-public 
information to FERC on October 17, 2012 in accordance with FERC orders. 

WCE’s Mitigation Plan required WCE to: 

1. appoint a new full-time maintenance and engineering manager to administer the Protection 
System maintenance and testing program; 

2. implement a comprehensive compliance program; 

3. develop a formal Protection System maintenance and testing program; and 

4. conduct a lessons-learned training session. 

WCE certified on October 31, 2012 that the above Mitigation Plan requirements were completed on 
October 30, 2012.  As evidence of completion of its Mitigation Plan, WCE submitted the following: 

1. a letter from the WCE general manager appointing responsibility of NERC reliability compliance 
officer to the WCE commercial manager; 

2. the presentation from third-party consultants given to WCE staff concerning NERC’s reliability 
compliance program and the attendance record from the training; 

                                                 
11 See 18 C.F.R § 39.7(d)(7). 
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3. the training presentation prepared by a third-party consultant for relevant staff; 

4. a review of the final report from the third-party consultant stating that there are no 
outstanding issues; 

5. Version 0 and Revision 1 of WCE’s protection system maintenance and testing program 
procedure;  

6. the statement of work to a third party to perform testing during the Unit 2 outage; and 

7. a document demonstrating a lessons-learned discussion with third-party consultants. 

On January 24, 2013, after ReliabilityFirst’s review of WCE’s submitted evidence, ReliabilityFirst verified 
that WCE’s Mitigation Plan was completed on October 31, 2012.   

WCE’s Mitigation Plan to address its violation of PRC-005-1 R2 was submitted to ReliabilityFirst on 
December 13, 2012 with a proposed completion date of December 31, 2012.  The Mitigation Plan was 
accepted by ReliabilityFirst on December 28, 2012 and approved by NERC on January 15, 2013.  The 
Mitigation Plan for this violation is designated as RFCMIT008535 and was submitted as non-public 
information to FERC on January 15, 2013 in accordance with FERC orders. 

WCE’s Mitigation Plan required WCE undertake the following activities in addition to the activities 
described in the Mitigation Plan addressing its violation of PRC-005-1 R1: 

1. issue a Statement of Work to the third party responsible for line-to-line testing during an 
outage;   

2. appoint a full-time compliance coordinator to assist its compliance officer in maintaining and 
enforcing compliance; 

3. provide a scope of work for the testing scheduled for the spring 2013 outage; and  

4. test relays and voltage and current sensing devices in accordance with the schedule outlined in 
the Mitigation Plan.    

WCE certified on December 19, 2012 that the above Mitigation Plan requirements were completed on 
December 19, 2012.  As evidence of completion of its Mitigation Plan, WCE submitted the following: 

1. a quote from a third-party vendor to provide testing for WCE in the fall of 2012; 

2. emails to new personnel, including a new compliance coordinator, indicating start dates; 
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3. emails to MISO requesting outages for spring 2013, to a third-party contractor requesting 
quotes for performing maintenance and testing work during spring 2013, and from the third-
party contractor, providing quotes for testing to WCE for spring 2013 testing; 

4. follow-up emails regarding the results of the completed testing. 

On March 20, 2013, after ReliabilityFirst’s review of WCE’s submitted evidence, ReliabilityFirst verified 
that WCE’s Mitigation Plan was completed on December 19, 2012.   
 
PRC-001-1 R1 
WCE’s Mitigation Plan to address its violation of PRC-001-1 R1 was submitted to ReliabilityFirst on 
December 12, 2012 stating it had been completed on December 12, 2012.  The Mitigation Plan was 
accepted by ReliabilityFirst on January 8, 2013 and approved by NERC on February 22, 2013.  The 
Mitigation Plan for this violation is designated as RFCMIT008529 and was submitted as non-public 
information to FERC on February 22, 2013 in accordance with FERC orders.   

WCE’s Mitigation Plan required WCE to: 

1. appoint a compliance coordinator; 

2. conduct operator training;  

3. provide additional PRC-001 training for operators and instructional staff; and 

4. issue a new procedure to ensure continued compliance with PRC-001. 

WCE certified on December 12, 2012 that the above Mitigation Plan requirements were completed on 
December 12, 2012.  As evidence of completion of its Mitigation Plan, WCE submitted the following: 

1. WCE-NERC-PRC-001_Mitigation_Plan20121212.pdf; 

a. Exhibit 1: Compliance Coordinator Appointment – August 29, 2012; 

b. Exhibit 2: WCE FAC-008/009 Procedure – July 2, 2012; 

c. Exhibit 3: WCE FAC-008/009 Procedure –November 28, 2012; 

d. Exhibit 4: System Protection Overview – July 29, 2012; 

e. Exhibit 5: System Protection Overview Record –July 30, 2012; 

f. Exhibit 6: System Protection Overview –October 2, 2012; 

g. Exhibit 7: System Protection Overview Record –October 2, 2012; 
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h. Exhibit 8: Reliability Compliance Training –June 28, 2012; 

i. Exhibit 9: Reliability Compliance Training Record – June 28, 2012; 

j. Exhibit 10: WCE PRC-001 Procedure – November 30, 2012. 

On March 1, 2013, after ReliabilityFirst’s review of WCE’s submitted evidence, ReliabilityFirst verified 
that WCE’s Mitigation Plan was completed on December 12, 2012. 
 
CIP-001-1 R2  
WCE’s Mitigation Plan to address its violation of CIP-001-1 R2 was submitted to ReliabilityFirst on 
December 13, 2012 with a proposed completion date of January 11, 2013.  The Mitigation Plan was 
accepted by ReliabilityFirst on December 28, 2012 and approved by NERC on January 15, 2013.  The 
Mitigation Plan for this violation is designated as RFCMIT008533 and was submitted as non-public 
information to FERC on January 15, 2013 in accordance with FERC orders.   

WCE’s Mitigation Plan required WCE to: 

1. update its procedures to define responsibilities and notifications that must be made in the 
event of sabotage.  WCE revised its procedure so that WCE would make the notifications to its 
Reliability Coordinator, Balancing Authority, and Transmission Operator directly, but could still 
ask the BP Energy Desk for assistance if necessary; 

2. perform training for its staff on the updated sabotage reporting procedure and train the BP 
Energy Desk operators on WCE’s reporting procedure;  

3. train security supervisors on WCE’s sabotage reporting procedure; and 

4. conduct a live drill including WCE, BP security, and BP Energy Desk staff to ensure that all 
required notifications were made. 

WCE certified on January 10, 2013 that the above Mitigation Plan requirements were completed on 
January 10, 2013.  As evidence of completion of its Mitigation Plan, WCE submitted the following: 

1. WCE’s Cyber Security Incident Reporting Procedures, Version 0 (dated July 12, 2012) and 
Version 1 (dated November 7, 2012); 

2. Revision 1 of WCE’s CIP-001 procedure, with updated reporting diagrams; 

3. Revision 2 of WCE’s CIP-001 procedure, with reporting diagrams reflecting changes made 
after the live drill; 
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4. Training presentation used in training the WCE staff on sabotage reporting procedures, a 
sign-in attendance sheet for the WCE meeting with BP security on sabotage reporting, and 
emails stating that all employees and security staff have been trained on the sabotage 
reporting procedure; and 

5. Logs and results of the sabotage reporting drill. 

On March 8, 2013, after ReliabilityFirst’s review of WCE’s submitted evidence, ReliabilityFirst verified 
that WCE’s Mitigation Plan was completed on January 10, 2013. 
 
FAC-008-1 R1 and FAC-009-1 R1  
WCE’s Mitigation Plan to address its violation of FAC-008-1 R1 was submitted to ReliabilityFirst on 
December 12, 2012 stating it had been completed on December 12, 2012.  The Mitigation Plan was 
accepted by ReliabilityFirst on January 2, 2013 and approved by NERC on February 22, 2013.  The 
Mitigation Plan for this violation is designated as RFCMIT008528 and was submitted as non-public 
information to FERC on February 22, 2013 in accordance with FERC orders.   
 
WCE’s Mitigation Plan to address its violation of FAC-009-1 R1 was submitted to ReliabilityFirst on 
December 12, 2012 stating it had been completed on December 12, 2012.  The Mitigation Plan was 
accepted by ReliabilityFirst on January 2, 2013 and approved by NERC on February 22, 2013.  The 
Mitigation Plan for this violation is designated as RFCMIT008531 and was submitted as non-public 
information to FERC on February 22, 2013 in accordance with FERC orders. 

WCE’s Mitigation Plans required WCE to: 

1. conduct a Facility Rating Methodology study; 

2. create and approve a new Facility Rating Methodology procedure; and 

3. conduct training on the new procedure for generator operator personnel. 

WCE certified on December 12, 2012 that the above Mitigation Plan requirements were completed on 
December 12, 2012.  As evidence of completion of its Mitigation Plans, WCE submitted the following: 

1. WCE_FAC-008_Mitigation_Plan20121212.pdf; 

a. Exhibit 1: Facility Rating Study Worksheet –June 27, 2012; 

b. Exhibit 2: WCE FAC-008/009 Procedure – July 2, 2012; 

c. Exhibit 3: Communication of facility rating to NIPSCO – July 2, 2012; 
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d. Exhibit 4: WCE FAC-008/009 Procedure – November 28, 2012; 

e. Exhibit 5: Compliance Coordinator Appointment – August 29, 2012; 

f. Exhibit 6: System Protection Training – July 29, 2012; 

g. Exhibit 7: System Protection Training Record –July 30, 2012; 

h. Exhibit 8: Updated System Protection Training Record – October 2, 2012; 

i. Exhibit 9: Updated System Protection Training Record – October 2, 2012; 

j. Exhibit 10: Reliability Compliance Training –June 28, 2012; 

k. Exhibit 11: Reliability Compliance Training Record – June 28, 2012; 

2. WCE-NERC-FAC-009-Mitigation_Plan20121212.pdf; 

a. Exhibit 1: Facility Rating Study Worksheet –June 27, 2012; 

b. Exhibit 2: WCE FAC-008/009 Procedure – July 2, 2012; 

c. Exhibit 3: Communication of facility rating to NIPSCO – July 2, 2012; 

d. Exhibit 4: WCE FAC-008/009 Procedure –November 28, 2012; 

e. Exhibit 5: Compliance Coordinator Appointment– August 29, 2012; 

f. Exhibit 6: System Protection Training – July 29, 2012; 

g. Exhibit 7: System Protection Training Record –July 30, 2012; 

h. Exhibit 8: Updated System Protection Training Record – October 2, 2012; 

i. Exhibit 9: Updated System Protection Training Record – October 2, 2012; 

j. Exhibit 10: Reliability Compliance Training – June 28, 2012; and 

k. Exhibit 11: Reliability Compliance Training Record – June 28, 2012. 

On March 1, 2013, after ReliabilityFirst’s review of WCE’s submitted evidence, ReliabilityFirst verified 
that WCE’s Mitigation Plans were completed on December 12, 2012. 
 
VAR-002-1.1b 
WCE’s Mitigation Plan to address its violation of VAR-002-1.1b was submitted to ReliabilityFirst on 
December 12, 2012.  The Mitigation Plan was accepted by ReliabilityFirst on December 28, 2012 and 
approved by NERC on January 15, 2013.  The Mitigation Plan for this violation is designated as 
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RFCMIT008530 and was submitted as non-public information to FERC on January 15, 2013 in 
accordance with FERC orders. 

WCE’s Mitigation Plan required WCE to: 

1. issue an operating instruction to ensure that generator operators comply with an updated 
voltage schedule; 

2. appoint a compliance coordinator and engage a third-party consultant to provide input and 
guidance with respect to voltage control; 

3. enhance the operator display with audible and flashing alarms;  

4. begin verbal status checks with its Transmission Operator at shift changes to verify that WCE is 
maintaining network voltage schedules;  

5. issue a new procedure regarding voltage maintenance and conduct an associated lessons-
learned session; and 

6. begin conducting weekly reviews of network voltage schedules.    

WCE certified on December 12, 2012 that the above Mitigation Plan requirements were completed on 
December 12, 2012.  As evidence of completion of its Mitigation Plan, WCE submitted the following:  

1. updated operating instructions, reinforcing the need for operators to comply with the voltage 
schedule; 

2. an email informing the new compliance coordinator of his start date and an email between the 
new compliance manager and a third-party consultant discussing the contract to provide 
guidance in voltage control and maintenance and testing programs; 

3. an email sent to operators informing them of the installation of new alarms; 

4. a revision of the operating instructions informing operators to perform a verbal status check 
with the Transmission Operator at shift change; 

5. Revision 0 of WCE’s VAR-002-2b compliance procedure, including a copy of its voltage schedule, 
as well as an attendance log of the associated informal lessons-learned session; 

6. examples of the compliance coordinator’s weekly review of voltage schedules. 
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On February 11, 2013, after ReliabilityFirst’s review of WCE’s submitted evidence, ReliabilityFirst 
verified that WCE’s Mitigation Plans were completed on December 12, 2012. 
 
Statement Describing the Assessed Penalty, Sanction or Enforcement Action Imposed12

Basis for Determination 

 

 
Taking into consideration the Commission’s direction in Order No. 693, the NERC Sanction Guidelines 
and the Commission’s July 3, 2008, October 26, 2009 and August 27, 2010 Guidance Orders,13

In reaching this determination, the NERC BOTCC considered the following factors:   

 the 
NERC BOTCC reviewed the Settlement Agreement and supporting documentation on November 5, 
2013.  The NERC BOTCC approved the Settlement Agreement, including ReliabilityFirst’s assessment of 
a thirty-five thousand dollar ($35,000) financial penalty against WCE and other actions to facilitate 
future compliance required under the terms and conditions of the Settlement Agreement.  In 
approving the Settlement Agreement, the NERC BOTCC reviewed the applicable requirements of the 
Commission-approved Reliability Standards and the underlying facts and circumstances of the 
violations at issue. 

1. the violations constituted WCE’s first occurrence of violations of the subject NERC Reliability 
Standards; 

2. WCE self-reported the violation of PRC-005-1 R1; 

3. ReliabilityFirst reported that WCE was cooperative throughout the compliance enforcement 
process; 

4. WCE had a compliance program at the time of the violations, aspects of which ReliabilityFirst 
considered a mitigating factor, as discussed above; 

5. WCE’s performance during the Compliance Audit reflected a lack of comprehensive 
understanding of its responsibilities under the Reliability Standards and a failure of document 
controls, which ReliabilityFirst considered an aggravating factor, as discussed above;  

6. ReliabilityFirst determined that the cumulative effect of WCE’s violations posed a moderate risk 
to the reliability of the BPS, as discussed above; 

                                                 
12 See 18 C.F.R. § 39.7(d)(4). 
13 North American Electric Reliability Corporation, “Guidance Order on Reliability Notices of Penalty,” 124 FERC ¶ 61,015 
(2008); North American Electric Reliability Corporation, “Further Guidance Order on Reliability Notices of Penalty,” 129 FERC 
¶ 61,069 (2009); North American Electric Reliability Corporation, “Notice of No Further Review and Guidance Order,” 132 
FERC ¶ 61,182 (2010). 
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7. ReliabilityFirst determined that the instant violations relate predominately to documentation 
deficiencies arising before the current management team was put in place, as discussed above; 

8. ReliabilityFirst imposed a non-monetary penalty (the unscheduled audit) that will result in 
additional costs to WCE in terms of time, resources, and risk of additional exposure;  

9. there was no evidence of any attempt to conceal a violation nor evidence of intent to do so; 

10. ReliabilityFirst reported that there were no other mitigating or aggravating factors or 
extenuating circumstances that would affect the assessed penalty.  

 
For the foregoing reasons, the NERC BOTCC approved the Settlement Agreement and believes that the 
assessed monetary penalty of thirty-five thousand dollars ($35,000) in conjunction with the non-
monetary penalty consisting of ReliabilityFirst’s forthcoming unscheduled audit of WCE before the next 
six-year scheduled audit cycle concludes is appropriate for the violations and circumstances at issue, 
and is consistent with NERC’s goal to promote and ensure reliability of the BPS. 
 
Pursuant to 18 C.F.R. § 39.7(e), the penalty will be effective upon expiration of the 30-day period 
following the filing of this Notice of Penalty with FERC, or, if FERC decides to review the penalty, upon 
final determination by FERC. 
 
Attachments to be Included as Part of this Notice of Penalty 
 
The attachments to be included as part of this Notice of Penalty are the following documents: 

a) Settlement Agreement by and between ReliabilityFirst and WCE executed October 2, 2013, 
included as Attachment a; 

b) Record documents for the violation of PRC-005-1 R1, included as Attachment b; 

1. WCE’s Self-Report for PRC-005-1 R1 dated July 5, 2012; 

2. WCE’s Mitigation Plan designated as RFCMIT007965 for PRC-005-1 R1 submitted August 
31, 2012; 

3. WCE’s Certification of Mitigation Plan Completion for PRC-005-1 R1 submitted October 
31, 2012; 

4. ReliabilityFirst’s Verification of Mitigation Plan Completion for PRC-005-1 R1 dated 
January 24, 2013; 

c) Record documents for the violation of PRC-005-1 R2, included as Attachment c; 
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1. ReliabilityFirst’s Possible Violation Identification Form for PRC-005-1 R2 dated 
September 13, 2012; 

2. WCE’s Mitigation Plan designated as RFCMIT008535 for PRC-005-1 R2 submitted 
December 13, 2012; 

3. WCE’s Certification of Mitigation Plan Completion for PRC-005-1 R2 submitted 
December 19, 2012; 

4. ReliabilityFirst’s Verification of Mitigation Plan Completion for PRC-005-1 R2 dated 
March 20, 2013; 

d) Record documents for the violation of PRC-001-1 R1, included as Attachment d; 

1. ReliabilityFirst’s Possible Violation Identification Form for PRC-001-1 R1 dated 
September 13, 2012; 

2. WCE’s Mitigation Plan designated as RFCMIT008529 for PRC-001-1 R1 submitted 
December 12, 2012; 

3. WCE’s Certification of Mitigation Plan Completion for PRC-001-1 R1 submitted 
December 12, 2012; 

4. ReliabilityFirst’s Verification of Mitigation Plan Completion for PRC-001-1 R1 dated 
March 1, 2013; 

e) Record documents for the violation of CIP-001-1 R2, included as Attachment e; 

1. ReliabilityFirst’s Possible Violation Identification Form for CIP-001-1 R2 dated September 
13, 2012; 

2. WCE’s Mitigation Plan designated as RFCMIT008533 for CIP-001-1 R2 submitted 
December 13, 2012; 

3. WCE’s Certification of Mitigation Plan Completion for CIP-001-1 R2 submitted January 
10, 2013; 

4. ReliabilityFirst’s Verification of Mitigation Plan Completion for CIP-001-1 R2 dated 
March 8, 2013; 

f) Record documents for the violation of FAC-008-1 R1, included as Attachment f; 

1. ReliabilityFirst’s Possible Violation Identification Form for FAC-008-1 R1 dated 
September 13, 2012; 
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2. WCE’s Mitigation Plan designated as RFCMIT008528 for FAC-008-1 R1 submitted 
December 12, 2012; 

3. WCE’s Certification of Mitigation Plan Completion for FAC-008-1 R1 submitted 
December 12, 2012; 

4. ReliabilityFirst’s Verification of Mitigation Plan Completion for FAC-008-1 R1 dated 
March 1, 2013; 

g) Record documents for the violation of FAC-009-1 R1, included as Attachment g; 

1. ReliabilityFirst’s Possible Violation Identification Form for FAC-009-1 R1 dated 
September 13, 2012; 

2. WCE’s Mitigation Plan designated as RFCMIT008531 for FAC-009-1 R1 submitted 
December 12, 2012; 

3. WCE’s Certification of Mitigation Plan Completion for FAC-009-1 R1 submitted 
December 12, 2012; 

4. ReliabilityFirst’s Verification of Mitigation Plan Completion for FAC-009-1 R1 dated 
March 1, 2013; 

h) Record documents for the violation of VAR-002-1.1b R2, included as Attachment h; 

1. ReliabilityFirst’s Possible Violation Identification Form for VAR-002-1.1b R2 dated 
September 13, 2012; 

2. WCE’s Mitigation Plan designated as RFCMIT008530 for VAR-002-1.1b R2 submitted 
December 12, 2012; 

3. WCE’s Certification of Mitigation Plan Completion for VAR-002-1.1b R2 submitted 
December 12, 2012; and 

4. ReliabilityFirst’s Verification of Mitigation Plan Completion for VAR-002-1.1b R2 dated 
February 11, 2013. 
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Notices and Communications: Notices and communications with respect to this filing may be 
addressed to the following: 

Robert K. Wargo* 
Director of Analytics & Enforcement 
ReliabilityFirst Corporation 
320 Springside Drive, Suite 300 
Akron, OH  44333-4542 
Telephone: 330-456-2488 
Facsimile:  330-456-5408 
Email: bob.wargo@rfirst.org 
 
Niki Schaefer* 
Managing Enforcement Attorney 
ReliabilityFirst Corporation 
320 Springside Drive, Suite 300 
Akron, OH  44333-4542 
Telephone: 330-456-2488  
Facsimile:  330-456-5408  
Email: niki.schaefer@rfirst.org  
 
L. Jason Blake* 
General Counsel 
ReliabilityFirst Corporation 
320 Springside Drive, Suite 300 
Akron, OH  44333-4542 
Telephone: 330-456-2488  
Facsimile:  330-456-5408  
Email: jason.blake@rfirst.org  
 
 
 
 
 

Gerald W. Cauley 
President and Chief Executive Officer 
North American Electric Reliability Corporation 
3353 Peachtree Road NE 
Suite 600, North Tower 
Atlanta, GA 30326 
(404) 446-2560 
 
 
Charles A. Berardesco* 
Senior Vice President and General Counsel 
North American Electric Reliability Corporation 
1325 G Street N.W., Suite 600 
Washington, DC 20005 
(202) 400-3000 
(202) 644-8099 – facsimile 
charles.berardesco@nerc.net 
  
Sonia C. Mendonςa* 
Assistant General Counsel and Director of 
Enforcement 
North American Electric Reliability Corporation 
1325 G Street N.W. 
Suite 600 
Washington, DC 20005 
(202) 400-3000 
(202) 644-8099 – facsimile 
sonia.mendonca@nerc.net 
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Brian Odelson* 
Commercial Manager 
Whiting Clean Energy, Inc. 
2155 Standard Ave. 
Whiting, Indiana 46394 
(219) 473-0653 
brian.odelson@bp.com 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
*Persons to be included on the Commission’s 
service list are indicated with an asterisk.  
NERC requests waiver of the Commission’s 
rules and regulations to permit the inclusion of 
more than two people on the service list. 

Edwin G. Kichline* 
North American Electric Reliability Corporation 
Senior Counsel and Associate Director,  
Enforcement Processing 
1325 G Street N.W. 
Suite 600 
Washington, DC 20005 
(202) 400-3000 
(202) 644-8099 – facsimile 
edwin.kichline@nerc.net 
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Conclusion 
 
NERC respectfully requests that the Commission accept this Notice of Penalty as compliant with its 
rules, regulations and orders. 
 

Respectfully submitted, 
 

 /s/ Sonia Mendonςa 
Gerald W. Cauley 
President and Chief Executive Officer 
North American Electric Reliability Corporation 
3353 Peachtree Road NE 
Suite 600, North Tower 
Atlanta, GA 30326 
(404) 446-2560 
 
Charles A. Berardesco 
Senior Vice President and General Counsel 
North American Electric Reliability Corporation 
1325 G Street N.W., Suite 600 
Washington, DC 20005 
(202) 400-3000 
(202) 644-8099 – facsimile 
charles.berardesco@nerc.net 

Sonia C. Mendonςa 
Assistant General Counsel and Director of 
Enforcement 
North American Electric Reliability 
Corporation 
1325 G Street N.W. 
Suite 600 
Washington, DC 20005 
(202) 400-3000 
(202) 644-8099 – facsimile 
sonia.mendonca@nerc.net 
 
Edwin G. Kichline 
North American Electric Reliability 
Corporation 
Senior Counsel and Associate Director,  
Enforcement Processing 
1325 G Street N.W. 
Suite 600 
Washington, DC 20005 
(202) 400-3000 
(202) 644-8099 – facsimile 
edwin.kichline@nerc.net 

 
 
cc: Whiting Clean Energy, Inc. 
 ReliabilityFirst Corporation 
 
Attachments 
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Attachment a 
 

Settlement Agreement by and between 
ReliabilityFirst and WCE executed  

October 2, 2013 
 
 

  



In re: WHITING CLEAN ENERGY, INC. ) 
) 
) 

NRRC Reg:i8\ry lDNo.KCROO417 ) 
) 
) 
) 
) 
) 

Yiolation ID Nos.: 
RFC2012010746 (pRC-005·l Rl); 
RFC20 120 11350 (CIP-(){ll-1 R2); 
RFC2012011351 (FAC-008-1 Rl); 
RFC20l20ll352 (FAC·OO9-l Rl); 
RfC20l2011353 (PRC·OOl-l Rl); 
RFC2012011354 (PRC·OO5·1 R2); and 
RFC2012011355 (VAR-002-!.lb R2) 

SETTLEMENT AGREEMENT 
BETWEEN RELlABlLlITFIRST CORPORA nON AND 

WHITlNG CLEAN ENERGY, INC. 

I. L'\TRODlIcnON 

1. RciiabilityFirst Corporation ('"RciiabilityFirst") and Whiting Clean Energy 
("WCE") enter into thi~ SeUlemen\ Agreement ("Agreement"") to resolve alleged 
violations by WeE of the above-captioned Reliability Standard Requirements. 

2. WCE and Rc1iabilityFirst agree and stipulatc to this Agnx:mcnt iu its entirety. 
The facts stipulated herein are ~tipulated solely for the purpose of resolving 
between WCE and ReliabilityFirstlhe subject matler orthis Agreement and do 
not constitute admissioll5 or stipulations for any purpose. WeE neither admits 
nor denics that the facts stipulated herein constitute violations of the Reliability 
Standards discussed below. 

(ft'erviewollVe!': 

3. WCE operates a 525 megawatt combined cycle gas cogeneratiou facility in 
Whiting, Indiana. WCE is connected to the Bulk Power System by two 138kV 
transmission lines at Northern Indiana Public Service Company substations. 
WCE'~ parent c(lmpany is flP Alternative Energy North America Inc. 

4. WeE is registered as a Generator Owner ("GO") and Generator Operator 
("GOP") on the NERC Compliance Registry. !n i1> capacity as a GO, WCE is 
subject to compliance with PRC-005-1 , FAe-008-1, F AC-009- I, PRC-005-! and 

Il'X~<t Nu>. RFC'2012010746 •• 1 al 



VAR-002-I.l b, In its eapadt), as a GOP. WCE is subject to wmpliarn:e with 
CIP-001-l. PRC-OOI-I and VAR-002-1.lb. 

Overview q( Alleged Violations 

5. ReliabiEtyFirs\ conducted a Compliance Audit of WCE from September 10, 2012 
to September 13, 2012 (the "Compliance Audit'"). ReliabilityFirst discovered all 
but one of the Possible Violations through the Compliance Audit. WCE sclf
reported the remaining Possible Violation prior to the Compliance Andit. WCE 
discovered the condition nnderlying the Self-Report as it was preparing for the 
Compliance Audit. 

II, ALLEGED VIOLATIONS 

A. PRe-OOS-! RI and Rl (RFC20120J0746 and RFClOJ201J354) 

6. PRC-005-1 increases the reliability of the Bnlk Po\\"Cr system by ensuring 
maintenance and testing of all transmission and generation Protection Systems, 
which isolate segments of the Bulk Po\o\er System when fanlts occur. 

7. A violation ofPRC-005-1 Rl has the potential to affect the reliable operation of 
the Bulk Power system by allowing Protection System devices to remain 
unmaintained and untested. PRe-OOS-l Rl states: 

Rl. Each T=ission Owner and any Distribution Provider that o\\ns a 
transmission Protection System and each rOO] that 0\\115 a generation 
Protaction System shall have a Protection System maintenance and testing 
program Ibr Protection Systems thaI alTect the reliability of the BES. The 
program shall include: 

RI, 1. Maintenance and testing intervals and their basis. 

RI.2 , Summary ofmainten;mcc and testing procedurt:s. 

8. A violation ofPRC-005-1 R2 has the potential to affect the reliable operation of 
the Hulk Power System by allowing Protection System devices to remain 
unmaintained and untested. PRC-005-1 R2 states: 

Rl. Each Trnnsmission Owner and any Distribution Provider that owns a 
transmission Protection System and each [GOjthat owns a generation 
Protection System shall pro\ide documentation of its Protection System 
maintenance and testing program and the implementation of that program 
to its Regional Reliability Organization on request (within 30 calendar 
days). The documentation of the program implementation shall include: 

Docket No<. RrC201101 074(,. "al. P.gc2ofl7 



Kl.l. Evidence Protection System devices were maintained and ksted 
within !he ddincd intervals. 

Rl.2. Date each Protection System device was last tested/maintained. 

9. RcliabilityFirst alleges that WCF. violated PRC-005-1 RJ by failing to have a 
Protection System maintenance and testing program for Prote<:tion Systems that 
alleet the reliability of the Bulk Power System. 

10. ReliabilityFirst alleges that WeE violatcd PRe-OOS-1 R2 by failing to provide 
evidencc that il implemented a Protection System maintenance and testing 
program. i 

DeSCfipl;on of Alleged Violations and RiIk A~·!i~~·!iment 

11. On JlIly 5, 2012. WCE submitted a Sclf-Report to Rcliabilityfirst identifying a 
possible violation ofPRC-O()5-1 RI. See Self Report .- 2012 (attached as 
Attachment A). WCF. assumed upet'dtiun re~;ponsibility Jor the facilily from 
General Electric ("'GF.··) in December 2009 I However, WCF. continued to rely 
on GF. to condl.lCt Protection System maintenance and testing in accordance with 
NERC"s Protection System Maintenance: A Technical Rejerence. Consequently. 
WeE did not maintain adequatc oversight of its Protection Systcm maintenance 
and tcsting program, and instead relied on contl'dcts to ensure Protection System 
maintenance and testing "ithin the inkrvals rt....,omnlt:nded by NERC' and device 
munul"al:turers. 

12. On June 25, 2012, weE hired a full-time maintenance and engineering manager 
and, concurrently, began io administer its o\\n Protection System maintenlln~e 
<111d testing progrwn. On June 26, 2012. as part of its preparation for the 
Compliance Audit. WCE engaged a consulting firm to provide inpUl and guidance 
with respect to, among other things, weE's compliance status ""i!h Reliability 
Standard PRe-OOS-I. This consultant detennined that WCF. did not maintain 
sul1icient evidence ili:monstrdting it implemcnh:d a Prote("1ion System 
maintenance and testing program. 

13. !)uring tlte Compliancc Audit, RcliabilityFirst identified a Possible Violation of 
PRe-005-l R2. Based on the evidence pro, ided by WCE during Ihe Compliance 
Audit, ReliabilityFirst was Wl<1ble to detconine the intervals on which WeE tested 
Protection System equipment, and, therefore, ReliabilityFirst could not detennine 
whether WeE tested its Protection System equipment within its defined intervals. 

I weE has 106 total Prote<-"tion System devi<;es. n.e.e in<lude thirty rel.ys, two associated communication 
,y,,!<'m, . ro'ty-olle voll.g. &00 current .ensing devices, four hatteries, and twenty-nine OC control circuits. 

'Althougb we!: . ,"umed ore,...lion =pon,ibility r" .. lhe r""ilily in Dcc<ombcr 1009. WCF~ as Ill< Rcgislcrod 
Emily. ha, Ix:cn n."sponsibk r", compliance with the "NER(' Reli.bility Standards ,in~ July 9.1003. 
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Additionally, WeE had not performed maintenance and testing on its current and 
vollug" sensing devictoS during the duration of the alleged violation.

3 

14. lbe duration of the aUcgcd violation ofPRC-OOS-l Rl is from July 9, 2008, the 
datc WCE was required to comply with PRe-OOS-), to October 31, 2012, the date 
WCR completed action . ., to mitigate th" violation. 

IS. The duration of the alleged violation ofPRC-OOS-l R2 is from July 9, 2008, the 
date WCE was required to comply v.ith PRC-OOS-1. to Deccmber 19_ 2012, the 
datc WCE completed actions to mitigate the violation. 

16. Reliahility First determined that these alleged violations posed a minimal risk lO 
the reliability of the Bulk Power system based ou the following facton;! 
ReliabilityFirstcoll5idered these violations to be primarily documcutation issues. 
"ibey ar~ documentation issllCs becausc_ although weE did not have a 
documented maintenance and testing program, WeE Tepresenl~ maintenance and 
testing was completed by GE and its subcontractors from 2009 to 2012. Frum 
taking over operatious in 2009 to the establishment of the maintenance and testing 
procedure on June 29, 2012, WeE represents that it performed testing on 
Proteelion System d~vic~s in accordan~e with the intervals enumerated in 
NERC's Pro/eeli"n SY"/em Mainlenance: A Technical Referem;e.5 For the 
duration ofth" alleged violation_ WCE used a preventive and corre~tive 
maintenance software package to schedule electrical preventive maintc:nance. The 
software package generates a work order, which is assigned to WCE's electrical 
high voltage contractor for execution. For each activity, the contractor generates a 
report that is issued to WCE. All repolis are revie\\ed and any do~umented ilems 
or issues that require further action are entered so that a new work order can be 
issued and the corrective actions taken. WCE vcrified that the work has been 
completed in accordance \\ith the maintenance and testing proccdures detailed in 
the statements. WeE's Protective Systems are partially monitored, with critical 
devices conne<:ted to the control room so that operators receive real -time status 
updates and can respond to alarms. 

, WCE did no( unden;land that v"ltage .nd CUff...,t :\e1,.inl: device" had to be tested by t~. date WCF. ,',.s TC4~irc-d to 
comply with PRC-005- I. Th.r.fon:, WC}; ",hedul.d llllIim...,;mce .Ild te,ting to OCCUT in 20 12 iUId 20 13. ,,·hich 
would be in'ide the 'IC,·Cn year inlcr,al included in NERC' , PrcAection System Mai>!lenan,o; A Tochnical 
R"f""onc~ . 

• PRC-005-J R J has " Violation Risk ('aclor ("VRF'") of·'High." ReliabilityF;"'t dClennin<d thai the aUogod 
violation w,..r..,ted a "High" Violatioo Severity Level ("VSL '"). PRC_OO5_1 R2 h'" " VRF of LoW"'," 
ltoHooilityl'irst oktermined lhat the alleged viola!ioo warranted a '·Scv~.,.e'· VSL. 

'This HERe document rerommen<\, mainten.nco and te'ting on Protocrion System devicos os follows: Prolective 
Relays - 5 yean, vo!rnge ond current stnsing devke, - 7 y.ars, OC conn'oj circuitry - 5 years, stJlioo b>rtteries -
monthly, ",,,,,,iate<i comnlllnicmions 'y"o= - 6 mooth,. 
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Miligaling Adiom 

17. On August J I, 2012, WCE submitted to RcliabilityPirst its mitigation plan to 
address the alleged violation ofPRC-005-1 Rl. See Mitigation Plan (attached as 
Attachment R). ReliahilityFin;t accepted the mitigation plan on September 25, 
2012, and on September 26. 2012, submitted it to NFRC for approval. 

18. In the mitigation plan, WCE memorialized the actions it took to address the 
alleged violation of PRC-005- 1 RI. WCE implemented a comprehensive 
compliance program on June 25, 2012 and appointed a new full-time Maintenance 
and Engineering Manager 10 administer the Protection System maintenance and 
testing program. WCE conducted a lessons-learned session on JutJ~ 27, 2012, 
t\vcnty-four hours after the potential violation was reported to WCE's General 
Manager. Finally, weE developed a formal Protection System maintenance and 
testing program. 

19. On Cktober 31, 2012, WCE certified it completed the mitigation pilm for PRe-
005- J R I to RcliabilityFirsl. See Certification of Mitigation Plan Completion 
(attached a~ Aua.e hment C). On January 24, 2013, ReliabilityFirst verified that 
WCE successfully completed the mitigating activities deSl.'ribcd in its mitigation 
plan. See Verification of Mitigation Plan Completion (attached as Attachment 
DJ. 

20. On December 13, 2012, WCE submitted to Reliabi lityFirst its mitigation plan 10 
address the alleged violation ofPRC-005-1 R2. See Mitigation Plan (attached as 
Attachment E). Rcliabi lityFirst accepted the mitigation plan on December 28, 
2012 and submitted it to NERC for approval. 

21, In the mitigation plan, WeE memorialized the IIctions it took to addres, th", 
alleged violation ofPRC-005-1 R2. In addition to the activities described above, 
WCE issued a Statcmcnt of Work to a third party for line-to-line tcsting dnring an 
oulag"" WCE appointed II full time Compliance Coordinator 10 assist its 
Compliance Olliecr in mruntaitJing and enforcing compliane<: at the WCE ~ite. In 
addition to the items noted above, WCE provided ReliabilityFirst with II scope of 
work for the testing to be performed during the spring 2013 ontage, and 
proceeded to tcst relays and voltago and cnrrent sensing dcviccs in accordance 
with the mitigation plan, 

22. On December 19, 2012, WCE certified it completed the mitib'lltion plan Jor PRC-
005-1 R2 to RcliabilityFirst. See Certification of Mitigation Plan Completion 
(attached as Attachment F). On March 20, 2013, Rdiabilityl'irst verified that 
WCE successl'ully completed the mitigating activities described in its mitigation 
plan. &10 Verilication of Mitigation Plan Completion (attached as Attachment 
G). 
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R. PIUA101-1 RI (RFC1()12()113S3) 

23. PRC -00 I-I ensures that system protection is coordinated among operating 
entities. 

24. A violation ofPRC-OOI-1 RI has the potential to affect the reliable operation of 
the Bulk Power system by allowing important Protection System devices to 
remain uncoordinated among operating entitics which could cause damage to 
plant equipmenl and also allect an interconnected facility. PRC-OOI-l RI states: 

R1_ Each Transmission Operator_ Balancing Authority. and [GOP] shall be 
familiar v.ith the purpose and limitations of protection system schemes 
applied in its area. 

25, ReliabilityFirst alleges that WCE violated PRC-OO) -) R J b)' railing (0 provide 
evidence of its operators' familiarity with the purpose and limitations of 
protection system schemes applied in its arca. 

Description o(Alleged Violations and Risk Asse,uml!nl 

26. During the Compliance Audit, RcliabilityFirst identified a possible violation of 
PRC-001-' R 1. WCE provided a training presentation titled '·System Protection 
Overview for Whiting Clean Energy," dated July 29, 2012. WeE provided no 
evidc/lCc of its operators' a\\'lU:eness of protection system schemes prior (0 July 
29, 2012. Therefore, RcliabilityFirst idcntified a Possible Violation for the period 
prior to July 29, 2012. Furthermore, ReliabilityFirst analyzed this training 
presentation and detemrined that it provided a genenll overview of protection 
system schemes but lacked sufficient detail to demonstrate WCE operators' 
awareness ofthe application ofprotcction system schemes in the WCE lIfCa. 

Therefore, Re1iahilityFirst identified a Possible Violation for thc period after July 
29.2012. 

27. The duration of the alleged violation ofPRC-OOI-1 RI is from July 9, 2008, lh~ 
date weE wa~ reqoired to comply with PRC-OOI-I, to \Jecember 12, 2012, the 
date \VCE completed actions to mitigate the possible violation. 

28, RcliabilityFirst detemrined that the alleged violation posed a minimal risk to the 
Bulk Power Systc-m bascd on the following factors. 6 WCE represents tbat 
training for ~taffwag provided by GE using plant design criteria, reference 
manuals, and NERC documents on Protection System lkviees. However, WCE 
could not locate the training records. The new leadership team, which WCE 
brought on in June 2012, provided PRC-OOI training to ~ite operators and 
instrumentation staff in July 2012, with additional training performed in October 
2012 . 

• PRC_Oll] _1 R 1 ha, a YRF of "'High ~ II.cliabilityFim de!mnined tn. alleged violation warranted a '"Sc:vere- YSl., 
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2<;1, On Dec .. mber 12, 2012. WCI::; suhmilloo to Reliabilityhrst its miligatiOI1 plnn to 
add~.>s til.- alleged violntil'll ofPRC.ool-l Rl. .'Ie.! Mitigation Plan (mLKha:I •• 
Altachmcut H). Rclia1:>ililyFir:;t acoxptcd the mitigation plnn on January 8, 2013 
and on January 9, 201) 8ubrniTted it \() NERC for approval. 

30. In the mitigation plnn. WCI.: mcmorializt"d the lICtions it look to addrcl~~ lh~ 
alleged violution of PKC-OOI·I R I. WCE conducted operator truilJini;. appointed 
iii CompliUllcc Coordinator, an..! pn.)\"ided additional PRC·OOI training for 
opcmtOI"ll and instrumentation staff. Finally, weE is!;~ II new procedul'C to 
cMUfCCOJllinuai ~ompt iance w ith PRC-OOI. 

3 1. On Tlecemm 12.. 2012, WCF ~nified il completed tnc m itigation plan fOl" PRC-
00 1· 1 RI to Rcliabi lit)Fin,1. See Cenificalion ofMitil!>ltion Plnn Completion 
(altllChcd 3.'1 A linch mfnt I). On Man:h I , 2013, Rdiabilityri rst wrifled that 
WeE s\JCcessfulJy completed tnc mitigatinl: !K1ivities dcscrihcd in its mitigation 
plan. See Verification ofMiliguliun Plan Completion (attache<! a~ AltYC'bmrut 
.I). 

C. C II'-OOI -1 R2 (RFClOI201 135U) 

32. CIP-OO 1·1 ellSU1C~ that SuSpe.:lCtI or dctermined sabotage ~,"..,nts arc properly 
reponed to 1M- appropriate systems. governmental agencies. and reguJatory 
bodics. 

33. A violation of ClP-OO 1· 1 R2 ~ the potalliai to affect the ",liable oprnnion of 
I h~ Bulk POWCI S)'stem by miucing a Rcgistcrro. Entit ~"li IIbi l' t)' to efTcrti\'l~I)' 
respond to C)bet- tOl\"llts. C1P..(I() 1.1 R Z Slates: 

IU. Each Reliability Coordinator. Buhlllcing Authority, TransmiStliOll 
Operator, IUOPJ. arK! Load $erving Entity ~hal1 have procedures for the 
communicalion ufitlfQrmation concern ing sabotage events to appropriate 
parties in the Intereom)Cction. 

34 . ReliabilityFirsl alleges that WCF. violated CIP-001·! R2 by failinij to provide 
.. \"ideDC~ lhat il dc\'clo~ lIllequate procedures for the C("JmnHlnkalion of 
information collCt'llling sabotage (\"t;ms to approprialC parties in the 
interconnccti<m. 

fk!it:rlprlon of Alleged ,';ullililms and Risk An".I.wm!ll1 

35. During {he Complian..:e Audit, Reliabil ityFinn identi!i"" a Possible Violation of 
C IP·OO I-I R2. RdiabilityFirst delcnnined that there WIIS insufficicrol evidencc 
provided by WCE documenting its pruccdures for the communication of 



infonnation concerning saootage events to appropriate parties in the 
Inlen:onneetiol1. Specilica1Ty, Reliahi1ityFirst determined that WCE's procedure 
requin:d WCE to notify the BP Energy J1t,~k, a power marketer serving as WCE's 
real-time desk.. ofsaootage events. lbat procedure, however, did 110t require the 
SP Energy Oesk to notifY WCE's Transmission Operator or Reliability 
Coordinator, ooth of whom arc appropriate parties in the Interconnection. 

36. The duration of the alleged violation oI"("JP-OOl-1 R2 is from July 9, 2008, the 
date WCE was required to comply with CIP-OOI-I, to January 10,2013, the date 
WCE completed actions to mitigate the possible violation. 

37. ReliabilityFirst delennined that the alleged violation posed a minimal risk to the 
Bulk Power System based on the Jo11owil1g ractors.7 weE had saootage reporting 
procedures incorpornted in its 2008 Facility Procl"<.iUl"t'S Manual, which included 
notifications to its Transmission Operator, local police, FBI. and phmllwCTgency 
responders. In the version ofthc WCE eIP-OOI procedure in plaee at the time of 
the Compliance Audit, WCE would notily the BP Energy Desk in the event of 
saootage. The DP Energy Desk would ask ifWCE had notiJ;ed it~ Reliability 
Coordinator, ilalancing Authority, Transmission Operator and make the calls ir 
weE was unable to do so. WCE revised its procedure as part of the CIP-OOI 
mitigatiol1 plan so that WCE would make the notifications to its Reliability 
Coordinator. Balancing Authority, Transmission Operat()r directly, but could still 
ask the UP Energy Desk for assistance ifnecessary. There ,,,ere no attempted aCL~ 
ofsaootage to the weE site during the alleged violation period. 

Mitigating Actions 

3M. On Deccmbcr 13, 2012, WCE submitted to ReliabilityFirst its mitigation plan to 
address the alleged violation orCIP-()()]-1 R2. See Mitigation Plan (attached as 
Attachmcnt K). ReliabilityFin;t accepted the mitigation plan on Oecember 28. 
2012 and submitted it to NERC for approval. 

39. In the mitigation plan, weE memorialized the actions it took to address the 
ulkge<1 violation orCIP-OOI-l R2. weE updated its procedures to define 
responsibilities and notilicatiom thaI m,,"~l be made in the event of saootage. 
WCE perfonned training for its still' on the updat.txl sabotage repnrting procedure 
and trained the ill' Energy Desk operators on WCE's saootage reporling 
procedure. In addition, WCE trained security supervisors on WCE's saootage 
reporting procedure. Finally, weE conducted a live drill including WCE. BP 
security, and BP Energy Desk starT, to ensure that all required notifications were 
mooe. 

40. On January 10,2013, WCE certified it completed the mitigation plan for CIP-
001-1 R2 to Re1iabilityFirsl. See Certification of Mitigation Plan Completion 

1 CIP .. {){)I .. I R2 lias a VRF or"McdiUn1."· Rcliabilil)'Firol dct ..... mined Ihe alleged violalioo warrnnted a "I!igh~ VSL. 
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(attached as Attachment L). On March 8, 2013. ReliabilityFirst verified that 
WCE successfully completed the mitigating activities described in its mitigation 
plan. &e Verification of Mitigation Plan Completion (attached as Attachment 
M). 

D. FAC-008-1 RI and FAC-OO<)·1 Rl (RFC20120113S1 and RfC2012011352) 

41. FAC·(}()8-1 and FAC-()()9-J ensure that Responsible Entities consider all 
applicable ~4uipmenl. when developing Facility Ratings and dcYelop Facility 
Ratings pursuant to lUI established methodology. 

42. A violation of FAC·OO8·1 Rl has the potential to affect the reliable operation or 
the Bulk Power Sy~tem by enabling Registorcd Entities to incorrectly or 
incomp1etdy delennine Facility Ratings. In pertinent part, FAC·008-1 Rl states: 

RI. .] he Transmission Owner and [GO] shall each docwnent its CUTTent 
methodology used for dcveloping Facility Ratings (Facility Ratings 
Methodology) orits solely andjoinlly owned Facilitics. The methodology 
shall include all of the follov.ing: 

RI.!. A statement that a Facility Rating shall equal the most limiting 
applicable Equipment Raling ofthc indi\idual equipment that 
comprises that Facility. 

R!.2. 'Jbe mcthod by whieh the Rating (of major BES equipment that 
comprises a Facility) is dctermined. 

RIol.!' The scope of equipment addressed shall include, but not be 
limited to, gcnerators, transmission conductors, 
transformers, relay protcctive devices. terminal equipment. 
and series and shunt compensation dc\iccs. 

• • • • • 
R1.3. ConsideT".ttion orthe following: 

Dockd No:< RfC201201OJ.l6. "al. 

R1.3.!. Ratings provided by equipment manufacturers. 

R1.3.2. Design criteria (c.g., including applicable references to 
industT)' Rating practices snch as manufacturer's warranty. 
IEEE, ANSI or other standards). 

R1.3.3. Ambient conditions. 

R 1.3.4. Operating limitation,. 

RI.3.S. Othcr assumptions. 
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43. A violation off AC-009-1 RI has the potential to affect the reliable opcru\ion or 
the Bulk Power System by increasing the likelihood that a Responsible Entity will 
operate their equipment outside the necessary Facility Rating. f' AC-009-1 RI 
states: 

Rl. The Transmission C);mer and [GOJ shall eaeh establish Facility R<lting~ 
for its solely and jointly owned Facilities that arc consistent vvith the 
associate<.! Fadli\y Ratings Mdhodology. 

44. ReliabilityFirnt alleges that weE violate<.! F AC-008-1 R I by failing to provide 
evidence ofils method for detennining rating~ for protective relays devices. 

45. ReliabilityFirst alleges that WCE violated rAC-009-1 RI by failing to pwvide 
evidence that it ha~ adequately established Facility Ratings that arc consistent 
with the associated FadEty Rating8. 

Description of Allcf{cd Violations and Risk Assessmenr 

46. Ouring the CompJiance Audit, Reliabi1ityFir:;t identitied Possible Violations of 
rAC-ClO8-1 RI and FAC-009-1 Rl. Specifically. ReliabilityFirs\ determined that 
WCE did not have a method for determining ratings for protective relays devices. 
In addition. RcliabilityFirst identified unresolved discrepancies in WCE's facility 
ratings that were inconsistent with ilS Facility Ratings Methodology. 

47. Ihe duration of these alleged violations is from July 9. 2008, the dale WCE was 
required to comply vvith FAC-OOS-I and FAC-ClO9-1, to December 12, 2012. the 
date WCE completed actions to mitigate the possible violations. 

48. Reliabilityrirst determined that these alleged violations posed a minimal risk to 
the reliability of the 13ulk Power System based on the follov.ing fadors! WCE 
based the ratings of its transmission conductors and relay on their respective 
instruction manuab. Further. WeE included the ratings of disconnect switches in 
its one-line diagrum. WCE conduded a facility nlting study in June 2012 which 
demonstrated that the rdays and voltage and current sensing devices were not the 
most limiting elements. Therefore, WeE did not have to ehange ilS Facility 
Ratings. 

Miligating Action;' 

49. On December 12, 2012, WCE submitted to RcliabilityFirst mitigation plWls to 
address the alleged violations ofFAC-008-1 RI and rAC-009-1 RI. See 
Mitigation Plans (atlached as Attachments Nand 0). ReliabiJityFirst accepted 

, j AC ·008·1 Rl has a VRF of··Lo",er." ReliabilityFirsl dotermined tho oIl.ged violatioo warranted a "M",kral<o"' 
VSL 
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the miligatiun plans on January 2, 2013 and on January 7, 2013 suhmil1ed them 10 
NERC for approvaL 

50. In the mitigation plans, WeE memorialized the actions it took to address the 
alleged violations ofFAC>(}()8-1 R 1 and FAC-OIN" 1 R 1. WCE conducted a 
Facility Raling Melhodolugy Study and created and approved a new Facility 
Rating Methodology Procedure. WeE conducted training for the genenltor 
operator personnel. 

51. On D.::cember 12,2012, WCE certified it completed the mitigation plans for FAC-
008-1 R 1 and F AC-009-1 R 1 10 ReliabililyFirsl. See Cerliilcations or Mitigation 
Phm Completion (attached as Attachments P und Q). On March I. 2013, 
ReliabilityFirst verified that WCE successfully completed the mitigating activities 
described in its mitigation plans. See Vorifications of Mitigation Plan Completion 
(attached as Attachments R and S), 

E. VAR-002-1.1 b Rl (RFC2012011355) 

52, VAR-OI}2-1.l h ensures that generators provide reactive and voltage control 
necessary to ensure voltage lewIs, reactive flows, and reactive restllJrees within 
applicable Facility Ratings in order to protect equipment and the reliable 
operation of the Interconnection. 

53. A violation ofVAR-002- I .Ib Rl has the potential to alTed the reliable operation 
of the Bulk Power System by allowing generator voltage or n::active power output 
at levels detrimental to the llulk-Power System's voltage or reactive power level. 
VAR·O()2-1.1b R2 states: 

Rl. Unless exempted by the Transmission Operator, each [GOPJ shall 
maintain the generator voltage or Reactive Power output (",~thin 
applicable }'acility Ratings as dirocted by the Transmission 
Operator), 

Rl.l. When a generator's automatic voltage reb'Ulator is out of 
service. the [GOP] shall usc an alternati',.-e method to 
control the generator voltago and reactive output to meet 
the voltage or Reactive Power scbedule directed by the 
Tnmsmission Openltor. 

H2.l, When directed to modify voltage, the [GOP] shall comply 
or provide an explanation of why the schedule cannot be 
mel. 

54. ReliabilityFirst alleges that WCE violated V AR-002-1. Ib R2 by failing to either 
maintain the generator voltage or Reaetivc Power output as directed by the 
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Transmission Opemtor or to ohtain exemption. 

Description of Alleged Violations and Risk Assessment 

55. During the Compliance Audit, RdiahilityFirst identified a Possible Violation of 
VAR-002-1.1h R2. ReliabilityFirst determined thal, on two occasions, WeE 
operalOO below the lower limit of its dclincd voltage 5chedulc without an 
exemption from its Transmission Operator. 

56. rile duration of this alleged violation includes two occa~iong, one on May 29, 
2012 and another on June 11,1012, during ",hich weE lirst operated outside the 
defined volklge :><:hedule. The duration of the occasions during which WCE 
operated outside its voltage schedule were approximately six and halfhours and 
five hours, respectively. 

57. ReliabilityFirs\ determined that the alleged violation posed a minimal rbk to the 
Bulk Puwer System hused on the follov.ing factors.9 WeE operated its units in 
Automatic Voltage Regulator mode, and thus automatically responds to 
flnctuations in systom voltage. weE operators were instructed to respond to any 
reql1Csts hy WCE's Tnlnsmission Operator (0 change vars to support system 
voltage. On the two occasions ReliabilityFirst identified WCE operaling outside 
its voltage schedule, WCE opemtors manually responded to requests to increase 
,=. 

Mitigating Actions 

58. On December 12,2012, WeE submitted to RcliabilityFirst its mitigation plan to 
address the alleged violation ofVAR-002-1.1 b R2, See Mitigation Plan (a\tached 
as Attachment T). Rciiabi lityFirst accepted the mitigation plan on December 28. 
2012 and submitted it to NERC for approval. 

59. In the mitigation plan, weE momorialized the actions it look \0 addre~s the 
alleged violation orVAR-002-1.lb R2. WCE issued an opcruting in~tructi on to 
ensure that its generator operators comply with an updated voltage schedule. 
WCE appointed a Compliance Coordinator and engaged a third·party consultant 
to provide input and guidance with respect to voltage control. weE enhanced the 
operator display with audible and flashing alann~ and began verbal ~tatus cheeks 
with its Transmis~ion Operator at ~hifl changes to ,'erif)' that WeE is maintaining 
network ,'ollage :><:hcdules. In addition. WeE issued a new procedure regarding 
voltage maintenance and conducted an associated lessons-learned session. 
finally, WCE began conducting weekly TCviews ofnctwork voltage schedules. 

, V AR-002· I I b Rl h", a VRF "r"Mcdium.~ Reliab;lityF;',\ d .. ..-min. d that the all.fOod violatioo worrantod a 
"Sow,,"' VSL. 
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60. On lXx:cmbcr 12, 2012. WCE certilied it completed the mitigation plan for VAR-
002- 1. 1 h R2 to Rcliahi lityFirst. See Certilication oj' Mitigation Plan Completion 
(attached a~ Attll chm e-nt lJ). On February 11, 20 13. RcliabilityFirst verified that 
WeE successfully completed the mitigating activities described in its mitigation 
plan. See Verilication ofMitigalion Plan Completion (attached as Attachment 
V). 

III . AUJ US'n-lENT FACTO RS 

66. In addition to th~ above panlgnlphs, which arc incorporated herein by rert:T~nce, 
ReliabilityFirst considered the follov,ing ractors. 

67. Reliabilityrirst considered WCE's perrormanec during the Compliance Audit as 
an aggravating factor. Specifically, Reliabi!ityFirst determined that WCE did not 
have a ~omprehensive tmdcrstanding of its responsibi lities und~r the NERC 
Reliability Standard~ or oriis own proccsscs and procednres. Further, 
Rcliabilityrirst dctennined that the lack of, and incomplete, documentation 
provided during the Compliance Audit and the alleged violations described in this 
Agreement demonstrawd a programmatic failure ofWCF.'s document 
management controls. Re1iabi lityFirst determined that. while individually the 
alleged ,'iolatioll5 described in this Agreement each JXlscd a minimal risk to the 
reliability of the Bnlk Power System. the cumulative impact ofWCE's lack of 
understanding of the NERC Reliability Standards and its processes and 
procedures JXlsed a modemte risk the reliability of Bulk Power System. 

68. ReliabilityFirst considered certain aspects ofWCE's complian~e program as 
mitigating factors. ReliabilityFirst ba~cd this determination on eom:ctive action 
WeE took prior to the start oftbe Compliance Audit and the timely response to 
evidence requests and availability ofWCE staff during the Compliance Audit. 
ReliabilityFirst also favorably collSidered WCE's continued eITorts to mitigate the 
alleged violations following the Compliance Audit and WCE's cO<.lpenl1ion 
throughout till: enforcement action. 

69. ReliabilityFirst considered that the instant alleged violations relate predominately 
to documentation deficiencies arising during the transition period after WCE 
purchased the facility and betnre the current management team was in place as of 
mid-2012. RdiabilityFirst is encouraged by the actions WeE has taken since 
mid-20 12 and views these actions as positive signs ofWCE's commitment to 
address compliance issues, prevent recurrence, an<.! improve the reliability of the 
Bulk Power System. 

70. RcliabilityFirst applied partial mitigating credit for WCE's discovery ofihe 
alleged violation ofPRC-005-J RI because WCR submitted the Self-ReJXlrl 
during the weeks leading up to the Compliance Audil. RITeetive oversight of the 
rdiability of the bl.llk JXlwcr system depends on robust internal processes and 
controls that allow Registered Entities 10 effectively, comprehensively, and limely 

Doc«! N OlI. Rrc20t20107~6, "al. P..:olJof17 



detect reliahility and vulnerability risks, timely and effectively correct those 
issues, and perfoml tbe appTOpriate sdf-reporting to ReliabililyFirsL 

71. ReliahilityFirst considered '" heth~r the l"acls of these alleged violations constitute 
repelitive infractions by analyzing wh~ther they eviden~ed l!11y (al repealed or 
continuing oonduct similar to that underlying a prior violation of the same or a 
closely-related Reliability Standard Requiremcnt; (b) conduct addressed in any 
previously submitted mitigation plan for a prior violation oftbe same or a eloscly
related Reliability Standard Requirement; or (c) multiple violations of the same 
Standard and Requirement. The alleged vio1a\ions described in this Agreement 
are WCE·s first violations of the Reliability Standards. As a result, 
ReliabilityFirst did not consider WCE's violation history as an aggravating factor. 

IV. MONETARY AND NON-MONETARY SANCTIO:\'S 

72. Based upon the foregoing, weE shall pay a monetary penalty of$35,O()() to 
ReliabililyFirst. Additiomilly, ReliabilityFirst shall impo8e th~ non-monetar)· 
sanction of conducting an llilscheduled audit ofWCE before the next six year 
scheduled audit cycle conciudes.

1G 
ReliabilityFirst shall include the Reliability 

Standards at issue in this Agreement within the scope of the unscheduled audit of 
WCE.ll This will allow RdiabilityFirst to verify that the impTOvCnlents made by 
WCE since mid-2012 have bronght WCE into compliance and prevented 
recurrence. ReliabilityFirst considered the cost of the WlSChedulcd audit to WCE 
in terms of time, resources, and risk of additional exposure when determining the 
appropriate monetary penalty amount. 

73. ReliabilityFirst shall present an invoice to WCE within 20 uaY8 aner the 
Agreement is approved by the Federal Energy Reb'lliatory Commission (the 
'·Commission") or affinned by operation oflaw. Upon reccipt, WCE shall have 
30 days to remit payment. ReliahilityFirst ""ill notify NERC if it docs not timdy 
receive the payment from WCE. 

74. I[WeE fails to timely r~mit the monetary penalty payment to ReliahilityFirst, 
interest will commen~e to accrue on the outstanding balan~e. pursuant \0 18 
C.F.R. § 35.19a (aX2Xiii), on the earlier of (a) the 31 " day after the date on the 
invoic~ issued by RcliabilityFirst to WeE for the monetary penalty payment or 
(b) the 51" day after the Agreement is approved hy the Commission or operation 
of law. 

10 RcliabililyFir>t ,hall C(lIlJuct l~e un",heduted compliano;e audit puTSu""l t(l ""eli,," 3. 1.3 of l~C NERC 
Compliano;c M'lIlitoring and Enf""'OTlll'nl Prolo'l"am ("'CMEP"'). RetiabililyFir'l ha,; ,li. .. 1LTIllincd loc lime frame 
during whic~ il will conduct the um;cheduled audit ofWCE. and will P'"(lyide notinc,li"" 10 WCE in acc<J<daoce 
with th e CMFP. 

" Reliabilil~j"irst 'hall 001 lim;l tlte ;.c<>pe oftne un.chcdulcd nL>dil to ;ndlldc only tho,e Rcliabilily Slandard, at 
;"",,;n lhi. Agrremrnl. 
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V. ADJllTlONAL TERMS 

75. ReliabilityPirst and WCt:: agree that this Agreement i~ in the best interest of Bulk 
Electric System reliability. The tenns and eonditiuns of the AlVt'ement ar~ 
consistent wilh the regulatiuns and urders of the Commission and the NERC 
Rules of Pru<.:edure. 

76. RcliahililyFirst shall repor( the terms of all settlemenls of c{)mpliWlCe matters to 
NERC. NERC ""i1\ review the Agreement for the purpose of evaluating its 
consislency ""jlh other settlements entered into for similar violations or under 
similar circumstances. Based on this reviow, NERC ",ill oither approve or reject 
this Agreement. IfNERC rejects the Agreement, NERC will provide 5pecillc 
wriuen reasons for such rejection and ReliabilityFirst will attempt to negotiate 
with WCE a revised sdtlement agreement that addresses NERC's concerns. If a 
settlement cannet be reached, the enforcement process shall continllC to 
conclusion. IfNERC approves the Agreement, NERC will (a) report the 
approved sculcment to the Commissiun for review and uppruval by order or 
operation uI" law and (b) publicly post the Alleged Violations and the tenns 
provided for in this Agreement. 

77. This Agreement shall become effective upon the Commission's approval of the 
proposed resolution of the above Alleged Violations as set lorth in thi~ Agreement 
by order or operation onaw or as m"dilled in a manner acceptable to the parties. 
WCE agrees that this Ab'Teement, upon its effective date, shall represent a final 
settlement of wi matters set forth herein and binds WeE to perfonn the actions 
enumerated herein. WeE expressly waives its right to any hearing or appeal 
concerning any matter set forth herein, unless and onl)' to the exlentthal WCE 
contends that any NERC or Commission action constitutes a muterial 
modification to this Agreement. 

78. ReliabilityFin;t reserves all rights to initiate enforcement actions against WCE in 
acc{)rdance with the NERC Rules of Procedure iu the event that WeE fails to 
comply with any of the tenns or conditions of this Agreement, ineluding failure to 
timcly complete Mitigation Plans or other remedies of this Agreement. In the 
event WCE fails to comply with any of the tenns or conditions of this Ab'fCelllent, 
ReliahililyFirst may initiate an action or actions against WCE to the maximum 
extent allowed by the NERC Rules ofProccdurc. including, but not limited 10, the 
imposition of the maximum statutorily allowed monetary penalty. WCE will 
retain all rights to defcnd against such action or actions in accordance with the 
NERC Rules of Procedure. 

79. WCt:: consents to Rc1iahilityFin(s future use of this Agreemenl for the purpose 
of asscs~ing the factors within the NERC Sanction Guidelines and appliC!l.ble 
Commission orders and policy statements, including, but not limited to, the factor 
evaluating WCE's history of violations. Such usc may be in any enforcement 
aclion or compliance proceeding undertaken by l\'ERC or any Regional Enlityor 
both, provided however Ihat WCF dues not cunsentlo the use of the conclusions, 
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determinations, and findings set forth in this Agreement as the sole basis for any 
other action or proceeding brought by NERC or any R",gional Entity or both, nor 
do<:s WeE consent to tho use of this Agreement by any other party in any other 
action or proceeding. 

80. WeE affirms that all of the matters set forih in this Agreement arc true and 
correct to the best o[i(;; knowledge, information. and belief, and that it 
understands thaI Re1iabilityFirst enters into this Agreemcnt in express reliance on 
the representations contained herein, as well a~ any other representations or 
information provided by WeE to Reliahilil)First during any WCE intemetion 
with ReliabilityFirst f('lating 10 the ~ubje;"i matter of this Agreement. 

81. Upon execution of this Agreement. Re1iabililyFirst and WeE stipulate that 
ReliabilityHrst v.ill be deemed to have determined that each Possible Violation 
addressed herein ~onstitutes an Alleged Violation. RcliabilityFirst and WeE 
further stipulate that all required, applicable information listed in Section 5.3 of 
the CMEP is included ",ithin this Agreement. 

82. Each of the undersigned agreeing to and accepting this Agreement warrants that 
he or she is an authoril".ed representative of the entity designated below, is 
authorized to hind sll~h entity, and accepts the Agreement on the entity's behalr 

83. The undersigned agreeing to and accepting this Agreemctlt warranl that they enter 
into this Agreem~"Ilt voluntarily and that, other than the recitations set forth herein, 
no tender. offer, or promise of any kind hy any member, employee. officer, 
director. agent, or rcprcsL'lltalive of Reliability First or WeE has been made to 
induce the signatories or any other party to enter into this Agreement. 

84. The Agrccmenlma)' be signed in countellJarts. 

85, This Agreement is cxeclded in <luplicate, each of which so executed shall be 
deemed to be an original. 

(SIGNATURE PAGE TO FOLLOW] 

IREMAINOER OF (',\GE I:-lTENTlO~ALLY u :n BLA"'KJ 
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J::"':OORSt.n u,' : 

Managing Enfon:em~ni Auomey 
Rdiabililyl'irsl Corponlliotl 

A(;R.EI:D TO AND A ('('u 'n ;D BY: 

Whiting CIC'lIll Lnel1l\', Inc.: 

&--tfo.<MY 
Erika Harding 
General Manager 
Whiling Clean I:.nerBY, Inc. 

Rdi .. bilityliirst Cflrl'urn tiv n: 

;;{,.-., ,c AW"-
Timothy R. GallEigher 
I'f'I"sident & Cbicfl:.xccuth·e omcer 
ReliabilityFirn CorporJlion 

1lQ<~ No>. RFC201201117't>. "' "I. 

I()-~-I,,-~--
Date 
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Attachment b 
 

Record documents for the violation of      
PRC-005-1 R1 

 
1. WCE’s Self-Report for PRC-005-1 R1 

dated July 5, 2012; 
2. WCE’s Mitigation Plan designated as 

RFCMIT007965 for PRC-005-1 R1 
submitted August 31, 2012; 

3. WCE’s Certification of Mitigation Plan 
Completion for PRC-005-1 R1 submitted 
October 31, 2012; 

4. ReliabilityFirst’s Verification of Mitigation 
Plan Completion for PRC-005-1 R1 dated 
January 24, 2013. 

  



ReliabilityFirst Corporation
November 21, 2013

Self Report  - 2012

Entity Name: Whiting Clean Energy, Inc.

Address: 2155 Standard Ave.
Whiting IN 46394

NERC ID: NCR00417

Each Transmission Owner and any Distribution Provider that owns a transmission Protection
System and each Generator Owner that owns a generation Protection System shall have a
Protection System maintenance and testing program for Protection Systems that affect the
reliability of the BES. The program shall include:

PRC-005-1 R1Standard Requirement:

Description and Cause:

Date Submitted:
Date of Alleged Violation:

July 05, 2012
January 01, 2010

Self Report Status: Self Report has been submitted

As part of the pre-audit preparation, on June 26, 2012 Whiting Clean Energy (WCE) engaged
Burns & McDonnell, a consulting firm for NERC Reliability Standard compliance and Electric
Power Systems, to provide input and guidance with respect to, among other things,
WCEâ€™s compliance status with the PRC-005-1.1b standard.

The information and materials reviewed by Burns & McDonnell were insufficient to confirm
compliance with PRC-005-1.1b within the defined intervals, specifically a Protection System
maintenance and testing program for Protection Systems that affect the reliability of the BES
that includes:
i)	Maintenance and testing intervals and their basis and
ii)	Summary of maintenance and testing procedures.

WCE took over the operation of the plant from GE in December 2009.  Subsequently, WCE
continued to rely on GE to administer WCEâ€™s protection system maintenance and testing
program for protection systems, conduct maintenance and testing in accordance with
NERCâ€™s Protection System Maintenance: A Technical Reference, September 13, 2007.
WCE began to administer our own program on June 25, 2012, when the full-time
maintenance and engineering manager commenced in his position.

Consequently, for the specified time period, WCE did not use an oversight approach to our
program. Instead of a documented program, WCE wrote contracts to cover our protection
system within the time cycle recommended by NERC and manufacturerâ€™s
recommendations.

WCE keeps track of the maintenance and testing that have been completed by GE and
GEâ€™s subcontractor(s).

WCE has verified that the work has been completed in accordance with the maintenance and
testing procedures detailed in the statements of work.

Potential Impact to the Bulk
Power System:

Low
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ReliabilityFirst Corporation
November 21, 2013

Self Report  - 2012

User NameCommentFrom

Additional Comments

WCE has appointed a new full-time Maintenance and Engineering
Manager to administer the protection system maintenance and testing
program as of June 26, 2012.
A lessons-learned session was conducted on June 27, 2012, twenty-four
(24) hours after the potential violation was reported to the General
Manager.
WCE has engaged Burns & McDonnell to provide the new leadership team
detailed training of NERC Reliability Standard Compliance and the factors
of an effective compliance program on June 28, 2012.
Personnel have been assigned to compile a robust protection system
maintenance and testing program as soon as practical with specific
maintenance and testing intervals and their basis, and a summary of
maintenance and testing procedures.

On June 27, 2012, a statement of work was issued to Electric Power
Systems for a quotation for the upcoming maintenance and testing work
for September 2012 during the Unit 2 outage.  An outage maintenance
request was submitted to MISO, the Balancing Authority on June 27, 2012
for the proposed maintenance and testing.

WCEâ€™s current management team is committed to diligent adherence
to an effective compliance program and culture going forward.

Brian OdelsonEntity
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ReliabilityFirst Corporation
September 05, 2012

Mitigation Plan

Whiting Clean Energy, Inc.Registered Entity:

RequirementNERC Violation ID Violation Validated On Mit Plan VersionMit Plan Code
RFC2012010746 PRC-005-1 R1 null 1RFCMIT007965

Mitigation Plan Accepted On:

NoMitigation Plan Completed? (Yes/No):

Mitigation Plan Submitted On: August 31, 2012

Mitigation Plan Proposed Completion Date: October 31, 2012

Mitigation Plan Certified Complete by WCE On:

Mitigation Plan Completion Verified by RFC On:

Actual Completion Date of Mitigation Plan:
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ReliabilityFirst Corporation
September 05, 2012

Section A: Compliance Notices
Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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ReliabilityFirst Corporation
September 05, 2012

Section B: Registered Entity Information
B.1 Identify your organization:

Entity Name:

Address:

Whiting Clean Energy, Inc.
NCR00417
2155 Standard Ave.
Whiting IN 46394

NERC Compliance Registry ID:

B.2 Identify the individual in your organization who will serve as the Contact to the Regional Entity regarding
this Mitigation Plan. This person shall be technically knowledgeable regarding this Mitigation Plan and
authorized to respond to Regional Entity regarding this Mitigation Plan:

Name:
Title:

Email:
Phone:

Brian Odelson
Commercial Manager
brian.odelson@bp.com
219-473-0653
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ReliabilityFirst Corporation
September 05, 2012

Section C: Identification of Reliability Standard Violation(s) Associated with this Mitigation Plan

C.1 This Mitigation Plan is associated with the following violation(s) of the reliability standard listed below:

RequirementViolation ID Date of Violation

Requirement Description

RFC2012010746 01/01/2010 PRC-005-1 R1

Each Transmission Owner and any Distribution Provider that owns a transmission Protection System and each
Generator Owner that owns a generation Protection System shall have a Protection System maintenance and testing
program for Protection Systems that affect the reliability of the BES. The program shall include:

C.2 Brief summary including the cause of the violation(s) and mechanism in which it was identified above:

Whiting failed to implement, maintain and document a Protection System maintenance and testing program for
Protection Systems that affect the reliability of the BES as required.

Provide any relevant information regarding the identification of the violation(s) associated with this Mitigation Plan:C.3

As part of the pre-audit preparation, on June 26, 2012 Whiting Clean Energy (WCE) engaged
Burns & McDonnell, a consulting firm for NERC Reliability Standard compliance and Electric Power Systems, to
provide input and guidance with respect to, among other things, WCEâ€™s compliance status with the PRC-005-
1.1b standard.

The information and materials reviewed by Burns & McDonnell were insufficient to confirm compliance with PRC-
005-1.1b within the defined intervals, specifically a Protection System maintenance and testing program for
Protection Systems that affect the reliability of the BES that includes:
i) Maintenance and testing intervals and their basis and
ii) Summary of maintenance and testing procedures.

WCE took over ownership of the plant in July 2008 and registered as a GO and GOP with NERC on July 9, 2008
and then took over the operation of the plant from GE in December 2009. Subsequently, WCE continued to rely
on GE to administer a protection system maintenance and testing program for protection systems, conduct
maintenance and testing in accordance with NERCâ€™s Protection System Maintenance: A Technical
Reference, September 13, 2007. WCE began to administer our own program on June 25, 2012, when the full-time
maintenance and engineering manager commenced in his position.

Consequently, for the specified time period, WCE did not use an oversight approach to our program. Instead of a
documented program, WCE wrote contracts to cover our protection system within the time cycle recommended by
NERC and manufacturersâ€™ recommendations.

WCE keeps track of the maintenance and testing that have been completed by GE and GEâ€™s
subcontractor(s). WCE has verified that the work has been completed in accordance with the maintenance and
testing procedures detailed in the statements of work.
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ReliabilityFirst Corporation
September 05, 2012

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Section D: Details of Proposed Mitigation Plan

ï‚§ WCE implemented a comprehensive compliance program on June 25, 2012:

PURPOSE
To foster a culture that promotes reliable operation of Whiting Clean Energy (WCE), (NERC Compliance Registry
ID #: NCR00417 for the registered functions of GO and GOP)â€™s electric power system and compliance with all
applicable FERC, NERC, Regional Entities (including MRO), or other reliability agency regulations, reporting
requirements, and reliability standards.
To provide an overarching policy framework for more detailed and specific departmental reliability compliance
programs, practices, and procedures.

RESPONSIBILITY
Corey Correnti, Senior Vice President of Sales, Supply and Marketing, and Erika Harding, General Manager,
Whiting Clean Energy, shall have overall responsibility to see that the objectives of Whiting Clean Energy are met
in full compliance with reliability standards and shall appoint the members of the WCE Management Oversight
Committee.
A WCE Management Oversight Committee composed of  General Manager, Commercial Manager, Operations
Manager, Maintenance and Engineering Manager, and HSSE Manager shall have general oversight
responsibilities to ensure that  program practices and procedures result in:  a.) Prevention of violations; b.) Prompt
detection of any violations; c.) Prompt cessation of any violation causing activities; d.) Self reporting of any
violations to appropriate agency; and e.) Effective remediation of any violation causing activities.
The General Manager has the responsibility to see that appropriate first line supervisors have adequate
resources, training, understanding, and support to carry out departmental reliability compliance programs,
practices, and procedures.
Appropriate first line supervisors will ensure that all employees and contractors have the necessary training,
equipment, and understanding to accomplish their work in a manner consistent with all applicable Reliability
Standards.
Compliance with Reliability Standards is the responsibility of all Whiting Clean Energy personnel.

Compliance with Reliability Standards is a guiding principle for Whiting Clean Energy, Inc. employees, business
plans, practices and decisions.  Whiting Clean Energy, Inc.â€™s culture of safe, compliant, and reliable
operations embodies the corporate values.

1.  Reliability compliance activities, procedures, and policies are open, available, and transparent to the maximum
possible extent.

2.  Reliability compliance activities, procedures, and policies are executed and applied coherently and uniformly
throughout Whiting Clean Energy.

3.  Reliability compliance activities, procedures, and policies are regularly reviewed by reliability compliance staff
and modified, amended, revised, and disseminated, and posted on the reliability compliance department
SharePoint page, to assure continuous compliance with all applicable regulations and facilitate improvement in
the program.

4.  Management encourages employees to identify and recommend improvements to practices and procedures
that will improve reliability and/or compliance.

5.  Management encourages identification and reporting of regulatory compliance and reliability concerns or
questions, and promotes employee trust and confidence that issues identified by and questions from employees
are welcome and promptly evaluated and addressed.

6.  Management provides a process for compliance and reliability issue identification and resolution.
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ReliabilityFirst Corporation
September 05, 2012

7.  Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

8.  The Performance Manager is responsible for ensuring that appropriate actions consistent with policies are
taken and that materials to document compliance are accurate and complete.

9.  Training on reliability standards is mandatory for appropriate Whiting Clean Energy, Inc. employees and
provided on no less than an annual basis and as required by major changes in standards, policies or procedures.

10.  Departments are responsible for ensuring that data retention policy is strictly followed; auditable compliance
evidence is tracked and archived. Document control of procedural documents includes three levels of
accountability: subject matter experts/preparers; reviewers; and approvers.

11.  Whiting Clean Energy subject matter experts are actively engaged in regional and national level of industry
activities to promote reliability and coordination among users and owners of the bulk power system.

Reporting Identified Opportunities or Concerns

12.  All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or
compliance with their immediate supervisors.

13.  All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

14.  Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, if deemed
necessary.

ï‚§ WCE has appointed a new full-time Maintenance and Engineering Manager to administer the protection
system maintenance and testing program as of June 25, 2012.

ï‚§ A lessons-learned session was conducted on June 27, 2012, twenty-four (24) hours after the potential violation
was reported to the General Manager.

ï‚§ WCE has engaged Burns & McDonnell to provide the new leadership team detailed training of NERC
Reliability Standard Compliance and the factors of an effective compliance program on June 28, 2012.

ï‚§ Personnel have been assigned to compile a robust protection system maintenance and testing program as
soon as practical with specific maintenance and testing intervals and their basis, and a summary of maintenance
and testing procedures. On June 29, 2012, the WCE-NERC-PRC-005-1b-PD-1, protection system maintenance
and testing program procedure was approved and enforced.

ï‚§ On June 27, 2012, a statement of work was issued to Electric Power Systems for a quotation for the upcoming
maintenance and testing work for September 2012 during the Unit 2 outage. An outage maintenance request was
submitted to MISO, the Balancing Authority and NIPSCO, the TOP, on June 27, 2012 for the proposed
maintenance and testing and has been approved.

ï‚§ On August 8, 2012, Maintenance and Engineering personnel and the Compliance Oversight Team, as
appropriate, participated in a detailed training on the WCE-NERC-PRC-005-1b-PD-1, protection system
maintenance and testing program procedure and enforcement.

ï‚§ Based on the input gathered from the training session, WCE revised the WCE-NERC-PRC-005-1b-PD-1,
protection system maintenance and testing program procedure with more detailed information. Revision 1 was
released and enforced as of August 10, 2012 with document control and detailed change history.

D.2
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ReliabilityFirst Corporation
September 05, 2012

Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

October 31, 2012Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:D.3

Milestone Activity

*Proposed
Completion Date
(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription

10/31/2012June 25, 2012 - October 31, 2012 See attached pdf file.

D.4 Additional Relevant Information (Optional)
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ReliabilityFirst Corporation
September 05, 2012

Abatement of Interim BPS Reliability RiskE.1

Section E: Interim and Future Reliability Risk

While your organization is implementing the Mitigation Plan proposed in Section D of this form, the
reliability of the Bulk Power System may remain at higher risk or be otherwise negatively impacted until
the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify
any such risks or impacts; and (ii) discuss any actions that your organization is planning to take or is
proposing as part of the Mitigation Plan to mitigate any increased risk to the reliability of the bulk power
system while the Mitigation Plan is being implemented:

WCE believes the risk and impact to the Bulk Power System (BPS) is low because WCE keeps track of the
maintenance and testing that have been completed by GE and GEâ€™s subcontractor(s). WCE has verified that
the work has been completed in accordance with the maintenance and testing procedures detailed in the
statements of work.

The Compliance Officer shall conduct quarterly random spot checks using the NERC Reliability Compliance
Review Checklist with the standard owner; the oversight committee will conduct annual review prior to WCEâ€™s
self-certification.

E.2 Prevention of Future BPS Reliability Risk

WCE believes it has taken the steps necessary to ensure that the organization learns from this experience
through training and ongoing dialog and enforcement oversight. WCEâ€™s current management team is
committed to diligent adherence to an effective compliance program and culture going forward:

1.  Management provides a process for compliance and reliability issue identification and resolution.

2.  Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

3.  The Performance Manager is responsible for ensuring that appropriate actions consistent with policies are
taken and that materials to document compliance are accurate and complete.

4.  All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or compliance
with their immediate supervisors.

5.  All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

6.  Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, and
BPâ€™s Compliance Hotline via â€œOpenTalkâ€, if and as appropriate.

Describe how successful completion of the Mitigation Plan as laid out in Section D of this form will
prevent or minimize the probability that your organization incurs further violations of the same or similar
reliability standards requirements in the future:

E.3 Your organization may be taking or planning other action, beyond that listed in the Mitigation Plan, as
proposed in Section D.1, to prevent or minimize the probability of incurring further violations of the same
or similar standards requirements listed in Section C.1, or of other reliability standards. If so, identify
and describe any such action, including milestones and completion dates:
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ReliabilityFirst Corporation
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Section F: Authorization

An authorized individual must sign and date the signature page. By doing so, this individual, on behalf of
your organization:

(a) Submits the Mitigation Plan, as laid out in Section D, to the Regional Entity for acceptance and
approval by NERC, and

(b) If applicable, certifies that the Mitigation Plan, as laid out in Section D of this form, was completed (i)
as laid out in Section D of this form and (ii) on or before the date provided as the 'Date of Completion of
the Mitigation Plan' on this form, and

(c) Acknowledges:

1.  I am General Manager of Whiting Clean Energy, Inc.

2. I am qualified to sign this Mitigation Plan on behalf of Whiting Clean Energy, Inc.

3. I have read and understand Whiting Clean Energy, Inc.'s obligations to comply
with Mitigation Plan requirements and ERO remedial action directives as well as ERO
documents, including, but not limited to, the NERC Rules of Procedure and the NERC CMEP
currently in effect or the NERC CMEP-Province of Manitoba, Schedule B currently in effect,
whichever is applicable.

5.
Plan, including the timetable completion date, as accepted by the Regional Entity, NERC,
and if required, the applicable governmental authorities in Canada.

Name:

Title:

Authorized On:

Erika A. Harding

General Manager

August 31, 2012

Whiting Clean Energy, Inc. Agrees to be bound by, and comply with, this Mitigation

Authorized Individual Signature:
(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

4. I have read and am familiar with the contents of the foregoing Mitigation Plan.

Authorized Individual
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ReliabilityFirst Corporation
November 05, 2012

Certification of Mitigation Plan Completion

Submittal of a Certification of Mitigation Plan Completion shall include data or information sufficient for the
Regional Entity to verify completion of the Mitigation Plan.  The Regional Entity may request additional data or
information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems
necessary to verify that all required actions in the Mitigation Plan have been completed and the Registered Entity
is in compliance with the subject Reliability Standard. (CMEP Section 6.6)

Whiting Clean Energy, Inc.Registered Entity Name:

NERC Violation ID(s): RFC2012010746

NERC Registry ID: NCR00417

PRC-005-1 R1,Mitigated Standard Requirement(s):

October 31, 2012

Scheduled Completion as per Accepted Mitigation Plan:

On October 30, 2012, WCE has fully implemented the
Mitigation Plan to assure
WCE has returned to full compliance. Evidence of all key
milestone activities is
attached to this certified form.

Entity Comment:

Date Mitigation Plan completed:

October 31, 2012

October 31, 2012RFC Notified of Completion on Date:

Document Name Description Size in BytesFrom

Additional Documents

WCE_RFC2012010746_Mitig
ation_Plan20120831.pdf

4,877,639Entity

WCE_RFC2012010746_Mitig
ation_Plan_Completion_Subm
ittal_Approved20121031.pdf

4,945,243Entity

I certify that the Mitigation Plan for the above named violation(s) has been completed on the date shown above
and that all submitted information is complete and correct to the best of my knowledge.

erika.harding@bp.com

Title:

Name:

Phone:

Email:

1 (219) 473-0653

Erika A. Harding

General Manager

(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

Authorized Signature Date
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In re: WHITING CLEAN ENERGY, 

INC. 
 
NERC Registry ID No.  NCR00417 

) 
) 
) 
) 
) 

Docket No. RFC2012010746  
 
 
NERC Reliability Standard: 
PRC-005-1, Requirement 1  

 
 

VERIFICATION OF MITIGATION PLAN COMPLETION  
FOR 

RFCMIT007965 
 

 

I. RELEVANT BACKGROUND 

On July 5, 2012, Whiting Clean Energy, Inc. (“WCE”) submitted a self report to ReliabilityFirst 
Corporation (“ReliabilityFirst”) of non-compliance with Reliability Standard PRC-005-1, R1, 
stating that for a period of time, WCE did not have a documented Protection System 
maintenance and testing program that included maintenance and testing intervals and their bases 
and a summary of maintenance and testing procedures.  

On August 31, 2012, WCE submitted a proposed mitigation plan to ReliabilityFirst stating WCE 
would complete all mitigating actions on October 31, 2012.  On September 25, 2012, 
ReliabilityFirst accepted this mitigation plan, designated RFCMIT007965, and on October 15, 
2012, the North American Electric Reliability Corporation (“NERC”) approved it.  

II. MITIGATION PLAN COMPLETION REVIEW PROCESS 

On October 31, 2012, WCE certified that it completed the mitigation plan for PRC-005-1, R1 as 
of October 31, 2012.  ReliabilityFirst requested and received evidence of completion for the 
actions WCE took as specified in the mitigation plan.  ReliabilityFirst performed an in-depth 
review of the information provided to verify that WCE successfully completed all actions 
specified in the mitigation plan. 
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A. Evidence Reviewed per Standard and Requirement. 

 

Evidence Reviewed 

 
Applicable 
Standard 

and Requirement 
1. WCE_RFC2012010746_Mitigation_Plan_Completion_Submittal_

Approved20121031.pdf 
PRC-005-1, R1 

 

B.  Verification of Mitigation Plan Completion. 

PRC-005-1, R1 states: 

R1. Each Transmission Owner and any Distribution Provider that owns a 
transmission Protection System and each Generator Owner that owns a generation 
Protection System shall have a Protection System maintenance and testing 
program for Protection Systems that affect the reliability of the BES. The program 
shall include: 

R1.1. Maintenance and testing intervals and their basis. 

R1.2. Summary of maintenance and testing procedures. 

Milestone 1: Maintenance and Engineering Manager Appointment 

Page 24 of the evidence file is a letter from the WCE general manager appointing responsibility 
of NERC Reliability Compliance Officer to the WCE Commercial Manager. 

This evidence demonstrates successful completion of Milestone 1. 

Milestone 2: Lessons-learned session conducted 

Pages 25 and 26 of the evidence file contain the lessons learned discussion with third-party 
consultants. 

This evidence demonstrates successful completion of Milestone 2. 

Milestone 3: Engaged third-party consultant to review WCE Compliance Program and 
provided training to the Compliance Oversight Team  

Pages 27 through 63 of the evidence file contain the presentation from third-party consultants 
given to WCE staff concerning NERC’s reliability compliance program and how to prepare for 
RFC’s upcoming audit.  Page 64 is the attendance record from the training. 
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This evidence demonstrates successful completion of Milestone 3. 

Milestone 4: Developed and approved WCE-NERC-PRC-005-1b PD-1, protection system 
maintenance and testing program procedure 

Pages 93 through 115 of the evidence file is Version 0 of WCE-NERC-PRC-005-1b PD-1, 
protection system maintenance and testing program procedure. 

This evidence demonstrates successful completion of Milestone 4. 

Milestone 5: Issued Statement of Work to third-party for line-to-line testing during Unit 2 
outage 

Pages 140 and 141 of the evidence file are the statement of work to a third-party to perform the 
testing during the Unit 2 outage. 

This evidence demonstrates successful completion of Milestone 5. 

Milestone 6: Provided Maintenance and Engineering personnel and the Compliance 
Oversight Team detailed training of the WCE-NERC-PRC-005-1b PD-1 

Page 65 through 88 of the evidence file is the training presentation prepared by a third-party 
consultant for relevant staff. 

This evidence demonstrates successful completion of Milestone 6. 

Milestone 7: Issued Revision 1 of WCE-NERC-PRC-005-1b-PD-1 

Pages 116 through 139 of the evidence file are Revision 1 of WCE-NERC-PRC-005-1b-PD-1. 

This evidence demonstrates successful completion of Milestone 7. 

Milestone 8: Completion of review of the final reports from third-party for the end-to-end 
line relay testing 

Pages 142 through 143 of the evidence file are a review of the final report from the third-party 
stating that there are no outstanding issues. 

This evidence demonstrates successful completion of Milestone 8. 

III. CONCLUSION 

ReliabilityFirst reviewed the evidence WCE submitted in support of its Certification of 
Mitigation Plan Completion.  ReliabilityFirst determined this evidence demonstrates WCE 
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successfully completed the mitigating activities in mitigation plan RFCMIT007965 associated 
with PRC-005-1, R1.  

ReliabilityFirst verifies that WCE completed the mitigation plan associated with the possible 
violation of the Reliability Standard in accordance with its terms and conditions. 

 

Approved: 

     

Robert K. Wargo     Date:  January 24, 2013 
Director of Analytics & Enforcement 
ReliabilityFirst Corporation 



 

  

 
 

      
Attachment c 

 
Record documents for the violation of      

PRC-005-1 R2 
 

1. ReliabilityFirst’s Possible Violation 
Identification Form for PRC-005-1 R2 
dated September 13, 2012; 

2. WCE’s Mitigation Plan designated as 
RFCMIT008535 for PRC-005-1 R2 
submitted December 13, 2012; 

3. WCE’s Certification of Mitigation Plan 
Completion for PRC-005-1 R2 submitted 
December 19, 2012; 

4. ReliabilityFirst’s Verification of Mitigation 
Plan Completion for PRC-005-1 R2 dated 
March 20, 2013.  
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Possible Violation (PV) / Find, Fix, and Track (“FFT”)  
Identification Form 

 
INSTRUCTIONS 

1. In the “Violation Reported By” field, specify name of the reporting auditor.  For audits/spot-checks, 
this would be the Audit Team Lead (ATL).  For all other compliance monitoring processes, it would 
be the selected reporting auditor. 

2. In the “Submittal Date” field, enter the date this PV/FFT will be submitted to Enforcement. 
3. If this possible violation is a “Candidate for FFT treatment,” check the “YES” box.  Otherwise, 

check the “NO” box. 
4. Enter the “Registered Entity’s” name and the associated “NERC Registry ID#” (NCR number) as 

they appear on the NERC Compliance Registry or the available audit records (e.g. pre-audit survey). 
5. Choose the appropriate “Compliance Monitoring Process.” 
6. In “Standard, Version and Requirement,” list all versions of the standard in violation based on the 

period of the violation.  List requirement(s) and the specific sub-requirement(s), if applicable, since 
each PV summary is to include a rollup of all violated sub-requirements under a single PV.   
For example: CIP-004-1, 2, 3 R4 (R4.1, R4.2). 

7. Enter the “Registered Function(s) in Violation.”  Include only those functions to which the violation 
is applicable.  For example, if an entity is registered as GO and GOP and is in violation of FAC-009-
1 R1 (applicable to only GO and TO), then only list “GO.” 

8. Enter the date the PV was discovered by ReliabilityFirst.  For example, this may be the date of the 
exit briefing of an audit. 

9. To the best of the auditor’s ability, determine the beginning date of the violation (or the first date of 
the audit period if the violation began before the audit period) and select that date from the “Date for 
Determination of Penalty/Sanction” date field.  

a. Note:  For CIP, depending on the registered functions, different C-Compliance dates apply 
based on the CIP Ver. 1 Implementation Plan.  If the violation was in effect for the entire 
audit review period going back to the C-Compliance date, specify the date and function per 
the following: 

i. For TOP/BA functions, the C-Compliance date is 7/1/2009. 
ii. For GO/GOP/LSE/TO functions, the C-Compliance date is 1/1/2010.  

b. If the entity was previously audited or spot-checked after its C-Compliance date, specify the 
date after the Exit Briefing of that audit or spot-check.  

10. For FFT Candidates:  
a. Specify the “End Date of the Possible Violation,” typically the date the violation was 

mitigated.  If not mitigated, list “Not Mitigated.”   
b. Skip Instruction 11 below. 
c. Complete Instructions 12 – 17 below. 
d. Complete the “FFT Candidates ONLY” section at the bottom of the form. 

11. For non-FFT candidates:  
a. Obtain the most recent VRF Matrix from www.nerc.com -> Standards -> Reliability 

Standards -> VRF Matrix (Left Menu).  If the PV addresses a single requirement, select the 
appropriate VRF level from the pull-down menu in this form.  If the PV addresses a 
requirement and sub-requirement(s), list out the appropriate VRF for each requirement/sub-
requirement. 

b. Obtain the most recent VSL Matrix from www.nerc.com -> Standards -> Reliability 

Standards -> VSL Matrix (Left Menu).  If the PV addresses a single requirement, select the 
appropriate VSL level from the pull-down menu in this form.  If the PV addresses a 

http://www.nerc.com/page.php?cid=3|25
http://www.nerc.com/
http://www.nerc.com/
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requirement and sub-requirement(s), list out the appropriate VSL for each requirement/sub-
requirement. 

c. Choose a Potential Impact from the pull-down list (Example definitions are italicized): 
i. Minimal:   This violation is document related, or poses only a small risk to the BES. 

ii. Moderate: This violation puts the BES at risk, but is not a serious, imminent threat. 
iii. Severe:     This violation constitutes a serious, imminent threat to the BES. 

d. Under “Provide Explanation for Selection,” explain the choice of Potential Impact above. 
e. Complete the Instructions 12-17 below. 

12. Enter a brief summary of the “Basis for the PV,” for each requirement/sub-requirement, as 
applicable. 

a. For example, consider what was not met in the requirement or what was lacking in the 
evidence.  Mention any additional information, as applicable or relevant (i.e., self report, 
OEA, etc.)  

13. Under “Evidence,” list only the evidence documents reviewed to substantiate the PV. 
14. Under “Facts,” discuss how the entity is in violation and how each of the evidence documents 

demonstrates this.   
15. Save this revised template as a pattern for each of the PVs/FFT Candidates identified for this entity 

and perform the steps outlined above. 
16. Before finalizing the PV/FFT Candidate and circulating for Management review, remove these 

instructions and the Template’s revision history.  
17. Once approved by the Manager, save a copy with the Manager’s approval note on the P Drive in the 

folder entitled “13 – PV Summary Report” within the applicable entity folder and send to 
Enforcement. 

 
Note:  Enter “X” in the appropriate YES, NO boxes in the following pages.  
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Possible Violation (PV) / Find, Fix, and Track (“FFT”) 
Identification Form 

 
This document is to be completed upon identification of a possible violation, typically within 5 business days of 
the audit exit brief, and emailed to Veronica Miller (Paralegal) with a copy to:  Ray Palmieri (Sr. Vice 
President), Gary Campbell (Manager, Ops & Planning Audits) or Tony Purgar (Manager, CIP Audits) or Jim 
Uhrin (Manager, Compliance Services and Investigations) and Mike Austin (Managing Enforcement Attorney). 
 
For non-FFT candidates: Upon receipt of this document, Enforcement will coordinate with the reporting auditor 
and Enforcement to initiate the Enforcement processing of this possible violation. 
 
Violation Reported By:  Audit Team Member 
 

Submittal Date:  9/13/12 

 

Candidate for FFT Treatment:      YES                      NO  
 

Registered Entity:  Whiting Clean Energy, Inc  

 

NERC Registry ID#:  NCR00417 

 

Compliance Monitoring Process:  Compliance Audits 

 

Standard, Version and Requirement in Violation:  PRC-005-1 R2, sub-requirements R2.1 and R2.1 

  

Registered Function(s) in Violation:  GO 

 

Initial PV Date (Actual Date Discovered by ReliabilityFirst):  9/13/12 

 

Date for Determination of Penalty/Sanction (Beginning Date of Violation): 7/9/2008   

 

End Date of Possible Violation: When corrected 

__________________________________________________________________________________________ 

For Non-FFT Candidate ONLY 

Violation Risk Factor:  VRF - High 
 

Violation Severity Level:  Moderate VSL 

 

Potential Impact to Bulk Electrical System (BES):  Severe 
 

Provide Explanation for Selection:   

 

Whiting Clean Energy, Inc. purchased the power plant from NIPSCO on 7/7/2008 and registered as a 
GO/GOP with ReliabilityFirst on 7/9/2008.  Whiting Clean Energy did not have maintenance and 
testing program until June 2012.    
When the GO does not have a program and does not perform the necessary maintenance and testing, 
the reliability of the BES is at risk due to the possibility of malfunctions of the devices.  Malfunctions 

 X 
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can include bad wiring, misplaced wiring, missed calibration, loose connections, etc.   The Relay 
Protective devices must function as designed, and a proactive preventive way to ensure the proper 
functioning of the devices is by performing maintenance and testing.   
For Non-FFT and FFT Candidates 

 

Basis for the PV:   

  
Facts and Evidence pertaining to the PV:   

 

R2. Each Transmission Owner and any Distribution Provider that owns a transmission Protection 
System and each Generator Owner that owns a generation Protection System shall provide 
documentation of its Protection System maintenance and testing program and the implementation 
of that program to its Regional Reliability Organization on request (within 30 calendar days). 
The documentation of the program implementation shall include: 
R2.1. Evidence Protection System devices were maintained and tested within the defined 
intervals. 

 R2.2. Date each Protection System device was last tested/maintained. 
 
Evidence: 

 EPS Apr-2009_Relay Test Report.pdf 
 EPS Apr-2010_Relay Test Report.pdf  
 EPS Apr-2012_Relay Test Report.pdf  
 NCR00417 Attachment C - Whiting Clean Energy Data Sample Request 

 
Facts:   
 

The audit team reviewed EPS Apr-2009_Relay Test Report.pdf, EPS Apr-2010_Relay Test 

Report.pdf and EPS Apr-2012_Relay Test Report.pdf for the requested Protective relays 
defined in NCR00417 Attachment C - Whiting Clean Energy Data Sample Request.  The 
audit team could not determine the interval for the equipment tested since there was no 
maintenance and testing program before June 2012.  The audit team reviewed the last test 
date for each Protection System device.  The audit team could not determine the last test (no 
records provided to audit team) for 4 of the 9 requested Protective relays, 1EY-ALS-
LFCB102-51, 136-SEL-321-51, 1EY-SEL-387-51, and 1EY-SEL-387-23.  The audit team 
received no maintenance and testing records for voltage and current sensing devices for the 
9 requested Protective relays. 

 

_______________________________________________________________________________________ 

For FFT Candidates ONLY  

 

1. Why did this possible violation pose a minimal risk:   
 
Click here to enter text. 
 

2. Has Registered Entity mitigated this possible violation:      YES                NO  
a. If yes, describe mitigating actions and state the date that Registered Entity 

completed the mitigating actions:  
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Click here to enter text. 
 

3. Please answer the following questions to determine whether this possible violation 
constitutes a “clear on its face” FFT candidate or a “close call.”   If the answer to any of the 
following questions is yes, this possible violation will be treated as a “close call.”  
Otherwise, this possible violation will be treated as a “clear on its face” FFT candidate. 

 
A. Is there any disagreement amongst the audit team on whether the PV is a “clear on its 

face” or “close call” candidate:     YES     NO  
a. If yes, explain why:  

 
Click here to enter text. 

 
B. Does this possible violation reveal a serious shortcoming in registered entity’s 

reliability-related processes (e.g. a systematic compliance program failure):  

                                                                                                YES  NO 

a. If yes, explain why:  
 
Click here to enter text. 

 
C. Are there any additional facts the audit team needs to know in order to comfortably 

designate this possible violation for FFT treatment:   YES  NO 
a. If yes, state those facts:  

 
Click here to enter text. 

 
4. Did audit team inform registered entity that this possible violation qualifies for FFT 

treatment?                   YES  NO 
 

a. If so, on what date?      Enter Date. 
 

  

  

  

  



ReliabilityFirst Corporation
December 18, 2012

Mitigation Plan

Whiting Clean Energy, Inc.Registered Entity:

RequirementNERC Violation ID Violation Validated On Mit Plan VersionMit Plan Code
RFC2012011354 PRC-005-1 R2 null 1

Mitigation Plan Accepted On:

NoMitigation Plan Completed? (Yes/No):

Mitigation Plan Submitted On: December 13, 2012

Mitigation Plan Proposed Completion Date: December 31, 2012

Mitigation Plan Certified Complete by WCE On:

Mitigation Plan Completion Verified by RFC On:

Actual Completion Date of Mitigation Plan:
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ReliabilityFirst Corporation
December 18, 2012

Section A: Compliance Notices
Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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ReliabilityFirst Corporation
December 18, 2012

Section B: Registered Entity Information
B.1 Identify your organization:

Entity Name:

Address:

Whiting Clean Energy, Inc.
NCR00417
2155 Standard Ave.
Whiting IN 46394

NERC Compliance Registry ID:

B.2 Identify the individual in your organization who will serve as the Contact to the Regional Entity regarding
this Mitigation Plan. This person shall be technically knowledgeable regarding this Mitigation Plan and
authorized to respond to Regional Entity regarding this Mitigation Plan:

Name:
Title:

Email:
Phone:

Brian Odelson
Commercial Manager
brian.odelson@bp.com
219-473-0653
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ReliabilityFirst Corporation
December 18, 2012

Section C: Identification of Reliability Standard Violation(s) Associated with this Mitigation Plan

C.1 This Mitigation Plan is associated with the following violation(s) of the reliability standard listed below:

RequirementViolation ID Date of Violation

Requirement Description

RFC2012011354 07/09/2008 PRC-005-1 R2

Each Transmission Owner and any Distribution Provider that owns a transmission Protection System and each
Generator Owner that owns a generation Protection System shall provide documentation of its Protection System
maintenance and testing program and the implementation of that program to its Regional Reliability Organization on
request (within 30calendar days). The documentation of the program implementation shall include:

C.2 Brief summary including the cause of the violation(s) and mechanism in which it was identified above:

R2.1 The audit team determined that no maintenance and testing interval could be established for the generation
Protection Systems, since Whiting Clean Energy did not have a maintenance and testing program until June 29,
2012.

R2.2 The audit team was unable to locate evidence of a last test date for voltage and current
sensing devices, and the following protective relays - based on the data sample selection:
1EY-SEL-387-51
1EY-SEL-387-23

Provide any relevant information regarding the identification of the violation(s) associated with this Mitigation Plan:C.3

As part of the pre-audit preparation, on June 26, 2012 Whiting Clean Energy (WCE) engaged
Burns & McDonnell, a consulting firm for NERC Reliability Standard compliance and Electric Power Systems, to
provide input and guidance with respect to, among other things, WCEâ€™s compliance status with the PRC-005-
1.1b standard.

The information and materials reviewed by Burns & McDonnell were insufficient to confirm compliance with PRC-
005-1.1b within the defined intervals, specifically a Protection System maintenance and testing program for
Protection Systems that affect the reliability of the BES that includes:
i) Maintenance and testing intervals and their basis and
ii) Summary of maintenance and testing procedures.

WCE took over ownership of the plant in July 2008 and registered as a GO and GOP with NERC on July 9, 2008
and then took over the operation of the plant from GE in December 2009. Subsequently, WCE continued to rely
on GE to administer a protection system maintenance and testing program for protection systems, conduct
maintenance and testing in accordance with NERCâ€™s Protection System Maintenance: A Technical
Reference, September 13, 2007. WCE began to administer our own program on June 25, 2012, when the full-time
maintenance and engineering manager commenced in his position.

Consequently, for the specified time period, WCE did not use an oversight approach to our program. Instead of a
documented program, WCE wrote contracts to cover our protection system within the time cycle recommended by
NERC in the 2007 Technical Reference and manufacturersâ€™ recommendations.

WCE keeps track of the maintenance and testing that have been completed by GE and GEâ€™s
subcontractor(s). WCE has verified that the work has been completed in accordance with the maintenance and
testing procedures detailed in the statements of work.

As indicated in WCE's Self-report for R1, dated July 5, 2012, WCE's contractor followed the conduct maintenance
and testing in accordance with NERC's Protection System Maintenance: A Technical Reference, September 13,
2007.

On Thursday June 28, 2012, WCE called RFC to discuss the self-report of R1. The RFC representative, Glenn
Kaht, recommended WCE put in the self-report that WCE's maintenance intervals adhered to
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ReliabilityFirst Corporation
December 18, 2012

NERC's Technical Reference, therefore, WCE only self-reported on R1 but not R2.

In accordance with the NERC's Protection System Maintenance: A Technical Reference, September 13, 2007,
Table 1, the maximum allowed verification interval of partial monitored Voltage and Current Sensing devices and
associated communication systems is seven (7) years, therefore, 1EY-SEL-387-51 and 1EY-SEL-387-23 were
tested during the September 2012 outage, as scheduled.

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Section D: Details of Proposed Mitigation Plan

- WCE submitted a mitigation plan on August 31, 2012 to address the self-reported violation of PRC-005-1.1b
R2.1.  The mitigation plan was accepted by RFC on September 25, 2012 and WCE submitted a certificate of
completion on October 31, 2012.

- WCE has appointed a new full-time Maintenance and Engineering Manager to administer the protection system
maintenance and testing program as of June 25, 2012.

- A lessons-learned session was conducted on June 27, 2012, twenty-four (24) hours after the potential violation
was reported to the General Manager.

-WCE has engaged Burns & McDonnell to provide the new leadership team detailed training of NERC Reliability
Standard Compliance and the factors of an effective compliance program on June 28, 2012.

- Personnel have been assigned to compile a robust protection system maintenance and testing program as soon
as practical with specific maintenance and testing intervals and their basis, and a summary of maintenance and
testing procedures. On June 29, 2012, the WCE-NERC-PRC-005-1b-PD-1, protection system maintenance and
testing program procedure was approved and enforced.

- On June 27, 2012, a statement of work was issued to Electric Power Systems for a quotation for the upcoming
maintenance and testing work for September 2012 during the Unit 2 outage. EPS provided a quote on July 2,
2012.  An outage maintenance request was submitted to MISO, the Balancing Authority and NIPSCO, the TOP,
on June 27, 2012 for the proposed maintenance and testing and was approved.

- On August 9, 2012, maintenance and instrumentation personnel and the Compliance Oversight Team, as
appropriate, participated in a detailed training on the WCE-NERC-PRC-005-1b-PD-1, protection system
maintenance and testing program procedure and enforcement.

- Based on the input gathered from the training session, WCE revised the WCE-NERC-PRC-005-1b-PD-1,
protection system maintenance and testing program procedure with more detailed information. Revision 1 was
released and enforced as of August 10, 2012 with document control and detailed change history.

- WCE has appointed a new full-time Compliance Coordinator to assist the Compliance Officer to administer the
NERC Compliance Program and assist subject matter experts with compliance evidence as of September 4,
2012.

- The 1EY-SEL-387-51 and 1EY-SEL-387-23 relays and some voltage and current sensing devices were tested,
during the September 10-15, 2012 outage. Functional and end-to-end testing on NIPSCO line relays were also
completed during this outage.

- WCE provided a summary of the test results to NIPSCO on October 30, 2012 indicating that WCE did not
identify any problems.  NIPSCO acknowledged the email on November 15, 2012.

- On November 28, 2012, WCE submitted outage requests to MISO for the Spring 2013 outages.  The generator
voltage and current sensing devices will be tested during these outages.  MISO approved the outage requests on
November 29, 2012.
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- On December 5, 2012, WCE issued a request to EPS to provide a quote to conduct testing of the generator
voltage and current sensing devices during the 2013 spring outage.  We expect to receive a quote from EPS by
December 31, 2012.

- WCE implemented documentation control for all NERC compliance programs and procedures in a shared drive.
Access privileges are restricted to those who have the â€œneed-to-knowâ€.  Each program and procedure is
consisted of a document control template which specifies three levels of accountability, issue date, revision
history, and the next review date.

D.2 Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

December 31, 2012Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:D.3

Milestone Activity

*Proposed
Completion Date
(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription

06/25/2012Appoint Maintenance and Engineering
Manager

Appoint a full-time Maintenence and
Engineering Manager for the WCE site.

06/25/2012

06/27/2012Request quote for Fall 2012 testing Issued Statement of Work to third-party
for line-to-line testing during Unit 2

outage

06/27/2012

06/27/2012Conduct lessons learned session Lessons-learned session conducted on
maintenance and testing program.

06/27/2012

06/28/2012Conduct compliance oversight training Engaged third-party consultant to
review WCE Compliance Program and

provided training to the Oversight
Committee

06/28/2012

06/29/2012Develop and approve WCE PRC-005
procedure

Developed and approved WCE-NERC-
PRC-005-1b PD-1, protection system

maintenance and testing program
procedure

06/29/2012

08/09/2012Train WCE staff on PRC-005 Provided Maintenance and Engineering
personnel and the Compliance

Oversight Team detailed training of the
WCE PRC-005 procedure.

08/09/2012

08/10/2012Update WCE PRC-005 procedure Update the WCE PRC-005 procedure. 08/10/2012

09/04/2012Appoint compliance coordinator Appoint full-time Compliance
Coordinator to assist the Compliance
Officer in maintaining and enforcing

compliance at the WCE site.

09/04/2012

09/15/2012Complete relay and voltage and
current sensing device testing

Completion of relay and voltage and
current sensing devices testing

(including the 1EY-SEL-387-51 and
1EY-SEL-387-23 relays and the

NIPSCO line relays)

09/15/2012

 10Page 6 of 12/18/2012

AUTHORIZED FOR RELEASE - NOVEMBER 27, 2013



ReliabilityFirst Corporation
December 18, 2012

Milestone Activity

*Proposed
Completion Date
(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription

10/29/2012Review test results Completion of review of the final
reports from EPS for all relays and

voltage and current sensing devices
tested during the September 10-15,

2012 outage

10/29/2012

10/30/2012Provide test results to NIPSCO Provided a summary of the end-to-end
testing results to NIPSCO indicating no

issues for follow-up

10/30/2012

11/28/2012Schedule spring 2013 testing Submit outage request to MISO for
Spring 2013 outages during which the
voltage and current sensing devices

will be tested.

11/28/2012

12/05/2012Request quote for spring 2013 testing Request quote from EPS to conduct
voltage and current sensing device

testing during the Spring 2013 outage.

12/05/2012

12/31/2012Receive quote for spring 2013 testing Receive quote from EPS to conduct
voltage and current sensing device

testing during the Spring 2013 outage.

D.4 Additional Relevant Information (Optional)

WCE implemented a comprehensive compliance program on June 25, 2012:

PURPOSE
To foster a culture that promotes reliable operation of Whiting Clean Energy (WCE), (NERC Compliance Registry
ID #: NCR00417 for the registered functions of GO and GOP)â€™s electric power system and compliance with
all applicable FERC, NERC, Regional Entities (including MRO), or other reliability agency regulations, reporting
requirements, and reliability standards.
To provide an overarching policy framework for more detailed and specific departmental reliability compliance
programs, practices, and procedures.

RESPONSIBILITY
Corey Correnti, Senior Vice President of Sales, Supply and Marketing, and Erika Harding, General Manager,
Whiting Clean Energy, shall have overall responsibility to see that the objectives of Whiting Clean Energy are met
in full compliance with reliability standards and shall appoint the members of the WCE Management Oversight
Committee.
A WCE Management Oversight Committee composed of  General Manager, Commercial Manager, Operations
Manager, Maintenance and Engineering Manager, and HSSE Manager shall have general oversight
responsibilities to ensure that  program practices and procedures result in:  a.) Prevention of violations; b.)
Prompt detection of any violations; c.) Prompt cessation of any violation causing activities; d.) Self reporting of
any violations to appropriate agency; and e.) Effective remediation of any violation causing activities.
The General Manager has the responsibility to see that appropriate first line supervisors have adequate
resources, training, understanding, and support to carry out departmental reliability compliance programs,
practices, and procedures.
Appropriate first line supervisors will ensure that all employees and contractors have the necessary training,
equipment, and understanding to accomplish their work in a manner consistent with all applicable Reliability
Standards.
Compliance with Reliability Standards is the responsibility of all Whiting Clean Energy personnel.
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Compliance with Reliability Standards is a guiding principle for Whiting Clean Energy, Inc. employees, business
plans, practices and decisions.  Whiting Clean Energy, Inc.â€™s culture of safe, compliant, and reliable
operations embodies the corporate values.

1.  Reliability compliance activities, procedures, and policies are open, available, and transparent to the maximum
possible extent.

2.  Reliability compliance activities, procedures, and policies are executed and applied coherently and uniformly
throughout Whiting Clean Energy.

3.  Reliability compliance activities, procedures, and policies are regularly reviewed by reliability compliance staff
and modified, amended, revised, and disseminated, and posted on the reliability compliance department
SharePoint page, to assure continuous compliance with all applicable regulations and facilitate improvement in
the program.

4.  Management encourages employees to identify and recommend improvements to practices and procedures
that will improve reliability and/or compliance.

5.  Management encourages identification and reporting of regulatory compliance and reliability concerns or
questions, and promotes employee trust and confidence that issues identified by and questions from employees
are welcome and promptly evaluated and addressed.

6.  Management provides a process for compliance and reliability issue identification and resolution.

7.  Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

8.  The Compliance Officer is responsible for ensuring that appropriate actions consistent with policies are taken
and that materials to document compliance are accurate and complete.

9.  Training on reliability standards is mandatory for appropriate Whiting Clean Energy, Inc. employees and
provided on no less than an annual basis and as required by major changes in standards, policies or procedures.

10.  Departments are responsible for ensuring that data retention policy is strictly followed; auditable compliance
evidence is tracked and archived. Document control of procedural documents includes three levels of
accountability: subject matter experts/preparers; reviewers; and approvers.

11.  Whiting Clean Energy subject matter experts are actively engaged in regional and national level of industry
activities to promote reliability and coordination among users and owners of the bulk power system.

Reporting Identified Opportunities or Concerns

12.  All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or
compliance with their immediate supervisors.

13.  All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

14.  Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, if deemed
necessary.
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Abatement of Interim BPS Reliability RiskE.1

Section E: Interim and Future Reliability Risk

While your organization is implementing the Mitigation Plan proposed in Section D of this form, the
reliability of the Bulk Power System may remain at higher risk or be otherwise negatively impacted until
the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify
any such risks or impacts; and (ii) discuss any actions that your organization is planning to take or is
proposing as part of the Mitigation Plan to mitigate any increased risk to the reliability of the bulk power
system while the Mitigation Plan is being implemented:

WCE believes the risk and impact to the Bulk Power System (BPS) is low because in accordance with the NERC's
Protection System Maintenance: A Technical Reference, September 13, 2007, Table 1, the maximum allowed
verification interval of partial monitored Voltage and Current Sensing devices and associated communication
systems is seven (7) years, therefore, 1EY-SEL-387-51 and 1EY-SEL-387-23 were tested during the September
2012 outage, as scheduled.

The Compliance Officer conducts random spot checks using the NERC Reliability Compliance Review Checklist
with the standard owner; the oversight committee will conduct annual review prior to WCEâ€™s self-certification.

E.2 Prevention of Future BPS Reliability Risk

WCE believes it has taken the steps necessary to ensure that the organization learns from this experience
through training and ongoing dialog and enforcement oversight. WCEâ€™s current management team is
committed to diligent adherence to an effective compliance program and culture going forward:

1.  Management provides a process for compliance and reliability issue identification and resolution.

2.  Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

3.  The Compliance Manager is responsible for ensuring that appropriate actions consistent with policies are taken
and that materials to document compliance are accurate and complete.

4.  All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or compliance
with their immediate supervisors.

5.  All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

6.  Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, and
BPâ€™s Compliance Hotline via â€œOpenTalkâ€, if and as appropriate.

Describe how successful completion of the Mitigation Plan as laid out in Section D of this form will
prevent or minimize the probability that your organization incurs further violations of the same or similar
reliability standards requirements in the future:

E.3 Your organization may be taking or planning other action, beyond that listed in the Mitigation Plan, as
proposed in Section D.1, to prevent or minimize the probability of incurring further violations of the same
or similar standards requirements listed in Section C.1, or of other reliability standards. If so, identify
and describe any such action, including milestones and completion dates:
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Section F: Authorization

An authorized individual must sign and date the signature page. By doing so, this individual, on behalf of
your organization:

(a) Submits the Mitigation Plan, as laid out in Section D, to the Regional Entity for acceptance and
approval by NERC, and

(b) If applicable, certifies that the Mitigation Plan, as laid out in Section D of this form, was completed (i)
as laid out in Section D of this form and (ii) on or before the date provided as the 'Date of Completion of
the Mitigation Plan' on this form, and

(c) Acknowledges:

1.  I am General Manager of Whiting Clean Energy, Inc.

2. I am qualified to sign this Mitigation Plan on behalf of Whiting Clean Energy, Inc.

3. I have read and understand Whiting Clean Energy, Inc.'s obligations to comply
with Mitigation Plan requirements and ERO remedial action directives as well as ERO
documents, including, but not limited to, the NERC Rules of Procedure and the NERC CMEP
currently in effect or the NERC CMEP-Province of Manitoba, Schedule B currently in effect,
whichever is applicable.

5.
Plan, including the timetable completion date, as accepted by the Regional Entity, NERC,
and if required, the applicable governmental authorities in Canada.

Name:

Title:

Authorized On:

Erika Harding

General Manager

December 13, 2012

Whiting Clean Energy, Inc. Agrees to be bound by, and comply with, this Mitigation

Authorized Individual Signature:
(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

4. I have read and am familiar with the contents of the foregoing Mitigation Plan.

Authorized Individual
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Certification of Mitigation Plan Completion

Submittal of a Certification of Mitigation Plan Completion shall include data or information sufficient for the
Regional Entity to verify completion of the Mitigation Plan.  The Regional Entity may request additional data or
information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems
necessary to verify that all required actions in the Mitigation Plan have been completed and the Registered Entity
is in compliance with the subject Reliability Standard. (CMEP Section 6.6)

Whiting Clean Energy, Inc.Registered Entity Name:

NERC Violation ID(s): RFC2012011354

NERC Registry ID: NCR00417

PRC-005-1 R2,Mitigated Standard Requirement(s):

December 19, 2012

Scheduled Completion as per Accepted Mitigation Plan:

This proposed mitigation plan is fully implemented as of
December 19, 2012. All
actions outlined in this plan to return WCE to compliance with
PRC-005 have
been completed.

Entity Comment:

Date Mitigation Plan completed:

December 31, 2012

December 19, 2012RFC Notified of Completion on Date:

Document Name Description Size in BytesFrom

Additional Documents

WCE-NERC-PRC-005-
1b_Mitigation_Plan20121213.
pdf

222,179Entity

WCE-NERC-PRC-005-
1b_Mitigation_Plan_Completio
n-20121219.pdf

14,592,479Entity

I certify that the Mitigation Plan for the above named violation(s) has been completed on the date shown above
and that all submitted information is complete and correct to the best of my knowledge.

erika.harding@bp.com

Title:

Name:

Phone:

Email:

1 (219) 473-0653

Erika Harding

General Manager

(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

Authorized Signature Date
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In re: WHITING CLEAN ENERGY, 

INC. 
 
NERC Registry ID No.  NCR00417 

) 
) 
) 
) 
) 

Docket No. RFC2012011354  
 
 
NERC Reliability Standard: 
PRC-005-1, Requirement 2  

 
 

VERIFICATION OF MITIGATION PLAN COMPLETION  
FOR 

RFCMIT008535 
 

 

I. RELEVANT BACKGROUND 

From September 10, 2012 to September 13, 2012 ReliabilityFirst Corporation 
(“ReliabilityFirst”) conducted a compliance audit of Whiting Clean Energy, Inc. (“WCE”) 
during which ReliabilityFirst identified a possible violation of Reliability Standard PRC-005-1, 
R2.  WCE did not have a defined protective system maintenance and testing program in place 
until June 2012.  As a result, WCE was unable to provide evidence that all WCE protection 
system devices were tested and maintained within defined intervals.  In addition, WCE was 
unable to provide the date certain protection system devices were last tested and maintained.  

On December 13, 2012, WCE submitted a proposed mitigation plan to ReliabilityFirst stating 
WCE had completed all mitigating actions on December 31, 2012.  On December 28, 2012, 
ReliabilityFirst accepted this mitigation plan, designated RFCMIT008535, and on January 15, 
2013, the North American Electric Reliability Corporation (“NERC”) approved it.  

II. MITIGATION PLAN COMPLETION REVIEW PROCESS 

On December 19, 2012, WCE certified that it completed the mitigation plan for PRC-005-1, R2 
as of December 19, 2012.  ReliabilityFirst requested and received evidence of completion for the 
actions WCE took as specified in the mitigation plan.  ReliabilityFirst performed an in-depth 
review of the information provided to verify that WCE successfully completed all actions 
specified in the mitigation plan. 
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A. Evidence Reviewed per Standard and Requirement. 

 

Evidence Reviewed 

 
Applicable Standard 

and Requirement 

1. 
 
 
2. 

WCE-NERC-PRC-005-1b_Mitigation_Plan_ 
Completion-20121219.pdf 
 
WCE-NERC-PRC-005 1b_Mitigation_Plan_ 
Completion_Supplemental-20130213.pdf 
 

PRC-005-1, R2 

 

B.  Verification of Mitigation Plan Completion. 

PRC-005-1, R2 states: 

R2.  Each Transmission Owner and any Distribution Provider that owns a transmission 
Protection System and each Generator Owner that owns a generation Protection 
System shall provide documentation of its Protection System maintenance and 
testing program and the implementation of that program to its Regional 
Reliability Organization on request (within 30 calendar days). The documentation 
of the program implementation shall include: 

R2.1.  Evidence Protection System devices were maintained and tested within the 
defined intervals. 

R2.2. Date each Protection System device was last tested/maintained. 

Milestone 1: Appoint Maintenance and Engineering Manager 

Exhibit 3 of File No. 1 is an email sent to the new Maintenance and Engineering Manager, with a 
start date of June 25, 2012. 

This evidence demonstrates successful completion of Milestone 1. 

Milestone 2: Request quote for fall 2012 testing 

Exhibit 6 of File No. 1 is a quote from Electric Power Systems (“EPS”) to perform testing for 
WCE in the fall of 2012.  The testing scope includes relays function testing, end-to-end testing 
for communication with NIPSCO relays, CT & PT testing, and trip coil verification. 

This evidence demonstrates successful completion of Milestone 2. 
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Milestone 3: Conduct lessons learned session 

Exhibit 4 of File No. 1 is the summary notes from the lessons learned session.  WCE determined 
that they did not have sufficient oversight of the maintenance and testing program from the time 
they bought the facility from GE until WCE started its own program on June 25, 2012. 

This evidence demonstrates successful completion of Milestone 3. 

Milestone 4: Conduct compliance oversight training 

File No. 2 is the attendance record from the compliance oversight training performed on June 28, 
2012. 

This evidence demonstrates successful completion of Milestone 4. 

Milestone 5: Develop and approve WCE PRC-005 procedure 

Exhibit 5 of File No. 1 is Revision 0 of WCE’s PRC-005 Procedure. 

This evidence demonstrates successful completion of Milestone 5. 

Milestone 6: Train WCE staff on PRC-005 procedure 

Exhibit 7 of File No. 1 is the slides WCE used in the staff PRC-005 procedure training.  Exhibit 
8 is the attendance records from this training. 

This evidence demonstrates successful completion of Milestone 6. 

Milestone 7: Update WCE PRC-005 procedure 

Exhibit 9 of File No. 1 is Revision 1 of WCE’s PRC-005 Procedure.  The changes WCE made 
include adding the definition of the Bulk Electric System, adding details on performing CT tests, 
and adding reporting procedures. The revisions were minor and do not necessitate retraining the 
individuals from milestone 6. 

This evidence demonstrates successful completion of Milestone 7. 

Milestone 8: Appoint compliance coordinator 

Exhibit 10 of File No. 1 is an email sent to the new Compliance Coordinator, informing him of 
his start date of September 4, 2012. 

This evidence demonstrates successful completion of Milestone 8. 

Milestone 9: Complete relay and voltage and current sensing device testing 

Exhibit 11 of File No. 1 is the report from EPS on their relay and voltage and current sensing 
device testing. 
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This evidence demonstrates successful completion of Milestone 9. 

Milestone 10: Review test results 
 
Exhibit 12 of File No. 1 is an email WCE sent to NIPSCO, informing them of the results of 
EPS’s completed testing.  In the email, a WCE plant engineer says that she reviewed the results 
and found no outstanding issues to follow-up. 
 
This evidence demonstrates successful completion of Milestone 10. 
 
Milestone 11: Provide test results to NIPSCO 

Exhibit 12 of File No. 1 is an email WCE sent to NIPSCO, informing them of the results of 
EPS’s completed testing.  In the email, a WCE plant engineer says that she reviewed the results 
and found no outstanding issues to follow-up. 

This evidence demonstrates successful completion of Milestone 11. 

Milestone 12: Schedule spring 2013 testing 

Exhibit 13 of File No. 1 is an outage request WCE sent to MISO requesting outages on three 
units for maintenance and testing in the spring of 2013.  MISO approved all requests. 

This evidence demonstrates successful completion of Milestone 12. 

Milestone 13: Request quote for spring 2013 testing 

Exhibit 14 of File No. 1 is an email sent from a WCE plant engineer to EPS, requesting a quote 
for performing maintenance and testing work in the spring of 2013. 

This evidence demonstrates successful completion of Milestone 13. 

Milestone 14: Receive quote for spring 2013 testing 

Exhibit 6 of File No. 1 is a quote from EPS to perform testing for WCE in the spring of 2013. 

This evidence demonstrates successful completion of Milestone 14. 

III. CONCLUSION 

ReliabilityFirst reviewed the evidence WCE submitted in support of its Certification of 
Mitigation Plan Completion.  ReliabilityFirst determined this evidence demonstrates WCE 
successfully completed the mitigating activities in mitigation plan RFCMIT008535 associated 
with PRC-005-1, R2.  

ReliabilityFirst verifies that WCE completed the mitigation plan associated with the possible 
violation of the Reliability Standard in accordance with its terms and conditions. 
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Approved: 

     

Carl J. Dister     Date: March 20, 213 
Senior Risk & Analytics Engineer 
ReliabilityFirst Corporation 



 

  

 
 
 

Attachment d 
 

Record documents for the violation of      
PRC-001-1 R1 

 
1. ReliabilityFirst’s Possible Violation 

Identification Form for PRC-001-1 R1 
dated September 13, 2012; 

2. WCE’s Mitigation Plan designated as 
RFCMIT008529 for PRC-001-1 R1 
submitted December 12, 2012; 

3. WCE’s Certification of Mitigation Plan 
Completion for PRC-001-1 R1 submitted 
December 12, 2012; 

4. ReliabilityFirst’s Verification of Mitigation 
Plan Completion for PRC-001-1 R1 dated 
March 1, 2013.  
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Possible Violation (PV) / Find, Fix, and Track (“FFT”)  
Identification Form 

 
INSTRUCTIONS 

1. In the “Violation Reported By” field, specify name of the reporting auditor.  For audits/spot-checks, 
this would be the Audit Team Lead (ATL).  For all other compliance monitoring processes, it would 
be the selected reporting auditor. 

2. In the “Submittal Date” field, enter the date this PV/FFT will be submitted to Enforcement. 
3. If this possible violation is a “Candidate for FFT treatment,” check the “YES” box.  Otherwise, 

check the “NO” box. 
4. Enter the “Registered Entity’s” name and the associated “NERC Registry ID#” (NCR number) as 

they appear on the NERC Compliance Registry or the available audit records (e.g. pre-audit survey). 
5. Choose the appropriate “Compliance Monitoring Process.” 
6. In “Standard, Version and Requirement,” list all versions of the standard in violation based on the 

period of the violation.  List requirement(s) and the specific sub-requirement(s), if applicable, since 
each PV summary is to include a rollup of all violated sub-requirements under a single PV.   
For example: CIP-004-1, 2, 3 R4 (R4.1, R4.2). 

7. Enter the “Registered Function(s) in Violation.”  Include only those functions to which the violation 
is applicable.  For example, if an entity is registered as GO and GOP and is in violation of FAC-009-
1 R1 (applicable to only GO and TO), then only list “GO.” 

8. Enter the date the PV was discovered by ReliabilityFirst.  For example, this may be the date of the 
exit briefing of an audit. 

9. To the best of the auditor’s ability, determine the beginning date of the violation (or the first date of 
the audit period if the violation began before the audit period) and select that date from the “Date for 
Determination of Penalty/Sanction” date field.  

a. Note:  For CIP, depending on the registered functions, different C-Compliance dates apply 
based on the CIP Ver. 1 Implementation Plan.  If the violation was in effect for the entire 
audit review period going back to the C-Compliance date, specify the date and function per 
the following: 

i. For TOP/BA functions, the C-Compliance date is 7/1/2009. 
ii. For GO/GOP/LSE/TO functions, the C-Compliance date is 1/1/2010.  

b. If the entity was previously audited or spot-checked after its C-Compliance date, specify the 
date after the Exit Briefing of that audit or spot-check.  

10. For FFT Candidates:  
a. Specify the “End Date of the Possible Violation,” typically the date the violation was 

mitigated.  If not mitigated, list “Not Mitigated.”   
b. Skip Instruction 11 below. 
c. Complete Instructions 12 – 17 below. 
d. Complete the “FFT Candidates ONLY” section at the bottom of the form. 

11. For non-FFT candidates:  
a. Obtain the most recent VRF Matrix from www.nerc.com -> Standards -> Reliability 

Standards -> VRF Matrix (Left Menu).  If the PV addresses a single requirement, select the 
appropriate VRF level from the pull-down menu in this form.  If the PV addresses a 
requirement and sub-requirement(s), list out the appropriate VRF for each requirement/sub-
requirement. 

b. Obtain the most recent VSL Matrix from www.nerc.com -> Standards -> Reliability 

Standards -> VSL Matrix (Left Menu).  If the PV addresses a single requirement, select the 
appropriate VSL level from the pull-down menu in this form.  If the PV addresses a 

http://www.nerc.com/page.php?cid=3|25
http://www.nerc.com/
http://www.nerc.com/


 

 
Page 2 of 5 

 

requirement and sub-requirement(s), list out the appropriate VSL for each requirement/sub-
requirement. 

c. Choose a Potential Impact from the pull-down list (Example definitions are italicized): 
i. Minimal:   This violation is document related, or poses only a small risk to the BES. 

ii. Moderate: This violation puts the BES at risk, but is not a serious, imminent threat. 
iii. Severe:     This violation constitutes a serious, imminent threat to the BES. 

d. Under “Provide Explanation for Selection,” explain the choice of Potential Impact above. 
e. Complete the Instructions 12-17 below. 

12. Enter a brief summary of the “Basis for the PV,” for each requirement/sub-requirement, as 
applicable. 

a. For example, consider what was not met in the requirement or what was lacking in the 
evidence.  Mention any additional information, as applicable or relevant (i.e., self report, 
OEA, etc.)  

13. Under “Evidence,” list only the evidence documents reviewed to substantiate the PV. 
14. Under “Facts,” discuss how the entity is in violation and how each of the evidence documents 

demonstrates this.   
15. Save this revised template as a pattern for each of the PVs/FFT Candidates identified for this entity 

and perform the steps outlined above. 
16. Before finalizing the PV/FFT Candidate and circulating for Management review, remove these 

instructions and the Template’s revision history.  
17. Once approved by the Manager, save a copy with the Manager’s approval note on the P Drive in the 

folder entitled “13 – PV Summary Report” within the applicable entity folder and send to 
Enforcement. 

 
Note:  Enter “X” in the appropriate YES, NO boxes in the following pages.  
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Possible Violation (PV) / Find, Fix, and Track (“FFT”) 
Identification Form 

 
This document is to be completed upon identification of a possible violation, typically within 5 business days of 
the audit exit brief, and emailed to Veronica Miller (Paralegal) with a copy to:  Ray Palmieri (Sr. Vice 
President), Gary Campbell (Manager, Ops & Planning Audits) or Tony Purgar (Manager, CIP Audits) or Jim 
Uhrin (Manager, Compliance Services and Investigations) and Mike Austin (Managing Enforcement Attorney). 
 
For non-FFT candidates: Upon receipt of this document, Enforcement will coordinate with the reporting auditor 
and Enforcement to initiate the Enforcement processing of this possible violation. 
 
Violation Reported By:  Audit Team Member 
 

Submittal Date:  9/13/12 

 

Candidate for FFT Treatment:      YES                      NO  
 

Registered Entity:  Whiting Clean Energy, Inc.  
 

NERC Registry ID#:  NCR00417 

 

Compliance Monitoring Process:  Compliance Audits 

 

Standard, Version and Requirement in Violation:  PRC-001-1, R1 

  

Registered Function(s) in Violation:  GOP 

 

Initial PV Date (Actual Date Discovered by ReliabilityFirst):  9/13/12 

 

Date for Determination of Penalty/Sanction (Beginning Date of Violation): 7/9/2008   

 

End Date of Possible Violation: When corrected 

__________________________________________________________________________________________ 

For Non-FFT Candidate ONLY 

Violation Risk Factor:  VRF - High 
 

Violation Severity Level:  Severe VSL 

 

Potential Impact to Bulk Electrical System (BES):  Severe 
 

Provide Explanation for Selection:   
The GOP not being familiar with the purpose of protection system schemes applied in its area, 
including protection systems at the plant can cause an event to occur on the BES.  Events caused by 
operator interaction can not only cause damage to the plant equipment but can also affect the 
interconnected facility. 
 

For Non-FFT and FFT Candidates 

 X 
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Basis for the PV:   

R1. Each Transmission Operator, Balancing Authority, and Generator Operator shall be 
familiar with the purpose and limitations of protection system schemes applied in its 

 area.  
Facts and Evidence pertaining to the PV:   

Evidence: 
 WCE_NERC PRC-001 Control Room Operator Training20120730, dated July 30, 2012  

 
Facts:   
 
Whiting Clean Energy provided WCE_NERC PRC-001 Control Room Operator Training20120730.  The audit 
team reviewed the training slides and found that the slides were not specific to the plant and relevant to the 
protection schemes in the Whiting Clean Energy Area.  Slides 6 and 8 are generic slides showing two terminals 
of a time-step distance relay.  The audit team requested evidence of a program in place prior to July 30, 2012 
(which was 2 days before the 40 day submittal was due to ReliabilityFirst).  No previous program was provided 
to the audit team.  The current version of the training was created on 7/29/12, which is after the 90-day 
notification (6/12/21012).  Although the audit team reviewed the training, it was not used to assess compliance.  
Due to the insufficient nature of the current training program and lack of evidence of any prior training the audit 
team determined that the evidence was insufficient to meet the requirement of the standard for the audit period. 

 

______________________________________________________________________________________ 

For FFT Candidates ONLY  

 

1. Why did this possible violation pose a minimal risk:   
 
Click here to enter text. 
 

2. Has Registered Entity mitigated this possible violation:      YES                NO  
a. If yes, describe mitigating actions and state the date that Registered Entity 

completed the mitigating actions:  
 

Click here to enter text. 
 

3. Please answer the following questions to determine whether this possible violation 
constitutes a “clear on its face” FFT candidate or a “close call.”   If the answer to any of the 
following questions is yes, this possible violation will be treated as a “close call.”  
Otherwise, this possible violation will be treated as a “clear on its face” FFT candidate. 

 
A. Is there any disagreement amongst the audit team on whether the PV is a “clear on its 

face” or “close call” candidate:     YES     NO  
a. If yes, explain why:  

 
Click here to enter text. 

 
B. Does this possible violation reveal a serious shortcoming in registered entity’s 

reliability-related processes (e.g. a systematic compliance program failure):  
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                                                                                                YES  NO 

a. If yes, explain why:  
 
Click here to enter text. 

 
C. Are there any additional facts the audit team needs to know in order to comfortably 

designate this possible violation for FFT treatment:   YES  NO 
a. If yes, state those facts:  

 
Click here to enter text. 

 
4. Did audit team inform registered entity that this possible violation qualifies for FFT 

treatment?                   YES  NO 
 

a. If so, on what date?      Enter Date. 
 

  

  



ReliabilityFirst Corporation
December 18, 2012

Mitigation Plan

Whiting Clean Energy, Inc.Registered Entity:

RequirementNERC Violation ID Violation Validated On Mit Plan VersionMit Plan Code
RFC2012011353 PRC-001-1 R1 null 1

Mitigation Plan Accepted On:

NoMitigation Plan Completed? (Yes/No):

Mitigation Plan Submitted On: December 12, 2012

Mitigation Plan Proposed Completion Date: December 12, 2012

December 12, 2012Mitigation Plan Certified Complete by WCE On:

Mitigation Plan Completion Verified by RFC On:

Actual Completion Date of Mitigation Plan:
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ReliabilityFirst Corporation
December 18, 2012

Section A: Compliance Notices
Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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ReliabilityFirst Corporation
December 18, 2012

Section B: Registered Entity Information
B.1 Identify your organization:

Entity Name:

Address:

Whiting Clean Energy, Inc.
NCR00417
2155 Standard Ave.
Whiting IN 46394

NERC Compliance Registry ID:

B.2 Identify the individual in your organization who will serve as the Contact to the Regional Entity regarding
this Mitigation Plan. This person shall be technically knowledgeable regarding this Mitigation Plan and
authorized to respond to Regional Entity regarding this Mitigation Plan:

Name:
Title:

Email:
Phone:

Brian Odelson
Commercial Manager
brian.odelson@bp.com
219-473-0653
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ReliabilityFirst Corporation
December 18, 2012

Section C: Identification of Reliability Standard Violation(s) Associated with this Mitigation Plan

C.1 This Mitigation Plan is associated with the following violation(s) of the reliability standard listed below:

RequirementViolation ID Date of Violation

Requirement Description

RFC2012011353 07/09/2008 PRC-001-1 R1

Each Transmission Operator, Balancing Authority, and Generator Operator shall be
familiar with the purpose and limitations of protection system schemes applied in its
area.

C.2 Brief summary including the cause of the violation(s) and mechanism in which it was identified above:

The audit team determined that there was no evidence provided that the GOP was familiar with the purpose and
limitation of protection system schemes applied in its area.

Provide any relevant information regarding the identification of the violation(s) associated with this Mitigation Plan:C.3

Training was provided to WCE Control Room Operators during the handover of the plant from GE to BP Whiting
personnel in December 2009. WCE Control Room Operators and Maintenance Personnel understand the overall
design of the protection and control system is to strike a balance between dependability and security as defined in
the IEEE Standard C37.100-1992: â€œThe facet of reliability that relates to the degree of certainty that a relay or
relay system will operate correctly.â€ â€œThat facet of reliability that relates to the degree of certainty that a relay
or relay system will not operate incorrectly.â€ Due to the change of plant management, the training records were
not located for the audit.

WCE completed the Facility Rating Methodology (FRM) Study on June 27, 2012 and the procedure was approved
by WCE management on July 2, 2012.

On July 30, 2012, WCE distributed training materials to lead operators on the purpose and limitation of protection
system schemes.

On October 2, 2012, classroom training was conducted for the Control Room Operators and I&C (Instrumentation
and Controls) Personnel, with follow up training provided for staff not available for the classroom session.
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ReliabilityFirst Corporation
December 18, 2012

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Section D: Details of Proposed Mitigation Plan

WCE implemented a comprehensive compliance program on June 25, 2012:

PURPOSE
To foster a culture that promotes reliable operation of Whiting Clean Energy (WCE), (NERC Compliance Registry
ID #: NCR00417 for the registered functions of GO and GOP)â€™s electric power system and compliance with all
applicable FERC, NERC, Regional Entities (including MRO), or other reliability agency regulations, reporting
requirements, and reliability standards.

To provide an overarching policy framework for more detailed and specific departmental reliability compliance
programs, practices, and procedures.

RESPONSIBILITY
Corey Correnti, Senior Vice President of Sales, Supply and Marketing, and Erika Harding, General Manager,
Whiting Clean Energy, shall have overall responsibility to see that the objectives of Whiting Clean Energyare met
in full compliance with reliability standards and shall appoint the members of the WCE Management Oversight
Committee.

A WCE Management Oversight Committee composed of General Manager, Commercial Manager, Operations
Manager, Maintenance and Engineering Manager, and HSSE Manager shall have general oversight
responsibilities to ensure that program practices and procedures result in: a.) Prevention of violations; b.) Prompt
detection of any violations; c.) Prompt cessation of any violation causing activities; d.) Self reporting of any
violations to appropriate agency; and e.) Effective remediation of any violation causing activities.

The General Manager has the responsibility to see that appropriate first line supervisors have adequate
resources, training, understanding, and support to carry out departmental reliability compliance programs,
practices, and procedures.

Appropriate first line supervisors will ensure that all employees and contractors have the necessary training,
equipment, and understanding to accomplish their work in a manner consistent with all applicable Reliability
Standards.

Compliance with Reliability Standards is the responsibility of all Whiting Clean Energy personnel.

Compliance with Reliability Standards is a guiding principle for Whiting
Clean Energy, Inc. employees, business plans, practices and decisions.
Whiting Clean Energy, Inc.â€™s culture of safe, compliant, and reliable
operations embodies the corporate values.
1. Reliability compliance activities, procedures, and policies are open, available, and transparent to the maximum
possible extent.

2. Reliability compliance activities, procedures, and policies are executed and applied coherently and uniformly
throughout Whiting Clean Energy.

3. Reliability compliance activities, procedures, and policies are regularly reviewed by reliability compliance staff
and modified, amended, revised, and disseminated, and posted on the reliability compliance department
SharePoint page, to assure continuous compliance with all applicable regulations and facilitate improvement in
the program.

4. Management encourages employees to identify and recommend improvements to practices and procedures
that will improve reliability and/or compliance.

5. Management encourages identification and reporting of regulatory compliance and reliability concerns
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December 18, 2012

or questions, and promotes employee trust and confidence that issues identified by and questions from
employees are welcome and promptly evaluated and addressed.

6. Management provides a process for compliance and reliability issue identification and resolution.

7. Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

8. The Compliance Officer is responsible for ensuring that appropriate actions consistent with policies are taken
and that materials to document compliance are accurate and complete.

9. Training on reliability standards is mandatory for appropriate Whiting Clean Energy, Inc. employees and
provided on no less than an annual basis and as required by major changes in standards, policies or procedures.

10. Departments are responsible for ensuring that data retention policy is strictly followed; auditable compliance
evidence is tracked and archived. Document control of procedural documents includes three levels of
accountability: subject matter experts/preparers; reviewers; and approvers.

11. Whiting Clean Energy subject matter experts are actively engaged in regional and national level of industry
activities to promote reliability and coordination among users and owners of the bulk power system.

Reporting Identified Opportunities or Concerns

12. All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or
compliance with their immediate supervisors.

13. All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

14. Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, if deemed
necessary.

 - WCE has appointed a new full-time Compliance Coordinator to administer the NERC Compliance Program as of
September 4, 2012.

 - WCE completed the Facility Rating Methodology (FRM) Study on June 27, 2012 and the procedure was
approved by WCE management on July 2, 2012. The FRM was revised on November 28, 2012 to incorporate
suggestions received from the audit team.

 - WCE provided training on the protective systems to the lead operators on July 30, 2012. Additional training was
provided to the operators and instrumentation staff on October 2, 2012. This session also covered the root cause
analysis of a recent trip on one of the operating units and how it related to the protective relays.

 - WCE has engaged Burns & McDonnell to provide the new leadership team detailed training of NERC Reliability
Standard Compliance and the factors of an effective compliance program on June 28, 2012.

 - WCE approved a new procedure for PRC-001 on November 30, 2012.

 - WCE implemented documentation control for all NERC compliance programs and procedures in a shared drive.
Access privileges are restricted to those who have the â€œneed-to-knowâ€. Each procedure contains a
document control template which specifies three levels of accountability, issue date, revision history, and the next
review date.

D.2 Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:
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December 18, 2012

December 12, 2012Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:D.3

Milestone Activity

*Proposed
Completion Date
(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription

06/27/2012Facility Rating Methodology (FRM)
Study Completion

Facility Rating Methodology (FRM)
Study Completion

06/27/2012

07/02/2012Facility Rating Methodology (FRM)
Procedure Approval

Facility Rating Methodology (FRM)
Procedure Approval

07/02/2012

07/30/2012PRC-001 Operator Training PRC-001 Operator Training 07/30/2012

09/04/2012Compliance Coordinator Appointment Compliance Coordinator Appointment 09/04/2012

10/02/2012Additional PRC-001 Training for
Operators and Instrumentation Staff

Additional PRC-001 Training for
Operators and Instrumentation Staff

10/02/2012

11/28/2012Update Facility Rating Methodology
(FRM) procedure

Update Facility Rating Methodology
(FRM) procedure

11/28/2012

11/30/2012Issue new PRC-001 procedure Issue new PRC-001 procedure 11/30/2012

D.4 Additional Relevant Information (Optional)
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December 18, 2012

Abatement of Interim BPS Reliability RiskE.1

Section E: Interim and Future Reliability Risk

While your organization is implementing the Mitigation Plan proposed in Section D of this form, the
reliability of the Bulk Power System may remain at higher risk or be otherwise negatively impacted until
the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify
any such risks or impacts; and (ii) discuss any actions that your organization is planning to take or is
proposing as part of the Mitigation Plan to mitigate any increased risk to the reliability of the bulk power
system while the Mitigation Plan is being implemented:

WCE believes the risk and impact to the Bulk Power System (BPS) is low because the operators were trained and
are familiar with the purpose and limitation of protection system schemes applied in the WCE area even though
WCE could not provide the training records to RFC auditors for the audit period due to administrative oversight.

The Compliance Officer conducts random spot checks using the NERC Reliability Compliance Review Checklist
with the standard owner; the oversight committee will conduct an annual review prior to WCEâ€™s self-
certification.

E.2 Prevention of Future BPS Reliability Risk

WCE believes it has taken the steps necessary to ensure that the organization learns from this experience
through training and ongoing dialog and enforcement oversight. WCEâ€™s current management team is
committed to diligent adherence to an effective compliance program and culture going forward:

1. Management provides a process for compliance and reliability issue identification and resolution.

2. Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

3. The Compliance Officer is responsible for ensuring that appropriate actions consistent with policies are taken
and that materials to document compliance are accurate and complete.

4. All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or compliance
with their immediate supervisors.

5. All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

6. Personnel shall report regulatory compliance and reliability concerns at anytime to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, and
BPâ€™s Compliance Hotline via â€œOpenTalkâ€, if and as appropriate.

Describe how successful completion of the Mitigation Plan as laid out in Section D of this form will
prevent or minimize the probability that your organization incurs further violations of the same or similar
reliability standards requirements in the future:

E.3 Your organization may be taking or planning other action, beyond that listed in the Mitigation Plan, as
proposed in Section D.1, to prevent or minimize the probability of incurring further violations of the same
or similar standards requirements listed in Section C.1, or of other reliability standards. If so, identify
and describe any such action, including milestones and completion dates:
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Section F: Authorization

An authorized individual must sign and date the signature page. By doing so, this individual, on behalf of
your organization:

(a) Submits the Mitigation Plan, as laid out in Section D, to the Regional Entity for acceptance and
approval by NERC, and

(b) If applicable, certifies that the Mitigation Plan, as laid out in Section D of this form, was completed (i)
as laid out in Section D of this form and (ii) on or before the date provided as the 'Date of Completion of
the Mitigation Plan' on this form, and

(c) Acknowledges:

1.  I am General Manager of Whiting Clean Energy, Inc.

2. I am qualified to sign this Mitigation Plan on behalf of Whiting Clean Energy, Inc.

3. I have read and understand Whiting Clean Energy, Inc.'s obligations to comply
with Mitigation Plan requirements and ERO remedial action directives as well as ERO
documents, including, but not limited to, the NERC Rules of Procedure and the NERC CMEP
currently in effect or the NERC CMEP-Province of Manitoba, Schedule B currently in effect,
whichever is applicable.

5.
Plan, including the timetable completion date, as accepted by the Regional Entity, NERC,
and if required, the applicable governmental authorities in Canada.

Name:

Title:

Authorized On:

Erika Harding

General Manager

December 12, 2012

Whiting Clean Energy, Inc. Agrees to be bound by, and comply with, this Mitigation

Authorized Individual Signature:
(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

4. I have read and am familiar with the contents of the foregoing Mitigation Plan.

Authorized Individual
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Certification of Mitigation Plan Completion

Submittal of a Certification of Mitigation Plan Completion shall include data or information sufficient for the
Regional Entity to verify completion of the Mitigation Plan.  The Regional Entity may request additional data or
information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems
necessary to verify that all required actions in the Mitigation Plan have been completed and the Registered Entity
is in compliance with the subject Reliability Standard. (CMEP Section 6.6)

Whiting Clean Energy, Inc.Registered Entity Name:

NERC Violation ID(s): RFC2012011353

NERC Registry ID: NCR00417

PRC-001-1 R1,Mitigated Standard Requirement(s):

December 12, 2012

Scheduled Completion as per Accepted Mitigation Plan:

This proposed mitigation plan is fully implemented as of
December 12, 2012. All
actions outlined in this plan to return WCE to full compliance
with PRC-001 have
been completed.

Entity Comment:

Date Mitigation Plan completed:

December 12, 2012

December 12, 2012RFC Notified of Completion on Date:

Document Name Description Size in BytesFrom

Additional Documents

WCE-NERC-PRC-
001_Mitigation_Plan20121212
.pdf

10,975,537Entity

I certify that the Mitigation Plan for the above named violation(s) has been completed on the date shown above
and that all submitted information is complete and correct to the best of my knowledge.

erika.harding@bp.com

Title:

Name:

Phone:

Email:

1 (219) 473-0653

Erika Harding

General Manager

(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

Authorized Signature Date
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In re: WHITING CLEAN ENERGY, 

INC. 
 
NERC Registry ID No.  NCR00417 

) 
) 
) 
) 
) 

Docket No. RFC2012011353  
 
 
NERC Reliability Standard: 
PRC-001-1, Requirement 1  

 
 

VERIFICATION OF MITIGATION PLAN COMPLETION  
FOR 

RFCMIT008529 
 

 

I. RELEVANT BACKGROUND 

From September 10, 2012 to September 13, 2012, ReliabilityFirst Corporation 
(“ReliabilityFirst”) conducted a compliance audit of Whiting Clean Energy, Inc. (“WCE”) 
during which ReliabilityFirst identified a possible violation of Reliability Standard PRC-001-1, 
R1, by discovering that WCE’s training program was insufficient to familiarize its employees 
with the purpose and limitations of the protection system schemes applied in its area.    

On December 12, 2012, WCE submitted a proposed mitigation plan to ReliabilityFirst.  On 
January 8, 2013, ReliabilityFirst accepted this mitigation plan, designated RFCMIT008529, and 
on February 22, 2013, the North American Electric Reliability Corporation (“NERC”) approved 
it.  

II. MITIGATION PLAN COMPLETION REVIEW PROCESS 

On December 12, 2012, WCE certified that it completed the mitigation plan for PRC-001-1, 
Requirement 1 as of December 12, 2012.  ReliabilityFirst requested and received evidence of 
completion for the actions WCE took as specified in the mitigation plan.  ReliabilityFirst 
performed an in-depth review of the information provided to verify that WCE successfully 
completed all actions specified in the mitigation plan. 
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A. Evidence Reviewed per Standard and Requirement. 

 

Evidence Reviewed 

 
Applicable Standard 

and Requirement 

1. WCE-NERC-PRC-001_Mitigation_Plan20121212.pdf 
 

Exhibit 1:  Compliance Coordinator 
Appointment – August 29, 2012 
 
Exhibit 2:  WCE FAC-008/009 Procedure – July 
2, 2012 
 
Exhibit 3:  WCE FAC-008/009 Procedure – 
November 28, 2012 
 
Exhibit 4:  System Protection Overview – July 
29, 2012 
 
Exhibit 5:  System Protection Overview Record – 
July 30, 2012 
 
Exhibit 6:  System Protection Overview – 
October 2, 2012 
 
Exhibit 7:  System Protection Overview Record – 
October 2, 2012 
 
Exhibit 8:  Reliability Compliance Training – 
June 28, 2012 
 
Exhibit 9:  Reliability Compliance Training 
Record – June 28, 2012 
 
Exhibit 10:  WCE PRC-001 Procedure – 
November 30, 2012 
 

PRC-001-1, R1 

 

B.  Verification of Mitigation Plan Completion. 

PRC-001-1, R1 states: 

R1. Each Transmission Operator, Balancing Authority, and Generator Operator 
shall be familiar with the purpose and limitations of protection system schemes 
applied in its area.  
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Milestone 1: Compliance Coordinator Appointment 

Exhibit 1 is an email sent to the new compliance coordinator hire informing him of his start date. 

This evidence demonstrates successful completion of Milestone 1. 

Milestone 2: Facility Rating Methodology (“FRM”) Study Completion 

Exhibit 2 is the completed revision 0 of Whiting Clean Energy’s (“WCE”) FRM. 

This evidence demonstrates successful completion of Milestone 2. 

Milestone 3: Facility Rating Methodology (FRM) Procedure Approval 

Page 2 of Exhibit 3 shows approval of the FRM from Operations and Maintenance and 
Engineering managers. 

This evidence demonstrates successful completion of Milestone 3. 

Milestone 4: PRC-001 Operator Training 

Exhibit 4 is the training slides used in WCE PRC-001 Operator Training. Exhibit 5 is attendance 
records.  Exhibit 6 is additional training slides given after a recent generating facility trip 
incident involving the protection system. Exhibit 7 is training records for this second training. 

This evidence demonstrates successful completion of Milestone 4. 

Milestone 5: Additional PRC-001 Training for Operators and Instrumentation Staff 

Exhibit 8 is the slides WCE used in training Operators and Instrumentation staff on WCE’s 
compliance strategy and general preparation for their audit. Exhibit 9 contains attendance 
records. 

This evidence demonstrates successful completion of Milestone 5. 

Milestone 6: Update Facility Rating Methodology (FRM) procedure 

Page 1 of Exhibit 3 shows WCE updated the FRM to revision 1 on Nov. 28, 2012. WCE added a 
statement specifying that they do not own any wave traps or series and shunt compensation 
devices. They also added applicable manufactures’ recommended AC current and voltage inputs 
for relay equipment. The new appendices A and B are the facility rating worksheet and the FAC-
009 disconnect switch rating drawing, respectively. 

This evidence demonstrates successful completion of Milestone 6. 

Milestone 7: Issue new PRC-001 procedure 

Exhibit 10 contains the finalized and internally approved PRC-001-2 compliance procedure for 
WCE.  The document explains how WCE will comply with all the requirements of PRC-001-2. 
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This evidence demonstrates successful completion of Milestone 7. 

III. CONCLUSION 

ReliabilityFirst reviewed the evidence WCE submitted in support of its Certification of 
Mitigation Plan Completion.  ReliabilityFirst determined this evidence demonstrates WCE 
successfully completed the mitigating activities in mitigation plan RFCMIT008529 associated 
with PRC-001-1, R1.  

ReliabilityFirst verifies that WCE completed the mitigation plan associated with the possible 
violation of the Reliability Standard in accordance with its terms and conditions. 

 

Approved: 

     

Robert K. Wargo     Date:  March 1, 2013 
Director of Analytics & Enforcement 
ReliabilityFirst Corporation 



 

  

 
 
 

Attachment e 
 

Record documents for the violation of      
CIP-001-1 R2 

 
1. ReliabilityFirst’s Possible Violation 

Identification Form for CIP-001-1 R2 
dated September 13, 2012; 

2. WCE’s Mitigation Plan designated as 
RFCMIT008533 for CIP-001-1 R2 
submitted December 13, 2012; 

3. WCE’s Certification of Mitigation Plan 
Completion for CIP-001-1 R2 submitted 
January 10, 2013; 

4. ReliabilityFirst’s Verification of Mitigation 
Plan Completion for CIP-001-1 R2 dated 
March 8, 2013. 
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Possible Violation (PV) / Find, Fix, and Track (“FFT”)  
Identification Form 

 
INSTRUCTIONS 

1. In the “Violation Reported By” field, specify name of the reporting auditor.  For audits/spot-checks, 
this would be the Audit Team Lead (ATL).  For all other compliance monitoring processes, it would 
be the selected reporting auditor. 

2. In the “Submittal Date” field, enter the date this PV/FFT will be submitted to Enforcement. 
3. If this possible violation is a “Candidate for FFT treatment,” check the “YES” box.  Otherwise, 

check the “NO” box. 
4. Enter the “Registered Entity’s” name and the associated “NERC Registry ID#” (NCR number) as 

they appear on the NERC Compliance Registry or the available audit records (e.g. pre-audit survey). 
5. Choose the appropriate “Compliance Monitoring Process.” 
6. In “Standard, Version and Requirement,” list all versions of the standard in violation based on the 

period of the violation.  List requirement(s) and the specific sub-requirement(s), if applicable, since 
each PV summary is to include a rollup of all violated sub-requirements under a single PV.   
For example: CIP-004-1, 2, 3 R4 (R4.1, R4.2). 

7. Enter the “Registered Function(s) in Violation.”  Include only those functions to which the violation 
is applicable.  For example, if an entity is registered as GO and GOP and is in violation of FAC-009-
1 R1 (applicable to only GO and TO), then only list “GO.” 

8. Enter the date the PV was discovered by ReliabilityFirst.  For example, this may be the date of the 
exit briefing of an audit. 

9. To the best of the auditor’s ability, determine the beginning date of the violation (or the first date of 
the audit period if the violation began before the audit period) and select that date from the “Date for 
Determination of Penalty/Sanction” date field.  

a. Note:  For CIP, depending on the registered functions, different C-Compliance dates apply 
based on the CIP Ver. 1 Implementation Plan.  If the violation was in effect for the entire 
audit review period going back to the C-Compliance date, specify the date and function per 
the following: 

i. For TOP/BA functions, the C-Compliance date is 7/1/2009. 
ii. For GO/GOP/LSE/TO functions, the C-Compliance date is 1/1/2010.  

b. If the entity was previously audited or spot-checked after its C-Compliance date, specify the 
date after the Exit Briefing of that audit or spot-check.  

10. For FFT Candidates:  
a. Specify the “End Date of the Possible Violation,” typically the date the violation was 

mitigated.  If not mitigated, list “Not Mitigated.”   
b. Skip Instruction 11 below. 
c. Complete Instructions 12 – 17 below. 
d. Complete the “FFT Candidates ONLY” section at the bottom of the form. 

11. For non-FFT candidates:  
a. Obtain the most recent VRF Matrix from www.nerc.com -> Standards -> Reliability 

Standards -> VRF Matrix (Left Menu).  If the PV addresses a single requirement, select the 
appropriate VRF level from the pull-down menu in this form.  If the PV addresses a 
requirement and sub-requirement(s), list out the appropriate VRF for each requirement/sub-
requirement. 

b. Obtain the most recent VSL Matrix from www.nerc.com -> Standards -> Reliability 

Standards -> VSL Matrix (Left Menu).  If the PV addresses a single requirement, select the 
appropriate VSL level from the pull-down menu in this form.  If the PV addresses a 

http://www.nerc.com/page.php?cid=3|25
http://www.nerc.com/
http://www.nerc.com/
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requirement and sub-requirement(s), list out the appropriate VSL for each requirement/sub-
requirement. 

c. Choose a Potential Impact from the pull-down list (Example definitions are italicized): 
i. Minimal:   This violation is document related, or poses only a small risk to the BES. 

ii. Moderate: This violation puts the BES at risk, but is not a serious, imminent threat. 
iii. Severe:     This violation constitutes a serious, imminent threat to the BES. 

d. Under “Provide Explanation for Selection,” explain the choice of Potential Impact above. 
e. Complete the Instructions 12-17 below. 

12. Enter a brief summary of the “Basis for the PV,” for each requirement/sub-requirement, as 
applicable. 

a. For example, consider what was not met in the requirement or what was lacking in the 
evidence.  Mention any additional information, as applicable or relevant (i.e., self report, 
OEA, etc.)  

13. Under “Evidence,” list only the evidence documents reviewed to substantiate the PV. 
14. Under “Facts,” discuss how the entity is in violation and how each of the evidence documents 

demonstrates this.   
15. Save this revised template as a pattern for each of the PVs/FFT Candidates identified for this entity 

and perform the steps outlined above. 
16. Before finalizing the PV/FFT Candidate and circulating for Management review, remove these 

instructions and the Template’s revision history.  
17. Once approved by the Manager, save a copy with the Manager’s approval note on the P Drive in the 

folder entitled “13 – PV Summary Report” within the applicable entity folder and send to 
Enforcement. 

 
Note:  Enter “X” in the appropriate YES, NO boxes in the following pages.  



 

 
Page 3 of 6 

 

Possible Violation (PV) / Find, Fix, and Track (“FFT”) 
Identification Form 

 
This document is to be completed upon identification of a possible violation, typically within 5 business days of 
the audit exit brief, and emailed to Veronica Miller (Paralegal) with a copy to:  Ray Palmieri (Sr. Vice 
President), Gary Campbell (Manager, Ops & Planning Audits) or Tony Purgar (Manager, CIP Audits) or Jim 
Uhrin (Manager, Compliance Services and Investigations) and Mike Austin (Managing Enforcement Attorney). 
 
For non-FFT candidates: Upon receipt of this document, Enforcement will coordinate with the reporting auditor 
and Enforcement to initiate the Enforcement processing of this possible violation. 
 
Violation Reported By:  Audit Team Member 
 

Submittal Date:  9/13/12 

 

Candidate for FFT Treatment:      YES                      NO  
 

Registered Entity:  Whiting Clean Energy, Inc  

 

NERC Registry ID#:  NCR00417 

 

Compliance Monitoring Process:  Compliance Audits 

 

Standard, Version and Requirement in Violation:  CIP-001-2a, R2 

  

Registered Function(s) in Violation:  GOP 

 

Initial PV Date (Actual Date Discovered by ReliabilityFirst):  9/13/12 

 

Date for Determination of Penalty/Sanction (Beginning Date of Violation): 7/9/2008   

 

End Date of Possible Violation: When corrected 

__________________________________________________________________________________________ 

For Non-FFT Candidate ONLY 

Violation Risk Factor:  VRF - Medium 
 

Violation Severity Level:  High VSL 

 

Potential Impact to Bulk Electrical System (BES):  Moderate 
 

Provide Explanation for Selection:   
The GOP should always communicate suspected sabotage events to the appropriate parties in the 
interconnection.  The TOP and RC need to be aware of events concerning the sudden loss or reduction of 
generation due to a sabotage event that may carry to other parts of the interconnected system.  The earlier the 
TOP and RC are made aware of such events the quicker the TOP and RC can contact others in the surrounding 
area.  The notification chain should be clear and concise and readily assessable so as to make the proper 
notifications easily and thus avert what may or could become a larger issue affecting the reliability of the BES. 
 

 X 
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For Non-FFT and FFT Candidates 

 

Basis for the PV:   

R2. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator 
Operator, and Load Serving Entity shall have procedures for the communication of information 

 concerning sabotage events to appropriate parties in the Interconnection.  
 

Facts and Evidence pertaining to the PV:   

Evidence: 
 WCE-NERC-CIP-001-2A-PD-1_20120712.pdf (WCE Cyber Security Reporting Procedure), Rev -0, 

dates 7/12/12 
 WCE_Response_to_RFC_693_Audit_RFI1-2_20120817 

o CIP-001-1a_R2: 
BP_WCE_Energy_Ancillary_Services_Sales_Agreement20080630.pdf, dated 
6/30/2008 

 CIP-001 details, dated 9/7/2012 
 

Facts:  

WCE-NERC-CIP-001-2A-PD-1_20120712.pdf is the current version of the Whiting Energy’s CIP-
001-2a procedure Rev 0, dated 7/12/12.  This procedure states that Whiting Energy will 
communicate sabotage events to the BP Energy Desk.  The audit team did not find evidence that BP 
would in turn make the necessary notification to the TOP (NIPSCO) and RC (MISO).  The audit 
team requested Whiting Energy to provide evidence that the BP Energy Desk notifies the TOP and 
RC of sabotage events.  Whiting Energy provided WCE_Response_to_RFC_693_Audit_RFI1-

2_20120817.  The audit team reviewed the CIP-001-1a_R2: 

BP_WCE_Energy_Ancillary_Services_Sales_Agreement20080630.pdf, pages 43 through 82, which 
is the “Master Electric Energy and Ancillary Service Sales Agreement,” between Whiting Clean 
Energy and BP Energy.  Whiting Energy highlighted page 66, section 9.4 “Data Communication 
Link” and “Article 10.  Outages” as evidence that the BP Energy Desk notified NIPSCO and MISO 
of sabotage events.  The audit team determined this detailed the reporting responsibilities of the 
“owner,” which is Whiting Energy and did not include reporting requirements of the “marketer,” 
GOP which is BP Energy.   

Whiting Energy also provided CIP-001 details, which is an email from the Primary Compliance 
Contact, who is the Commercial Manager of Whiting energy, to the Audit Team Lead, stating the 
following, “In the course of preparing for the upcoming audit, WCE discovered a potential 
discrepancy in the CIP-001 procedures between the operating asset and the BP Energy 
Desk.  WCE’s current policy states that, in the event of sabotage, the site will contact the Energy 
Desk and the Energy Desk will make the proper notifications to NIPSCO and MISO.  The Energy 
Desk’s procedure is to ask if WCE has made the notifications, and will do so if WCE is unable to 
make the appropriate calls.  WCE is currently updating its procedure to ensure that the necessary 
notifications are made to NIPSCO and MISO going forward from the audit.” 

This is not a candidate for FFT because the approach to compliance for this particular entity was 
practically non-existence prior to the 90-day notification.  The audit team notified Whiting Clean 
Energy during the exit presentation that based upon the audit results and lack of documentation 
previous to the 90-day notification, ReliabilityFirst will conduct an unscheduled audit before the 
next six (6) year scheduled audit cycle.  The audit team also quoted the NERC Rules of Procedure 
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which states “that all Bulk Power System (BPS) users, owners, and operators are required to comply 
with ALL applicable ERO governmental authority approved Reliability Standards at ALL times.” 

______________________________________________________________________________________ 

For FFT Candidates ONLY  

 

1. Why did this possible violation pose a minimal risk:   
 
Click here to enter text. 
 

2. Has Registered Entity mitigated this possible violation:      YES                NO  
a. If yes, describe mitigating actions and state the date that Registered Entity 

completed the mitigating actions:  
 

Click here to enter text. 
 

3. Please answer the following questions to determine whether this possible violation 
constitutes a “clear on its face” FFT candidate or a “close call.”   If the answer to any of the 
following questions is yes, this possible violation will be treated as a “close call.”  
Otherwise, this possible violation will be treated as a “clear on its face” FFT candidate. 

 
A. Is there any disagreement amongst the audit team on whether the PV is a “clear on its 

face” or “close call” candidate:     YES     NO  
a. If yes, explain why:  

 
Click here to enter text. 

 
B. Does this possible violation reveal a serious shortcoming in registered entity’s 

reliability-related processes (e.g. a systematic compliance program failure):  

                                                                                                YES  NO 

a. If yes, explain why:  
 
Click here to enter text. 

 
C. Are there any additional facts the audit team needs to know in order to comfortably 

designate this possible violation for FFT treatment:   YES  NO 
a. If yes, state those facts:  

 
Click here to enter text. 

 
4. Did audit team inform registered entity that this possible violation qualifies for FFT 

treatment?                   YES  NO 
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a. If so, on what date?      Enter Date. 
 

 



ReliabilityFirst Corporation
December 18, 2012

Mitigation Plan

Whiting Clean Energy, Inc.Registered Entity:

RequirementNERC Violation ID Violation Validated On Mit Plan VersionMit Plan Code
RFC2012011350 CIP-001-1 R2 null 1

Mitigation Plan Accepted On:

NoMitigation Plan Completed? (Yes/No):

Mitigation Plan Submitted On: December 13, 2012

Mitigation Plan Proposed Completion Date: January 11, 2013

Mitigation Plan Certified Complete by WCE On:

Mitigation Plan Completion Verified by RFC On:

Actual Completion Date of Mitigation Plan:
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ReliabilityFirst Corporation
December 18, 2012

Section A: Compliance Notices
Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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ReliabilityFirst Corporation
December 18, 2012

Section B: Registered Entity Information
B.1 Identify your organization:

Entity Name:

Address:

Whiting Clean Energy, Inc.
NCR00417
2155 Standard Ave.
Whiting IN 46394

NERC Compliance Registry ID:

B.2 Identify the individual in your organization who will serve as the Contact to the Regional Entity regarding
this Mitigation Plan. This person shall be technically knowledgeable regarding this Mitigation Plan and
authorized to respond to Regional Entity regarding this Mitigation Plan:

Name:
Title:

Email:
Phone:

Brian Odelson
Commercial Manager
brian.odelson@bp.com
219-473-0653
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December 18, 2012

Section C: Identification of Reliability Standard Violation(s) Associated with this Mitigation Plan

C.1 This Mitigation Plan is associated with the following violation(s) of the reliability standard listed below:

RequirementViolation ID Date of Violation

Requirement Description

RFC2012011350 07/09/2008 CIP-001-1 R2

Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving
Entity shall have procedures for the communication of information concerning sabotage events to appropriate parties
in the Interconnection.

C.2 Brief summary including the cause of the violation(s) and mechanism in which it was identified above:

The audit team determined that the WCE Sabotage Reporting procedure did not clearly outline a procedure for
contacting the RC, BA, or TOP.

Provide any relevant information regarding the identification of the violation(s) associated with this Mitigation Plan:C.3

During the audit period, WCE had no sabotage event to report to the Reliability Coordinator or Balancing
Authority.

A sign is posted by the Red Phone to call NIPSCO, the local Balancing Authority in the event of a suspected or
actual Sabotage event.

In the USC-WCE-OPS-SOI-038_Shift_Change_Procedure20120730, Operators are instructed to include
â€œChanges in status of the WCE generation alerts sabotage reporting, or any changes to the Homeland
Security Threat Condition levelâ€ in the shift change reports.
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ReliabilityFirst Corporation
December 18, 2012

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Section D: Details of Proposed Mitigation Plan

- WCE has engaged Burns & McDonnell to provide the new leadership team detailed training of NERC Reliability
Standard Compliance and the factors of an effective compliance program on June 28, 2012.

- WCE updated its Sabotage Reporting Procedure on July 12, 2012 to outline responsibilities and outline
notifications that must be made in the event of sabotage.

- WCE has appointed a new full-time Compliance Coordinator to administer the NERC Compliance Program as of
September 4, 2012.

- WCE has appointed a new full-time Operations Supervisor to assume the position on October 16, 2012 to assist
the Operations Manager in overseeing the reliable and secure operation of the WCE plant.

- WCE issued an updated version of its Sabotage Reporting Procedure on November 7, 2012 to make
accountabilities clear and adopt suggestions from the RFC audit team.

- WCE staff met with Whiting Refinery security staff on November 26, 2012 to discuss security issues at the site,
secure assistance from refinery security in case of an event, make security supervisors aware of their role during
an event, and to make preliminary plans for a sabotage reporting drill.

- WCE held a classroom training session on the Sabotage Reporting Procedure on November 27, 2012.   Follow
up training was conducted for staff not available for the classroom session.  This follow-up training was complete
by December 11, 2012.

- WCE will ensure that security supervisors at the Whiting Refinery are trained on the WCE Sabotage Reporting
Procedure, including their roles and responsibilities, by January 9, 2013.

- WCE will ensure that the real-time operators (part of the BP Energy Desk in Houston, TX) are trained on the
WCE Sabotage Reporting Procedure by January 9, 2013.

- WCE will conduct a live drill of its Sabotage Reporting Procedure, including WCE, Whiting Refinery security, and
BP Energy Desk staff.  WCE will verify that the procedures were followed and that the proper notifications were
made.  This drill will be completed by January 10, 2013.

- WCE implemented documentation control for all NERC compliance programs and procedures in a shared drive.
Access privileges are restricted to those who have the â€œneed-to-knowâ€.  Each procedure contains a
document control template which specifies three levels of accountability, issue date, revision history, and the next
review date.

D.2 Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

January 11, 2013Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:D.3
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Milestone Activity

*Proposed
Completion Date
(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription

07/12/2012Update WCE CIP-001 procedure Update the WCE CIP-001 procedure to
outline responsibilities and outline

notifications that must be made in the
event of sabotage.

07/12/2012

09/04/2012Compliance Coordinator Appointment Appoint a full-time Compliance
Coordinator to assist the Compliance
Officer with maintaining and enforcing

compliance at the WCE site.

09/04/2012

10/16/2012Operation Supervisor Appointment Appoint a full-time Operations
Supervisor to assist the Operations

Manager in overseeing the reliable and
secure operation of the WCE plant.

10/16/2012

11/07/2012Update WCE CIP-001 procedure Update WCE CIP-001 procedure to
clarify accountabilities and incorporate

suggestions from the audit team.

11/07/2012

11/26/2012Meet with BP Security Meet with BP Security to secure
support during a sabotage event and

clarify reporting responsibilities.

11/26/2012

12/11/2012Train WCE staff on sabotage
reporting procedure

Train WCE staff on the updated
sabotage reporting procedure.

12/11/2012

01/09/2013Train BP Energy Desk Train BP Energy Desk operators on
WCEâ€™s sabotage reporting

procedure.
01/09/2013Train Whiting Refinery security Train Whiting Refinery security

supervisors on WCEâ€™s sabotage
reporting procedure.

01/10/2013Conduct sabotage reporting drill Conduct a live drill including WCE, BP
security, and BP Energy Desk staff.

Ensure that all notifications outlined in
the procedure are made.

D.4 Additional Relevant Information (Optional)

WCE implemented a comprehensive compliance program on June 25, 2012:

PURPOSE
To foster a culture that promotes reliable operation of Whiting Clean Energy (WCE), (NERC Compliance Registry
ID #: NCR00417 for the registered functions of GO and GOP)â€™s electric power system and compliance with
all applicable FERC, NERC, Regional Entities (including MRO), or other reliability agency regulations, reporting
requirements, and reliability standards.
To provide an overarching policy framework for more detailed and specific departmental reliability compliance
programs, practices, and procedures.

RESPONSIBILITY
Corey Correnti, Senior Vice President of Sales, Supply and Marketing, and Erika Harding, General Manager,
Whiting Clean Energy, shall have overall responsibility to see that the objectives of Whiting Clean Energy are met
in full compliance with reliability standards and shall appoint the members of the
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WCE Management Oversight Committee.
A WCE Management Oversight Committee composed of  General Manager, Commercial Manager, Operations
Manager, Maintenance and Engineering Manager, and HSSE Manager shall have general oversight
responsibilities to ensure that  program practices and procedures result in:  a.) Prevention of violations; b.)
Prompt detection of any violations; c.) Prompt cessation of any violation causing activities; d.) Self reporting of
any violations to appropriate agency; and e.) Effective remediation of any violation causing activities.
The General Manager has the responsibility to see that appropriate first line supervisors have adequate
resources, training, understanding, and support to carry out departmental reliability compliance programs,
practices, and procedures.
Appropriate first line supervisors will ensure that all employees and contractors have the necessary training,
equipment, and understanding to accomplish their work in a manner consistent with all applicable Reliability
Standards.
Compliance with Reliability Standards is the responsibility of all Whiting Clean Energy personnel.

Compliance with Reliability Standards is a guiding principle for Whiting Clean Energy, Inc. employees, business
plans, practices and decisions.  Whiting Clean Energy, Inc.â€™s culture of safe, compliant, and reliable
operations embodies the corporate values.

1.  Reliability compliance activities, procedures, and policies are open, available, and transparent to the maximum
possible extent.

2.  Reliability compliance activities, procedures, and policies are executed and applied coherently and uniformly
throughout Whiting Clean Energy.

3.  Reliability compliance activities, procedures, and policies are regularly reviewed by reliability compliance staff
and modified, amended, revised, and disseminated, and posted on the reliability compliance department
SharePoint page, to assure continuous compliance with all applicable regulations and facilitate improvement in
the program.

4.  Management encourages employees to identify and recommend improvements to practices and procedures
that will improve reliability and/or compliance.

5.  Management encourages identification and reporting of regulatory compliance and reliability concerns or
questions, and promotes employee trust and confidence that issues identified by and questions from employees
are welcome and promptly evaluated and addressed.

6.  Management provides a process for compliance and reliability issue identification and resolution.

7.  Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

8.  The Compliance Officer is responsible for ensuring that appropriate actions consistent with policies are taken
and that materials to document compliance are accurate and complete.

9.  Training on reliability standards is mandatory for appropriate Whiting Clean Energy, Inc. employees and
provided on no less than an annual basis and as required by major changes in standards, policies or procedures.

10.  Departments are responsible for ensuring that data retention policy is strictly followed; auditable compliance
evidence is tracked and archived. Document control of procedural documents includes three levels of
accountability: subject matter experts/preparers; reviewers; and approvers.

11.  Whiting Clean Energy subject matter experts are actively engaged in regional and national level of industry
activities to promote reliability and coordination among users and owners of the bulk power system.

Reporting Identified Opportunities or Concerns

12.  All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or
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compliance with their immediate supervisors.

13.  All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

14.  Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, if deemed
necessary.
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Abatement of Interim BPS Reliability RiskE.1

Section E: Interim and Future Reliability Risk

While your organization is implementing the Mitigation Plan proposed in Section D of this form, the
reliability of the Bulk Power System may remain at higher risk or be otherwise negatively impacted until
the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify
any such risks or impacts; and (ii) discuss any actions that your organization is planning to take or is
proposing as part of the Mitigation Plan to mitigate any increased risk to the reliability of the bulk power
system while the Mitigation Plan is being implemented:

WCE believes the risk and impact to the Bulk Power System (BPS) is low because during the audit period, WCE
has no sabotage event to report to Reliability Coordinator or Balancing Authority. A sign is posted by the Red
Phone to call NIPSCO, the local Balancing Authority in the event of a suspected or actual Sabotage event. In the
USC-WCE-OPS-SOI-038_Shift_Change_Procedure20120730, Operators are instructed to include â€œChanges
in status of the WCE generation alerts sabotage reporting, or any changes to the Homeland Security Threat
Condition levelâ€ in the shift change reports.

The Compliance Officer shall conduct quarterly random spot checks using the NERC Reliability Compliance
Review Checklist with the standard owner; the oversight committee will conduct annual review prior to WCEâ€™s
self-certification.

E.2 Prevention of Future BPS Reliability Risk

WCE believes it has taken the steps necessary to ensure that the organization learns from this experience
through training and ongoing dialog and enforcement oversight. WCEâ€™s current management team is
committed to diligent adherence to an effective compliance program and culture going forward:

1.  Management provides a process for compliance and reliability issue identification and resolution.

2.  Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

3.  The Compliance Officer is responsible for ensuring that appropriate actions consistent with policies are taken
and that materials to document compliance are accurate and complete.

4.  All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or compliance
with their immediate supervisors.

5.  All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

6.  Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, and
BPâ€™s Compliance Hotline via â€œOpenTalkâ€, if and as appropriate.

Describe how successful completion of the Mitigation Plan as laid out in Section D of this form will
prevent or minimize the probability that your organization incurs further violations of the same or similar
reliability standards requirements in the future:

E.3 Your organization may be taking or planning other action, beyond that listed in the Mitigation Plan, as
proposed in Section D.1, to prevent or minimize the probability of incurring further violations of the same
or similar standards requirements listed in Section C.1, or of other reliability standards. If so, identify
and describe any such action, including milestones and completion dates:
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ReliabilityFirst Corporation
December 18, 2012

Section F: Authorization

An authorized individual must sign and date the signature page. By doing so, this individual, on behalf of
your organization:

(a) Submits the Mitigation Plan, as laid out in Section D, to the Regional Entity for acceptance and
approval by NERC, and

(b) If applicable, certifies that the Mitigation Plan, as laid out in Section D of this form, was completed (i)
as laid out in Section D of this form and (ii) on or before the date provided as the 'Date of Completion of
the Mitigation Plan' on this form, and

(c) Acknowledges:

1.  I am General Manager of Whiting Clean Energy, Inc.

2. I am qualified to sign this Mitigation Plan on behalf of Whiting Clean Energy, Inc.

3. I have read and understand Whiting Clean Energy, Inc.'s obligations to comply
with Mitigation Plan requirements and ERO remedial action directives as well as ERO
documents, including, but not limited to, the NERC Rules of Procedure and the NERC CMEP
currently in effect or the NERC CMEP-Province of Manitoba, Schedule B currently in effect,
whichever is applicable.

5.
Plan, including the timetable completion date, as accepted by the Regional Entity, NERC,
and if required, the applicable governmental authorities in Canada.

Name:

Title:

Authorized On:

Erika Harding

General Manager

December 13, 2012

Whiting Clean Energy, Inc. Agrees to be bound by, and comply with, this Mitigation

Authorized Individual Signature:
(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

4. I have read and am familiar with the contents of the foregoing Mitigation Plan.

Authorized Individual
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ReliabilityFirst Corporation
January 24, 2013

Certification of Mitigation Plan Completion

Submittal of a Certification of Mitigation Plan Completion shall include data or information sufficient for the
Regional Entity to verify completion of the Mitigation Plan.  The Regional Entity may request additional data or
information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems
necessary to verify that all required actions in the Mitigation Plan have been completed and the Registered Entity
is in compliance with the subject Reliability Standard. (CMEP Section 6.6)

Whiting Clean Energy, Inc.Registered Entity Name:

NERC Violation ID(s): RFC2012011350

NERC Registry ID: NCR00417

CIP-001-1 R2,Mitigated Standard Requirement(s):

January 10, 2013

Scheduled Completion as per Accepted Mitigation Plan:

This proposed mitigation plan is fully implemented as of
January 10, 2013. All
actions outlined in this plan to return WCE to full compliance
with CIP-001 have
been completed.

Entity Comment:

Date Mitigation Plan completed:

January 11, 2013

January 10, 2013RFC Notified of Completion on Date:

Document Name Description Size in BytesFrom

Additional Documents

WCE-NERC-CIP-
001_Mitigation_Plan20121213
.pdf

205,728Entity

WCE_CIP-
001_Mitigation_Plan_Completi
on_20130110.pdf

6,310,077Entity

I certify that the Mitigation Plan for the above named violation(s) has been completed on the date shown above
and that all submitted information is complete and correct to the best of my knowledge.

erika.harding@bp.com

Title:

Name:

Phone:

Email:

1 (219) 473-0653

Erika Harding

General Manager

(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

Authorized Signature Date
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In re: WHITING CLEAN ENERGY, 

INC. 
 
 
NERC Registry ID No.  NCR00417 

) 
) 
) 
) 
) 

Docket No. RFC2012011350  
 
 
NERC Reliability Standard: 
CIP-001-1, Requirement 2  

 
 

VERIFICATION OF MITIGATION PLAN COMPLETION  
FOR 

RFCMIT008533 
 

 

I. RELEVANT BACKGROUND 

From September 10, 2012 to September 13, 2012, ReliabilityFirst Corporation 
(“ReliabilityFirst”) conducted a compliance audit of Whiting Clean Energy, Inc. (“WCE”) 
during which ReliabilityFirst identified a possible violation of Reliability Standard CIP-001-1, 
R2 by discovering that WCE did not develop adequate procedures for the communication of 
information concerning sabotage events to appropriate parties in the interconnection.  

On December 13, 2012, WCE submitted a proposed mitigation plan to ReliabilityFirst stating 
WCE would complete all mitigating actions on January 11, 2013.  On December 28, 2012, 
ReliabilityFirst accepted this mitigation plan, designated RFCMIT008533, and on January 15, 
2013, the North American Electric Reliability Corporation (“NERC”) approved it.  

II. MITIGATION PLAN COMPLETION REVIEW PROCESS 

On January 10, 2013, WCE certified that it completed the mitigation plan for CIP-001-1, R2 as 
of January 10, 2013.  ReliabilityFirst requested and received evidence of completion for the 
actions WCE took as specified in the mitigation plan.  ReliabilityFirst performed an in-depth 
review of the information provided to verify that WCE successfully completed all actions 
specified in the mitigation plan. 
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A. Evidence Reviewed per Standard and Requirement. 

 

Evidence Reviewed 

 
Applicable Standard 

and Requirement 

1. WCE CIP-001 Mitigation Plan 
Completion_20130110.pdf 

CIP-001-1, R2 

 

B.  Verification of Mitigation Plan Completion. 

CIP-001-1, R2 states: 

R2.  Each Reliability Coordinator, Balancing Authority, Transmission Operator, 
Generator Operator, and Load Serving Entity shall have procedures for the 
communication of information concerning sabotage events to appropriate parties 
in the Interconnection.  

Milestones 1and 4: Update WCE CIP-001 procedure 

Exhibits 3 and 6, of the evidence file are WCE’s Cyber Security Incident Reporting Procedures, 
Versions 0 and 1.  Version 0, dated July 12, 2012, is WCE’s initial procedure.  In Version 1, 
dated November 7, 2012, WCE updated its reporting diagram to show that the control room 
operator should NIPSCO and MISO first in the event of sabotage or attack.   

This evidence demonstrates successful completion of Milestones 1 and 4. 

Milestone 2: Compliance Coordinator Appointment 

Exhibit 4 of the evidence file is an email sent to the new compliance coordinator informing him 
of his September 4, 2012 start date. 

This evidence demonstrates successful completion of Milestone 2. 

Milestone 3: Operation Supervisor Appointment 

Exhibit 5 of the evidence file is an email sent to WCE staff, informing them of them of the 
appointment of a new operation supervisor. 

This evidence demonstrates successful completion of Milestone 3. 
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Milestone 4: Update WCE CIP-001 procedure 

Exhibit 6 of the evidence file is Revision 1 of WCE’s CIP-001 Procedure.  Page 7 is the updated 
reporting diagram, showing that the control room should notify MISO and NIPSCO first in the 
event of sabotage or attack.  Exhibit 15 is the Revision 2 update, changing the diagram again.  
Now the first call is to BP security and the second is to MISO and NIPSCO, both of which have 
dedicated phone lines in the control room.  WCE made the Revision 2 changes after the drill in 
Milestone 9. 

This evidence demonstrates successful completion of Milestone 4. 

Milestone 5: Meet with BP Security  

Exhibit 7 of the evidence file is the sign-in attendance sheet for the WCE meeting with BP 
security on sabotage reporting. 

This evidence demonstrates successful completion of Milestone 5. 

Milestone 6: Train WCE staff on sabotage reporting procedure 

Exhibit 8 of the evidence file is the presentation used in training the WCE staff on sabotage 
reporting procedures.  It covers all of the necessary steps and includes a link to the CIP-001 
Procedure (Exhibit 6) located on a company network drive.  Exhibits 9 and 10 of the evidence 
file are attendance records for the sabotage reporting training.  Exhibit 9 was the in-person record 
and exhibit 10 is a record kept through email stating that the personnel read the presentation and 
understand the material.  

This evidence demonstrates successful completion of Milestone 6. 

Milestone 7: Train BP Energy Desk 

Exhibit 12 of the evidence file is an email from the head of real-time operations that all 
employees are training on WCE’s sabotage reporting procedures.  The Energy Desk will only act 
as a backup communication conduit if requested by the WCE Control Room Lead Operator. 

This evidence demonstrates successful completion of Milestone 7. 

Milestone 8: Train Whiting Refinery security 

Exhibit 11 of the evidence file is an email from the WCE Head of Security stating that all 
security staff have been trained on the sabotage reporting procedure. 

This evidence demonstrates successful completion of Milestone 8. 
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Milestone 9: Conduct sabotage reporting drill 

Exhibits 13 and 14 of the evidence file are the logs and results of the sabotage reporting drill.  
WCE made Revision 2 to their CIP-001 procedure after the drill.  Now the first call will be to BP 
security and the second will be to MISO and NIPSCO.  In addition, they will contact the FBI and 
DHS in event of any incident, not just cyber attacks. 

This evidence demonstrates successful completion of Milestone 9. 

III. CONCLUSION 

ReliabilityFirst reviewed the evidence WCE submitted in support of its Certification of 
Mitigation Plan Completion.  ReliabilityFirst determined this evidence demonstrates WCE 
successfully completed the mitigating activities in mitigation plan RFCMIT008533 associated 
with CIP-001-1, R2.  

ReliabilityFirst verifies that WCE completed the mitigation plan associated with the possible 
violation of the Reliability Standard in accordance with its terms and conditions. 

 

Approved: 

     

Robert K. Wargo     Date:  March 8, 2013 
Director of Analytics & Enforcement 
ReliabilityFirst Corporation 



 

  

 
 
 

Attachment f 
 

Record documents for the violation of      
FAC-008-1 R1 

 
1. ReliabilityFirst’s Possible Violation 

Identification Form for FAC-008-1 R1 
dated September 13, 2012; 

2. WCE’s Mitigation Plan designated as 
RFCMIT008528 for FAC-008-1 R1 
submitted December 12, 2012; 

3. WCE’s Certification of Mitigation Plan 
Completion for FAC-008-1 R1 submitted 
December 12, 2012; 

4. ReliabilityFirst’s Verification of Mitigation 
Plan Completion for FAC-008-1 R1 dated 
March 1, 2013. 
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Possible Violation (PV) / Find, Fix, and Track (“FFT”)  
Identification Form 

 
INSTRUCTIONS 

1. In the “Violation Reported By” field, specify name of the reporting auditor.  For audits/spot-checks, 
this would be the Audit Team Lead (ATL).  For all other compliance monitoring processes, it would 
be the selected reporting auditor. 

2. In the “Submittal Date” field, enter the date this PV/FFT will be submitted to Enforcement. 
3. If this possible violation is a “Candidate for FFT treatment,” check the “YES” box.  Otherwise, 

check the “NO” box. 
4. Enter the “Registered Entity’s” name and the associated “NERC Registry ID#” (NCR number) as 

they appear on the NERC Compliance Registry or the available audit records (e.g. pre-audit survey). 
5. Choose the appropriate “Compliance Monitoring Process.” 
6. In “Standard, Version and Requirement,” list all versions of the standard in violation based on the 

period of the violation.  List requirement(s) and the specific sub-requirement(s), if applicable, since 
each PV summary is to include a rollup of all violated sub-requirements under a single PV.   
For example: CIP-004-1, 2, 3 R4 (R4.1, R4.2). 

7. Enter the “Registered Function(s) in Violation.”  Include only those functions to which the violation 
is applicable.  For example, if an entity is registered as GO and GOP and is in violation of FAC-009-
1 R1 (applicable to only GO and TO), then only list “GO.” 

8. Enter the date the PV was discovered by ReliabilityFirst.  For example, this may be the date of the 
exit briefing of an audit. 

9. To the best of the auditor’s ability, determine the beginning date of the violation (or the first date of 
the audit period if the violation began before the audit period) and select that date from the “Date for 
Determination of Penalty/Sanction” date field.  

a. Note:  For CIP, depending on the registered functions, different C-Compliance dates apply 
based on the CIP Ver. 1 Implementation Plan.  If the violation was in effect for the entire 
audit review period going back to the C-Compliance date, specify the date and function per 
the following: 

i. For TOP/BA functions, the C-Compliance date is 7/1/2009. 
ii. For GO/GOP/LSE/TO functions, the C-Compliance date is 1/1/2010.  

b. If the entity was previously audited or spot-checked after its C-Compliance date, specify the 
date after the Exit Briefing of that audit or spot-check.  

10. For FFT Candidates:  
a. Specify the “End Date of the Possible Violation,” typically the date the violation was 

mitigated.  If not mitigated, list “Not Mitigated.”   
b. Skip Instruction 11 below. 
c. Complete Instructions 12 – 17 below. 
d. Complete the “FFT Candidates ONLY” section at the bottom of the form. 

11. For non-FFT candidates:  
a. Obtain the most recent VRF Matrix from www.nerc.com -> Standards -> Reliability 

Standards -> VRF Matrix (Left Menu).  If the PV addresses a single requirement, select the 
appropriate VRF level from the pull-down menu in this form.  If the PV addresses a 
requirement and sub-requirement(s), list out the appropriate VRF for each requirement/sub-
requirement. 

b. Obtain the most recent VSL Matrix from www.nerc.com -> Standards -> Reliability 

Standards -> VSL Matrix (Left Menu).  If the PV addresses a single requirement, select the 
appropriate VSL level from the pull-down menu in this form.  If the PV addresses a 

http://www.nerc.com/page.php?cid=3|25
http://www.nerc.com/
http://www.nerc.com/
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requirement and sub-requirement(s), list out the appropriate VSL for each requirement/sub-
requirement. 

c. Choose a Potential Impact from the pull-down list (Example definitions are italicized): 
i. Minimal:   This violation is document related, or poses only a small risk to the BES. 

ii. Moderate: This violation puts the BES at risk, but is not a serious, imminent threat. 
iii. Severe:     This violation constitutes a serious, imminent threat to the BES. 

d. Under “Provide Explanation for Selection,” explain the choice of Potential Impact above. 
e. Complete the Instructions 12-17 below. 

12. Enter a brief summary of the “Basis for the PV,” for each requirement/sub-requirement, as 
applicable. 

a. For example, consider what was not met in the requirement or what was lacking in the 
evidence.  Mention any additional information, as applicable or relevant (i.e., self report, 
OEA, etc.)  

13. Under “Evidence,” list only the evidence documents reviewed to substantiate the PV. 
14. Under “Facts,” discuss how the entity is in violation and how each of the evidence documents 

demonstrates this.   
15. Save this revised template as a pattern for each of the PVs/FFT Candidates identified for this entity 

and perform the steps outlined above. 
16. Before finalizing the PV/FFT Candidate and circulating for Management review, remove these 

instructions and the Template’s revision history.  
17. Once approved by the Manager, save a copy with the Manager’s approval note on the P Drive in the 

folder entitled “13 – PV Summary Report” within the applicable entity folder and send to 
Enforcement. 

 
Note:  Enter “X” in the appropriate YES, NO boxes in the following pages.  



 

 
Page 3 of 5 

 

Possible Violation (PV) / Find, Fix, and Track (“FFT”) 
Identification Form 

 
This document is to be completed upon identification of a possible violation, typically within 5 business days of 
the audit exit brief, and emailed to Veronica Miller (Paralegal) with a copy to:  Ray Palmieri (Sr. Vice 
President), Gary Campbell (Manager, Ops & Planning Audits) or Tony Purgar (Manager, CIP Audits) or Jim 
Uhrin (Manager, Compliance Services and Investigations) and Mike Austin (Managing Enforcement Attorney). 
 
For non-FFT candidates: Upon receipt of this document, Enforcement will coordinate with the reporting auditor 
and Enforcement to initiate the Enforcement processing of this possible violation. 
 
Violation Reported By: Audit Team Member 
 

Submittal Date:  9/13/12 

 

Candidate for FFT Treatment:      YES                      NO  
 

Registered Entity:  Whiting Clean Energy, Inc  

 

NERC Registry ID#:  NCR00417 

 

Compliance Monitoring Process:  Compliance Audits 

 

Standard, Version and Requirement in Violation:  FAC-008-1, R1 

  

Registered Function(s) in Violation:  GO 

 

Initial PV Date (Actual Date Discovered by ReliabilityFirst):  9/13/12 

 

Date for Determination of Penalty/Sanction (Beginning Date of Violation): 7/9/2008   

 

End Date of Possible Violation: When corrected 

__________________________________________________________________________________________ 

For Non-FFT Candidate ONLY 

Violation Risk Factor:  VRF - Medium 
 

Violation Severity Level:  High VSL 

 

Potential Impact to Bulk Electrical System (BES):  Moderate 
 

Provide Explanation for Selection:   
The GO must include all the equipment that comprises the facility in its methodology.   This ensures proper 
facility operation and guards against misoperations and assures proper functioning and reliability of the plant. 
 

For Non-FFT and FFT Candidates 

 

Basis for the PV:   

R1: The Transmission Owner and Generator Owner shall each document its current methodology 

 X 
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used for developing Facility Ratings (Facility Ratings Methodology) of its solely and jointly 
 owned Facilities. The methodology shall include all of the following: 

 

R1.2. The method by which the Rating (of major BES equipment that comprises a Facility) 
is determined. 
 
 R1.2.1. The scope of equipment addressed shall include, but not be limited to, 
 generators, transmission conductors, transformers, relay protective devices, 
 terminal equipment, and series and shunt compensation devices. 

 

Facts and Evidence pertaining to the PV:   

Evidence: 
 WCE_NCR00417_RSAW_FAC-008-1_20120731 

o WCE_Facitities_Rating_Worksheet_Final20120627, Rev 0, dated 7/2/12 
 WCE_Response_to_RFC_693_Audit_RFI1-2_20120817 

o FAC-008-1 R1: WCE_FAC-008-1_Methodology20080701.pdf, Rev unknown, date 7/1/08 
 RFI#3_WCE_FAC-008_R1.2_ Single_Line_ Showing_Demarcation20120823 

 
Facts:   

The audit team looked at WCE-FAC-008-009-PD-1_20120702.PDF.  The audit team determined 
that this is the current version of the WCE Facility Ratings Methodology (FRM), which was created 
as version 0 on 7/2/2012, which is after the 90 day notification (6/12/12).  The audit team did not 
review or access compliance using the newly created FRM.  Based upon contractor’s performance 
and participation during the compliance audit, the audit team deemed that it was necessary to 
evaluate the required 90-day notification in-force documents to ensure continual compliance with the 
requirement throughout the scope of the audit.   Since the audit review revealed that White Clean 
Energy was not in compliance for the entire scope of the audit, the audit team does not recommend 
this violation for FFT. 

 
The audit team requested the previous version of the Facilities Rating Methodology (FRM) since this 
was the one in place throughout the audit period.   Whiting Energy provided 
WCE_Response_to_RFC_693_Audit_RFI1-2_20120817, which contained WCE_FAC-008-

1_Methodology20080701, dated July 1, 2008.  Pages 176 through178 is what Whiting considered the 
previous FRM.  The FRM did not include transmission conductors, relay protective devices and 
series and shunt devices.  Whiting Energy provided RFI#3_WCE_FAC-008_R1.2_ Single_Line_ 

Showing_Demarcation20120823, which is a single line diagram of the Whiting Energy generating 
station.  The audit team determined that Whiting Energy does not own transmission conductors or 
series and shunt devices. 
 
The methodology shows that for the generator, generator phase bus, generator step-up (GSU) 
transformers the nameplate data will be used.   The audit team determined a Possible Violation since 
Whiting Energy did not have a method for determining ratings for protective relays devices. 
 
_______________________________________________________________________________________ 

For FFT Candidates ONLY  

 

1. Why did this possible violation pose a minimal risk:   
 
Click here to enter text. 
 

  



 

 
Page 5 of 5 

 

2. Has Registered Entity mitigated this possible violation:      YES                NO  
a. If yes, describe mitigating actions and state the date that Registered Entity 

completed the mitigating actions:  
 

Click here to enter text. 
 

3. Please answer the following questions to determine whether this possible violation 
constitutes a “clear on its face” FFT candidate or a “close call.”   If the answer to any of the 
following questions is yes, this possible violation will be treated as a “close call.”  
Otherwise, this possible violation will be treated as a “clear on its face” FFT candidate. 

 
A. Is there any disagreement amongst the audit team on whether the PV is a “clear on its 

face” or “close call” candidate:     YES     NO  
a. If yes, explain why:  

 
Click here to enter text. 

 
B. Does this possible violation reveal a serious shortcoming in registered entity’s 

reliability-related processes (e.g. a systematic compliance program failure):  

                                                                                                YES  NO 

a. If yes, explain why:  
 
Click here to enter text. 

 
C. Are there any additional facts the audit team needs to know in order to comfortably 

designate this possible violation for FFT treatment:   YES  NO 
a. If yes, state those facts:  

 
Click here to enter text. 

 
4. Did audit team inform registered entity that this possible violation qualifies for FFT 

treatment?                   YES  NO 
 

a. If so, on what date?      Enter Date. 
 

 

  

  

  

  



ReliabilityFirst Corporation
December 18, 2012

Mitigation Plan

Whiting Clean Energy, Inc.Registered Entity:

RequirementNERC Violation ID Violation Validated On Mit Plan VersionMit Plan Code
RFC2012011351 FAC-008-1 R1 null 1

Mitigation Plan Accepted On:

NoMitigation Plan Completed? (Yes/No):

Mitigation Plan Submitted On: December 12, 2012

Mitigation Plan Proposed Completion Date: December 12, 2012

December 12, 2012Mitigation Plan Certified Complete by WCE On:

Mitigation Plan Completion Verified by RFC On:

Actual Completion Date of Mitigation Plan:
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ReliabilityFirst Corporation
December 18, 2012

Section A: Compliance Notices
Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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ReliabilityFirst Corporation
December 18, 2012

Section B: Registered Entity Information
B.1 Identify your organization:

Entity Name:

Address:

Whiting Clean Energy, Inc.
NCR00417
2155 Standard Ave.
Whiting IN 46394

NERC Compliance Registry ID:

B.2 Identify the individual in your organization who will serve as the Contact to the Regional Entity regarding
this Mitigation Plan. This person shall be technically knowledgeable regarding this Mitigation Plan and
authorized to respond to Regional Entity regarding this Mitigation Plan:

Name:
Title:

Email:
Phone:

Brian Odelson
Commercial Manager
brian.odelson@bp.com
219-473-0653
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ReliabilityFirst Corporation
December 18, 2012

Section C: Identification of Reliability Standard Violation(s) Associated with this Mitigation Plan

C.1 This Mitigation Plan is associated with the following violation(s) of the reliability standard listed below:

RequirementViolation ID Date of Violation

Requirement Description

RFC2012011351 07/09/2008 FAC-008-1 R1

The Transmission Owner and Generator Owner shall each document its current methodology
used for developing Facility Ratings (Facility Ratings Methodology) of its solely and jointly
owned Facilities. The methodology shall include all of the following:

C.2 Brief summary including the cause of the violation(s) and mechanism in which it was identified above:

The audit team determined that there is no rating methodology in Whiting Clean Energyâ€™s FRM for relay
protective devices and voltage and current sensing devices.

Provide any relevant information regarding the identification of the violation(s) associated with this Mitigation Plan:C.3

WCE completed the Facility Rating Methodology (FRM) Study on June 27, 2012 and the procedure was approved
by WCE management on July 2, 2012. The new FRM includes all the elements required by the NERC Standard
including relay protective devices and voltage and current sensing devices.

The June 27, 2012 FRM was provided to NIPSCO, WCEâ€™s TO and TOP on July 2, 2012.
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ReliabilityFirst Corporation
December 18, 2012

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Section D: Details of Proposed Mitigation Plan

ï‚§ WCE implemented a comprehensive compliance program on June 25, 2012:

PURPOSE

To foster a culture that promotes reliable operation of Whiting Clean Energy (WCE), (NERC Compliance Registry
ID #: NCR00417 for the registered functions of GO and GOP)â€™s electric power system and compliance with all
applicable FERC, NERC, Regional Entities (including MRO), or other reliability agency regulations, reporting
requirements, and reliability standards.
To provide an overarching policy framework for more detailed and specific departmental reliability compliance
programs, practices, and procedures.

RESPONSIBILITY
Corey Correnti, Senior Vice President of Sales, Supply and Marketing, and Erika Harding, General Manager,
Whiting Clean Energy, shall have overall responsibility to see that the objectives of Whiting Clean Energy are met
in full compliance with reliability standards and shall appoint the members of the WCE Management Oversight
Committee.
A WCE Management Oversight Committee composed of General Manager, Commercial Manager, Operations
Manager, Maintenance and Engineering Manager, and HSSE Manager shall have general oversight
responsibilities to ensure that program practices and procedures result in:
a.) Prevention of violations; b.) Prompt detection of any violations; c.) Prompt cessation of any violation causing
activities; d.) Self reporting of any violations to appropriate agency; and e.) Effective remediation of any violation
causing activities.

The General Manager has the responsibility to see that appropriate first line supervisors have adequate
resources, training, understanding, and support to carry out departmental reliability compliance programs,
practices, and procedures.
Appropriate first line supervisors will ensure that all employees and contractors have the necessary training,
equipment, and understanding to accomplish their work in a manner consistent with all applicable Reliability
Standards.
Compliance with Reliability Standards is the responsibility of all Whiting Clean Energy personnel. Compliance with
Reliability Standards is a guiding principle for Whiting Clean Energy, Inc. employees, business plans, practices
and decisions. Whiting Clean Energy, Inc.â€™s culture of safe, compliant, and reliable operations embodies the
corporate values.
1. Reliability compliance activities, procedures, and policies are open, available, and transparent to the maximum
possible extent.
2. Reliability compliance activities, procedures, and policies are executed and applied coherently and uniformly
throughout Whiting Clean Energy.
3. Reliability compliance activities, procedures, and policies are regularly reviewed by reliability compliance staff
and modified, amended, revised, and disseminated, and posted on the reliability compliance department
SharePoint page, to assure continuous compliance with all applicable regulations and facilitate improvement in
the program.
4. Management encourages employees to identify and recommend improvements to practices and procedures
that will improve reliability and/or compliance.
5. Management encourages identification and reporting of regulatory compliance and reliability concerns or
questions, and promotes employee trust and confidence that issues identified by and questions from employees
are welcome and promptly evaluated and addressed.
6. Management provides a process for compliance and reliability issue identification and resolution.
7. Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.
8. The Compliance Officer is responsible for ensuring that appropriate actions consistent with policies are taken
and that materials to document compliance are accurate and complete.
9. Training on reliability standards is mandatory for appropriate Whiting Clean Energy, Inc. employees and
provided on no less than an annual basis and as required by major changes in standards, policies or
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procedures.
10. Departments are responsible for ensuring that data retention policy is strictly followed; auditable compliance
evidence is tracked and archived. Document control of procedural documents includes three levels of
accountability: subject matter experts/preparers; reviewers; and approvers.
11. Whiting Clean Energy subject matter experts are actively engaged in regional and national level of industry
activities to promote reliability and coordination among users and owners of the bulk power system.

Reporting Identified Opportunities or Concerns

12. All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or
compliance with their immediate supervisors.
13. All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.
14. Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, if deemed
necessary.

ï‚§ WCE completed the Facility Rating Methodology (FRM) Study on June 27, 2012 and the procedure was
approved by WCE management on July 2, 2012. The new FRM includes all the elements required by the NERC
Standard including relay protective devices and voltage and current sensing devices.

ï‚§ The June 27, 2012 FRM was provided to NIPSCO, WCEâ€™s TOP on July 2, 2012.

ï‚§ FAC-008 was revised on November 28, 2012 to incorporate recommendations from
the audit team.

ï‚§ WCE has appointed a new full-time Compliance Coordinator to administer the NERC Compliance Program as
of September 4, 2012.

ï‚§ The facility rating methodology was covered in a protective systems training course to personnel on July 30,
2012. An updated version of the training (including the FRM) was done on October 2, 2012.

ï‚§ WCE has engaged Burns & McDonnell to provide the new leadership team detailed training of NERC
Reliability Standard Compliance and the factors of an effective compliance program on June 28, 2012.

ï‚§ WCE implemented documentation control for all NERC compliance programs and procedures in a shared
drive. Access privileges are restricted to those who have the â€œneed-to-knowâ€. Each procedure contains a
document control template which specifies three levels of accountability, issue date, revision history, and the next
review date.

D.2 Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

December 12, 2012Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:D.3

Milestone Activity

*Proposed
Completion Date
(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription

06/27/2012Facility Rating Methodology (FRM)
Study Completion

Facility Rating Methodology (FRM)
Study Completion
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Milestone Activity

*Proposed
Completion Date
(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription

07/02/2012Communicate Facility Rating
Methodology (FRM) to NIPSCO

Communicate Facility Rating
Methodology (FRM) to NIPSCO

07/02/2012Facility Rating Methodology (FRM)
Procedure Approval

Facility Rating Methodology (FRM)
Procedure Approval

07/29/2012Generator Operator Personnel
Training

Generator Operator Personnel Training

09/04/2012Compliance Coordinator Appointment Compliance Coordinator Appointment

10/02/2012Additional Generator Operator
Personnel Training

Additional Generator Operator
Personnel Training

11/28/2012Revise the WCE FAC-008/009
procedure to incorporate suggestions

from the audit team.

Revise the WCE FAC-008/009
procedure to incorporate suggestions

from the audit team.

D.4 Additional Relevant Information (Optional)
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Abatement of Interim BPS Reliability RiskE.1

Section E: Interim and Future Reliability Risk

While your organization is implementing the Mitigation Plan proposed in Section D of this form, the
reliability of the Bulk Power System may remain at higher risk or be otherwise negatively impacted until
the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify
any such risks or impacts; and (ii) discuss any actions that your organization is planning to take or is
proposing as part of the Mitigation Plan to mitigate any increased risk to the reliability of the bulk power
system while the Mitigation Plan is being implemented:

WCE believes the risk and impact to the Bulk Power System (BPS) is low because the relay protective devices
and voltage and current sensing devices are not the most limiting elements in accordance with the facility rating
study completed on June 27, 2012.

The Compliance Officer shall conduct quarterly random spot checks using the NERC Reliability Compliance
Review Checklist with the standard owner; the oversight committee will conduct annual review prior to WCEâ€™s
self-certification.

E.2 Prevention of Future BPS Reliability Risk

WCE believes it has taken the steps necessary to ensure that the organization learns from this experience
through training and ongoing dialog and enforcement oversight. WCEâ€™s current management team is
committed to diligent adherence to an effective compliance program and culture going forward:

1. Management provides a process for compliance and reliability issue identification and resolution.

2. Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

3. The Compliance Officer is responsible for ensuring that appropriate actions consistent with policies are taken
and that materials to document compliance are accurate and complete.

4. All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or compliance
with their immediate supervisors.

5. All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

6. Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, and
BPâ€™s Compliance Hotline via â€œOpenTalkâ€, if and as appropriate.

Describe how successful completion of the Mitigation Plan as laid out in Section D of this form will
prevent or minimize the probability that your organization incurs further violations of the same or similar
reliability standards requirements in the future:

E.3 Your organization may be taking or planning other action, beyond that listed in the Mitigation Plan, as
proposed in Section D.1, to prevent or minimize the probability of incurring further violations of the same
or similar standards requirements listed in Section C.1, or of other reliability standards. If so, identify
and describe any such action, including milestones and completion dates:
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Section F: Authorization

An authorized individual must sign and date the signature page. By doing so, this individual, on behalf of
your organization:

(a) Submits the Mitigation Plan, as laid out in Section D, to the Regional Entity for acceptance and
approval by NERC, and

(b) If applicable, certifies that the Mitigation Plan, as laid out in Section D of this form, was completed (i)
as laid out in Section D of this form and (ii) on or before the date provided as the 'Date of Completion of
the Mitigation Plan' on this form, and

(c) Acknowledges:

1.  I am General Manager of Whiting Clean Energy, Inc.

2. I am qualified to sign this Mitigation Plan on behalf of Whiting Clean Energy, Inc.

3. I have read and understand Whiting Clean Energy, Inc.'s obligations to comply
with Mitigation Plan requirements and ERO remedial action directives as well as ERO
documents, including, but not limited to, the NERC Rules of Procedure and the NERC CMEP
currently in effect or the NERC CMEP-Province of Manitoba, Schedule B currently in effect,
whichever is applicable.

5.
Plan, including the timetable completion date, as accepted by the Regional Entity, NERC,
and if required, the applicable governmental authorities in Canada.

Name:

Title:

Authorized On:

Erika Harding

General Manager

December 12, 2012

Whiting Clean Energy, Inc. Agrees to be bound by, and comply with, this Mitigation

Authorized Individual Signature:
(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

4. I have read and am familiar with the contents of the foregoing Mitigation Plan.

Authorized Individual
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Certification of Mitigation Plan Completion

Submittal of a Certification of Mitigation Plan Completion shall include data or information sufficient for the
Regional Entity to verify completion of the Mitigation Plan.  The Regional Entity may request additional data or
information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems
necessary to verify that all required actions in the Mitigation Plan have been completed and the Registered Entity
is in compliance with the subject Reliability Standard. (CMEP Section 6.6)

Whiting Clean Energy, Inc.Registered Entity Name:

NERC Violation ID(s): RFC2012011351

NERC Registry ID: NCR00417

FAC-008-1 R1,Mitigated Standard Requirement(s):

December 12, 2012

Scheduled Completion as per Accepted Mitigation Plan:

This proposed mitigation plan is fully implemented as of
December 12, 2012. All
actions outlined in this plan to return WCE to full compliance
with FAC-008 have
been completed.

Entity Comment:

Date Mitigation Plan completed:

December 12, 2012

December 12, 2012RFC Notified of Completion on Date:

Document Name Description Size in BytesFrom

Additional Documents

WCE_FAC-
008_Mitigation_Plan20121212
.pdf

6,102,946Entity

I certify that the Mitigation Plan for the above named violation(s) has been completed on the date shown above
and that all submitted information is complete and correct to the best of my knowledge.

erika.harding@bp.com

Title:

Name:

Phone:

Email:

1 (219) 473-0653

Erika Harding

General Manager

(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

Authorized Signature Date
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In re: WHITING CLEAN ENERGY, 

INC. 
 
NERC Registry ID No. NCR00417 

) 
) 
) 
) 
) 

Docket No. RFC2012011351  
 
 
NERC Reliability Standard: 
FAC-008-1, Requirement 1  

 
 

VERIFICATION OF MITIGATION PLAN COMPLETION  
FOR 

RFCMIT008528 
 

 

I. RELEVANT BACKGROUND 

From September 10, 2012 to September 13, 2012, ReliabilityFirst Corporation 
(“ReliabilityFirst”) conducted a compliance audit of Whiting Clean Energy, Inc. (“WCE”) 
during which ReliabilityFirst identified a possible violation of Reliability Standard FAC-008-1, 
R1 by discovering that WCE did not have a methodology for determining ratings for protective 
relay devices.  

On December 12, 2012, WCE submitted a proposed mitigation plan to ReliabilityFirst.  On 
January 2, 2013, ReliabilityFirst accepted this mitigation plan, designated RFCMIT008528, and 
on February 22, 2013, the North American Electric Reliability Corporation (“NERC”) approved 
it.  

II. MITIGATION PLAN COMPLETION REVIEW PROCESS 

On December 12, 2012, WCE certified that it completed the mitigation plan for FAC-008-1, R1 
as of December 12, 2012.  ReliabilityFirst requested and received evidence of completion for the 
actions WCE took as specified in the mitigation plan.  ReliabilityFirst performed an in-depth 
review of the information provided to verify that WCE successfully completed all actions 
specified in the mitigation plan. 
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A. Evidence Reviewed per Standard and Requirement. 

 

Evidence Reviewed 

 
Applicable Standard 

and Requirement 

1. WCE FAC-008 Mitigation Plan20121212.pdf 
 

Exhibit 1: Facility Rating Study Worksheet – 
June 27, 2012 
 
Exhibit 2: WCE FAC-008/009 Procedure – July 
2, 2012 
 
Exhibit 3: Communication of facility rating to 
NIPSCO – July 2, 2012 
 
Exhibit 4: WEC FAC-008/009 Procedure – 
November 28, 2012 
 
Exhibit 5: Compliance Coordinator Appointment 
– August 29, 2012 
 
Exhibit 6: System Protection Training – July 29, 
2012 
 
Exhibit 7: System Protection Training Record – 
July 30, 2012 
 
Exhibit 8: Updated System Protection Training 
Record – October 2, 2012 
 
Exhibit 9: Updated System Protection Training 
Record – October 2, 2012 
 
Exhibit 10: Reliability Compliance Training – 
June 28, 2012 
 
Exhibit 11:  Reliability Compliance Training 
Record – June 28, 2012 

FAC-008-1, R1 
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B.  Verification of Mitigation Plan Completion. 

FAC-008-1, R1 states: 

R1.  The Transmission Owner and Generator Owner shall each document its 
current methodology used for developing Facility Ratings (Facility Ratings 
Methodology) of its solely and jointly owned Facilities. The methodology shall 
include all of the following: 

R1.1. A statement that a Facility Rating shall equal the most limiting 
applicable Equipment Rating of the individual equipment that comprises 
that Facility. 

R1.2. The method by which the Rating (of major BES equipment that 
comprises a Facility) is determined. 

R1.2.1. The scope of equipment addressed shall include, but not be 
limited to, generators, transmission conductors, transformers, relay 
protective devices, terminal equipment, and series and shunt 
compensation devices. 

R1.2.2. The scope of Ratings addressed shall include, as a 
minimum, both Normal and Emergency Ratings. 

Milestone 1: Appoint Compliance Coordinator 

Exhibit 5 is an email sent to new compliance coordinator, informing him of his start date. 

This evidence demonstrates successful completion of Milestone 1. 

Milestone 2: Facility Rating Methodology (FRM) Study Completion 

Exhibit 1 is the results of the FRM study showing the new ratings. Exhibit 2 is the new FRM 
compliance procedure. 

This evidence demonstrates successful completion of Milestone 2. 

Milestone 3: Facility Rating Methodology (FRM) Procedure Approval 

Page 2 of Exhibit 2 shows approval by the Operations and Maintenance & Engineering 
Managers. 

This evidence demonstrates successful completion of Milestone 3. 

Milestone 4: Communicate Facility Rating Methodology (FRM) to NIPSCO 

Exhibit 3 is the letter WCE sent to NIPSCO informing them of the new facility ratings. 

This evidence demonstrates successful completion of Milestone 4. 
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Milestone 5: Generator Operator Personnel Training 

Exhibit 6 is operator training on system protection and the ratings methodology.  Exhibit 8 is 
training given on system protection findings from a recent generator trip incident.  Exhibits 7 and 
9 are attendance records of the two training sessions. 

This evidence demonstrates successful completion of Milestone 5. 

Milestone 6: Additional Generator Operator Personnel Training 

Exhibit 10 is training given by a contractor to WCE staff concerning ReliabilityFirst’s audit and 
general NERC compliance policy.  Exhibit 11 is the attendance record. 

This evidence demonstrates successful completion of Milestone 6. 

Milestone 7: Revise WCE FAC-008/009 procedure 

Exhibit 4 is revision 1 of WCE's FRM, dated November 28, 2012.  This document contains 
statements satisfying all requirements of FAC-008-3 and FAC-009-1.  The second pages of 
Exhibits 2 and 4 contain revisions implementing a document control template that specifies three 
levels of accountability, issue date, revision history, and the next review date. 

This evidence demonstrates successful completion of Milestone 7. 

III. CONCLUSION 

ReliabilityFirst reviewed the evidence WCE submitted in support of its Certification of 
Mitigation Plan Completion.  ReliabilityFirst determined this evidence demonstrates WCE 
successfully completed the mitigating activities in mitigation plan RFCMIT008528 associated 
with FAC-008-1, R1.  

ReliabilityFirst verifies that WCE completed the mitigation plan associated with the possible 
violation of the Reliability Standard in accordance with its terms and conditions. 

 

Approved: 

     

Robert K. Wargo     Date:  March 1, 2013 
Director of Analytics & Enforcement 
ReliabilityFirst Corporation 



 

  

 
 
 

Attachment g 
 

Record documents for the violation of      
FAC-009-1 R1 

 
1. ReliabilityFirst’s Possible Violation 

Identification Form for FAC-009-1 R1 
dated September 13, 2012; 

2. WCE’s Mitigation Plan designated as 
RFCMIT008531 for FAC-009-1 R1 
submitted December 12, 2012; 

3. WCE’s Certification of Mitigation Plan 
Completion for FAC-009-1 R1 submitted 
December 12, 2012; 

4. ReliabilityFirst’s Verification of Mitigation 
Plan Completion for FAC-009-1 R1 dated 
March 1, 2013. 
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Possible Violation (PV) / Find, Fix, and Track (“FFT”)  
Identification Form 

 
INSTRUCTIONS 

1. In the “Violation Reported By” field, specify name of the reporting auditor.  For audits/spot-checks, 
this would be the Audit Team Lead (ATL).  For all other compliance monitoring processes, it would 
be the selected reporting auditor. 

2. In the “Submittal Date” field, enter the date this PV/FFT will be submitted to Enforcement. 
3. If this possible violation is a “Candidate for FFT treatment,” check the “YES” box.  Otherwise, 

check the “NO” box. 
4. Enter the “Registered Entity’s” name and the associated “NERC Registry ID#” (NCR number) as 

they appear on the NERC Compliance Registry or the available audit records (e.g. pre-audit survey). 
5. Choose the appropriate “Compliance Monitoring Process.” 
6. In “Standard, Version and Requirement,” list all versions of the standard in violation based on the 

period of the violation.  List requirement(s) and the specific sub-requirement(s), if applicable, since 
each PV summary is to include a rollup of all violated sub-requirements under a single PV.   
For example: CIP-004-1, 2, 3 R4 (R4.1, R4.2). 

7. Enter the “Registered Function(s) in Violation.”  Include only those functions to which the violation 
is applicable.  For example, if an entity is registered as GO and GOP and is in violation of FAC-009-
1 R1 (applicable to only GO and TO), then only list “GO.” 

8. Enter the date the PV was discovered by ReliabilityFirst.  For example, this may be the date of the 
exit briefing of an audit. 

9. To the best of the auditor’s ability, determine the beginning date of the violation (or the first date of 
the audit period if the violation began before the audit period) and select that date from the “Date for 
Determination of Penalty/Sanction” date field.  

a. Note:  For CIP, depending on the registered functions, different C-Compliance dates apply 
based on the CIP Ver. 1 Implementation Plan.  If the violation was in effect for the entire 
audit review period going back to the C-Compliance date, specify the date and function per 
the following: 

i. For TOP/BA functions, the C-Compliance date is 7/1/2009. 
ii. For GO/GOP/LSE/TO functions, the C-Compliance date is 1/1/2010.  

b. If the entity was previously audited or spot-checked after its C-Compliance date, specify the 
date after the Exit Briefing of that audit or spot-check.  

10. For FFT Candidates:  
a. Specify the “End Date of the Possible Violation,” typically the date the violation was 

mitigated.  If not mitigated, list “Not Mitigated.”   
b. Skip Instruction 11 below. 
c. Complete Instructions 12 – 17 below. 
d. Complete the “FFT Candidates ONLY” section at the bottom of the form. 

11. For non-FFT candidates:  
a. Obtain the most recent VRF Matrix from www.nerc.com -> Standards -> Reliability 

Standards -> VRF Matrix (Left Menu).  If the PV addresses a single requirement, select the 
appropriate VRF level from the pull-down menu in this form.  If the PV addresses a 
requirement and sub-requirement(s), list out the appropriate VRF for each requirement/sub-
requirement. 

b. Obtain the most recent VSL Matrix from www.nerc.com -> Standards -> Reliability 

Standards -> VSL Matrix (Left Menu).  If the PV addresses a single requirement, select the 
appropriate VSL level from the pull-down menu in this form.  If the PV addresses a 

http://www.nerc.com/page.php?cid=3|25
http://www.nerc.com/
http://www.nerc.com/
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requirement and sub-requirement(s), list out the appropriate VSL for each requirement/sub-
requirement. 

c. Choose a Potential Impact from the pull-down list (Example definitions are italicized): 
i. Minimal:   This violation is document related, or poses only a small risk to the BES. 

ii. Moderate: This violation puts the BES at risk, but is not a serious, imminent threat. 
iii. Severe:     This violation constitutes a serious, imminent threat to the BES. 

d. Under “Provide Explanation for Selection,” explain the choice of Potential Impact above. 
e. Complete the Instructions 12-17 below. 

12. Enter a brief summary of the “Basis for the PV,” for each requirement/sub-requirement, as 
applicable. 

a. For example, consider what was not met in the requirement or what was lacking in the 
evidence.  Mention any additional information, as applicable or relevant (i.e., self report, 
OEA, etc.)  

13. Under “Evidence,” list only the evidence documents reviewed to substantiate the PV. 
14. Under “Facts,” discuss how the entity is in violation and how each of the evidence documents 

demonstrates this.   
15. Save this revised template as a pattern for each of the PVs/FFT Candidates identified for this entity 

and perform the steps outlined above. 
16. Before finalizing the PV/FFT Candidate and circulating for Management review, remove these 

instructions and the Template’s revision history.  
17. Once approved by the Manager, save a copy with the Manager’s approval note on the P Drive in the 

folder entitled “13 – PV Summary Report” within the applicable entity folder and send to 
Enforcement. 

 
Note:  Enter “X” in the appropriate YES, NO boxes in the following pages.  
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Possible Violation (PV) / Find, Fix, and Track (“FFT”) 
Identification Form 

 
This document is to be completed upon identification of a possible violation, typically within 5 business days of 
the audit exit brief, and emailed to Veronica Miller (Paralegal) with a copy to:  Ray Palmieri (Sr. Vice 
President), Gary Campbell (Manager, Ops & Planning Audits) or Tony Purgar (Manager, CIP Audits) or Jim 
Uhrin (Manager, Compliance Services and Investigations) and Mike Austin (Managing Enforcement Attorney). 
 
For non-FFT candidates: Upon receipt of this document, Enforcement will coordinate with the reporting auditor 
and Enforcement to initiate the Enforcement processing of this possible violation. 
 
Violation Reported By:  Audit Team Member 
 

Submittal Date:  9/13/12 

 

Candidate for FFT Treatment:      YES                      NO  
 

Registered Entity:  Whiting Clean Energy, Inc  

 

NERC Registry ID#:  NCR00417 

 

Compliance Monitoring Process:  Compliance Audits 

 

Standard, Version and Requirement in Violation:  FAC-009-1, R1 

  

Registered Function(s) in Violation:  GO 

 

Initial PV Date (Actual Date Discovered by ReliabilityFirst):  9/13/12 

 

Date for Determination of Penalty/Sanction (Beginning Date of Violation): 7/9/2008   

 

End Date of Possible Violation: When corrected 

__________________________________________________________________________________________ 

For Non-FFT Candidate ONLY 

Violation Risk Factor:  VRF - Medium 
 

Violation Severity Level:  Moderate VSL 

 

Potential Impact to Bulk Electrical System (BES):  Moderate 
 

Provide Explanation for Selection:   
The GO must be aware of the ratings of the equipment located at the plant so as not to cause damage 
to the equipment located at the facility and to provide the scheduled MW and MVArs to the BES. 
Providing the necessary scheduled MW’s to the BES assures that the load is served and providing 
MVAr’s assures voltage stability.  
 

 

For Non-FFT and FFT Candidates 

 X 
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Basis for the PV:   

R1: The Transmission Owner and Generator Owner shall each establish Facility Ratings for its 
solely and jointly owned Facilities that are consistent with the associated Facility Ratings 

  
Facts and Evidence pertaining to the PV:   

Evidence: 
 WCE_NCR00417_RSAW_FAC-009-1_20120731.pdf 

o WCE_Facilities_Rating_Worksheet_Final20120627.pdf 
 WCE_Response_to_RFC_693_Audit_RFI1-2_20120817 
 RFI#3_WCE_FAC-008_R1.2_ Single_Line_ Showing_Demarcation20120823  

 
Facts:   

Whiting provided WCE_Facilities_Rating_Worksheet_Final20120627.pdf, which is Whiting 
Energy’s current version of the facility ratings which was created on 7/2/12, which is after the 90-
day notification (6/12/2012).  The audit team did not review or access compliance with this version.   
 
The audit team requested the facilities ratings prior to the 7/2/12 version.  Whiting Energy provided 
WCE_Response_to_RFC_693_Audit_RFI1-2_20120817.  Page 178 shows Table 1 with ratings for 
the generators, circuit breakers, generator step up (GSU) transformer, protective relay (overcurrent 
only), and current transformers (CT’s).  The audit team reviewed the ratings in Table 1 and found 
that there were no ratings for transmission conductors or series and shunt compensation devices. The 
audit team requested evidence that Whiting Energy does not own or operate this equipment.  
Whiting Energy provided RFI#3_WCE_FAC-008_R1.2_ Single_Line_ 

Showing_Demarcation20120823.  Upon review of the single line, the audit team determined that 
Whiting Energy does not own or operate any of these devices.  
 
The audit team determined that the ratings in Table 1 for protective relaying and current 
transformers were not the ratings of the equipment but based on a setting, defined as 125% of the 
GSU rating which is inconsistent with the methodology.   The audit team concluded that based on 
the values in the table, the overall rating is determined from the generator step up transformer being 
the most limiting element.  However, for the steam turbine the current rating of the generator step-up 
transformer is 990 A but the rating for the CT rating for the steam turbine is 856 A. This appears to 
be a discrepancy in the overall facility rating for this turbine and the audit team was unable to 
determine if the facility Rating is equal to the most limiting applicable equipment rating. 
 
The audit team determined a possible violation since the audit team determined there were many 
unresolved discrepancies in the ratings that were inconsistent with the FRM.  
 
_________________________________________________________________________________ 

For FFT Candidates ONLY  

 

1. Why did this possible violation pose a minimal risk:   
 
Click here to enter text. 
 

2. Has Registered Entity mitigated this possible violation:      YES                NO  
a. If yes, describe mitigating actions and state the date that Registered Entity 

completed the mitigating actions:  
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Click here to enter text. 
 

3. Please answer the following questions to determine whether this possible violation 
constitutes a “clear on its face” FFT candidate or a “close call.”   If the answer to any of the 
following questions is yes, this possible violation will be treated as a “close call.”  
Otherwise, this possible violation will be treated as a “clear on its face” FFT candidate. 

 
A. Is there any disagreement amongst the audit team on whether the PV is a “clear on its 

face” or “close call” candidate:     YES     NO  
a. If yes, explain why:  

 
Click here to enter text. 

 
B. Does this possible violation reveal a serious shortcoming in registered entity’s 

reliability-related processes (e.g. a systematic compliance program failure):  

                                                                                                YES  NO 

a. If yes, explain why:  
 
Click here to enter text. 

 
C. Are there any additional facts the audit team needs to know in order to comfortably 

designate this possible violation for FFT treatment:   YES  NO 
a. If yes, state those facts:  

 
Click here to enter text. 

 
4. Did audit team inform registered entity that this possible violation qualifies for FFT 

treatment?                   YES  NO 
 

a. If so, on what date?      Enter Date. 
 

This document has been reviewed by Gary Campbell, Manager of Compliance Audits or his 
designee on October 22, 2012.  Upon addressing the above comments, the lead auditor can 
proceed with the completion of the non-public and public version of the report and move 
forward according to the audit checklist.  Final reports can be issued without further review 
if the entity has not raised any objections or issues through its comments on the draft report.  
Objections or concerns by an entity should be reviewed with Manager of Compliance 
Audits before issuance of a final report, as appropriate. 
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Gary Campbell 
Manager of Operation & Planning Audits – ReliabilityFirst Corporation 
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Mitigation Plan

Whiting Clean Energy, Inc.Registered Entity:

RequirementNERC Violation ID Violation Validated On Mit Plan VersionMit Plan Code
RFC2012011352 FAC-009-1 R1 null 1

Mitigation Plan Accepted On:

NoMitigation Plan Completed? (Yes/No):

Mitigation Plan Submitted On: December 12, 2012

Mitigation Plan Proposed Completion Date: December 12, 2012

December 12, 2012Mitigation Plan Certified Complete by WCE On:

Mitigation Plan Completion Verified by RFC On:

Actual Completion Date of Mitigation Plan:
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ReliabilityFirst Corporation
December 18, 2012

Section A: Compliance Notices
Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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ReliabilityFirst Corporation
December 18, 2012

Section B: Registered Entity Information
B.1 Identify your organization:

Entity Name:

Address:

Whiting Clean Energy, Inc.
NCR00417
2155 Standard Ave.
Whiting IN 46394

NERC Compliance Registry ID:

B.2 Identify the individual in your organization who will serve as the Contact to the Regional Entity regarding
this Mitigation Plan. This person shall be technically knowledgeable regarding this Mitigation Plan and
authorized to respond to Regional Entity regarding this Mitigation Plan:

Name:
Title:

Email:
Phone:

Brian Odelson
Commercial Manager
brian.odelson@bp.com
219-473-0653
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ReliabilityFirst Corporation
December 18, 2012

Section C: Identification of Reliability Standard Violation(s) Associated with this Mitigation Plan

C.1 This Mitigation Plan is associated with the following violation(s) of the reliability standard listed below:

RequirementViolation ID Date of Violation

Requirement Description

RFC2012011352 07/09/2008 FAC-009-1 R1

The Transmission Owner and Generator Owner shall each establish Facility Ratings for its solely and jointly owned
Facilities that are consistent with the associated Facility Ratings Methodology.

C.2 Brief summary including the cause of the violation(s) and mechanism in which it was identified above:

The audit team determined that ratings for disconnect switches and relay protective devices were
not used to establish the facility rating consistent with the standard/requirement.

Provide any relevant information regarding the identification of the violation(s) associated with this Mitigation Plan:C.3

WCE completed the Facility Rating Methodology (FRM) Study on June 27, 2012 and the procedure was approved
by WCE management on July 2, 2012. The new FRM includes all the elements required by the NERC FAC-009-1
standard to establish the facility rating consistent with R1, including disconnect switches and relay protective
devices.

The June 27, 2012 FRM was provided to NIPSCO, WCEâ€™s TO and TOP on July 2, 2012.
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ReliabilityFirst Corporation
December 18, 2012

D.1 Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Section D: Details of Proposed Mitigation Plan

- WCE completed the Facility Rating Methodology (FRM) Study on June 27, 2012 and the procedure was
approved by WCE management on July 2, 2012. The new FRM includes all the elements required by the NERC
Standard including relay protective devices and voltage and current sensing devices.

- The June 27, 2012 FRM was provided to NIPSCO, WCEâ€™s TOP on July 2, 2012.

- FAC-008/009 was revised on November 28, 2012 to incorporate recommendations from the audit team.

- WCE has appointed a new full-time Compliance Coordinator to administer the NERC Compliance Program as of
September 4, 2012.

- The facility rating methodology was covered in a protective systems training course to personnel on July 30,
2012.  An updated version of the training (including the FRM) was done on October 2, 2012.

- WCE has engaged Burns & McDonnell to provide the new leadership team detailed training of NERC Reliability
Standard Compliance and the factors of an effective compliance program on June 28, 2012.

- WCE implemented documentation control for all NERC compliance programs and procedures in a shared drive.
Access privileges are restricted to those who have the â€œneed-to-knowâ€. Each procedure contains a
document control template which specifies three levels of accountability, issue date, revision history, and the next
review date.

D.2 Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

December 12, 2012Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:D.3

Milestone Activity

*Proposed
Completion Date
(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription

06/27/2012Establish facility rating Facility Rating Methodology (FRM)
Study Completion

06/27/2012

07/02/2012Communicate facility rating Communicate Facility Rating
Methodology (FRM) to NIPSCO

07/02/2012

07/02/2012Update facility rating procedure Facility Rating Methodology (FRM)
Procedure Approval

07/02/2012

07/30/2012Generator Operator Personnel
Training

Conduct training for site staff around
protective systems and facility ratings

07/30/2012

09/04/2012Appoint Compliance Coordinator Appoint  a Compliance Coordinator to
assist the Compliance Officer in

maintaining and enforcing compliance
at the WCE site.

09/04/2012
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ReliabilityFirst Corporation
December 18, 2012

Milestone Activity

*Proposed
Completion Date
(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription

10/02/2012Additional Generator Operator
Personnel Training

Conduct additional training for staff
around protective systems and facility

ratings.

10/02/2012

11/28/2012Revise WCE FAC-008/009 procedure Revise the WCE FAC-008/009
procedure to incorporate suggestions

from the audit team.

11/28/2012

D.4 Additional Relevant Information (Optional)

WCE implemented a comprehensive compliance program on June 25, 2012:

PURPOSE
To foster a culture that promotes reliable operation of Whiting Clean Energy (WCE), (NERC Compliance Registry
ID #: NCR00417 for the registered functions of GO and GOP)â€™s electric power system and compliance with
all applicable FERC, NERC, Regional Entities (including MRO), or other reliability agency regulations, reporting
requirements, and reliability standards.
To provide an overarching policy framework for more detailed and specific departmental reliability compliance
programs, practices, and procedures.

RESPONSIBILITY
Corey Correnti, Senior Vice President of Sales, Supply and Marketing, and Erika Harding, General Manager,
Whiting Clean Energy, shall have overall responsibility to see that the objectives of Whiting Clean Energy are met
in full compliance with reliability standards and shall appoint the members of the WCE Management Oversight
Committee.
A WCE Management Oversight Committee composed of  General Manager, Commercial Manager, Operations
Manager, Maintenance and Engineering Manager, and HSSE Manager shall have general oversight
responsibilities to ensure that  program practices and procedures result in:  a.) Prevention of violations; b.)
Prompt detection of any violations; c.) Prompt cessation of any violation causing activities; d.) Self reporting of
any violations to appropriate agency; and e.) Effective remediation of any violation causing activities.
The General Manager has the responsibility to see that appropriate first line supervisors have adequate
resources, training, understanding, and support to carry out departmental reliability compliance programs,
practices, and procedures.
Appropriate first line supervisors will ensure that all employees and contractors have the necessary training,
equipment, and understanding to accomplish their work in a manner consistent with all applicable Reliability
Standards.
Compliance with Reliability Standards is the responsibility of all Whiting Clean Energy personnel.

Compliance with Reliability Standards is a guiding principle for Whiting Clean Energy, Inc. employees, business
plans, practices and decisions.  Whiting Clean Energy, Inc.â€™s culture of safe, compliant, and reliable
operations embodies the corporate values.

1.  Reliability compliance activities, procedures, and policies are open, available, and transparent to the maximum
possible extent.

2.  Reliability compliance activities, procedures, and policies are executed and applied coherently and uniformly
throughout Whiting Clean Energy.

3.  Reliability compliance activities, procedures, and policies are regularly reviewed by reliability compliance staff
and modified, amended, revised, and disseminated, and posted on the reliability compliance department
SharePoint page, to assure continuous compliance with all applicable
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ReliabilityFirst Corporation
December 18, 2012

regulations and facilitate improvement in the program.

4.  Management encourages employees to identify and recommend improvements to practices and procedures
that will improve reliability and/or compliance.

5.  Management encourages identification and reporting of regulatory compliance and reliability concerns or
questions, and promotes employee trust and confidence that issues identified by and questions from employees
are welcome and promptly evaluated and addressed.

6.  Management provides a process for compliance and reliability issue identification and resolution.

7.  Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

8.  The Compliance Officer is responsible for ensuring that appropriate actions consistent with policies are taken
and that materials to document compliance are accurate and complete.

9.  Training on reliability standards is mandatory for appropriate Whiting Clean Energy, Inc. employees and
provided on no less than an annual basis and as required by major changes in standards, policies or procedures.

10.  Departments are responsible for ensuring that data retention policy is strictly followed; auditable compliance
evidence is tracked and archived. Document control of procedural documents includes three levels of
accountability: subject matter experts/preparers; reviewers; and approvers.

11.  Whiting Clean Energy subject matter experts are actively engaged in regional and national level of industry
activities to promote reliability and coordination among users and owners of the bulk power system.

Reporting Identified Opportunities or Concerns

12.  All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or
compliance with their immediate supervisors.

13.  All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

14.  Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, if deemed
necessary.
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December 18, 2012

Abatement of Interim BPS Reliability RiskE.1

Section E: Interim and Future Reliability Risk

While your organization is implementing the Mitigation Plan proposed in Section D of this form, the
reliability of the Bulk Power System may remain at higher risk or be otherwise negatively impacted until
the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify
any such risks or impacts; and (ii) discuss any actions that your organization is planning to take or is
proposing as part of the Mitigation Plan to mitigate any increased risk to the reliability of the bulk power
system while the Mitigation Plan is being implemented:

WCE believes the risk and impact to the Bulk Power System (BPS) is low because the disconnect switches and
relay protective devices are not the most limiting elements in accordance with the result of the facility rating study
completed on June 27, 2012.

The Compliance Officer shall conduct quarterly random spot checks using the NERC Reliability Compliance
Review Checklist with the standard owner; the oversight committee will conduct annual review prior to WCEâ€™s
self-certification.

E.2 Prevention of Future BPS Reliability Risk

WCE believes it has taken the steps necessary to ensure that the organization learns from this experience
through training and ongoing dialog and enforcement oversight. WCEâ€™s current management team is
committed to diligent adherence to an effective compliance program and culture going forward:

1.  Management provides a process for compliance and reliability issue identification and resolution.

2.  Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

3.  The Compliance Officer is responsible for ensuring that appropriate actions consistent with policies are taken
and that materials to document compliance are accurate and complete.

4.  All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or compliance
with their immediate supervisors.

5.  All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

6.  Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, and
BPâ€™s Compliance Hotline via â€œOpenTalkâ€, if and as appropriate.

Describe how successful completion of the Mitigation Plan as laid out in Section D of this form will
prevent or minimize the probability that your organization incurs further violations of the same or similar
reliability standards requirements in the future:

E.3 Your organization may be taking or planning other action, beyond that listed in the Mitigation Plan, as
proposed in Section D.1, to prevent or minimize the probability of incurring further violations of the same
or similar standards requirements listed in Section C.1, or of other reliability standards. If so, identify
and describe any such action, including milestones and completion dates:
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Section F: Authorization

An authorized individual must sign and date the signature page. By doing so, this individual, on behalf of
your organization:

(a) Submits the Mitigation Plan, as laid out in Section D, to the Regional Entity for acceptance and
approval by NERC, and

(b) If applicable, certifies that the Mitigation Plan, as laid out in Section D of this form, was completed (i)
as laid out in Section D of this form and (ii) on or before the date provided as the 'Date of Completion of
the Mitigation Plan' on this form, and

(c) Acknowledges:

1.  I am General Manager of Whiting Clean Energy, Inc.

2. I am qualified to sign this Mitigation Plan on behalf of Whiting Clean Energy, Inc.

3. I have read and understand Whiting Clean Energy, Inc.'s obligations to comply
with Mitigation Plan requirements and ERO remedial action directives as well as ERO
documents, including, but not limited to, the NERC Rules of Procedure and the NERC CMEP
currently in effect or the NERC CMEP-Province of Manitoba, Schedule B currently in effect,
whichever is applicable.

5.
Plan, including the timetable completion date, as accepted by the Regional Entity, NERC,
and if required, the applicable governmental authorities in Canada.

Name:

Title:

Authorized On:

Erika Harding

General Manager

December 12, 2012

Whiting Clean Energy, Inc. Agrees to be bound by, and comply with, this Mitigation

Authorized Individual Signature:
(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

4. I have read and am familiar with the contents of the foregoing Mitigation Plan.

Authorized Individual
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Certification of Mitigation Plan Completion

Submittal of a Certification of Mitigation Plan Completion shall include data or information sufficient for the
Regional Entity to verify completion of the Mitigation Plan.  The Regional Entity may request additional data or
information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems
necessary to verify that all required actions in the Mitigation Plan have been completed and the Registered Entity
is in compliance with the subject Reliability Standard. (CMEP Section 6.6)

Whiting Clean Energy, Inc.Registered Entity Name:

NERC Violation ID(s): RFC2012011352

NERC Registry ID: NCR00417

FAC-009-1 R1,Mitigated Standard Requirement(s):

December 12, 2012

Scheduled Completion as per Accepted Mitigation Plan:

This proposed mitigation plan is fully implemented as of
December 12, 2012. All actions outlined in this plan to return
WCE to full compliance with FAC-009 have been completed.

Entity Comment:

Date Mitigation Plan completed:

December 12, 2012

December 12, 2012RFC Notified of Completion on Date:

Document Name Description Size in BytesFrom

Additional Documents

WCE-NERC-FAC-009-
Mitigation_Plan20121212.pdf

6,032,108Entity

I certify that the Mitigation Plan for the above named violation(s) has been completed on the date shown above
and that all submitted information is complete and correct to the best of my knowledge.

erika.harding@bp.com

Title:

Name:

Phone:

Email:

1 (219) 473-0653

Erika Harding

General Manager

(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

Authorized Signature Date
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In re: WHITING CLEAN ENERGY, 

INC. 
 
NERC Registry ID No.  NCR00417 

) 
) 
) 
) 
) 

Docket No. RFC2012011352  
 
 
NERC Reliability Standard: 
FAC-009-1, Requirement 1  

 
 

VERIFICATION OF MITIGATION PLAN COMPLETION  
FOR 

RFCMIT008531 
 

 

I. RELEVANT BACKGROUND 

From September 10, 2012 to September 13, 2012, ReliabilityFirst Corporation 
(“ReliabilityFirst”) conducted a compliance audit of Whiting Clean Energy, Inc. (“WCE”) 
during which ReliabilityFirst identified a possible violation of Reliability Standard FAC-009-1, 
R1 by discovering that WCE did not establish facility ratings that were consistent with its 
Facility Ratings Methodology (“FRM”).  

On December 12, 2012, WCE submitted a proposed mitigation plan to.  On January 2, 2013, 
ReliabilityFirst accepted this mitigation plan, designated RFCMIT008531, and on February 22, 
2013, the North American Electric Reliability Corporation (“NERC”) approved it.  

II. MITIGATION PLAN COMPLETION REVIEW PROCESS 

On December 12, 2012, WCE certified that it completed the mitigation plan for FAC-009-1, R1 
as of December 12, 2012.  ReliabilityFirst requested and received evidence of completion for the 
actions WCE took as specified in the mitigation plan.  ReliabilityFirst performed an in-depth 
review of the information provided to verify that WCE successfully completed all actions 
specified in the mitigation plan. 

A. Evidence Reviewed per Standard and Requirement. 

 

Evidence Reviewed 

 
Applicable Standard 

and Requirement 

1. WCE-NERC-FAC-009-Mitigation_Plan20121212.pdf 
 

FAC-009-1, R1 
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Evidence Reviewed 

 
Applicable Standard 

and Requirement 

Exhibit 1: Facility Rating Study Worksheet – 
June 27, 2012 
 
Exhibit 2: WCE FAC-008/009 Procedure – July 
2, 2012 
 
Exhibit 3: Communication of facility rating to 
NIPSCO – July 2, 2012 
 
Exhibit 4: WEC FAC-008/009 Procedure – 
November 28, 2012 
 
Exhibit 5: Compliance Coordinator Appointment 
– August 29, 2012 
 
Exhibit 6: System Protection Training – July 29, 
2012 
 
Exhibit 7: System Protection Training Record – 
July 30, 2012 
 
Exhibit 8: Updated System Protection Training 
Record – October 2, 2012 
 
Exhibit 9: Updated System Protection Training 
Record – October 2, 2012 
 
Exhibit 10: Reliability Compliance Training – 
June 28, 2012 
 
Exhibit 11:  Reliability Compliance Training 
Record – June 28, 2012 
 

 

B.  Verification of Mitigation Plan Completion. 

FAC-009-1, R1 states: 

R1.  The Transmission Owner and Generator Owner shall each establish Facility 
Ratings for its solely and jointly owned Facilities that are consistent with the 
associated Facility Ratings Methodology. 
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Milestone 1: Establish facility rating 

Exhibit 1 is the results of the FRM study showing the new ratings.  Exhibit 2 is the new FRM 
compliance procedure. 

This evidence demonstrates successful completion of Milestone 1. 

Milestone 2: Communicate facility rating 

Exhibit 3 is the letter WCE sent to NIPSCO informing them of the new facility ratings. 

This evidence demonstrates successful completion of Milestone 2. 

Milestone 3: Update facility rating procedure 

Exhibit 4 is revision 1 of WCE's FRM, dated November 28, 2012. This document contains 
statements satisfying all requirements of FAC-008-3 and FAC-009-1. 

This evidence demonstrates successful completion of Milestone 3. 

Milestone 4: Generator Operator Personnel Training 

Exhibit 6 is operator training on system protection and the ratings methodology.  Exhibit 8 is 
training given on system protection findings from a recent generator trip incident.  Exhibits 7 and 
9 are attendance records of the two training sessions. 

This evidence demonstrates successful completion of Milestone 4. 

Milestone 5: Appoint Compliance Coordinator 

Exhibit 5 is an email sent to new compliance coordinator, informing him of his start date. 

This evidence demonstrates successful completion of Milestone 5. 

Milestone 6: Additional Generator Operator Personnel Training 

Exhibit 10 is training given by a contractor to WCE staff concerning ReliabilityFirst’s audit and 
general NERC compliance policy.  Exhibit 11 is the attendance record. 

This evidence demonstrates successful completion of Milestone 6. 

Milestone 7: Revise WCE FAC-008/009 procedure 

The second pages of Exhibits 2 and 4 contain the revisions to WCE’s FAC-008/009 procedure. 
These revisions include the implementation of a document control template that specifies three 
levels of accountability, issue date, revision history, and the next review date. 

This evidence demonstrates successful completion of Milestone 7. 
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III. CONCLUSION 

ReliabilityFirst reviewed the evidence WCE submitted in support of its Certification of 
Mitigation Plan Completion.  ReliabilityFirst determined this evidence demonstrates WCE 
successfully completed the mitigating activities in mitigation plan RFCMIT008531 associated 
with FAC-009-1, R1.  

ReliabilityFirst verifies that WCE completed the mitigation plan associated with the possible 
violation of the Reliability Standard in accordance with its terms and conditions. 

 

Approved: 

     

Robert K. Wargo     Date:  March 1, 2013 
Director of Analytics & Enforcement 
ReliabilityFirst Corporation 



 

  

 
 
 

Attachment h 
 

Record documents for the violation of      
VAR-002-1.1b R2 

 
1. ReliabilityFirst’s Possible Violation 

Identification Form for VAR-002-1.1b R2 
dated September 13, 2012; 

2. WCE’s Mitigation Plan designated as 
RFCMIT008530 for VAR-002-1.1b R2 
submitted December 12, 2012; 

3. WCE’s Certification of Mitigation Plan 
Completion for VAR-002-1.1b R2 
submitted December 12, 2012; and 

4. ReliabilityFirst’s Verification of Mitigation 
Plan Completion for VAR-002-1.1b R2 
dated February 11, 2013. 
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Possible Violation (PV) / Find, Fix, and Track (“FFT”)  
Identification Form 

 
INSTRUCTIONS 

1. In the “Violation Reported By” field, specify name of the reporting auditor.  For audits/spot-checks, 
this would be the Audit Team Lead (ATL).  For all other compliance monitoring processes, it would 
be the selected reporting auditor. 

2. In the “Submittal Date” field, enter the date this PV/FFT will be submitted to Enforcement. 
3. If this possible violation is a “Candidate for FFT treatment,” check the “YES” box.  Otherwise, 

check the “NO” box. 
4. Enter the “Registered Entity’s” name and the associated “NERC Registry ID#” (NCR number) as 

they appear on the NERC Compliance Registry or the available audit records (e.g. pre-audit survey). 
5. Choose the appropriate “Compliance Monitoring Process.” 
6. In “Standard, Version and Requirement,” list all versions of the standard in violation based on the 

period of the violation.  List requirement(s) and the specific sub-requirement(s), if applicable, since 
each PV summary is to include a rollup of all violated sub-requirements under a single PV.   
For example: CIP-004-1, 2, 3 R4 (R4.1, R4.2). 

7. Enter the “Registered Function(s) in Violation.”  Include only those functions to which the violation 
is applicable.  For example, if an entity is registered as GO and GOP and is in violation of FAC-009-
1 R1 (applicable to only GO and TO), then only list “GO.” 

8. Enter the date the PV was discovered by ReliabilityFirst.  For example, this may be the date of the 
exit briefing of an audit. 

9. To the best of the auditor’s ability, determine the beginning date of the violation (or the first date of 
the audit period if the violation began before the audit period) and select that date from the “Date for 
Determination of Penalty/Sanction” date field.  

a. Note:  For CIP, depending on the registered functions, different C-Compliance dates apply 
based on the CIP Ver. 1 Implementation Plan.  If the violation was in effect for the entire 
audit review period going back to the C-Compliance date, specify the date and function per 
the following: 

i. For TOP/BA functions, the C-Compliance date is 7/1/2009. 
ii. For GO/GOP/LSE/TO functions, the C-Compliance date is 1/1/2010.  

b. If the entity was previously audited or spot-checked after its C-Compliance date, specify the 
date after the Exit Briefing of that audit or spot-check.  

10. For FFT Candidates:  
a. Specify the “End Date of the Possible Violation,” typically the date the violation was 

mitigated.  If not mitigated, list “Not Mitigated.”   
b. Skip Instruction 11 below. 
c. Complete Instructions 12 – 17 below. 
d. Complete the “FFT Candidates ONLY” section at the bottom of the form. 

11. For non-FFT candidates:  
a. Obtain the most recent VRF Matrix from www.nerc.com -> Standards -> Reliability 

Standards -> VRF Matrix (Left Menu).  If the PV addresses a single requirement, select the 
appropriate VRF level from the pull-down menu in this form.  If the PV addresses a 
requirement and sub-requirement(s), list out the appropriate VRF for each requirement/sub-
requirement. 

b. Obtain the most recent VSL Matrix from www.nerc.com -> Standards -> Reliability 

Standards -> VSL Matrix (Left Menu).  If the PV addresses a single requirement, select the 
appropriate VSL level from the pull-down menu in this form.  If the PV addresses a 

http://www.nerc.com/page.php?cid=3|25
http://www.nerc.com/
http://www.nerc.com/
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requirement and sub-requirement(s), list out the appropriate VSL for each requirement/sub-
requirement. 

c. Choose a Potential Impact from the pull-down list (Example definitions are italicized): 
i. Minimal:   This violation is document related, or poses only a small risk to the BES. 

ii. Moderate: This violation puts the BES at risk, but is not a serious, imminent threat. 
iii. Severe:     This violation constitutes a serious, imminent threat to the BES. 

d. Under “Provide Explanation for Selection,” explain the choice of Potential Impact above. 
e. Complete the Instructions 12-17 below. 

12. Enter a brief summary of the “Basis for the PV,” for each requirement/sub-requirement, as 
applicable. 

a. For example, consider what was not met in the requirement or what was lacking in the 
evidence.  Mention any additional information, as applicable or relevant (i.e., self report, 
OEA, etc.)  

13. Under “Evidence,” list only the evidence documents reviewed to substantiate the PV. 
14. Under “Facts,” discuss how the entity is in violation and how each of the evidence documents 

demonstrates this.   
15. Save this revised template as a pattern for each of the PVs/FFT Candidates identified for this entity 

and perform the steps outlined above. 
16. Before finalizing the PV/FFT Candidate and circulating for Management review, remove these 

instructions and the Template’s revision history.  
17. Once approved by the Manager, save a copy with the Manager’s approval note on the P Drive in the 

folder entitled “13 – PV Summary Report” within the applicable entity folder and send to 
Enforcement. 

 
Note:  Enter “X” in the appropriate YES, NO boxes in the following pages.  



 

 
Page 3 of 5 

 

Possible Violation (PV) / Find, Fix, and Track (“FFT”) 
Identification Form 

 
This document is to be completed upon identification of a possible violation, typically within 5 business days of 
the audit exit brief, and emailed to Veronica Miller (Paralegal) with a copy to:  Ray Palmieri (Sr. Vice 
President), Gary Campbell (Manager, Ops & Planning Audits) or Tony Purgar (Manager, CIP Audits) or Jim 
Uhrin (Manager, Compliance Services and Investigations) and Mike Austin (Managing Enforcement Attorney). 
 
For non-FFT candidates: Upon receipt of this document, Enforcement will coordinate with the reporting auditor 
and Enforcement to initiate the Enforcement processing of this possible violation. 
 
Violation Reported By:  Audit Team Member 
 

Submittal Date:  9/13/12 

 

Candidate for FFT Treatment:      YES                      NO  
 

Registered Entity:  Whiting Clean Energy, Inc.  
 

NERC Registry ID#:  NCR00417 

 

Compliance Monitoring Process:  Compliance Audits 

 

Standard, Version and Requirement in Violation:  VAR-002-1.1b, R2 

  

Registered Function(s) in Violation:  GOP 

 

Initial PV Date (Actual Date Discovered by ReliabilityFirst):  9/13/12 

 

Date for Determination of Penalty/Sanction (Beginning Date of Violation): 5/29/2012   

 

End Date of Possible Violation: When corrected 

__________________________________________________________________________________________ 

For Non-FFT Candidate ONLY 

Violation Risk Factor:  VRF - Medium 
 

Violation Severity Level:  Moderate VSL 

 

Potential Impact to Bulk Electrical System (BES):  Moderate 
 

Provide Explanation for Selection:    

 

The purpose of this standard is to ensure that voltage levels, reactive flows, and reactive resources are 
monitored, controlled, and maintained within limits in real time to protect equipment and the reliable 
operation of the Interconnection. reliable operation of the Interconnection. When the GOP fails to 
maintain the voltage schedule this can cause voltage problems on the interconnected BES system.  

 X 
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Controlling voltage becomes very difficult after the voltage problems occur.   Maintaining voltage 
levels lower that what is required can lead or contribute to voltage events. 
 

For Non-FFT and FFT Candidates 

 

Basis for the PV:   

R2: Unless exempted by the Transmission Operator, each Generator Operator shall maintain the generator 
voltage or Reactive Power output (within applicable Facility Ratings1) as directed by the Transmission 
Operator. 
 
  
Facts and Evidence pertaining to the PV:   

Evidence: 
 VAR-001-1.1b_WCE_5292012 mw data 
 VAR-002-1.1b_WCE_6112012 mw data 
 WCE_NCR00417_RSAW_VAR-002-1 1b_20120731 

 
Facts:   
 

VAR-001-1.1b_WCE_5292012 mw data shows that Whiting Clean Energy was outside the defined 
voltage schedule (lower limit) on May 29, 2012 from 09:15:00 until 15:45:00.  VAR-002-

1.1b_WCE_6112012 mw data shows that Whiting Clean Energy was outside the defined voltage 
schedule (lower limit) on June 11, 2012 from 08:45:00 until 13:30:00.  The defined voltage 
schedule is as follows: NOTE:  All units were on-line on the above days. 

 140 +- 1% with all units are on-line 
 140 +- 2% when all units are not on-line 

WCE_NCR00417_RSAW_VAR-002-1 1b_20120731 shows the define schedule.  Also contained in 
the WCE_NCR00417_RSAW_VAR-002-1 1b_20120731 are operating logs showing that Whiting 
Clean Energy was not exempt from following the voltage schedule on both days. 

. 
 

_______________________________________________________________________________________ 

For FFT Candidates ONLY  

 

1. Why did this possible violation pose a minimal risk:   
 
Click here to enter text. 
 

2. Has Registered Entity mitigated this possible violation:      YES                NO  
a. If yes, describe mitigating actions and state the date that Registered Entity 

completed the mitigating actions:  
 

Click here to enter text. 
 

3. Please answer the following questions to determine whether this possible violation 
constitutes a “clear on its face” FFT candidate or a “close call.”   If the answer to any of the 
following questions is yes, this possible violation will be treated as a “close call.”  
Otherwise, this possible violation will be treated as a “clear on its face” FFT candidate. 
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A. Is there any disagreement amongst the audit team on whether the PV is a “clear on its 

face” or “close call” candidate:     YES     NO  
a. If yes, explain why:  

 
Click here to enter text. 

 
B. Does this possible violation reveal a serious shortcoming in registered entity’s 

reliability-related processes (e.g. a systematic compliance program failure):  

                                                                                                YES  NO 

a. If yes, explain why:  
 
Click here to enter text. 

 
C. Are there any additional facts the audit team needs to know in order to comfortably 

designate this possible violation for FFT treatment:   YES  NO 
a. If yes, state those facts:  

 
Click here to enter text. 

 
4. Did audit team inform registered entity that this possible violation qualifies for FFT 

treatment?                   YES  NO 
 

a. If so, on what date?      Enter Date. 
 

  

  

  

  



ReliabilityFirst Corporation
December 18, 2012

Mitigation Plan

Whiting Clean Energy, Inc.Registered Entity:

RequirementNERC Violation ID Violation Validated On Mit Plan VersionMit Plan Code
RFC2012011355 VAR-002-1.1b R2 null 1

Mitigation Plan Accepted On:

NoMitigation Plan Completed? (Yes/No):

Mitigation Plan Submitted On: December 12, 2012

Mitigation Plan Proposed Completion Date: December 12, 2012

December 12, 2012Mitigation Plan Certified Complete by WCE On:

Mitigation Plan Completion Verified by RFC On:

Actual Completion Date of Mitigation Plan:
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Section A: Compliance Notices
Section 6.2 of the NERC CMEP sets forth the information that must be included in a Mitigation Plan. The
Mitigation Plan must include:

    (1) The Registered Entity's point of contact for the Mitigation Plan, who shall be a person (i) responsible for filing
    the Mitigation Plan, (ii) technically knowledgeable regarding the Mitigation Plan, and (iii) authorized and
    competent to respond to questions regarding the status of the Mitigation Plan. This person may be the
    Registered Entity's point of contact described in Section B.
    (2) The Alleged or Confirmed Violation(s) of Reliability Standard(s) the Mitigation Plan will correct.
    (3) The cause of the Alleged or Confirmed Violation(s).
    (4) The Registered Entity's action plan to correct the Alleged or Confirmed Violation(s).
    (5) The Registered Entity's action plan to prevent recurrence of the Alleged or Confirmed violation(s).
    (6) The anticipated impact of the Mitigation Plan on the bulk power system reliability and an action plan to
    mitigate any increased risk to the reliability of the bulk power-system while the Mitigation Plan is being
    implemented.
    (7) A timetable for completion of the Mitigation Plan including the completion date by which the Mitigation Plan
    will be fully implemented and the Alleged or Confirmed Violation(s) corrected.
    (8) Implementation milestones no more than three (3) months apart for Mitigation Plans with expected
    completion dates more than three (3) months from the date of submission. Additional violations could be
    determined or recommended to the applicable governmental authorities for not completing work associated with
    accepted milestones.
    (9) Any other information deemed necessary or appropriate.
    (10) The Mitigation Plan shall be signed by an officer, employee, attorney or other authorized representative of
    the Registered Entity, which if applicable, shall be the person that signed the Self Certification or Self Reporting
    submittals.
    (11) This submittal form may be used to provide a required Mitigation Plan for review and approval by regional
    entity(ies) and NERC.

• The Mitigation Plan shall be submitted to the regional entity(ies) and NERC as confidential information in
accordance with Section 1500 of the NERC Rules of Procedure.

• This Mitigation Plan form may be used to address one or more related alleged or confirmed violations of one
Reliability Standard. A separate mitigation plan is required to address alleged or confirmed violations with
respect to each additional Reliability Standard, as applicable.

• If the Mitigation Plan is accepted by regional entity(ies) and approved by NERC, a copy of this Mitigation Plan
will be provided to the Federal Energy Regulatory Commission or filed with the applicable governmental
authorities for approval in Canada.

• Regional Entity(ies) or NERC may reject Mitigation Plans that they determine to be incomplete or inadequate.

• Remedial action directives also may be issued as necessary to ensure reliability of the bulk power system.

• The user has read and accepts the conditions set forth in these Compliance Notices.
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Section B: Registered Entity Information
B.1 Identify your organization:

Entity Name:

Address:

Whiting Clean Energy, Inc.
NCR00417
2155 Standard Ave.
Whiting IN 46394

NERC Compliance Registry ID:

B.2 Identify the individual in your organization who will serve as the Contact to the Regional Entity regarding
this Mitigation Plan. This person shall be technically knowledgeable regarding this Mitigation Plan and
authorized to respond to Regional Entity regarding this Mitigation Plan:

Name:
Title:

Email:
Phone:

Brian Odelson
Commercial Manager
brian.odelson@bp.com
219-473-0653
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Section C: Identification of Reliability Standard Violation(s) Associated with this Mitigation Plan

C.1 This Mitigation Plan is associated with the following violation(s) of the reliability standard listed below:

RequirementViolation ID Date of Violation

Requirement Description

RFC2012011355 05/29/2012 VAR-002-1.1b R2

Unless exempted by the Transmission Operator, each Generator Operator shall maintain the generator voltage or
Reactive Power output (within applicable Facility Ratings) [When a Generator is operating in manual control, reactive
power capability may change based on stability
considerations and this will lead to a change in the associated Facility Ratings.] as directed by the Transmission
Operator.

C.2 Brief summary including the cause of the violation(s) and mechanism in which it was identified above:

The audit team determined that Whiting Clean Energy was outside the defined voltage schedule on May 29, 2012
and June 11, 2012 and was not exempt by the TOP.

Provide any relevant information regarding the identification of the violation(s) associated with this Mitigation Plan:C.3

WCE instructed the Control Room Operators to make every attempt to follow the NIPSCO Voltage Schedule.

The instructions to the Operators are reinforced in the USC-WCE-OPS-SOI-037_Rev0_20120627 Standard
Operating Instruction 037 Generator Auto Voltage Regulator Operation and the Standard Operating Instruction
038 WCE Control Room Shift Change Procedure.
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D.1 Identify and describe the action plan, including specific tasks and actions that your organization is
proposing to undertake, or which it undertook if this Mitigation Plan has been completed, to correct the
violation(s) identified above in Section C.1 of this form:

Section D: Details of Proposed Mitigation Plan

WCE implemented a comprehensive compliance program on June 25, 2012:

PURPOSE
To foster a culture that promotes reliable operation of Whiting Clean Energy (WCE), (NERC Compliance Registry
ID #: NCR00417 for the registered functions of GO and GOP)â€™s electric power system and compliance with all
applicable FERC, NERC, Regional Entities (including MRO), or other reliability agency regulations, reporting
requirements, and reliability standards.

To provide an overarching policy framework for more detailed and specific departmental reliability compliance
programs, practices, and procedures.

RESPONSIBILITY
Corey Correnti, Senior Vice President of Sales, Supply and Marketing, and Erika Harding, General Manager,
Whiting Clean Energy, shall have overall responsibility to see that the objectives of Whiting Clean Energy are met
in full compliance with reliability standards and shall appoint the members of the WCE Management Oversight
Committee.

A WCE Management Oversight Committee composed of General Manager, Commercial Manager, Operations
Manager, Maintenance and Engineering Manager, and HSSE Manager shall have general oversight
responsibilities to ensure that program practices and procedures result in: a.) Prevention of violations; b.) Prompt
detection of any violations; c.) Prompt cessation of any violation causing activities; d.) Self reporting of any
violations to appropriate agency; and e.) Effective remediation of any violation causing activities.

The General Manager has the responsibility to see that appropriate first line supervisors have adequate
resources, training, understanding, and support to carry out departmental reliability compliance programs,
practices, and procedures.

Appropriate first line supervisors will ensure that all employees and contractors have the necessary training,
equipment, and understanding toaccomplish their work in a manner consistent with all applicable Reliability
Standards.

Compliance with Reliability Standards is the responsibility of all Whiting Clean Energy personnel.

Compliance with Reliability Standards is a guiding principle for Whiting Clean Energy, Inc. employees, business
plans, practices and decisions. Whiting Clean Energy, Inc.â€™s culture of safe, compliant, and reliable operations
embodies the corporate values.

1. Reliability compliance activities, procedures, and policies are open, available, and transparent to the maximum
possible extent.

2. Reliability compliance activities, procedures, and policies are executed and applied coherently and uniformly
throughout Whiting Clean Energy.

3. Reliability compliance activities, procedures, and policies are regularly reviewed by reliability compliance staff
and modified, amended, revised, and disseminated, and posted on the reliability compliance department
SharePoint page, to assure continuous compliance with all applicable regulations and facilitate improvement in
the program.

4. Management encourages employees to identify and recommend improvements to practices and procedures
that will improve reliability and/or compliance.

5. Management encourages identification and reporting of regulatory compliance and reliability concerns
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or questions, and promotes employee trust and confidence that issues identified by and questions from
employees are welcome and promptly evaluated and addressed.

6. Management provides a process for compliance and reliability issue identification and resolution.

7. Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

8. The Compliance Officer is responsible for ensuring that appropriate actions consistent with policies are taken
and that materials to document compliance are accurate and complete.

9. Training on reliability standards is mandatory for appropriate Whiting Clean Energy, Inc. employees and
provided on no less than an annual basis and as required by major changes in standards, policies or procedures.

10. Departments are responsible for ensuring that data retention policy is strictly followed; auditable compliance
evidence is tracked and archived. Document control of procedural documents includes three levels of
accountability: subject matter experts/preparers; reviewers; and approvers.

11. Whiting Clean Energy subject matter experts are actively engaged in regional and national level of industry
activities to promote reliability and coordination among users and owners of the bulk power system.

Reporting Identified Opportunities or Concerns

12. All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or
compliance with their immediate supervisors.

13. All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

14. Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, if deemed
necessary.

 - After NIPSCO issued the NIPSCO Transmission Operator Voltage Schedule, dated August 17, 2012, WCE
Operations Manager issued the USC-WCE-OPS-SOI- 037_Rev1_20120822 Standard Operating Instruction 037
Generator Auto Voltage Regulator Operation to instruct the Generator Operators to comply with the updated
voltage schedule.

 - WCE has appointed a new full-time Compliance Coordinator to assist the Compliance Officer to administer the
NERC Compliance Program and assist subject matter experts with compliance evidence as of September 4,
2012.

 - On September 13, 2012, WCE engaged Burns & McDonnell, a consulting firm for NERC Reliability Standard
compliance to provide input and guidance with respect to, voltage control.

 - On September 14 and September 20, 2012, WCE enhanced the operator display with audible and flashing
alarms: set the alarm notification for the operator console to alert operators for manual manipulation when the
voltage goes outside the allowable range; time the reset result so that at the 20th minute, the operators will hear
an audible alarm as well as see a flashing alarm on the screen to call NIPSCO should the units fail to support
voltage within the range.

 - To improve coordination with TOP: During the mitigation period, as part of the Shift Change process, the Lead
Operator will call NIPSCO Operation to do an verbal status check to verify that WCE is maintaining network
voltage schedules as instructed. The result of the call will be logged. The Standard Operating Instruction 038
WCE Control Room Shift Change Procedure was updated on September 24, 2012.

 - On October 1, 2012, the new WCE-NERC-VAR-002-2b-PD-1 Procedure on Generator Operation for
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Maintaining Network Voltage Schedules was approved to ensure that WCE shall provide reactive and voltage
control necessary to ensure voltage levels, reactive flows, and reactive resources are maintained within applicable
Facility Ratings to protect equipment and the reliable operation of the Interconnection.

 - A lessons-learned session was conducted on October 2, 2012 for the relevant members of the Compliance
Oversight Committee.

 - Starting October 8, 2012, the Compliance Coordinator will conduct a 7-day review of the network voltage to
ensure compliance. The Compliance Coordinator will provide a report to the Operations Manager and Compliance
Officer. The report will be archived.

 - WCE has appointed a new full-time Operations Supervisor to assume the position on October 16, 2012 to assist
the Operations Manager in overseeing the reliable and secure operation of the WCE plant.

 - WCE implemented documentation control for all NERC compliance programs and procedures in a shared drive.
Access privileges are restricted to those who have the â€œneed-to-knowâ€. Each procedure contains a
document control template which specifies three levels of accountability, issue date, revision history, and the next
review date.

D.2 Provide the timetable for completion of the Mitigation Plan, including the completion date by which the
Mitigation Plan will be fully implemented and the violations associated with this Mitigation Plan are
corrected:

December 12, 2012Proposed Completion date of Mitigation Plan:

Milestone Activities, with completion dates, that your organization is proposing for this Mitigation Plan:D.3

Milestone Activity

*Proposed
Completion Date
(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription

08/22/2012Issued the USC-WCE-OPS-SOI-
037_Rev1_20120822 Standard

Operating Instruction 037 Generator
Auto Voltage Regulator Operation

Issued the USC-WCE-OPS-SOI-
037_Rev1_20120822 Standard

Operating Instruction 037 Generator
Auto Voltage Regulator Operation to
instruct the Generator Operators to

comply with the updated voltage
schedule

08/22/2012

09/04/2012Compliance Coordinator Appointment Compliance Coordinator Appointment 09/04/2012

09/13/2012Engaged third-party consultant to
provide input and guidance with

respect to, voltage control

Engaged third-party consultant to
provide input and guidance with

respect to, voltage control

09/13/2012

09/20/2012Enhanced the operator display with
audible and flashing alarms

Enhanced the operator display with
audible and flashing alarms

09/20/2012

09/24/2012Begin verbal status checks with
NIPSCO at shift changes to verify that
WCE is maintaining network voltage

schedules

Begin verbal status checks with
NIPSCO at shift changes to verify that
WCE is maintaining network voltage

schedules

09/24/2012

10/01/2012Issued WCE-NERC-VAR-002-2b-PD-
1 Procedure on Generator Operation

for Maintaining Network Voltage
Schedules

Issued WCE-NERC-VAR-002-2b-PD-1
Procedure on Generator Operation for

Maintaining Network Voltage
Schedules

10/01/2012
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Milestone Activity

*Proposed
Completion Date
(Shall not be greater
than 3 months apart)

Actual
Completion

DateDescription

10/02/2012Lessons-learned session conducted Lessons-learned session conducted 10/02/2012

10/08/2012Compliance Coordinator begins
conducting a weekly 7-day review of

network voltage schedules

Compliance Coordinator begins
conducting a weekly 7-day review of

network voltage schedules

10/08/2012

10/16/2012Operations Supervisor Appointment Operations Supervisor Appointment 10/16/2012

D.4 Additional Relevant Information (Optional)
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Abatement of Interim BPS Reliability RiskE.1

Section E: Interim and Future Reliability Risk

While your organization is implementing the Mitigation Plan proposed in Section D of this form, the
reliability of the Bulk Power System may remain at higher risk or be otherwise negatively impacted until
the plan is successfully completed. To the extent they are, or may be, known or anticipated: (i) identify
any such risks or impacts; and (ii) discuss any actions that your organization is planning to take or is
proposing as part of the Mitigation Plan to mitigate any increased risk to the reliability of the bulk power
system while the Mitigation Plan is being implemented:

- WCE believes the risk and impact to the Bulk Power System (BPS) is low because during the mitigation period,
as part of the Shift Change process, the Lead Operator will call NIPSCO Operation to do a verbal status check to
verify that WCE is maintaining network voltage schedules as instructed. The result of the call will be logged. In
addition, operator displays were updated and alarms added to alert operators to potential voltage problems. For
process improvement and compliance oversight, the Compliance Coordinator will conduct a 7-day review of the
network voltage to ensure compliance. The Compliance Coordinator will provide a report to the Operations
Manager and Compliance Officer, and archive the report.

 - The Compliance Officer conducts random spot checks using the NERC Reliability Compliance Review Checklist
with the standard owner; the oversight committee will conduct an annual review prior to WCEâ€™s self-
certification.

E.2 Prevention of Future BPS Reliability Risk

WCE believes it has taken the steps necessary to ensure that the organization learns from this experience
through training and ongoing dialog and enforcement oversight. WCEâ€™s current management team is
committed to diligent adherence to an effective compliance program and culture going forward:

1. Management provides a process for compliance and reliability issue identification and resolution.

2. Management assumes responsibility for identified and documented reliability issues and is accountable for
resolution.

3. The Compliance Officer is responsible for ensuring that appropriate actions consistent with policies are taken
and that materials to document compliance are accurate and complete.

4. All personnel are encouraged to discuss opportunities and strategies for improving reliability and/or compliance
with their immediate supervisors.

5. All personnel shall report any violations, potential violations, or identified compliance and reliability issues
promptly without delay, and in a clear and accurate manner.

6. Personnel shall report regulatory compliance and reliability concerns at any time to any of the following:
immediate supervisor/manager; and supervisors/managers outside of their normal chain of command, and
BPâ€™s Compliance Hotline via â€œOpenTalkâ€, if and as appropriate.

Describe how successful completion of the Mitigation Plan as laid out in Section D of this form will
prevent or minimize the probability that your organization incurs further violations of the same or similar
reliability standards requirements in the future:

E.3 Your organization may be taking or planning other action, beyond that listed in the Mitigation Plan, as
proposed in Section D.1, to prevent or minimize the probability of incurring further violations of the same
or similar standards requirements listed in Section C.1, or of other reliability standards. If so, identify
and describe any such action, including milestones and completion dates:
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Section F: Authorization

An authorized individual must sign and date the signature page. By doing so, this individual, on behalf of
your organization:

(a) Submits the Mitigation Plan, as laid out in Section D, to the Regional Entity for acceptance and
approval by NERC, and

(b) If applicable, certifies that the Mitigation Plan, as laid out in Section D of this form, was completed (i)
as laid out in Section D of this form and (ii) on or before the date provided as the 'Date of Completion of
the Mitigation Plan' on this form, and

(c) Acknowledges:

1.  I am General Manager of Whiting Clean Energy, Inc.

2. I am qualified to sign this Mitigation Plan on behalf of Whiting Clean Energy, Inc.

3. I have read and understand Whiting Clean Energy, Inc.'s obligations to comply
with Mitigation Plan requirements and ERO remedial action directives as well as ERO
documents, including, but not limited to, the NERC Rules of Procedure and the NERC CMEP
currently in effect or the NERC CMEP-Province of Manitoba, Schedule B currently in effect,
whichever is applicable.

5.
Plan, including the timetable completion date, as accepted by the Regional Entity, NERC,
and if required, the applicable governmental authorities in Canada.

Name:

Title:

Authorized On:

Erika Harding

General Manager

December 12, 2012

Whiting Clean Energy, Inc. Agrees to be bound by, and comply with, this Mitigation

Authorized Individual Signature:
(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)

4. I have read and am familiar with the contents of the foregoing Mitigation Plan.

Authorized Individual
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Certification of Mitigation Plan Completion

Submittal of a Certification of Mitigation Plan Completion shall include data or information sufficient for the
Regional Entity to verify completion of the Mitigation Plan.  The Regional Entity may request additional data or
information and conduct follow-up assessments, on-site or other Spot Checking, or Compliance Audits as it deems
necessary to verify that all required actions in the Mitigation Plan have been completed and the Registered Entity
is in compliance with the subject Reliability Standard. (CMEP Section 6.6)

Whiting Clean Energy, Inc.Registered Entity Name:

NERC Violation ID(s): RFC2012011355

NERC Registry ID: NCR00417

VAR-002-1.1b R2,Mitigated Standard Requirement(s):

December 12, 2012

Scheduled Completion as per Accepted Mitigation Plan:

This proposed mitigation plan is fully implemented as of
December 12, 2012. All
actions outlined in this plan to return WCE to full compliance
with VAR-002 have
been completed.

Entity Comment:

Date Mitigation Plan completed:

December 12, 2012

December 12, 2012RFC Notified of Completion on Date:

Document Name Description Size in BytesFrom

Additional Documents

WCE-NERC-VAR-
002_Mitigation_Plan20121212
.pdf

1,090,691Entity

I certify that the Mitigation Plan for the above named violation(s) has been completed on the date shown above
and that all submitted information is complete and correct to the best of my knowledge.

erika.harding@bp.com

Title:

Name:

Phone:

Email:

1 (219) 473-0653

Erika Harding

General Manager

(Electronic signature was received by the Regional Office via CDMS. For Electronic Signature Policy see CMEP.)
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In re: WHITING CLEAN ENERGY, 

INC. 
 
NERC Registry ID No.  NCR00417 

) 
) 
) 
) 
) 

Docket No. RFC2012011355  
 
 
NERC Reliability Standard: 
VAR-002-1.1b, Requirement 2  

 
 

VERIFICATION OF MITIGATION PLAN COMPLETION  
FOR 

RFCMIT008530 
 

 

I. RELEVANT BACKGROUND 

From September 10, 2012 to September 13, 2012,  ReliabilityFirst Corporation 
(“ReliabilityFirst”) conducted a compliance audit of Whiting Clean Energy, Inc. (“WCE”) 
during which ReliabilityFirst identified a possible violation of Reliability Standard VAR-002-
1.1b, R2, by discovering that on two occasions, WCE did not maintain the generator voltage or 
Reactive Power output as directed by the Transmission Operator (“TOP”) and in both instances, 
was not exempt from following the voltage schedule.  

On December 12, 2012, WCE submitted a proposed mitigation plan to ReliabilityFirst.  On 
December 28, 2012, ReliabilityFirst accepted this mitigation plan, designated RFCMIT008530, 
and on January 15, 2013, the North American Electric Reliability Corporation (“NERC”) 
approved it.  

II. MITIGATION PLAN COMPLETION REVIEW PROCESS 

On December 12, 2012, WCE certified that it completed the mitigation plan for VAR-002-1.1b, 
R2 as of December 12, 2012.  ReliabilityFirst requested and received evidence of completion for 
the actions WCE took as specified in the mitigation plan.  ReliabilityFirst performed an in-depth 
review of the information provided to verify that WCE successfully completed all actions 
specified in the mitigation plan. 
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A. Evidence Reviewed per Standard and Requirement. 

 

Evidence Reviewed 

 
Applicable Standard 

and Requirement 

1. 
 
2. 

WCE-NERC-VAR-002 Mitigation Plan20121212.pdf 
 
WCE-NERC-VAR-002 Mitigation 
Plan_supplemental_20130103.pdf 
 

VAR-002-1.1b, R2 

 

B.  Verification of Mitigation Plan Completion. 

VAR-002-1.1b, R2 states: 

R2. Unless exempted by the Transmission Operator, each Generator Operator 
shall maintain the generator voltage or Reactive Power output (within applicable 
Facility Ratings1) as directed by the Transmission Operator.  

R2.1. When a generator’s automatic voltage regulator is out of service, the 
Generator Operator shall use an alternative method to control the 
generator voltage and reactive output to meet the voltage or Reactive 
Power schedule directed by the Transmission Operator.  

R2.2. When directed to modify voltage, the Generator Operator shall 
comply or provide an explanation of why the schedule cannot be met.  

Milestone 1: Issued the USC-WCE-OPS-SOI-037_Rev1_20120822 Standard Operating 
Instruction 037 Generator Auto Voltage Regulator Operation to instruct the Generator 
Operators to comply with the updated voltage schedule 

Exhibit 1 of File No. 1 is the updated operating instructions, reinforcing the need for the 
operators to comply with the voltage schedule and notify NIPSCO of deviations in a timely 
manner. 

This evidence demonstrates successful completion of Milestone 1. 

Milestone 2: Compliance Coordinator Appointment 

Exhibit 2 of File No. 1 is an email informing the new compliance coordinator of his start date. 

This evidence demonstrates successful completion of Milestone 2. 
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Milestone 3: Engaged third-party consultant to provide input and guidance with respect to, 
voltage control 

File No. 2 contains email between WCE's compliance manager and a third-party consultant 
discussing the contract to provide guidance in voltage control and maintenance and testing 
programs. 

This evidence demonstrates successful completion of Milestone 3. 

Milestone 4: Enhanced the operator display with audible and flashing alarms 

Exhibit 3 of File No. 1 is an email sent to operators informing them of the installation of new 
alarms. 

This evidence demonstrates successful completion of Milestone 4. 

Milestone 5: Begin verbal status checks with NIPSCO at shift changes to verify that WCE 
is maintaining network voltage schedules 

Exhibit 4 of File No. 1 is a revision of the operating instructions informing operators to perform 
a verbal status check with NIPSCO at shift change.  

This evidence demonstrates successful completion of Milestone 5. 

Milestone 6: Issued WCE-NERC-VAR-002-2b-PD-1 Procedure on Generator Operation 
for Maintaining Network Voltage Schedules 

Exhibit 5 of File No. 1 is Revision 0 of WCE’s VAR-002-2b compliance procedure, including a 
copy of their voltage schedule from NIPSCO. 

This evidence demonstrates successful completion of Milestone 6. 

Milestone 7: Lessons-learned session conducted 

Exhibit 6 of File No. 1 contains an attendance log of their informal lessons learned session.  
WCE used their data historian to plot data live and illustrate concepts to the group.   

This evidence demonstrates successful completion of Milestone 7. 

Milestone 8: Compliance Coordinator begins conducting a weekly 7-day review of network 
voltage schedules 

Exhibit 8 of File No. 1 contains examples of the Compliance Coordinator’s weekly review of 
voltage schedules. 

This evidence demonstrates successful completion of Milestone 8. 
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Milestone 9: Operations Supervisor Appointment 

Exhibit 8 of evidence file 1 is an email to the new operations supervisor, welcoming him to the 
staff. 

This evidence demonstrates successful completion of Milestone 9. 

III. CONCLUSION 

ReliabilityFirst reviewed the evidence WCE submitted in support of its Certification of 
Mitigation Plan Completion.  ReliabilityFirst determined this evidence demonstrates WCE 
successfully completed the mitigating activities in mitigation plan RFCMIT008530 associated 
with VAR-02-1.1b, R2.  

ReliabilityFirst verifies that WCE completed the mitigation plan associated with the possible 
violation of the Reliability Standard in accordance with its terms and conditions. 

 

Approved: 

     

Robert K. Wargo     Date:  February 11, 2013 
Director of Analytics & Enforcement 
ReliabilityFirst Corporation 
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