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• Review the NERC Lessons Learned (LL) published since the April 
2015 webinar.

• Review the NERC LL feedback received to date.

Webinar Objectives
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Link to Lessons Learned on NERC Website
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Lessons Learned Process

Regional Entity (RE) staff are the critical link between the 
registered entity and NERC staff in this process. RE staff provide 
the means of facilitation and feedback between the entity and 
NERC throughout the process. RE staff has ownership of the 
potential LLs emanating from their Region and shepherd those LL 
through the process.
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Lessons Learned Published since 
the April Webinar

Ten LLs have been published to date in 2015. The following four 
LLs were published since the last webinar:

• LL20150601 – Real-Time Contingency Analysis Failure due to a 
Modeling Error

• LL20150602 – Generator Distributed Control System Impact on 
Automatic Voltage Regulators

• LL20150603 – Pre-Contingent Load Shed Event

• LL20150604 – EMS Recovery Strategy
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LL20150601 Real-Time Contingency 
Analysis Failure Due to a Modeling Error

• Problem Statement 
 A Real-Time Contingency Analysis (RTCA) process failed to converge for 46 

minutes. 

• Corrective Actions
 A temporary fix was initiated to get a convergent solution. Once the 

solution was stable, EMS support personnel investigated the non-
convergence and identified an error in a recent topology change made to 
the model, and the error was corrected immediately.

• Lessons Learned
 Although redundant devices are implemented to increase reliability, 

implementation of such devices may introduce unanticipated failure 
scenarios if not fully tested.  

 Whenever practical, consider a reliable external monitor that can provide 
diagnostics and alarming to reduce the risk of failure.  
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• Lessons Learned continued
 Consideration should be given to testing and verification of the network 

topology and fail-over function.

 An additional change-control procedure needs to be in place to avoid the 
transfer of bad data to production after it has been successfully tested on the 
development system. 

 For verification of changes, automated review, peer review, or both must be 
implemented as part of any change process. 

 Real-time tools, State Estimators, and Contingency Analysis solutions need to 
be validated on the production system after a model change. 

 Visual tools must prominently display critical alerts to the System Operator.

 System Operators must be able to recognize when their tools are abnormal 
and react according to their severity. 

 Placement of status indicators, the color of the text based upon the level of the 
alert, and the type of audible alert must be considered for ease of 
identification by the System Operator.

LL20150601 Real-Time Contingency 
Analysis Failure Due to a Modeling Error
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LL20150602 Generator Distributed Control 
System Impact on Automatic Voltage Regulators

• Problem Statement 
 The Reliability Coordinator (RC) and Transmission Operator (TOP) within an 

RC footprint observed unusual generator reactive output following the 
switching of a shunt reactor near all of the generator’s points of 
interconnection. 

• Corrective Actions 
 The coordinated control review with the GOP resulted in a modification of 

the plant’s distributed control system (DCS) to prevent this behavior. The 
DCS was modified to have the ability to set the reactive objective to be the 
Transmission System Voltage Schedule that the plant was directed to 
control instead of a fixed MEGAVAR output. This control change to the DCS 
system resulted in the desired behavior from the plant following a 
contingency or a Transmission Element Switching. After a review of other 
facilities within the RC’s footprint, there were multiple plants found with 
the same DCS issue.  
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LL20150602 Generator Distributed Control 
System Impact on Automatic Voltage Regulators

• Lesson Learned 
 While a generator automatic voltage regulator (AVR) may be properly set 

to control the voltage schedule, other plant control systems may override 
or counteract the appropriate AVR response. Periodic review of a plant’s 
AVR response to system events must be conducted to determine if this 
occurs. If a proper AVR response is inhibited, the RC, TOP, and Generator 
Operator (GOP) should review the interaction of all related plant control 
systems to develop a corrective action plan for coordinating the plant 
control systems to ensure the AVR will have the uninhibited ability to 
control the desired voltage set point.
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LL20150603 Pre-Contingent 
Load Shed Event

• Problem Statement 
 During the planning process of an outage to remove a 345 kV circuit 

breaker from service for retrofit and maintenance, a cascading outage was 
identified and analyzed for conditions affecting generation and loading in 
the outage area. The RC utilized the RTCA tool to identify an overload on 
an adjacent system transformer that indicated a Loss of a 345 kV line, 
which could cause the loss of any remaining 345 kV due to the bus 
configuration with the Breaker Out Of Service (OOS) and could 
subsequently eliminate all 345 kV support in the substation. 

• Corrective Actions 
 As a result of this near miss, the registered entities made the decision to 

implement rolling blackouts until the Pre-Contingent Analysis condition 
was cleared. 
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LL20150603 Pre-Contingent 
Load Shed Event

• Lessons Learned 
As a result of a collaboration with all affected parties, the following LLs are 
highly recommended for study and implementation by Balancing Authorities 
(BAs), TOPs, RCs, Load-Serving Entities (LSEs), Distribution Providers (DPs) 
and any additional parties that may be impacted by planned load-shedding 
actions. 

 Communication and coordination are essential aspects of implementing 
load shedding in order to minimize the impact on affected parties. 

 Good judgment is essential during planning and real-time operations. 
Planning for Pre-Contingency and Post-Contingency actions is essential. In 
the planning stage, an alternate plan should be considered in the event 
that assumptions made for initial plans change. 

 Taking an outage may require a plan that includes Pre-Contingent Load 
Shedding, Post-Contingent Load Shedding (consistent with the RC System 
Operating Limits methodology), or both. 

 BAs and TOPs should conduct training and drills with their customers in 
regard to the shedding of load. 
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LL20150604 EMS Recovery Strategy

• Problem Statement 
 An Energy Management System (EMS) auto-recovery process was 

configured such that all nodes (e.g., servers, workstations) in the EMS were 
prompted to reboot for a particular system condition. This complete 
system restart sequence took 47 minutes to complete. Consequently, 
there was a complete loss of control and monitoring functionality until 
each critical server and workstation reported its status as normal and fully 
functional. 

• Corrective Actions 
 The system has been reconfigured such that if this scenario were to occur 

again, only the problematic server would unload and reboot. 

• Lesson Learned 
 Careful analysis of EMS system configurations that initiate a complete 

system restart for various failure modes should be performed during the 
commissioning of the EMS to identify and minimize the duration of EMS 
unavailability. 
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LL20150604 EMS Recovery Strategy

• Lesson Learned continued
 EMS nodes (e.g., servers, workstations) should be prioritized during an 

auto-recovery process such that essential nodes are up and available first 
to give operators the ability to monitor and control the electrical system as 
quickly as possible. The recovery of nonessential servers, workstations, etc. 
could have a significant impact on the duration of a complete system 
restart. 

 Scenarios should be evaluated that could trigger an application or system 
recovery due to a system condition. Procedures should be developed and 
periodically reviewed to ensure minimal recovery time, and to familiarize 
staff on recovery processes. 
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Lessons Learned Feedback

NERC’s goal with publishing LLs is to provide the industry with 
technical and understandable information that assist them with 
maintaining the reliability of the Bulk Power System (BPS). NERC 
requests that the industry provide input regarding LLs by taking a 
short survey. The survey link is provided on each LL.
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Lessons Learned Feedback
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Lessons Learned Survey Feedback 

A total of 109 LL surveys have been received to date, most with 
positive feedback.

• Question # 1 – Was the LL understandable and easy to read?
 96% answered – Yes

• Question # 2 – Did the LL contain enough technical detail?
 76% answered – Yes

• Question # 3 – Did the LL result in any actions or changes by 
your company?
 24% answered – Yes
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Lesson Learned Survey Feedback continued

• Question # 4 – How will you use this LL in your organization?
 76 people provided a text response.

• Question #5 – What additional information would make this LL 
more useful?
 56 People provided a text response.

• Question #6 – If NERC publishes another LL containing a survey 
like this would you be willing to take the survey again?
 97% answered – Yes

Lessons Learned Survey Feedback 
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NERC is interested in your Feedback to continually improve our 
process. In order to help us do so, please take a few minutes to 
complete the short survey located at the following link:

https://www.research.net/r/LF76HQR

Webinar Feedback

https://www.research.net/r/LF76HQR
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