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Executive Summary
In January 2015, an ERO Enterprise Effectiveness Survey was issued to measure the overall effectiveness of the
ERO Enterprise and identify focused areas for improvement. The survey results were generally positive for both
the Regional Entities and NERC combined (ERO Enterprise), as well as for NERC individually.
After evaluating the results of the survey, three main areas were identified for improvement: (1) standards; (2)
organization registration; and (3) compliance monitoring and enforcement. These are in alignment with areas that
the ERO Enterprise had previously identified for enhancement. Plans have been developed and work is progressing
to address the concerns identified in the survey.
The ERO Enterprise wishes to thank the industry for their participation and the feedback provided in the survey,
and looks forward to continued feedback in future surveys.
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Introduction
Background

In January 2015, NERC partnered with TalentQuest to obtain industry feedback on the effectiveness of the ERO
Enterprise through an online survey that measured perceptions regarding policies, practices, and effectiveness of
the ERO Enterprise for the 2014 calendar year. The content was developed by a group consisting of
representatives from NERC, the Regions, and industry. This first annual survey incorporated the questions from
the five-year performance assessment survey issued in late 2013 and the Compliance and Certification
Committee’s annual survey. 1 In addition, the survey included the core values identified in the ERO Enterprise
Operating Model 2 and goals outlined in the 2014–2017 ERO Enterprise Strategic Plan 3.
The survey was comprised of 73 rated items (see Appendix A) that addressed the following topic areas:
•

Core Values of the ERO Enterprise

•

Reliability Standards Development

•

Compliance Monitoring and Enforcement

•

Organizational Registration and Certification

•

Personnel Certification

•

Reliability Assessment and Performance Analysis

•

Training and Education

•

Situation Awareness and Infrastructure Security

•

Annual Business Plan and Budget Development

•

Stakeholder Communications and Public Relations

Items were evaluated via a five-point, agreement-based rating scale (“Strongly Disagree” to “Strongly Agree”):
1 – Strongly Disagree
2 – Disagree
3 – Neither Disagree nor Agree
4 – Agree
5 – Strongly Agree

For the subset of items that came from previous years’ Compliance and Certification Committee (CCC) surveys, the CCC is preparing its
own analysis report to present to the NERC Board of Trustees, which will include a year-over-year analysis and their recommendations to
NERC. The analysis in the CCC report will use data from Primary Compliance Contacts only, in order to be consistent with the previously
administered surveys.
2
http://www.nerc.com/AboutNERC/keyplayers/Documents/ERO_Enterprise_Operating_Model_Feb2014.pdf
1

3

http://www.nerc.com/gov/bot/FINANCE/Hidden%20Documents/Electric%20Reliability%20Organization%20Enterprise%20Strategic%20Pl
an%202014–2017.pdf
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Response Rate and Demographics
The survey was issued to 1,112 primary compliance contacts, Member Representatives Committee members, and
trade association and forum representatives. Survey recipients had the option to respond with a single survey on
behalf of all NERC Compliance Registry (NCR) numbers they represent or separate surveys for each NCR number
they represent. If a survey recipient responded with a single survey on behalf of two NCR numbers, for example,
that survey was counted twice in the results, once for each NCR represented. This approach resulted in more data
points than individual responses. There were 266 survey respondents (23.9 percent response rate), of which 247
individuals responded on behalf of 441 NCR numbers. The additional 19 individuals responded with no NCR
number identified.
Demographic information was also collected. However, analysis of the demographics information was not
beneficial, as the overall survey data was analyzed by NCR number. Therefore, the demographics data is not
included in this report. In future surveys, this collection will be improved to include meaningful demographic data.
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Summary of Survey Responses
Topic Area Analyses

The first level of analysis, shown in Figure 1, was conducted at the topic-area level and considered all survey
responses in aggregate (NERC and Regional Entities combined). Compliance Monitoring and Enforcement was the
highest-rated topic area (mean = 3.97) and Annual Business Plan and Budget Development was the lowest-rated
topic area (mean = 3.64).

Figure 1: ERO Enterprise Ratings by Topic Area

Highest- and Lowest-Rated Items

All five of the survey’s highest-rated items were in the Compliance Monitoring and Enforcement area; means were
4.16 and above. The lowest-rated item means ranged from 3.42 to 3.55 and were distributed across the following
topics areas: (1) Reliability Standards Development; (2) Core Values; (3) Annual Business Plan and Budget
Development; and (4) Organization Registration and Certification. TalentQuest conducted an analysis of the
highest- and lowest-rated items both overall (NERC and the Regions combined) and for NERC. Overall, the results
were positive, with ERO Enterprise averages ranging from 3.42 to 4.45, and NERC averages ranging from 3.04 to
4.42. Figures 2 and 3 show the highest- and lowest-rated items overall, respectively, and Figures 4 and 5 show the
highest- and lowest-rated items for NERC, respectively. The items with an asterisk in Figures 4 and 5 are also
represented in the overall highest- and lowest-rated items in Figures 2 and 3.
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Summary of Survey Responses

Figure 2: Highest-Rated Items – Overall

Figure 3: Lowest-Rated Items – Overall
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Summary of Survey Responses

Figure 4: Highest-Rated Items – NERC

Figure 5: Lowest-Rated Items – NERC

Topic Area Analyses by Region 4 and NERC

The Core Values of the ERO Enterprise and Personnel Certification were rated at the ERO Enterprise level only. All
other topic areas were rated at both the NERC and Regional Entity levels. Figures 6 through 14 reflect differences
across the Regions (individually), and between the Regions (combined) and NERC.

This report includes out-of-date acronyms for ReliabilityFirst Corporation and Texas Reliability Entity. The current acronyms are RF and
TexasRE, respectively, which will be appropriately referenced in future reports.

4
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Summary of Survey Responses

In this analysis, the calculated “overall average” of all items identifies a slight difference between NERC (3.74) and
the Regions (3.85). Individual Region overall averages ranged from 3.59 to 3.98. The topic area analyses reflect
slight to moderate variation between the Regions (combined) and NERC, with differences between the two
ranging from 0.04 to 0.31.
Overall Averages
Among the Regions and NERC, a 0.39 difference exists between the highest mean (3.98, MRO) and the lowest
mean (3.59, WECC), with no statistically significant differences found. 5

Figure 6: Overall Averages by Region
Reliability Standards Development
Among the Regions and NERC, a 0.65 difference exists between the highest mean (3.93, RFC) and the lowest mean
(3.28, TRE), with statistically significant differences found between TRE and RFC, TRE and SPP, and WECC and RFC
(p < 0.05).

5

TalentQuest used t-tests and ANOVA to identify statistically significant differences.
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Summary of Survey Responses

Figure 7: Reliability Standards Development Averages by Region
Compliance Monitoring and Enforcement
Among the Regions and NERC, a 0.46 difference exists between the highest mean (4.17, FRCC) and the lowest
mean (3.71, WECC), with statistically significant differences found between FRCC and WECC (p < 0.05).

Figure 8: Compliance Monitoring and Enforcement Averages by Region
Organizational Registration and Certification
Among the Regions and NERC, a 0.46 difference exists between the highest mean (3.90, RFC) and the lowest mean
(3.44, WECC), with statistically significant differences found between RFC and WECC (p < 0.05).
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Summary of Survey Responses

Figure 9: Organizational Registration and Certification Averages by Region
Reliability Assessment and Performance Analysis
Among the Regions and NERC, a 0.55 difference exists between the highest mean (3.99, MRO) and the lowest
mean (3.44, WECC), with statistically significant differences found between MRO and WECC (p < 0.05).

Figure 10: Reliability Assessment and Performance Analysis Averages by Region
Training and Education
Among the Regions and NERC, a 0.56 difference exists between the highest mean (4.21, FRCC) and the lowest
mean (3.65, NERC), with statistically significant differences found between FRCC and NERC (p < 0.05).
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Summary of Survey Responses

Figure 11: Training and Education Averages by Region
Situation Awareness and Infrastructure Security
Among the Regions and NERC, a 0.63 difference exists between the highest mean (4.17, NPCC) and the lowest
mean (3.54, TRE), with statistically significant differences found between NPCC and TRE (p < 0.05).

Figure 12: Situation Awareness and Infrastructure Security Averages by Region
Annual Business Plan and Budget Development
Among the Regions and NERC, a 0.48 difference exists between the highest mean (3.93, MRO) and the lowest
mean (3.45, SPP), with statistically significant differences found between SPP and MRO (p < 0.05).
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Summary of Survey Responses

Figure 13: Annual Business Plan and Budget Development Averages by Region
Stakeholder Communications and Public Relations
Among the Regions and NERC, a 0.31 difference exists between the highest mean (4.07, FRCC) and the lowest
mean (3.76, SERC), with no statistically significant differences found.

Figure 14: Stakeholder Communications and Public Relations Averages by Region

Item Averages by Topic Area

Figures 15 through 28 reflect the aggregate rating for each of the items in the survey by topic area.
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Summary of Survey Responses

Figure 15: Item Averages for Core Values of the ERO Enterprise

Figure 16: Item Averages for Reliability Standards Development
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Summary of Survey Responses

Figure 17: Item Averages for Compliance Monitoring and Enforcement

Figure 18: Item Averages for Compliance Monitoring and Enforcement (cont.)
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Summary of Survey Responses

Figure 19: Item Averages for Compliance Monitoring and Enforcement (cont.)

Figure 20: Item Averages for Organizational Registration and Certification
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Summary of Survey Responses

Figure 21: Item Averages for Organizational Registration and Certification (cont.)

Figure 22: Item Averages for Personnel Certification
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Summary of Survey Responses

Figure 23: Item Averages for Reliability Assessment and Performance Analysis

Figure 24: Item Averages for Reliability Assessment and Performance Analysis (cont.)
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Summary of Survey Responses

Figure 25: Item Averages for Training and Education

Figure 26: Item Averages for Situation Awareness and Infrastructure Security
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Summary of Survey Responses

Figure 27: Item Averages for Annual Business Plan and Budget Development

Figure 28: Item Averages for Stakeholder Communications and Public Relations

Favorability Analyses

Favorability analysis allowed for additional insight into the strength of stakeholder perception through
examination of the rating distribution. Responses across all Regions and NERC were re-coded as “Unfavorable”
(rating of 1 – Strongly Disagree or 2 – Disagree), “Neutral” (rating of 3 – Neither Disagree nor Agree), and
“Favorable” (rating of 4 – Agree or 5 – Strongly Agree). Rank ordering of all items by those “Most Favorable” and
by those “Least Favorable” highlighted items for further interpretation. The resulting analysis does not graphically
represent the number of “Not Applicable” or missing responses.
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Summary of Survey Responses

Figure 29 reflects the five items with the greatest number of favorable ratings (ranging from 84–89 percent), which
were from the topic areas of Core Values and Compliance Monitoring and Enforcement. Conversely, Figure 30
reflects the five items with the greatest number of unfavorable ratings (ranging from 9–14 percent), which were
from the topic areas of Core Values and Reliability Standards Development.

Figure 29: Most Favorable Items

Figure 30: Least Favorable Items
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Comment Analysis

Comment Analysis
In the 2014 survey, TalentQuest conducted a thematic qualitative analysis of the open-ended, creating objective
output for interpretation. For each topic area, all comments were coded thematically. The comment analysis
below covers comments received for NERC only, with the exception of the Core Values of the ERO Enterprise topic
area, which is for the ERO Enterprise. Additionally, there is no analysis for Personnel Certification, as too few
comments were received.
Core Values of the ERO Enterprise
Comment Topic/Theme – ERO Enterprise
Varying Region adoption/inconsistencies
Inconsistencies in standards interpretation/compliance application
Awareness of resource burden for smaller/registered entities
Need better collaboration with registered entities
Too much duplication in standards/reporting

Frequency
14
4
3
2
2

Reliability Standards Development
Comment Topic/Theme – NERC
Cost-effectiveness for standards not assessed
Inconsistencies in clarity of standards
Too many priorities/standards projects/rapid change
Significant improvements in standards process have been made
Standards not tied to reliability
Inconsistencies with interpretation
Some standards burdensome for smaller entities
Standards are practical to implement
Standards could be more concise/clear
Timeliness of standard development needs to be improved

Frequency
10
10
7
3
3
2
2
2
2
2

Compliance Monitoring and Enforcement
Comment Topic/Theme – NERC
Frequency
Low scores tied to uncertainty in implementing risk-based approach (too early to
evaluate)
10
Region implementation inconsistencies
8
Risk-based approach a significant improvement
4
Unaware of tools, processes, and templates/lack of transparency
3
Cost-benefit relationship not understood
2
Inefficiencies in compliance activities
2
Process takes too long
2
Compliance Monitoring
Comment Topic/Theme – NERC
Professional staff/positive experience
Process is more efficient & timely/improvement seen

Frequency
7
4
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Comment Analysis

Process takes too long (post-audit)
Annual self-certification needs clarification/more defined process
Consistency needed across Regions
Poor experience with audit staff/lack of timely follow-up with staff

3
2
2
2

Compliance Enforcement
Comment Topic/Theme – NERC
Process and/or report not transparent/clear

Frequency
9

Organizational Registration and Certification
Comment Topic/Theme – NERC
Inconsistent interpretation/practice amongst regions or groups
Over-registration – smaller entities

Frequency
4
2

Reliability Assessment and Performance Analysis
Comment Topic/Theme – NERC
NERC effective at identifying risks and issues

Frequency
2

Training and Education
Comment Topic/Theme – NERC
Improvements have been made
Small entities need additional outreach
More/improved auditor training needed
Want more training

Frequency
5
3
2
2

Situation Awareness and Infrastructure Security
Comment Topic/Theme – NERC
Alerts not timely

Frequency
8

Annual Business Plan and Budget Development
Comment Topic/Theme – NERC
Employee retention/turnover is an issue
Process improvements made
More collaboration with stakeholders needed

Frequency
9
7
4

Stakeholder Communications and Public Relations
Comment Topic/Theme – NERC
Website not user friendly
Improvements need to be made for smaller entities
More WebEx capabilities needed
Website improved

Frequency
29
2
2
2
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Conclusion

Conclusion
Overall, the results of the survey were positive, with ERO Enterprise averages ranging from 3.42 to 4.45 and NERC
averages ranging from 3.04 to 4.42. Industry’s relative perceptions of program strengths and opportunity areas
were delineated through quantitative and qualitative analysis.
After evaluating the results of the survey, NERC identified three main areas for improvement based on the lowestrated items for NERC. These areas are in alignment with those the ERO Enterprise has previously identified for
improvement. Therefore, action plans have already been developed and initiated. NERC will continue to provide
updates on the progress of these three areas for improvement:
Standards
In April and May 2015, the NERC Board requested industry feedback on the future of standards development,
specifically whether the standards need further improvement. Based on industry feedback, a plan for the
future of standards development will be included in the 2016–2018 Reliability Standards Development Plan
(RSDP).
Organization Registration
NERC launched the Risk-Based Registration (RBR) Initiative 6 to ensure that the right entities are subject to the
right set of applicable Reliability Standards, using a consistent approach to risk assessment and registration
across the ERO. The goal is to develop enhanced registry criteria, including the use of thresholds and specific
Reliability Standards applicability, where appropriate, to better align compliance obligations with material risk
to Bulk Power System (BPS) reliability. This effort will address some of the key concerns identified in the
survey, which expressed that improvement was needed to (1) register and deregister entities commensurate
with risk to the BPS and (2) ensure a more timely and effective response during the registry appeals process.
Compliance Monitoring and Enforcement
NERC and the Regional Entities are in the process of implementing the risk-based compliance monitoring and
enforcement program, which will address some of the concerns identified in the survey, as it will create
consistency in tools, processes, and templates where necessary.
In addition to the three areas identified above, NERC continues to evaluate the comments received to determine
any additional areas for improvement.

6

http://www.nerc.com/pa/comp/CAC/Pages/Risk-Based%20Registration.aspx
NERC | ERO Enterprise Effectiveness Survey: Report to NERC CGHRC | August 2015
20

Appendix A – Survey Composition

Appendix A – Survey Composition
The individual items included in the survey are identified below by topic area.
Core Values (NERC, Regions evaluated together as the ERO Enterprise)
1. The ERO Enterprise applies technical expertise that is focused on risks to the BPS and important reliability
outcomes.
2. The ERO Enterprise achieves results and methods across the enterprise that are predictable, consistent,
and timely.
3. The ERO Enterprise shares common goals, objectives, and measures of success.
4. The ERO Enterprise builds relationships that are founded on candor and mutual trust, openness, and
cooperation.
5. The ERO Enterprise applies collaborative decision making.
6. The ERO Enterprise ensures efficiencies and minimizes duplication and any activities not affecting
reliability outcomes.
7. The ERO Enterprise avoids undue burden, discrimination, or capriciousness affecting regulated entities.
Reliability Standards Development (NERC, Regions evaluated separately)
8. Develops NERC Reliability Standards and Regional Reliability Standards (as applicable) that have a sound
basis in engineering and operations.
9. Develops and modifies NERC Reliability Standards and Regional Reliability Standards (as applicable) in a
timely manner giving consideration to the prioritization of reliability objectives.
10. Develops an annual Reliability Standards Development Plan that is an effective tool to communicate and
gather stakeholder input to the proposed scope of work, schedules, and priorities for developing and
revising Reliability Standards.
11. Communicates information about NERC Reliability Standards and Regional Reliability Standards (as
applicable), their development, and opportunities for stakeholder participation in an efficient and
effective manner.
12. The NERC Reliability Standards and Regional Reliability Standards (as applicable) are clear.
13. The NERC Reliability Standards and Regional Reliability Standards (as applicable) are responsive to
reliability and security risks.
14. The NERC Reliability Standards and Regional Reliability Standards (as applicable) are practical to
implement.
15. The NERC Reliability Standards and Regional Reliability Standards (as applicable) provide a cost-effective
manner in which to address the risk.
Compliance Monitoring and Enforcement (NERC, Regions evaluated separately)
16. ERO Enterprise staff performing key activities are trained and competent in their areas of responsibility,
such as risk assessment, audit, internal controls evaluation, and enforcement.
17. The ERO holds industry accountable for violations that create serious risk to the BES.
18. ERO compliance activities are risk informed.
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19. The value of risk-based compliance and enforcement activities is well understood by registered entities.
20. ERO compliance activities are efficient and effective.
21. Industry has effective procedures and programs to monitor, detect, correct, report, and prevent
compliance, reliability, and security issues.
22. Registered entities have the information they need to prepare for engaging with the Regional Entities and
NERC in risk-based compliance and enforcement activities.
23. The common tools, processes, and templates related to risk-based compliance and enforcement activities
are consistent on matters where consistency is important.
24. The level of transparency for risk-based compliance and enforcement is appropriate, balancing efficiency
and the confidentiality needs of a registered entity with the needs of industry as a whole to learn from
others.
Compliance Monitoring (NERC, Regions evaluated separately)
25. Our most recent audit process (including pre- and post- audit activities) was conducted in a timely manner.
26. The audit team conducts themselves in a professional and credible manner.
27. The audit team is prepared and organized to conduct the audit process.
28. The audit team adheres to established rules and processes.
29. The spot check process is well-defined, organized and timely.
30. The self-reporting process is well-defined, organized and timely.
31. The self-certification process is well-defined, organized and timely.
Enforcement Actions (NERC, Regions evaluated separately)
32. The audit report identifies clear, definitive, and actionable items to address.
33. All communication of violations clearly and specifically describe the manner in which a requirement was
violated.
34. All communication of violations clearly and specifically describe the risk of the PV both actual and
potential.
35. The mitigation plan submission and approval process is efficient and effective.
36. The settlement process is transparent, consistently applied, and clearly communicated.
37. The penalty process and penalties are transparent, consistently applied, and clearly communicated.
Organization Registration and Certification (NERC, Regions evaluated separately)
38. The registration process and definitions are clear and minimize overlaps and gaps in registration.
39. The Organization Registration process is well-defined and efficient.
40. The rules for assigning registered functions to entities are clear and accurately applied.
41. The Joint Registration Organization and Coordinated Functional Registration (JRO/CFR) process is clear
and consistently implemented.
42. Inquiries about the registration process are responded to in a timely and effective manner.
43. There is a timely and effective response during the Registry Appeals Process.
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44. Organization Certification rules and procedures are clear and consistent.
45. The ERO registers and deregisters entities commensurate with risk to the BES.
46. The ERO ensures all key reliability entities are certified to have essential capabilities.
Personnel Certification (NERC only)
47. Has an effective program for issuing certification credentials to skilled, trained, and qualified BPS
operators.
48. Has an effective program for the maintenance of certification credentials to skilled, trained, and qualified
BPS operators.
Reliability Assessment and Performance Analysis (NERC, Regions evaluated separately)
49. Risks are identified and prioritized based on reliability impacts, cost and practicality of assessments,
projected resources, and emerging issues.
50. Events and system performance are consistently analyzed for sequence, cause, and remediation to
identify reliability risks and trends and lessons learned.
51. Reliability models and data accurately represent system behavior and are shared among stakeholders.
52. Effectively communicates reliability assessments to stakeholders, policy makers, and the public.
53. Effectively reports on regional self-assessments of electric supply and bulk power transmission reliability,
including emerging and long-term reliability issues of specific regional and North American concern.
54. Compiles and publishes useful information on performance metrics and benchmarks to observe and
understand trends in the reliability and performance of the BPS.
55. Identifies reliability performance issues that could be addressed using various NERC tools.
56. Develops and disseminates timely and useful information about system events and specific reliability risks
affecting reliable operation of BPS through the lessons learned processes
57. Effectively uses the Alert Level 2 recommendations and Level 3 Essential Actions under Rule of Procedure
810.
58. Has an Event Analysis program that provides and supports analysis on reliability risks that is useful to the
industry and focused on BPS reliability.
59. Investigates and analyzes events in an efficient manner, appropriate to the severity of the event.
Training and Education (NERC, Regions evaluated separately)
60. Provides effective training to registered entities on complying with Reliability Standards.
61. Provides effective training to auditors on how to assess compliance.
Situation Awareness and Infrastructure Security (NERC, Regions evaluated separately)
62. (NERC Only) Serves as an effective leader and facilitator of the industry’s efforts to identify and protect
Bulk Power System critical infrastructure
63. (NERC Only) Provides alerts that are effective for notifying Bulk Power System owners, operators, and
users of vulnerabilities and actions to address those vulnerabilities.
64. The ERO supports industry situational awareness and cybersecurity preparedness.
65. The ERO provides independent reliability information to policy makers.
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Annual Business Plan and Budget Development (NERC, Regions evaluated separately)
66. Provides reasonable opportunity for members and other stakeholders to provide input in the annual
business plan and budgeting process.
67. Provides sufficient financial information in support of its business plan and budget and its quarterly and
annual financial reporting.
68. The ERO acts in a coordinated and collaborative manner with stakeholders.
69. The ERO acquires, engages, and retains highly qualified talent suited to the mission.
70. The ERO internal risks are understood and managed; ERO processes are effective, efficient, and
continuously improved.
Stakeholder Communications and Public Relations (NERC, Regions evaluated separately)
71. Provides a public website that is useful in meeting stakeholder needs and provides easy access to
information.
72. Provides newsletters, conferences, and other stakeholder communications that are effective in providing
stakeholders with useful and timely information regarding reliability and ERO Enterprise activities.
73. Provides effective outreach to all jurisdictional stakeholders, including smaller entities with limited ability
to travel to meetings and conferences.
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