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UNITED STATES OF AMERICA 
BEFORE THE 

FEDERAL ENERGY REGULATORY COMMISSION 
 

 
NOTICE OF PROPOSED RULEMAKING )  Docket No. RM06-22-000 
MANDATORY RELIABILITY STANDARDS ) 
FOR CRITICAL INFRASTRUCTURE   ) 
PROTECTION 
 

COMMENTS OF THE 
NORTH AMERICAN ELECTRIC RELIABILITY CORPORATION 

ON THE NOTICE OF PROPOSED RULEMAKING FOR MANDATORY 
RELIABILITY STANDARDS FOR CRITICAL INFRASTRUCTURE 

PROTECTION 
 

I. INTRODUCTION 

The North American Electric Reliability Corporation1 (“NERC”) is pleased to 

provide these comments in response to the Notice of Proposed Rulemaking (“NOPR”) 

issued in the above-captioned docket.2  NERC supports the Commission’s proposal, in 

the NOPR, to approve the eight Critical Infrastructure Protection (CIP) Reliability 

Standards.3   

 Subject to the comments set forth herein, NERC requests that the Commission, in 

accordance with its authority under in Section 215(d)(1) of the Federal Power Act 

(“FPA”)4 and Section 39.5 of its regulations,5 approve the Reliability Standards set forth 

in the NOPR.  To the extent that the Commission has directed NERC to implement 

improvements to the Reliability Standards, such modifications should be developed 

                                                 
1 NERC was formed to serve as the electric reliability organization (“ERO”) authorized by Section 215 of 
the Federal Power Act (“FPA”). The Commission certified NERC as the ERO in its order issued July 20, 
2006 in Docket No. RR06-1-000, 116 FERC ¶ 61,062 (July 20, 2006) (the “ERO Certification Order”). 
2 Notice of Proposed Rulemaking: Mandatory Reliability Standards for Critical Infrastructure Protection 
(Docket No. RM06-22-000), issued July 20, 2007. 
3 NOPR at P 1. 
4 16 U.S.C. 824o. 
5 18 C.F.R. § 39.5. 
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through the established NERC reliability standards development process. The comments 

NERC is submitting in this filing respond to the Commission’s proposed actions and to 

questions posed by the Commission in the NOPR. 

  
II. NOTICES AND COMMUNICATIONS 

 Notices and communications with respect to this filing may be addressed to:  

Rick Sergel 
President and Chief Executive Officer 
David N. Cook* 
Vice President and General Counsel 
North American Electric Reliability 
      Corporation 
116-390 Village Boulevard 
Princeton, NJ 08540-5721 
(609) 452-8060 
(609) 452-9550 – facsimile 
david.cook@nerc.net 
 
  
*Persons to be included on the 
Commission’s service list are indicated with 
an asterisk. 
 

Rebecca J. Michael* 
Attorney 
North American Electric Reliability         
         Corporation 
1120 G Street, N.W., Suite 990 
Washington, D.C. 20005-3801 
(202) 393-3998 
(202) 393-3955 – facsimile 
rebecca.michael@nerc.net 

 

III. BACKGROUND 

A. Reliability Policy Framework 

Title XII of the Energy Policy Act of 20056 entrusted the Commission with the 

duties of approving and enforcing rules to ensure the reliability of the Nation’s bulk 

power system.  Title XII added Section 215 to the FPA requiring the Commission to issue 

rules for the certification of an ERO that would be charged with developing and 

enforcing mandatory reliability standards, subject to Commission approval.  Section 215 

also gave the Commission the regulatory responsibility to approve standards that protect 
                                                 
6 Energy Policy Act of 2005, Pub. L. No. 109-58, Title XII, Subtitle A, 119 Stat. 594, 941 
(2005). 
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the reliability of the bulk power system.  In executing its responsibilities to review, 

approve and enforce mandatory reliability standards, the Commission is authorized to 

approve those proposed standards that meet the criteria detailed by Congress:  

The Commission may approve, by rule or order, a proposed reliability standard or 
modification to a reliability standard if it determines that the standard is just, 
reasonable, not unduly discriminatory or preferential, and in the public interest.7  
 
The Commission launched its implementation of Section 215 by issuing Order 

No. 672 on February 3, 2006, establishing criteria for the certification of a single ERO 

and the procedures under which the ERO may propose new or modified reliability 

standards for Commission review.8  Section 39.5(a) of the Commission’s regulations 

requires the ERO to file with the Commission for approval each reliability standard the 

ERO proposes to become mandatory and enforceable in the United States, and each 

proposed modification to a reliability standard.  When evaluating proposed reliability 

standards, the Commission is to give “due weight” to the technical expertise of the ERO, 

but not to defer to the ERO with regard to the impact of reliability standards on 

competition.  The Commission provided guidance in Order No. 672 on the factors the 

Commission will consider when determining whether proposed reliability standards meet 

the statutory criteria.9  

The Commission has made substantial progress in evaluating reliability standards 

proposed by NERC to determine if the standards should be made mandatory and 

enforceable in the United States.  NERC filed a petition for approval of 102 existing 

                                                 
7 Section 215(d)(2) of the FPA. 
8 Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the 
Establishment, Approval, and Enforcement of Electric Reliability Standards, Order No. 672, 71 FR 8662 
(Feb. 17, 2006), FERC Stats. & Regs. Regulations Preambles ¶ 31, 204 (2006), order on reh’g, Order No. 
672-A, 114 FERC ¶ 61,328 (2006). 
9 See Order No. 672 at PP 320-36. 
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reliability standards on April 4, 2006.10 Anticipating the filing of these standards, in 

September 2005, the Commission directed its Staff to begin evaluating NERC’s existing 

standards.  On May 11, 2006, the Commission issued the Staff Preliminary Assessment of 

Proposed Reliability Standards (“Staff Assessment of Reliability Standards”) and 

solicited comments from bulk power system owners, operators and users and other 

stakeholders.11  NERC filed comments in support of the Staff Assessment of Reliability 

Standards and indicated in those comments how NERC was addressing the issues 

identified in the Staff Assessment of Reliability Standards through its standards 

development process.12 

On August 28, 2006, NERC filed a second petition for the approval of proposed 

reliability standards, submitting 16 new standards for approval and revisions to 11 of the 

reliability standards previously submitted on April 4, 2006.13   Of the 16 new standards 

submitted, eight were the Critical Infrastructure Protection cyber security standards that 

are the subject of the current rulemaking proceeding.  On December 11, 2006, the 

Commission Staff issued an Assessment of the cyber security standards as a basis to 

solicit industry comment on those proposed standards.14  On July 20, 2007, the 

Commission issued a NOPR on the proposed cyber security standards.15   

                                                 
10 North American Electric Reliability Council and North American Electric Reliability 
Corporation, Petition for Approval of Reliability Standards, filed April 4, 2006 (Docket No. RM06-16-
000). 
11 Notice of Comment Period, Docket No. RM06-16-000 (May 11, 2006). 
12 Comments of the North American Electric Reliability Council and North American Electric Reliability 
Corporation on Staff Preliminary Assessment (Docket No. RM06-16-000). 
13 Petition of the North American Electric Reliability Council and North American Electric Reliability 
Corporation for Approval of Proposed Reliability Standards, filed Aug. 28, 2006 (Docket No. RM06-16-
000). 
14 Notice of Comment Period, Docket No. RM06-22-000 (December 11, 2006). 
15 Petition of the North American Electric Reliability Council and North American Electric Reliability 
Corporation for Approval of Proposed Reliability Standards, filed Aug. 28, 2006 (Docket No. RM06-16-
000).  Mandatory Reliability Standards for Critical Infrastructure Protection, 120 FERC ¶ 61,077 (2007). 
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B. Background of Proposed Cyber Security Standards 

The initial work on the cyber security standards dates back to 2002 when 

NERC’s Critical Infrastructure Protection Advisory Group (“CIPAG”)16
 drafted cyber 

security language that ultimately appeared in Appendix G of the Commission’s “Standard 

Market Design NOPR.”17
  Since then, NERC has continued to raise the bar on cyber 

security, first by adopting Cyber Security Urgent Action Standard 1200 in 2003, and 

again with the proposed standards filed with the Commission in August 2006.  

The development record of the proposed cyber security standards, which was 

included with the filing of the proposed cyber security standards in August 2006, shows 

they have been crafted with significant industry input and debate of key issues.  The 

Standard Authorization Request (“SAR”) for the cyber security standards was submitted 

to NERC on May 2, 2003.  After two public comment periods, the industry reached a 

consensus on the scope and justification for the standards.  The Standards Authorization 

Committee (“SAC”) appointed a drafting team of security experts to begin development 

of these standards in May 2004.  Drafting team members brought significant experience 

and expertise from a broad spectrum of security related disciplines including information 

technology security, physical security, compliance auditing, personnel and training,  

energy management systems (“EMS”), and system control and data acquisition 

(“SCADA”) system operations.  Drafting team members also brought expert knowledge 

of existing government regulations affecting security such as Sarbanes-Oxley and the 

Federal Information Security Management Act of 2002 (“FISMA”), as well as existing 

                                                 
16 The CIPAG was a predecessor organization to NERC’s current Critical Infrastructure 
Protection Committee (“CIPC”). 
17 FERC Docket No. RM01-12-000. 
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security related standards such as International Standards Organization (“ISO”) Standard 

17799 and the body of work promulgated by the National Institute of Standards and 

Technology (“NIST”).  A number of members of the drafting team held professional 

security certifications.  Membership on the drafting team fairly represented ownership 

segments in the industry and a balance between U.S. and Canadian participation. 

Throughout the development process, the drafting team insisted on looking 

beyond generally accepted “best practices.”  Rather, they sought to establish relevant, 

thorough requirements with unambiguous measures for determining compliance.  

During the development process, three versions of the cyber security standards 

were posted to solicit input from the industry and other interested parties.  More than 

2,500 pages of comments and responses to the comments were provided in response to 

the three postings of the draft standards.  The fourth and final version was submitted to 

ballot of the stakeholders.  The number and volume of comments received represented an 

extraordinary level of involvement by the industry during the development process. 

Initial balloting on the proposed cyber security standards was conducted in the 

period February 17–27, 2006.  Because there were negative votes with comments on the 

initial ballot, in accordance with the standards development procedure a recirculation 

ballot was conducted in the period March 14–24, 2007.  Of 294 total votes cast, 13 

entities changed a negative vote to an affirmative vote in the recirculation ballot; and one 

entity changed an affirmative vote to negative vote.  In the final vote, stakeholders 

approved the cyber security standards by a sector weighted vote of 88.8%, with 91.9% of 

those who joined the ballot pool actually voting. 
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The drafting team successfully resolved the vast majority of issues raised during 

the development of these standards.  However, there were several unresolved minority 

objections with which the drafting team and the majority of stakeholders disagreed: 

• Some requirements imposed by the standards are too costly to implement and may 

have little return on investment. 

• The scope of the requirements should be limited to Critical Cyber Assets within 

bulk power system control centers. 

• Levels of non-compliance are too high for some requirements that seem to be 

primarily administrative.  

• The definition of critical asset leaves room for ambiguity in interpretation. 

Nonetheless, the approved set of cyber security standards provides a set of firm 

requirements that are capable of being implemented by all participants in the electricity 

sector regardless of size, staffing levels, or levels of sophistication.  Compliance with 

many of the requirements in the standards (and, indeed, many practices recommended by 

the Staff Assessment, and proposed in this NOPR) may already be achieved or exceeded 

by some members of the electricity sector.  On the other hand, the standards may be a 

significant burden on some entities that have not heretofore been required to implement 

cyber security programs. Throughout the development process, the drafting team 

attempted to push the bar beyond the generally accepted industry best practices, and to 

ensure that every component part has at least the minimum protection necessary to 

protect the reliability of the bulk power system as a whole. The resulting standards 

represent a balanced set of outcomes in a diverse industry, and provide a set of standards 
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that are rigorous yet for which compliance can be achieved by all participants in the 

electricity sector.  

In addition, the proposed cyber security standards fulfill relevant portions of 

Recommendations 32 and 32.A of the United States/Canada Power System Outage Task 

Force report.  These recommendations state, in part, that NERC should finalize and 

implement the CIP-002-1 to CIP-009-1 standards, that NERC standards related to 

physical and cyber security should be made mandatory and enforceable, and that NERC 

should take actions to better communicate and enforce these standards.  To help the 

industry understand and implement these standards, NERC held a series of ten industry 

workshops on the standards for bulk power system owners, operators, and users that were 

conducted across North America. 

IV. DISCUSSIONS OF MAJOR ISSUES OUTLINED IN THE NOPR 

A. High Level Issues 

The NOPR proposes adopting the cyber security standards as mandatory and 

enforceable, subject to modifications.  Some of these changes are significant.  Other 

proposed revisions provide clarity and eliminate ambiguity.  In general, NERC supports 

the actions outlined in the NOPR, in that they provide for continued stakeholder input 

into the development and approval of the standards.  Furthermore, the proposed direction 

of approving the standards as mandatory and enforceable sends the messages that cyber 

security is an important issue, and that the Commission, NERC, and the industry continue 

to take the issue seriously.   

The Commission’s proposal to accept the implementation timeframe without 

change sends the appropriate message to industry that significant work must be 
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performed by industry to meet the requirements of the standards.  The implementation 

plan and timeframe are for the existing standards as they have been submitted to the 

Commission, and they are proposed to be accepted by the Commission as mandatory and 

enforceable.  Because any changes to the standards resulting from the final order will 

potentially impact the implementation plan and timeframe, other implementation plans 

and timeframes will need to be developed during the development process associated 

with those changes.  

Even though the Commission proposed to direct modifications to the standards, 

the existing standards language provides a good base upon which even better standards 

can be built.  The Commission is proposing a number of directed modifications which 

will make the requirements of the cyber standards less subject to interpretation and will 

provide additional clarity.  Included in these modifications is explicitly specifying a 

number of elements of the standards which were implied by the current language, as well 

as providing linkages between specific requirements of different standards.  The 

Commission also is proposing to defer action on a number of issues raised during the 

Staff Assessment report.  NERC is electing to not comment on those issues in this filing, 

but NERC reserves the right to submit comments on those issues when the Commission 

takes its action on those issues.    

NERC is pleased that the Commission is proposing to direct the modifications be 

made using NERC’s Commission-approved Reliability Standards development process.  

NERC believes that the continued use of this process results in the best possible 

standards, because of the industry expertise used to develop the standards. 
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However, NERC is concerned about a number of the proposed directed 

modifications.  When evaluating each of these modifications, NERC has considered 

whether the proposed modification increases the overall reliability of the system.  In 

many cases, NERC agrees that the goals of both cyber security and bulk power system 

reliability support each other; however, NERC is concerned for those situations where 

cyber security and bulk power system reliability adversely affect one another.  As an 

example, NERC is concerned about the active system testing of live in-use control 

systems.  In those situations, it is important to keep in mind that tradeoffs must be made 

to achieve the optimal solution between these two objectives.  NERC has always chosen 

to optimize overall reliability, even if it means that the effect of a pure security solution 

would be lessened.  NERC believes that reliability includes physical and cyber security, 

but not at the expense of overall bulk power system reliability. 

NERC also believes that these cyber security standards are a landmark for the 

implementation of mandatory cyber security in a non-business environment.  These 

standards represent, for the first time, a set of mandatory requirements which impose a 

broad set of security requirements to an entire industry.  Other statutory and regulatory 

attempts have not been as proscriptive or as specific as these standards.   Because these 

standards are the first of their kind, the industry does not have a universal base of 

experience upon which to draw to determine exactly how to comply with them, nor does 

each entity have extensive operating experience to base its decision process for 

complying with the requirements. 

This makes these cyber security standards different from all other reliability 

standards which do have extensive operating experience supporting their requirements, 
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and for which the industry in general has a broad and universal base of experience against 

which specific implementations or actions can be measured.   

These proposed standards are different from traditional information technology 

security standards as well.  These proposed mandatory standards apply information 

technology security principles, which are commonly accepted in the business 

environment, to bulk power system control systems which were not designed with these 

security principles in mind.  As such, the security principles must be carefully applied to 

ensure that there are no unintended consequences that impact overall reliability.  This 

concept is well understood during the implementation of the more “traditional” standards 

areas, such as transmission planning, and the operations of a balancing authority. 

Thus, these standards must optimize between what is expected and required of 

real-time critical bulk power system operational systems, and what is expected of highly 

secured business systems.  Promulgating standards that are too far in one direction or the 

other will not result in this optimal outcome.  Rather, it will result in systems which are 

potentially less reliable (either because of decreased operations or decreased security). 

These cyber security standards, when properly applied, will increase the reliability 

of the bulk power system by improving the resiliency of the control system cyber assets 

and improving their ability to withstand cyber-based attacks.  This will result in the 

application of cyber security to functions and companies where it has never before been 

applied.     

The remaining sections of this response discuss the areas where NERC takes issue 

with some of the proposed modifications. 
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B. Inclusion of “How” Language (PP 32-34, 103-105, 147, 161, 188-189, 257- 260, 313) 

In the NOPR, the Commission states: “A key to the successful cyber protection of 

the Bulk-Power System will be the establishment of CIP Reliability Standards that 

provide sound, reliable direction on how to choose among alternatives to achieve an 

adequate level of security, and the flexibility to make those choices.”18  The Commission 

further states that it: “generally agrees that use of performance-based standards is a part 

of the design of cyber security safeguards for the Bulk-Power System’s critical assets.  

However  . . . performance-based standards may not always be appropriate, for example, 

in situations where “the ‘how’ may be inextricably linked to the Reliability Standard and 

may need to be specified to ensure the enforceability of the standard.” 19  As a result, the 

Commission proposes to direct NERC to modify the CIP Reliability Standards to address 

the “how” to provide a mechanism to measure performance or otherwise determine 

whether a responsible entity20 has met the goals of a particular requirement set forth in 

the standards.  

NERC believes that the language of a cyber security standard should not direct 

the responsible entity on how to implement a requirement; rather, it should only state 

what the requirement is.  Discussion of how to implement a requirement is best left to 

external reference documents, such as guidelines or whitepapers.  While the guidelines or 

whitepapers may reference the cyber security standards, they only provide guidance and 

recommendations on how to implement the provisions of those standards.  By not 

                                                 
18 NOPR at P 17. 
 
19 Citing Order No. 672 at P 260.  The Commission also explained that, for some Reliability Standards, 
“leaving out implementation features could [inter alia] sacrifice necessary uniformity in implementation . . 
.”). 
20 The term “responsible entity” as used herein refers to an entity subject to compliance obligations with a 
given NERC reliability standard. 
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including the implementation-specific language in the cyber security standards, 

responsible entities are free to implement whatever solution best meets their needs, 

provided it meets the performance-based goals described by the requirements.   

If “how” language were included in the cyber security standard, it would de facto 

become the only acceptable method of implementing the requirement – that is, no other 

method would meet the language of the standard.  This would improperly thwart the use 

of potentially other acceptable or even superior implementation methods.  It also would 

potentially introduce common vulnerabilities resulting from all industry participants 

implementing the standards using a nearly identical solution.  By not including the 

implementation-specific language in the standard itself, the guidance document can more 

readily be reviewed and updated to keep up with technology changes, emerging product 

families, and new creative and innovative solutions.  It also would allow, or even support, 

a diverse set of acceptable solutions thereby reducing common vulnerabilities.  Because 

the implementation-specific language does not describe specific requirements, merely 

recommendations, the review and update cycle for such guidance can be more rapid than 

that required for a formal standard. 

Additionally, if “how” language were to be included in the standards, it would 

require that the drafters of the standard be aware of, and consider all possible 

configurations and circumstances to which the standards apply.  By not including the 

“how” language, the cyber security standards remain focused and targeted in describing 

the desired outcome of the standards, without burdening the standards with the myriad of 

different solutions, most of which are irrelevant to an individual entity or location.  This 
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avoids the type of problem, as in the case of the IRS code, which contains pages and 

pages of language irrelevant to the vast majority of taxpayers.   

Specifying “how” language could lead to other problems such as separate specific 

requirements for each manufacturer of equipment as well as each model within a 

manufacturer’s product line.  This could even lead to separate specific requirements for 

each vintage or version of a given model number.  To the extent different combinations 

of equipment were used, this problem would be compounded by potentially requiring 

separate “how” language for each of the different combinations of equipment (i.e., the 

most secure and reliable solution might be correct if all the installed equipment were the 

same manufacturer, model and version, but might be insecure if the installation even 

included different versions of the same equipment).  In addition to being nearly 

impossible to be aware of and verify all of the installed equipment, the time required to 

draft, verify and approve “how” language in the cyber security standards would be 

unreasonable, and lead at best, to constantly out of date standards.  Because of the rapid 

evolution of technology and equipment installation, any attempt to “be complete” would 

render the resulting standards obsolete before they are even balloted.  

By not specifying the “how,” technology changes in both power system 

equipment, as well as cyber security equipment can be readily adapted, so long as they 

meet the high-level requirements of the standards.  This leads to an ever increasing level 

of security and reliability without requiring constant modifications to the standards 

themselves to keep pace with emerging technology.  That is to say, specifying the “how” 

within the standard itself will over time end up with a reduced level of security and a 
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reduced level of reliability because it will unintentionally limit activities to those 

delineated in the standard. 

Thus, NERC believes that reliability is improved by not requiring “how” language 

in the standards themselves, but rather, allowing “how” guidance to exist in external 

guideline documents. 

NERC Requested Action 

NERC therefore requests that the Commission modify its proposal to make clear 

that it is not requiring the inclusion of “how” language within the standards themselves.  

Rather, the Commission should allow the development of supporting references such as 

related documents that support implementation of the reliability standard, but are not 

themselves mandatory, including notes pertaining to implementation or compliance, 

procedures, practices, training references, technical references, and white papers to 

provide this guidance.  

C. Oversight Issues (PP 33, 34, 48, 49, 72, 77, 79, 80, 81, 109-113, 126-127, 128-133, 190, 209) 

In the NOPR, the Commission emphasizes the need for oversight.  In particular, 

the Commission states: 

The Commission believes that monitoring the performance of responsible 
entities identified in the CIP Reliability Standards involves three 
strategies.  First, it is important that there be both internal and external 
oversight of the responsible entity’s activities.  While the proposed 
Reliability Standards embody internal management oversight strategies, 
there should also be oversight that embodies a wide-area view.  Second, 
when flexibility is exercised in a way that excepts an entity from a 
Requirement, such action should be monitored, documented, and 
periodically revisited to determine consistency and effectiveness of the 
implementation.  Third, reporting certain wide-area information and 
analysis to the Commission is vital to its role in ensuring that approved 
CIP Reliability Standards achieve on an ongoing basis an adequate level 
of cyber security protection to the Bulk-Power System.21 

                                                 
21 NOPR at P 34. 
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NERC believes that much of the proposed additional oversight is in place in the 

existing ERO and regional compliance and audit programs.  The existing compliance 

program provides for a number of oversight functions that are nearly identical to what the 

Commission is proposing in this NOPR.  For example, the Commission’s proposed 

change to treat technical feasibility instances as exceptions to the standards, and require 

annual reports of these instances22 is essentially the same process as the existing self-

reported violation with a mitigation plan.  NERC notes that some of the information 

contained in a self-reported violation with a resulting mitigation plan may contain 

sensitive or proprietary information that must be protected from public disclosure. 

NERC believes that the existing Readiness Review and Compliance Audit and 

Enforcement programs provide the necessary framework to provide the oversight issues 

that the Commission requests of the ERO and the Regional Entities.  These programs are 

undergoing constant revision as new standards become approved and enforceable.  These 

programs are already undergoing update and revision based on the requirements of these 

impending standards. 

This program provides for the systematic, periodic evaluation of entities’ 

preparedness to comply with the requirements of NERC standards.  Through the 

Reliability Readiness Evaluation and Improvement Program, NERC can review the status 

and quality of the proposed actions by the responsible entity.  NERC also can recommend 

and discuss changes where appropriate.  This use of the Reliability Readiness Evaluation 

and Improvement Program will allow NERC and responsible entities to engage in 

substantive discussions concerning implementation without the consequences associated 
                                                 
22 See NOPR at P 77. 
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with a compliance audit.  These evaluations will help ensure consistent interpretation of 

the requirements of the standards as well as promote consistency of the quality of 

solutions and implementation across entities. 

The NERC regions will be solicited to provide subject matter expertise to  

supplement existing readiness evaluations teams.  The readiness pre-evaluation 

questionnaires and interviews will be revised to include an assessment of the status and 

quality of the proposed actions by the responsible entity.  Entities that have been the 

subject of a readiness evaluation prior to the inclusion of the cyber security assessment 

will be asked to complete a survey and a follow-up visit may be scheduled depending on 

the results of the survey. 

The Reliability Readiness Evaluation and Improvement Program will also look at 

the industry’s activities in implementing programs during each review year to identify 

and share industry examples of excellence, as well as to assess the quality of the 

programs. 

Beyond that, the compliance monitoring process for these standards requires self 

certifications, as required by the Compliance Enforcement Authority, to assure that the 

standards are being followed outside of the compliance audit schedule.  Registered 

entities responsible for compliance with these standards will be required to provide this 

certification to the appropriate Compliance Enforcement Authority attesting to continued 

compliance or to identify any non-compliance and provide for mitigation.  All non-

compliance is reported to NERC and FERC.   
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With respect to the Commission’s question as to what additional information 

should be collected to assist the evaluation of technical feasibility invocations,23 NERC 

believes that the existing mitigation plan process, which allows for the Regional Entity or 

the ERO to requested additional information on a per-plan basis already addresses the 

Commission’s concern.  The pre-determination of what additional information should be 

required is premature during the rulemaking process.  Rather, it is better answered on a 

per-event basis to ensure that the proper information is collected to evaluate the specific 

plan under review. 

NERC Requested Action 

Therefore, NERC urges the Commission to allow the existing oversight 

framework to work without imposing new or different requirements for the cyber security 

standards separate from the existing processes in place for the other standards. 

D. Reasonable Business Judgment (PP 50-67) 

In the NOPR, the Commission proposes to direct NERC to modify the CIP 

Reliability Standards to remove references to the “reasonable business judgment” 

language before compliance audits start in 2009, on the grounds that it is inconsistent 

with FPA Section 215 and ill-suited when the term is removed from its original context 

and applied to a different factual situation where very different assumptions apply.24   

NERC believes that the Commission makes a strong case for the removal of 

reasonable business judgment from the cyber security standards.  While NERC believes 

that the application of reasonable business judgment and prudence will remain 

throughout the implementation of all of the NERC reliability standards, NERC concurs 

                                                 
23 See NOPR at P 81. 
24 NOPR at PP 58-59. 
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that maintaining the language in these standards is inconsistent with the remaining 

standards.  NERC agrees with the Commission that it will still be important to retain 

flexibility and discretion in how particular entities implement the standards, depending on 

particular circumstances.  NERC notes, however, that the language is in an industry 

approved standard that has been submitted to the Commission, and which has been 

developed using the Commission-approved Reliability Standards development process.  

By these FERC-approved rules, NERC cannot unilaterally remove the language outside 

of the Reliability Standards development process.   

NERC Requested Action 

NERC  therefore requests that the Commission revise its proposed modification to 

specify that the “reasonable business judgment” language be removed through the 

Commission-approved reliability standards development process. 

E. Risk Acceptance (PP 68-77, 83-86) 

In the NOPR, the Commission proposes to direct NERC to eliminate the 

“acceptance of risk” option from the cyber security reliability standards.  Removal of this 

language would eliminate an exception to compliance with the reliability standards.  

Upon further consideration of the Commission and third party comments regarding 

potential uncertainties and adverse consequences that may arise from the invocation of 

such an exception, NERC does not object to the removal of the specific “risk acceptance” 

language of the standards.  However, such a change should only be effected through the 

reliability standards development process. 
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NERC Requested Action 
 

NERC therefore requests that the Commission revise its proposed modification to 

specify that the “risk acceptance” language be removed through the Commission-

approved reliability standards development process. 

F. Technical Feasibility and Alternative Measures (PP 68-86,190-191, 209, 234, 239, 

244, 250)  

In the NOPR, the Commission properly “acknowledges that, in the near term, 

exceptions from compliance based on the concept of “technical feasibility” may be 

appropriate in a limited set of circumstances.”25  However, the Commission proposes that 

certain safeguards be put in place and that additional details be included.  Towards this 

end, the Commission proposes, among other things to direct NERC to interpret the term 

“technical feasibility” narrowly as applying to the technical characteristics of existing 

assets and having no relation to the considerations of business judgment discussed above.  

The Commission proposes to require NERC to treat instances where technical feasibility 

is invoked as exceptions that require certain alternative courses of action.  The 

Commission also proposes to require NERC to develop an annual report that quantifies, 

on a wide-area basis, the frequency with which responsible entities invoke “technical 

feasibility” or other provisions that produce the same outcome.26   

By way of background, the technical feasibility clause was included in the cyber 

security standards to recognize that, in many cases, equipment is in place in substation 

and in generating plant environments which was implemented with operational functions 

as paramount, and all other considerations (including security) as secondary.  This 

                                                 
25 NOPR at P 78. 
26 NOPR at P 77. 
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equipment is not at the end of its useful life, and is performing the function of reliable 

operations of the bulk power system.  The equipment in place in these environments is 

intended for long life, and it is designed and built to last much longer than traditional 

information technology equipment.  It has historically not been designed with ready 

access to software updates and patches.  Thus, to the extent such upgrades could increase 

functionality without directly contributing to reliability, such upgrades have generally not 

been made.   

Modern equipment (which comprises the likely replacement of this existing 

equipment) is more readily compatible to the modern environment where updates and 

patches are more commonplace and security functionality is an understood necessity.  

Vendors now understand the necessity of implementing secured and securable 

technologies and equipment and have taken great steps in recent years to provide these 

features.  Much of the equipment currently available from vendors provides for these 

security functions.  Therefore, as equipment is replaced due to natural end-of-life, or 

failure replacement, securable equipment will naturally propagate through the industry.  

However, this “modern” equipment represents a very small percentage of the installed 

base of all cyber equipment in substations and generating plants. 

The drafting team and NERC believe that the cyber security standards and 

compliance therewith should not unnecessarily impede the primary mission – that is, 

maintaining a reliable bulk power system operations environment.  Clearly, it is of the 

utmost importance that implementing a provision of these cyber security standards should 

not have an adverse direct and immediate impact on reliable operations.  Any change to 

the environment, especially the introduction of new software or new equipment must be 
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carefully planned and tested to ensure that no unintended side effects or consequences are 

introduced.  Even in the best of designs, problems arise.  Embarking on a program that 

will at least in the short term, reduce reliable operations by implementing new (and 

sometimes not thoroughly tested) equipment is inconsistent with the fundamental reason 

for the NERC Reliability Standards, as well as inconsistent with NERC’s mission and the 

Commission’s new authority.  

NERC supports, and the standards require, that equipment, when upgraded or 

replaced, should include all of the cyber security provisions and requirements, but only 

during the natural evolutionary replacement cycle.  Technologies are constantly evolving.  

What constitutes “good” or “best” cyber security implementation practices today will no 

doubt be insufficient in the near future.  Equipment with “best of breed” cyber security 

implementation today, but with an expected life span of 10 or 15 years, will undoubtedly 

over time, become less than state-of-the-art.  It is impractical to think that, in all cases, 

equipment will be able to maintain a leading-edge cyber security posture without 

introducing operating reliability issues.  

NERC Requested Action 

The Commission properly has recognized that an exception from compliance with 

cyber security standards, based on the concept of “technical feasibility,” is appropriate.  

Upon further consideration of third party and Commission comments, NERC believes 

that the technical feasibility exception should be renamed in the Final Rule as an 

“Exemption for Reliability.”  With respect to the Commission’s specific directives, 

NERC believes that the appropriate way for these to be addressed is through the 

Commission-approved reliability standards development process.  NERC supports 
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clarification of the standards to ensure that the use of such an exemption must be 

documented and justified in terms of its impact on bulk power system reliability.  

Alternative Measures (P 209) 

Requirement R1.1 of CIP-006-1 addresses processes that a responsible entity 

must include in its physical security plan to ensure that all cyber assets within an 

electronic security perimeter also reside within an identified physical security perimeter.  

Requirement R1.1 recognizes that there may be instances where a completely enclosed 

border cannot be established and that, in such instances, the responsible entity shall 

deploy and document “alternative measures” to control physical access to the Critical 

Cyber Assets.  Commission Staff expressed concern in the Assessment that the 

requirement did not provide guidance on how an alternative measure should be identified 

or determined to be adequate.27 

In the NOPR, the Commission states that its current view is that the phrase 

“alternative measures” as referenced in Requirement R1.1 should be interpreted to be a 

Requirement exception.28  The Commission proposes to direct the ERO to treat the 

allowance of “alternative measures” as “interim actions” developed and implemented as 

part of a mitigation plan under a “technical feasibility” exception.29 

Alternative measures (as referenced in Standard CIP-006-1, Requirement R1.1) 

acknowledge the physical and safety related realities of equipment that may be found in a 

substation or generating plant.  In many cases, the equipment cannot be contained in a 

completely enclosed physical boundary, and therefore, “alternative measures” are 

specifically allowed in these cases.  In many cases, large electrical equipment containing 
                                                 
27 NOPR at P 207. 
28 NOPR at P 209. 
29 Id. 
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Critical Cyber Assets cannot be completely bounded and physically secured due to 

mechanical or electrical constraints (e.g., physical size, radiated heat, high-voltage 

connections to other components), or may have safety related reasons (i.e., the health and 

safety of staff employed to operate or maintain the large equipment) for not completely 

restricting physical access.  In these cases, the standard was explicitly written to require 

documented “alternative measures” for the express purpose of allowing an entity to 

comply with the standard, not to provide a method of claiming an exemption.   

Alternative measures would likely consist of mandatory escorting, or increased 

monitoring, inspection, or logging of access.  As discussed below, NERC does not 

believe that specifying the requirements of what an alternative measure must be is 

counter to allowing responsible entities the ability to adapt the specific physical and 

location-specific requirements to resolving the physical protection of these large assets. 

The Commission’s proposal implies that by treating these alternative measures as 

“interim actions” with required mitigation plans, the responsible entity could overcome 

the physical or safety related obstacles to achieving the completely enclosed physical 

boundary.  NERC believes this is impractical, if not impossible.  In the cases where the 

completely enclosed boundary cannot be implemented, there is no possibility of 

mitigation.  It is not the “choice” of the responsible entity not to completely enclose the 

asset – it is a physical limitation which cannot be overcome.  In cases where the physical 

or safety limitations do not exist, the responsible entity is expected to comply with the 

requirements, and not use “alternative measures.”  In cases where the physical limitations 

cannot be overcome, the responsible entity cannot ignore the requirement, but must 
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implement an alternative.  This alternative is expected to be a permanent solution, not an 

“interim measure.”   

The language “alternative measure” as opposed to “technically feasible” was 

specifically chosen to require that an alternative method of providing physical security is 

implemented in these cases.  As discussed previously, technically feasible relates to a 

technical capability of existing equipment, which will be removed when the equipment is 

replaced or upgraded.  Alternative measures are not technical limitations, but physical or 

electrical limitations, which cannot be removed by replacing equipment.  In some cases, 

upgrading equipment to remove a technical infeasibility (e.g., the installation of a large 

circuit breaker or transformer with an integrated imbedded microprocessor control 

system), the replaced equipment will not be able to be completely enclosed, thereby 

requiring an alternative measure.  This upgraded equipment will have a higher level of 

cyber security, and will provide an electrically more reliable bulk electric system, even 

though it requires an alternative measure to physically secure the Critical Cyber Asset 

element of the imbedded control system. 

Thus, developing and monitoring a mitigation plan that will never be completed is 

a waste of resources both for the responsible entity, as well as the regional entity and the 

ERO.  Requiring this activity will divert resources away from productive uses.  It also 

will lead to reduced attention to activities which would be able to increase cyber or 

physical security and improve bulk power system reliability. 

NERC Requested Action 

NERC requests that the Commission’s proposal to treat “alternative measures” as 

“interim measures” requiring a mitigation plan be omitted from the Final Rule.  Instead, 
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the Commission should recommend that a modification be developed through the 

Commission-approved reliability standards development process.  Such a modification 

could include a requirement to (i) document and justify why the completely enclosed 

physical border cannot be implemented without adversely affecting overall reliability and 

(ii) describe what alternative measures were taken. 

G. Identification of Critical Assets and Critical Cyber Assets (PP 89-119, 170-172) 

In reviewing the NOPR, NERC is concerned that, in at least one case, the 

Commission confuses the definition of Critical Assets and Critical Cyber Assets.   In 

paragraph 115 of the NOPR, the Commission urges that sufficient rigor be applied to 

determine if “control systems” are “critical assets.”  In the context of the discussion, the 

control center, substation, or generating plant would be a Critical Asset.  Thus, the 

control system would be (or would be comprised of) Critical Assets.   

However, NERC wishes to clarify that assets do not become Critical Cyber Assets 

simply because they are Cyber Assets.  Rather, Cyber Assets become Critical Cyber 

Assets because they are essential to the reliable operation of Critical Assets.  Assets 

become Critical Assets because they are essential to the reliable operation of the bulk 

power system. 

Many of the issues the Commission brings up with respect to the selection of 

Critical Assets and Critical Cyber Assets have already been discussed in other sections of 

this response (i.e., Oversight Issues, and Inclusion of “How” Language).  NERC agrees 

that it could provide further guidance (in the form of a supplemental Guideline) on 

performing risk-based assessments to be used to determine a responsible entity’s Critical 

Assets.  As a result, the Risk Assessment Working Group of the Critical Infrastructure 
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Protection Committee of NERC has already begun development of a guideline 

concerning this topic.  This guideline, when completed, should address the Commission’s 

fundamental concern – that of providing guidance to responsible entities on how to 

perform the required risk-based assessments. 

However, NERC is concerned that the Commission expects the ERO or the 

Regional Entity to provide a “consulting service” to assist entities in determining or 

approving Critical Assets.   NERC believes that this creates a serious conflict to 

impartially assess compliance with the standards.  NERC believes that, if such an 

external review or guidance is deemed necessary, it should be the obligation of the 

responsible entity’s Reliability Coordinator, Regional Transmission Organization, or 

Independent System Operator, since each of these organization types provides for both an 

operational viewpoint, and a wide-area view of the responsible entity’s assets and the 

respective relationships with other surrounding responsible entities.  NERC understands 

that the information concerning Critical Assets may be sensitive or contain other 

confidential information.  NERC believes that protection of this information may be 

accomplished through confidentiality agreements or non-disclosure agreements to protect 

the information from inappropriate disclosure. 

In addition to conflict of interest issues, placing this responsibility on the ERO or 

regional entity would place an undue burden on them.  NERC does not believe that it 

places a significant incremental burden on the other suggested entities, since assessing 

operational criticality is within their scope(s).   

NERC notes, however, that the Reliability Readiness program is in an ideal 

position to assess the effectiveness of an entity’s risk assessment methodology, and to 
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determine whether or not it is effective in identifying the required Critical Assets of the 

responsible entity.  Similarly, the Compliance Audit process can determine if the process 

has been followed by ensuring that the resultant list of Critical Assets and Critical Cyber 

Assets meets both the definitions and requirements of the standards, and follows the 

entity’s risk assessment methodology. 

NERC Requested Action 

NERC requests that Commission decline to include in the Final Rule an 

obligation on the part of the Regional Entity or the ERO to develop a mechanism to 

approve the lists of critical assets.  NERC would, however, support the inclusion of 

language in standard CIP-002-1 essentially requiring that each responsible entity 

“coordinate with its Reliability Coordinator, Independent System Operator, or Regional 

Transmission Organization (as appropriate) to ensure coordination of Critical Assets.”  

Such language again should ultimately be developed through the Commission-approved 

reliability standards development process. 

H. Market Data (P 114)  

In the NOPR, the Commission notes “that the definition of “Critical Cyber 

Assets” encompasses data.”30  According to the Commission, “Thus, marketing or other 

data essential to the proper operation of a critical asset, and possibly the computer 

systems that produce or process that data, would be considered critical cyber assets 

subject to the CIP Reliability Standards.”31  The Commission proposes to direct the ERO 

                                                 
30 NOPR at P 114. 
31 Id. 
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to develop guidance on the steps that would be required to apply the CIP Reliability 

Standards to such data and to include computer systems that produce the data.32 

NERC agrees with the Commission that Critical Cyber Assets includes “data,” as 

specified in the definition.  However, that “data” provision, as with all other provisions of 

these reliability standards, refers to data associated with the reliable operations of the 

bulk power system.  As such, NERC does not see how the jump from “data” to 

“marketing or other data” is supported by the language in a reliability standard.  NERC 

acknowledges that “marketing or other data” meets the definition of a Cyber Asset.  

However, in order to meet the definition of a Critical Cyber Asset, it must be “essential to 

the reliable operation of [a] Critical Asset[].”  Since a Critical Asset must relate to the 

reliability of the bulk power system, “marketing or other data” cannot be classified as a 

Critical Cyber Asset.   

Similarly, market systems (which contain the market data) do not meet the 

definition of a Critical Cyber Asset, because they do not support the reliable operations of 

the bulk power system.  Rather, they support the market function of the system.  Only in 

cases where reliability functions and market functions are implemented within the same 

system, or are implemented on systems located within the Electronic Security Perimeter, 

should the market data be protected by these standards, and in that case, only as Cyber 

Assets located within the same Electronic Security Perimeter as Critical Cyber Assets. 

These systems and data may necessarily require protection through other means.  

However, NERC believes that neither the legislation nor regulations provides the 

requisite authority to do so in the context of reliability standards. 

 
                                                 
32 Id. 
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NERC Requested Action 

NERC requests that the Commission omit references to the “marketing or other 

data” language in the Final Rule.  However, NERC supports referring instead to the term 

“reliability data,” subject to such modifications being developed through the 

Commission-approved reliability standards development process. 

I. Inclusion of Non-CIP Standards Topics in Policy (PP 126-127) 

In paragraphs 126 and 127 of the NOPR, the Commission is proposing to require 

additional details in the required security policy, including a number of issues specifically 

not included within the scope of the cyber security standards.  Of primary concern to 

NERC are the telecommunications links between Electronic Security Perimeters which 

were specifically excluded from these standards.  Additional suggested topics include 

wireless communications issues, protection architectures (defense in depth), 

uninterruptible power supplies and heating, ventilation and air-conditioning equipment, 

none of which are bulk power system reliability issues, and the inclusion of which would 

not support reliable operations of the bulk power system.   The Commission further 

recommends that issues of internal corporate governance and system architecture should 

be included as required elements.  

The Commission’s proposal would expand the scope of the standards to 

encompass issues that either have no bearing on bulk power system reliability, or are 

specifically excluded from this set of cyber security standards.  Rather, the Commission’s 

proposal is essentially a “how” issue which should be left to the industry to address, for 

the reasons discussed above. 
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NERC Requested Action 

NERC requests that the Commission decline to direct the ERO in the Final Rule 

to modify CIP-003-1 to provide additional guidance for the topics and processes that the 

required cyber security policy should address to ensure that the responsible entity 

reasonably protects its Critical Cyber Assets.  Rather, the Commission should permit and 

encourage the development of “how” guidelines and workpapers. 

J. Defense in Depth (PP 178-181, 210-214, 244)  

In the NOPR, the Commission states that “a responsible entity should use a cyber 

security protection program that contains additional security measures to detect and stop 

intrusions that penetrate the outer shell of the defense (i.e., a defense in depth 

approach).”33  The defense-in-depth provisions recommended by the Commission make 

sense in a control center environment. Additional layers of electronic security and 

physical security are readily able to be implemented, and they are prudent due to the 

centralized function performed at a control center.  However, NERC continues to 

question the direct impact to the reliability of the bulk power system from implementing 

these actions in a substation or generating plant environment. 

Within a substation, there is no practical way to implement a second physical 

perimeter without jeopardizing the reliability of the substation itself.  While it may seem 

to make sense that the border fence of a substation is an exterior perimeter, this is 

counterintuitive for a cyber security standard.  The border fence does play a role in 

providing protection of both the physical assets (e.g., breakers, transformers, and bus 

bars) at the substation, as well as containing the mandated Physical Security Perimeter 

(generally the control building in the substation).  Implementation of the same controls 
                                                 
33 Id. NOPR at 178. 
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(e.g., monitoring, logging, access control, personnel management, and training) on the 

outer fence as are required on the existing proposed perimeter will be extremely 

burdensome for responsible entities to comply with and may result in inefficient use of 

substation resources.  In most substations, physical space around the control building is at 

a premium, and implementing an additional perimeter is problematic.  If the control 

building structure is still expected to be the “inner” perimeter, then, by necessity, a new 

perimeter (most likely an additional fence) will need to be built.  In space-restricted 

substations this will likely be impossible.  Similarly, if the control building structure is 

expected to be the “outer” perimeter, additional construction – whether solid walls or 

fence-like caging – will need to be constructed inside the control building.  Doing so will 

be difficult, if not impossible in many space-limited control buildings.  In addition to the 

space limitations, there may be worker safety issues that must be addressed before any 

construction may proceed.  (See, e.g., National Electric Safety Code.) 

In a generating plant environment, NERC expects that the existing installed 

equipment implementation will need to have some additional construction or cabinet 

installation required due to the distributed nature of the equipment.  It seems 

counterintuitive to require that these new constructions be built as “cabinets within 

cabinets” or “rooms within rooms.”  This kind of construction or implementation seems 

to be burdensome, and it is not clear that a significant increase in security would result 

compared to the potential impact on reliable operations 

For cyber security, the accepted mainstream information technology trend when 

implementing defense in depth is to implement multiple Electronic Security Perimeter 

devices (generally called “firewalls”) from different vendors in a series, requiring all 
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traffic to traverse both firewalls before being allowed to enter the protected zone.  These 

different firewalls are managed using different management tools, perhaps by different 

staffs, all resulting in separate “rings” implementing the same desired protections with 

different methods.  The expected result is that a failure of one ring (either a software bug 

or incorrectly implemented rule set) only appears on one of the two perimeters, thereby 

allowing the other perimeter to provide the desired protection.  For small numbers of 

zones, which protect relatively large numbers of assets (e.g., a single zone containing all 

of the corporate servers), this makes implementation and economic sense.  The large 

number of protected assets allows the multiple perimeter devices to be amortized across 

the large number of protected assets, resulting in little cost impact on a per-asset basis.  

Additionally, there are a large number of mature product offerings available for 

traditional information technology environments. 

However, this multi-layer defense comes at a cost to performance and reliability.  

Each “hop” through a perimeter device introduces a delay in the transmission of the data.  

In a traditional information technology environment, this may be tolerable, or may be 

mitigated through the use of higher-speed networks.  In a control system environment, 

neither option may be acceptable or available.  Additional equipment takes up space in 

equipment racks, and uses additional power and cooling, which in some cases, may be at 

a premium, or introduce equipment reliability problems.  Certified equipment availability 

from different vendors may not be available for all protocols and toolsets used in the 

control system environment.  Additionally, there is now twice as much equipment which 

must be functional in order to maintain reliable operations.  Any time there is an increase 

in the number of components which must be running in series, the availability of the 
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entire system decreases.  In this case, this results in an overall decrease in the reliability 

of the system.  Last, but not least, is the impact of having twice as much equipment at a 

substation or generating plant to, install, service, maintain, and for which to provide 

instruction and training.   

Furthermore, NERC is concerned that the Commission is proposing changes that 

are generally unsupported by industry comments to date.  NERC therefore proposes that 

these issues be discussed in the reliability standards development process. 

NERC Requested Action 

For the reasons stated above, NERC requests that the Commission omit the 

requirements for “defense in depth” approach from the Final Rule. 

K. Vulnerability Assessments, Full Operational Recovery Exercise, and Test  
 Environments (PP 198-202, 227-230, 257-260, 281-286, 299-304) 
 
The Commission proposes requiring “live vulnerability assessments” of the 

Electronic Security Perimeter at least once every three years, except where not 

“technically feasible.”34  The Commission also proposes requiring “full operational 

exercises” of the incident response plan and of the recovery plan at least once every three 

years.35  It also proposes to direct the ERO to further define the term “full operational 

exercises.”36 

The Commission also recognizes that it is not always possible to precisely 

duplicate the production system in a test environment.37     

Implementing such a requirement would be ill-advised because of the potential 

for extreme un-reliability resulting from an improperly run test, or the exploitation of an 

                                                 
34 NOPR at P 202. 
35 NOPR at PP 286 and 303. 
36 NOPR at P 286. 
37 NOPR at P 230. 
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unknown or unforeseen vulnerability.  NERC agrees that performing such tests in a test 

environment (if such an environment exists) is extremely useful and desirable, but 

performing such tests in situ in almost all cases would directly lead to significantly 

degraded reliability at that Critical Asset.  Because the whole purpose of implementing 

Reliability Standards is an increase in reliability, NERC does not see any justification for 

performing live tests. 

NERC believes that active vulnerability assessments of test systems are beneficial 

to understanding potential attacks.  NERC finds it problematic to require test 

environments for all possible instances of Electronic Security Perimeters and Critical 

Cyber Assets.  While most modern control center instances contain such environments, 

they are rare for substation and generating plant environments, and the required resources 

could not be justified simply to perform active vulnerability tests once every three years. 

Test systems are required for testing of patches and software updates; however, 

these are not required to exactly match or mirror the operational system.  For example, if 

a substation consists of many Intelligent Electronic Devices (IEDs), but only a small 

number (say three to five) different models of IEDs, then the test environment for patches 

and updates need only have one of each model in order to test updates.  Depending on the 

vendor implementation, a single IED representative of all of the IEDs may be sufficient 

for this purpose.  This environment should be able to be used to test for software 

vulnerabilities, even though it is not a “full” or “complete” instantiation of the real 

environment – it does contain and represent the minimum and essential equipment to 

perform the test.  NERC could support performing active tests in such an environment, 

provided the responsible entity could document and demonstrate that the test 
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environment and the tests performed do, in fact, map to all the implemented components 

of the live environment. 

NERC has similar concerns with the Commission’s use of “full operational 

exercises” to test recovery plans.  For example, NERC is concerned that the use of the 

term will require that a substation control environment will need to be completely re-

constructed from scratch to ensure that it may be recovered following an incident.  In the 

case of an information technology-only system (such as components of an emergency 

management system (EMS)), or for high-value centralized systems with “limited” 

specialized components (such as a SCADA system with its communications 

requirements), it may be practical to hold dedicated exercises through the use of 

dedicated equipment.  NERC believes that requiring such “full” exercises in a substation 

or generating plant environment to be wasteful of resources, and not a significant 

reliability benefit.  Even if such exercises were to be performed, each substation or 

generating plant implementation is different.  “Full” exercises might imply that each 

specific substation and generating plant (or even each generating unit at a generating 

plant) would need to be exercised separately to ensure that the specific nuances of each 

implementation are exercised.   

Furthermore, this requirement implies that the recovery of a failed or damaged 

location will exactly mirror the failed implementation.  When significant damage or 

failure occurs, responsible entities must take such action as necessary to ensure that its 

equipment meets the operational and cyber security requirements and expectations.   

As discussed above, NERC believes that limited operational exercises may 

provide a benefit to ensure, for example, proper software and configuration files are 
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available to rapidly restore a partially failed or damaged installation.  It is reasonable that 

a responsible entity should be able to demonstrate that a failed component (i.e., a single 

IED or single server of a control system) can be restored and returned to service.  This 

requires the same kind of representative test environment as has been discussed above as 

being required for software update testing and vulnerability assessment. 

NERC Requested Action 

NERC therefore requests that the Commission decline to include its proposed 

requirements for “live vulnerability testing” and “full operational exercises” in the Final 

Rule.  Rather, NERC proposes replacing “live vulnerability testing” with “active 

vulnerability assessments of test systems.”  NERC also proposes replacing “full 

operational exercises” with “demonstrated restoration of Critical Cyber Assets in a test 

environment.”  NERC believes that the “active” nature of the NERC proposed language 

addresses the concerns of the Commission, while ensuring reliable operations of the bulk 

power system.  These modifications also must be effectuated through the Commission-

approved reliability standards development process. 

L. Forensics (PP 294-298) 

The Commission proposes to require the collection of “forensics data” as part of 

the recovery plans required in CIP-009-1.  Furthermore, the Commission recognizes that 

this capability may “present considerable technical limitations” for implementation.  In 

addition, the Commission proposes that “raising the bar” to require forensics data 

collection when implementing a recovery plan. 

NERC is concerned with these proposals for a number or reasons.  First, 

“forensics” as it is generally used within the security domain implies a significant burden 
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when invoking the term.  Forensics is defined by the American Heritage dictionary as 

“the use of science and technology to investigate and establish facts in criminal or civil 

courts of law.”  It implies significant scientific rigor and legal requirement, including 

certifications and training when the term is invoked, “chain of custody” requirements for 

any data or evidence collected, and specialized tools designed to make sure that the tools 

do not introduce any changes to collected data that may change the data which renders it 

useless to be evidence in a legal proceeding.  Forensic data collection is often associated 

with “yellow tape” surrounding a “crime scene,” and “evidence seizure” intended to 

make sure that the sanctity of the data is not violated.  None of these are conducive to 

rapidly restoring service, or to maintaining or enhancing reliable operations of an already 

failed component. 

Invoking the term “forensics” also implies that the data to be collected is in an 

accessible format and that data collection tools are readily available.  Formal data 

collection skills are highly specialized, and a responsible entity is very unlikely to have 

such skills and tools rapidly available for response, especially to remote sites.  Even large 

multi-national corporations do not maintain this skill set on a 24- by-7 rapid response 

call-out basis, and organizations that do (i.e., law enforcement) are not concerned with 

rapidly restoring the equipment back to service.  Thus, NERC is concerned that even in 

the case where the technical capabilities exist, that the processes required by “forensics” 

do not support reliable operations of the bulk power system. 

Part of the Commission’s desire to “raise the bar” would seem to require new 

technical developments for forensic data creation, collection and analysis, none of which 

are under the control of the responsible entities.  It does not seem realistic or appropriate 
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to create a requirement in a mandatory standard that cannot be widely accomplished.  

Even in cases where the collection is possible, such data collection is at odds with the 

responsibility to rapidly restore reliable operations to the bulk power system. 

NERC believes that the Commission’s intent would be better served through the 

development of a guideline concerning how data can be collected and analyzed to 

determine causes of failures.  NERC, FERC, and the responsible entities could then work 

together to engage control system vendors and manufactures to develop and implement 

changes to their products to more readily allow the collection of high quality cyber event 

data, that can be used together with operational data to better understand the specific 

events which caused the outage or failure leading up to the need to invoke the incident 

response plan.  The vendor community is in the best position to develop these toolsets, 

because, in most cases, both hardware and software modifications would be required to 

allow the rapid and efficient collection of quality data.  Furthermore, technical standards 

will need to be developed to allow different manufactures to generate such event log data 

in a common format for analysis.  Equipment vendors need to be involved in these 

technical standards and product development efforts, not the ERO-jurisdictional 

responsible entities. 

NERC Requested Action 

Therefore, NERC requests that the term “forensics” be removed from the 

language in the Final Rule.  Rather, it should be replaced with the language “data 

collection for post-event analysis, where technically feasible.”  Again, such change 

should be effectuated through the Commission-approved reliability standards 

development process. 
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M. Violation Risk Factors (PP 321-331) 

In the NOPR, the Commission proposes to approve the 162 proposed Violation 

Risk Factor assignments that correspond to the Requirements of the CIP Reliability 

Standards and directs NERC to revise 43 of them.  In addition, the Commission notes that 

NERC did not assign Violation Risk Factors to nine Requirements and proposes to direct 

NERC to make these Violation Risk Factor assignments and file them for Commission 

approval.  The Commission directs that a compliance filing be submitted within 60 days 

of the final rule and must include a matrix regarding the violation risk factor assignments. 

NERC Requested Action 

 NERC requests that the Commission revise its recommendation in the Final Rule, 

consistent with the Commission’s pronouncements in its April 19, 2007 Order, in Docket 

No. RR06-1-006, in which the Commission stated that the violation risk factors may be 

addressed in the Commission-approved reliability standards development process, so 

long as it produces timely results.  See North American Electric Reliability Corp., 119 

FERC ¶ 61,046 (2007). 

V. CONCLUSIONS AND ACTIONS REQUESTED OF THE COMMISSION 
 
 NERC appreciates the opportunity to submit these comments and urges the 

Commission to take action consistent with the comments herein.  Specifically, NERC 

proposes that the Commission take the following action in its Final Rule: 

1. NERC requests that the Commission adopt the cyber security standards 

and implementation plan as proposed in the notice of proposed rulemaking. 

2. NERC requests that the Commission modify its proposal to make clear 

that it is not requiring the inclusion of “how” language within the standards themselves.  



 

  Page 41

Rather, the Commission should allow the development of supporting references such as 

related documents that support implementation of the reliability standard, but are not 

themselves mandatory, including notes pertaining to implementation or compliance, 

procedures, practices, training references, technical references, and white papers to 

provide this guidance.  

3. NERC urges the Commission to allow the existing oversight framework to 

work without imposing new or different requirements for the cyber security standards as 

separate from the existing processes in place for the other standards. 

4. NERC requests that the Commission revise its proposed modification to 

specify that the “reasonable business judgment” language be removed through the 

Commission-approved reliability standards development process. 

5. NERC requests that the Commission revise its proposed modification to 

specify that the “risk acceptance” language be removed through the Commission-

approved reliability standards development process. 

6. The Commission properly has recognized that an exception from 

compliance with cyber security standards, based on the concept of “technical feasibility,” 

is appropriate.  Upon further consideration of the third party and Commission comments, 

NERC believes that the technical feasibility exception should be renamed in the Final 

Rule as an “Exemption for Reliability.”  With respect to the Commission’s specific 

directives, NERC believes that the appropriate way for these to be addressed is through 

the Commission-approved reliability standards development process.  NERC supports 

clarification of the standards to ensure that the use of such an exemption must be 

documented and justified in terms of its impact on bulk power system reliability.  
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7. NERC requests that the Commission’s proposal to treat “alternative 

measures” as “interim measures” requiring a mitigation plan be omitted from the Final 

Rule.  Instead, the Commission should recommend that a modification be developed 

through the Commission-approved reliability standards development process.  Such a 

modification could include a requirement to (i) document and justify why the completely 

enclosed physical border cannot be implemented without adversely affecting overall 

reliability and (ii) describe what alternative measures were taken. 

8. NERC requests that Commission decline to include in the Final Rule an 

obligation on the part of the Regional Entity or the ERO to develop lists of critical assets.  

NERC would, however, support the inclusion of language in standard CIP-002-1 

essentially requiring that each responsible entity “coordinate with its Reliability 

Coordinator, Independent System Operator, or Regional Transmission Organization (as 

appropriate) to ensure coordination of Critical Assets.”  Such language again should 

ultimately be developed through the Commission-approved reliability standards 

development process. 

9. NERC requests that the Commission omit references to the “marketing or 

other data” language in the Final Rule.  However, NERC supports referring instead to the 

term “reliability data,” subject to such modifications being developed through the 

Commission-approved reliability standards development process. 

10. NERC requests that the Commission decline to direct the ERO in the Final 

Rule to modify CIP-003-1 to provide additional guidance for the topics and processes 

that the required cyber security policy should address to ensure that the responsible entity 

reasonably protects its Critical Cyber Assets. 
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11. NERC requests that the Commission omit the requirements for “defense in 

depth” approach from the Final Rule. 

12. NERC requests that the Commission decline to include its proposed 

requirements for “live vulnerability testing” and “full operational exercises” in the Final 

Rule.  Rather, NERC proposes replacing “live vulnerability testing” with “active 

vulnerability assessments of test systems.”  NERC also proposes replacing “full 

operational exercises” with “demonstrated restoration of Critical Cyber Assets in a test 

environment.”  NERC believes that the “active” nature of the NERC proposed language 

addresses the concerns of the Commission, while ensuring reliable operations of the bulk 

power system.  These modifications also must be effectuated through the Commission-

approved reliability standards development process. 

13. NERC requests that the term “forensics” be removed from the language in 

the Final Rule.  Rather, it should be replaced with the language “data collection for post-

event analysis, where technically feasible.”  Again, such change should be effectuated 

through the Commission-approved reliability standards development process. 

 14. NERC requests that the Commission revise its recommendation in the 

Final Rule, consistent with the Commission’s pronouncements in its April 19, 2007 

Order, in Docket No. RR06-1-006, in which the Commission stated that the violation risk 

factors may be addressed in the Commission-approved reliability standards development 

process, so long as it produces timely results. 
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Rick Sergel 
President and Chief Executive Officer 
David N.  Cook 
Vice President and General Counsel 
North American Electric Reliability Corporation  
116-390 Village Boulevard 
Princeton, NJ 08540-5731 
(609) 452-8060 
(609) 452-9550 – facsimile 
david.cook@nerc.net 

/s/ Rebecca J. Michael__________ 
Rebecca J. Michael 
Attorney 
North American Electric Reliability      

Corporation 
1120 G Street, N.W., Suite 990 
Washington, D.C. 20005-3801 
(202) 393-3998 
(202) 393-3955 – facsimile 
rebecca.michael@nerc.net 

 


