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UNITED STATES OF AMERICA
BEFORE THE
FEDERAL ENERGY REGULATORY COMMISSION

North American Electric Reliability Corporation ) Docket No.
)
PETITION OF THE
NORTH AMERICAN ELECTRIC RELIABILITY CORPORATION
FOR APPROVAL OF

CRITICAL INFRASTRUCTURE PROTECTION RELIABILITY STANDARDS

Pursuant to Section 215(d)(1) of the Federal Power Act (“FPA”)! and Section 39.5 of the
regulations of the Federal Energy Regulatory Commission (“FERC” or “Commission”),? the
North American Electric Reliability Corporation (“NERC”)? hereby submits for Commission
approval the following eleven proposed Critical Infrastructure Protection (“CIP”) Reliability
Standards:*

CIP-002-7 - Cyber Security — BES Cyber System Categorization

CIP-003-10 - Cyber Security — Security Management Controls

CIP-004-8 - Cyber Security — Personnel & Training

CIP-005-8 - Cyber Security — Electronic Security Perimeter(s)

CIP-006-7 - Cyber Security — Physical Security of BES Cyber Systems

CIP-007-7 - Cyber Security — Systems Security Management

CIP-008-7 - Cyber Security — Incident Reporting and Response Planning

e (CIP-009-7 - Cyber Security — Recovery Plans for BES Cyber Systems

e CIP-010-5 - Cyber Security — Configuration Change Management and Vulnerability
Assessments

e CIP-011-4 - Cyber Security — Information Protection

e (CIP-013-3 - Cyber Security — Supply Chain Risk Management

! 16 U.S.C. § 824o.

2 18 C.F.R. § 39.5 (2023).

3 The Commission certified NERC as the electric reliability organization (“ERO”) in accordance with
Section 215 of the FPA. N. Am. Elec. Reliability Corp., 116 FERC 4 61,062 (2006) order on reh’g & compliance,
117 FERC 9 61,126 (2006), aff’d sub nom. Alcoa, Inc. v. FERC, 564 F.3d 1342 (D.C. Cir. 2009) [hereinafter ERO
Certification Order].

4 Unless otherwise indicated, all capitalized terms used in this petition shall have the meaning set forth in the
Glossary of Terms used in NERC Reliability Standards (“NERC Glossary”),
https://www.nerc.com/pa/Stand/Glossary%200f%20Terms/Glossary of Terms.pdf.



For the reasons discussed below, NERC requests that the Commission approve the
proposed Reliability Standards, provided in Exhibit A hereto, as just, reasonable, not unduly
discriminatory or preferential, and in the public interest. NERC also requests approval of: (1)
four new and 18 proposed revised definitions, as shown in Exhibit A, for inclusion in the NERC
Glossary; (2) the associated Implementation Plan (Exhibit B); (3) the associated Violation Risk
Factors (“VRFs”) and Violation Severity Levels (“VSLs”) (Exhibit F); and (4) the retirement of
currently effective Reliability Standards.’

As required by Section 39.5(a) of the Commission’s regulations,’ this petition presents
the technical basis and purpose of the proposed Reliability Standards, a summary of the
development history (Exhibit G), and a demonstration that the proposed Reliability Standards
meet the criteria identified by the Commission in Order No. 6727 (Exhibit C). The NERC Board
of Trustees adopted the proposed Reliability Standards on May 9, 2024.

I. SUMMARY

Over the past decade, technology supporting and enabling the industrial control systems
that operate the Bulk-Power System has evolved rapidly. Along with that evolution, the risks
facing the Bulk Power System and the methods for mitigating those risks have also evolved. To
accommodate this evolution, the NERC CIP Reliability Standards must provide Responsible
Entities® the flexibility to adopt new and innovative technologies to operate their systems

effectively and efficiently while maintaining a robust security posture.

3 NERC is requesting the retirement of CIP-002-5.1.a, CIP-003-9, CIP-004-7, CIP-005-7, CIP-006-6, CIP-
007-6, CIP-008-6, CIP-009-6, CIP-010-4, CIP-011-3, and CIP-013-2.
6 18 C.F.R. § 39.5(a).

7 Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the

Establishment, Approval, and Enforcement of Electric Reliability Standards, Order No. 672, 114 FERC 61,104 at
PP 262, 321-37 (2006) [hereinafter Order No. 672], order on reh’g, Order No. 672-A, 114 FERC 61,328 (2006).

As used in the CIP Reliability Standards, a Responsible Entity refers to the registered entity responsible for
the implementation of and compliance with a particular requirement.



One such technological advance has been the proliferation of virtualization technologies.
The National Institute of Standards and Technology (“NIST”) defines virtualization as “the
process of creating virtual, as opposed to physical, versions of computer hardware to minimize
the amount of physical hardware resources required to perform various functions.”® The
proposed revisions to the CIP Reliability Standards and NERC Glossary are designed to support
reliability by addressing the use of virtualization technologies in environments subject to the CIP
Reliability Standards. The proposed standards provide Responsible Entities an opportunity to
take advantage of the newer concepts and efficiencies facilitated by virtualization as well as
implement innovative security techniques enhanced by virtualization. Under the proposed
revisions, Responsible Entities may still maintain perimeter-based network security but may also
choose to adopt different, but effective, security approaches, such as Zero Trust Architecture,'”
around communications with applicable systems.

The suite of cyber security CIP Reliability Standards is a framework that applies
protections to BES Cyber Systems based on their impact to the Bulk Electric System (“BES”) if

rendered unavailable, degraded, or misused. This framework categorizing BES Cyber Systems

into high, medium, and low impact was established in the “Version 5”!' Reliability Standards

? Virtualization and Cloud Computing Services, Notice of Inquiry, 170 FERC § 61,110 at P 4 (2020) (citing
the National Institute of Standards and Technology, Guide to Security for Full Virtualization Technologies, Special
Publication 800-125 (Jan. 2011), https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-125.pdf.)

10 According to the NIST, Zero Trust Architecture is defined as “A security model, a set of system design
principles, and a coordinated cybersecurity and system management strategy based on an acknowledgement that
threats exist both inside and outside traditional network boundaries. The zero trust security model eliminates implicit
trust in any one element, component, node, or service and instead requires continuous verification of the operational
picture via real-time information from multiple sources to determine access and other system responses.” NIST,
Developing Cyber-Resilient Systems: A Systems Security Engineering Approach, Special Publication 800-160, Vol.
2, Rev. 1, App. A pg. 70 (Dec. 2021), https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
160v2r1.pdf.

1 The “Version 5” Reliability Standards refer to CIP-002-5.1a, CIP-003-5, CIP-004-5, CIP-005-5, CIP-006-
5, CIP-007-5, CIP-008-5, CIP-009-5, CIP-010-1, and CIP-011-1.



that became effective in the United States in 2016. During implementation, industry recognized
opportunities for improvement to the standards, including addressing the use of virtualization.

As discussed below, the use of virtualization, which provides for the separation, or
abstraction,!? of the physical components from the software components (such as an operating
system), is not specifically addressed within the currently enforceable CIP Reliability Standards
framework. The current framework, adopted as part of the “Version 5” revisions, was designed
around the concept that devices have a one-to-one relationship between software and hardware.
Many of the required controls are thus designed to fit that concept. A fundamental element in the
currently enforceable CIP Reliability Standards revolves around implementation of a “perimeter-
based” security model, through the establishment of an Electronic Security Perimeter, to manage
communications to BES Cyber Systems through an Electronic Access Point.

This approach, however, does not allow for Responsible Entities to take full advantage of
the benefits of virtualization, including the adoption of other security models, such as Zero Trust
Architecture, that are enhanced with virtual network technologies. For instance, with Zero Trust
Architecture, Responsible Entities can manage communications in a granular, “no trust” manner
to address threats that could exist inside traditional, perimeter-based models.

The proposed CIP Reliability Standards and associated definitions are thus designed to
facilitate the use of the full range of virtualized technologies securely. The proposed Reliability
Standards not only allow entities to more fully implement virtualization, but they also address
the risks associated with virtualized environments, such as “side channel” attacks where virtual
systems executing on the same hardware could affect one another. The proposed standards do so

by leveraging “security objectives” to focus requirements on the essential elements a

12 Abstraction in the virtualization context means the separation or isolation of software, such as operating

systems, and other data from the underlying hardware.



Responsible Entity must meet to support reliability. The use of security objectives establishes a
framework that could adapt to newer technologies and innovative security models. Recognizing
that virtualization technologies will not be adopted uniformly across all Responsible Entities or
across all Responsible Entity environments, the proposed CIP Reliability Standards would permit
Responsible Entities with more “traditional” architecture to continue with their current
configurations.

The most significant changes in the proposed Reliability Standards occur to the
“technical” CIP Reliability Standards (i.e., those standards focused on technical as opposed to
administrative or procedural controls) and their associated definitions: proposed Reliability
Standard CIP-005-8 — Cyber Security — Electronic Security Perimeter(s), proposed Reliability
Standard CIP-007-7 — Cyber Security — Systems Security Management, and proposed Reliability
Standard CIP-010-5 — Cyber Security — Configuration Change Management and Vulnerability
Assessments. These changes addressing virtualization fall into four general categories:

1. Support of different security models by adjusting language around perimeter-based
models to accommodate other security models, where more granular, policy-based
controls may be used;

2. Recognition of virtualization infrastructure and virtual machines through new and revised
terms in the NERC Glossary;

3. Broadening of change management approaches beyond a baseline-only configuration to
recognize the dynamic nature of virtualized technologies, such as container technology'
where applications are “virtualized” and no longer installed on specific servers; and

4. Managing accessibility and attack surfaces of a virtualized configuration.

See Section IV.A.1 of this petition for background on some key concepts of virtualized technologies.



Each of these changes was considered in the context of the CIP framework and incorporated to
support the current security posture of Responsible Entities and to allow for enhanced security
posture when using other, newer technologies.

In addition to addressing virtualization, the proposed Reliability Standards support
reliability by clarifying concepts that NERC, the Regional Entities, and Responsible Entities
identified during implementation of prior versions of the CIP Reliability Standards, including
Interactive Remote Access, CIP Exceptional Circumstances, and Technical Feasibility
Exceptions. '

NERC requests that the Commission approve the proposed Reliability Standards and
associated definitions as just, reasonable, not unduly discriminatory or preferential, and in the
public interest. The proposed Reliability Standards enhance reliability with security objectives

that help transform the CIP Reliability Standards into a framework that can support cyber

security of the grid now and into the future.

14 Technical Feasibility Exceptions are defined in Appendix 2 to the NERC Rules of Procedure,

https://www.nerc.com/AboutNERC/RulesOfProcedure/ Appendix%202%20eff%2020240627 signed.pdf.



II. NOTICES AND COMMUNICATIONS

Notices and communications with respect to this filing may be addressed to the

following: '

Lauren Perotti Soo Jin Kim
Assistant General Counsel Vice President and Director of Engineering and
Marisa Hecht Standards
Senior Counsel North American Electric Reliability
North American Electric Reliability Corporation
Corporation 3353 Peachtree Road, N.E.
1401 H Street NW, Suite 410 Suite 600, North Tower
Washington, D.C. 20005 Atlanta, GA 30326
202-400-3000 404-446-2560
Marisa.hecht@nerc.net Soo.jin.kim@nerc.net

Lauren.perotti@nerc.net
III. BACKGROUND

The following background information is provided below: (a) an explanation of the
regulatory framework for NERC; (b) a description of the NERC Reliability Standards
Development Procedure; and (c) the history of Project 2016-02.

A. Regulatory Framework

By enacting the Energy Policy Act of 2005,'® Congress entrusted the Commission with
the duties of approving and enforcing rules to ensure the reliability of the Bulk-Power System,
and with the duty of certifying an ERO that would be charged with developing and enforcing
mandatory Reliability Standards, subject to Commission approval. Section 215(b)(1) of the FPA
states that all users, owners, and operators of the Bulk-Power System in the United States will be
subject to Commission-approved Reliability Standards. !’ Section 215(d)(5) of the FPA

authorizes the Commission to order the ERO to submit a new or modified Reliability Standard.!®

15 NERC respectfully requests a waiver of Rule 203 of the Commission’s regulations, 18 C.F.R. § 385.203, to
allow the inclusion of more than two persons on the service list in this proceeding.

16 16 U.S.C. § 824o.

17 Id. § 824(b)(1).

13 1d. § 8240(d)(5).



Section 39.5(a) of the Commission’s regulations requires the ERO to file for Commission
approval each Reliability Standard that the ERO proposes should become mandatory and
enforceable in the United States, and each modification to a Reliability Standard that the ERO
proposes to make effective.!”

The Commission has the regulatory responsibility to approve Reliability Standards that
protect the reliability of the Bulk-Power System and to ensure that such Reliability Standards are
just, reasonable, not unduly discriminatory or preferential, and in the public interest. Pursuant to
Section 215(d)(2) of the FPA and Section 39.5(c) of the Commission’s regulations, the
Commission will give due weight to the technical expertise of the ERO with respect to the
content of a Reliability Standard.?°

B. NERC Reliability Standards Development Procedure

The proposed Reliability Standards were developed in an open and fair manner and in
accordance with the Commission-approved Reliability Standard development process.?! NERC
develops Reliability Standards in accordance with Section 300 (Reliability Standards
Development) of its Rules of Procedure and the NERC Standard Processes Manual.?? In its ERO
Certification Order, the Commission found that NERC’s proposed rules provide for reasonable
notice and opportunity for public comment, due process, openness, and a balance of interests in
developing Reliability Standards and thus satisfies certain criteria for approving Reliability

Standards.? The development process is open to any person or entity with a legitimate interest in

the reliability of the Bulk-Power System. NERC considers the comments of all stakeholders.

19 18 C.F.R. § 39.5(a).

20 16 U.S.C. § 8240(d)(2); 18 C.F.R. § 39.5(c)(1).

2 Order No. 672 at P 334.

= The NERC Rules of Procedure are available at https://www.nerc.com/AboutNERC/Pages/Rules-of-

Procedure.aspx. The NERC Standard Processes Manual is available at
https://www.nerc.com/AboutNERC/RulesOfProcedure/Appendix_ 3A SPM Clean Mar2019.pdf.
3 ERO Certification Order at P 250.



Further, a vote of stakeholders and adoption by the NERC Board of Trustees is required before
NERC submits the Reliability Standard to the Commission for approval.

C. Development of the Proposed Reliability Standards

As further described in Exhibit G hereto, NERC initiated standard development Project
2016-02 Modifications to CIP Standards (“Project 2016-02”) to address the directives from
Order No. 8222* as well as issues identified during implementation of the CIP Reliability

Standards approved in Order No. 791.%

Given the highly technical nature of the proposed
revisions and the need to respond to Responsible Entities’ comments for maintaining perimeter-
based controls while also allowing for different security models, the Project 2016-02 drafting
team dedicated several ballot periods to developing the language that achieved consensus: one
initial comment period and ballot, and four additional comment periods and ballots. In addition,
the Project 2016-02 drafting team completed several other items on its SARs, such as addressing
FERC directives from Order No. 822 regarding protection of transient electronic devices,
protections for communications network components between Control Centers, and revising
electronic access controls for low impact BES Cyber Systems, among others, prior to focusing
on virtualization. The first draft of the proposed standards were posted for an initial 60-day
formal comment period and ballot from January 22 — March 22, 2021.

As the Reliability Standards achieved consensus during different additional ballot

periods, the following tables provide the approval percentage for those Reliability Standards that

passed in the third and fourth additional ballots.?® The final ballot percentage approvals are

1 Revised Critical Infrastructure Protection Reliability Standards, 154 FERC 4 61,037, Order No. 822 at PP
32, 73, reh’g denied, Order No. 822-A, 156 FERC 61,052 (2016).
25 Version 5 Critical Infrastructure Protection Reliability Standards, 145 FERC q 61,160, Order 791

(2013) [hereinafter Order No. 791], order on clarification and reh’g, Order No. 791-A, 146 FERC 61,188 (2014).
26 Results from all ballots conducted as well as results of non-binding polls are provided in Exhibit G.



included in a separate table. The proposed new and revised definitions and the Implementation
Plan associated with the Reliability Standards were included in the following ballots but not as a
separate ballot pool.

The following Reliability Standards received the requisite approval during the third

additional ballot from August 17 — October 7, 2022:

Standard Approval Quorum
CIP-002-7 94.63 77.89
CIP-006-7 92.60 78.07
CIP-008-7 95.67 77.74
CIP-009-7 95.38 77.74
CIP-011-4 82.59 77.74
CIP-013-3 82.88 77.74

The following Reliability Standards received the requisite approval during the fourth

additional ballot from October 3 — November 29, 2023:

Standard Approval Quorum
CIP-003-10 93.80 82.94
CIP-004-8 84.73 84.41
CIP-005-8 72.73 84.41
CIP-007-7 89.32 84.41
CIP-010-5 74.46 84.75

The final ballot was conducted from April 3 — April 12, 2024, with the following final

ballot results:

Standard Approval Quorum
CIP-002-7 94.37 84.62
CIP-003-10 93.63 85.86
CIP-004-8 86.3 86.1
CIP-005-8 75.73 86.1
CIP-006-7 94.7 83.84
CIP-007-7 90.24 86.1
CIP-008-7 96.05 83.84
CIP-009-7 95.8 83.84
CIP-010-5 76.98 86.44
CIP-011-4 86.21 83.84
CIP-013-3 86.47 83.84

10



As noted previously, the Board adopted the Reliability Standards and associated
definitions on May 9, 2024.

IV.  JUSTIFICATION FOR APPROVAL

NERC submits for Commission approval 11 proposed cyber security CIP Reliability
Standards and four new and 18 revised defined terms used in the proposed standards for
inclusion in the NERC Glossary. The proposed standards and definitions improve upon the
current standards and definitions by further refining the standards’ focus on security through the
(1) use of objectives to permit use of a broader variety of security controls, (2) revision of
requirements that focused more on compliance documentation, and (3) clarification of issues
identified during implementation of prior versions of CIP Reliability Standards. As discussed
below and in Exhibit C, the proposed Reliability Standards were developed in a fair manner and
are just, reasonable, not unduly discriminatory or preferential, and in the public interest.

As noted above, there are four basic categories of the revisions in the proposed
Reliability Standards: (1) addressing use of virtualization; (2) clarity on Interactive Remote
Access; (3) additions to the application of CIP Exceptional Circumstances; and (4) revisions to
Technical Feasibility Exception language. This section provides justification for each of these
categories of revisions and then provides additional detail on the revisions within each of the
standards and definitions.

Accordingly, Section IV is organized as follows: Sections IV.A-D provide high level
overviews of the categories of proposed revisions, and Section IV.E provides more detail on the
revisions and explains how those categories are incorporated into each standard and definition.
Section IV.F provides an overview of other administrative, minor, conforming, or clarifying
changes within the proposed CIP Reliability Standards. Section IV.G addresses the

enforceability of the proposed Reliability Standards.
11



A. Addressing Use of Virtualization

As discussed above, the most significant revisions proposed herein are designed to better
facilitate use of virtualization under the CIP Reliability Standards. The proposed Reliability
Standards leverage security objectives, which not only facilitate use of virtualization but also
further support adoption of evolving technology to help ensure resilient operation of industrial
control systems.

Section IV.A provides background on the need for the revisions addressing virtualization
as well as the justification for how these revisions accommodate certain aspects of virtualization.
Section IV.A.1 provides background on virtualization concepts that can help to understand the
infrastructure design. Section IV.A.2 describes the need for the proposed revisions to address
these virtualization concepts within the CIP requirements. Finally, Section IV.A.3 provides a
high-level overview of the revisions addressing virtualization throughout the suite of cyber
security CIP Reliability Standards. Within Section IV.A.3, the justification for the proposed
revisions is divided into the following subcategories: (1) support of different security models; (2)
recognition of virtualization infrastructure and virtual machines characteristics; (3) broadening of
change management approaches; and (4) managing accessibility and attack surfaces of a
virtualized configuration.

1. Background on Virtualization Concepts

As noted previously, virtualization is “the process of creating virtual, as opposed to
physical, versions of computer hardware to minimize the amount of physical hardware resources

required to perform various functions.” 7 There are several concepts behind virtualized

2 Virtualization and Cloud Computing Services, Notice of Inquiry, 170 FERC § 61,110 at P 4 (2020) (citing
the National Institute of Standards and Technology, Guide to Security for Full Virtualization Technologies, Special
Publication 800-125 (Jan. 2011), https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-125.pdf.).

12



environments that factored into the proposed revisions. This section provides high-level
descriptions of some of the concepts most relevant to understanding the proposed Reliability
Standards and definitions.
a. Shared Resources
A core tenet of virtualization is the ability to share hardware (both physical and
virtualized), central processing units, memory, storage, and other resources among various
virtualized operating systems, called “guest operating systems.” The use of virtualization
abstracts the software layers from the underlying hardware infrastructure so that it may be
shared. Then, in some configurations, a hypervisor manages the interactions between shared
resources and guest operating systems, helping to ensure isolation and control access, as
appropriate. Depending on the form of virtualization, hypervisors run directly on the hardware
(known as bare metal or native virtualization) or on a “host operating system” (known as hosted
virtualization).?® In other configurations, a container engine abstracts applications from the host
operating system.
b. Virtual Machines
A virtual machine is a computing stack inside a virtualized host that consists of the guest
operating system, one or more application programs, and at times, middleware.?’ Virtual
machines can be created and destroyed dynamically and are neither always running nor tied to

specific hardware. A “dormant” virtual machine is not currently executing or instantiated (i.e.,

28 National Institute of Technology (“NIST”), Guide to Security for Full Virtualization Technologies, Special
Publication 800-125 (Jan. 2011) at pg. 2-2, https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-
125.pdf.

» NIST, Secure Virtual Network Configuration for Virtual Machine (VM) Protection, Special Publication
800-125B (Mar. 2016) at pg. 1, https:/nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-125B.pdf.
Middleware is “software that lies between an operating system and the applications running on it...middleware
enables communication and data management for distributed applications.” Microsoft, What is middleware?
https://azure.microsoft.com/en-us/resources/cloud-computing-dictionary/what-is-middleware (last visited Jul. 8,
2024).

13
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“booted up”’). Dormant virtual machines exist as a file and may be dormant for a long period of
time. Whereas “traditional” Cyber Assets on a network would be patched and updated on a
regular basis, virtual machines are managed such that they would be updated as soon as they
begin to instantiate after being in a dormant state. A virtual machine instantiates (“boots”) from a
disk image file. Since the boot “disk™ is a file and not a physical disk, many individual virtual
machines can use the same “parent” image as the basis for their own “child” image. Among
other things, this allows for patching of an operating system to occur to a parent image, and the
child images incorporate that patched image upon their next instantiation. A common use of
parent and child images is virtual desktop infrastructure that delivers a temporary desktop
environment to each remote user for the duration of a session that are virtual machines
instantiated from a parent image.
c. Containers

Also called “application containers,” containers are a form of virtualization at an
individual application level, bundling the application code and its runtime environment into a
self-contained, sandboxed environment that is separate from infrastructure, including from the
host operating system. The application can then be instantiated dynamically on one or multiple
dynamic hosts. The benefit is it makes the application or logic as portable as possible and able to
be instantiated as-is without modification on a developer’s workstation, a test environment, or a
production data center without the notion of installing the application or the various runtime
dependencies into a particular operating system instance.

2. Need for Proposed Virtualization Revisions

The following section provides detail on the need for the proposed revisions related to
virtualization and is organized as follows: Section IV.A.2.a provides background information on

the recommendations for revisions resulting from lessons learned during implementation of
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Version 5 standards and discusses the benefits of virtualization; Section IV.A.2.b describes the
security models that are facilitated by virtualization; and Section IV.A.2.c discusses how the
proposed revisions help to ensure that the CIP Reliability Standards continue to accommodate
future technologies.
a. Recommendations for Revisions Based on Version 5 Implementation

During implementation of the “Version 5” CIP Reliability Standards, NERC and the
Regional Entities collaborated with industry stakeholders to help ensure a smooth transition to
the revised framework of CIP Reliability Standards. This effort was in response to the Version 5
CIP Reliability Standards’ shift in the way Responsible Entities classified BES Cyber Systems as
low, medium, and high impact from previous versions of cyber security Reliability Standards. As
a result, NERC, the Regional Entities, and industry stakeholders had the opportunity to assess
potential issues with implementation of the Version 5 standards to consider whether further
revisions were needed.>® Among other things, this effort identified that the Version 5 CIP
Reliability Standards did not specifically address use of virtualization. Accordingly, with the
increasing use of virtualization in industrial control system environments, a drafting team needed
to consider revisions to the CIP Reliability Standards that would clarify the permitted
architecture and address the security risks of virtualization technologies.

While the effort during implementation of the Version 5 Reliability Standards identified
an opportunity for revisions to address virtualization, NERC, the Regional Entities, industry
stakeholders, and FERC recognized that virtualization could have benefits for Responsible

Entities.

30 NERC, CIP V5 Issues for Standard Drafting Team Consideration (Sept. 15, 2015),
https://www.nerc.com/pa/Stand/Project%20201602%20Modifications%20t0%20CIP%20Standards%20DL/Transfer
_Issues V5TAG-SDT _Ist-final-03232016.pdf.
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As discussed in the Project 2016-02 drafting team’s white paper entitled “Virtualization
and Future Technologies Project 2016-02 Standards Drafting Team: The Case for Change”
(Exhibit D), the Project 2016-02 drafting team highlighted the following reliability benefits of
virtualization:

e Virtualization facilitates increased uptime, fast recovery capability, and flexible
architecture that can instantly adapt to changing workloads;

e Virtualization allows for racks of central processing units, memory, and disks to
be considered “raw” computing resources within high speed mesh networks;

e Ifthe workload on a particular virtual server is nearing capacity, the infrastructure
orchestration system can create and configure an additional server on demand,
bring it online to help with the peak workload, and then destroy it when it is no
longer needed;

e If a physical machine runs out of resources, the workload can be moved to
another physical machine dynamically based upon relative load. When a virtual
server or workstation is not in use, it is similar to a physical server that is powered
off;

e This flexible and dynamic architecture also allows Responsible Entities to
leverage security controls such as those provided by micro-segmentation; and

e Users can be granted access to specific workloads that can be placed dynamically
throughout the infrastructure with managed access to provided services.

Similarly, public commenters provided input on the benefits of virtualization in a
Commission proceeding in Docket No. RM20-8-000. In a Notice of Inquiry, the Commission

sought comment regarding the potential benefits and risks associated with the use of
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virtualization and cloud computing services in association with Bulk Electric System
operations.’! In response, commenters provided the following benefits of virtualization:

e Faster recovery of systems;

e Faster and more standardized deployment of systems and maintenance;

e Flexibility of resource allocation;

e Scalability of environment and potential cost savings;

e Ability to use products only supported by a virtualized environments;

e Reduced dependency on older hardware; and

e Allows for the pooling of excess hardware capacity for meeting peak workloads.*

Based on comments received, the Commission recognized that the commenters generally

agreed that virtualization can bring significant benefits as long as risks are mitigated.®* In
addition, the Commission noted it supported NERC’s efforts to assess the CIP Reliability
Standards to facilitate adoption of virtualization and complete Project 2016-02, noting that
virtualization should continue to be voluntary for entities.** As described below, the Project
2016-02 drafting team determined that any revisions to the CIP Reliability Standards must
permit Responsible Entities the opportunity to take advantage of the benefits of advanced
virtualization features while also preserving their choice to maintain current secure perimeter-

based network architecture, which continues to be a valid network security model.

3 Virtualization and Cloud Computing Services, Notice of Inquiry, 170 FERC q 61,110 (2020).

32 Comments were submitted in FERC docket number RM20-8-000.

33 Virtualization and Cloud Computing Services, Order Directing Informational Filing, 173 FERC 9 61,243, at
P 2 (2020).

4 Id. at PP 14-15.

17



b. Virtualization and Security Models

As mentioned above, with the benefits of virtualization, Responsible Entities also need
effective security models to mitigate any risks. While Responsible Entities can deploy the
perimeter-based network security model to virtualization, other security models are available and
allow access controls at a much deeper level within the infrastructure. One such model is Zero
Trust Architecture. According to NIST, Zero Trust Architecture is “[a] security model, a set of
system design principles, and a coordinated cybersecurity and system management strategy
based on an acknowledgement that threats exist both inside and outside traditional network
boundaries. The [zero-trust] security model eliminates implicit trust in any one element,
component, node, or service and instead requires continuous verification of the operational
picture via real-time information from multiple sources to determine access and other system
responses.” > As described in this section, Zero Trust Architecture has been supported by the
White House in dictating how the federal government should approach cyber security as well as
the Commission in other proceedings.

In 2021, President Biden issued an Executive Order on improving the nation’s
cybersecurity.>® One aspect of the Executive Order directed the federal government to “advance
toward Zero Trust Architecture” as part of modernizing federal government cyber security.?” To

carry out the Executive Order, the White House issued a memorandum outlining a zero trust

35 NIST, Computer Security Resource Center Glossary,
https://csrc.nist.gov/glossary/term/zero_trust architecture.

36 Exec. Order No. 14,028, 86 Fed. Reg. 26,633 (May 12, 2021),
https://www.govinfo.gov/content/pkg/FR-2021-05-17/pdf/2021-10460.pdf.
37 Id. at 26,635.
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strategy for federal government, noting that “[a] transition to a ‘zero trust’ approach to security
provides a defensible architecture for this new [threat] environment.””

Furthermore, the Commission itself has encouraged use of zero trust principles in the CIP
Reliability Standards. In Order No. 887, the Commission directed NERC to develop
requirements for internal network security monitoring for all high impact BES Cyber Systems
and medium impact BES Cyber Systems with External Routable Connectivity, stating that
internal network security monitoring is a “fundamental element of a zero-trust architecture.”’
Based on the focus of the federal government on advancing Zero Trust Architecture as a security
model, it follows that NERC should ensure that its CIP Reliability Standards do not prevent
entities from adopting this security model.

c. Forward-looking

The proposed revisions are also needed to help ensure the CIP Reliability Standards are
forward-looking and continue to allow Responsible Entities to adopt different security models as
emerging risks evolve. Specifically, the proposed revisions accomplish this through security
objectives. Many of the basic concepts of the CIP framework are essentially unchanged from the
Urgent Action 1200 standard in 2003. The primary focus of those standards was the “critical
cyber asset,” an “electronic device” such as a server, workstation, or relay as a physical object. It

had an operating system, always on and performing its function, and communicating with other

components over routable protocols. It was protected by traditional firewalls at the network edge

38 The White House, Office of Management and Budget, Moving the U.S. Government Toward Zero Trust
Cybersecurity Principles, at p. 2 (Jan. 26, 2022), https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-
09.pdf.
3 Internal Network Security Monitoring for High and Medium Impact Bulk Electric System Cyber Systems,
Order No. 887, 182 FERC 4 61,021, at P 32 (2023) (referencing Internal Network Security Monitoring for High and
Medium Impact Bulk Electric System Cyber Systems Notice of Proposed Rulemaking, 178 FERC 9 61,038, at P 30

(2022)).

19



looking at source and destination protocol addresses and ports as the only mechanism by which
to make network access control decisions.

Today, newer technology has changed this scenario. With virtualization, physical devices
are no longer the primary units of organization. An entire control system infrastructure can be
virtualized (such as “software defined data centers”) and only exist as logical constructs. An
energy management system database server may never exist as a discrete physical object. With
containers, there may not be a concrete tie between application logic and an operating system.
Virtual machines can be created and destroyed dynamically and are neither always on, nor tied to
specific hardware. Workloads may mirror their information for reliability purposes across great
distances without using routable protocols. With microsegmentation, network access control lists
are now much more granular than internet protocol addresses at a perimeter. They are enhanced
by policy-based control templates enforcing access at a “user to workload” level throughout the
system infrastructure. Electronic access control may no longer be based solely on routable
protocol addresses or found only at an Electronic Security Perimeter boundary.

In addition to virtualization, there are other technologies on the horizon that may become
commonly used for industrial control systems. The Commission itself has recognized that,
“[v]irtualization is a necessary technical enabler if the functions of BES Cyber Systems are to be
moved to a cloud computing environment since a customer choosing to migrate one or more on-
premise systems to the cloud will need to virtualize those systems for use in the cloud.”*’ Cloud
services already permeate several aspects of the corporate side of utility businesses, as well as
storage of BES Cyber System Information. In the same Notice of Inquiry into virtualization

benefits and risks, the Commission solicited comment on performing BES operations in the

40 Virtualization and Cloud Computing Services, Notice of Inquiry, 170 FERC 61,110, at P 6 (2020).
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cloud. Moreover, the Commission directed NERC to initiate a study of BES operations in the
cloud.*! Based on that study, there is a Standard Authorization Request looking into revisions to
the CIP Reliability Standards regarding use of cloud.*” While virtualization and cloud services
are different, the use of security objectives in the proposed revisions help to advance the CIP
Reliability Standards toward maintaining relevance in light of changing technologies.

3. Overview of Proposed Revisions Addressing Virtualization

As noted above, there are unique characteristics and benefits of virtualization that are
addressed in the proposed CIP Reliability Standards revisions. This section provides an overview
of the proposed revisions addressing virtualization that fall into the following four general
categories: (a) support of different security models; (b) recognition of virtualization
infrastructure and virtual machines characteristics; (c) broadening of configuration change
management approaches; and (d) managing accessibility and attack surfaces of virtualized
configurations.

a. Support of Different Security Models

As discussed in Section IV.A.2.b of this petition, one of the driving needs for revisions to
the CIP Reliability Standards was to accommodate different security models. In particular, the
requirement in CIP-005-7 to implement a perimeter-based network security model limited
Responsible Entities to a single security model. As such, the Project 2016-02 drafting team
developed revisions to Requirements R1 and R2 in CIP-005-8 (more fully detailed in Section

IV.E.5 of this petition) to focus on the security objective of securing communications to and

4 NERC completed the study through collaboration with the NERC Security Integration and Technology

Enablement Subcommittee (“SITES”), a subgroup of the NERC Reliability and Security Technical Committee.
NERC SITES, BES Operations in the Cloud, White Paper (Sept. 2023),
https://www.nerc.com/comm/RSTC_ Reliability Guidelines/SITES WhitePaper BES Ops_in_Cloud.pdf

42 NERC, Project 2023-09 Risk Management for Third-Party Cloud Services,
https://www.nerc.com/pa/Stand/Pages/Project-2023-09-Risk-Management-for-Third-Party-Cloud-Services.aspx.
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from BES Cyber Systems. In addition, the proposed revisions permit Responsible Entities to
either continue with the perimeter-model configuration or leverage more granular, policy-based
controls facilitated by virtualized environments. Throughout the CIP Reliability Standards, the
Project 2016-02 drafting team updated language to remove concepts such as “inside” an
Electronic Security Perimeter and replaced that with more inclusive phrases such as “protected
by” an Electronic Security Perimeter in recognition of security models that may have policy
enforcement points controlling access to BES Cyber Systems rather than a “perimeter.”

In conjunction with the revisions in CIP-005-8, the drafting team revised the definitions
of Electronic Security Perimeter, Electronic Access Point, and External Routable Connectivity to
further support adoption of other security models (more fully described in Section IV.E.1 of this
petition).

b. Recognition of Virtualization Infrastructure and Virtual Machines
Characteristics

At their inception, the current suite of CIP Reliability Standards did not contemplate
virtual machines, application containers, and other virtualized infrastructure. As such,
Responsible Entities face challenges in applying the requirements to virtualized infrastructure.
The proposed revisions to the Reliability Standards and definitions recognize the unique
characteristics of virtual infrastructure and address how hardware relates to the software and
data.

For example, the NERC Glossary term Cyber Assets is defined as “programmable
electronic devices, including the hardware, software, and data in those devices.” As this
definition includes hardware components for each device, it does not account for devices in

virtualized environments that share hardware resources. The Cyber Asset definition assumes a
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one-to-one relationship between a device, such as a BES Cyber Asset, and its hardware.
Virtualization, however, changes that relationship to a “one-to-many” because in some cases,
hundreds of virtual BES Cyber Assets can share a pool of hardware resources (compute,
network, and storage resources). As such, the Project 2016-02 drafting team sought to develop
revisions to the suite of CIP Reliability Standards that recognize the following three asset classes
that exist with the introduction of virtualized technologies in industrial control systems:

e Self-contained devices that are composed of dedicated hardware, some form of
operating system or firmware, and the application code. This is the traditional
definition of a Cyber Asset and applies to things such as digital relays, remote
terminal units, physical operator workstations, and dedicated physical servers.

e Virtual “cyber assets” composed of an operating system and applications or
containers minus any dedicated hardware. These types of assets are logical or
virtual constructs by nature and exist only in memory or files. They can, however,
appear from a network perspective the same as any other host.

e Shared infrastructure consists of the hardware resource pools (compute, network,
and storage) and is shared by virtual cyber assets and can host numerous virtual
cyber assets, networks, or storage locations.

In addition to recognizing the different asset classes listed above, the revisions that fall
under this category recognize that the proposed requirements must address controlling access and
communications to the management plane of shared infrastructure. Access to the management
plane (also known as the interface or console) permits users to create, modify, or delete

virtualized objects (such as servers, networks, switches, firewalls, or storage) or even entire
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virtualized infrastructure. Moreover, access to the management plane permits users to move
virtualized objects from one security zone to another.

In recognition of the characteristics of virtual machines and their underlying
infrastructure, the proposed revised requirements and new and revised definitions apply
protections where they are needed rather than relying on the one-to-one relationship between
hardware and software in the currently defined Cyber Assets. As a result, the proposed
requirements permit Responsible Entities to use protections that are appropriate and secure for
virtualization. The proposed revisions help to address risks, for example, by preventing use of
“mixed trust” environments where virtual machines of varying impact levels share the same
central processing units, among other components, and the occurrence of “side channel” attacks
where virtual systems executing on the same hardware could affect one another. Moreover, the
proposed requirements include appropriate protections for the management plane to secure
access. The following proposed definitions and revisions account for the characteristics of virtual
machines and underlying infrastructure:

e Cyber Asset and Virtual Cyber Asset definitions (see Section IV.E.1)
e Shared Cyber Infrastructure development (see Section IV.E.1)
e Management Interface development (See Section IV.E.1)
e Cyber Systems (See Section IV.E.1)
¢. Broadening of Configuration Change Management Approaches

The proposed Reliability Standards broaden configuration change management
approaches to reflect certain characteristics of the technologies enabled by virtualization.
According to NIST, configuration management is “[a] collection of activities focused on

establishing and maintaining the integrity of information technology products and information
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systems, through control of processes for initializing, changing, and monitoring the
configurations of those products and systems throughout the system development life cycle.”*

As part of that management, Responsible Entities need to control for configuration
changes to help ensure that neither adverse impacts nor unauthorized changes occur. In the
virtualization context, there are several unique characteristics, such as shared infrastructure,
remediation Virtual Local Area Network,* containers, parent and child images, and dormant
virtual machines that require a broader approach to configuration change management than
currently exists in the CIP Reliability Standards. For instance, the dynamic management of
application containers, with the ability to instantiate the application on the best “node” (e.g.,
server) at the moment, renders the current CIP Reliability Standards more of a documentation
exercise of that dynamic management rather than a true focus on the security of changes made in
a virtualized environment.

As such, the proposed revisions in Reliability Standard CIP-010-5 focus on a security
objective of controlling the implementation of intended changes to software or settings that could
weaken certain cyber security controls rather than only software items listed in a baseline
configuration. Moreover, the focus of change management around the technical controls in CIP-

005 and CIP-007, with comprehensive evaluation and testing of the potential impacts to those

controls, should provide Responsible Entities with an accurate picture of the current and future

a3 NIST, Security and Privacy Controls for Information Systems and Organizations, Special Publication 800-

53 rev. 5, at App. A pg. 398 (Dec. 2020), https://nvlpubs.nist.gov/nistpubs/Special Publications/NIST.SP.800-
53r5.pdf.

44 NIST defines Local Area Network as “a group of computers and other devices dispersed over a relatively
limited area and connected by a communications link that enables any device to interact with any other on the
network.” NIST, Mobile Device Security: Corporate-Owned Personally-Enabled, Special Publication 1800-21 at
App. B at p. 165 (Sep. 2020), https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-21.pdf. A
remediation Virtual Local Network is a network segment in which a Cyber Asset or Virtual Cyber Asset is placed so
that its security posture can be evaluated before joining its intended network. Upon passing the configured policy
checks or being remediated such that it passes, it is then allowed to connect to or communicate on its intended
network.
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state of the Cyber System. In so doing, the proposed revisions provide Responsible Entities the
opportunity to focus more on a forward-looking authorization of a change rather than a
backward-looking baseline update for compliance purposes. These proposed changes are further
described in detail in Section IV.E.10 below.
d. Managing Accessibility and Attack Surfaces of a Virtualized
Configuration

As mentioned above, the characteristics of virtualized environments require an updated
approach to managing accessibility and reducing the attack surface of a virtualized configuration.
With the introduction of shared resources, hardware-based vulnerabilities need to be addressed
differently to mitigate compromise across processes simultaneously executing on the same
hardware and across impact categorizations. For example, securing the accessibility of the
physical underlay of the shared infrastructure may be better facilitated by managing at the
service level versus the port numbers.

Accordingly, the Project 2016-02 drafting team proposed revisions in CIP-007 to manage
system security and accessibility. For instance, current CIP-007-6, Requirement R1 focuses on
ports and services and the disabling or restricting of those unneeded ports or services. However,
in Zero Trust Architecture, for example, accessibility may be gained through a “user to tagged
workload” level access control policy instead of an enabled port or service. As a result, the
revisions in proposed CIP-007-7, Requirement R1 focus on the security objective of disabling or
preventing unneeded routable protocol network accessibility to account for more varied security
controls in the future. Proposed changes in CIP-007-7 are discussed in more detail in Section

IV.E.7 below.
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B. Interactive Remote Access

The Project 2016-02 drafting team considered clarification to the use of Interactive
Remote Access based on feedback obtained during implementation of the “Version 5 CIP
Reliability Standards. These proposed revisions to CIP-005 and the Interactive Remote Access
definition support reliability by clarifying when certain non-routable (serial) Cyber Systems
should be subject to the CIP-005 requirements for Interactive Remote Access on the routable
portion of the remote access connection. In particular, the drafting team addressed the risk of
those Cyber Systems that are serial, non-routable devices but are “reachable” through the
availability of Interactive Remote Access. Because these Cyber Systems are not directly
connected to a network with a routable protocol, it was unclear if they had an “associated
Electronic Security Perimeter” that resulted in External Routable Connectivity upon which
Interactive Remote Access depended. Thus, some of the proposed revisions remove those
dependencies and clarify that CIP-005 requirements will apply if: (1) a medium or high impact
BES Cyber System only has non-routable connectivity (i.e., serial) but is subsequently converted
to routable protocol; and (2) a remote user can still gain Interactive Remote Access to the BES
Cyber System.

C. CIP Exceptional Circumstances

Within the CIP Reliability Standards, certain requirements include an exception for
instances that meet the definition of CIP Exceptional Circumstances,* which entities may

declare during certain, defined emergencies to temporarily suspend complying with specific CIP

4 The NERC Glossary defines a CIP Exceptional Circumstance as, “[a] situation that involves or threatens to

involve one or more of the following, or similar, conditions that impact safety or BES reliability: a risk of injury or
death; a natural disaster; civil unrest; an imminent or existing hardware, software, or equipment failure; a Cyber
Security Incident requiring emergency assistance; a response by emergency services; the enactment of a mutual
assistance agreement; or an impediment of large scale workforce availability.”
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standards requirements in the interest of supporting reliability. Reliability Standard CIP-003
requires Responsible Entities develop a policy for how to declare and respond to CIP
Exceptional Circumstances. Often, these exceptions are attached to requirements that may be
more documentation-oriented or compliance-oriented. These exceptions support the reliability of
the Bulk Power System by permitting Responsible Entities to focus more on security and
reliability than on compliance-related activities in certain discrete circumstances.

During implementation of Version 5, Responsible Entities recognized other requirements
that may be appropriate for declaring a CIP Exceptional Circumstance as needed. The Project
2016-02 drafting team reviewed all requirements to determine those that should allow exceptions
during CIP Exceptional Circumstances. Based on this review, the following proposed
requirements include new exceptions during CIP Exceptional Circumstances or were moved
within the requirements:

e CIP-004-8, Requirement R3, Part 3.5;

e CIP-006-7, Requirement R2 (Previously, Parts 2.1 and 2.2 had CIP Exceptional
Circumstances. Including the CIP Exceptional Circumstances in the parent
requirement now extends its applicability to Part 2.3 as well); and

e CIP-010-5, Requirement R1, Part 1.2.1 (previously was Part 1.5).

D. Technical Feasibility Exceptions

Several of the proposed revisions fall under the category of removing language triggering
Technical Feasibility Exceptions and replacing it with “per system capability.” As background,
in Order No. 706, FERC approved eight CIP Reliability Standards and, among other things,
directed NERC to develop a set of conditions or criteria that a registered entity must follow to

obtain a Technical Feasibility Exception from specific requirements in the CIP Reliability
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Standards.*® In response to this directive and subsequent directives on further refinements,*’
NERC developed Appendix 4D of the NERC Rules of Procedure that governs the process for
requesting and receiving Technical Feasibility Exceptions. With the transition to the CIP Version
5 Reliability Standards, NERC and the Regional Entities observed a significant decrease in the
number of Technical Feasibility Exceptions.*® This decrease has enabled the Regional Entities to
better evaluate the risk and impact of Technical Feasibility Exceptions and gain a more complete
understanding of the value of the Technical Feasibility Exceptions process compared to the
administrative burden it places on Responsible Entities and Regional Entities. As a result, the
Project 2016-02 drafting team took the opportunity to evaluate and eliminate the use of
requirement language triggering Technical Feasibility Exceptions.

Instead, the proposed revisions use the term “per system capability” to account for the
different types of technology that will be expected to meet the security objective. With the use of
this language, Responsible Entities will continue to be responsible for implementing an equally

effective method, if necessary and capable, to meet the ultimate security objective for each

46 Mandatory Reliability Standards for Critical Infrastructure Protection, Order No. 706, 122 FERC q 61,040
at P 178 (2008) [hereinafter Order No. 706], order on clarification, Order No. 706-A, 123 FERC 9 61,174 (2008),
order on clarification, Order No. 706-B, 126 FERC q 61,229 (2009), order deny’g request for clarification, Order
No. 706-C, 127 FERC 4 61,273 (2009).

47 N. Am. Elec. Reliability Corp., 130 FERC 9 61,050 (2010) [hereinafter January 21 Order], order on
compliance, 133 FERC ¥ 61,008 (2010) [hereinafter October 1 Order], order on reh’g, 133 FERC § 61,209 (2010),
order on compliance, 135 FERC 9 61,026 (2011) [hereinafter April 12 Order].

The Commission requested further information and clarification regarding certain aspects of the TFE
process. On April 21, 2010, NERC submitted its compliance filing in response to the January 21 Order. On
October 1, 2010, the Commission issued an order accepting NERC’s April 2010 filing as partially compliant and
directing further changes to the TFE Procedure. See October 1 Order. On December 23, 2010, NERC submitted a
compliance filing in response to the Commission’s October 1 Order, which the Commission subsequently accepted.
See April 12 Order; see also N. Am. Elec. Reliability Corp., 144 FERC q 61,180 at PP 14, 17-18 (2013) [hereinafter
September 2013 Order]; see also N. Am. Elec. Reliability Corp., Docket No. RR13-3-001 (Jan. 30, 2014) (delegated
letter order).

48 NERC reports on these observations in its Annual Reports on Wide-Area Analysis of Technical Feasibility

Exceptions in FERC Dockets Nos. RR10-1-000 and RR13-3-000.
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requirement where this language appears. The use of the phrase “per system capability” is further
described in Section I'V.E regarding certain instances within the proposed requirements.

E. Standards and Definitions

Section IV.E discusses the proposed revisions to each Reliability Standard and NERC
Glossary definitions in more detail, with a particular focus on the revisions in the proposed
“technical” Reliability Standards CIP-005-8, CIP-007-7, and CIP-010-5.

1. Definitions

There are 18 proposed revised terms used in the NERC Glossary and four new proposed
terms, which include Cyber System, Management Interface, Shared Cyber Infrastructure, and
Virtual Cyber Asset (clean and redline definitions provided in Exhibit A-12). In developing
these terms, the drafting team focused on keeping the terms more definitional than scoping
mechanisms, moving any “requirement-type” language to actual requirements for greater clarity.
The following section provides detail around some of the more significant changes within the
definitions. Additional explanation of all the proposed revised and new definitions are included
in the technical rationale document, Exhibit E-12 hereto.*’

Cyber Asset

As mentioned above, the current Cyber Asset definition assumes a one-to-one
relationship between software and physical hardware. As such, the drafting team proposed
modifications to the Cyber Asset definition to explicitly exclude Shared Cyber Infrastructure
because it is a different hardware class on which the other Virtual Cyber Assets of differing

impact levels execute. This separation also allows Shared Cyber Infrastructure to be added to

¥ Those definitions not described in this section below were more minor or conforming changes, including

adding in Shared Cyber Infrastructure, Management Interface, or Virtual Cyber Asset where appropriate; changing
“Cyber Asset” to “Cyber System”; revising references to Electronic Security Perimeters; or replacing terms with
their acronyms, and can be found in Exhibit A-12 with further technical rationale provided in Exhibit E-12.
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applicability based on its unique risks. The revised definition also clarifies that “application
containers” (i.e., portable, packaged applications) are considered software of a Cyber Asset (or
Virtual Cyber Asset), though they may have some characteristics of a Virtual Cyber Asset (a
container can be instantiated with its own internet protocol address, etc.). In addition, the Project
2016-02 drafting team developed the proposed Virtual Cyber Asset definition to distinguish it
from the Cyber Asset definition, as described later in this section.

Cyber System

Cyber System is a proposed newly defined term that states: “One or more Cyber Assets,
Virtual Cyber Assets, or Shared Cyber Infrastructure.” This definition groups the three “asset
classes” that are subject to the CIP Reliability Standards into one NERC Glossary term for
readability so that CIP requirements typically mentioning “Cyber Assets” can now easily refer to
Cyber Assets, Virtual Cyber Assets, and Shared Infrastructure in one term.

Electronic Access Control or Monitoring Systems (EACMS)

The proposed revisions to the definition of Electronic Access Control or Monitoring
Systems (“EACMS”), shown in blackline, are as follows:

Cyber Assets System(s) that perform electronic access control or electronic
access monitoring of the Electronic Security Perimeter(s) (ESP) or BES Cyber
Systemss_(BCS), including those not protected by an ESP used by the
responsible entity to convert routable protocol communications to non-

routable communications to a BCS-TFhis-includesIntermediate-Systems.

The proposed EACMS definition now includes “Cyber Systems” instead of Cyber Assets
to demonstrate that EACMS can also take the form of Virtual Cyber Assets and Shared Cyber
Infrastructure in addition to Cyber Assets. The reference to Intermediate System has been

removed as the revisions to the definition of Intermediate System now directly reference
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EACMS. Finally, the proposed EACMS definition includes language clarifying when a protocol
converter (e.g., serial to routable) would be considered an EACMS.

Electronic Access Point

The proposed revisions to the definition of Electronic Access Point, shown in blackline,
are as follows:

A—An_electronic policy enforcement point or_a Cyber Asset interface on an
Electronic SeeurityPerimeter—Access Control or Monitoring Systems that
alews controls routable communication between to and from one or more BES
Cyber_Systems or _their _associated Protected Cyber Assets—outside—an

El e S v Pori L Cvl ! rsid £l S .
Perimeter.

As network security moves deeper into the infrastructure, it is no longer necessary to
prescribe that network security be performed only at a “Cyber Asset interface on an Electronic
Security Perimeter” at one point on a network edge. Zero Trust Architecture, for example, highly
distributes the network security model and is not perimeter-based. This model is incorporated
into the definition through the addition of “electronic policy enforcement point.” With the added
flexibility in CIP-005 to adopt these models in addition to the traditional perimeter-based model,
the proposed modifications to the Electronic Access Point definition allow for the use of
electronic policy enforcement points rather than prescribing a specific architecture. The “one or
more” and the “associated Protected Cyber Assets” have been added to clarify that Electronic
Access Points can control communications to a group and are not required per individual system.

External Routable Connectivity

The proposed revisions to the definition of External Routable Connectivity, shown in

blackline, are as follows:

The ability to access a BES Cyber System frem-a-Cyber-Asset-thatis-eutside-of
its—assoeciated—through its Electronic Security Perimeter via a bi-directional

routable protocol connection.
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The proposed modifications to External Routable Connectivity allow for the use of Zero
Trust Architecture or other network models that are not strictly perimeter or network-border
based by removing the concepts of “inside” or “outside.” These concepts are replaced with the
language “through its Electronic Security Perimeter.” The External Routable Connectivity term
is used throughout the CIP Reliability Standards within the Applicable Systems column as a
scoping mechanism based on the inherent risk associated with External Routable Connectivity as
well as to limit the scope of requirements that would require External Routable Connectivity to
function. The Project 2016-02 drafting team maintains this use of External Routable
Connectivity, but also clarifies the relationship between External Routable Connectivity and
Interactive Remote Access in that a non-routable, serial-only BES Cyber System (thus with no
Electronic Security Perimeter) may have Interactive Remote Access through a subsequent
internet protocol-to-serial conversion, as further discussed in this section.

Electronic Security Perimeter

The proposed revisions to the definition of Electronic Security Perimeter, shown in
blackline, are as follows:
The logical border surrounding a network to which BES Cyber Systems are

connected using a routable protocol:; or a logical boundary defined by one or
more Electronic Access Points.

In developing additional language to define an Electronic Security Perimeter, the Project
2016-02 drafting team accommodates other security models. The Project 2016-02 drafting team
retained the “logical border surrounding a network™ concept and added the “logical boundary”
language to accommodate other models. The intent behind this is that a border surrounds an
object (i.e., a network), but a boundary may not surround or enclose; it is a line that can be

crossed, such as a policy enforcement point controlling access to a resource.
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Interactive Remote Access (IRA)

The proposed revisions to the definition of Interactive Remote Access, shown in

blackline, are as follows:

User-initiated electronic access by a person empleying-aremete-aceess-elient-or
other—remeote—aceess—technoelogy using a bi-directional routable protocol:s
R amote_acee sricinate o 4 BHer—Asse hat ic 1 an—Intermediate

e To a Cyber System protected by an Electronic Security Perimeter(s)

(ESP);
e That is converted by the responsible entity to a non-routable protocol
that allows access to a Cyber System; or
To a Management Interface.

Interactive ¥Remote aAccess does not include:
e Communication that originates from a Cyber System protected by
any of the Responsible Entity’s ESPs: or
e sSystem-to-system process communications.

The proposed revisions to Interactive Remote Access address both virtualization concepts
and the needed clarifications identified during implementation (as described in Section IV.B in
this petition). The proposed definition includes three instances where Interactive Remote Access
exists and two exclusions. To address virtualization, the Project 2016-02 drafting team added
accessing a Cyber System (thereby incorporating Virtual Cyber Assets and Shared Cyber
Infrastructure) or a Management Interface (such as the Shared Cyber Infrastructure “console”) as
a type of Interactive Remote Access. In addition, the Project 2016-02 drafting team changed
references to an Electronic Security Perimeter to reflect it is only one type of Interactive Remote
Access instead of all types being defined as going through an Electronic Security Perimeter.
Finally, the proposed modifications clarify that conversions of routable protocol to non-routable

protocol by the Responsible Entity constitutes Interactive Remote Access to a Cyber System.
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The exclusions carry forward constructs that already were not included in the currently
enforceable definition of Interactive Remote Access.

Intermediate System

The proposed revisions to the definition of Intermediate System, shown in blackline, are

as follows:

A-Cyvber-Asset-One or eellection-of-Cyber—Assetsperforming—aeeess—control

more Electronic_Access Control or Monitoring Systems that are used to
restrict Interactive Remote Access to only authorized users. Fhelntermediate

System-mustnetbelocated-inside-the Eleetronic-Seeurity Perimeters

The proposed modifications to the Intermediate System definition remove requirement
language (i.e., where an Intermediate System must reside). The drafting team proposes moving
that language to proposed CIP-005-8, Requirement R2, as further discussed in Section IV.E.S5.
The proposed modifications also update the definition from using “Cyber Asset” to using
“EACMS” to reflect the other possible forms (i.e., Virtual Cyber Asset) of an Intermediate
System. The proposed revisions also move the clarification of “[t]his includes Intermediate
Systems” out of the EACMS definition into the Intermediate System definition.

Management Interface

Management Interface is a new proposed definition and reads as follows:

An administrative interface that:
e Controls the processes of initializing, deploying, and configuring
Shared Cyber Infrastructure;
e Is an autonomous subsystem that provides access to the console
independently of the host system’s CPU, firmware, and operating

system; or
e Configures an Electronic Access Point.

In defining Management Interface, the Project 2016-02 drafting team provided a means
for requirements to apply to the management plane that is responsible for managing Cyber

Systems.
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Protected Cyber Asset (PCA)

The proposed revisions to the definition of Protected Cyber Asset, shown in blackline,
are as follows:

One or more Cyber Assets or_Virtual Cyber Assets (VCA) that:
Lusi bl Lwithi

e Are protected by an Electronic Security Perimeter (ESP) that-is

but are not part of the highest impact BES Cyber System (BCS)

wrthm—protected by the same ESP;: or Eleeﬂtem&Seeuﬂty

Share CPU resources or memory resources with any part of

the BCS, excluding VCA that are being actively remediated in
an environment that isolates routable connectivity from BCS:
Excluding Transient Cyber Assets.

The proposed modifications to the Protected Cyber Asset definition ensure certain risks
in a virtualized environment were mitigated through the protections applied to a Protected Cyber
Asset. The Protected Cyber Asset definition exists to identify other Cyber Assets or Virtual
Cyber Assets that must be protected by various CIP requirements due to what they share with a
BES Cyber System. With virtualization, the Protected Cyber Asset definition was modified to
include “share CPU resources or memory resources with any part of the BCS” to mitigate the
risks of hardware-based vulnerabilities (e.g., Spectre, Meltdown, Rowhammer, Zenbleed, etc.)
on Shared Cyber Infrastructure. Finally, the proposed modifications account for “remediation
Virtual Local Area Network™ automation of security controls where a Virtual Cyber Asset may
instantiate in a logical network reserved for vulnerability assessment and updates but should not
be considered a Protected Cyber Asset while temporarily in this state as its being updated prior to
being connected to its production network.

Shared Cyber Infrastructure (SCI)

Shared Cyber Infrastructure is a new proposed definition and reads as follows:
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One or more programmable electronic devices, including the software
that shares the devices’ resources, that:

e Hosts one or more Virtual Cyber Assets (VCA) included in a
BES Cyber Systems (BCS) or their associated Electronic
Access Control or Monitoring Systems (EACMS) or Physical
Access Control Systems (PACS); and hosts one or more VCAs
that are not included in, or associated with, BCS of the same
impact categorization; or
Provides storage resources required for system functionality of
one or more Cyber Assets or VCAs included in a BCS or their
associated EACMS or PACS; and also for one or more Cyber
Assets or VCAs that are not included in, or associated with,
BCS of the same impact categorization.

SCI does not include the supported VCAs or Cyber Assets with which
it shares its resources.

The proposed term Shared Cyber Infrastructure was defined to separate the underlying
hardware from Virtual Cyber Assets in the situation where the shared hardware resources
support Virtual Cyber Assets of varying impact levels. This allows security requirements to be
targeted to Shared Cyber Infrastructure to address the unique risks of shared hardware. There are
many requirements that now include the newly defined term Shared Cyber Infrastructure (“SCI”)
in the “Applicable Systems” column to maintain security level parity with traditional Cyber
Assets.

Virtual Cyber Asset

Virtual Cyber Asset is a new proposed definition and reads as follows:

A logical instance of an operating system or firmware, currently
executing on a virtual machine hosted on a BES Cyber Asset;
Electronic Access Control or Monitoring System; Physical Access
Control System; Protected Cyber Asset; or Shared Cyber
Infrastructure (SCI).

Virtual Cyber Assets (VCAs) do not include:
e Logical instances that are being actively remediated in an
environment that isolates routable connectivity from BES
Cyber Systems;
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Dormant file-based images that contain operating systems or
firmware; or
SCI or Cyber Assets that host VCAs.

Application containers are considered software of VCAs or Cyber
Assets.

The proposed definition of Virtual Cyber Asset provides clarity around those virtualized
assets that do not have a one-to-one relationship between software and hardware. It also provides
clarity on when certain behaviors of virtualized technologies are considered akin to a Cyber
Asset within the CIP Reliability Standards.

2. Reliability Standard CIP-002-7

Consistent with the prior Version 5 framework, proposed Reliability Standard CIP-002-7
requires Responsible Entities to identify and categorize their BES Cyber Systems into low,
medium, and high impact based on the assets (e.g., Control Centers, Transmission stations and
substations, etc.) these BES Cyber Systems support. Attachment 1 to proposed CIP-002-7
includes criteria that categorize BES Cyber Systems based on the adverse impact that loss,
compromise, or misuse of those BES Cyber Systems could have on the reliable operation of the
BES. This categorization approach is still based on the NIST Risk Management framework, as
developed to meet directives in Order No. 706.°°

The proposed revisions in CIP-002-7 are minor, mostly aligning the standard with
updates to the NERC Glossary. In addition to those mostly conforming changes, the proposed
revisions incorporate the CIP-002-5.1a interpretation regarding “shared BES Cyber Systems” by
clarifying that each “discrete” shared BES Cyber System meets medium impact rating 2.1 in

Attachment 1 to CIP-002-7. This is consistent with Section 7.2.3 of the Standard Processes

30 Mandatory Reliability Standards for Critical Infrastructure Protection, Order No. 706, 122 FERC q
61,040, order on clarification, Order No. 706-A, 123 FERC 9§ 61,174 (2008), order on clarification, Order No. 706-
B, 126 FERC § 61,229 (2009), order deny’g request for clarification, Order No. 706-C, 127 FERC 61,273 (2009).

38



Manual (Development of an Interpretation)®! to incorporate an interpretation into the body of a
Reliability Standard once that Reliability Standard is subsequently open for revision in a
development project. A clean and redline version of proposed CIP-002-7 is included in Exhibit
A-1, with additional technical rationale provided in Exhibit E-1.
3. Reliability Standard CIP-003-10

Proposed Reliability Standard CIP-003-10 requires Responsible Entities to develop cyber
security policies to help establish responsibility and accountability through all levels of an
organization. In addition, this standard includes the cyber security requirements applicable to
assets containing low impact BES Cyber Systems. The proposed revisions align the requirements
with updates to the NERC Glossary and apply low impact requirements to virtualized
technologies through new proposed terms such as “Shared Cyber Infrastructure” and “Virtual
Cyber Asset.” A clean and redline version of proposed CIP-003-10 is included in Exhibit A-2,
with additional technical rationale provided in Exhibit E-2.

4. Reliability Standard CIP-004-8

Proposed Reliability Standard CIP-004-8 minimizes the risk of individuals
inappropriately accessing BES Cyber Systems by requiring an appropriate level of personnel risk
assessment, training, security awareness, and access management. Proposed Reliability Standard
CIP-004-8 includes six requirements: (1) Requirement R1 requires a Responsible Entity to
implement a documented security awareness process for high and medium impact BES Cyber
Systems that reinforces cyber security practices for certain personnel; (2) Requirement R2
requires Responsible Entities to implement a cyber security training program that includes the

applicable requirement parts; (3) Requirement R3 requires a documented personnel risk

5t The NERC Standard Processes Manual is available at
https://www.nerc.com/AboutNERC/RulesOfProcedure/Appendix 3A_SPM Clean Mar2019.pdf.

39



assessment program(s); (4) Requirement R4 requires a documented access management
program(s) that includes the applicable requirement parts; (5) Requirement R5 requires a
documented access revocation program(s) that includes the applicable requirement parts; and (6)
Requirement R6 requires an access management program(s) to authorize, verify, and revoke
provisioned access to BES Cyber System Information that includes the applicable requirement
parts.

The proposed revisions in CIP-004-8 add Shared Cyber Infrastructure as an applicable
system to help ensure infrastructure that supports virtualized technologies receives appropriate
CIP personnel and training protections. In addition, the proposed revisions clarify applicability to
medium impact BES Cyber Systems with External Routable Connectivity and those with
Interactive Remote Access. A clean and redline version of proposed CIP-004-8 is included in
Exhibit A-3, with additional technical rationale provided in Exhibit E-3.

5. Reliability Standard CIP-005-8

Proposed Reliability Standard CIP-005-8 includes requirements around controlling
electronic access to medium and high impact BES Cyber Systems. The standard requires
Responsible Entities to develop an Electronic Security Perimeter that only permits certain
communications to medium and high impact BES Cyber Systems. Through revisions to the
Electronic Security Perimeter definition and requirements to focus on the security objective of
permitting only necessary communication through the Electronic Security Perimeter, the
proposed standard allows Responsible Entities to implement security models at a more granular
level in addition to network perimeter-based solutions (e.g., firewalls) to control these
communications. While the proposed Reliability Standard no longer limits Responsible Entities

to using a perimeter-based model, Responsible Entities may continue to meet the security
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objective of the requirement by deploying such a configuration. However, Responsible Entities
may also deploy controls on communications that can be on a per-access or per-session level.
a. Requirement R1

Proposed Requirement R1 of CIP-005-8 requires Responsible Entities to implement one
or more documented processes regarding Electronic Security Perimeters. As described below,
the proposed revised requirement parts incorporate a security objective approach to
accommodate more security models.

The drafting team revised the language ‘“shall reside within” an ESP to “must be
protected by an ESP.” Through this change, the proposed Requirement R1, Part 1.1 better
accommodates architectures without a “perimeter,” where the concepts of inside and outside
such perimeter do not work. The language, however, still accommodates “traditional” Open
Systems Interconnection® Layer 3 firewalls in that communications would go “through” the
access point in the firewall that establishes the Electronic Security Perimeter.

Proposed Requirement R1, Part 1.2 removes an explicit requirement to use an Electronic
Access Point to control communications to applicable systems but replaces it with core security
objectives of permitting “only needed routable communications” through the Electronic Security
Perimeter and denying all others (excluding time sensitive communications of Protection
Systems). This security objective focuses on the “reachability” of applicable systems, permitting
Responsible Entities to use Electronic Access Points to control the accessibility of the applicable
systems, among other controls. This requirement part incorporates aspects of the previous CIP-

005-7, Requirement R1, Part 1.3 into the security objective. In addition, this requirement part

52 The Open Systems Interconnection (“OSI”) model is often cited in information security and was developed

by the International Organization for Standardization. The OSI model is seven conceptual “layers” that define how
communications between systems can occur: 1) physical, 2) data link, 3) network, 4) transport, 5) session, 6)
presentation, and 7) application. Wikipedia, OSI Model, https://en.wikipedia.org/wiki/OSI_model.
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now explicitly requires a Responsible Entity to document the reason for granting access to help
ensure only needed communications are permitted.

Proposed Requirement R1, Part 1.3 includes a security objective to protect the
configurations of Electronic Security Perimeters and Shared Cyber Infrastructure. To achieve
this objective, the requirement part applies to Electronic Access Control or Monitoring Systems
that control and create the Electronic Security Perimeter for Applicable Systems in Requirement
R1, Part 1.1 and Shared Cyber Infrastructure supporting an Applicable System in Requirement
R1, Part 1.1. The intent behind separating this requirement part from the protections in
Requirement R1, Part 1.2 is to clarify that entities do not need an Electronic Access Control or
Monitoring System for each Electronic Access Control or Monitoring System.

Proposed Requirement R1, Part 1.4 adds “SCI supporting an Applicable System in this
Part” to the scope of the requirement part to ensure that controls regarding Dial-up Connectivity
are also applicable to Virtual Cyber Assets and Shared Cyber Infrastructure; and “where
technically feasible” has been replaced with the “per system capability” language.

The revisions in proposed Requirement R1, Part 1.5 remove the prescriptive application
of protections to the Electronic Access Points and now require malicious routable protocol
communications detection entering or leaving the Electronic Security Perimeter.

Proposed Requirement R1, Part 1.6 addresses the issue colloquially known as “Super
ESPs,” where high or medium impact BES Cyber Systems at Control Centers extend a single
Electronic Security Perimeter beyond one Physical Security Perimeter. This often applies to
virtualized Control Center environments that implement network adjacency to allow workloads
to automatically move from one physical location to another to increase BES Cyber System

resiliency between primary and backup Control Centers. The security objective is to protect the
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confidentiality and integrity of the data traversing communication links used to span a single
Electronic Security Perimeter between multiple Physical Security Perimeters. This requirement
part works in conjunction with the new Applicability Section 4.2.3.3 exemption in the CIP
Reliability Standards: proposed Part 1.6 protects the confidentiality and integrity of the data
(typically through encryption) between Physical Security Perimeters, while the exemption
section covers related Cyber Systems between those encryption points but does not exclude the
endpoints performing the encryption. Therefore, those endpoints performing encryption would
be covered by the CIP Reliability Standards requirements.

Also, the former CIP-006-6, Requirement R1, Part 1.10 has been removed and
incorporated into this new Requirement R1, Part 1.6 requirement part; consolidating the
protections of an Electronic Security Perimeter and its components that extend outside of a
Physical Security Perimeter within one standard. Communications equipment associated with
communications links (e.g., equipment belonging to carriers) is exempted from the CIP
Reliability Standards with the Applicability Section 4.2.3.2 exemption. However, that only
applies to equipment between discrete Electronic Security Perimeters. In this extended Electronic
Security Perimeter situation where a single Electronic Security Perimeter spans multiple sites or
Physical Security Perimeters, that exemption does not apply and the potential exists for data to
traverse a connection that uses third-party communications equipment that is unprotected inside
an Electronic Security Perimeter. As a result, there is a need to enforce confidentiality and
integrity controls (such as encryption) on the data that traverses Physical Security Perimeters
while within the same Electronic Security Perimeter to isolate any protected data from access
through the communications equipment. This consolidation also incorporates cabling and non-

programmable communication components that are not protected by a Physical Security
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Perimeter, intending to protect data moving across the state as well as data traversing cabling that
crosses the hall outside of the Physical Security Perimeter.
b. Requirement R2

Proposed Requirement R2 governs protections around remote access management,
specifically Interactive Remote Access, used to support and maintain control systems networks.
The proposed revisions to Requirement R2 adapt these protections to support virtualized
configurations and clarify issues around defining Interactive Remote Access that arose during
implementation of the Version 5 CIP Reliability Standards. Similar to proposed Requirement R1,
the following revised requirement parts in proposed Requirement R2 incorporate a security
objective approach to accommodate more security models:

Proposed Requirement R2, Part 2.1 expands safeguards for remote access to Shared
Cyber Infrastructure in addition to high and medium impact BES Cyber Systems. The Project
2016-02 drafting team simplified the requirement part language in conjunction with the clarified
terms of Interactive Remote Access and Intermediate System.

The revisions in proposed Requirement R2, Part 2.2 change the applicability to clarify
protections should be applied between the Intermediate System and the remote client rather than
between the Intermediate System and the BES Cyber System. In addition, proposed Requirement
R2, Part 2.2 changed from a technically specific requirement for encryption to an objective-
based requirement to protect the confidentiality and integrity of the Interactive Remote Access
session.

Proposed Requirement R2, Part 2.3 clarifies that multi-factor authentication should be

applied to the Intermediate System through changes to applicable systems.
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Proposed Requirement R2, Parts 2.4 and 2.5 are supply chain protections for vendor
remote access sessions. There were only acronym changes and the addition of Shared Cyber
Infrastructure to applicability for these requirement parts.

Proposed Requirement R2, Parts 2.6 and 2.7 are new requirement parts focusing on
reducing the attack surface between an Intermediate System and the BES Cyber System.
Proposed Requirement R2, Part 2.6 is intended to prevent a virtualized Intermediate System from
sharing central processing units or memory with the BES Cyber System for which it controls
access to reduce the risk for a side-channel attack to other Virtual Cyber Assets sharing those
resources. Proposed Requirement R2, Part 2.7 requires that routable protocol communications
between Intermediate Systems and applicable systems in Part 2.1 must be through an Electronic
Security Perimeter. This requirement part replaces the language in the currently enforceable
definition of Intermediate System that stated an Intermediate System “must not be located
inside” the Electronic Security Perimeter.

c. Requirement R3

Finally, proposed Requirement R3 applicability was updated to extend the protections for
vendor-initiated remote connections to Shared Cyber Infrastructure. A clean and redline version
of proposed CIP-005-8 is included in Exhibit A-4, with additional technical rationale provided
in Exhibit E-4.

6. Reliability Standard CIP-006-7

Proposed Reliability Standard CIP-006-7 requires a physical security plan to manage
physical access to BES Cyber Systems. These requirements are different than the physical
security requirements in CIP-014 in that CIP-006 is centered on access to the BES Cyber
Systems whereas CIP-014 focuses on physical security of critical infrastructure itself (e.g.,

security around substations). The proposed revisions apply certain physical protection
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requirements to virtualization infrastructure where appropriate. A clean and redline version of
proposed CIP-006-7 is included in Exhibit A-5, with additional technical rationale provided in
Exhibit E-5.

7. Reliability Standard CIP-007-7

Proposed Reliability Standard CIP-007-7 specifies technical, operational, and procedural
requirements to manage system security (e.g., malicious code prevention methods, patch
management, etc.). The proposed revisions focus on security objectives rather than specific
controls for system security management to accommodate virtualized environments. The revised
standard also includes Shared Cyber Infrastructure as an applicable system in all requirement
parts of CIP-007-7. The proposed revisions also include a new requirement applicable to Shared
Cyber Infrastructure that mitigates vulnerabilities in using the same hardware for different
impact categorizations. Finally, the proposed revisions also use “per system capability” instead
of “where technically feasible.”

Proposed Requirement R1 has an updated table name, “System Hardening” (changed
from “Ports and Services”), to reflect the security objective of reducing applicable systems’
attack surface. Similarly, proposed Requirement R1, Part 1.1 changes its focus from enabling or
restricting ports to the broader focus of disabling or preventing unneeded routable protocol
network accessibility. In some instances, a Responsible Entity may be able to disable a service or
remove or uninstall software that is providing unneeded network accessibility to the applicable
system. In other instances, a Responsible Entity may not be able to disable a service but can
prevent access to it in another layer, such as the underlying operating system with a host-based
firewall, a policy enforcement point, or other means of filtering traffic. The phrase “per system

99

capability” means that if a Responsible Entity can demonstrate that the applicable system is

incapable of performing a required action (e.g., a firmware-based “black box” device with
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limited configuration capabilities), the requirement is conditional on the ability of the applicable
system.

As noted above, proposed Requirement R1, Part 1.3 is a new requirement part applicable
to Shared Cyber Infrastructure that supports high or medium impact BES Cyber Systems or their
associated Protected Cyber Assets. The intent of proposed Requirement R1, Part 1.3 is to
mitigate the risk of exploitation of vulnerabilities of any shared central processing unit resources
or memory resources supporting medium or high impact BES Cyber Systems and their
associated Protected Cyber Assets. Proposed Requirement R1, Part 1.3 achieves this objective by
requiring Responsible Entities to prevent the sharing of these resources, excluding storage
resources, with Virtual Cyber Assets that are not, or are not associated with, a medium or high
impact BES Cyber System.

The remaining requirements in proposed Reliability Standard CIP-007-7 (Requirements
R2, R3, R4, and R5) include minor, conforming changes and the changes listed above (adding
Shared Cyber Infrastructure in the Applicable Systems column and replacing “where technically
feasible” with “per system capability”’). A clean and redline version of proposed CIP-007-7 is
included in Exhibit A-6, with additional technical rationale provided in Exhibit E-6.

8. Reliability Standard CIP-008-7

Proposed Reliability Standard CIP-008-7 specifies incident response requirements to
mitigate the risk to the reliable operation of the Bulk Electric System resulting from a Cyber
Security Incident. The proposed revisions add Shared Cyber Infrastructure to the applicable
systems for incident response requirements. A clean and redline version of proposed CIP-008-7

is included in Exhibit A-7, with additional technical rationale provided in Exhibit E-7.
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9. Reliability Standard CIP-009-7

Proposed Reliability Standard CIP-009-7 specifies recovery plan requirements to recover
reliability functions of BES Cyber Systems. The proposed revisions add Shared Cyber
Infrastructure to the applicable systems where appropriate. A clean and redline version of
proposed CIP-009-7 is included in Exhibit A-8, with additional technical rationale provided in
Exhibit E-8.

10. Reliability Standard CIP-010-5

Proposed Reliability Standard CIP-010-5 governs change management requirements and
vulnerability assessment requirements for medium and high impact BES Cyber Systems. The
proposed revisions broaden the change management requirements by incorporating the security
objective of controlling the implementation of intended changes to software or settings that could
weaken certain cyber security controls rather than only permitting a baseline configuration.
While Responsible Entities may continue using a baseline configuration to manage change,
Responsible Entities may now focus management around those changes that impact the security
behavior of certain controls. This accounts for the dynamic nature of virtual machines and other
virtualized technologies by permitting authorization of a change for automatic updates that will
occur in the future when these virtual machines or application containers instantiate. This
contrasts with only looking “backwards” at changes to a baseline as is used for non-virtual
machines that run 24 hours a day, seven days a week. In addition, the proposed revisions add
Shared Cyber Infrastructure to applicability where appropriate and replace “where technically
feasible” with “per system capability.”

a. Requirement R1
Like currently enforceable CIP-010-4, the objective of proposed Requirement R1 remains

to prevent unauthorized changes to BES Cyber Systems. Recognizing the true security objective
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behind change management, proposed Requirement R1 focuses on authorizing intended changes
that alter security behaviors rather than focusing on listing and documenting changes. In a
dynamic environment such as virtualization, where a Virtual Cyber Asset may lie dormant but
automatically patched at a future instantiation, the goal of change management is to ensure any
changes are authorized prior to that instantiation, not tracking the time and date when the
patching occurs for each instantiation with an update to the baseline 30 days later. As a result,
the focus of proposed Requirement R1 has changed from documenting the installed software and
its open ports on a Cyber Asset or Virtual Cyber Asset at some point post-change to authorizing
the changes that will occur when it does instantiate, which provides more security value for
virtualized environments. As noted previously, Responsible Entities may continue to use
baseline configurations as a valid way to meet Requirement R1.

The Project 2016-02 drafting team replaced the baseline language in proposed
Requirement R1, Part 1.1 to focus on the authorization of changes (previously in Requirement
R1, Part 1.2). When reviewing the five components that comprised a baseline configuration in
the current Part 1.1 (operating system or firmware, commercially available or open source
application software intentionally installed, custom software installed, ports, and patches), the
Project 2016-02 drafting team determined that the protections around each of these items were
already required in the technical controls of CIP-005 and CIP-007. As such, change management
requirements in Requirement R1, Part 1.1 needed to not just focus on documenting changes to
those controls but rather control the authorization of those changes. To that end, proposed
Requirement R1, Part 1.1 requires Responsible Entities to authorize changes that affect
Applicable Systems where those changes alter the behavior of one or more cyber security

controls, excluding procedural or physical controls, serving one or more requirement parts in
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CIP-005 and CIP-007, as defined by the Responsible Entity. With this revision, aspects of
current Requirement R1, Parts 1.2 and 1.3, which both relate to using a baseline configuration
for change management, are incorporated into the security objective of proposed Requirement
R1, Part 1.1.

With the consolidation of current Requirement R1, Parts 1.1 through 1.3 into the security
objective of proposed Requirement R1, Part 1.1, proposed Requirement R1, Part 1.2 is a revised
current Requirement R1, Part 1.5. The revisions are mostly conforming in that they remove
references to baseline configuration and remove the “where technically feasible” language.
Instead of “where technically feasible” language, the drafting team determined a CIP
Exceptional Circumstance more appropriate to support Responsible Entities’ recovering from
events or conditions more swiftly.

Proposed Requirement R1, Part 1.3 now maps to the current Requirement R1, Part 1.6,
one of the supply chain requirements to verify the integrity of software and the identify of its
source. The proposed revisions to Requirement R1, Part 1.3 are mostly conforming, with
removal of references to baseline configuration.

Based on the identification of controls in CIP-005 and CIP-007 in proposed Requirement
R1, Part 1.1, proposed Requirement R1, Part 1.4 simplifies the current requirement to ensure that
altered controls in those standards are not adversely affected. The drafting team also added the
language ““as part of the changes authorized per Requirement R1, Part 1.1 to indicate that a
Responsible Entity should verify that the controls are not adversely affected before closing out

those changes.
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b. Requirement R2

The modifications in proposed Requirement R2 adjust the scope of configuration
monitoring requirements to conform with revisions to Requirement R1 and support the additional
Applicable System (SCI supporting high impact BES Cyber Systems and associated EACMS
and PCA). To achieve this scope adjustment, proposed Requirement R2, Part 2.1 requires
Responsible Entities to implement methods to monitor certain unauthorized changes that affect
Applicable Systems. The unauthorized changes subject to monitoring under Requirement R2,
Part 2.1 are those changes that alter the behavior of one or more cyber security controls,
excluding procedural and physical controls, serving one or more requirement parts in CIP-007,
as defined by the Responsible Entity. Such entity-defined controls must include at least one
cyber security control for each of the following seven controls: (1) Configuration on each
Applicable System that affects its routable protocol network accessibility; (2) Configuration of
CPU or memory sharing of Virtual Cyber Assets on Shared Cyber Infrastructure; (3) Installation,
removal, and update of operating system, firmware, software, and cyber security patches; (4)
Configuration of malicious code protection methods; (5) Configuration of security event logging
or alerting; (6) Configuration of authentication methods; and (7) Changes to the enabled or
disabled status of accounts. The Project 2016-02 drafting team added “per system capability” to
indicate that an Applicable System may not have one of the seven controls configured on an
applicable system (e.g., there may be no sharing of Virtual Cyber Assets on a Shared Cyber
Infrastructure), so a Responsible Entity would not be expected to monitor controls it does not
have. Proposed Requirement R2, Part 2.1 retains the requirement to document and investigate

detected unauthorized changes.
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In scoping the controls subject to monitoring, the drafting team focused on a subset of the
controls at the center of proposed Requirement R1, Part 1.1. The intent behind this was to focus
change management on those controls responsible for maintaining a Cyber System’s security
posture, such as those supporting systems security management in proposed CIP-007-7. The
Project 2016-02 drafting team also determined these controls likely had the capability for
automated monitoring.

The Project 2016-02 drafting team used the phrase “that include at least one cyber
security control for each of the following” to allow Responsible Entities to monitor a primary
security control if they have multiple overlapping controls. The Project 2016-02 drafting team’s
intent is that having multiple security controls over these categories is a good and beneficial
practice where possible, and entities should not be discouraged from having more than one. This
allows the Responsible Entity to choose the primary control it monitors for unauthorized
changes. The Responsible Entity may of course monitor more than one, but one is required.

Additionally, the Project 2016-02 drafting team added “per system capability” in
recognition that not all changes in scope can be monitored on every Cyber System. The intent is
not for the ‘per system capability’ language to exclude manual monitoring methods from the
scope of proposed Part 2.1. Rather, the Project 2016-02 drafting team’s intent when using the
“per system capability” language is to keep the scope of Requirement R2 to those things for
which automated solutions are available and more likely to be monitored and alerted for changes.
To that end, the word “system” in “per system capability” refers to the Applicable Systems for
the requirement, and not the capability of the automated tool used to monitor. As a result, the
“per system capability” language does not absolve Responsible Entities of the obligation to

implement monitoring methods where automated solutions have not been implemented.
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Accordingly, manual methods to accomplish the same results where automated monitoring
cannot be done remains a requirement where the Applicable System is capable of producing data
related to the list of seven cyber security-related categories to monitor.
c. Requirement R3

Proposed Requirement R3 requires Responsible Entities to implement a process
regarding vulnerability assessments of Applicable Systems. Proposed Requirement R3, Parts 3.1
and 3.2 add Shared Cyber Infrastructure as an Applicable System and include conforming
changes to reflect the change from only requiring baseline configurations. Proposed Requirement
R3, Part 3.3 includes revisions that reflect the dynamic nature of virtualized technologies. As
such, the proposed requirement part requires the vulnerability assessment at a point prior to the
Virtual Cyber Asset being instantiated, with the “production” connectivity it requires, to perform
its function either as a part of a BES Cyber System, as an Electronic Access Control or
Monitoring System, or as a Protected Cyber Asset. As it begins to perform those functions of
Applicable Systems, it becomes an “Applicable System” at that point, and the Responsible Entity
should have already performed the vulnerability assessment. In the case of a remediation Virtual
Local Area Network, this may be performed automatically at every instantiation. The proposed
change recognizes that Virtual Cyber Assets do not need to be created first in a separate
hardware environment and then somehow imported when the vulnerability assessment can safely
be performed in a “production environment.”

d. Requirement R4

Proposed Requirement R4 requires Responsible Entities to implement a plan to manage

Transient Cyber Assets and Removable Media. The proposed revisions within Requirement R4

are mostly conforming and add the term Shared Cyber Infrastructure where appropriate. The
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proposed revisions within Attachment 1 to Requirement R4 also align language with that in
Attachment 1 of proposed CIP-003-10. A clean and redline version of proposed CIP-010-5 is
included in Exhibit A-9, with additional technical rationale provided in Exhibit E-9.

11. Reliability Standard CIP-011-4

Proposed Reliability Standard CIP-011-4 specifies information protection requirements to
safeguard BES Cyber System Information. The proposed revisions add information protection
requirements to Shared Cyber Infrastructure and apply reuse and disposal requirements at a
system versus asset level. Proposed Requirement R1 requires Responsible Entities to implement
a documented information protection program(s) that includes the applicable requirement parts.
Proposed Requirement R2 requires Responsible Entities to implement documented processes
regarding BES Cyber Asset reuse and disposal, consistent with the applicable requirement parts.
A clean and redline version of proposed CIP-011-4 is included in Exhibit A-10, with additional
technical rationale provided in Exhibit E-10.

12. Reliability Standard CIP-013-3

Proposed Reliability Standard CIP-013-3 requires Responsible Entities to consider and
address cyber security risks from vendor products or services during planning for the
procurement of BES Cyber Systems as well as Electronic Access Control or Monitoring Systems
and Physical Access Control Systems. Proposed Reliability Standard CIP-013-3 includes three
requirements: (1) Requirement R1 requires a Responsible Entity to develop documented supply
chain cyber security risk management plan(s) and includes requirement parts detailing the
processes to include in the plan; (2) Requirement R2 requires Responsible Entities to implement
the plan(s); and (3) Requirement R3 requires review and CIP Senior Manager, or delegate,
approval of the plan(s) at least once every 15 calendar months. The proposed revisions extend

these supply chain risk management requirements to Shared Cyber Infrastructure. A clean and
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redline version of proposed CIP-013-3 is included in Exhibit A-11, with additional technical
rationale provided in Exhibit E-11.

F. Other Modifications

To facilitate the proposed changes discussed in Sections IV.A through IV.E supra, there
were several other modifications throughout the CIP Reliability Standards that are clarifying or
conforming changes but not as substantive as other revisions described in Section IV. For
example, the drafting team proposes clarifications of the term “between discrete Electronic
Security Perimeters” by modifying the Applicability exemptions section of the CIP Reliability
Standards to add Section 4.2.3.3. The proposed section recognizes that the ability to move
workloads or virtual machines across different sites for increased resiliency can require different
sites to be connected as a flat network without layer 3 Electronic Security Perimeters at each
discrete site (e.g., a layer 2 adjacency across the sites). As a result, a “super ESP” is created
across the sites and thus an exemption based on having a discrete layer 3 Electronic Security
Perimeter at each site no longer works to exclude, for example, the network transport equipment
that may belong to carriers, which was the intent behind current Applicability Section 4.2.3.2.

As described above in Section IV.E.5, when extending an Electronic Security Perimeter
between geographic locations, the requirement in proposed CIP-005-8 to protect the
confidentiality and integrity of the data (typically through encryption) between the relevant
Physical Security Perimeters applies. This exemption in proposed Applicability Section 4.2.3.3
then covers the related Cyber Systems “between” those encryption points but does not exclude
the endpoints performing the encryption.

There are several other revisions throughout the proposed standards that are

administrative in nature, such as use of acronyms, streamlining the Violation Severity Levels,
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removing functional entities no longer subject to Reliability Standards, and removing the non-
enforceable Background and Guidelines and Technical Basis sections to separate technical
rationale documents.

In addition, as proposed Reliability Standards CIP-002-7, CIP-006-7, CIP-007-7 and
CIP-009-7 have not been modified in several years, there are some more administrative updates
within those standards. As such, the proposed Reliability Standards contain a number of minor
modifications to align the standard with revisions to other standards or initiatives in other areas.
These changes are shown in clean and redline in Exhibits A-1, A-5, A-6, and A-8 and are
summarized below.

First, the proposed modifications would remove Interchange Coordinator or Interchange
Authority from the Applicability section of proposed Reliability Standards CIP-002-7, CIP-006-
7, CIP-007-7, and CIP-009-7. This revision is consistent with FERC-approved changes to the
NERC Compliance Registry under the risk-based registration initiative.>?

Second, the proposed modifications replace the term “Special Protection Systems” with
the term “Remedial Action Schemes,” consistent with similar revisions made to other NERC
Reliability Standards.>* This change occurs in the following locations:

e Applicability subsections 4.1.2.2 and 4.2.1.2 in proposed CIP-002-7, CIP-006-7,
CIP-007-7, and CIP-009-7;

e Proposed CIP-002-7, Requirement R1;

53 N. Am. Elec. Reliability Corp., 150 FERC § 61,213 (2015) (approving removal of the Purchasing Selling
Entity and Interchange Authority/Coordinator from the NERC Compliance Registry).

4 In Order No. 818, the Commission approved NERC’s revised definition of the term “Remedial Action

Scheme” and approved certain Reliability Standards in which references to the term “Special Protections Systems’
were removed and replaced with the term “Remedial Action Schemes.” Revisions to Emergency Operations
Reliability Standards,; Revisions to Undervoltage Load Shedding Reliability Standards, Revisions to the Definition
of “Remedial Action Scheme” and Related Reliability Standards, Order No. 818, 153 FERC 9 61,228 (2015).

bl
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e Proposed CIP-002-7, Attachment 1, medium impact rating criterion 2.9; and
e Proposed CIP-002-7, low impact rating criterion 3.5.
Finally, proposed CIP-002-7, Requirement R2 begins with the word “Each Responsible
Entity shall:”, instead of “Fhe Responsible Entity shall:”, to conform with Requirement R1
language and other requirements in the CIP suite of standards.

G. Enforceability of Proposed Reliability Standards

The proposed Reliability Standards also include measures that support each requirement
by clearly identifying what is required and how NERC and the Regional Entities will enforce the
requirement. These measures help ensure that the requirements will be enforced in a clear,
consistent, and non-preferential manner and without prejudice to any party.>® Additionally, the
proposed Reliability Standards include VRFs and VSLs. The VRFs and VSLs provide guidance
on the way that NERC and the Regional Entities will enforce the requirements of the proposed
Reliability Standards. The VRFs and VSLs for the proposed Reliability Standards comport with
NERC and Commission guidelines related to their assignment. Exhibit F provides a detailed
review of the VRFs and VSLs, and the analysis of how the VRFs and VSLs were determined
using these guidelines.

As the proposed Reliability Standards incorporate security objectives into requirements,
the Compliance Monitoring and Enforcement Program>® processes and procedures provide
effective tools for monitoring and enforcing those security objectives. NERC and the Regional
Entities will use existing risk-based compliance monitoring processes to effectively monitor

compliance with the new Reliability Standards requirements. As with any new Reliability

3 Order No. 672 at P 327.

56 NERC, Rules of Procedure, Section 400 et. seq.; Appendices 4B and 4C,
https://www.nerc.com/AboutNERC/RulesOfProcedure/NERC%20ROP%20effective?%2020220825 with%20appen
dicies.pdf.
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Standard, NERC and the Regional Entities expect to provide some training and collaboration on
the security objectives to ensure that monitoring staff possess the necessary subject matter
expertise to employ professional judgment in assessing compliance, consistent with applicable
auditing principles. °’ In addition, NERC and the Regional Entities will consider using
stakeholder engagement efforts, such as Small Group Advisory Sessions or entity assist visits, as
appropriate, to help ensure both Responsible Entities and monitoring staff are prepared for
implementation.

Should a Potential Noncompliance®® go through enforcement processes for disposition,
the existing enforcement processes provide effective means for assessing such findings in a fair
and non-preferential manner. For each finding assessed, NERC and the Regional Entities
consider the facts and circumstances surrounding each violation and use professional judgment
to assess whether security objectives were met, consistent with the FERC-approved Sanction
Guidelines. > This ensures that enforcement actions bear a reasonable relationship to the
seriousness of the violation. ® In applying such guidelines to requirements with security
objectives, NERC and the Regional Entities can follow a repeatable process while ensuring each
Responsible Entity is treated fairly based on the unique facts and circumstances of each Potential

Noncompliance.

57 United States Government Accountability Office, Government Auditing Standards, Requirement 3.109

(2024) https://www.gao.gov/assets/d24106786.pdf.

See N. Am. Elec. Reliability Corp. Definitions Used in the Rules of Procedure, Appendix 2 to the Rules of
Procedure (effective May 19, 2022) at 17 (“Potential Noncompliance” means the identification, by the Compliance
Enforcement Authority, of a possible failure by a Registered Entity to comply with a Reliability Standard that is
applicable to the Registered Entity),
https://www.nerc.com/AboutNERC/RulesOfProcedure/ROP_Appendix%202 20220519.pdf.)

» See Sanction Guidelines of the North American Electric Reliability Corporation (effective January 19,
2021) at 3, https://www.nerc.com/AboutNERC/RulesOfProcedure/Appendix_4B_effective%2020210119.pdf .
0 Id.
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V. EFFECTIVE DATE

NERC respectfully requests that the Commission approve the proposed Reliability
Standards and associated definitions to become effective as set forth in the proposed
Implementation Plan, provided in Exhibit B hereto. The proposed Implementation Plan provides
that the proposed Reliability Standards and definitions shall become effective on the later of: (1)
April 1, 2026; or (2) the first day of the first calendar quarter that is twenty-four (24) months
after the effective date of the applicable governmental authority’s order approving the Reliability
Standards and definitions, or as otherwise provided for by the applicable governmental authority.
The proposed implementation timeframe balances the urgency to implement the requirements
with the time needed to develop any relevant capabilities.

The proposed Implementation Plan also permits Responsible Entities to elect to comply
with the proposed Reliability Standards and associated definitions following Commission
approval but prior to their effective date, provided the Responsible Entity notifies its applicable
Regional Entities as stated in the Implementation Plan. This option allows Responsible Entities
to implement the appropriate controls for virtualized technologies as soon as feasible or continue
with configurations currently allowed under the CIP Reliability Standards but update their
compliance documentation in a manner appropriate for their schedules. The early adoption dates
are limited to three instances to better support Regional Entity tracking of Responsible Entities’
availing themselves of this provision in the Implementation Plan:

Early adoption option 1: First day of the first calendar quarter that is six (6)

months after the effective date of the applicable governmental authority’s order
approving the proposed Reliability Standards and definitions

Early adoption option 2: First day of the first calendar quarter that is twelve (12)
months after the effective date of the applicable governmental authority’s order
approving the proposed Reliability Standards and definitions.
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Early adoption option 3: First day of the first calendar quarter that is eighteen (18)
months after the effective date of the applicable governmental authority’s order
approving the proposed Reliability Standards and definitions.

In addition, the proposed Implementation Plan carries forward the planned and unplanned

changes section that has been used in implementation plans associated with previous versions of

the CIP Reliability Standards.
VI. CONCLUSION

For the reasons set forth above, NERC respectfully requests that the Commission

approve:

e proposed Reliability Standards, and associated elements included in Exhibit A,
effective as proposed herein;

e the proposed Implementation Plan included in Exhibit B; and

e the retirement of Reliability Standards effective as proposed herein.

Respectfully submitted,

/s/ Marisa Hecht

Lauren Perotti

Assistant General Counsel

Marisa Hecht

Senior Counsel

North American Electric Reliability Corporation
1401 H Street NW, Suite 410

Washington, D.C. 20005

202-400-3000

lauren.perotti@nerc.net

Marisa.hecht@nerc.net

Counsel for the North American Electric Reliability Corporation

Date: July 10, 2024
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CIP-002-7 — Cyber Security — BES Cyber System Categorization

A. Introduction

1.
2.
3.

Title: Cyber Security — BES Cyber System Categorization
Number:  CIP-002-7

Purpose: To identify and categorize BES Cyber Systems (BCS) and their associated
BES Cyber Assets (BCA) for the application of cyber security requirements
commensurate with the adverse impact that loss, compromise, or misuse of those BCS
could have on the reliable operation of the Bulk Electric System (BES). Identification
and categorization of BCS support appropriate protection against compromises that
could lead to misoperation or instability in the BES.

Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein,
the following list of functional entities will be collectively referred to as
“Responsible Entities.” For requirements in this standard where a specific
functional entity or subset of functional entities are the applicable entity or
entities, the functional entity or entities are specified explicitly.

4.1.1. Balancing Authority

4.1.2. Distribution Provider that owns one or more of the following Facilities,
systems, and equipment for the protection or restoration of the BES:

4.1.2.1. Each underfrequency load shedding (UFLS) or undervoltage
load shedding (UVLS) system that:

4.1.2.1.1. is part of a Load shedding program that is subject
to one or more requirements in a NERC or Regional
Reliability Standard; and

4.1.2.1.2. performs automatic Load shedding under a
common control system owned by the Responsible
Entity, without human operator initiation, of 300
MW or more.

4.1.2.2. Each Remedial Action Scheme (RAS) where the RAS is subject
to one or more requirements in a NERC or Regional Reliability
Standard.

4.1.2.3. Each Protection System (excluding UFLS and UVLS) that
applies to Transmission where the Protection System is
subject to one or more requirements in a NERC or Regional
Reliability Standard.

4.1.2.4. Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.
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4.2.

4.1.3.
4.1.4.
4.1.5.
4.1.6.
4.1.7.

Generator Operator
Generator Owner
Reliability Coordinator
Transmission Operator

Transmission Owner

Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entity in 4.1
above are those to which these requirements are applicable. For requirements
in this standard where a specific type of Facilities, system, or equipment or
subset of Facilities, systems, and equipment are applicable, these are specified
explicitly.

4.2.1.

4.2.2.

4.2.3.

Distribution Provider: One or more of the following Facilities, systems
and equipment owned by the Distribution Provider for the protection
or restoration of the BES:

4.2.1.1. Each UFLS or UVLS System that:

4.2.1.1.1. is part of a Load shedding program that is subject
to one or more requirements in a NERC or Regional
Reliability Standard; and

4.2.1.1.2. performs automatic Load shedding under a
common control system owned by the Responsible
Entity, without human operator initiation, of 300
MW or more.

4.2.1.2. Each RAS where the RAS is subject to one or more
requirements in a NERC or Regional Reliability Standard.

4.2.1.3. Each Protection System (excluding UFLS and UVLS) that
applies to Transmission where the Protection System is
subject to one or more requirements in a NERC or Regional
Reliability Standard.

4.2.1.4. Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

Responsible Entities listed in 4.1 other than Distribution Providers:
All BES Facilities.

Exemptions: The following are exempt from Standard CIP-002-7:

4.2.3.1. Cyber Systems at Facilities regulated by the Canadian Nuclear
Safety Commission.
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4.2.3.2. Cyber Systems associated with communication networks and
data communication links between discrete Electronic Security
Perimeters (ESP).

4.2.3.3. Cyber Systems, associated with communication networks and
data communication links, between the Cyber Systems
providing confidentiality and integrity of an ESP that extends
to one or more geographic locations.

4.2.3.4. The systems, structures, and components that are regulated
by the Nuclear Regulatory Commission under a cyber security
plan pursuant to 10 C.F.R. Section 73.54.

4.2.3.5. For Distribution Providers, the systems and equipment that
are not included in section 4.2.1 above.

5. Effective Dates: See “Project 2016-02 Modifications to CIP Standards Implementation
Plan”
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B. Requirements and Measures

R1.

Mm1.

R2.

M2.

Each Responsible Entity shall implement a process that considers each of the
following assets for purposes of Parts 1.1 through 1.3: [Violation Risk Factor:
High][Time Horizon: Operations Planning]

1.1.

1.2.

1.3.

i.  Control Centers and backup Control Centers;

ii. Transmission stations and substations;
iii. Generation resources;

iv.  Systems and facilities critical to system restoration, including Blackstart

Resources and Cranking Paths and initial switching requirements;

v. RASthat support the reliable operation of the BES; and

vi.  For Distribution Providers, Protection Systems specified in Applicability

section 4.2.1 above.

Identify each of the high impact BCS according to Attachment 1, Section 1, if
any, at each asset;

Identify each of the medium impact BCS according to Attachment 1, Section 2,
if any, at each asset; and

Identify each asset that contains a low impact BCS according to Attachment 1,
Section 3, if any (a discrete list of low impact BCS is not required).

Acceptable evidence includes, but is not limited to, dated electronic or physical lists
required by Requirement R1.

Each Responsible Entity shall: [Violation Risk Factor: Lower] [Time Horizon: Operations
Planning]

2.1

2.2

Review the identifications in Requirement R1 and its parts (and update them if
there are changes identified) at least once every 15 calendar months, even if it
has no identified items in Requirement R1, and

Have its CIP Senior Manager or delegate approve the identifications required
by Requirement R1 at least once every 15 calendar months, even if it has no
identified items in Requirement R1.

Acceptable evidence includes, but is not limited to, electronic or physical dated
records to demonstrate that the Responsible Entity has reviewed and updated, where
necessary, the identifications required in Requirement R1 and its parts, and has had its
CIP Senior Manager or delegate approve the identifications required in Requirement
R1 and its parts at least once every 15 calendar months, even if it has none identified
in Requirement R1 and its parts, as required by Requirement R2.
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C. Compliance

1. Compliance Monitoring Process:

1.1.

1.2.

1.3.

Compliance Enforcement Authority:

“Compliance Enforcement Authority” means NERC or the Regional Entity, or any

entity as otherwise designated by an Applicable Governmental Authority, in their
respective roles of monitoring and/or enforcing compliance with mandatory and

enforceable Reliability Standards in their respective jurisdictions.

Evidence Retention:

The following evidence retention periods identify the period of time an entity is
required to retain specific evidence to demonstrate compliance. For instances
where the evidence retention period specified below is shorter than the time
since the last audit, the CEA may ask an entity to provide other evidence to show
that it was compliant for the full time period since the last audit.

The Responsible Entity shall keep data or evidence to show compliance as
identified below unless directed by its CEA to retain specific evidence for a
longer period of time as part of an investigation:

e Each Responsible Entity shall retain evidence of each requirement in this
standard for three calendar years.

e |f a Responsible Entity is found non-compliant, it shall keep information
related to the non-compliance until mitigation is complete and approved or
for the time specified above, whichever is longer.

e The CEA shall keep the last audit records and all requested and submitted
subsequent audit records.

Compliance Monitoring and Enforcement Program:

As defined in the NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be
used to evaluate data or information for the purpose of assessing performance
or outcomes with the associated Reliability Standard.
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Violation Severi

Levels

Lower VSL

Violation Severity Levels (CIP-002-7)

Moderate VSL

High VSL

Severe VSL

For Responsible Entities with
more than a total of 40 BES
assets in Requirement R1, five
percent or fewer BES assets
have not been considered
according to Requirement R1;

OR

For Responsible Entities with a
total of 40 or fewer BES assets,
2 or fewer BES assets in
Requirement R1, have not been
considered according to
Requirement R1;

OR

For Responsible Entities with
more than a total of 100 high
and medium impact BCS, five
percent or fewer of identified
BCS have not been categorized
or have been incorrectly
categorized at a lower
category;

OR

For Responsible Entities with a
total of 100 or fewer high and
medium impact BCS, five or

For Responsible Entities with
more than a total of 40 BES
assets in Requirement R1, more
than five percent but less than
or equal to 10 percent of BES
assets have not been
considered, according to
Requirement R1;

OR

For Responsible Entities with a
total of 40 or fewer BES assets,
more than two, but fewer than
or equal to four BES assets in
Requirement R1, have not been
considered according to
Requirement R1;

OR

For Responsible Entities with
more than a total of 100 high
and medium impact BCS, more
than five percent but less than
or equal to 10 percent of
identified BCS have not been
categorized or have been
incorrectly categorized at a
lower category;

For Responsible Entities with
more than a total of 40 BES
assets in Requirement R1, more
than 10 percent but less than
or equal to 15 percent of BES
assets have not been
considered, according to
Requirement R1;

OR

For Responsible Entities with a
total of 40 or fewer BES assets,
more than four, but fewer than
or equal to six BES assets in
Requirement R1, have not been
considered according to
Requirement R1;

OR

For Responsible Entities with
more than a total of 100 high
or medium impact BCS, more
than 10 percent but less than
or equal to 15 percent of
identified BCS have not been
categorized or have been
incorrectly categorized at a
lower category;

For Responsible Entities with
more than a total of 40 BES
assets in Requirement R1, more
than 15 percent of BES assets
have not been considered,
according to Requirement R1;

OR

For Responsible Entities with a
total of 40 or fewer BES assets,
more than six BES assets in
Requirement R1, have not been
considered according to
Requirement R1;

OR

For Responsible Entities with
more than a total of 100 high
and medium impact BCS, more
than 15 percent of identified
BCS have not been categorized
or have been incorrectly
categorized at a lower
category;

OR

For Responsible Entities with a
total of 100 or fewer high and
medium impact BCS, more
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Lower VSL

Violation Severity Levels (CIP-002-7)

Moderate VSL

High VSL

Severe VSL

fewer identified BCS have not
been categorized or have been
incorrectly categorized at a
lower category.

OR

For Responsible Entities with
more than a total of 100 high
and medium impact BCS, five
percent or fewer high or
medium BCS have not been
identified;

OR

For Responsible Entities with a
total of 100 or fewer high and
medium impact BCS, five or
fewer high or medium BCS
have not been identified.

OR

For Responsible Entities with a
total of 100 or fewer high and
medium impact BCS, more than
five but less than or equal to 10
identified BES Cyber Systems
have not been categorized or
have been incorrectly
categorized at a lower
category.

OR

For Responsible Entities with
more than a total of 100 high
and medium impact BCS, more
than five percent but less than
or equal to 10 percent high or
medium BCS have not been
identified;

OR

For Responsible Entities with a
total of 100 or fewer high and
medium impact BCS, more than
five but less than or equal to 10
high or medium BCS have not
been identified.

OR

For Responsible Entities with a
total of 100 or fewer high or
medium impact BCS, more than
10 but less than or equal to 15
identified BCS have not been
categorized or have been
incorrectly categorized at a
lower category.

OR

For Responsible Entities with
more than a total of 100 high
and medium impact BCS, more
than 10 percent but less than
or equal to 15 percent high or
medium BCS have not been
identified;

OR

For Responsible Entities with a
total of 100 or fewer high and
medium impact BCS, more than
10 but less than or equal to 15
high or medium BCS have not
been identified.

than 15 identified BCS have not
been categorized or have been
incorrectly categorized at a
lower category.

OR

For Responsible Entities with
more than a total of 100 high
and medium impact BCS, more
than 15 percent of high or
medium impact BCS have not
been identified;

OR

For Responsible Entities with a
total of 100 or fewer high and
medium impact BES Cyber
Systems, more than 15 high or
medium impact BCS have not
been identified.

R2

The Responsible Entity did not
complete its review and update

The Responsible Entity did not
complete its review and update

The Responsible Entity did not
complete its review and update

The Responsible Entity did not
complete its review and update
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Lower VSL

Violation Severity Levels (CIP-002-7)

Moderate VSL

High VSL

Severe VSL

for the identification required
for Requirement R1 within 15
calendar months but less than
or equal to 16 calendar months
of the previous review. (Part
2.1)

OR

The Responsible Entity did not
complete its approval of the
identifications required by
Requirement R1 by the CIP
Senior Manager or delegate
according to Requirement R2
within 15 calendar months but
less than or equal to 16
calendar months of the
previous approval. (Part 2.2)

for the identification required
for Requirement R1 within 16
calendar months but less than
or equal to 17 calendar months
of the previous review.
(Part2.1)

OR

The Responsible Entity failed to
complete its approval of the
identifications required by
Requirement R1 by the CIP
Senior Manager or delegate
according to Requirement R2
within 16 calendar months but
less than or equal to 17
calendar months of the
previous approval. (Part 2.2)

for the identification required
for Requirement R1 within 17
calendar months but less than
or equal to 18 calendar months
of the previous review. (Part
2.1)

OR

The Responsible Entity failed to
complete its approval of the
identifications required by
Requirement R1 by the CIP
Senior Manager or delegate
according to Requirement R2
within 17 calendar months but
less than or equal to 18
calendar months of the
previous approval. (Part 2.2)

for the identification required
for Requirement R1 within 18
calendar months of the
previous review. (Part 2.1)

OR

The Responsible Entity failed to
complete its approval of the
identifications required by
Requirement R1 by the CIP
Senior Manager or delegate
according to Requirement R2
within 18 calendar months of
the previous approval. (Part
2.2)

D. Regional Variances
None.

E. Interpretations
None.

F. Associated Documents
e Implementation Plan for Project 2016-02

e CIP-002-7 Technical Rationale
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Version Histo

Version Action Chan_ge
Tracking
1 1/16/06 R3.2 — Change “Control Center” to “control center.” 3/24/06
2 9/30/09 Modifications to clarify the requirements and to bring the
compliance elements into conformance with the latest
guidelines for developing compliance elements of
standards.
Removal of reasonable business judgment.
Replaced the RRO with the RE as a Responsible Entity.
Rewording of Effective Date.
Changed compliance monitor to Compliance Enforcement
Authority.
3 12/16/09 | Updated version number from -2 to -3. Update
Approved by the NERC Board of Trustees.
3 3/31/10 | Approved by FERC.
4 12/30/10 | Modified to add specific criteria for Critical Asset Update
identification.
4 1/24/11 | Approved by the NERC Board of Trustees. Update
5 11/26/12 | Adopted by the NERC Board Trustees. Modified to
coordinate
with other CIP
standards and
to revise
format to use
RBS Template.
5.1 9/30/13 Replaced “Devices” with “Systems” in a definition in Errata
background section.
5.1 11/22/13 | FERC Order issued approving CIP-002-5.1.
5.1a 11/02/16 | Adopted by the NERC Board of Trustees.
5.1a 12/14/201 | FERC letter Order approving CIP-002-5.1a. Docket No.
6 RD17-2-000.
6 5/14/2020 | Adopted by the NERC Board of Trustees. Modified
Criterion 2.12.
7 TBD Virtualization Modifications

Page 9 of 12



Attachment 1

Attachment 1 — Impact Rating Criteria

Impact Rating Criteria
The criteria defined in Attachment 1 do not constitute stand-alone compliance requirements,
but are criteria characterizing the level of impact and are referenced by requirements.

1. High impact rating
Each BCS used by and located at any of the following:

1.1.

1.2.

1.3.

14

Each Control Center or backup Control Center used to perform the functional
obligations of the Reliability Coordinator.

Each Control Center or backup Control Center used to perform the functional
obligations of the Balancing Authority: 1) for generation equal to or greater than an
aggregate of 3000 MW in a single Interconnection, or 2) for one or more of the assets
that meet criterion 2.3, 2.6, or 2.9.

Each Control Center or backup Control Center used to perform the functional
obligations of the Transmission Operator for one or more of the assets that meet
criterion 2.2,2.4,2.5, 2.7, 2.8, 2.9, or 2.10.

Each Control Center or backup Control Center used to perform the functional
obligations of the Generator Operator for one or more of the assets that meet
criterion 2.1, 2.3, 2.6, or 2.9.

2. Medium impact rating
Each BCS, not included in Section 1 above, associated with any of the following:

2.1.

2.2,

2.3.

2.4.

2.5.

Commissioned generation, by each group of generating units at a single plant location,
with an aggregate highest rated net Real Power capability of the preceding 12
calendar months equal to or exceeding 1500 MW in a single Interconnection. For each
group of generating units, the only BCS that meet this criterion are each discrete
shared BCS that could, within 15 minutes, adversely impact the reliable operation of
any combination of units that in aggregate equal or exceed 1500 MW in a single
Interconnection.

Each BES reactive resource or group of resources at a single location (excluding
generation Facilities) with an aggregate maximum Reactive Power nameplate rating of
1000 MVAR or greater (excluding those at generation Facilities). The only BCS that
meet this criterion are each discrete shared BCS that could, within 15 minutes,
adversely impact the reliable operation of any combination of resources that in
aggregate equal or exceed 1000 MVAR.

Each generation Facility that its Planning Coordinator or Transmission Planner
designates, and informs the Generator Owner or Generator Operator, as necessary to
avoid an Adverse Reliability Impact in the planning horizon of more than one year.

Transmission Facilities operated at 500 kV or higher. For the purpose of this criterion,
the collector bus for a generation plant is not considered a Transmission Facility, but is
part of the generation interconnection Facility.

Transmission Facilities that are operating between 200 kV and 499 kV at a single
station or substation, where the station or substation is connected at 200 kV or higher
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voltages to three or more other Transmission stations or substations and has an
"aggregate weighted value" exceeding 3000 according to the table below. The
"aggregate weighted value" for a single station or substation is determined by
summing the "weight value per line" shown in the table below for each incoming and
each outgoing BES Transmission Line that is connected to another Transmission
station or substation. For the purpose of this criterion, the collector bus for a
generation plant is not considered a Transmission Facility, but is part of the generation
interconnection Facility.

Voltage Value of a Line Weight Value per Line
less than 200 kV (not applicable) (not applicable)
200 kV to 299 kV 700
300 kV to 499 kv 1300
500 kV and above 0

2.6.

2.7.

2.8.

2.9.

2.10.

2.11.

2.12.

Generation at a single plant location or Transmission Facilities at a single station or
substation location that are identified by its Reliability Coordinator, Planning
Coordinator, or Transmission Planner as critical to the derivation of Interconnection
Reliability Operating Limits (IROLs) and their associated contingencies.

Transmission Facilities identified as essential to meeting Nuclear Plant Interface
Requirements.

Transmission Facilities, including generation interconnection Facilities, providing the
generation interconnection required to connect generator output to the Transmission
Systems that, if destroyed, degraded, misused, or otherwise rendered unavailable,
would result in the loss of the generation Facilities identified by any Generator Owner
as a result of its application of Attachment 1, criterion 2.1 or 2.3.

Each RAS or automated switching System that operates BES Elements, that, if
destroyed, degraded, misused, or otherwise rendered unavailable, would cause one or
more Interconnection Reliability Operating Limits (IROLs) violations for failure to
operate as designed or cause a reduction in one or more IROLs if destroyed, degraded,
misused, or otherwise rendered unavailable.

Each system or group of Elements that performs automatic Load shedding under a
common control system, without human operator initiation, of 300 MW or more
implementing undervoltage load shedding (UVLS) or underfrequency load shedding
(UFLS) under a load shedding program that is subject to one or more requirements in
a NERC or regional reliability standard.

Each Control Center or backup Control Center, not already included in high impact
rating above, used to perform the functional obligations of the Generator Operator for
an aggregate highest rated net Real Power capability of the preceding 12 calendar
months equal to or exceeding 1500 MW in a single Interconnection.

Each Control Center or backup Control Center used to perform the functional
obligations of the Transmission Operator not included in high impact rating, above.
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2.13. Each Control Center or backup Control Center, not already included in high impact
rating above, used to perform the functional obligations of the Balancing Authority for
generation equal to or greater than an aggregate of 1500 MW in a single
Interconnection.

3. Low impact rating
BCS not included in Sections 1 or 2 above that are associated with any of the following
assets and that meet the applicability qualifications in Section 4 - Applicability, part 4.2 —
Facilities, of this standard:

3.1. Control Centers and backup Control Centers.
3.2. Transmission stations and substations.
3.3. Generation resources.

3.4. Systems and facilities critical to system restoration, including Blackstart Resources and
Cranking Paths and initial switching requirements.

3.5. RAS that support the reliable operation of the Bulk Electric System.

3.6. For Distribution Providers, Protection Systems specified in Applicability section 4.2.1
above.
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CIP-002-75-4a — Cyber Security — BES Cyber System Categorization

A. Introduction

1.
2.
3.

Title: Cyber Security — BES Cyber System Categorization
Number:  CIP-002-5-4a7

Purpose: To identify and categorize BES Cyber Systems (BCS) and their associated
BES Cyber Assets (BCA) for the application of cyber security requirements
commensurate with the adverse impact that loss, compromise, or misuse of those BES
CyberSystemsBCS could have on the reliable operation of the BES:Bulk Electric System
(BES). Identification and categorization of BES-CyberSystemsBCS support appropriate
protection against compromises that could lead to misoperation or instability in the
BES.

Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein,
the following list of functional entities will be collectively referred to as
“Responsible Entities.” For requirements in this standard where a specific
functional entity or subset of functional entities are the applicable entity or
entities, the functional entity or entities are specified explicitly.

4.1.1. Balancing Authority

4.1.2. Distribution Provider that owns one or more of the following Facilities,
systems, and equipment for the protection or restoration of the BES:

4.1.2.1. Each underfrequency load shedding (UFLS) or undervoltage
load shedding (UVLS) system that:

4.1.2.1.1. is part of a Load shedding program that is subject
to one or more requirements in a NERC or Regional
Reliability Standard; and

4.1.2.1.2. performs automatic Load shedding under a
common control system owned by the Responsible
Entity, without human operator initiation, of 300
MW or more.

4.1.2.2. Each Special-Protection-System-orRemedial Action Scheme

(RAS) where the Special-Protection-System-orRemedial-Action
SchemeRAS is subject to one or more requirements in a NERC

or Regional Reliability Standard.

4.1.2.3. Each Protection System (excluding UFLS and UVLS) that
applies to Transmission where the Protection System is
subject to one or more requirements in a NERC or Regional
Reliability Standard.

4.1.2.4. Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
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including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

4.1.3. Generator Operator

4.1.4. Generator Owner

4.2,

4-1.6:4.1.5. Reliability Coordinator
4.1.7:4.1.6. Transmission Operator
4:1.8.4.1.7. Transmission Owner

Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entity in 4.1
above are those to which these requirements are applicable. For requirements
in this standard where a specific type of Facilities, system, or equipment or
subset of Facilities, systems, and equipment are applicable, these are specified
explicitly.

4.2.1. Distribution Provider: One or more of the following Facilities, systems
and equipment owned by the Distribution Provider for the protection
or restoration of the BES:

4.2.1.1. Each UFLS or UVLS System that:

4.2.1.1.1. is part of a Load shedding program that is subject
to one or more requirements in a NERC or Regional
Reliability Standard; and

4.2.1.1.2. performs automatic Load shedding under a
common control system owned by the Responsible
Entity, without human operator initiation, of 300
MW or more.

4.2.1.2. EachSpecialProtectionSystem-orRemedial-Action-Scheme
I he Seecial P on.S . ol Acti
SchemeEach RAS where the RAS is subject to one or more
requirements in a NERC or Regional Reliability Standard.

4.2.1.3. Each Protection System (excluding UFLS and UVLS) that
applies to Transmission where the Protection System is
subject to one or more requirements in a NERC or Regional
Reliability Standard.

4.2.1.4. Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

4.2.2. Responsible Entities listed in 4.1 other than Distribution Providers:

Page 2 of 38



CIP-002-75-4a — Cyber Security — BES Cyber System Categorization

All BES Facilities.
4.2.3. Exemptions: The following are exempt from Standard CIP-002-5-3a7:

4.2.3.1. Cyber AssetsSystems at Facilities regulated by the Canadian
Nuclear Safety Commission.

4.2.3.2. Cyber AssetsSystems associated with communication
networks and data communication links between discrete
Electronic Security Perimeters: (ESP).

4.2.3.3. Cyber Systems, associated with communication networks and
data communication links, between the Cyber Systems
providing confidentiality and integrity of an ESP that extends
to one or more geographic locations.

4-2.3-3-4.2.3.4. The systems, structures, and components that are
regulated by the Nuclear Regulatory Commission under a
cyber security plan pursuant to 10 C.F.R. Section 73.54.

4:2.3-4:4.2.3.5. For Distribution Providers, the systems and
equipment that are not included in section 4.2.1 above.

— 5 FEffective Dates: See “Project 2016-02 Modifications to CIP Standards Implementation
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Version 4 Cyber Assets Version 5 Cyber Assets
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|::‘[> BES Cyber System
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N Associated

S ) Protected Cyber
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Electronic and
Physical Access
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Monitoring
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B. Requirements and Measures

R1. Each Responsible Entity shall implement a process that considers each of the
following assets for purposes of partsParts 1.1 through 1.3: [Violation Risk Factor:
High][Time Horizon: Operations Planning]

i.  Control Centers and backup Control Centers;
ii. Transmission stations and substations;
iii. Generation resources;

iv.  Systems and facilities critical to system restoration, including Blackstart
Resources and Cranking Paths and initial switching requirements;

V. Special-Protection-SystemsRAS that support the reliable operation of the
Bulk-Electric-SystemBES; and

vi.  For Distribution Providers, Protection Systems specified in Applicability
section 4.2.1 above.

1.1. Identify each of the high impact BES-CyberSystemsBCS according to
Attachment 1, Section 1, if any, at each asset;

1.2. Identify each of the medium impact BES-CyberSystemsBCS according to
Attachment 1, Section 2, if any, at each asset; and

1.3. Identify each asset that contains a low impact BES-CyberSystemBCS according
to Attachment 1, Section 3, if any (a discrete list of low impact BES-Cyber

SystemsBCS is not required).

M1. Acceptable evidence includes, but is not limited to, dated electronic or physical lists
required by Requirement Rl,and-Rarts1-1and1-2.

R2. TheEach Responsible Entity shall: [Violation Risk Factor: Lower] [Time Horizon:
Operations Planning]

2.1— Review the identifications in Requirement R1 and its parts (and update them if
there are changes identified) at least once every 15 calendar months, even if it
has no identified items in Requirement R1, and

2.2 Have its CIP Senior Manager or delegate approve the identifications required
by Requirement R1 at least once every 15 calendar months, even if it has no
identified items in Requirement R1.

M2. Acceptable evidence includes, but is not limited to, electronic or physical dated
records to demonstrate that the Responsible Entity has reviewed and updated, where
necessary, the identifications required in Requirement R1 and its parts, and has had its
CIP Senior Manager or delegate approve the identifications required in Requirement
R1 and its parts at least once every 15 calendar months, even if it has none identified
in Requirement R1 and its parts, as required by Requirement R2.
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C. Compliance

1. Compliance Monitoring Process:

1.1.

1.2.

1.3.

Compliance Enforcement Authority:

Fhe-Regional-Entity-shatserveasthe-“Compliance Enforcement Authority

{FEEA }unless-the-apphicable” means NERC or the Regional Entity, or any entity
is-owned-operated;-orcontrolledas otherwise designated by the-Regional-Entity-
ta-such-casesthe ERQ-ora-Regicnal Fntityaporoved-by-FERC an Applicable

Governmental Authority, in their respective roles of monitoring and/or ether

apphicablegovernmentalauthority-shallserveasthe CEAenforcing compliance

with mandatory and enforceable Reliability Standards in their respective
jurisdictions.

Evidence Retention:

The following evidence retention periods identify the period of time an entity is
required to retain specific evidence to demonstrate compliance. For instances
where the evidence retention period specified below is shorter than the time
since the last audit, the CEA may ask an entity to provide other evidence to show
that it was compliant for the full time period since the last audit.

The Responsible Entity shall keep data or evidence to show compliance as
identified below unless directed by its CEA to retain specific evidence for a
longer period of time as part of an investigation:

e Each Responsible Entity shall retain evidence of each requirement in this
standard for three calendar years.

e If a Responsible Entity is found non-compliant, it shall keep information
related to the non-compliance until mitigation is complete and approved or
for the time specified above, whichever is longer.

e The CEA shall keep the last audit records and all requested and submitted
subsequent audit records.

Compliance Monitoring and Assessment-ProcessesEnforcement Program:
- " \udi
Self Cortificat]

o—Spot Checking
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2.-—Table of Compliance Elements

As defined in the NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be

used to evaluate data or information for the purpose of assessing performance
or outcomes with the associated Reliability Standard.
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R1

Violation Severi

Levels

Lower VSL

For Responsible Entities with
more than a total of 40 BES
assets in Requirement R1, five
percent or fewer BES assets
have not been considered
according to Requirement R1;

OR

For Responsible Entities with a
total of 40 or fewer BES assets,
2 or fewer BES assets in
Requirement R1, have not been
considered according to
Requirement R1;

OR

For Responsible Entities with
more than a total of 100 high

and medium impact BES-Cyber
SystemsBCS, five percent or
fewer of identified BES-Cyber
SystemsBCS have not been

categorized or have been
incorrectly categorized at a
lower category;

OR

For Responsible Entities with a
total of 100 or fewer high and

Violation Severity Levels (CIP-002-

Moderate VSL

For Responsible Entities with
more than a total of 40 BES
assets in Requirement R1, more
than five percent but less than
or equal to 10 percent of BES
assets have not been
considered, according to
Requirement R1;

OR

For Responsible Entities with a
total of 40 or fewer BES assets,
more than two, but fewer than
or equal to four BES assets in
Requirement R1, have not been
considered according to
Requirement R1;

OR

For Responsible Entities with
more than a total of 100 high

and medium impact BES-Cyber

SystemsBCS, more than five
percent but less than or equal

to 10 percent of identified BES
CyberSystemsBCS have not

been categorized or have been

High VSL

For Responsible Entities with
more than a total of 40 BES
assets in Requirement R1, more
than 10 percent but less than
or equal to 15 percent of BES
assets have not been
considered, according to
Requirement R1;

OR

For Responsible Entities with a
total of 40 or fewer BES assets,
more than four, but fewer than
or equal to six BES assets in
Requirement R1, have not been
considered according to
Requirement R1;

OR

For Responsible Entities with
more than a total of 100 high
or medium impact BES-Cyber
SystemsBCS, more than 10

percent but less than or equal
to 15 percent of identified BES

Cyber-SystemsBCS have not

been categorized or have been

Severe VSL

For Responsible Entities with
more than a total of 40 BES
assets in Requirement R1, more
than 15 percent of BES assets
have not been considered,
according to Requirement R1;

OR

For Responsible Entities with a
total of 40 or fewer BES assets,
more than six BES assets in
Requirement R1, have not been
considered according to
Requirement R1;

OR

For Responsible Entities with
more than a total of 100 high

and medium impact BES-Cyber
SystemsBCS, more than 15
percent of identified BES

Cyber-SystemsBCS have not

been categorized or have been
incorrectly categorized at a
lower category;

OR

For Responsible Entities with a
total of 100 or fewer high and
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Lower VSL

Violation Severity Levels (CIP-002-

Moderate VSL

High VSL

Severe VSL

medium impact BES-Cyber
SystemsBCS, five or fewer
identified BES-Cyber

SystemsBCS have not been
categorized or have been

incorrectly categorized at a
lower category.

OR

For Responsible Entities with
more than a total of 100 high

and medium impact BES-Cyber

SystemsBCS, five percent or
fewer high or medium BES

Cyber-SystemsBCS have not

been identified;
OR

For Responsible Entities with a
total of 100 or fewer high and

medium impact BES-Cyber
SystemsBCS, five or fewer high
or medium BES-Cyber

SystemsBCS have not been
identified.

incorrectly categorized at a
lower category;

OR

For Responsible Entities with a
total of 100 or fewer high and
medium impact and-BES
CyberSystemsBCS, more than
five but less than or equal to 10
identified BES Cyber Systems
have not been categorized or
have been incorrectly
categorized at a lower
category.

OR

For Responsible Entities with
more than a total of 100 high

and medium impact BES-Cyber

SystemsBCS, more than five
percent but less than or equal

to 10 percent high or medium

BES-CyberSystemsBCS have

not been identified;
OR

For Responsible Entities with a
total of 100 or fewer high and

medium impact BES-Cyber
SystemsBCS, more than five

incorrectly categorized at a
lower category;

OR

For Responsible Entities with a
total of 100 or fewer high or
medium impact and-BES
Cyber-AssetsBCS, more than

10 but less than or equal to 15

identified BES-Cyber
AssetsBCS have not been
categorized or have been
incorrectly categorized at a
lower category.

OR

For Responsible Entities with
more than a total of 100 high

and medium impact BES-Cyber
SystemsBCS, more than 10

percent but less than or equal
to 15 percent high or medium

BES-CyberSystemsBCS have

not been identified;
OR

For Responsible Entities with a
total of 100 or fewer high and
medium impact BES-Cyber
SystemsBCS, more than 10 but

medium impact BES-Cyber
SystemsBCS, more than 15
identified BES-Cyber

SystemsBCS have not been

categorized or have been
incorrectly categorized at a
lower category.

OR

For Responsible Entities with
more than a total of 100 high

and medium impact BES-Cyber
SystemsBCS, more than 15

percent of high or medium

impact BES-Cyber-SystemsBCS

have not been identified;
OR

For Responsible Entities with a
total of 100 or fewer high and
medium impact BES Cyber

Systems, more than 15 high or

medium impact BES-Cyber

SystemsBCS have not been
identified.
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Lower VSL

Violation Severity Levels (CIP-002-

Moderate VSL

High VSL

Severe VSL

but less than or equal to 10

high or medium BES-Cyber

SystemsBCS have not been
identified.

less than or equal to 15 high or

medium BES-Cyber

SystemsBCS have not been
identified.

R2

The Responsible Entity did not
complete its review and update
for the identification required
for Requirement R1 within 15
calendar months but less than
or equal to 16 calendar months
of the previous review. (R2Part
2.1)

OR

The Responsible Entity did not
complete its approval of the
identifications required by
Requirement R1 by the CIP
Senior Manager or delegate
according to Requirement R2
within 15 calendar months but
less than or equal to 16
calendar months of the
previous approval. (R2Part 2.2)

The Responsible Entity did not
complete its review and update
for the identification required
for Requirement R1 within 16
calendar months but less than
or equal to 17 calendar months
of the previous review.
(R2Part2.1)

OR

The Responsible Entity failed to
complete its approval of the
identifications required by
Requirement R1 by the CIP
Senior Manager or delegate
according to Requirement R2
within 16 calendar months but
less than or equal to 17
calendar months of the
previous approval. (R2Part 2.2)

The Responsible Entity did not
complete its review and update
for the identification required
for Requirement R1 within 17
calendar months but less than
or equal to 18 calendar months
of the previous review. (R2Part
2.1)

OR

The Responsible Entity failed to
complete its approval of the
identifications required by
Requirement R1 by the CIP
Senior Manager or delegate
according to Requirement R2
within 17 calendar months but
less than or equal to 18
calendar months of the
previous approval. (R2Part 2.2)

The Responsible Entity did not
complete its review and update
for the identification required
for Requirement R1 within 18
calendar months of the
previous review. (R2Part 2.1)

OR

The Responsible Entity failed to
complete its approval of the
identifications required by
Requirement R1 by the CIP
Senior Manager or delegate
according to Requirement R2
within 18 calendar months of
the previous approval. (R2Part
2.2)

D. Regional Variances
___None.
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E. Interpretations
____None.

F. Associated Documents
e Implementation Plan for Project 2016-02

e CIP-002-7 Technical Rationale
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Version Histo

Version Action Chan_ge
Tracking
1 1/16/06 R3.2 — Change “Control Center” to “control center.” 3/24/06
2 9/30/09 Modifications to clarify the requirements and to bring the
compliance elements into conformance with the latest
guidelines for developing compliance elements of
standards.
Removal of reasonable business judgment.
Replaced the RRO with the RE as a Responsible Entity.
Rewording of Effective Date.
Changed compliance monitor to Compliance Enforcement
Authority.
3 12/16/09 | Updated version number from -2 to -3. Update
Approved by the NERC Board of Trustees.
3 3/31/10 | Approved by FERC.
4 12/30/10 | Modified to add specific criteria for Critical Asset Update
identification.
4 1/24/11 | Approved by the NERC Board of Trustees. Update
5 11/26/12 | Adopted by the NERC Board Trustees. Modified to
coordinate
with other CIP
standards and
to revise
format to use
RBS Template.
5.1 9/30/13 Replaced “Devices” with “Systems” in a definition in Errata
background section.
5.1 11/22/13 | FERC Order issued approving CIP-002-5.1.
5.1a 11/02/16 | Adopted by the NERC Board of Trustees.
5.1a 12/14/201 | FERC letter Order approving CIP-002-5.1a. Docket No.
6 RD17-2-000.
6 5/14/2020 | Adopted by the NERC Board of Trustees. Modified
Criterion 2.12.
7 TBD Virtualization Modifications
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Attachment 1 — Impact Rating Criteria

Impact Rating Criteria
The criteria defined in Attachment 1 do not constitute stand-alone compliance requirements,
but are criteria characterizing the level of impact and are referenced by requirements.

1. High impactRating{H}impact rating
Each BES-CyberSystemBCS used by and located at any of the following:

1.1. Each Control Center or backup Control Center used to perform the functional
obligations of the Reliability Coordinator.

1.2. Each Control Center or backup Control Center used to perform the functional
obligations of the Balancing Authority: 1) for generation equal to or greater than an
aggregate of 3000 MW in a single Interconnection, or 2) for one or more of the assets
that meet criterion 2.3, 2.6, or 2.9.

1.3. Each Control Center or backup Control Center used to perform the functional
obligations of the Transmission Operator for one or more of the assets that meet
criterion 2.2,2.4,2.5,2.7,2.8,2.9, or 2.10.

1.4 Each Control Center or backup Control Center used to perform the functional
obligations of the Generator Operator for one or more of the assets that meet
criterion 2.1, 2.3, 2.6, or 2.9.

2. Medium mpactRating-M}impact rating

Each BES-CyberSystemBCS, not included in Section 1 above, associated with any of the
following:

2.1. Commissioned generation, by each group of generating units at a single plant location,
with an aggregate highest rated net Real Power capability of the preceding 12
calendar months equal to or exceeding 1500 MW in a single Interconnection. For each
group of generating units, the only BES-CyberSystemsBCS that meet this criterion are
theseeach discrete shared BES-CyberSystemsBCS that could, within 15 minutes,
adversely impact the reliable operation of any combination of units that in aggregate
equal or exceed 1500 MW in a single Interconnection.

2.2. Each BES reactive resource or group of resources at a single location (excluding
generation Facilities) with an aggregate maximum Reactive Power nameplate rating of
1000 MVAR or greater (excluding those at generation Facilities). The only BES-Cyber
SystemsBCS that meet this criterion are theseeach discrete shared BES-Cyber
SystemsBCS that could, within 15 minutes, adversely impact the reliable operation of
any combination of resources that in aggregate equal or exceed 1000 MVAR.
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2.3.

2.4.

2.5.

2.6.

2.7.

2.8.

2.9.

Each generation Facility that its Planning Coordinator or Transmission Planner
designates, and informs the Generator Owner or Generator Operator, as necessary to
avoid an Adverse Reliability Impact in the planning horizon of more than one year.

Transmission Facilities operated at 500 kV or higher. For the purpose of this criterion,
the collector bus for a generation plant is not considered a Transmission Facility, but is
part of the generation interconnection Facility.

Transmission Facilities that are operating between 200 kV and 499 kV at a single
station or substation, where the station or substation is connected at 200 kV or higher
voltages to three or more other Transmission stations or substations and has an
"aggregate weighted value" exceeding 3000 according to the table below. The
"aggregate weighted value" for a single station or substation is determined by
summing the "weight value per line" shown in the table below for each incoming and
each outgoing BES Transmission Line that is connected to another Transmission
station or substation. For the purpose of this criterion, the collector bus for a
generation plant is not considered a Transmission Facility, but is part of the generation
interconnection Facility.

Voltage Value of a Line Weight Value per Line

less than 200 kV (not applicable) (not applicable)
200 kV to 299 kv 700
300 kV to 499 kv 1300
500 kV and above 0

Generation at a single plant location or Transmission Facilities at a single station or
substation location that are identified by its Reliability Coordinator, Planning
Coordinator, or Transmission Planner as critical to the derivation of Interconnection
Reliability Operating Limits (IROLs) and their associated contingencies.

Transmission Facilities identified as essential to meeting Nuclear Plant Interface
Requirements.

Transmission Facilities, including generation interconnection Facilities, providing the
generation interconnection required to connect generator output to the Transmission
Systems that, if destroyed, degraded, misused, or otherwise rendered unavailable,
would result in the loss of the generation Facilities identified by any Generator Owner
as a result of its application of Attachment 1, criterion 2.1 or 2.3.

Each Special-Protection-System{SRS}Remedial-Action-Scheme{RAS); or automated

switching System that operates BES Elements, that, if destroyed, degraded, misused,
or otherwise rendered unavailable, would cause one or more Interconnection
Reliability Operating Limits (IROLs) violations for failure to operate as designed or
cause a reduction in one or more IROLs if destroyed, degraded, misused, or otherwise
rendered unavailable.
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2.10. Each system or group of Elements that performs automatic Load shedding under a
common control system, without human operator initiation, of 300 MW or more
implementing undervoltage load shedding (UVLS) or underfrequency load shedding
(UFLS) under a load shedding program that is subject to one or more requirements in
a NERC or regional reliability standard.

2.11. Each Control Center or backup Control Center, not already included in High-tmpacet
Rating-{Hthigh impact rating above, used to perform the functional obligations of the
Generator Operator for an aggregate highest rated net Real Power capability of the
preceding 12 calendar months equal to or exceeding 1500 MW in a single
Interconnection.

2.12. Each Control Center or backup Control Center used to perform the functional

obligations of the Transmission Operator not included in High-tmpaectRating{H}high
impact rating, above.

2.13. Each Control Center or backup Control Center, not already included in High-tmpaet
Rating{Hhigh impact rating above, used to perform the functional obligations of the
Balancing Authority for generation equal to or greater than an aggregate of 1500 MW
in a single Interconnection.

3. Low lmpactRating{L}impact rating

BES-CyberSystemsBCS not included in Sections 1 or 2 above that are associated with any of
the following assets and that meet the applicability qualifications in Section 4 - Applicability,
part 4.2 — Facilities, of this standard:

3.1. Control Centers and backup Control Centers.
3.2. Transmission stations and substations.
3.3. Generation resources.

3.4. Systems and facilities critical to system restoration, including Blackstart Resources and
Cranking Paths and initial switching requirements.

3.5. SpecialProtectionSystemsRAS that support the reliable operation of the Bulk Electric
System.

3.6. For Distribution Providers, Protection Systems specified in Applicability section 4.2.1
above.
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* - Engineering revisions will need to be reviewed for cost justification, operational\safety requirements, support requirements, and technical limitations.
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CIP-003-10 - Cyber Security — Security Management Controls

A. Introduction

1.
2.
3.

Title: Cyber Security — Security Management Controls

Number:  CIP-003-10

Purpose: To specify consistent and sustainable security management controls that
establish responsibility and accountability to protect BES Cyber Systems
(BCS) against compromise that could lead to misoperation or instability in
the Bulk Electric System (BES).

Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
following list of functional entities will be collectively referred to as “Responsible
Entities.” For requirements in this standard where a specific functional entity or
subset of functional entities are the applicable entity or entities, the functional
entity or entities are specified explicitly.

4.1.1. Balancing Authority

4.1.2. Distribution Provider that owns one or more of the following Facilities,
systems, and equipment for the protection or restoration of the BES:

4.1.2.1.

4.1.2.2.

4.1.2.3.

4.1.2.4.

Each underfrequency Load shedding (UFLS) or undervoltage
Load shedding (UVLS) system that:

4.1.2.1.1. is part of a Load shedding program that is subject to
one or more requirements in a NERC or Regional
Reliability Standard; and

4.1.2.1.2. performs automatic Load shedding under a common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or
more.

Each Remedial Action Scheme (RAS) where the RAS is subject to
one or more requirements in a NERC or Regional Reliability
Standard.

Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection System is subject to one
or more requirements in a NERC or Regional Reliability
Standard.

Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

4.1.3. Generator Operator
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4.1.4. Generator Owner
4.1.5. Reliability Coordinator
4.1.6. Transmission Operator
4.1.7. Transmission Owner

4.2. Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entity in Section
4.1 above are those to which these requirements are applicable. For
requirements in this standard where a specific type of Facilities, system, or
equipment or subset of Facilities, systems, and equipment are applicable, these
are specified explicitly.

4.2.1. Distribution Provider: One or more of the following Facilities, systems
and equipment owned by the Distribution Provider for the protection or
restoration of the BES:

4.2.1.1. Each UFLS or UVLS System that:

4.2.1.1.1. is part of a Load shedding program that is subject to
one or more requirements in a NERC or Regional
Reliability Standard; and

4.2.1.1.2. performs automatic Load shedding under a common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or
more.

4.2.1.2. Each RAS where the RAS is subject to one or more requirements
in a NERC or Regional Reliability Standard.

4.2.1.3. Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection System is subject to one
or more requirements in a NERC or Regional Reliability
Standard.

4.2.1.4. Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

4.2.2. Responsible Entities listed in 4.1 other than Distribution Providers: All
BES Facilities.

4.2.3. Exemptions: The following are exempt from Standard CIP-003-10:

4.2.3.1. Cyber Systems at Facilities regulated by the Canadian Nuclear
Safety Commission.
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4.2.3.2.

4.2.3.3.

4.2.3.4.

4.2.3.5.

Cyber Systems associated with communication networks and
data communication links between discrete Electronic Security
Perimeters (ESP).

Cyber Systems, associated with communication networks and
data communication links, between Cyber Systems providing
confidentiality and integrity of an ESP that extends to one or

more geographic locations.

The systems, structures, and components that are regulated by
the Nuclear Regulatory Commission under a cyber security plan
pursuant to 10 C.F.R. Section 73.54.

For Distribution Providers, the systems and equipment that are
not included in section 4.2.1 above.

5. Effective Dates: See “Project 2016-02 Modifications to CIP Standards Implementation

Plan.”

Page 3 of 22



CIP-003-10 - Cyber Security — Security Management Controls

B. Requirements and Measures

R1.

Each Responsible Entity shall review and obtain CIP Senior Manager approval at least
once every 15 calendar months for one or more documented cyber security policies
that collectively address the following topics: [Violation Risk Factor: Medium] [Time
Horizon: Operations Planning]

1.1. Forits high impact and medium impact BCS, if any:
1.1.1. Personnel and training (CIP-004);

1.1.2. Electronic Security Perimeters (CIP-005) including Interactive Remote
Access;

1.1.3. Physical security of BCS (CIP-006);

1.1.4. System security management (CIP-007);

1.1.5. Incident reporting and response planning (CIP-008);
1.1.6. Recovery plans for BCS (CIP-009);

1.1.7. Configuration change management and vulnerability assessments (CIP-
010);

1.1.8. Information protection (CIP-011); and

1.1.9. Declaring and responding to CIP Exceptional Circumstances.
1.2.  Forits assets identified in CIP-002 containing low impact BCS, if any:

1.2.1. Cyber security awareness;

1.2.2. Physical security controls;

1.2.3. Electronic access controls;

1.2.4. Cyber Security Incident response;

1.2.5. Transient Cyber Assets (TCA) and Removable Media malicious code risk
mitigation;

1.2.6. Vendor electronic remote access security controls; and

1.2.7. Declaring and responding to CIP Exceptional Circumstances.

M1. Examples of evidence may include, but are not limited to, policy documents; revision

R2.

history, records of review, or workflow evidence from a document management
system that indicate review of each cyber security policy at least once every 15
calendar months; and documented approval by the CIP Senior Manager for each cyber
security policy.

Each Responsible Entity with at least one asset identified in CIP-002 containing low
impact BCS shall implement one or more documented cyber security plan(s) for its low
impact BCS, and Shared Cyber Infrastructure (SCl) that supports a low impact BCS, that
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M2.

R3.

M3.

R4.

MA4.

include the sections in Attachment 1. [Violation Risk Factor: Lower] [Time Horizon:
Operations Planning]

Note: An inventory, list, or discrete identification of low impact BCS or their BES Cyber
Assets (BCA) is not required. Lists of authorized users are not required.

Evidence shall include each of the documented cyber security plan(s) that collectively
include each of the sections in Attachment 1 and additional evidence to demonstrate
implementation of the cyber security plan(s). Additional examples of evidence per
section are located in Attachment 2.

Each Responsible Entity shall identify a CIP Senior Manager by name and document
any change within 30 calendar days of the change. [Violation Risk Factor: Medium]
[Time Horizon: Operations Planning]

An example of evidence may include, but is not limited to, a dated and approved
document from a high level official designating the name of the individual identified
as the CIP Senior Manager.

The Responsible Entity shall implement a documented process to delegate authority,
unless no delegations are used. Where allowed by the CIP Standards, the CIP Senior
Manager may delegate authority for specific actions to a delegate or delegates. These
delegations shall be documented, including the name or title of the delegate, the
specific actions delegated, and the date of the delegation; approved by the CIP Senior
Manager; and updated within 30 days of any change to the delegation. Delegation
changes do not need to be reinstated with a change to the delegator. [Violation Risk
Factor: Lower] [Time Horizon: Operations Planning]

An example of evidence may include, but is not limited to, a dated document,
approved by the CIP Senior Manager, listing individuals (by name or title) who are
delegated the authority to approve or authorize specifically identified items.
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C. Compliance

1. Compliance Monitoring Process

1.1.

1.2.

Compliance Enforcement Authority: As defined in the NERC Rules of Procedure,
“Compliance Enforcement Authority” (CEA) means NERC or the Regional Entity in
their respective roles of monitoring and enforcing compliance with mandatory and
enforceable Reliability Standards.

Evidence Retention: The following evidence retention periods identify the period of
time an entity is required to retain specific evidence to demonstrate compliance.
For instances where the evidence retention period specified below is shorter than
the time since the last audit, the CEA may ask an entity to provide other evidence
to show that it was compliant for the full time period since the last audit.

The Responsible Entity shall keep data or evidence to show compliance as identified
below unless directed by its CEA to retain specific evidence for a longer period of
time as part of an investigation:

e Each Responsible Entity shall retain evidence of each requirement in this
standard for three calendar years.

e |f a Responsible Entity is found non-compliant, it shall keep information related
to the non-compliance until mitigation is complete and approved or for the
time specified above, whichever is longer.

e The CEA shall keep the last audit records and all requested and submitted
subsequent audit records.

1.3. Compliance Monitoring and Enforcement Program: As defined in the NERC Rules

of Procedure, “Compliance Monitoring and Enforcement Program” refers to the
identification of the processes that will be used to evaluate data or information for
the purpose of assessing performance or outcomes with the associated Reliability
Standard.

Page 6 of 22



CIP-003-10 - Cyber Security — Security Management Controls

Violation Severity Levels

R1

Lower VSL

The Responsible Entity did
not address one of the nine
topics required by
Requirement R1. (Part 1.1)

OR

The Responsible Entity did
not complete its review of
the one or more
documented cyber security
policies for its high impact
and medium impact BCS as
required by Requirement R1
within 15 calendar months
but did complete this
review in less than or equal
to 16 calendar months of
the previous review. (Part
1.1)

OR

The Responsible Entity did
not complete its approval of
the one or more
documented cyber security
policies for its high impact
and medium impact BCS as
required by Requirement R1
by the CIP Senior Manager

Violation Severity Levels (CIP-003-10)

Moderate VSL

The Responsible Entity did not
address two of the nine topics
required by Requirement R1.
(Part1.1)

OR

The Responsible Entity did not
complete its review of the one
or more documented cyber
security policies for its high
impact and medium impact
BCS as required by
Requirement R1 within 16
calendar months but did
complete this review in less
than or equal to 17 calendar
months of the previous
review. (Part 1.1)

OR

The Responsible Entity did not
complete its approval of the
one or more documented
cyber security policies for its
high impact and medium
impact BCS as required by
Requirement R1 by the CIP
Senior Manager within 16
calendar months but did

High VSL

The Responsible Entity did not
address three of the nine
topics required by
Requirement R1. (Part 1.1)

OR

The Responsible Entity did not
complete its review of the one
or more documented cyber
security policies for its high
impact and medium impact
BCS as required by
Requirement R1 within 17
calendar months but did
complete this review in less
than or equal to 18 calendar
months of the previous
review. (Part 1.1)

OR

The Responsible Entity did not
complete its approval of the
one or more documented
cyber security policies for its
high impact and medium
impact BCS as required by
Requirement R1 by the CIP
Senior Manager within 17
calendar months but did

Severe VSL

The Responsible Entity did not
address four or more of the
nine topics required by
Requirement R1. (Part 1.1)

OR

The Responsible Entity did not
have any documented cyber
security policies for its high
impact and medium impact
BCS as required by
Requirement R1. (Part 1.1)

OR

The Responsible Entity did not
complete its review of the one
or more documented cyber
security policies as required by
Requirement R1 within 18
calendar months of the
previous review.
(Requirement R1)

OR

The Responsible Entity did not
complete its approval of the
one or more documented
cyber security policies for its
high impact and medium
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Lower VSL

Violation Severity Levels (CIP-003-10)

Moderate VSL

High VSL

Severe VSL

within 15 calendar months
but did complete this
approval in less than or
equal to 16 calendar
months of the previous
approval. (Part 1.1)

OR

The Responsible Entity
documented one or more
cyber security policies for its
assets identified in CIP-002
containing low impact BCS,
but did not address one of
the seven topics required by
Requirement R1. (Part 1.2)

OR

The Responsible Entity did
not complete its review of
the one or more
documented cyber security
policies for its assets
identified in CIP-002
containing low impact BCS
as required by Requirement
R1 within 15 calendar
months but did complete
this review in less than or
equal to 16 calendar

complete this approval in less
than or equal to 17 calendar
months of the previous
approval. (Part 1.1)

OR

The Responsible Entity
documented one or more
cyber security policies for its
assets identified in CIP-002
containing low impact BCS,
but did not address two of the
seven topics required by
Requirement R1. (Part 1.2)

OR

The Responsible Entity did not
complete its review of the one
or more documented cyber
security policies for its assets
identified in CIP-002
containing low impact BCS as
required by Requirement R1
within 16 calendar months but
did complete this review in
less than or equal to 17
calendar months of the
previous review. (Part 1.2)

OR

complete this approval in less
than or equal to 18 calendar
months of the previous
approval. (Requirement R1)

OR

The Responsible Entity
documented one or more
cyber security policies for its
assets identified in CIP-002
containing low impact BCS,
but did not address three of
the seven topics required by
Requirement R1. (Part 1.2)

OR

The Responsible Entity did not
complete its review of the one
or more documented cyber
security policies for its assets
identified in CIP-002
containing low impact BCS as
required by Requirement R1
within 17 calendar months but
did complete this review in
less than or equal to 18
calendar months of the
previous review. (Part 1.2)

OR

impact BCS as required by
Requirement R1 by the CIP
Senior Manager within 18
calendar months of the
previous approval. (Part 1.1)

OR

The Responsible Entity did not
address four or more of the
seven topics required by
Requirement R1. (Part 1.2)

OR

The Responsible Entity did not
have any documented cyber
security policies for its assets
identified in CIP-002
containing low impact BCS as
required by Requirement R1.
(R1.2)

OR

The Responsible Entity did not
complete its approval of the
one or more documented
cyber security policies for its
assets identified in CIP-002
containing low impact BCS as
required by Requirement R1
by the CIP Senior Manager
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Lower VSL

months of the previous
review. (Part 1.2)

OR

The Responsible Entity did
not complete its approval of
the one or more
documented cyber security
policies for its assets
identified in CIP-002
containing low impact BCS
as required by Requirement
R1 by the CIP Senior
Manager within 15 calendar
months but did complete
this approval in less than or
equal to 16 calendar
months of the previous
approval. (Part 1.2)

Violation Severity Levels (CIP-003-10)

Moderate VSL

The Responsible Entity did not
complete its approval of the
one or more documented
cyber security policies for its
assets identified in CIP-002
containing low impact BCS as
required by Requirement R1
by the CIP Senior Manager
within 16 calendar months but
did complete this approval in
less than or equal to 17
calendar months of the
previous approval. (Part 1.2)

High VSL

The Responsible Entity did not
complete its approval of the
one or more documented
cyber security policies for its
assets identified in CIP-002
containing low impact BCS as
required by Requirement R1
by the CIP Senior Manager
within 17 calendar months but
did complete this approval in
less than or equal to 18
calendar months of the
previous approval. (Part 1.2)

Severe VSL

within 18 calendar months of
the previous approval. (R1.2)

R2

The Responsible Entity
failed to document cyber
security awareness
according to Requirement
R2, Attachment 1, Section 1.
(Requirement R2)

OR

The Responsible Entity
failed to document its cyber
security plan(s) for

The Responsible Entity failed
to reinforce cyber security
practices at least once every
15 calendar months according
to Requirement R2,
Attachment 1, Section 1.
(Requirement R2)

OR

The Responsible Entity failed
to document physical security

The Responsible Entity failed
to implement the physical
security controls according to
Requirement R2, Attachment
1, Section 2. (Requirement R2)

OR

The Responsible Entity failed
to permit only necessary
inbound and outbound
electronic access controls

The Responsible Entity failed
to document and implement
one or more cyber security
plan(s) according to
Requirement R2, Attachment
1. (Requirement R2)
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Lower VSL

Violation Severity Levels (CIP-003-10)

Moderate VSL

High VSL

Severe VSL

electronic access controls
according to Requirement

(Requirement R2)
OR

The Responsible Entity
failed to document one or
more Cyber Security
Incident response plan(s)
according to Requirement

(Requirement R2)
OR

The Responsible Entity
failed to update each Cyber
Security Incident response
plan(s) within 180 days
according to Requirement

(Requirement R2)
OR

The Responsible Entity
failed to manage its
Transient Cyber Asset(s)
according to Requirement
R2, Attachment 1, Section
5.1. (Requirement R2)

R2, Attachment 1, Section 3.

R2, Attachment 1, Section 4.

R2, Attachment 1, Section 4.

controls according to
Requirement R2, Attachment
1, Section 2. (Requirement R2)

OR

The Responsible Entity failed
to document electronic access
controls according to
Requirement R2, Attachment
1, Section 3. (Requirement R2)

OR

The Responsible Entity failed
to implement authentication
for all Dial-up Connectivity
according to Requirement R2,
Attachment 1, Section 3.2
(Requirement R2)

OR

The Responsible Entity failed
to include the process for
identification, classification,
and response to Cyber
Security Incidents according to
Requirement R2, Attachment
1, Section 4. (Requirement R2)

OR

The Responsible Entity failed
to document the

according to Requirement R2,
Attachment 1, Section 3.1.
(Requirement R2)

OR

The Responsible Entity
documented failed to test
each Cyber Security Incident
response plan(s) at least once
every 36 calendar months
according to Requirement R2,
Attachment 1, Section 4.
(Requirement R2)

OR

The Responsible Entity failed
to notify the Electricity
Information Sharing and
Analysis Center (E-ISAC)
according to Requirement R2,
Attachment 1, Section 4.
(Requirement R2)

OR

The Responsible Entity failed
to implement mitigation for
the introduction of malicious
code for Transient Cyber
Assets managed by the
Responsible Entity according
to Requirement R2,
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Lower VSL
OR

The Responsible Entity
failed to document the
Removable Media section(s)
according to Requirement
R2, Attachment 1, Section
5.3. (Requirement R2)

OR

The Responsible Entity
implemented vendor
electronic remote access
security controls but failed
to document its cyber
security process for vendor
electronic remote access
security controls according
to Requirement R2,
Attachment 1, Section 6.
(Requirement R2)

Violation Severity Levels (CIP-003-10)

Moderate VSL

determination of whether an
identified Cyber Security
Incident is a Reportable Cyber
Security Incident and
subsequent notification to the
Electricity Information Sharing
and Analysis Center (E-ISAC)
according to Requirement R2,
Attachment 1, Section 4.
(Requirement R2)

OR

The Responsible Entity failed
to document mitigation for
the introduction of malicious
code for Transient Cyber
Assets managed by the
Responsible Entity according
to Requirement R2,
Attachment 1, Sections 5.1
and 5.3. (Requirement R2)

OR

The Responsible Entity failed
to document mitigation for
the introduction of malicious
code for Transient Cyber
Assets managed by a party
other than the Responsible
Entity according to
Requirement R2, Attachment

High VSL

Attachment 1, Section 5.1.
(Requirement R2)

OR

The Responsible Entity failed
to implement mitigation for
the introduction of malicious
code for Transient Cyber
Assets managed by a party
other than the Responsible
Entity according to
Requirement R2, Attachment
1, Section 5.2. (Requirement
R2)

OR

The Responsible Entity failed
to implement mitigation for
the threat of detected
malicious code on the
Removable Media prior to
connecting Removable Media
according to Requirement R2,
Attachment 1, Section 5.3.
(Requirement R2)

OR

The Responsible Entity failed
to document and implement
its cyber security process for
vendor electronic remote

Severe VSL
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Lower VSL

Violation Severity Levels (CIP-003-10)

Moderate VSL

1, Section 5.2. (Requirement
R2)

OR

The Responsible Entity failed

to implement the Removable
Media section(s) according to
Requirement R2, Attachment
1, Section 5.3. (Requirement

R2)

OR

The Responsible Entity
documented its cyber security
process for vendor electronic
remote access security
controls, but failed to
implement vendor electronic
remote access security
controls according to
Requirement R2. Attachment
1, Section 6. (Requirement R2)

High VSL

access security controls
according to Requirement R2,
Attachment 1, Section 6.
(Requirement R2)

Severe VSL

R3

The Responsible Entity did
not document changes to
the CIP Senior Manager
within 30 calendar days but
did document this change in
less than 40 calendar days

The Responsible Entity did not
document changes to the CIP
Senior Manager within 40
calendar days but did
document this change in less
than 50 calendar days of the
change. (Requirement R3)

The Responsible Entity did not
document changes to the CIP
Senior Manager within 50
calendar days but did
document this change in less
than 60 calendar days of the
change. (Requirement R3)

The Responsible Entity did not
identify, by name, a CIP Senior
Manager.

OR

The Responsible Entity did not
document changes to the CIP
Senior Manager within 60
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Lower VSL

of the change.
(Requirement R3)

Violation Severity Levels (CIP-003-10)

Moderate VSL

High VSL

Severe VSL

calendar days of the change.
(Requirement R3)

R4 The Responsible Entity did The Responsible Entity did not | The Responsible Entity did not | The Responsible Entity does
not document changes to document changes to the document changes to the not have a process to delegate
the delegate within 30 delegate within 40 calendar delegate within 50 calendar actions from the CIP Senior
calendar days but did days but did document this days but did document this Manager. (Requirement R4)
document this change in change in less than 50 change in less than 60 OR
less than 40 calendar days calendar days of the change. calendar days of the change.
of the change. (Requirement R4) (Requirement R4) The Responsible Entity did not
(Requirement R4) document changes to the

delegate within 60 calendar
days of the change.
(Requirement R4)
D. Regional Variances
None.
E. Interpretations
None.
F. Associated Documents

e Implementation Plan for Project 2016-02

e (CIP-003-10 Technical Rationale
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Version Histo

Version Date Change Tracking
1 1/16/06 R3.2 — Change “Control Center” to “control 3/24/06
center.”
2 9/30/09 Modifications to clarify the requirements and

to bring the compliance elements into
conformance with the latest guidelines for
developing compliance elements of standards.

Removal of reasonable business judgment.

Replaced the RRO with the RE as a responsible
entity.

Rewording of Effective Date.

Changed compliance monitor to Compliance
Enforcement Authority.

3 12/16/09 | Updated Version Number from -2 to -3

In Requirement 1.6, deleted the sentence
pertaining to removing component or system
from service in order to perform testing, in
response to FERC order issued September 30,

20009.

3 12/16/09 | Approved by the NERC Board of Trustees.

3 3/31/10 | Approved by FERC.

4 1/24/11 Approved by the NERC Board of Trustees.

5 11/26/12 | Adopted by the NERC Board of Trustees. Modified to coordinate
with other CIP
standards and to revise
format to use RBS
Template.

5 11/22/13 | FERC Order issued approving CIP-003-5.

6 11/13/14 | Adopted by the NERC Board of Trustees. Addressed two FERC

directives from Order
No. 791 related to
identify, assess, and
correct language and
communication
networks.
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Version Date Action Change Tracking

6 2/12/15 Adopted by the NERC Board of Trustees. Replaces the version
adopted by the Board
on 11/13/2014. Revised
version addresses
remaining directives
from Order No. 791
related to transient
devices and low impact
BES Cyber Systems.

6 1/21/16 FERC Order issued approving CIP-003-6.

Docket No. RM15-14-000

7 2/9/17 Adopted by the NERC Board of Trustees. Revised to address FERC
Order No. 822 directives
regarding (1) the
definition of LERC and
(2) transient devices.

7 4/19/18 FERC Order issued approving CIP-003-7.

Docket No. RM17-11-000

8 5/9/19 Adopted by the NERC Board of Trustees. Removed SPS
references.

Revised to address FERC
Order No. 843 regarding
mitigating the risk of
malicious code.

8 7/31/2019 | FERC Order issued approving CIP-003-8.

Docket No. RD19-5-000.

9 11/16/2022 | Adopted by the NERC Board of Trustees. Revisions to address
NERC Board Resolution
and the Supply Chain
Report

9 3/16/2023 | FERC Order issued approving CIP-003-9.

Docket No. RD23-3-000.
9 3/22/2023 | Effective Date April 1, 2026
10 TBD Virtualization Modifications
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Attachment 1
Required Sections for Cyber Security Plan(s)

Responsible Entities shall include each of the sections provided below in the cyber security
plan(s) required under Requirement R2.

Responsible Entities with multiple-impact BCS ratings can utilize policies, procedures, and
processes for their high or medium impact BCS to fulfill the sections for the development of low
impact cyber security plan(s). Each Responsible Entity can develop a cyber security plan(s)
either by individual asset or groups of assets.

Section 1. Cyber Security Awareness: Each Responsible Entity shall reinforce, at least once
every 15 calendar months, cyber security practices (which may include associated
physical security practices).

Section 2. Physical Security Controls: Each Responsible Entity shall control physical access,
based on need as determined by the Responsible Entity, to (1) the asset or the
locations of the low impact BCS within the asset, and (2) the Cyber Asset(s) or VCA,
as specified by the Responsible Entity, that provide electronic access control(s)
implemented for Section 3.1, if any.

Section 3. Electronic Access Controls: For each asset containing low impact BES Cyber
System(s) identified pursuant to CIP-002, the Responsible Entity shall implement
electronic access controls to:

3.1 Permit only necessary inbound and outbound electronic access as
determined by the Responsible Entity for any communications that are:

i. Between:
e alow impact BCS; or
e An SCl that supports a low impact BCS
and a Cyber System(s) outside the asset containing:
e the low impact BCS(s); or
e the SCl that supports a low impact BCS;

ii.  using aroutable protocol when entering or leaving the asset containing
the low impact BCS or SCI that supports a low impact BCS; and

iii.  notused for time-sensitive communications of Protection Systems.

3.2 Authenticate all Dial-up Connectivity, if any, that provides access to low
impact BCS or SCI that supports a low impact BCS, per system capability.

Section 4. Cyber Security Incident Response: Each Responsible Entity shall have one or more
Cyber Security Incident response plan(s), either by asset or group of assets, which
shall include:

4.1 Identification, classification, and response to Cyber Security Incidents;
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Section 5.

4.2

4.3

4.4
4.5

4.6

Determination of whether an identified Cyber Security Incident is a
Reportable Cyber Security Incident and subsequent notification to the
Electricity Information Sharing and Analysis Center (E-ISAC), unless
prohibited by law;

Identification of the roles and responsibilities for Cyber Security Incident
response by groups or individuals;

Incident handling for Cyber Security Incidents;

Testing the Cyber Security Incident response plan(s) at least once every 36
calendar months by: (1) responding to an actual Reportable Cyber Security
Incident; (2) using a drill or tabletop exercise of a Reportable Cyber Security
Incident; or (3) using an operational exercise of a Reportable Cyber Security
Incident; and

Updating the Cyber Security Incident response plan(s), if needed, within 180
calendar days after completion of a Cyber Security Incident response plan(s)
test or actual Reportable Cyber Security Incident.

TCA and Removable Media Malicious Code Risk Mitigation: Each Responsible Entity

shall implement, except under CIP Exceptional Circumstances, one or more plan(s)
to achieve the objective of mitigating the risk of the introduction of malicious code
to low impact BCS, through the use of TCA or Removable Media. The plan(s) shall
include:

5.1

5.2

For TCA managed by the Responsible Entity, if any, the use of one or a
combination of the following in an ongoing or on-demand manner (per TCA
capability):

e Antivirus software, including manual or managed updates of signatures
or patterns;

e Application whitelisting; or
e Other method(s) to mitigate the introduction of malicious code.
For TCA managed by a party other than the Responsible Entity, if any:

5.2.1 Use one or a combination of the following prior to connecting (per
TCA capability):

e Review of antivirus update level;

e Review of antivirus update process used by the party;
e Review of application whitelisting used by the party;
e Review of system hardening used by the party; or

e Review of other method(s) to mitigate the risk of introduction
of malicious code.
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5.2.2 For any method used pursuant to 5.2.1, Responsible Entities shall
determine whether any additional mitigation actions are necessary
and implement such actions prior to connecting the TCA.

5.3 For Removable Media, the use of each of the following:

5.3.1 Method(s) to detect malicious code on Removable Media using a
Cyber Asset or VCA other than a BCS or SCI that supports a low impact
BCS; and

5.3.2 Mitigation of the threat of detected malicious code on the Removable
Media prior to connecting Removable Media to a low impact BCS or
SCI that supports a low impact BCS.

Section 6. Vendor Electronic Remote Access Security Controls: For assets containing low impact
BES Cyber System(s) identified pursuant to CIP-002, that allow vendor electronic
remote access, the Responsible Entity shall implement a process to mitigate risks
associated with vendor electronic remote access, where such access has been
established under Section 3.1. These processes shall include:

6.1 One or more method(s) for determining vendor electronic remote access;
6.2 One or more method(s) for disabling vendor electronic remote access; and

6.3 One or more method(s) for detecting known or suspected inbound and
outbound malicious communications for vendor electronic remote access.
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Attachment 2

Examples of Evidence for Cyber Security Plan(s)

Section 1. Cyber Security Awareness: An example of evidence for Section 1 may include, but is
not limited to, documentation that the reinforcement of cyber security practices
occurred at least once every 15 calendar months. The evidence could be
documentation through one or more of the following methods:

e Direct communications (for example, e-mails, memos, or computer-based
training);

e Indirect communications (for example, posters, intranet, or brochures); or

e Management support and reinforcement (for example, presentations or
meetings).

Section 2. Physical Security Controls: Examples of evidence for Section 2 may include, but are
not limited to:

e Documentation of the selected access control(s) (e.g., card key, locks, perimeter
controls), monitoring controls (e.g., alarm systems, human observation), or other
operational, procedural, or technical physical security controls that control
physical access to both:

a. The asset, if any, or the locations of the low impact BCS within the asset; and

b. The Cyber System(s) specified by the Responsible Entity that provide(s)
electronic access controls implemented for Attachment 1, Section 3.1, if any.

Section 3. Electronic Access Controls: Examples of evidence for Section 3 may include, but are
not limited to:

1. Documentation showing that at each asset or group of assets, the routable
protocol communication as outlined in Section 3 is restricted by electronic access
controls to permit only inbound and outbound electronic access that the
Responsible Entity deems necessary, except where an entity provides rationale
that communications are used for time-sensitive communications of Protection
Systems. Examples of such documentation may include, but are not limited to
representative diagrams that illustrate control of inbound and outbound
communication(s) or lists of implemented electronic access controls (e.g., access
control lists restricting IP addresses, ports, or services; implementing
unidirectional gateways).

2. Documentation of authentication for Dial-up Connectivity (e.g., dial out only to a
preprogrammed number to deliver data, dial-back modems, modems that must
be remotely controlled by the control center or control room, or access control
on the BCS).

Section 4. Cyber Security Incident Response: An example of evidence for Section 4 may include,
but is not limited to, dated documentation, such as policies, procedures, or process
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documents of one or more Cyber Security Incident response plan(s) developed
either by asset or group of assets that include the following processes:

1. to identify, classify, and respond to Cyber Security Incidents; to determine
whether an identified Cyber Security Incident is a Reportable Cyber Security
Incident and for notifying the Electricity Information Sharing and Analysis Center
(E-ISAC);

2. toidentify and document the roles and responsibilities for Cyber Security
Incident response by groups or individuals (e.g., initiating, documenting,
monitoring, reporting, etc.);

3. forincident handling of a Cyber Security Incident (e.g., containment, eradication,
or recovery/incident resolution);

4. for testing the plan(s) along with the dated documentation that a test has been
completed at least once every 36 calendar months; and

5. to update, as needed, Cyber Security Incident response plan(s) within 180
calendar days after completion of a test or actual Reportable Cyber Security
Incident.

Section 5. TCA and Removable Media Malicious Code Risk Mitigation:

1. Examples of evidence for Section 5.1 may include, but are not limited to,
documentation of the method(s) used to mitigate the introduction of malicious
code such as antivirus software and processes for managing signature or pattern
updates, application whitelisting practices, processes to restrict communication,
or other method(s) to mitigate the introduction of malicious code. If a TCA does
not have the capability to use method(s) that mitigate the introduction of
malicious code, evidence may include documentation by the vendor or
Responsible Entity that identifies that the TCA does not have the capability.

2. Examples of evidence for Section 5.2.1 may include, but are not limited to,
documentation from change management systems, electronic mail or
procedures that document a review of the installed antivirus update level;
memoranda, electronic mail, system documentation, policies or contracts from
the party other than the Responsible Entity that identify the antivirus update
process, the use of application whitelisting, use of system hardening performed
by the party other than the Responsible Entity; evidence from change
management systems, electronic mail or contracts that identifies the
Responsible Entity’s acceptance that the practices of the party other than the
Responsible Entity are acceptable; or documentation of other method(s) to
mitigate malicious code for TCA managed by a party other than the Responsible
Entity. If a TCA does not have the capability to use method(s) that mitigate the
introduction of malicious code, evidence may include documentation by the
Responsible Entity or the party other than the Responsible Entity that identifies
that the TCA does not have the capability.
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Examples of evidence for Attachment 1, Section 5.2.2 may include, but are not
limited to, documentation from change management systems, electronic mail, or
contracts that identifies a review to determine whether additional mitigation is
necessary and has been implemented prior to connecting the TCA managed by a
party other than the Responsible Entity.

Examples of evidence for Section 5.3.1 may include, but are not limited to,
documented process(es) of the method(s) used to detect malicious code such as
results of scan settings for Removable Media, or implementation of on-demand
scanning. Examples of evidence for Section 5.3.2 may include, but are not limited
to, documented process(es) for the method(s) used for mitigating the threat of
detected malicious code on Removable Media, such as logs from the method(s)
used to detect malicious code that show the results of scanning and the
mitigation of detected malicious code on Removable Media or documented
confirmation by the entity that the Removable Media was deemed to be free of
malicious code

Section 6. Vendor Electronic Remote Access Security Controls: Examples of evidence

showing the implementation of the process for Section 6 may include, but
are not limited to:

1. For Section 6.1, documentation showing:
e steps to preauthorize access;

e alerts generated by vendor log on;

e session monitoring;

e security information management logging alerts;
e time-of-need session initiation;

e session recording;

e system logs; or
e other operational, procedural, or technical controls.

2. For Section 6.2, documentation showing:

e disabling vendor electronic remote access user or system accounts;

e disabling inbound and/or outbound hardware or software
ports, services, or access permissions on applications, firewall,
IDS/IPS, router, switch, VPN, Remote Desktop, remote control,
or other hardware or software used for providing vendor
electronic remote access;

e disabling communications protocols (such as IP) used for
systems which establish and/or maintain vendor electronic
remote access;
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e Removing physical layer connectivity (e.g., disconnect an Ethernet
cable, power down equipment);

e administrative control documentation listing the methods, steps, or
systems used to disable vendor electronic remote access; or

e other operational, procedural, or technical controls.

3. For Section 6.3, documentation showing implementation of processes or
technologies which have the ability to detect malicious communications
such as:

e Anti-malware technologies;

e Intrusion Detection System (IDS)/Intrusion Prevention System (IPS);
e Automated or manual log reviews;

e alerting; or

e other operational, procedural, or technical controls.
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CIP-003-10 - Cyber Security — Security Management

A. Introduction
1.
2.
3.

Title:
Number:

Purpose:

Cyber Security — Security Management Controls

CIP-003-109

To specify consistent and sustainable security management controls that
establish responsibility and accountability to protect BES Cyber Systems
(BCS) against compromise that could lead to misoperation or instability in
the Bulk Electric System (BES).

Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
following list of functional entities will be collectively referred to as “Responsible
Entities.” For requirements in this standard where a specific functional entity or
subset of functional entities are the applicable entity or entities, the functional
entity or entities are specified explicitly.

4.1.1.
4.1.2.

4.1.3.
4.1.4.
4.1.5.

Balancing Authority

Distribution Provider that owns one or more of the following Facilities,
systems, and equipment for the protection or restoration of the BES:

4.1.2.1.

4.1.2.2.

4.1.2.3.

4.1.2.4.

Each underfrequency Load shedding (UFLS) or undervoltage Load
shedding (UVLS) system that:

4.1.2.1.1. is part of a Load shedding program that is subject to
one or more requirements in a NERC or Regional
Reliability Standard; and

4.1.2.1.2. performs automatic Load shedding under a common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or more.

Each Remedial Action Scheme (RAS) where the RAS is subject to
one or more requirements in a NERC or Regional Reliability
Standard.

Each Protection System (excluding UFLS and UVLS) that applies to
Transmission where the Protection System is subject to one or
more requirements in a NERC or Regional Reliability Standard.

Each Cranking Path and group of Elements meeting the initial

switching requirements from a Blackstart Resource up to and

including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

Generator Operator

Generator Owner

Reliability Coordinator
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4.1.6. Transmission Operator
4.1.7. Transmission Owner

4.2. Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entity in Section
4.1 above are those to which these requirements are applicable. For
requirements in this standard where a specific type of Facilities, system, or
equipment or subset of Facilities, systems, and equipment are applicable, these
are specified explicitly.

4.2.1. Distribution Provider: One or more of the following Facilities, systems
and equipment owned by the Distribution Provider for the protection or
restoration of the BES:

4.2.1.1. Each UFLS or UVLS System that:

4.2.1.1.1. is part of a Load shedding program that is subject to
one or more requirements in a NERC or Regional
Reliability Standard; and

4.2.1.1.2. performs automatic Load shedding under a common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or
more.

4.2.1.2. Each RAS where the RAS is subject to one or more requirements
in a NERC or Regional Reliability Standard.

4.2.1.3. Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection System is subject to one
or more requirements in a NERC or Regional Reliability
Standard.

4.2.1.4. Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

4.2.2. Responsible Entities listed in 4.1 other than Distribution Providers: All
BES Facilities.

4.2.3. Exemptions: The following are exempt from Standard CIP-003-910:

4.2.3.1. Cyber Assets-Systems at Facilities regulated by the Canadian
Nuclear Safety Commission.
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4.2.3.2. Cyber AssetsSystems associated with communication networks
and data communication links between discrete Electronic Security

Perimeters (ESPsESP).

4.2.3.3. Cyber Systems, associated with communication networks and data
communication links, between Cyber Systems providing
confidentiality and integrity of an ESP that extends to one or more
geographic locations.

32:3-3:4.2.3.4. The systems, structures, and components that are
regulated by the Nuclear Regulatory Commission under a cyber
security plan pursuant to 10 C.F.R. Section 73.54.

32:34-4.2.3.5. For Distribution Providers, the systems and
equipment that are not included in section 4.2.1 above.

4. Effective Dates: See “Project 2016-02 Modifications to CIP Standards Implementation
Plan-forciP-063-9-"
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B. Requirements and Measures

R1.

Each Responsible Entity shall review and obtain CIP Senior Manager approval at least
once every 15 calendar months for one or more documented cyber security policies
that collectively address the following topics: [Violation Risk Factor: Medium] [Time
Horizon: Operations Planning]

1.1.  Forits high impact and medium impact BES-CyberSystemsBCS, if any:

1.1.1.
1.1.2.

1.1.3.
1.1.4.
1.1.5.
1.1.6.
1.1.7.

Personnel and training (CIP--004);

Electronic Security Perimeters (CIP--005) including Interactive Remote
Access;

Physical security of BES-Cyber-SystemsBCS (CIP--006);
System security management (CIP--007);

Incident reporting and response planning (CIP--008);
Recovery plans for BES-Cyber-SystemsBCS (CIP--009);

Configuration change management and vulnerability assessments (CIP-
-010);

1.1.8. Information protection (CIP--011); and

1.1.9. Declaring and responding to CIP Exceptional Circumstances.
1.2.  Forits assets identified in CIP--002 containing low impact BES-Cyber

SystemsBCS, if any:

1.2.1. Cyber security awareness;

1.2.2.
1.2.3.
1.2.4.
1.2.5.

1.2.6.
1.2.7.

Physical security controls;
Electronic access controls;
Cyber Security Incident response;

Transient Cyber Assets (TCA) and Removable Media malicious code risk
mitigation;

Vendor electronic remote access security controls; and

Declaring and responding to CIP Exceptional Circumstances.

M1.- Examples of evidence may include, but are not limited to, policy documents; revision

R2.

history, record

s of review, or workflow evidence from a document management

system that indicate review of each cyber security policy at least once every 15
calendar months; and documented approval by the CIP Senior Manager for each cyber

security policy.

Each Responsible Entity with at least one asset identified in CIP--002 containing low
impact BES-CyberSystemsBCS shall implement one or more documented cyber
security plan(s) for its low impact BCS, and Shared Cyber Infrastructure (SCI) that
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supports a low impact BCS, that include the sections in Attachment 1. [Violation Risk
Factor: Lower] [Time Horizon: Operations Planning] MMelation-Risk-FactorLower]

Tirne Horizon—0 ; plenning]

Note: An inventory, list, or discrete identification of low impact BES-Cyber

SystemsBCS or their BES Cyber Assets (BCA) is not required. Lists of authorized users
are not required.

M2.-_Evidence shall include each of the documented cyber security plan(s) that collectively

R3.

include each of the sections in Attachment 1 and additional evidence to demonstrate
implementation of the cyber security plan(s). Additional examples of evidence per
section are located in Attachment 2.

Each Responsible Entity shall identify a CIP Senior Manager by name and document
any change within 30 calendar days of the change. [Violation Risk Factor: Medium]
[Time Horizon: Operations Planning]

M3.-_An example of evidence may include, but is not limited to, a dated and approved

R4.

document from a high level official designating the name of the individual identified
as the CIP Senior Manager.

The Responsible Entity shall implement a documented process to delegate authority,
unless no delegations are used. Where allowed by the CIP Standards, the CIP Senior
Manager may delegate authority for specific actions to a delegate or delegates. These
delegations shall be documented, including the name or title of the delegate, the
specific actions delegated, and the date of the delegation; approved by the CIP Senior
Manager; and updated within 30 days of any change to the delegation. Delegation
changes do not need to be reinstated with a change to the delegator. [Violation Risk
Factor: Lower] [Time Horizon: Operations Planning]

M4.- An example of evidence may include, but is not limited to, a dated document,

approved by the CIP Senior Manager, listing individuals (by name or title) who are
delegated the authority to approve or authorize specifically identified items.
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C. Compliance

1. Compliance Monitoring Process

1.1.

1.2.

Compliance Enforcement Authority: As defined in the NERC Rules of Procedure,
“Compliance Enforcement Authority” (CEA) means NERC or the Regional Entity in
their respective roles of monitoring and enforcing compliance with the
NEREmandatory and enforceable Reliability Standards.

Evidence Retention: The following evidence retention periods identify the period of
time an entity is required to retain specific evidence to demonstrate compliance.
For instances where the evidence retention period specified below is shorter than
the time since the last audit, the CEA may ask an entity to provide other evidence
to show that it was compliant for the full time period since the last audit.

The Responsible Entity shall keep data or evidence to show compliance as identified
below unless directed by its CEA to retain specific evidence for a longer period of
time as part of an investigation:

e Each Responsible Entity shall retain evidence of each requirement in this
standard for three calendar years.

e |f a Responsible Entity is found non--compliant, it shall keep information
related to the non--compliance until mitigation is complete and approved or
for the time specified above, whichever is longer.

e The CEA shall keep the last audit records; and all requested and submitted
subsequent audit records.

1.3. Compliance Monitoring and Enforcement Program: As defined in the NERC Rules

of Procedure, “Compliance Monitoring and Enforcement Program” refers to the
identification of the processes that will be used to evaluate data or information for
the purpose of assessing performance or outcomes with the associated Reliability
Standard.
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Violation Severi

R1

Levels

Lower VSL

The Responsible Entity
choeteted—tnd
e L e e
CYOerSes 1

l'g i BES
Cyber-Systems;but-did
not address one of the nine
topics required by
Requirement R1.
(RiPartl.1)

OR

The Responsible Entity did
not complete its review of
the one or more
documented cyber security
policies for its high impact
and medium impact BES
CyberSystemsBCS as

required by Requirement R1
within 15 calendar months

but did complete this
review in less than or equal
to 16 calendar months of
the_previous review.
(PartR1.1)

Violation Severity Levels (CIP-003-

Moderate VSL

The Responsible Entity

but-did not address two of the
nine topics required by
Requirement R1. (Part 1.1)

OR

The Responsible Entity did not
complete its review of the one
or more documented cyber
security policies for its high
impact and medium impact

BES-CyberSystemsBCS as
required by Requirement R1
within 16 calendar months but
did complete this review in
less than or equal to 17
calendar months of the
previous review. (RXPartl.1)

OR

The Responsible Entity did not
complete its approval of the
one or more documented

High VSL

The Responsible Entity

but-did not address three of
the nine topics required by
Requirement R1. (Part R1.1)

OR

The Responsible Entity did not
complete its review of the one
or more documented cyber
security policies for its high
impact and medium impact

BES-CyberSystemsBCS as
required by Requirement R1
within 17 calendar months but
did complete this review in
less than or equal to 18
calendar months of the
previous review. (R+Part 1.1)

OR

The Responsible Entity did not
complete its approval of the
one or more documented

Severe VSL

The Responsible Entity

but-did not address four or
more of the nine topics

required by Requirement R1.
(PartR1.1)

OR

The Responsible Entity did not
have any documented cyber
security policies for its high
impact and medium impact
BESCyberSystemsBCS as

required by Requirement R1.
(PartR1.1)

OR

The Responsible Entity did not
complete its review of the one
or more documented cyber
security policies as required by
Requirement R1 within 18
calendar months of the
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Lower VSL

Violation Severity Levels (CIP-003-

Moderate VSL

High VSL

Severe VSL

OR

The Responsible Entity did
not complete its approval of
the one or more
documented cyber security
policies for its high impact
and medium impact BES
Cyber-SystemsBCS as

required by Requirement R1
by the CIP Senior Manager

within 15 calendar months
but did complete this
approval in less than or
equal to 16 calendar
months of the previous
approval. (PartR1.1)

OR

The Responsible Entity
documented one or more
cyber security policies for its
assets identified in CIP-002
containing low impact
BCSBES-CyberSystems, but
did not address one of the
seven topics required by
Requirement R1. (PartR1.2)

OR

cyber security policies for its
high impact and medium
impact BES-CyberSystemsBCS
as required by Requirement
R1 by the CIP Senior Manager
within 16 calendar months but
did complete this approval in
less than or equal to 17
calendar months of the
previous approval. (PartR1.1)

OR

The Responsible Entity
documented one or more
cyber security policies for its
assets identified in CIP-002
containing low impact BES
CyberSystemsBCS, but did not
address two of the seven
topics required by
Requirement R1. (PartR1.2)

OR

The Responsible Entity did not
complete its review of the one
or more documented cyber
security policies for its assets
identified in CIP-002
containing low impact BES

CyberSystemsBCS as required
by Requirement R1 within 16

cyber security policies for its
high impact and medium
impact BES-CyberSystemsBCS
as required by Requirement
R1 by the CIP Senior Manager
within 17 calendar months but
did complete this approval in
less than or equal to 18
calendar months of the
previous approval.

(Requirement R1)
OR

The Responsible Entity
documented one or more
cyber security policies for its
assets identified in CIP-002
containing low impact BES
CyberSystemsBCS, but did not
address three of the seven
topics required by
Requirement R1. (PartR1.2)

OR

The Responsible Entity did not
complete its review of the one
or more documented cyber
security policies for its assets
identified in CIP-002
containing low impact BES

CyberSystems-BCS as required

previous review.
(Requirement R1)

OR

The Responsible Entity did not
complete its approval of the
one or more documented
cyber security policies for its
high impact and medium
impact BES-CyberSystemsBCS
as required by
RIRequirement R1 by the CIP
Senior Manager within 18
calendar months of the
previous approval. (PartR1.1)

OR

The Responsible Entity
decumented-oneormere

: . licies £
. dantifiad in CIF

002 nind .
BES-CyberSystems;but-did
not address four or more of

the seven topics required by
Requirement R1. (PartR1.2)

OR

The Responsible Entity did not
have any documented cyber
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Lower VSL

Violation Severity Levels (CIP-003-

Moderate VSL

High VSL

Severe VSL

The Responsible Entity did
not complete its review of
the one or more
documented cyber security
policies for its assets
identified in CIP-002
containing low impact BES
Cyber-Systems-BCS as
required by Requirement R1
within 15 calendar months
but did complete this
review in less than or equal
to 16 calendar months of
the previous review.
(PartR1.2)

OR

The Responsible Entity did
not complete its approval of
the one or more
documented cyber security
policies for its assets
identified in CIP-002
containing low impact BCS
BES CyberSystems-as
required by Requirement R1
by the CIP Senior Manager
within 15 calendar months
but did complete this
approval in less than or

calendar months but did
complete this review in less
than or equal to 17 calendar
months of the previous
review. (R4Part 1.2)

OR

The Responsible Entity did not
complete its approval of the
one or more documented
cyber security policies for its
assets identified in CIP-002
containing low impact BES
Cyber-SystemsBCS as required
by Requirement R1 by the CIP
Senior Manager within 16
calendar months but did
complete this approval in less
than or equal to 17 calendar
months of the previous
approval. (Part R1.2)

by Requirement R1 within 17
calendar months but did
complete this review in less
than or equal to 18 calendar
months of the previous
review. (PartR1.2)

OR

The Responsible Entity did not
complete its approval of the
one or more documented
cyber security policies for its
assets identified in CIP-002
containing low impact BES
Cyber-SystemsBCS as required
by Requirement R1 by the CIP
Senior Manager within 17
calendar months but did
complete this approval in less
than or equal to 18 calendar
months of the previous
approval. (PartR1.2)

security policies for its assets
identified in CIP-002
containing low impact BES

Cyber-Systems-BCS as required
by Requirement R1. (PartR1.2)

OR

The Responsible Entity did not
complete its approval of the
one or more documented
cyber security policies for its
assets identified in CIP-002
containing low impact BES
Cyber-SystemsBCS as required
by Requirement R1 by the CIP
Senior Manager within 18
calendar months of the
previous approval. (PartR1.2)
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Lower VSL

equal to 16 calendar
months of the previous
approval. (RZPart 1.2)

Violation Severity Levels (CIP-003-

Moderate VSL

High VSL

Severe VSL

R2

The Responsible Entity

docunmented its eyber
. .

P E.} |
impact BES Cyber
Systems;-butfailed to
document cyber security
awareness according to
Requirement R2,
Attachment 1, Section 1.

(Requirement R2)
OR

The Responsible Entity
. ! ol .
aeceessecontrob-butfailed
to document its cyber
security plan(s) for
electronic access controls
according to Requirement

R2, Attachment 1, Section 3.

(Requirement R2)
OR

The Responsible Entity

documented its cyber

The Responsible Entity

documented its eyber

. .

A | E }. BES
Cyber-Systems;-but-failed to
reinforce cyber security
practices at least once every
15 calendar months according
to Requirement R2,
Attachment 1, Section 1.

(Requirement R2)
OR

The Responsible Entity

documented its cvber

. .

A | E }. BES
Cyber-Systems;but-failed to
document physical security
controls according to
Requirement R2, Attachment
1, Section 2. (Requirement R2)

OR
The Responsible Entity

documented-itsevber

The Responsible Entity
.
| g )

e | i BES
Cyber-Systems;-but-failed to
implement the physical
security controls according to
Requirement R2, Attachment
1, Section 2. (Requirement R2)

OR
The Responsible Entity

documented its cvber
security plan(s) for

| . |
ot i ]
impact BES Cyber Systems.
but-failed to permit only
necessary inbound and
outbound electronic access
controls according to
Requirement R2, Attachment
1, Section 3.1. (Requirement
R2)

OR

The Responsible Entity failed
to document and implement
one or more cyber security
plan(s) ferits-assets

s low BES
Cyber-Systems-according to

Requirement R2, Attachment
1. (Requirement R2)
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Lower VSL

Violation Severity Levels (CIP-003-

Moderate VSL

High VSL

Severe VSL

Systems;-butfailed to

document one or more
Cyber Security Incident
response plan(s) according
to Requirement R2,
Attachment 1, Section 4.

(Requirement R2)
OR

The Responsible Entity

Systems;-but-failed to

update each Cyber Security
Incident response plan(s)
within 180 days according
to Requirement R2,
Attachment 1, Section 4.

" "
Y I | (s) ) BES
Cyber-Systems;-but-failed to
document electronic access
controls according to
Requirement R2, Attachment
1, Section 3. (Requirement R2)

OR
The Responsible Entity

documented its cyber
sectrtv-phatis)-tor

b e e
butfailed to implement
authentication for all Dial-up

Connectivity thatprevides
access to fow impact BES
Cyber System(s). per Cyber
Asset-eapabtity-according to

Requirement R2, Attachment
1, Section 3.2 (Requirement
R2)

OR
The Responsible Entity

The Responsible Entity

but-failed to test each Cyber
Security Incident response
plan(s) at least once every 36
calendar months according to
Requirement R2, Attachment
1, Section 4. (Requirement R2)

OR

The Responsible Entity
oo
1 .. F whed

. £ )
~ber S . tI ident|
failed to notify the Electricity
Information Sharing and
Analysis Center (E-ISAC)
according to Requirement R2,

(Requirement R2) documented-onc-ormore Attachment 1, Section 4.
OR merdent—respe&s&pl—aa{s} ten : (Requirement R2)
The Responsible Entity plan(s)for-its-assets OR
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Lower VSL

Violation Severity Levels (CIP-003-

Moderate VSL

High VSL

Severe VSL

and-Removable Media;
but-failed to manage its
Transient Cyber Asset(s)
according to Requirement
R2, Attachment 1, Section

5.1. (Requirement R2)
OR

The Responsible Entity

e el Lo
Franstent CvberAssets:
butfailed to document the
Removable Media section(s)
according to Requirement
R2, Attachment 1, Section

5.3. (Requirement R2)
OR

The Responsible Entity
implemented vendor
electronic remote access
security controls but failed
to document its cyber
security process for vendor
electronic remote access
security controls according
to Requirement R2,
Attachment 1, Section 6.

(Requirement R2)

Cyber-Systems;-but-failed to

include the process for
identification, classification,
and response to Cyber
Security Incidents according to
Requirement R2, Attachment
1, Section 4. (Requirement R2)

OR
The Responsible Entity

B

. .

T | E }. BES

; failed to

document the determination
of whether an identified Cyber
Security Incident is a
Reportable Cyber Security
Incident and subsequent
notification to the Electricity
Information Sharing and
Analysis Center (E-ISAC)
according to Requirement R2,
Attachment 1, Section 4.

(Requirement R2)
OR

The Responsible Entity

documented its plan(s) for
Franstent-Cyvber-Assetsand

The Responsible Entity

documented its plan{s) for
T
Remowvable Mediabut-failed
to implement mitigation for
the introduction of malicious
code for Transient Cyber Asset
managed by the Responsible
Entity according to
Requirement R2, Attachment
1, Section 5.1. (Requirement
R2)

OR
The Responsible Entity

ot e e Lop
Transient Cyber Assets and
Removable Mediabutfailed
to implement mitigation for
the introduction of malicious
code for Transient Cyber
Assets managed by a party
other than the Responsible
Entity according to
Requirement R2, Attachment
1, Section 5.2. (Requirement
R2)

OR
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Violation Severity Levels (CIP-003-

Moderate VSL

Removable Media;-butfailed
to document mitigation for
the introduction of malicious
code for Transient Cyber Asset
managed by the Responsible
Entity according to
Requirement R2, Attachment
1, Sections 5.1 and 5.3.

(Requirement R2)
OR

The Responsible Entity

oot e Lop
Transient Cyber-Assetsand
Removable Media;-but-failed
to document mitigation for
the introduction of malicious
code for Transient Cyber
Assets managed by a party
other than the Responsible
Entity according to
Requirement R2, Attachment
1, Section 5.2. (Requirement
R2)

OR
The Responsible Entity

documented-itplanesy-tor
Transient Cyber Asscts and
Removable Mediarbutfailed

High VSL

The Responsible Entity

documented its plan{s) for
T
Removable Media;-butfailed
to implement mitigation for
the threat of detected
malicious code on the
Removable Media prior to
connecting Removable Media
according to Requirement R2,
Attachment 1, Section 5.3.

(Requirement R2)
OR

The Responsible Entity failed
to document and implement
its cyber security process for
vendor electronic remote
access security controls
according to Requirement R2,
Attachment 1, Section 6.

(Requirement R2)

Severe VSL

Page 14 of 26



CIP-003-10 - Cyber Security — Security Management Controls

Lower VSL

Violation Severity Levels (CIP-003-

Moderate VSL

to implement the Removable
Media section(s) according to
Requirement R2, Attachment
1, Section 5.3. (Requirement

R2)

OR

The Responsible Entity
documented its cyber security
process for vendor electronic
remote access security
controls, but failed to
implement vendor electronic
remote access security
controls according to
Requirement R2. Attachment
1, Section 6. (Requirement R2)

High VSL

Severe VSL

R3

The Responsible Entity has
Senior-Managerbut-did not
document changes to the
CIP Senior Manager within
30 calendar days but did
document this change in
less than 40 calendar days
of the change.

(Requirement R3)

The Responsible Entity has
Senior-Managerbutdid not
document changes to the CIP
Senior Manager within 40
calendar days but did
document this change in less
than 50 calendar days of the

change. (Requirement R3)

The Responsible Entity has
Senior-Managerbut-did not
document changes to the CIP
Senior Manager within 50
calendar days but did
document this change in less
than 60 calendar days of the

change. (Requirement R3)

The Responsible Entity has
did not identifyied, by name,
a CIP Senior Manager.

OR

The Responsible Entity has
Senior-Managerbut-did not
document changes to the CIP
Senior Manager within 60
calendar days of the change.

(Requirement R3)
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Lower VSL Moderate VSL

R4 The Responsible Entity has The Responsible Entity has
dontifi ol | dontifi | |
name title dateof nametitle, dateof

| ion, £ | ion. and i
i —but-did ' butdid

not document changes to
the delegate within 30
calendar days but did
document this change in
less than 40 calendar days
of the change.

(Requirement R4)

not document changes to the
delegate within 40 calendar
days but did document this
change in less than 50
calendar days of the change.

(Requirement R4)

Violation Severity Levels (CIP-003-

High VSL

The Responsible Entity has
dentifiod | |

ol ion_and i

i ; did

not document changes to the
delegate within 50 calendar
days but did document this
change in less than 60
calendar days of the change.

(Requirement R4)

Severe VSL

The Responsible Entity has
useckdelogntod autherin for
actions-where-allowed by the
ClP-Standards;but-does not
have a process to delegate
actions from the CIP Senior

Manager. (Requirement R4)
OR

The Responsible Entity has
identifiod o del I ,
itle_d ‘ ion_and

i . I |y
did not document changes to
the delegate within 60
calendar days of the change.

(Requirement R4)

D. Regional Variances
None.

E. Interpretations
None.

F. Associated Documents

® |mplementation Plan for Project 2016-02

® CIP-003-10 Technical Rationale
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Version Histo

Version Date Change Tracking
1 1/16/06 R3.2 — Change “Control Center” to “control 3/24/06
center.”
2 9/30/09 Modifications to clarify the requirements and

to bring the compliance elements into
conformance with the latest guidelines for
developing compliance elements of standards.

Removal of reasonable business judgment.

Replaced the RRO with the RE as a responsible
entity.

Rewording of Effective Date.

Changed compliance monitor to Compliance
Enforcement Authority.

3 12/16/09 | Updated Version Number from -2 to -3

In Requirement 1.6, deleted the sentence
pertaining to removing component or system
from service in order to perform testing, in
response to FERC order issued September 30,

2009.

3 12/16/09 | Approved by the NERC Board of Trustees.

3 3/31/10 | Approved by FERC.

4 1/24/11 | Approved by the NERC Board of Trustees.

5 11/26/12 | Adopted by the NERC Board of Trustees. Modified to coordinate
with other CIP
standards and to revise
format to use RBS
Template.

5 11/22/13 | FERC Order issued approving CIP-003-5.

6 11/13/14 | Adopted by the NERC Board of Trustees. Addressed two FERC

directives from Order
No. 791 related to
identify, assess, and
correct language and
communication
networks.
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Version Action Change Tracking

6 2/12/15 Adopted by the NERC Board of Trustees. Replaces the version
adopted by the Board
on 11/13/2014. Revised
version addresses
remaining directives
from Order No. 791
related to transient
devices and low impact
BES Cyber Systems.

6 1/21/16 FERC Order issued approving CIP-003-6.

Docket No. RM15-14-000

7 2/9/17 Adopted by the NERC Board of Trustees. Revised to address FERC
Order No. 822 directives
regarding (1) the
definition of LERC and
(2) transient devices.

7 4/19/18 FERC Order issued approving CIP-003-7.

Docket No. RM17-11-000

8 5/9/19 Adopted by the NERC Board of Trustees. Removed SPS
references.

Revised to address FERC
Order No. 843 regarding
mitigating the risk of
malicious code.

8 7/31/2019 | FERC Order issued approving CIP-003-8.

Docket No. RD19-5-000.

9 11/16/2022 | Adopted by the NERC Board of Trustees. Revisions to address
NERC Board Resolution
and the Supply Chain
Report

9 3/16/2023 | FERC Order issued approving CIP-003-9.

Docket No. RD23-3-000.
9 3/22/2023 | Effective Date April 1, 2026
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10

TBD

Modified by Project 2016-02
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Attachment 1

Required Sections for Cyber Security Plan(s)-fer-Assets Containing-Low-hnpact BES
Cyber Systems

Responsible Entities shall include each of the sections provided below in the cyber security plan(s)
required under Requirement R2.

Responsible Entities with multiple--impact BES-Cyber-SystemsBCS ratings can utilize policies,
procedures, and processes for their high or medium impact BES-Cyber-SystemsBCS to fulfill the
sections for the development of low impact cyber security plan(s). Each Responsible Entity can
develop a cyber security plan(s) either by individual asset or groups of assets.

Section 1. Section-1-Cyber Security Awareness: Each Responsible Entity shall reinforce, at least
once every 15 calendar months, cyber security practices (which may include associated
physical security practices).

Section 2. Section-2-Physical Security Controls: Each Responsible Entity shall control physical
access, based on need as determined by the Responsible Entity, to (1) the asset or the
locations of the low impact BES-Cyber-SystemsBCS within the asset, and (2) the Cyber
Asset(s);) or VCA, as specified by the Responsible Entity, that provide electronic access
control(s) implemented for Section 3.1, if any.

Section 3. Section-3-Electronic Access Controls: For each asset containing low impact BES Cyber
System(s) identified pursuant to CIP--002, the Responsible Entity shall implement
electronic access controls to:

3.1 Permit only necessary inbound and outbound electronic access as determined
by the Responsible Entity for any communications that are:

i. betweenBetween:

e alow impact BES-GyberSystem{s)-BCS; or

e An SCI that supports a low impact BCS

and a Cyber AssetSystem(s) outside the asset containingltew-tmpaet BES
CyberSystems)::

e the low impact BCS(s); or

e the SCl that supports a low impact BCS;

K. using a routable protocol when entering or leaving the asset containing the

low impact BES-Cyber-System{s);BCS or SCI that supports a low impact
BCS; and

Hiii. _ not used for time--sensitive protection-orcontrolfunctionsbetween

intelligentelectronie-deviees{e-g-communications usingpretecoHECTR-
61850-90-5R-GOOSE)-of Protection Systems.
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3.2 Authenticate all Dial--up Connectivity, if any, that provides access to low impact

BES-Gyber-System{s);BCS or SCI that supports a low impact BCS, per Cyber
Assetsystem capability.

Section 4. Section-4-Cyber Security Incident Response: Each Responsible Entity shall have one or
more Cyber Security Incident response plan(s), either by asset or group of assets,
which shall include:

4.1 Identification, classification, and response to Cyber Security Incidents;

4.2 Determination of whether an identified Cyber Security Incident is a Reportable
Cyber Security Incident and subsequent notification to the Electricity
Information Sharing and Analysis Center (E--ISAC), unless prohibited by law;

4.3 Identification of the roles and responsibilities for Cyber Security Incident
response by groups or individuals;

4.4 Incident handling for Cyber Security Incidents;

4.5 Testing the Cyber Security Incident response plan(s) at least once every 36
calendar months by: (1) responding to an actual Reportable Cyber Security
Incident; (2) using a drill or tabletop exercise of a Reportable Cyber Security
Incident; or (3) using an operational exercise of a Reportable Cyber Security
Incident; and

4.6 Updating the Cyber Security Incident response plan(s), if needed, within 180
calendar days after completion of a Cyber Security Incident response plan(s)
test or actual Reportable Cyber Security Incident.

Section 5. Fransient CyberAsset TCA and Removable Media Malicious Code Risk Mitigation:
Each Responsible Entity shall implement, except under CIP Exceptional Circumstances,
one or more plan(s) to achieve the objective of mitigating the risk of the introduction
of malicious code to low impact BES-Cyber-SystemsBCS, through the use of Fransient
CyberAssetsTCA or Removable Media. The plan(s) shall include:

5.1 For Franstent-Cyber-Asset(s)TCA managed by the Responsible Entity, if any, the
use of one or a combination of the following in an ongoing or on--demand

manner (per Franstent-CyberAssetTCA capability):

e Antivirus software, including manual or managed updates of signatures or
patterns;

e Application whitelisting; or

e Other method(s) to mitigate the introduction of malicious code.

5.2 For Franstent-Cyber-Asses)TCA managed by a party other than the

Responsible Entity, if any:

5.2.1 Use one or a combination of the following prior to connecting the
Transient Cvl Lo BES Cvber S et Transi
Cyber-Asset(per TCA capability):
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e Review of antivirus update level;

e Review of antivirus update process used by the party;
e Review of application whitelisting used by the party;
e Review of system hardening used by the party; or

e OtherReview of other method(s) to mitigate the risk of
introduction of malicious code.

5.2.2 For any method used pursuant to 5.2.1, Responsible Entities shall
determine whether any additional mitigation actions are necessary and

implement such actions prior to connecting the Franstent-Cyber
Asset:TCA.

5.3 For Removable Media, the use of each of the following:

5.3.1 Method(s) to detect malicious code on Removable Media using a Cyber
Asset or VCA other than a BES-CyberSystemBCS or SCI that supports a
low impact BCS; and

5.3.2 Mitigation of the threat of detected malicious code on the Removable
Media prior to connecting Removable Media to a low impact BES-Cyber
SystemBCS or SCI that supports a low impact BCS.

Section 6.- Vendor Electronic Remote Access Security Controls: For assets containing low impact
BES Cyber System(s) identified pursuant to CIP-002, that allow vendor electronic
remote access, the Responsible Entity shall implement a process to mitigate risks
associated with vendor electronic remote access, where such access has been
established under Section 3.1. These processes shall include:

6.1 One or more method(s) for determining vendor electronic remote access;_

6.2 One or more method(s) for disabling vendor electronic remote access; and

6.3 One or more method(s) for detecting known or suspected
inbound and outbound malicious communications for vendor
electronic remote access.
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Examples of Evidence for Cyber Security Plan(s) fer-Assets- Containing-Low-npact
BES Cyber Systems

Section 1. Section-1-Cyber Security Awareness: An example of evidence for Section 1 may
include, but is not limited to, documentation that the reinforcement of cyber security
practices occurred at least once every 15 calendar months. The evidence could be
documentation through one or more of the following methods:

e Direct communications (for example, e--mails, memos, or computer--based
training);

e Indirect communications (for example, posters, intranet, or brochures); or
e Management support and reinforcement (for example, presentations or meetings).

Section 2. Section-2-Physical Security Controls: Examples of evidence for Section 2 may include,
but are not limited to:

e Documentation of the selected access control(s) (e.g., card key, locks, perimeter
controls), monitoring controls (e.g., alarm systems, human observation), or other
operational, procedural, or technical physical security controls that control physical
access to both:

a. The asset, if any, or the locations of the low impact BES-CyberSystemsBCS
within the asset; and

b. The Cyber AssetSystem(s) specified by the Responsible Entity that provide(s)
electronic access controls implemented for Attachment 1, Section 3.1, if any.

Section 3. Section-3—-Electronic Access Controls: Examples of evidence for Section 3 may include,
but are not limited to:

1. Documentation showing that at each asset or group of assets-centainingltow
mpact BES-CyberSystems;-, the routable protocol communication between-alew
paet BES-Cyber Systemtsiand-a-Cyber-Asset{s)-ountside-theassetas outlined in

Section 3 is restricted by electronic access controls to permit only inbound and
outbound electronic access that the Responsible Entity deems necessary, except
where an entity provides rationale that eemmunieation-iscommunications are used
for time--sensitive protection-oreontrotfunctionsbetweenintetigent-electronte
devieescommunications of Protection Systems. Examples of such documentation
may include, but are not limited to representative diagrams that illustrate control

of inbound and outbound communlcatlon(s) between—th%}ew—mrpaet—BE&Gyber

Sys%em{s}or I|sts of |mplemented electronlc access controls (e g., access control
lists restricting IP addresses, ports, or services; implementing unidirectional
gateways).
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2.

Documentation of authentication for Dial--up Connectivity (e.g., dial out only to a
preprogrammed number to deliver data, dial--back modems, modems that must be
remotely controlled by the control center or control room, or access control on the

BES Cyber SystemBCS).

Section 4. Section4-Cyber Security Incident Response: An example of evidence for Section 4 may
include, but is not limited to, dated documentation, such as policies, procedures, or
process documents of one or more Cyber Security Incident response plan(s) developed
either by asset or group of assets that include the following processes:

1.

to identify, classify, and respond to Cyber Security Incidents; to determine whether
an identified Cyber Security Incident is a Reportable Cyber Security Incident and for
notifying the Electricity Information Sharing and Analysis Center (E--ISAC);

to identify and document the roles and responsibilities for Cyber Security Incident
response by groups or individuals (e.g., initiating, documenting, monitoring,
reporting, etc.);

for incident handling of a Cyber Security Incident (e.g., containment, eradication, or
recovery/incident resolution);

for testing the plan(s) along with the dated documentation that a test has been
completed at least once every 36 calendar months; and

to update, as needed, Cyber Security Incident response plan(s) within 180 calendar
days after completion of a test or actual Reportable Cyber Security Incident.

Section 5. Section5—TFransientCyberAssetTCA and Removable Media Malicious Code Risk
Mitigation:

1.

Examples of evidence for Section 5.1 may include, but are not limited to,
documentation of the method(s) used to mitigate the introduction of malicious
code such as antivirus software and processes for managing signature or pattern
updates, application whitelisting practices, processes to restrict communication, or
other method(s) to mitigate the introduction of malicious code. If a Fransient-Cyber
AssetTCA does not have the capability to use method(s) that mitigate the
introduction of malicious code, evidence may include documentation by the
vendor or Responsible Entity that identifies that the Franstent-Cyber-AssetTCA does
not have the capability.

1—Examples of evidence for Section 5.2.1 may include, but are not limited to,

documentation from change management systems, electronic mail or
procedures that document a review of the installed antivirus update level;
memoranda, electronic mail, system documentation, policies or contracts from
the party other than the Responsible Entity that identify the antivirus update
process, the use of application whitelisting, use of live-operating-systems-or
system hardening performed by the party other than the Responsible Entity;
evidence from change management systems, electronic mail or contracts that
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2.

_identifies the Responsible Entity’s acceptance that the practices of the party other
than the Responsible Entity are acceptable; or documentation of other method(s)
to mitigate malicious code for Franstent-CyberAsset(s)TCA managed by a party
other than the Responsible Entity. If a Fransient-CyberAssetTCA does not have the
capability to use method(s) that mitigate the introduction of malicious code,
evidence may include documentation by the Responsible Entity or the party other
than the Responsible Entity that identifies that the Franstent-CyberAssetTCA does
not have the capability.

Examples of evidence for Attachment 1, Section 5.2.2 may include, but are not
limited to, documentation from change management systems, electronic mail, or
contracts that identifies a review to determine whether additional mitigation is
necessary and has been implemented prior to connecting the Franstent-Cyber
AssetTCA managed by a party other than the Responsible Entity.

Examples of evidence for Section 5.3.1 may include, but are not limited to,
documented process(es) of the method(s) used to detect malicious code such as
results of scan settings for Removable Media, or implementation of on--demand
scanning. Examples of evidence for Section 5.3.2 may include, but are not limited
to, documented process(es) for the method(s) used for mitigating the threat of
detected malicious code on Removable Media, such as logs from the method(s)
used to detect malicious code that show the results of scanning and the mitigation
of detected malicious code on Removable Media or documented confirmation by
the entity that the Removable Media was deemed to be free of malicious code-

Section 6. Vendor Electronic Remote Access Security Controls: Examples of evidence

showing the implementation of the process for Section 6 may include, but are
not limited to:

1. For Section 6.1, documentation showing:
e steps to preauthorize access;

e alerts generated by vendor log on;

e session monitoring;

e security information management logging alerts;
e time-of-need session initiation;

e session recording;

e system logs; or
e other operational, procedural, or technical controls.

2. For Section 6.2, documentation showing:

e disabling vendor electronic remote access user or system accounts;
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e disabling inbound and/or outbound hardware or software
ports, services, or access permissions on applications, firewall,
IDS/IPS, router, switch, VPN, Remote Desktop, remote control,
or other hardware or software used for providing vendor
electronic remote access;

e disabling communications protocols (such as IP) used for
systems which establish and/or maintain vendor electronic
remote access;

e Removing physical layer connectivity (e.g., disconnect an Ethernet
cable, power down equipment);

e administrative control documentation listing the methods, steps, or
systems used to disable vendor electronic remote access; or

e other operational, procedural, or technical controls.

3. For Section 6.3, documentation showing implementation of processes or
technologies which have the ability to detect malicious communications
such as:

e Anti-malware technologies;

e Intrusion Detection System (IDS)/Intrusion Prevention System (IPS);
e Automated or manual log reviews;

e alerting; or

e other operational, procedural, or technical controls.
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CIP-004-8 — Cyber Security — Personnel & Training

A. Introduction

1.
2.
3.

Title: Cyber Security — Personnel & Training

Number:CIP-004-8

Purpose:To minimize the risk against compromise that could lead to misoperation
or instability in the Bulk Electric System (BES) from individuals accessing BES Cyber
Systems (BCS) by requiring an appropriate level of personnel risk assessment,
training, security awareness, and access management in support of protecting BCS.

Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
following list of functional entities will be collectively referred to as
“Responsible Entities.” For requirements in this standard where a specific
functional entity or subset of functional entities are the applicable entity or
entities, the functional entity or entities are specified explicitly.

4.1.1. Balancing Authority

4.1.2. Distribution Provider that owns one or more of the following Facilities,
systems, and equipment for the protection or restoration of the BES:

4.1.2.1.

4.1.2.2.

4.1.2.3.

4.1.2.4.

Each underfrequency Load shedding (UFLS) or undervoltage
Load shedding (UVLS) system that:

4.1.2.1.1. is part of a Load shedding program that is subject
to one or more requirements in a NERC or Regional
Reliability Standard; and

4.1.2.1.2. performs automatic Load shedding under a
common control system owned by the Responsible
Entity, without human operator initiation, of 300
MW or more.

Each Remedial Action Scheme (RAS) where the RAS is subject
to one or more requirements in a NERC or Regional Reliability
Standard.

Each Protection System (excluding UFLS and UVLS) that
applies to Transmission where the Protection System is
subject to one or more requirements in a NERC or Regional
Reliability Standard.

Each Cranking Path and group of Elements meeting the initial

switching requirements from a Blackstart Resource up to and

including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

4.1.3. Generator Operator
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4.1.4. Generator Owner
4.1.5. Reliability Coordinator
4.1.6. Transmission Operator
4.1.7. Transmission Owner

4.2. Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entity in 4.1
above are those to which these requirements are applicable. For requirements
in this standard where a specific type of Facilities, system, or equipment or
subset of Facilities, systems, and equipment are applicable, these are specified
explicitly.

4.2.1. Distribution Provider: One or more of the following Facilities, systems
and equipment owned by the Distribution Provider for the protection
or restoration of the BES:

4.2.1.1. Each UFLS or UVLS System that:

4.2.1.1.1. is part of a Load shedding program that is subject
to one or more requirements in a NERC or Regional
Reliability Standard; and

4.2.1.1.2. performs automatic Load shedding under a
common control system owned by the Responsible
Entity, without human operator initiation, of 300
MW or more.

4.2.1.2. Each RAS where the RAS is subject to one or more
requirements in a NERC or Regional Reliability Standard.

4.2.1.3. Each Protection System (excluding UFLS and UVLS) that
applies to Transmission where the Protection System is
subject to one or more requirements in a NERC or Regional
Reliability Standard.

4.2.1.4. Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

4.2.2. Responsible Entities listed in 4.1 other than Distribution Providers: All BES
Facilities.

4.2.3. Exemptions: The following are exempt from Standard CIP-004-8:

4.2.3.1. Cyber Systems at Facilities regulated by the Canadian Nuclear
Safety Commission.
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4.2.3.2.

4.2.3.3.

4.2.3.4.

4.2.3.5.

4.2.3.6.

Cyber Systems associated with communication networks and
data communication links between discrete Electronic Security
Perimeters (ESP).

Cyber Systems, associated with communication networks and
data communication links, between the Cyber Systems
providing confidentiality and integrity of an ESP that extends
to one or more geographic locations.

The systems, structures, and components that are regulated
by the Nuclear Regulatory Commission under a cyber security
plan pursuant to 10 C.F.R. Section 73.54.

For Distribution Providers, the systems and equipment that
are not included in section 4.2.1 above.

Responsible Entities that identify that they have no BCS
categorized as high impact or medium impact according to the
CIP-002 identification and categorization processes.

4.3. “Applicable Systems”: Each table has an “Applicable Systems” column to
define the scope of systems to which a specific requirement part applies.

5. Effective Dates: See “Project 2016-02 Modifications to CIP Standards
Implementation Plan.”

Page 3 of 24



CIP-004-8 — Cyber Security — Personnel & Training

B. Requirements and Measures

R1. Each Responsible Entity shall implement one or more documented processes that collectively include each of the
applicable requirement parts in CIP-004-8 Table R1 — Security Awareness Program. [Violation Risk Factor: Lower] [Time

Horizon: Operations Planning]

M1. Evidence must include each of the applicable documented processes that collectively include each of the applicable
requirement parts in CIP-004-8 Table R1 — Security Awareness Program and additional evidence to demonstrate
implementation as described in the Measures column of the table.

CIP-004-8 Table R1 — Security Awareness Program

Applicable Systems

Requirements

Measures

1.1 | High impact BCS
Medium impact BCS

Shared Cyber Infrastructure (SCI)
supporting an Applicable System in this
Part.

Security awareness that, at least once each
calendar quarter, reinforces cyber security
practices (which may include associated
physical security practices) for the
Responsible Entity’s personnel who have
authorized electronic or authorized
unescorted physical access to Applicable
Systems.

An example of evidence may include, but is
not limited to, documentation that the
guarterly reinforcement has been
provided. Examples of evidence of
reinforcement may include, but are not
limited to, dated copies of information
used to reinforce security awareness, as
well as evidence of distribution, such as:

e direct communications (for
example, e-mails, memos,
computer-based training); or

e indirect communications (for
example, posters, intranet, or
brochures); or

® management support and
reinforcement (for example,
presentations or meetings).
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R2.

M2.

Each Responsible Entity shall implement one or more cyber security training program(s) appropriate to individual roles,

functions, or responsibilities that collectively includes each of the applicable requirement parts in CIP-004-8 Table R2 —
Cyber Security Training Program. [Violation Risk Factor: Lower] [Time Horizon: Operations Planning]

Evidence must include the training program that includes each of the applicable requirement parts in CIP-004-8 Table R2

— Cyber Security Training Program and additional evidence to demonstrate implementation of the program(s).

CIP-004-8 Table R2 — Cyber Security Training Program

Applicable Systems

Requirements

Measures

2.1 | High impact BCS and their associated: Training content on: Examples of evidence may include, but are
1. Electronic Access Control or 2.1.1. Cyber security policies; not I|m|tefj to, trammg.mate‘nal such as
Monitoring Systems (EACMS); and power point presentations, instructor notes,
’ 2.1.2. Physical access controls; student notes, handouts, or other training
2. Physical Access Control Systems 2.1.3. Electronic access controls; materials.
(PACS)
. ) ) 2.1.4. The visitor control program;
Medium impact BCS with External
Routable Connectivity (ERC) and their 2.1.5. Handling of BES Cyber System
associated: Information (BCSI) and its storage;
1. EACMS; and 2.1.6. Identification of a Cyber Security
Incident and initial notifications in
2. PAGS accordance with the entity’s
Medium impact BCS with Interactive incident response plan;
Remote Access (IRA) 2.1.7. Recovery plans for BCS;
SCl supporting an Applicable System in this 2.1.8. Response to Cyber Security
Part .
Incidents; and
2.1.9. Cyber security risks associated
with a BCS electronic
interconnectivity and
interoperability with other Cyber
Systems, including Transient Cyber
Assets (TCA), and with Removable
Media.
2.2 | High impact BCS and their associated: Require completion of the training Examples of evidence may include, but are
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CIP-004-8 Table R2 — Cyber Security Training Program

Applicable Systems

1. EACMS; and
2. PACS

Medium impact BCS with ERC and their
associated:

1. EACMS; and
2. PACS
Medium impact BCS with IRA

SCI supporting an Applicable System in this
Part

Requirements

specified in Part 2.1 prior to granting
authorized electronic access and
authorized unescorted physical access to
Applicable Systems, except during CIP
Exceptional Circumstances.

Measures

not limited to, training records and
documentation of when CIP Exceptional
Circumstances were invoked.

2.3

High impact BCS and their associated:
1. EACMS; and
2. PACS

Medium impact BCS with ERC and their
associated:

1. EACMS; and
2. PACS
Medium impact BCS with IRA

SCl supporting an Applicable System in this
Part

Require completion of the training
specified in Part 2.1 at least once every 15
calendar months.

Examples of evidence may include, but are
not limited to, dated individual training
records.
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R3. Each Responsible Entity shall implement one or more documented personnel risk assessment program(s) to attain and
retain authorized electronic or authorized unescorted physical access to Applicable Systems that collectively include each
of the applicable requirement parts in CIP-004-8 Table R3 — Personnel Risk Assessment Program. [Violation Risk Factor:
Medium] [Time Horizon: Operations Planning].

M3. Evidence must include the documented personnel risk assessment programs that collectively include each of the
applicable requirement parts in CIP-004-8 Table R3 — Personnel Risk Assessment Program and additional evidence to

demonstrate implementation of the program(s).

CIP-004-8 Table R3 — Personnel Risk Assessment Program

Applicable Systems Requirements Measures

Part

An example of evidence may include, but is
not limited to, documentation of the
Responsible Entity’s process to confirm
identity.

3.1 | High impact BCS and their associated: Process to confirm identity.
1. EACMS; and
2. PACS

Medium impact BCS with ERC and their
associated:

1. EACMS; and
2. PACS
Medium impact BCS with IRA

SCl supporting an Applicable System in this
Part

3.2

High impact BCS and their associated:
1. EACMS; and
2. PACS

Medium impact BCS with ERC and their
associated:

1. EACMS; and
2. PACS
Medium impact BCS with IRA

Process to perform a seven year criminal
history records check as part of each
personnel risk assessment that includes:

3.2.1. current residence, regardless of
duration; and

3.2.2. other locations where, during the
seven years immediately prior to the date
of the criminal history records check, the
subject has resided for six consecutive
months or more.

An example of evidence may include, but is
not limited to, documentation of the
Responsible Entity’s process to perform a
seven year criminal history records check.
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Part

CIP-004-8 Table R3 — Personnel Risk Assessment Program

Applicable Systems

SCl supporting an Applicable System in this
Part

Requirements

If it is not possible to perform a full seven
year criminal history records check,
conduct as much of the seven year criminal
history records check as possible and
document the reason the full seven year
criminal history records check could not be
performed.

Measures

3.3 | High impact BCS and their associated: Criteria or process to evaluate criminal An example of evidence may include, but is
1. EACMS; and history records checks for authorizing not I|m|t.ed to, d.()c’umeinta.tlon of the
access. Responsible Entity’s criteria or process to
2. PACS evaluate criminal history records checks.
Medium impact BCS with ERC and their
associated:
1. EACMS; and
2. PACS
Medium impact BCS with IRA
SCl supporting an Applicable System in this
Part
3.4 | High impact BCS and their associated: Criteria or process for verifying that Examples of evidence may include, but are

1. EACMS; and
2. PACS

Medium impact BCS with ERC and their
associated:

1. EACMS; and
2. PACS
Medium impact BCS with IRA

personnel risk assessments performed for
contractors or service vendors are
conducted according to Parts 3.1 through
3.3.

not limited to, documentation of the
Responsible Entity’s criteria or process for
verifying contractors or service vendors
personnel risk assessments.
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CIP-004-8 Table R3 — Personnel Risk Assessment Program

Requirements Measures

Part Applicable Systems

SCl supporting an Applicable System in this

Part
3.5 | High impact BCS and their associated: Process to ensure that individuals with Examples of evidence may include, but are
1 EACMS: and authorized electronic or authorized not limited to, documentation of the
’ unescorted physical access have had a Responsible Entity’s process for ensuring
2. PACS personnel risk assessment completed, that individuals with authorized electronic
Medium impact BCS with ERC and their except during CIP Exceptional or authorized unescorted physical access
associated: Circumstances, according to Parts 3.1 have had a personnel risk assessment
through 3.4 within the last seven years. completed within the last seven years.

1. EACMS; and
2. PACS
Medium impact BCS with IRA

SCl supporting an Applicable System in this
Part
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R4.

Each Responsible Entity shall implement one or more documented access management program(s) that collectively

include each of the applicable requirement parts in CIP-004-8 Table R4 — Access Management Program. [Violation Risk
Factor: Medium] [Time Horizon: Operations Planning and Same Day Operations].

M4. Evidence must include the documented processes that collectively include each of the applicable requirement parts in

CIP-004-8 Table R4 — Access Management Program and additional evidence to demonstrate that the access management
program was implemented as described in the Measures column of the table.

CIP-004-8 Table R4 — Access Management Program

Applicable Systems

Requirements

Measures

1. EACMS; and
2. PACS

Medium impact BCS with ERC and their
associated:

1. EACMS; and
2. PACS
Medium impact BCS with IRA
SCl supporting an Applicable System in this Part

4.1 | High impact BCS and their associated: Process to authorize based on need, as Examples of evidence may include, but
1. EACMS: and determined by the Responsible Entity, are not limited to, dated documentation
' ’ except for CIP Exceptional Circumstances: | of the process to authorize electronic
2. PACS 411 Electronic access: and access, and unescorted physical access
Medium impact BCS with ERC and their ' in a PSP.
associated: 4.1.2. Unescorted physical access into a
Physical Security Perimeter (PSP)
1. EACMS;and (except for medium impact BCS
2. PACS without ERC).
Medium impact BCS with IRA
SCl supporting an Applicable System in this Part
4.2 | High impact BCS and their associated: Verify at least once each calendar quarter | Examples of evidence may include, but

that individuals with active electronic
access or unescorted physical access
have authorization records.

are not limited to:

e Dated documentation of the
verification between the system
generated list of individuals who
have been authorized for access
(i.e., workflow database) and a
system generated list of personnel
who have access (i.e., user account
listing), or

e Dated documentation of the
verification between a list of

Page 10 of 24



CIP-004-8 — Cyber Security — Personnel & Training

CIP-004-8 Table R4 — Access Management Program

Applicable Systems Requirements Measures

individuals who have been
authorized for access (i.e.,
authorization forms) and a list of
individuals provisioned for access
(i.e., provisioning forms or shared
account listing).

4.3 | High impact BCS and their associated: For electronic access, verify at least once | Examples of evidence may include, but
1 EACMS: and every 15 calendar months that all user are not limited to, documentation of the
' ’ accounts, user account groups, or user review that includes all of the following:
2. PACS i i ifi
role categories, and their specific, 1. Adated listing of all

associated privileges are correct and are
those that the Responsible Entity

determines are necessary.
1. EACMS; and 2. A summary description of

2. PACS privileges associated with each

group or role;
Medium impact BCS with IRA

Medium impact BCS with ERC and their
associated:

accounts/account groups or
roles within the system;

3. Accounts assigned to the group
SCl supporting an Applicable System in this Part or role; and

4. Dated evidence showing
verification of the privileges for
the group are authorized and
appropriate to the work
function performed by people
assigned to each account.
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RS.

Each Responsible Entity shall implement one or more documented access revocation program(s) that collectively include

each of the applicable requirement parts in CIP-004-8 Table R5 — Access Revocation. [Violation Risk Factor: Medium]
[Time Horizon: Same Day Operations and Operations Planning].

M5. Evidence must include each of the applicable documented programs that collectively include each of the applicable

requirement parts in CIP-004-8 Table R5 — Access Revocation and additional evidence to demonstrate implementation as
described in the Measures column of the table.

CIP-004-8 Table R5 — Access Revocation

Applicable Systems

Requirements

Measures

5.1 | High impact BCS and their associated: A process to initiate removal of an An example of evidence may include, but is
1. EACMS: and individual’s ability for unescorted physical not limited to, documentation of all of the
access (except for medium impact BCS following:
2. PAGS without ERC) and Interactive Remote ;
dium | S with ERC and thei e : 1. Dated workflow or sign-off form
Me um |?pact BCS with ERC and their Access (IRA) upon a termmatpn _act|on, verifying access removal associated
associated: ;’:nd confmpLete the'rerr_movals YVIth(I;I 24 | with the termination action; and
1. EACMS; and ours of the termination action (Remova .
5 PACS of the ability for access may be different 2. Lﬁgs (?r othe;demonstranlon
) than deletion, disabling, revocation, or SNOWINE SUch persons no fonger
Medium impact BCS with IRA removal of all access rights). have access.
SCl supporting an Applicable System in this
Part
5.2 | High impact BCS and their associated: For reassignments or transfers, revoke the | Examples of evidence may include, but are
1. EACMS: and individual’s authorized electronic access to | not limited to, documentation of all of the
individual accounts; and authorized following:
2. PACS red phvsical ( L f
dium s with ERC and thei unes'cor ? physica ac.cess except ror 1. Dated workflow or sign-off form
Me ium impact BCS with ERC and their medium impact BCS without ERC) that the showing a review of logical and
associated: Responsibltc)e Ethity djtefrmhines are rllotoI physical access; and
1. EACMS; and necessary by the end of the next calendar )
5 PACS day following the date that the Responsible 2. Lﬁgs gr othel:demonstratllon
' Entity determines that the individual no SNOWINg such persons no °”g,er
Medium impact BCS with IRA longer requires retention of that access. have access that the Responsible
. . . . Entity det i i t .
SCl supporting an Applicable System in this nHity getermines 1s not hecessary
Part
5.3 | High impact BCS and their associated For termination actions, revoke the Examples of evidence may include, but are
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CIP-004-8 Table R5 — Access Revocation

Applicable Systems H Requirements Measures
EACMS individual’s non-shared user accounts not limited to, workflow or sign-off form
SCI supporting an Applicable System in this (unless already revoked according to Part showing access removal for any individual
Part 5.1) within 30 calendar days of the BES Cyber Assets and software applications
effective date of the termination action. as determined necessary to completing the
revocation of access and dated within
thirty calendar days of the termination
actions.
5.4 | High impact BCS and their associated For termination actions, change passwords | Examples of evidence may include, but are
EACMS for shared account(s) known to the user not limited to:

within 30 calendar days of the termination
action. For reassignments or transfers,
change passwords for shared account(s)
known to the user within 30 calendar days
following the date that the Responsible
Entity determines that the individual no
longer requires retention of that access.

e  Workflow or sign-off form showing
password reset within 30 calendar
days of the termination action;

SCl supporting an Applicable System in this
Part.

e  Workflow or sign-off form showing
password reset within 30 calendar
days of the reassignments or

. . . transfers; or
If the Responsible Entity determines and

documents that extenuating operating
circumstances require a longer time
period, change the password(s) within 10
calendar days following the end of the
operating circumstances.

e Documentation of the extenuating
operating circumstance and
workflow or sign-off form showing
password reset within 10 calendar
days following the end of the
operating circumstance.
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R6.

Mé.

6.1

Each Responsible Entity shall implement one or more documented access management program(s) to authorize, verify, and
revoke provisioned access to BCSI pertaining to the Applicable Systems identified in CIP-004-8 Table R6 — Access
Management for BES Cyber System Information that collectively include each of the applicable requirement parts in CIP-
004-8 Table R6 — Access Management for BES Cyber System Information. To be considered access to BCSI in the context of
this requirement, an individual has both the ability to obtain and use BCSI. Provisioned access is to be considered the result
of the specific actions taken to provide an individual(s) the means to access BCSI (e.g., may include physical keys or access
cards, user accounts and associated rights and privileges, encryption keys). [Violation Risk Factor: Medium] [Time Horizon:
Same Day Operations and Operations Planning].

Evidence must include each of the applicable documented programs that collectively include the applicable requirement
parts in CIP-004-8 Table R6 — Access Management for BES Cyber System Information and additional evidence to
demonstrate implementation as described in the Measures column of the table.

CIP-004-8 Table R6 — Access Management for BES Cyber System Information

Applicable Systems Requirements Measures
High impact BCS and their associated: Prior to provisioning, authorize (unless Examples of evidence may include, but are
1. EACMS: and already authorized according to Part 4.1) not limited to, individual records or lists
' ’ based on need, as determined by the that include who is authorized, the date of
2. PACS Responsible Entity, except for CIP the authorization, and the justification of

Medium impact BCS with ERC and their Exceptional Circumstances: business need for the provisioned access.

associated: 6.1.1. Provisioned electronic access to
1. EACMS; and electronic BCSI; and

6.1.2. Provisioned physical access to

2. PACS

o ) physical BCSI (except for BCSI at a
Medium impact BCS with IRA medium impact BCS without ERC).
SCl supporting an Applicable System in this
Part
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CIP-004-8 Table R6 — Access Management for BES Cyber System Information

Applicable Systems

Requirements

Measures

1. EACMS; and
2. PACS

Medium impact BCS with ERC and their
associated:

1. EACMS; and
2. PACS
Medium impact BCS with IRA

SCl supporting an Applicable System in this
Part

individual’s ability to use provisioned
access to BCSI (unless already revoked
according to Part 5.1) (except for BCSl at a
medium impact BCS without ERC) by the
end of the next calendar day following the
effective date of the termination action.

6.2 | High impact BCS and their associated: Verify at least once every 15 calendar Examples of evidence may include, but are
. months that all individuals with not limited to, the documentation of the
1. EACMS; and . . . .
provisioned access to BCSI: review that includes all of the following:
2. PACS
6.2.1. have an authorization record; and e List of authorized individuals;
Medium impact BCS with ERC and their . .
associated: 6.2.2. still need the provisioned access to e List of individuals who have been
' perform their current work provisioned access;
1. EACMS; and functions, as determined by the o o
Responsible Entity e Verification that provisioned access
2. PAGCS ' is appropriate based on need; and
Medium impact BCS with IRA e Documented reconciliation actions,
SCl supporting an Applicable System in this if any.
Part
6.3 | High impact BCS and their associated: For termination actions, remove the Examples of dated evidence may include,

but are not limited to, access revocation
records associated with the terminations
and dated within the next calendar day of
the termination action.
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C. Compliance

1. Compliance Monitoring Process:

1.1.

1.2.

1.3.

Compliance Enforcement Authority: “Compliance Enforcement Authority” (CEA)
means NERC or the Regional Entity, or any entity as otherwise designated by an
Applicable Governmental Authority, in their respective roles of monitoring
and/or enforcing compliance with mandatory and enforceable Reliability
Standards in their respective jurisdictions.

Evidence Retention: The following evidence retention periods identify the
period of time an entity is required to retain specific evidence to demonstrate
compliance. For instances where the evidence retention period specified below
is shorter than the time since the last audit, the CEA may ask an entity to provide
other evidence to show that it was compliant for the full time period since the
last audit.

The applicable entity shall keep data or evidence to show compliance as
identified below unless directed by its CEA to retain specific evidence for a
longer period of time as part of an investigation:

e The applicable entity shall retain evidence of each requirement in this
standard for three calendar years.

e The applicable entity is found non-compliant, it shall keep information
related to the non-compliance until mitigation is complete and approved or
for the time specified above, whichever is longer.

e The CEA shall keep the last audit records and all requested and submitted
subsequent audit records.

Compliance Monitoring and Enforcement Program: As defined in the NERC
Rules of Procedure, “Compliance Monitoring and Enforcement Program” refers
to the identification of the processes that will be used to evaluate data or
information for the purpose of assessing performance or outcomes with the
associated Reliability Standard.
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Violation Severi

Levels

Lower VSL

Violation Severity Levels (CIP-004-8)

Moderate VSL

High VSL

Severe VSL

include one of the training
content topics in Requirement
Parts 2.1.1 through 2.1.9. (Part
2.1)

OR

The Responsible Entity did not
train one individual (with the
exception of CIP Exceptional
Circumstances) prior to their
being granted authorized
electronic and authorized
unescorted physical access. (Part
2.2)

OR

include two of the training
content topics in Requirement
Parts 2.1.1 through 2.1.9. (Part
2.1)

OR

The Responsible Entity did not
train two individuals (with the
exception of CIP Exceptional
Circumstances) prior to their
being granted authorized
electronic and authorized
unescorted physical access.
(Part 2.2)

OR

not include three of the
training content topics in
Requirement Parts 2.1.1
through 2.1.9. (Part 2.1)

OR

The Responsible Entity did
not train three individuals
(with the exception of CIP
Exceptional Circumstances)
prior to their being granted
authorized electronic and
authorized unescorted
physical access. (Part 2.2)

OR

R1 The Responsible Entity did not The Responsible Entity did not | The Responsible Entity did The Responsible Entity did not
reinforce cyber security practices | reinforce cyber security not reinforce cyber security document or implement any security
during a calendar quarter but did | practices during a calendar practices during a calendar awareness process(es) to reinforce
so less than 10 calendar days quarter but did so between 10 | quarter but di