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I.  INTRODUCTION 

 On June 7, 2007, the Commission issued an order in the above-captioned docket1 acting 

on a compliance filing by the North American Electric Reliability Corporation (“NERC”) in 

response to the Commission’s January 18, 20072 and March 9, 20073 Orders requiring NERC to 

further modify its Rules to comply with the Commission’s July 20, 2006 Order4 certifying 

NERC as the Electric Reliability Organization (“ERO”) for the United States under Section 215 

of the Federal Power Act.  The June 7 Order requires NERC to make various modifications to, 

and to provide further explanation of various components of, its proposal to serve as the ERO, 

including making specific changes and clarifications to NERC’s Rules of Procedure and certain 

other documents that NERC submitted as part of its application for certification as the ERO or in 

compliance filings in response to the ERO Certification Order.  The instant filing incorporates 

the modifications required to be submitted within 60 days following issuance of the June 7 

Order.  The June 7 Order also directed NERC to submit a compliance filing containing violation 

severity levels by March 1, 2008.5  NERC will respond to that directive in a separate filing in 

accordance with the June 7 Order.6 

                                                 
1 North American Electric Reliability Corporation, 119 FERC ¶61,248 (2007) (“June 7 Order”).   

2 North American Electric Reliability Corporation, 118 FERC ¶61,030 (2007) (“January 18 
Order”).   

3 North American Electric Reliability Corporation, 118 FERC ¶61,190 (2007).   

4 North American Electric Reliability Corporation, 116 FERC ¶61,062 (2007) (“ERO 
Certification Order”).   

5 June 7 Order at P 80.  

6 NERC has modified footnote 10 to the ERO Sanction Guidelines, Appendix B to the NERC 
Rules of Procedure, to state that assignment of Violation Severity Levels (described in Section 
4.12 of the Sanction Guidelines), will be complete and filed with the Commission by March 1, 
2008, in accordance with the June 7 Order.  See Attachment 2 to this filing. 



NERC Response to June 7 Order -2- 

Provided with this filing, in clean and red-line format, are revised versions of NERC’s 

Rules of Procedure (Attachments 1A and 1B), Appendix 4B (Sanction Guidelines) and 

Appendix 8 (Blackout and Disturbance Response Procedures) thereto (Attachments 2A and 2B 

and Attachments 3A and 3B, respectively), and the Compliance Certification and Committee 

(“CCC”) Charter (Attachments 4A and 4B), reflecting the revisions and clarifications discussed 

in this filing.  All of the revisions and clarifications shown on these Attachments and discussed 

in this filing have been made in response to the directives in the June 7 Order.  All of the 

revisions and clarifications shown on the Attachments and discussed in this filing were approved 

by the NERC Board of Trustees at its August 1, 2007 meeting.7 

II.  NOTICES AND COMMUNICATIONS 

Notices and communications with respect to this filing may be addressed to: 

Rick Sergel 
President and Chief Executive Officer 
David N. Cook* 
Vice President and General Counsel 
North American Electric Reliability Council 
116-390 Village Boulevard 
Princeton, NJ 08540-5731 
(609) 452-8060 
(609) 452-9550 – facsimile 
david.cook@nerc.net 

 

*Persons to be included on the Commission’s 
official service list. 

Owen E. MacBride* 
Debra Ann Palmer 
Schiff Hardin LLP 
1666 K Street, N.W., Suite 300 
Washington, DC 20036-4390 
(202) 778-6400 
(202) 778-6460 – facsimile 
omacbride@schiffhardin.com 
dpalmer@schiffhardin.com 

Rebecca J. Michael, Attorney 
North American Electric Reliability      
Corporation 
1120 G Street, N.W., Suite 990 
Washington, D.C. 2005-3801 
(202) 393-3998 
(202) 393-3995 – facsimile 
Rebecca.michael@nerc.net 

                                                 
7The clean and redlined Rules of Procedure in Attachment 1 also incorporate NERC’s proposed 
revisions and additions in Sections 501 and 507 relating to joint registrations and joint 
registration organizations that were approved by the Commission in its July 19, 2007 Order. 
Order on Joint Registration Organization Filing, 120 FERC ¶61,065 (2007). 
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III. RESPONSES TO SPECIFIC ISSUES IN THE JUNE 7 ORDER 

A. Significant System Events 

June 7 Order, P 63: “We agree with EEI that we did not require NERC to insert a definition of 
“significant system event” in section 807 as an element of its compliance filing.  Nor does NERC 
explain its rationale for inserting this definition.  We, therefore, reject NERC’s proposed 
amendments to section 807.”  [footnote omitted]   

NERC Response: 

 As shown in Attachment 1, the definition of “significant system event”, and the use of 

that term, have been removed from Sections 807 and 808 of the NERC Rules of Procedure, and 

the term previously used in those sections, “major event”, has been restored.  Additionally, as 

shown in Attachment 3, the title of Appendix 8 to the Rules of Procedure has been restored to 

“NERC Blackout and Disturbance Response Procedures” from “NERC Significant System Event 

Response Procedures.”  Finally, the term “significant system event” has been removed from the 

text of Appendix 8 and has been replaced with terminology such as “major blackouts, 

disturbances or other emergencies affecting the bulk power system.”8 

B. Confidentiality – Requests for Disclosure of Information 

June 7 Order, P 68: “While NERC has complied with our directive to remove the requirement 
that one who requests reliability information relating to section 215 of the FPA from NERC or a 

                                                 
8 All the changes to Appendix 8 – NERC Blackout and Disturbance Response Procedures delete 
or change references to “significant system event” or “system event” to text consistent with that 
used therein prior to NERC’s proposed use of the term “significant system event” in the version 
of Appendix 8 filed with NERC’s March 19, 2007 compliance filing to the January 18 Order.  
Because the revisions to Sections 807 and 808 and Appendix 8 of the Rules of Procedure shown 
in Attachments 1 and 3 consist of removing changes to these provisions that were proposed in 
NERC’s March 19, 2007 compliance filing but rejected in the Commission’s June 7 Order, 
NERC has already posted the revised provisions on its website as current, with an effective date 
of June 7, 2007.  Although the provisions using the term “significant system event” were never 
approved by the Commission and therefore never actually became part of the Rules of 
Procedure, they are shown as “deleted” in Attachments 1B and 3B to demonstrate that they are 
not included in the Rules of Procedure.  Appendix 8 as submitted with this filing also 
incorporates other previously-proposed revisions thereto that were accepted in the June 7 Order. 
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Regional Entity show a demonstrable legal right to the information, NERC has substituted a 
requirement that the requestor demonstrate a need for access to the information.  We are mindful 
that, in the January 2007 Compliance Order, the Commission stated that NERC and the 
Regional Entities are to “look with disfavor on frivolous, overly broad or unreasonable requests 
for information.”25  While NERC’s new “demonstrated need for access” requirement arguably 
comports with our statement, we remain concerned how NERC and the Regional Entities can 
differentiate the new requirement from the prior “demonstrable legal right to access” 
requirement.  Nor has NERC indicated what showing it or a Regional Entity would require for 
the new requirement or how a requestor may meet it.  Accordingly, we direct NERC to clarify 
these issues in its compliance filing.      

25January 2007 Compliance Order at P 193.” 

NERC Response:  

 NERC has concluded that the clarification requested by the Commission in P 68 is best 

provided by including additional detail and clarification in the relevant provision of the NERC 

Rules of Procedure (Section 1503.2.2) which will thereby be available to all interested parties, 

rather than through a narrative discussion in this compliance filing.  The revisions to Section 

1503.2.2 are shown in Attachment 1B and are as follows: 

2.2 The request must identify the individual or entity that will use the 
information, explain include a statement of the requester’s need for access 
to the information, explain how the requester and an explanation of how it 
will use the information in furtherance of that need, and state whether the 
information is publicly available or available from another source or 
through another means.  If the requester seeks access to information that is 
subject to a prohibition on public disclosure in the Commission-approved 
rules of a regional transmission organization or independent system 
operator or a similar prohibition in applicable federal, state, or provincial 
laws, the requester shall describe how it qualifies to receive such 
information. 

Under the revised rule, the request must identify the individual or entity that will use the 

information sought, provide an explanation of the requester’s need for that information and of 

how the information will be used in furtherance of that need, and state whether the information 

requested is publicly available or available from another source or through another means.  

NERC anticipates that its response to each request for disclosure of information that has been 
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designated will depend on the particular facts and circumstances associated with the information 

and the request.  However, the information and explanations provided, in accordance with 

Section 1503.2.2, in a request for disclosure, and the quality of those explanations, will enable 

NERC to make an informed determination in each case as to whether the requester’s need for 

disclosure from NERC outweighs the interests of the entity originally supplying the information 

in protecting it from disclosure, as well as to evaluate whether the request for information is 

“frivolous, overly broad or unreasonable.”  Further, in accordance with the directive in paragraph 

193 of the January 18 Order on this point, NERC will not require any person or entity requesting 

disclosure of information to explain how the requester is legally entitled to the information. 

C. Maximum Base Penalty Amount 

June 7 Order, P 73 and n.28: “Prior to submitting its March 19, 2007 compliance filing, NERC 
sought clarification of the January 2007 Compliance Order directive.  In the April 19, 2007 
Order on clarification and rehearing of the January 2007 Compliance Order, we granted 
clarification regarding the scope and meaning of the $1 million “per day, per violation” 
provision, and directed NERC to modify its Sanction Guidelines in accordance with that 
clarification.28  Accordingly, as to this issue, NERC’s March 19, 2007 compliance filing is moot.           

28 North American Electric Reliability Corp., 119 FERC ¶ 61,046 at P 38-44 (2007).   While we 
did not at that time direct a specific date on which NERC was to file this amendment of the 
Sanction Guidelines for our approval, we would expect NERC to submit this filing on or before 
the date for filing the 60-day compliance filing responsive to this order.” 

NERC Response:  

 NERC is submitting revisions to the ERO Sanction Guidelines, Appendix 4B to the 

NERC Rules of Procedure (Attachment 2), to implement the clarification provided in the 

Commission’s April 19, 2007 Order.  Specifically, in the ERO Sanction Guidelines:  

• In Section 3, “Basic Principles”, a new Section 3.21, “Frequency and Duration of 
Violations”, has been added.  Section 3.21 discusses the applicability of the $1 
million “per day, per violation” provision in the context of Reliability Standards 
that may not support assessment of penalties on a “per day, per violation” basis, 
including: a Reliability Standards requirement that could be violated two or more 
times in the same day; a Reliability Standard requirement for which compliance is 
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measured on the basis of cumulative acts over time (e.g., measurements based on 
averages over a given period); and a Reliability Standard requirement involving a 
discrete event which is monitored only periodically or reported by exception. 

• Section 4, “Determination of Monetary Penalties”, has been revised to specify 
that the penalties shall be assessed on a per violation, per day basis unless NERC 
or the Regional Entity determines alternative frequency is warranted or the 
Reliability Standard in question may not support assessment of penalties on a per 
day, per violation basis; in the latter case penalties shall be determined in 
accordance with Section 3.21. 

• The last paragraph of Section 4 (prior to Section 4.1), and footnote 13 in 
Appendix A, have been deleted as the clarification provided in the Commission’s 
April 7 Order rendered this language moot. 

• The footnote to the Base Penalty Amount Table in Appendix A to the Sanction 
Guidelines has been modified to specify that the table describes the amount of 
penalty that could be applied for each day a violation continues, “subject to the 
considerations of Section 3.21 regarding frequency and duration of violations.” 

D. Compliance and Certification Committee 

 1. General Issues 

June 7 Order, P 25: “We agree with MRO and NERC that NERC should substitute the term 
“Regional Entity” for “Regional Reliability Organization” in the proposed compliance and 
certification committee charter, such as in provisions that would permit regional reliability 
organizations to nominate committee members.” 

NERC Response: 

 The term “Regional Reliability Organization” has been replaced with “Regional Entity” 

throughout the CCC Charter.  See Attachment 4 to this filing. 

 2. Compliance and Certification Committee Membership and Oversight 

June 7 Order, P 41: “We agree in part with EEI’s concerns regarding the role that NERC’s 
Director of Compliance will play with respect to the compliance and certification committee.  
We understand that the Director of Compliance supervises NERC’s compliance, entity 
registration, certification and readiness functions.  Section 5 of the compliance and certification 
committee charter, which provides that the Director of Compliance will be included in the 
compliance and certification committee “executive,” is not clear whether the Director of 
Compliance may become an actual member of the compliance and certification committee or 
possess a vote in the committee.  Participation of the Director of Compliance in the compliance 
and certification committee “executive” appears to be beneficial by ensuring that the compliance 
and certification committee retains direct access to current information on NERC’s functions that 
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implement the Rules of Procedure.  We conclude, however, that, to ensure the independence of 
the compliance and certification committee from the NERC functions it is to monitor, the 
Director of Compliance cannot be a compliance and certification committee member or retain 
authority to vote on compliance and certification committee business.  We direct NERC to 
clarify the compliance and certification committee charter in that respect.  To help further the 
compliance and certification committee’s independence, we believe that the Director of 
Compliance and the secretary of the compliance and certification committee must be recused 
from participating in any compliance and certification committee activity that involves 
monitoring of NERC’s compliance with any Rule of Procedure or activity that the Director of 
Compliance oversees.”   

NERC Response: 

 In Section 3, “Membership”, of the CCC Charter, a new subsection c has been added to 

Section 3(13), “Exclusions”, as follows: 

 NERC Staff.  The Director of Compliance shall not be a member of the 
committee or vote on committee business.  The Director of Compliance and the 
Secretary shall be recused from participating in any committee activity that 
involves monitoring of NERC’s compliance with Rules of Procedure or activity 
that the Director of Compliance oversees.  If the NERC staff coordinator has been 
recused from participating in a Committee activity, the chair shall appoint another 
member of the committee as acting secretary for any meetings or other activities 
from which the NERC staff coordinator is recused. 

See Attachment 4 to this filing.  The last sentence of Section 3(13)(c) is necessary due to 

existing  Section 5.4 of the CCC Charter, which provides that a NERC staff member will be 

selected by the NERC Director of Compliance to serve as the staff coordinator and secretary of 

the CCC. 

June 7 Order, P 42: “We disagree with MRO that the specific prohibition in compliance and 
certification committee charter section 3(13)(a) against compliance and certification committee 
membership by Regional Entity staff members who administer any compliance registration, 
certification or readiness evaluation program should be replaced by a general prohibition against 
a compliance and certification committee member’s possession of a conflict of interest that 
would impair his or her ability to fulfill obligations under the compliance and certification 
committee charter.  For the same reason that we concluded that NERC’s Director of Compliance 
should not be a member of the compliance and certification committee, Regional Entity staff 
members involved in compliance, registration, certification or readiness activities should not be 
permitted as committee members.  Therefore, we reject MRO’s proposed deletion of the specific 
prohibition in charter section 3(13)(a).  However, because MRO’s proposed general prohibition 
against possession of a conflict of interest by a committee member is an appropriate addition to 
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the committee charter, we direct NERC to insert the prohibition into the charter.  We do not 
interpret MRO’s proposed general prohibition from precluding a compliance officer of a 
transmission operator from service as a member of the compliance and certification committee, 
although the prohibition would preclude the compliance office from participating in any matter 
relating to his or her employer or any of its affiliates, subsidiaries, and/or business partners or on 
a hearing panel involving any of those entities.”       

NERC Response: 

 In Section 3, “Membership”, of the CCC Charter, the title of Section 3(15) has been 

changed from “Acknowledgement of a conflict” to “Conflict of Interest”, and the following 

sentence added: “No committee member may have a conflict of interest that would impair his or 

her ability to fulfill obligations under this charter.”  See Attachment 4 to this filing. 

 3. Compliance and Certification Committee Hearings and Mediation 

June 7 Order, P 52: “Although we agree with MRO that the compliance and certification 
committee is a stakeholder committee with Regional Entity participation, we do not perceive any 
inherent conflicts that would prevent a compliance and certification committee hearing panel to 
serve as the hearing body for compliance issues between NERC and a Regional Entity.  As noted 
previously, section 8(3) of the compliance and certification committee charter precludes persons 
who are chosen for a hearing panel from having a conflict of interest or other bias that would 
prevent them from rendering an impartial decision, and we are directing NERC to insert into the 
charter MRO’s proposed general prohibition against conflicts of interest on the part of committee 
members.  We do not perceive any conflict between the role of the compliance and certification 
committee in mediating disputes on NERC performance audits of Regional Entity compliance 
programs and the provisions of Delegation Agreements, so long as the compliance and 
certification committee mediators have no conflicts of interest and are precluded from serving on 
compliance and certification committee hearing panels that would resolve the dispute if the 
mediation were unsuccessful.18  However, because the compliance and certification committee 
charter does not address how it would serve as a mediator in such matters, we direct NERC to so 
amend the charter.  

18 See Delegation Agreement Order at P 577 (members of a compliance advisory panel 
designated by a Regional Entity to seek settlements of matters in notices of alleged violation 
must not have any conflicts of interest and may not serve on a hearing body that presides over 
any subsequent hearing in the matter).”   

NERC Response: 

 Members of the CCC would only serve as a mediator for a disagreement between NERC 

and a Regional Entity concerning a NERC performance audit of the Regional Entity, and only as 
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directed by the NERC Board of Trustees.  In such a case, the chair of the CCC will appoint three 

disinterested members of the CCC to meet with representatives of NERC and the Regional Entity 

to attempt to resolve the matter.  In Section 2, “Compliance and Certification Committee 

Functions”, of the CCC Charter, Section 2(5 )has been revised as follows: 

 Mediator.  As directed by the NERC Board, serves as the mediator for any 
disagreements between NERC and the Regional Entities REs concerning NERC 
performance audits of Regional Entities’ REs’ compliance programs.  When 
directed by the Board to serve as mediator, the committee chair will appoint three 
disinterested members of the committee to meet with representatives of NERC 
and the Regional Entities to attempt to resolve the matter.   

See Attachment 4 to this filing. 

 4. Compliance Administration Elements 

June 7 Order, P 56: “[W]e expect that compliance and certification committee members who 
participate in the development process for Reliability Standards would not participate in the 
compliance and certification committee’s monitoring of that process.” 

NERC Response: 

 To address this directive, in Section 2, “Compliance and Certification Committee 

Functions”, of the CCC Charter, Section 2(3)(c) has been revised as follows: 

 3. Establishes and implements programs to monitor . . . 

c. NERC’s compliance with the Section 306 of the Rules of 
Procedure regarding the Reliability Standards development process 
with the exception of appeals of substantive or procedural action or 
inaction associated with a reliability standard or the standards 
process as defined in the appeals section of the Reliability 
Standards Development Procedure.  Committee members who 
have participated in the development process for a particular 
Reliability Standard shall not participate in the Committee’s 
monitoring of that process. 

See Attachment 4 to this filing. 
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IV.  CONCLUSION 

 The North American Electric Reliability Corporation respectfully requests that the 

Commission accept this filing as compliance with its June 7 Order in this proceeding, and that 

the Commission approve the proposed revisions to Sections 807, 808 and 1503.2.2 of the NERC 

Rules of Procedure, to Appendix 4B and Appendix 8 to the NERC Rules of Procedure, and to the 

NERC Compliance and Certification Committee Charter that are submitted with this filing. 

       Respectfully submitted, 

/s/  Rick Sergel_____________________ 
Rick Sergel 
President and Chief Executive Officer 
David N.  Cook 
Vice President and General Counsel 
North American Electric Reliability Corporation  
116-390 Village Boulevard 
Princeton, NJ 08540-5731 
(609) 452-8060 
(609) 452-9550 – facsimile 
david.cook@nerc.net 

/s/ Owen E.  MacBride___________ 
Owen E.  MacBride 
Debra Ann Palmer 
Schiff Hardin LLP 
1666 K Street, N.W., Suite 300 
Washington, DC 20006 
(202) 778-6400 
(202) 778-6460 – facsimile 
omacbride@schiffhardin.com 
dpalmer@schiffhardin.com 
 
Rebecca J. Michael 
Attorney 
North American Electric Reliability      

Corporation 
1120 G Street, N.W., Suite 990 
Washington, D.C. 20005-3801 
(202) 393-3998 
(202) 393-3955 – facsimile 
Rebecca.michael@nerc.net 
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SECTION 100 — APPLICABILITY OF RULES OF PROCEDURE 
NERC and NERC members shall comply with these rules of procedure.  Each regional entity 
shall comply with these rules of procedure as applicable to functions delegated to the regional 
entity by NERC or as required by an appropriate governmental authority or as otherwise 
provided. 

Each bulk power system owner, operator, and user shall comply with all rules of procedure of 
NERC that are made applicable to such entities by approval pursuant to applicable legislation or 
regulation, or pursuant to agreement. 

Any entity that is unable to comply or that is not in compliance with a NERC rule of procedure 
shall immediately notify NERC in writing, stating the rule of concern and the reason for not 
being able to comply with the rule.   

NERC shall evaluate each case and inform the entity of the results of the evaluation.  If NERC 
determines that a rule has been violated, or cannot practically be complied with, NERC shall 
notify the applicable governmental authorities and take such other actions as NERC deems 
appropriate to address the situation. 

NERC shall comply with each approved reliability standard that identifies NERC or the electric 
reliability organization as a responsible entity.  Regional Entities shall comply with each 
approved reliability standard that identifies Regional Entities as responsible entities.  A violation 
by NERC or a Regional Entity of such a reliability standard shall constitute a violation of these 
Rules of Procedure. 
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SECTION 200 — DEFINITIONS OF TERMS 
201. General 

For purposes of NERC rules of procedure, the terms defined in Section 202 shall have the 
meaning set forth therein.  Other terms are defined within particular sections of the rules 
of procedure.  Other terms used but not defined in the rules of procedure shall be defined 
in NERC’s Bylaws, the NERC Glossary of Terms Used in Reliability Standards adopted 
in conjunction with NERC’s Reliability Standards, or in accordance with their commonly 
understood and used technical meanings in the electric power industry, including 
applicable codes and standards. 

202. Specific Definitions 
 “Board” means the Board of Trustees of NERC. 

“Bulk power system” means facilities and control systems necessary for operating an 
interconnected electric energy supply and transmission network (or any portion thereof), 
and electric energy from generating facilities needed to maintain transmission system 
reliability. The term does not include facilities used in the local distribution of electric 
energy. 

 “Canadian” means one of the following: (a) a company or association incorporated or 
organized under the laws of Canada, or its designated representative(s) irrespective of 
nationality; (b) an agency of a federal, provincial, or local government in Canada, or its 
designated representative irrespective(s) of nationality; or (c) a self-representing 
individual who is a Canadian citizen residing in Canada. 

“Confirmed violation” is one for which an entity has: 1) accepted the finding of the 
violation by a regional entity or NERC and will not seek an appeal, 2) completed the 
appeals process within NERC, or 3) allowed the time for submitting an appeal to NERC 
to expire.    

“Electric reliability organization” or “ERO” means the organization that is certified by 
the Commission under Section 39.3 of its regulations, the purpose of which is to establish 
and enforce Reliability Standards for the bulk power system in the United States. The 
organization may also have received recognition by applicable governmental authorities 
in Canada and Mexico to establish and enforce reliability standards for the bulk power 
systems of the respective countries. 

“Entity variance” means an aspect of a reliability standard that applies only within a 
particular entity or a subset of entities within a limited portion of a regional entity, such 
as a variance that would apply to a regional transmission organization or particular 
market or to a subset of bulk power system owners, operators or users.  An entity 
variance may not be inconsistent with or less stringent than the reliability standards as it 
would otherwise exist without the entity variance.  An entity variance shall be approved 
only through the NERC standards development procedure and shall be made part of the 
NERC reliability standards. 
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“ERO governmental authority” is a government agency that has subject matter 
jurisdiction over the reliability of the bulk power system within its jurisdictional territory.  
In the United States, the ERO governmental authority is the Federal Energy Regulatory 
Commission.  In Canada, the ERO governmental authority resides with applicable federal 
and provincial governments who may delegate duties and responsibilities to other 
entities.  Use of the term is intended to be inclusive of all applicable authorities in the 
United States, Canada, and Mexico, and is not restricted to those listed here. 

“Net Energy for Load” or “NEL” means net generation of an electric system plus energy 
received from others less energy delivered to others through interchange.  It includes 
system losses but excludes energy required for the storage of energy at energy storage 
facilities. 

“Regional reliability organization” means each of the following organizations or any 
successor organizations: Electric Reliability Council of Texas, Florida Reliability 
Coordinating Council, Midwest Reliability Organization, Northeast Power Coordinating 
Council, ReliabilityFirst Corporation, SERC Reliability Corporation, Southwest Power 
Pool, and Western Electricity Coordinating Council. 

“Reliable operation” means operating the elements of the bulk power system within 
equipment and electric system thermal, voltage, and stability limits so that instability, 
uncontrolled separation, or cascading failures of such system will not occur as a result of 
a sudden disturbance, including a cyber security incident, or unanticipated failure of 
system elements. 

“Regional criteria” means reliability requirements developed by a regional reliability 
organization that are necessary to implement, to augment, or to comply with reliability 
standards, but which are not reliability standards.  Such regional criteria may be 
necessary to account for physical differences in the bulk power system but are not 
inconsistent with reliability standards nor do they result in lesser reliability.  Such 
regional criteria are not enforceable pursuant to NERC-delegated authorities, but may be 
enforced through other available mechanisms.  Regional criteria may include specific 
acceptable operating or planning parameters, guides, agreements, protocols or other 
documents. 

“Regional reliability standard” means a type of reliability standards that is applicable 
only within a particular regional entity or group of regional entities.  A regional reliability 
standard may augment, add detail to, or implement another reliability standard or cover 
matters not addressed by other reliability standards.  Regional reliability standards, upon 
adoption by NERC and approval by the applicable ERO governmental authority(ies), 
shall be reliability standards and shall be enforced within the applicable regional entity or 
regional entities pursuant to delegated authorities. 

“Reliability standard” means a requirement to provide for reliable operation of the bulk 
power system, including without limiting the foregoing, requirements for the operation of 
existing bulk power system facilities, including cyber security protection, and including 
the design of planned additions or modifications to such facilities to the extent necessary 
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for reliable operation of the bulk power system, but the term does not include any 
requirement to enlarge bulk power system facilities or to construct new transmission 
capacity or generation capacity. A reliability standard shall not be effective in the United 
States until approved by the Federal Energy Regulatory Commission and shall not be 
effective in other jurisdictions until made or allowed to become effective by the applicable 
governmental authority.  

“Variance” means an aspect or element of a reliability standard that applies only within a 
particular regional entity or group of regional entities, or to a particular entity or class of 
entities.  A variance allows an alternative approach to meeting the same reliability 
objective as the reliability standard, and is typically necessitated by a physical difference.  
A variance is embodied within a reliability standard and as such, if adopted by NERC and 
approved by the ERO governmental authority, shall be enforced within the applicable 
regional entity or regional entities pursuant to delegated authority.  
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SECTION 300 — RELIABILITY STANDARDS DEVELOPMENT 
301. General 

NERC shall develop and maintain reliability standards that apply to bulk power system 
owners, operators, and users and that enable NERC and regional entities to measure the 
reliability performance of bulk power system owners, operators, and users; and to hold 
them accountable for reliable operation of the bulk power systems.  The reliability 
standards shall be technically excellent, timely, just, reasonable, not unduly 
discriminatory or preferential, in the public interest, and consistent with other applicable 
standards of governmental authorities. 

302. Essential Attributes for Technically Excellent Reliability Standards 
1. Applicability — Each reliability standard shall clearly identify the functional 

classes of entities responsible for complying with the reliability standard, with any 
specific additions or exceptions noted.  Such functional classes1 include: 
reliability coordinators, balancing authorities, transmission operators, 
transmission owners, generator operators, generator owners, interchange 
authorities, transmission service providers, market operators, planning authorities, 
transmission planners, resource planners, load-serving entities, purchasing-selling 
entities, and distribution providers.  Each reliability standard shall also identify 
the geographic applicability of the standard, such as the entire North American 
bulk power system, an interconnection, or within a regional entity area.  A 
standard may also identify any limitations on the applicability of the standard 
based on electric facility characteristics. 

2. Reliability Objectives — Each reliability standard shall have a clear statement of 
purpose that shall describe how the standard contributes to the reliability of the 
bulk power system.  The following general objectives for the bulk power system 
provide a foundation for determining the specific objective(s) of each reliability 
standard: 

2.1 Reliability Planning and Operating Performance — Bulk power 
systems shall be planned and operated in a coordinated manner to perform 
reliably under normal and abnormal conditions. 

2.2 Frequency and Voltage Performance — The frequency and voltage of 
bulk power systems shall be controlled within defined limits through the 
balancing of real and reactive power supply and demand. 

2.3 Reliability Information — Information necessary for the planning and 
operation of reliable bulk power systems shall be made available to those 
entities responsible for planning and operating bulk power systems. 

                                                 
1 These functional classes of entities are derived from NERC’s Reliability Functional Model.  When a standard identifies a class 
of entities to which it applies, that class must be defined in the Glossary of Terms Used in Reliability Standards. 
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2.4 Emergency Preparation — Plans for emergency operation and system 
restoration of bulk power systems shall be developed, coordinated, 
maintained, and implemented. 

2.5 Communications and Control — Facilities for communication, 
monitoring, and control shall be provided, used, and maintained for the 
reliability of bulk power systems. 

2.6 Personnel — Personnel responsible for planning and operating bulk 
power systems shall be trained and qualified, and shall have the 
responsibility and authority to implement actions. 

2.7 Wide-area View — The reliability of the bulk power systems shall be 
assessed, monitored, and maintained on a wide-area basis. 

2.8 Security ⎯ Bulk power systems shall be protected from malicious 
physical or cyber attacks. 

3. Performance Requirement or Outcome — Each reliability standard shall state 
one or more performance requirements, which if achieved by the applicable 
entities, will provide for a reliable bulk power system, consistent with good utility 
practices and the public interest.  Each requirement is not a “lowest common 
denominator” compromise, but instead achieves an objective that is the best 
approach for bulk power system reliability, taking account of the costs and 
benefits of implementing the proposal. 

4. Measurability — Each performance requirement shall be stated so as to be 
objectively measurable by a third party with knowledge or expertise in the area 
addressed by that requirement.  Each performance requirement shall have one or 
more associated measures used to objectively evaluate compliance with the 
requirement.  If performance can be practically measured quantitatively, metrics 
shall be provided to determine satisfactory performance. 

5. Technical Basis in Engineering and Operations — Each reliability standard 
shall be based upon sound engineering and operating judgment, analysis, or 
experience, as determined by expert practitioners in that particular field. 

6. Completeness — Reliability standards shall be complete and self-contained.  The 
standards shall not depend on external information to determine the required level 
of performance. 

7. Consequences for Noncompliance ⎯ In combination with guidelines for 
penalties and sanctions, as well as other ERO and regional entity compliance 
documents, the consequences of violating a standard are clearly presented to the 
entities responsible for complying with the standards. 

8. Clear Language ⎯ Each reliability standard shall be stated using clear and 
unambiguous language.  Responsible entities, using reasonable judgment and in 
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keeping with good utility practices, are able to arrive at a consistent interpretation 
of the required performance. 

9. Practicality — Each reliability standard shall establish requirements that can be 
practically implemented by the assigned responsible entities within the specified 
effective date and thereafter. 

10. Consistent Terminology — To the extent possible, reliability standards shall use 
a set of standard terms and definitions that are approved through the NERC 
reliability standards development process. 

303. Relationship between Reliability Standards and Competition 
To ensure reliability standards are developed with due consideration of impacts on 
competition, to ensure standards are not unduly discriminatory or preferential, and 
recognizing that reliability is an essential requirement of a robust North American 
economy, each reliability standard shall meet all of these market-related objectives: 

1. Competition — A reliability standard shall not give any market participant an 
unfair competitive advantage. 

2. Market Structures — A reliability standard shall neither mandate nor prohibit 
any specific market structure. 

3. Market Solutions — A reliability standard shall not preclude market solutions to 
achieving compliance with that standard. 

4. Commercially Sensitive Information — A reliability standard shall not require 
the public disclosure of commercially sensitive information or other confidential 
information.  All market participants shall have equal opportunity to access 
commercially non-sensitive information that is required for compliance with 
reliability standards. 

5. Adequacy — NERC shall not set standards defining an adequate amount of, or 
requiring expansion of, bulk power system resources or delivery capability. 

304. Essential Principles for the Development of Reliability Standards 

NERC shall develop reliability standards in accordance with the NERC Reliability 
Standards Development Procedure, which is incorporated into these rules as Appendix 
3A.  Appeals in connection with the development of a reliability standard shall also be 
conducted in accordance with the NERC Reliability Standards Development Procedure. 
Any amendments or revisions to the Reliability Standards Development Procedure shall 
be consistent with the following essential principles: 

1. Openness — Participation shall be open to all persons who are directly and 
materially affected by the reliability of the North American bulk power system.  
There shall be no undue financial barriers to participation.  Participation shall not 
be conditional upon membership in NERC or any other organization, and shall 
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not be unreasonably restricted on the basis of technical qualifications or other 
such requirements. 

2. Transparency — The process shall be transparent to the public. 

3. Consensus-building — The process shall build and document consensus for each 
standard, both with regard to the need and justification for the standard and the 
content of the standard. 

4. Fair Balance of Interests — The process shall fairly balance interests of all 
stakeholders and shall not be dominated by any single interest category. 

5. Due Process — Development of standards shall provide reasonable notice and 
opportunity for any person with a direct and material interest to express views on 
a proposed standard and the basis for those views, and to have that position 
considered in the development of the standards. 

6. Timeliness — Development of standards shall be timely and responsive to new 
and changing priorities for reliability of the bulk power system. 

305. Registered Ballot Body 
NERC reliability standards shall be approved by a registered ballot body prior to 
submittal to the board and then to ERO governmental authorities for their approval, 
where authorized by applicable legislation or agreement.  This Section 305 sets forth the 
rules pertaining to the composition of, and eligibility to participate in, the registered 
ballot body. 

1. Eligibility to Vote on Standards — Any person or entity may join the registered 
ballot body to vote on standards, whether or not such person or entity is a member 
of NERC. 

2. Inclusive Participation — The segment qualification guidelines are inclusive; 
i.e., any entity with a legitimate interest in the reliability of the bulk power system 
that can meet any one of the eligibility criteria for a segment is entitled to belong 
to and vote in each segment for which it qualifies, subject to limitations defined in 
Sections 305.3 and 305.5. 

3. General Criteria for Registered Ballot Body Membership — The general 
criteria for membership in the segments are: 

3.1 Multiple Segments — A corporation or other organization with integrated 
operations or with affiliates that qualifies to belong to more than one 
segment (e.g., transmission owners and load serving entities) may join 
once in each segment for which it qualifies, provided that each segment 
constitutes a separate membership and the organization is represented in 
each segment by a different representative.  Affiliated entities are 
collectively limited to one membership in each segment for which they are 
qualified. 
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3.2 Withdrawing from a Segment or Changing Segments — After its 
initial registration in a segment, each registered participant may elect to 
withdraw from a segment or apply to change segments at any time. 

3.3 Review of Segment Criteria — The board shall review the qualification 
guidelines and rules for joining segments at least every three years to 
ensure that the process continues to be fair, open, balanced, and inclusive.  
Public input will be solicited in the review of these guidelines. 

4. Proxies for Voting on Standards — Any registered participant may designate an 
agent or proxy to vote on its behalf.  There are no limits on how many proxies an 
agent may hold.  However, for the proxy to be valid, NERC must have in its 
possession written documentation signed by the representative of the registered 
participant that the voting right by proxy has been transferred from the registered 
participant to the agent.   

5. Stakeholder Segments — The specific criteria for membership in each registered 
ballot body segment are defined in the Reliability Standards Development 
Procedure in Appendix 3A. 

6. Review of Stakeholder Segment Entries  
 NERC shall review all applications for joining the registered ballot body, and 

shall make a determination of whether the applicant’s self-selection of a segment 
satisfies at least one of the guidelines to belong to that segment.  The entity shall 
then become eligible to participate as a voting member of that segment.  The 
Standards Committee shall resolve disputes regarding eligibility for membership 
in a segment, with the applicant having the right of appeal to the board. 

306. Standards Committee 
The Standards Committee shall provide oversight of the reliability standards development 
process to ensure stakeholder interests are fairly represented.  The Standards Committee 
shall not under any circumstance change the substance of a draft or approved standard.  

1. Membership — The Standards Committee is a representative committee 
comprising representatives of two members of each of the segments in the 
registered ballot body. 

2. Elections — Standards Committee members are elected for staggered (one per 
segment per year) two-year terms by the respective stakeholder segments in 
accordance with the Procedure for the Election of Members of the NERC 
Standards Committee, which is incorporated into these rules as Appendix 2.  
Segments may use their own election procedure if such a procedure is ratified by 
two-thirds of the members of a segment and approved by the board. 

3. Canadian Representation  
3.1 Provision for Sufficient Canadian Representation — If any regular 

election of Standards Committee members does not result in at least two 
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Canadian members on the Standards Committee, the Canadian nominees 
who were not elected but who received the next highest percentage of 
votes within their respective segment(s) will be designated as additional 
members of the Standards Committee, as needed to achieve a total of two 
Canadian members. 

3.2 Terms of Specially Designated Canadian Members — Each specially 
designated Canadian member of the Standards Committee shall have a 
term ending with the next annual election. 

3.3 Segment Preference — If any segment has an unfilled representative 
position on the Standards Committee following the annual election, the 
first preference is to assign each specially designated Canadian 
representative to a segment with an unfilled representative position for 
which his or her organization qualifies. 

3.4 Rights of Specially Designated Canadian Members — Any specially 
designated Canadian members of the Standards Committee shall have the 
same rights and obligations as all other members of the Standards 
Committee.   

4. Open Meetings — All meetings of the Standards Committee shall be open and 
publicly noticed on the NERC Web site. 

307. Standards Process Manager  
NERC shall assign a standards process manager to administer the development of 
reliability standards.  The standards process manager shall be responsible for ensuring 
that the development and revision of standards are in accordance with the NERC 
Reliability Standards Development Procedure.  The standards process manager shall 
work to achieve the highest degree of integrity and consistency of quality and 
completeness of the reliability standards.  The standards process manager shall coordinate 
with any regional entities that develop regional reliability standards to ensure those 
standards are effectively integrated with the NERC reliability standards. 

308. Steps in the Development of Reliability Standards 
1. Procedure — NERC shall develop reliability standards through the process set 

forth in the NERC Reliability Standards Development Procedure (Appendix 3A). 
The procedure includes a provision for approval of urgent action standards that 
can be completed within 60 days and emergency actions that may be further 
expedited. 

2. Board Approval — Reliability standards or revisions to reliability standards 
approved by the ballot pool in accordance with the Reliability Standards 
Development Procedure shall be submitted for approval by the board.  No 
reliability standard or revision to a reliability standard shall be effective unless 
approved by the board. 
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3. Governmental Approval — After receiving board approval, a reliability 
standard or revision to a reliability standard shall be submitted to all applicable 
ERO governmental authorities in accordance with Section 309.  No reliability 
standard or revision to a reliability standard shall be effective within a geographic 
area over which an ERO governmental authority has jurisdiction unless approved 
by such ERO governmental authority or is otherwise made effective pursuant to 
the laws applicable to such ERO governmental authority. 

309. Filing of Reliability Standards for Approval by ERO Governmental Authorities 
1. Filing of Reliability Standards for Approval — Where authorized by applicable 

legislation or agreement, NERC shall file with the applicable ERO governmental 
authorities each reliability standard, modification to a reliability standard, or 
withdrawal of a standard that is approved by the board.  Each filing shall be in the 
format required by the ERO governmental authority and shall include:  a concise 
statement of the basis and purpose of the standard; the text of the standard; the 
implementation plan for the reliability standard; a demonstration that the standard 
meets the essential attributes of reliability standards as stated in Section 302; the 
drafting team roster; the ballot pool and final ballot results; and a discussion of 
public comments received during the development of the reliability standard and 
the consideration of those comments. 

2. Remanded Reliability Standards and Directives to Develop Standards — If 
an ERO governmental authority remands a reliability standard to NERC or directs 
NERC to develop a reliability standard, NERC shall within five (5) business days 
notify all other applicable ERO governmental authorities, and shall within thirty 
(30) calendar days report to all ERO governmental authorities a plan and 
timetable for modification or development of the reliability standard.  Standards 
that are remanded or directed by an ERO governmental authority shall be 
modified or developed using the Reliability Standards Development Procedure.  
NERC shall, during the development of a modification for the remanded standard 
or directed standard, consult with other ERO governmental authorities to 
coordinate any impacts of the proposed standards in those other jurisdictions.  The 
urgent approval action procedure may be applied if necessary to meet a timetable 
for action required by the ERO governmental authorities, respecting to the extent 
possible the provisions in the standards development process for reasonable notice 
and opportunity for public comment, due process, openness, and a balance of 
interest in developing reliability standards. 

3. Directives to Develop Standards under Extraordinary Circumstances — An 
ERO governmental authority may, on its own initiative, determine that 
extraordinary circumstances exist requiring expedited development of a reliability 
standard.  In such a case, the applicable agency may direct the development of a 
standard within a certain deadline.  NERC staff shall prepare the standards 
authorization request and seek a stakeholder sponsor for the request.  If NERC is 
unable to find a sponsor for the proposed standard, NERC will be designated as 
the requestor.  The proposed standard will then proceed through the standards 
development process, using the urgent and emergency action procedures 



Rules of Procedure of the North American Electric Reliability Corporation 

Effective _____ XX, 2007  12 

described in the Reliability Standards Development Procedure as necessary to 
meet the specified deadline.  The timeline will be developed to respect, to the 
extent possible, the provisions in the standards development process for 
reasonable notice and opportunity for public comment, due process, openness, 
and a balance of interests in developing reliability standards. 

3.1 Consistent with all reliability standards developed under the urgent or 
emergency action process, each of the three possible follow-up actions as 
documented in the Reliability Standards Development Procedure are to be 
completed through the standards development process and are subject to 
approval by the ERO governmental authorities in the U.S. and Canada. 

310. Reliability Standards Annual Work Plan 
NERC shall develop and provide an annual work plan for development of reliability 
standards to the applicable ERO governmental authorities.  NERC shall consider the 
comments and priorities of the ERO governmental authorities in developing and updating 
the work plan.  Each annual work plan shall include a progress report comparing results 
achieved to the prior year’s plan. 

311. Regional Entity Standards Development Procedures 

1. NERC Approval of Regional Entity Reliability Standards Development 
Procedure — To enable a regional entity to develop regional reliability standards 
that are to be recognized and made part of NERC reliability standards, a regional 
entity may request NERC to approve a regional entity reliability standards 
development procedure. 

2. Public Notice and Comment on Regional Reliability Standards Development 
Procedure — Upon receipt of such a request, NERC shall publicly notice and 
request comment on the proposed regional standards development procedure, 
allowing a minimum of 45 days for comment.  The regional entity shall have an 
opportunity to resolve any objections identified in the comments and may choose 
to withdraw the request, revise the procedure and request another posting for 
comment, or submit the procedure, along with its consideration of any objections 
received, for approval by NERC. 

3. Evaluation of Regional Reliability Standards Development Procedure —
NERC shall evaluate whether a regional reliability standards development 
procedure meets the criteria listed below and shall consider stakeholder 
comments, any unresolved stakeholder objections, and the consideration of 
comments provided by the regional entity, in making that determination.  If 
NERC determines the regional reliability standards development procedure meets 
these requirements, the procedure shall be submitted to the board for approval.  
The board shall consider the recommended action, stakeholder comments, any 
unresolved stakeholder comments, and the regional entity consideration of 
comments in determining whether to approve the regional reliability standards 
development procedure. 
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3.1 Evaluation Criteria — The regional reliability standards development 
procedure shall be: 

3.1.1 Open — The regional reliability standards development procedure 
shall provide that any person or entity who is directly and 
materially affected by the reliability of the bulk power systems 
within the regional entity shall be able to participate in the 
development and approval of reliability standards.  There shall be 
no undue financial barriers to participation.  Participation shall not 
be conditional upon membership in the regional entity, a regional 
entity or any organization, and shall not be unreasonably restricted 
on the basis of technical qualifications or other such requirements. 

3.1.2 Inclusive — The regional reliability standards development 
procedure shall provide that any person with a direct and material 
interest has a right to participate by expressing an opinion and its 
basis, having that position considered, and appealing through an 
established appeals process if adversely affected. 

3.1.3 Balanced — The regional reliability standards development 
procedure shall have a balance of interests and shall not permit any 
two interest categories to control the vote on a matter or any single 
interest category to defeat a matter. 

3.1.4 Due Process — The regional reliability standards development 
procedure shall provide for reasonable notice and opportunity for 
public comment.  At a minimum, the procedure shall include 
public notice of the intent to develop a standard, a public comment 
period on the proposed standard, due consideration of those public 
comments, and a ballot of interested stakeholders. 

3.1.5 Transparent — All actions material to the development of 
regional reliability standards shall be transparent.  All standards 
development meetings shall be open and publicly noticed on the 
regional entity’s Web site. 

3.1.6 Accreditation of Regional Standards Development Procedure 
— A regional entity’s reliability standards development procedure 
that is accredited by the American National Standards Institute or 
the Standards Council of Canada shall be deemed to meet the 
criteria listed in this Section 311.3.1, although such accreditation is 
not a prerequisite for approval by NERC. 

3.1.7 Use of NERC Procedure — A regional entity may adopt the 
NERC Reliability Standards Development Procedure as the 
regional reliability standards development procedure, in which 
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case the regional entity’s procedure shall be deemed to meet the 
criteria listed in this Section 311.3.1. 

4. Revisions of Regional Reliability Standards Development Procedures — Any 
revision to a regional reliability standards development procedure shall be subject 
to the same approval requirements set forth in Sections 311.1 through 311.3. 

5. Duration of Regional Reliability Standards Development Procedures — The 
regional reliability standards development procedure shall remain in effect until 
such time as it is replaced with a new version approved by NERC or it is 
withdrawn by the regional entity.  The regional entity may, at its discretion, 
withdraw its regional reliability standards development procedure at any time. 

312. Regional Reliability Standards  
1. Basis for Regional Reliability Standards — Regional entities may propose 

regional reliability standards that set more stringent reliability requirements than 
the NERC reliability standard or cover matters not covered by an existing NERC 
reliability standard.  Such regional reliability standards shall in all cases be 
approved by NERC and made part of the NERC reliability standards and shall be 
enforceable in accordance with the delegation agreement between NERC and the 
regional entity or other instrument granting authority over enforcement to the 
regional entity.  No entities other than NERC and the regional entity shall be 
permitted to develop regional reliability standards that are enforceable under 
statutory authority delegated to NERC and the regional entity. 

2. Regional Reliability Standards That are Directed by a NERC Reliability 
Standard — Although it is the intent of NERC to promote uniform reliability 
standards across North America, in some cases it may not be feasible to achieve a 
reliability objective with a reliability standard that is uniformly applicable across 
North America.  In such cases, NERC may direct regional entities to develop 
regional reliability standards necessary to implement a NERC reliability standard.  
Such regional reliability standards that are developed pursuant to a direction by 
NERC shall be made part of the NERC reliability standards. 

3. Procedure for Developing an Interconnection-wide Regional Standard — A 
regional entity organized on an interconnection-wide basis may propose a 
regional reliability standard for approval as a NERC reliability standard to be 
made mandatory for all applicable bulk power system owners, operators, and 
users within that interconnection. 

3.1 Presumption of Validity — An interconnection-wide regional reliability 
standard that is determined by NERC to be just, reasonable, and not 
unduly discriminatory or preferential, and in the public interest, and 
consistent with such other applicable standards of governmental 
authorities, shall be adopted as a NERC reliability standard.  NERC shall 
rebuttably presume that a regional reliability standard developed, in 
accordance with a regional reliability standards development process 
approved by NERC, by a regional entity organized on an interconnection-
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wide basis, is just, reasonable, and not unduly discriminatory or 
preferential, and in the public interest, and consistent with such other 
applicable standards of governmental authorities. 

3.2 Notice and Comment Procedure for Interconnection-wide Regional 
Reliability Standard — NERC shall publicly notice and request 
comment on the proposed interconnection-wide regional reliability 
standard, allowing a minimum of 45 days for comment.  NERC may 
publicly notice and post for comment the proposed regional reliability 
standard concurrent with similar steps in the regional entity’s reliability 
standards development process.  The regional entity shall have an 
opportunity to resolve any objections identified in the comments and may 
choose to comment on or withdraw the request, revise the proposed 
regional reliability standard and request another posting for comment, or 
submit the proposed regional reliability standard along with its 
consideration of any objections received, for approval by NERC. 

3.3 Approval of Interconnection-wide Regional Reliability Standard by 
NERC — NERC shall evaluate and recommend whether a proposed 
interconnection-wide regional reliability standard has been developed in 
accordance with all applicable procedural requirements and whether the 
regional entity has considered and resolved stakeholder objections that 
could serve as a basis for rebutting the presumption of validity of the 
regional reliability standard.  The regional entity, having been notified of 
the results of the evaluation and recommendation concerning NERC 
proposed regional reliability standard, shall have the option of presenting 
the proposed regional reliability standard to the board for approval as a 
NERC reliability standard.  The board shall consider the regional entity’s 
request, NERC’s recommendation for action on the regional reliability 
standard, any unresolved stakeholder comments, and the regional entity’s 
consideration of comments, in determining whether to approve the 
regional reliability standard as a NERC reliability standard. 

3.4 ERO Governmental Authority Approval — An interconnection-wide 
regional reliability standard that has been approved by the board shall be 
filed with the applicable ERO governmental authorities for approval, 
where authorized by applicable legislation or agreement, and shall become 
effective when approved by such ERO governmental authorities or on a 
date set by the ERO governmental authorities. 

3.5 Enforcement of Interconnection-wide Regional Reliability Standard 
— An interconnection-wide regional reliability standard that has been 
approved by the board and by the applicable ERO governmental 
authorities or is otherwise made effective within Canada as mandatory 
within a particular region shall be applicable and enforced as a NERC 
reliability standard within the region. 
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4. Procedure for Developing Non-Interconnection-Wide Regional Reliability 
Standards 
Regional entities that are not organized on an interconnection-wide basis may 
propose regional reliability standards to apply within their respective regions.  
Such standards may be developed through the NERC reliability standards 
development procedure, or alternatively, through a regional reliability standards 
development procedure that has been approved by NERC. 

4.1 No Presumption of Validity — Regional reliability standards that are not 
proposed to be applied on an interconnection-wide basis are not presumed 
to be valid but may be demonstrated by the proponent to be valid. 

4.2 Notice and Comment Procedure for Non-Interconnection-wide 
Regional Reliability Standards — NERC shall publicly notice and 
request comment on the proposed regional reliability standard, allowing a 
minimum of 45 days for comment.  NERC may publicly notice and post 
for comment the proposed regional reliability standard concurrent with 
similar steps in the regional entity’s reliability standards development 
process.  The regional entity shall have an opportunity to comment on or 
resolve any objections identified in the comments and may choose to 
withdraw the request, revise the proposed regional reliability standard and 
request another posting for comment, or submit the proposed regional 
reliability standard along with its consideration of any objections received, 
for approval by NERC. 

4.3 NERC Approval of Non-Interconnection-wide Regional Reliability 
Standards — NERC shall evaluate and recommend whether a proposed 
non-Interconnection-wide regional reliability standard has been developed 
in accordance with all applicable procedural requirements and whether the 
regional entity has considered and resolved stakeholder objections.  The 
regional entity, having been notified of the results of the evaluation and 
recommendation concerning proposed regional reliability standard, shall 
have the option of presenting the proposed regional reliability standard to 
the board for approval as a NERC reliability standard.  The board shall 
consider the regional entity’s request, the recommendation for action on 
the regional reliability standard, any unresolved stakeholder comments, 
and the regional entity’s consideration of comments, in determining 
whether to approve the regional reliability standard as a NERC reliability 
standard. 

4.4 NERC Governmental Authority Approval — A non-Interconnection-
wide regional reliability standard that has been approved by the board 
shall be filed with the applicable ERO governmental authorities for 
approval, where authorized by applicable legislation or agreement, and 
shall become effective when approved by such ERO governmental 
authorities or on a date set by the ERO governmental authorities. 
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4.5 Enforcement of Non-Interconnection-wide Regional Reliability 
Standards — A non-Interconnection-wide regional reliability standard 
that has been approved by the board and by the applicable ERO 
governmental authorities or is otherwise made effective within Canada as 
mandatory within a particular region shall be applicable and enforced as a 
NERC reliability standard within the region. 

5. Appeals 
A Regional Entity shall have the right to appeal NERC’s decision not to approve a 
proposed regional reliability standard or variance to the Commission or other 
applicable governmental authority. 

313. Other Regional Criteria, Guides, Procedures, Agreements, Etc. 
1. Regional Criteria — Regional entities may develop regional criteria that are 

necessary to implement, to augment, or to comply with reliability standards, but 
which are not reliability standards.  Regional criteria may also address issues not 
within the scope of reliability standards, such as resource adequacy.  Regional 
criteria may include specific acceptable operating or planning parameters, guides, 
agreements, protocols or other documents used to enhance the reliability of the 
regional bulk power system.  These documents typically provide benefits by 
promoting more consistent implementation of the NERC reliability standards 
within the region.  These documents are not NERC reliability standards, regional 
reliability standards, or regional variances, and therefore are not enforceable 
under authority delegated by NERC pursuant to delegation agreements and do not 
require NERC approval. 

2. Catalog of Regional Reliability Criteria — NERC shall maintain a current 
catalog of regional reliability criteria.  Regional reliability organizations and 
regional entities shall provide a catalog listing of regional reliability criteria to 
NERC and shall notify NERC of changes to the listing.  Regional reliability 
organizations and regional entities shall provide any listed document to NERC 
upon written request. 

314. Conflicts with Statutes, Regulations, and Orders 
Notice of Potential Conflict — If a bulk power system owner, operator, or user 
determines that a NERC or regional reliability standard may conflict with a function, 
rule, order, tariff, rate schedule, legislative requirement or agreement that has been 
accepted, approved, or ordered by a governmental authority affecting that entity, the 
entity shall expeditiously notify the governmental authority, NERC, and the relevant 
regional entity of the conflict. 

1. Determination of Conflict — NERC, upon request of the governmental 
authority, may advise the governmental authority regarding the conflict and 
propose a resolution of the conflict, including revision of the reliability standard if 
appropriate. 
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2. Regulatory Precedence — Unless otherwise ordered by a governmental 
authority, the affected bulk power system owner, operator, or user shall continue 
to follow the function, rule, order, tariff, rate schedule, legislative requirement, or 
agreement accepted, approved, or ordered by the governmental authority until the 
governmental authority finds that a conflict exists and orders a remedy and such 
remedy is affected. 

315. Revisions to NERC Reliability Standards Development Procedure 
Any person or entity may submit a written request to modify NERC Reliability Standards 
Development Procedure.  Consideration of the request and development of the revision 
shall follow the process defined in the NERC Reliability Standards Development 
Procedure.  Upon approval by the board, the revision shall be submitted to the ERO 
governmental authorities for approval.  Changes shall become effective only upon 
approval by the ERO governmental authorities or on a date designated by the ERO 
governmental authorities or as otherwise applicable in a particular jurisdiction. 

316. Accreditation 
NERC shall seek continuing accreditation of the NERC reliability standards development 
process by the American National Standards Institute and the Standards Council of 
Canada. 

317. Five-Year Review of Standards 
NERC shall complete a review of each NERC reliability standard at least once every five 
years from the effective date of the standard or the latest revision to the standard, 
whichever is later.  The review process shall be conducted in accordance with the NERC 
Reliability Standards Development Procedure.  The standards process manager shall be 
responsible for administration of the five-year review of reliability standards.  As a result 
of this review, the NERC reliability standard shall be reaffirmed, revised, or withdrawn.  
If the review indicates a need to revise or withdraw the standard, a request for revision or 
withdrawal shall be prepared, submitted and addressed in accordance with the NERC 
Reliability Standards Development Procedure.   

318. Coordination with the North American Energy Standards Board 
NERC shall, through a memorandum of understanding, maintain a close working 
relationship with the North American Energy Standards Board and ISO/RTO Council to 
ensure effective coordination of wholesale electric business practice standards and market 
protocols with the NERC reliability standards. 

319. Archived Standards Information 
NERC shall maintain a historical record of reliability standards information that is no 
longer maintained on-line.  For example, standards that expired or were replaced may be 
removed from the on-line system.  Archived information shall be retained indefinitely as 
practical, but in no case less than five years or one complete standards review cycle from 
the date on which the standard was no longer in effect.  Archived records of reliability 
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standards information shall be available electronically within 30 days following the 
receipt by the standards process manager of a written request. 

320. Alternate Method for Adopting Violation Risk Factors 
 In the event the standards development process fails to produce violation risk factors for a 

particular standard in a timely manner, the Board of Trustees may adopt violation risk 
factors for that standard using the procedures set out in Section 1400 of these Rules of 
Procedure. 
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SECTION 400 — COMPLIANCE ENFORCEMENT 
401. Scope of the NERC Compliance Enforcement Program 

1. Components of the NERC Compliance Enforcement Program — NERC shall 
develop and implement a NERC Compliance Monitoring and Enforcement 
Program to promote the reliability of the bulk power system by enforcing 
compliance with approved reliability standards in those regions of North 
American in which NERC and/or a regional entity (pursuant to a delegation 
agreement with NERC that has been approved by the applicable ERO 
governmental authority) has been given enforcement authority.  There are four 
distinct parts of the NERC Monitoring and Compliance Enforcement Program: (1) 
NERC’s oversight of the regional entity compliance programs (Section 402), (2) 
the definition of the required regional entity compliance enforcement program 
attributes (Section 403), (3) NERC’s monitoring of regional entity compliance 
with reliability standards (Section 404), and (4) the monitoring of compliance 
with reliability standards that are applicable to NERC (Sections 405–406).  

2. Who Must Comply — Where required by applicable legislation, regulation or 
agreement, all bulk power system owners, operators, and users, and in some cases  
regional reliability organizations, regional entities, and NERC, are required to 
comply with all approved NERC reliability standards at all times.  Regional 
reliability standards and regional variances approved by NERC and the applicable 
ERO governmental authority shall be considered NERC reliability standards and 
shall apply to all bulk power system owners, operators, or users responsible for 
meeting those standards within the regional entity boundaries, whether or not the 
bulk power system owner, operator, or user is a member of the regional entity. 

3. Data Access — All bulk power system owners, operators, and users shall provide 
to NERC and the applicable regional entity such information as is necessary to 
monitor compliance with the reliability standards.  NERC and the applicable 
regional entity will define the data retention and reporting requirements in the 
reliability standards and compliance reporting procedures. 

4. Role of Regional Entities in the Compliance Enforcement Program — Each 
regional entity that has been delegated authority through a delegation agreement 
or other legal instrument approved by the applicable ERO governmental authority 
shall, in accordance with the terms of the approved delegation agreement, 
administer a regional entity compliance enforcement program to meet the NERC 
Compliance Monitoring and Enforcement Program goals and the requirements in 
this Section 400. 

5. Program Continuity — NERC will ensure continuity of compliance monitoring 
and enforcement within the geographic boundaries of a regional entity in the 
event that NERC does not have a delegation agreement, or the regional entity 
withdraws from the agreement or does not operate its compliance enforcement 
program in accordance with the delegation agreement or other applicable 
requirements. 
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5.1 Should NERC not have a delegation agreement with a regional entity 
covering a geographic area, or a regional entity withdraws from an 
existing delegation agreement or the delegation agreement is otherwise 
terminated, NERC will directly administer the Compliance Monitoring 
and Enforcement Program applicable to owners, operators and users of the 
bulk-power system within that geographic area.   

1. This monitoring and enforcement will be accomplished by NERC 
and compliance staff from another approved regional entity. 

2. If an existing delegation agreement with a regional entity is 
terminating, the regional entity shall promptly provide to NERC all 
relevant compliance information regarding registered entities, 
contacts, prior compliance information and actions, mitigation 
plans, and remedial actions for the period in which the regional 
entity was responsible for administering the Compliance 
Monitoring and Enforcement Program. 

3. NERC will levy and collect all penalties directly and will utilize 
any penalty monies collected to offset the expenses of 
administering the compliance monitoring and enforcement 
program for the geographic area. 

5.2 Should a regional entity seek to withdraw from its delegation agreement, 
NERC will seek agreement from another regional entity to amend its 
delegation agreement with NERC to extend that regional entity’s 
boundaries for compliance monitoring and enforcement.  In the event no 
regional entity is willing to accept this responsibility, NERC will 
administer the Compliance Monitoring and Enforcement Program within 
the geographical boundaries of the regional entity seeking to withdraw 
from the delegation agreement, in accordance with Section 401.5.1. 

6. Actively Monitored Requirements — NERC, with input from the regional 
entities, stakeholders, and regulators, shall annually select a subset of the NERC 
reliability standards and requirements to be actively monitored and audited in the 
NERC annual compliance program.  Compliance is required with all NERC 
reliability standards whether or not they are included in the subset of reliability 
standards and requirements designated to be actively monitored and audited in the 
NERC annual compliance program. 

7. Penalties, Sanctions, and Remedial Actions — NERC and regional entities will 
apply penalties, sanctions, and remedial actions that bear a reasonable relation to 
the seriousness of a violation and take into consideration timely remedial efforts 
as defined in the NERC Sanction Guidelines, which is incorporated into these 
rules as Appendix 4B. 

8. Multiple Enforcement Actions – A registered entity shall not be subject to an 
enforcement action by NERC and a regional entity for the same violation. 

9. Records — NERC shall maintain a record of each compliance submission, 
including self-reported, confirmed, and alleged violations of approved reliability 
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standards; associated penalties, sanctions, remedial actions and settlements; and 
the status of mitigation actions.   

402. NERC Oversight of the Regional Entity Compliance Enforcement Programs 
1. NERC Monitoring Program — NERC shall have a program to monitor the 

compliance enforcement program of each regional entity that has been delegated 
authority.  The objective of this monitoring program shall be to ensure that the 
regional entity carries out its compliance enforcement program in accordance with 
these rules and the terms of the delegation agreement, and to ensure consistency 
and fairness of the regional entity’s compliance enforcement program.  Oversight 
and monitoring by NERC shall be accomplished through an annual compliance 
enforcement program review, program audits, and regular evaluations of regional 
entity compliance enforcement program performance as described below.  

1.1 NERC Review of Regional Compliance Enforcement Program Annual 
Plans — NERC shall require each regional entity to submit for review and 
approval an annual compliance enforcement program implementation 
plan.  NERC shall review each regional entity’s compliance enforcement 
program annual implementation plan and shall accept the plan if it meets 
NERC requirements and the requirements of the delegation agreement. 

1.2 Regional Entity Program Evaluation — NERC shall annually evaluate 
the goals, tools, and procedures of each regional entity compliance 
enforcement program to determine the effectiveness of each regional 
entity program, using criteria developed by the NERC Compliance and 
Certification Committee. 

1.3 Regional Entity Program Audit — At least once every three years, 
NERC shall conduct an audit to evaluate how each regional entity 
compliance enforcement program implements the NERC Compliance 
Monitoring and Enforcement Program.  The evaluation shall be based on 
these rules of procedures, the delegation agreement, approved regional 
entity annual compliance enforcement program annual implementation 
plans, required program attributes, and the NERC compliance program 
procedures.  These evaluations shall be provided to the appropriate ERO 
governmental authorities to demonstrate the effectiveness of each regional 
entity. 

1.3.1 NERC shall maintain an audit procedure containing the 
requirements, steps, and timelines to conduct an audit of each 
regional entity compliance enforcement program.  The current 
procedure is contained in the NERC Audit of Regional Entity 
Compliance Programs, which is incorporated into these rules as 
Appendix 4A. 

1.3.2 NERC shall establish a program to audit bulk power system 
owners, operators, and users operating within a regional entity to 
verify the findings of previous compliance audits conducted by the 
regional entity to evaluate how well the regional entity compliance 
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enforcement program is meeting its delegated authority and 
responsibilities.  

1.4 ERO governmental authorities will be allowed to participate as an 
observer in any audit conducted by NERC of a regional entity’s 
compliance monitoring and enforcement program.  A representative of the 
regional entity being audited will be allowed to participate in the audit as 
an observer. 

2. Consistency Among Regional Compliance Enforcement Programs  — To 
provide for a consistent compliance enforcement program for all bulk power 
system owners, operators, and users required to comply with approved reliability 
standards, NERC shall maintain a single, uniform compliance monitoring and 
enforcement program.  Differences in regional entity program methods, including 
determination of violations and penalty assessment, shall be justified on a case-
by-case basis and fully documented in each regional entity delegation agreement. 

2.1 NERC shall ensure that each of the regional entity compliance 
enforcement programs meets these Rules of Procedure and follows the 
terms of the delegation agreement and the approved regional entity 
compliance enforcement program annual plan. 

2.2 NERC shall develop a single, uniform compliance monitoring and 
enforcement program containing the procedures to ensure the consistency 
and fairness of the processes used to determine regional entity compliance 
enforcement program findings of compliance and noncompliance, and the 
application of penalties and sanctions. 

2.3 NERC shall periodically conduct regional entity compliance manager 
forums.  These forums shall use the results of regional entity compliance 
program audits and findings of NERC compliance staff to identify and 
refine regional entity compliance program differences into a set of best 
practices over time. 

3. Information Collection and Reporting — NERC and the regional entities shall 
implement data management procedures that address data reporting requirements, 
data integrity, data retention, data security, and data confidentiality. 

4. Violation Disclosure — NERC shall disclose all confirmed violations and 
maintain as confidential alleged violations, according to the reporting and 
disclosure process in Section 408.   

5. Authority to Determine Noncompliance, Levy Penalties and Sanctions, and 
Issue Remedial Action Directives — NERC and regional entity compliance staff 
shall have the authority and responsibility to make initial determinations of 
compliance or noncompliance, and where authorized by the appropriate 
governmental authorities or where otherwise authorized, to determine penalties 
and sanctions for noncompliance with a reliability standard, and issue remedial 
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action directives.  Regional entity boards or a compliance panel reporting directly 
to the regional entity board will be vested with the authority for the overall 
regional entity compliance program and have the authority to impose penalties 
and sanctions on behalf of NERC, where authorized by applicable legislation or 
agreement.  Remedial action directives may be issued by NERC or a regional 
entity that is aware of a bulk power system owner, operator, or user that is about 
to engage in an act or practice that would result in noncompliance.  If, after 
receiving such a directive, the bulk power system owner, operator, or user does 
not take appropriate action to avert a violation of a reliability standard, NERC 
may petition the applicable ERO governmental authority to issue a compliance 
order.   

6. Due Process — NERC shall establish and maintain a fair, independent, and 
nondiscriminatory appeals process.  The appeals process is set forth in Sections 
409–411.  The process shall allow bulk power system owners, operators, and 
users to appeal the regional entity’s findings of noncompliance and to appeal 
penalties, sanctions, and remedial actions that are levied by the regional entity.  
Appeals beyond the NERC process will be heard by the applicable governmental 
authority. 

The appeals process will also allow for appeals to NERC of any findings of 
noncompliance issued by NERC to a regional reliability organization for 
standards and requirements where the regional reliability organization is 
monitored for compliance to a reliability standard.  No monetary penalties will be 
levied in these matters; however sanctions, remedial actions, and directives to 
comply may be applied by NERC. 

7. Conflict Disclosure — NERC shall disclose to the appropriate governmental 
authorities any potential conflicts between a market rule and the enforcement of a 
regional reliability standard. 

8. Confidentiality — To maintain the integrity of the NERC Compliance 
Monitoring and Enforcement Program, NERC and regional entity staff, audit team 
members, and committee members shall maintain the confidentiality of 
information shared during investigations, audits, drafting of reports, appeals, and 
closed meetings. 

8.1 NERC and the regional entity shall have in place appropriate codes of 
conduct and confidentiality agreements for staff and other compliance 
enforcement program participants. 

8.2 Individuals not bound by NERC or regional entity codes of conduct who 
serve on compliance-related committees or audit teams shall sign a NERC 
confidentiality agreement prior to participating on the committee or team. 

8.3 Information deemed by a bulk power system owner, operator, or user, 
regional entity, or NERC as critical energy infrastructure information shall 
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not be distributed outside of a committee or team, nor released publicly.  
Other information subject to confidentiality is identified in Section 1500. 

8.4 In the event that a staff, committee, or audit team member violates any of 
the confidentiality rules set forth above, the staff, committee, or audit team 
member and any member organization with which the individual is 
associated may be subject to appropriate action by the regional entity or 
NERC, including prohibiting participation in future compliance 
enforcement activities. 

9. Auditor Training — NERC shall develop and provide training in auditing skills 
to all people who participate in NERC and regional entity compliance 
enforcement audits.  Training for NERC and regional entity personnel and others 
who serve as compliance audit team leaders shall be more comprehensive than 
training given to industry experts, regional entity members, and volunteers.  
Training for regional entity members and volunteers may be delegated to the 
regional entity. 

403. Required Attributes of Regional Entity Compliance Enforcement Programs 
Each regional entity compliance enforcement program shall promote excellence in the 
enforcement of reliability standards.  To accomplish this goal, each regional entity 
compliance enforcement program shall at a minimum meet all of the following attributes.  

Program Structure 
1. Independence — Each regional entity’s governance of its compliance 

enforcement program shall exhibit independence, meaning the compliance 
enforcement program shall be organized so that its compliance monitoring and 
enforcement activities are carried out separately from other activities of the 
regional entity.  The program shall not be unduly influenced by the bulk power 
system owners, operators, and users being monitored or other regional entity or 
regional reliability organization activities that are required to meet the reliability 
standards.  Regional entities must include rules providing that no two industry 
sectors may control any decision and no single segment mat veto any matter 
related to compliance. 

2. Exercising Authority — Each regional entity compliance enforcement program 
shall exercise the responsibility and authority in carrying out the delegated 
functions of the NERC Compliance Monitoring and Enforcement Program in 
accordance with delegation agreements.  These functions include but are not 
limited to: data gathering, data reporting, compliance violation investigations, 
compliance auditing activities, evaluating compliance and noncompliance, 
imposing penalties and sanctions, and approving and tracking mitigation actions. 

3. Delegation of Authority — To maintain independence, fairness, and consistency 
in the NERC Compliance Monitoring and Enforcement Program, a regional entity 
shall not sub-delegate its compliance enforcement program duties to entities or 
persons other than the regional entity compliance enforcement program staff, 
unless required by statute or regulation in the applicable jurisdiction.  
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4. Hearings of Contested Findings or Sanctions — The regional entity board or 
compliance panel reporting directly to the regional entity board (with appropriate 
recusal procedures) will be vested with the authority for conducting compliance 
hearings in which any bulk power system owner, operator, or user provided notice 
of an alleged violation may present facts and other information to contest a notice 
of alleged violation or any proposed penalty, sanction, or remedial action.  
Compliance hearings shall be conducted in accordance with the Hearing Process 
set forth in Attachment 2 to the NERC Compliance Monitoring and Enforcement 
Program document.  If a stakeholder body serves as the hearing body, no two 
industry sectors may control any decision and no single segment may veto any 
matter related to compliance after recusals. 

Program Resources 
5. Regional Entity Compliance Staff — Each regional entity shall have sufficient 

resources to meet delegated compliance enforcement responsibilities, including 
the necessary professional staff to manage and implement the regional entity 
compliance enforcement program. 

6. Regional Entity Compliance Staff Independence — The regional entity 
compliance enforcement program staff shall be capable of and required to make 
all initial determinations of compliance and noncompliance and determine 
penalties, sanctions, and remedial actions.   

6.1 Regional entity compliance enforcement program staff shall not have a 
conflict of interest, real or perceived, in the outcome of compliance 
violation investigations, compliance audits, reports, or sanctions.  The 
regional entity shall have in effect a conflict of interest policy. 

6.2 Regional entity compliance enforcement program staff shall have the 
authority and responsibility to investigate, audit (with the input of industry 
experts or regional members), make initial determinations of compliance 
or noncompliance, and levy penalties and sanctions without interference or 
undue influence from regional entity members and their representative or 
other industry entities. 

6.3 Regional entity compliance enforcement program staff may call upon 
independent technical experts who have no conflict of interest in the 
outcome of the compliance violation investigation or compliance audit to 
provide technical advice or recommendations in the determination of 
compliance or noncompliance in compliance audits, compliance violation 
investigations, or review of self-reported violations. 

6.4 Regional entity compliance enforcement program staff shall abide by the 
confidentiality requirements contained in Section 1500 of these Rules of 
Procedure, the NERC delegation agreement and other confidentiality 
agreements required by the NERC Compliance Monitoring and 
Enforcement Program. 

6.5 Contracting with independent consultants or others working for the 
regional entity compliance enforcement program shall be permitted 
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provided the individual has not received compensation from a bulk power 
system owner, operator, or user being monitored for a period of at least the 
preceding six months and owns no financial interest in any bulk power 
system owner, operator, or user being monitored for compliance to the 
reliability standard, regardless of where the bulk power system owner, 
operator, or user operates.  Any such individuals for the purpose of these 
rules shall be considered as augmenting regional entity compliance staff. 

7. Use of Industry Experts and Regional Entity Members — Industry experts and 
regional entity members may be called upon to provide their technical expertise in 
compliance violation investigations, compliance audits, and other compliance 
activities.   

7.1 The regional entity shall have procedures defining the allowable 
involvement of industry experts and regional entity members.  The 
procedures shall address applicable antitrust laws and conflicts of interest. 

7.2 Industry experts and regional entity members shall have no conflict of 
interest or financial interests in the outcome of their activities. 

7.3 Regional entity members and volunteers, as part of teams or regional 
entity committees, may provide input to the regional entity compliance 
staff so long as the authority and responsibility for (i) initially evaluating 
compliance or noncompliance and (ii) levying penalties, sanctions, or 
remedial actions shall not be delegated to any person or entity other than 
the compliance staff of the regional entity.  Industry experts, regional 
entity or regional reliability organization members, or regional entity or 
regional reliability organization committees shall not make initial 
determinations of noncompliance or levy penalties, sanctions, or remedial 
actions.  Any committee involved shall be organized so that no two 
industry sectors may control any decision and no single segment may veto 
any matter related to compliance. 

7.4 Industry experts, regional entity, and regional reliability organization 
members shall sign a confidentiality agreement appropriate for the activity 
being performed. 

7.5 All industry experts and regional entity members participating in 
compliance audits and compliance violation investigations shall 
successfully complete auditor training provided by NERC or the regional 
entity prior to performing these activities 
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Program Design 
8. Regional Entity Compliance Enforcement Program Content — All approved 

reliability standards shall be included in the regional entity compliance 
enforcement program for all bulk power system owners, operators, and users 
within the defined boundaries of the regional entity.  Compliance to approved 
regional entity reliability standards is applicable only within the footprint of the 
regional entity that submitted those particular regional entity reliability standards 
for approval.  NERC will identify the minimum set of reliability standards and 
requirements to be actively monitored by the regional entity in a given year. 

9. Antitrust Provisions — Each regional entity’s compliance enforcement program 
shall be structured and administered to abide by U.S. antitrust law and Canadian 
competition law.  

10. Information Submittal — All bulk power system owners, operators, and users 
within the regional entity responsible for complying with reliability standards 
shall submit timely and accurate information when requested by the regional 
entity or NERC, in accordance with established procedures of NERC and the 
regional entity.  NERC and the regional entities shall preserve any mark of 
confidentiality on information submitted pursuant to Section 1502.1. 

10.1 Each regional entity has the authority to collect the necessary information 
to determine compliance and shall develop processes for gathering data 
from the bulk power system owners, operators, and users they monitor. 

10.2 When requested, the regional entities shall report information to NERC 
promptly and in accordance with NERC procedures. 

10.3 Regional entities shall notify NERC of all violations of NERC reliability 
standards by entities over which the regional entity has enforcement 
authority or enforcement responsibilities, whether self-reported, alleged, 
or confirmed, in accordance with the Reporting and Disclosure Process in 
Section 408.  

10.4 A bulk power system owner, operator, or user found in noncompliance 
with a reliability standard shall submit a mitigation plan with a timeline 
addressing how the noncompliance will be corrected.  The regional entity 
compliance staff shall review and approve the mitigation plan.  Regional 
entity compliance staff may issue remedial action directives to owners, 
operators and users of the bulk-power system to comply with reliability 
standards, as needed to preserve the reliability of the bulk power system. 

10.5 An officer of a bulk power system owner, operator, or user shall certify as 
accurate all compliance data self-reported to the regional entity 
compliance enforcement program. 
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10.6 Regional entities shall develop and implement procedures to spot-check 
and verify the compliance information submitted by bulk power system 
owners, operators, and users. 

11. Compliance Audits of Bulk Power System Owners, Operators, and Users — 
Each regional entity will maintain a program of proactive compliance audits.  The 
regional entity shall audit each bulk power system owner, operator, or user 
responsible for complying with reliability standards.  A compliance audit is a 
process in which a detailed review of the activities of a bulk power system owner, 
operator, or user is performed to determine if that bulk power system owner, 
operator, or user is complying with approved reliability standards. 

11.1 For those bulk power system owners and operators with primary reliability 
responsibility (i.e., entities requiring organizational certification), the 
compliance audit will be performed at least once every three years.  For 
other bulk power system owners, operators, and users on the NERC 
Compliance Registry, compliance audits shall be performed on a schedule 
established by NERC.  

11.2 Audits of bulk power system owners and operators with primary reliability 
responsibility will be performed on the audited entity’s site.  For other 
bulk power system owners, operators, and users on the NERC Compliance 
Registry, the audit may be either an on-site audit or based on review of 
documents, as determined to be necessary and appropriate by NERC or 
regional entity compliance program, staff. 

11.3 Compliance audits must include a detailed review of the activities of the 
bulk power system owner, operator, or user to determine if the bulk power 
system owner, operator, or user is complying with all approved reliability 
standards identified for audit by NERC.  The compliance audit shall 
include a review of supporting documentation and evidence used by the 
bulk power system owner, operator or user for self-certification 
compliance reporting for an appropriate reporting period since the last 
compliance audit.   

11.4 NERC compliance staff may participate on any regional entity audit team, 
at any time at NERC’s discretion.  Additionally, any applicable ERO 
governmental authority may participate on an audit team as an observer in 
any regional entity audit within its jurisdiction, at the ERO governmental 
authority’s discretion. 

 
12. Compliance Audit Results — The regional entity shall make an evaluation of a 

bulk power system owner’s, operator’s, or user’s compliance based on the 
information obtained from a compliance audit and previously reported 
compliance information.  After due process is complete, this evaluation 
(excluding any critical energy infrastructure information or other confidential 
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information) shall be made public.  The regional entity shall send the report to 
NERC for public posting. 

 
13. Compliance Violation Investigations — Compliance violation investigations are 

necessary to determine if a violation of reliability standards has occurred when 
certain system events occur, or when other owners, operators, or users of the bulk 
power system file complaints.  NERC is ultimately responsible for how a regional 
entity conducts compliance violation investigations.  Compliance violation 
investigations are initiated at the discretion of the regional entity compliance 
enforcement program staff, the senior executive officer of the regional entity, 
NERC compliance staff, or the NERC president.  The regional entity shall 
respond to any complaints filed by one entity against another that allege a 
violation of reliability standards by a bulk power system owner, operator, or user.  
The regional entity may ask NERC to assist with the compliance violation 
investigation.  Situations that can trigger a compliance violation investigation 
include but are not limited to (i) significant problems arising on the system, (ii) 
chronic noncompliance violations, (iii) bulk power system owners, operators, and 
users not submitting data in a timely or accurate manner, (iv) probable violations 
identified during readiness evaluations, (v) spot-checks to verify submitted data, 
(vi) filing of a compliance complaint with the regional entity or NERC, or (vii) 
Nuclear Regulatory Commission-defined incidents occurring on the transmission 
system. 

14. Confidentiality of Compliance Audits and Compliance Violation 
Investigations — All compliance violation investigations are to be non-public 
unless NERC or regional entity determines a need to conduct a public 
investigation.  Advance authorization from the applicable ERO governmental 
authority is required to make public any compliance violation investigation, 
compliance audit, or any information relating to a compliance violation 
investigation or compliance audit, or to permit interventions when determining 
whether to impose a penalty.  This prohibition on making public any compliance 
violation investigation or compliance audit does not prohibit NERC or a regional 
entity from publicly disclosing the initiation of or results from an analysis of a 
significant system event under Section 807 or of off-normal events or system 
performance under Section 808, so long as specific allegations or conclusions 
regarding alleged violations of reliability standards are not included in such 
disclosures. 

15. Report all Violations — Each regional entity compliance enforcement program 
shall report to NERC all violations whether self-reported, alleged, or discovered 
by the region through a compliance audit or compliance violation investigation of 
all approved reliability standards in accordance with the Reporting and Disclosure 
Process in Section 408.  The regional entity will promptly notify NERC of any 
change in the status of a violation and provide updates at least monthly regarding 
the status of any compliance audits, compliance violation investigations, or 
hearings. 
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16. Critical Energy Infrastructure Information — Information that would 
jeopardize bulk power system reliability, including information relating to a 
Cyber Security Incident will be identified and protected from public disclosure as 
critical energy infrastructure information.  In accordance with Section 1500, 
information deemed by a bulk power system owner, operator, or user, regional 
entity, or NERC as critical energy infrastructure information shall be redacted 
according to NERC procedures and shall not be released publicly. 

 
17. Penalties, Sanctions, and Remedial Actions — Each regional entity will apply 

all penalties, sanctions, and remedial actions directives in accordance with the 
approved ERO Sanction Guidelines.  Any changes to the ERO Sanction 
Guidelines to be used by any regional entity must be approved by NERC and 
submitted to the appropriate ERO governmental body for approval.  All 
confirmed violations, penalties, and sanctions will be provided to NERC for 
review and filing with applicable ERO governmental authorities as a notice of 
penalty. 

 
18. Mitigation of Violations — Each regional entity compliance enforcement 

program will require that any bulk power system owner, operator, or user found to 
be in noncompliance with a reliability standard requirement shall submit a 
mitigation plan with a timeline addressing how the noncompliance will be 
corrected.  The mitigation plan shall be reviewed and approved by the regional 
entity compliance staff and the regional entity’s compliance panel or board as 
appropriate. 

 
19. Settlement Processes — The regional entity may enter into a settlement process 

with owners, operators and users of the bulk power system for alleged violations 
of a reliability standard and any associated financial penalty, sanction, or 
mitigation actions.  NERC must be notified of all settlement proceedings and may 
participate in any settlement processes.  Regional entities may consider all 
relevant facts in the settlement.  Any settlement must ensure that the reliability of 
the bulk power system will not be compromised by the settlement and that a 
violation of reliability standards will not occur as a result of the settlement.  All 
settlements must be reported to NERC, which will in turn report the settlement of 
an alleged violation to the Federal Energy Regulatory Commission or the 
applicable ERO governmental authority.  NERC shall publicly post each violation 
(whether confirmed or not) that is settled, and the resulting penalty or sanction. 

20. Regional Hearing Process — Each regional entity compliance enforcement 
program shall establish and maintain a fair, independent, and nondiscriminatory 
process for hearing contested violations and any penalties or sanctions levied 
where authorized by applicable legislation or agreement.  The hearing process 
shall allow bulk power system owners, operators, and users to contest both 
findings of compliance violations and any penalties and sanctions that are 
proposed to be levied.  The regional entity hearing process shall be conducted 
before the regional entity board or a balanced committee established by and 
reporting to the regional entity board as the final adjudicator, provided, that (i) in 
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ERCOT, the Public Utility Commission of Texas may act as the final adjudicator, 
and (ii) Canadian provincial regulators may act as the final adjudicator in their 
respective jurisdictions.  The regional entity hearing process shall (i) include 
provisions for recusal of any members of the hearing body with a potential 
conflict of interest, real or perceived, from all compliance matters considered by 
the hearing body for which the potential conflict of interest exists and (ii) provide 
that no two industry sectors may control any decision and no single segment may 
veto any matter brought before the hearing body after recusals. 
 
Each regional entity will notify NERC of all hearings and NERC may observe 
any of the proceedings.  Each regional entity will notify NERC of the outcome of 
all hearings.  
 
If a bulk power system owner, operator, or user has completed the regional entity 
hearing process and desires to appeal the outcome of the hearing, the bulk power 
system owner, operator, or user shall appeal to NERC, except that a determination 
of violation or penalty that has been directly adjudicated by an ERO governmental 
authority shall be appealed with that ERO governmental authority. 

21. Annual Regional Entity Compliance Enforcement Program Implementation 
Plan — Each regional entity shall annually develop and submit to NERC for 
approval a regional entity compliance enforcement implementation plan that 
identifies the reliability standards and requirements to be actively monitored (both 
those required by NERC and any additional reliability standards the regional 
entity proposes to monitor), and how each NERC and regional entity identified 
standard will be monitored, evaluated, reported, sanctioned, and appealed.  These 
implementation plans will be submitted to NERC on the schedule established by 
NERC, generally on or about November 1 of the preceding year.  

21.1 In conjunction with the annual implementation plan, each regional entity 
with delegated authority must report to NERC regarding how it carried out 
its delegated enforcement authority in the previous year, the effectiveness 
of the program, and changes expected to correct any deficiencies 
identified.  Each region will provide its annual report on the schedule 
established by NERC, generally on or about February 15 of the following 
year. 

404. NERC Monitoring of Compliance for Regional Entities, Regional Reliability 
Organizations, or Bulk Power Owners, Operator, or Users 
NERC shall monitor regional entity or regional reliability organization compliance with 
NERC reliability standards and, if no there is no delegation agreement in effect with a 
regional entity for the geographic area, shall monitor bulk power system owners, 
operators, and users for compliance with NERC reliability standards.  Industry experts 
may be used as appropriate in compliance violation investigations, compliance audits, 
and other compliance activities, subject to confidentiality, antitrust, and conflict of 
interest provisions. 
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1. NERC Obligations — NERC compliance enforcement staff shall monitor the 
compliance of the regional entity or regional reliability organization with the 
reliability standards for which the regional entities or regional reliability 
organizations are responsible.  NERC shall actively monitor in its annual 
Compliance Enforcement and Monitoring Program selected reliability standards 
that apply to the regional entities or regional reliability organizations.  NERC 
shall evaluate compliance and noncompliance with all of the reliability standards 
that apply to the regional entities or regional reliability organizations and shall 
impose sanctions, penalties, or remedial action directives when there is a finding 
of noncompliance.  NERC shall post all violations of reliability standards that 
apply to the regional entities or regional reliability organizations as described in 
the reporting and disclosure process in Section 408. 

In addition, NERC will directly monitor bulk power system owners, operators, 
and users for compliance with NERC Reliability Standards in any geographic area 
for which there is not a delegation agreement in effect with a regional entity.  In 
such cases, NERC will serve as the Compliance Monitor described in the NERC 
Compliance Monitoring and Enforcement Program document.  Compliance 
matters contested by bulk power system owners, operators, and users in such an 
event will be heard by the NERC Compliance and Certification Committee. 

2. Mitigation Plans — An owner, operator or user of the bulk-power system or a 
regional reliability organization found by NERC to be in noncompliance with a 
reliability standard shall submit to NERC for approval a mitigation plan with a 
timeline addressing how the noncompliance will be corrected. 

3. Compliance Audit of the Regional Entity or Regional Reliability 
Organization — NERC shall perform a compliance audit of each regional entity 
or regional reliability organization responsible for complying with reliability 
standards at least once every three years.  NERC shall make an evaluation of 
compliance based on the information obtained through the audit.  After due 
process is complete, the final audit report shall be made public in accordance with 
the reporting and disclosure process in Section 408.   

4. Appeals Process —Any regional entity, regional reliability organization or bulk-
power system owner, operator or user found by NERC, as opposed to a regional 
entity, to be in noncompliance with a reliability standard may appeal the findings 
of noncompliance with reliability standards and any sanctions, or remedial action 
directives that are issued by NERC pursuant to the processes described in 
Sections 409 through 411. 

405. Monitoring of Standards and Other Requirements Applicable to NERC 

The NERC Compliance and Certification Committee shall establish and implement a 
process to monitor NERC’s compliance with the reliability standards that apply to 
NERC.  The process shall use independent monitors with no conflict of interest, real or 
perceived, in the outcomes of the process.  All violations shall be made public according 
to the reporting and disclosure process in Section 408.  The Compliance and Certification 



Rules of Procedure of the North American Electric Reliability Corporation 

Effective _____ XX, 2007  34 

Committee will also establish a procedure for monitoring NERC’s compliance with its  
Rules of Procedure for the Standards Development, Compliance Enforcement, and 
Organization Registration and Certification Programs. Such procedures shall not be used 
to circumvent the appeals processes established for those programs. 

406. Independent Audits of the NERC Compliance Monitoring and Enforcement 
Program  
NERC shall provide for an independent audit of its compliance monitoring and 
enforcement program at least once every three years, or more frequently as determined by 
the board.  The audit shall be conducted by independent expert auditors as selected by the 
board.  The independent audit shall meet the following minimum requirements and any 
other requirements established by the NERC board. 

1. Effectiveness — The audit shall evaluate the success and effectiveness of the 
NERC Compliance Monitoring and Enforcement Program in achieving its 
mission. 

2. Relationship — The audit shall evaluate the relationship between NERC and the 
regional entity compliance enforcement programs and the effectiveness of the 
programs in ensuring reliability.  

3. Final Report Posting — The final report shall be posted by NERC for public 
viewing according to the reporting and disclosure process in Section 408.   

4. Response to Recommendations — If the audit report includes recommendations 
to improve the NERC Compliance Monitoring and Enforcement Program, the 
administrators of the NERC Compliance Monitoring and Enforcement Program 
shall provide a written response and plan to the board within 30 days of the 
release of the final audit report. 

407. Penalties, Sanctions, and Remedial Actions 
1. NERC Review of Regional Penalties and Sanctions — NERC shall review all 

penalties, sanctions, and remedial actions imposed by each regional entity for 
violations of reliability standards for consistency with similar violations and 
fairness in application.   

2. Developing Penalties and Sanctions — The regional entity compliance 
enforcement program staff shall use the ERO Sanction Guidelines, which are 
incorporated into these rules as Appendix 4B, to develop an appropriate penalty, 
sanction, or remedial action for a violation, and shall notify NERC of the penalty 
or sanction. 

3. Hearing Processes — The regional entity shall make available a regional entity 
hearing process for entities to contest a finding of noncompliance, penalty, 
sanction, or remedial actions in which the bulk power system owner, operator, or 
user will be afforded the opportunity to present facts to rebut such a finding, 
conforming to Attachment 2 of the NERC Compliance Monitoring and 
Enforcement document.  The regional entity shall also make available the NERC 
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appeals process for bulk power system owners, operators, and users seeking an 
opportunity to dispute a penalty, sanction, or remedial action.   Appeals beyond 
NERC of a finding of noncompliance, penalty, sanction, or remedial action will 
be before the appropriate ERO governmental authority. 

4. Effective Date of Penalty — Where authorized by applicable legislation or 
agreement, no penalty imposed for a violation of a reliability standard shall take 
effect until the thirty-first day after NERC files, with the applicable ERO 
governmental authority, a “notice of penalty” and the record of the proceedings in 
which the violation and penalty were determined, or such other date as ordered by 
the ERO applicable governmental authority. 

408. Reporting and Disclosure Process 
1. Reporting Requirements — Each regional entity shall report all known 

violations, self-reported, confirmed, and alleged, of all reliability standards to 
NERC in accordance with the requirements established in the NERC Compliance 
Monitoring and Enforcement Program procedures document.  Probable violations 
from NERC readiness evaluations will be treated as alleged violations when 
reported by the regional entity to NERC after review by regional entity staff.  
Each regional entity shall promptly report any change in the status of a violation 
and the disposition of each violation.  Reports on the disposition of a violation 
will be provided at least quarterly or as otherwise required by NERC for reporting 
to ERO governmental authorities.  NERC shall promptly notify the applicable 
ERO governmental authority of any self-reported, confirmed, or alleged violation 
of a reliability standard, any compliance violation investigation, any imposition of 
a penalty or sanction, or any remedial action directive. 

1.1 Requirements of reliability standards for which noncompliance may cause 
bulk power system reliability to be diminished or at risk, will be identified 
by NERC and require reporting by the regional entity to NERC within 48 
hours after the regional entity learns of the violation.  Such reports shall 
include information regarding the nature and reliability impact of the 
alleged violations, the identity of the organizations involved, and the status 
and timetable of any compliance investigation.  NERC will promptly 
report such violation to the applicable ERO governmental authority. 

2. Reporting Process — NERC shall implement and maintain a reporting process 
and utilize appropriate tools to facilitate reporting of violations.  The reporting 
process shall identify all of the information required to be included in a violation 
report.  NERC will report the disposition of each violation or alleged violation to 
the applicable ERO governmental authority on a quarterly basis.  

3. Confidential Information — NERC will treat all alleged violations and matters 
related to a compliance violation investigation, including the status of the 
compliance violation investigation, as confidential in accordance with Section 
1500.  Any entity seeking to protect information as confidential shall follow the 
procedures of Section 1500.  This information may result from compliance 
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violation investigations, compliance audits, and proceedings concerning an 
alleged violation or proposed penalty or sanction. 

Information that would jeopardize bulk power system reliability, including 
information relating to a Cyber Security Incident will be identified and protected 
from public disclosure as critical energy infrastructure information in accordance 
with Section 1500. 

3.1 The regional entity and NERC shall give bulk power system owners, 
operators, and users a reasonable opportunity to demonstrate that 
information concerning a violation is confidential before such report is 
disclosed to the public.   

3.2 The types of information that will be considered confidential and will not 
(subject to statutory and regulatory requirements) be disclosed in any 
public information reported by NERC are identified in Section 1500. 

4. Reporting Updated Information — Each regional entity and NERC shall report 
new information on each confirmed or alleged violation as it is received and 
processed. 

5. Violation Information Review — NERC staff shall periodically review and 
analyze all reports of violations to identify trends, chronic violators, and other 
pertinent reliability issues. 

6. Public Posting — When the affected bulk power system owner, operator, or user 
either agrees with the violation(s) or report, or the time for submitting an appeal is 
passed, or all appeals processes are  complete, NERC shall publicly post each 
confirmed violation, penalty or sanction, and final compliance audit or 
compliance violation investigation report on its Web site.   

6.1 Each bulk power system owner, operator, or user may provide NERC with 
a statement to accompany the violation or report to be posted publicly.  
The statement must be on company letterhead and include a signature, as 
well as the name and title of the person submitting the information. 

6.2 In accordance with Section 1500, information deemed by a bulk power 
system owner, operator, or user, regional entity, or NERC as critical 
energy infrastructure information (NERC Security Guidelines for the 
Electricity Sector — Protecting Potentially Sensitive Information may be 
used as a guide) or other confidential information  shall be redacted in 
accordance with Section 1500 and not be released publicly. 

6.3 Subject to redaction of critical energy infrastructure information or other 
confidential information, for each confirmed violation or settlement 
relating to an alleged violation, the public posting shall include the name 
of any relevant entity, the nature, time period, and circumstances of such 
violation or alleged violation, and sufficient facts to enable owners, 
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operators and users of the bulk power system to evaluate whether they 
have engaged in or are engaging in similar activities. 

409. Review of NERC Decisions 
1. Scope of Review — A regional entity or regional reliability organization wishing 

to challenge a finding of noncompliance and the imposition of a penalty for a 
compliance measure directly administered by NERC, or a regional entity wishing 
to challenge a regional compliance program audit finding, may do so by filing a 
notice of the challenge with NERC’s director of compliance no later than 21 days 
after issuance of the notice of finding of violation or audit finding. 

2. Contents of Notice — The notice of challenge shall include the full text of the 
decision that is being challenged, a concise statement of the error or errors 
contained in the decision, a clear statement of the relief being sought, and 
argument in sufficient detail to justify such relief.  

3. Response by NERC Compliance Monitoring and Enforcement Program — 
Within 21 days after receiving a copy of the notice of challenge, the NERC 
Director of Compliance may file with the hearing body a response to the issues 
raised in the notice, with a copy to the regional reliability organization or regional 
entity. 

4. Hearing by Compliance and Certification Committee — The NERC 
Compliance and Certification Committee shall provide representatives of the 
regional reliability organization, regional entity, registered entity, and the NERC 
Compliance Monitoring and Enforcement Program an opportunity to be heard and 
shall decide the matter based upon the filings and presentations made, with a 
written explanation of its decision. 

5. Appeal — The regional reliability organization, regional entity, or registered 
entity may appeal the decision of the Compliance and Certification Committee by 
filing a notice of appeal with NERC’s director of compliance no later than 21 
days after issuance of the written decision by the Compliance and Certification 
Committee.  The notice of appeal shall include the full text of the written decision 
of the Compliance and Certification Committee that is being appealed, a concise 
statement of the error or errors contained in the decision, a clear statement of the 
relief being sought, and argument in sufficient detail to justify such relief.  No 
factual material shall be presented in the appeal that was not presented to the 
Compliance and Certification Committee. 

6. Response by NERC Compliance Monitoring and Enforcement Program — 
Within 21 days after receiving a copy of the notice of appeal, the NERC 
Compliance Monitoring and Enforcement Program staff may file its response to 
the issues raised in the notice of appeal, with a copy to the entity filing the notice. 
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7. Reply — The entity filing the appeal may file a reply within 7 days. 

8. Decision — The Compliance Committee of the NERC Board of Trustees shall 
decide the appeal, in writing, based upon the notice of appeal, the record, the 
response, and any reply.  At its discretion, the Compliance Committee may invite 
representatives of the regional reliability organization, regional entity, or 
registered entity, and the NERC Compliance Monitoring and Enforcement 
Program to appear before the Committee.  Decisions of the Compliance 
Committee shall be final, except for further appeal to the applicable ERO 
governmental authority. 

9. Impartiality — No member of the Compliance and Certification Committee or 
the Board of Trustees Compliance Committee having an actual or perceived 
conflict of interest in the matter may participate in any aspect of the challenge or 
appeal except as a party or witness. 

10. Expenses — Each party in the challenge and appeals processes shall pay its own 
expenses for each step in the process. 

11. Non-Public Proceedings — All challenges and appeals shall be closed to the 
public to protect confidential information. 

410. Appeals from Final Decisions of Regional Entities 
1. Time for Appeal — An owner, operator or user of the bulk-power system 

wishing to appeal from a final decision of a regional entity that finds a violation 
of a reliability standard or imposes a penalty for violation of a reliability standard 
shall file its notice of appeal with NERC’s director of compliance, with a copy to 
the regional entity, no later than 21 days after issuance of the  final decision of the 
regional entity hearing body.  The same appeal procedures will apply regardless 
of whether the matter first arose in a compliance violation investigation, 
compliance audit or self-report, or in a reliability readiness evaluation. 

2. Contents — The notice of appeal shall include the full text of the final decision 
of the regional entity hearing body that is being appealed, a concise statement of 
the error or errors contained in the final decision, a clear statement of the relief 
being sought, and argument in sufficient detail to justify such relief.  No factual 
material shall be presented in the appeal that was not first presented during the 
compliance hearing before the regional entity hearing body.   

3. Response by Regional Entity — Within 21 days after receiving a copy of the 
notice of appeal, the regional entity shall file the entire record of the matter with 
NERC’s director of compliance, with a copy to the entity filing the notice, 
together with its response to the issues raised in the notice of appeal. 

4. Reply — The entity filing the appeal may file a reply to the regional entity within 
7 days. 
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5. Decision — The Compliance Committee of the NERC Board of Trustees shall 
decide the appeal, in writing, based upon the notice of appeal, the record of the 
matter from the regional entity, the response, and any reply filed with NERC.  At 
its discretion, the Compliance Committee may invite representatives of the entity 
making the appeal and the regional entity to appear before the Committee.  
Decisions of the Compliance Committee shall be final, except for further appeal 
to the applicable ERO governmental authority. 

6. Expenses — Each party in the appeals process shall pay its own expenses for 
each step in the process. 

7. Non-Public Proceedings — All appeals shall be closed to the public to protect 
confidential information. 

411. Hold Harmless 
A condition of invoking the challenge or appeals processes under Section 409 or 410 is 
that the entity requesting the challenge or appeal agrees that neither NERC (defined to 
include its members, Board of Trustees, committees, subcommittees, staff and industry 
volunteers), any person assisting in the challenge or appeals processes, nor any company 
employing a person assisting in the challenge or appeals processes, shall be liable, and 
they shall be held harmless against the consequences of or any action or inaction or of 
any agreement reached in resolution of the dispute or any failure to reach agreement as a 
result of the challenge or appeals proceeding.  This “hold harmless” clause does not 
extend to matters constituting gross negligence, intentional misconduct, or a breach of 
confidentiality.   
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SECTION 500 — ORGANIZATION REGISTRATION AND 
CERTIFICATION 
501. Scope of the Organization Registration and Certification Program  

Enforcing compliance with the NERC reliability standards requires that the identity of 
those responsible for complying with the standards be known and that those with primary 
reliability responsibilities be reviewed and certified as meeting established minimum 
requirements for performing those tasks.  NERC shall develop and maintain a compliance 
registry and certification program for the purpose of promoting compliance with 
reliability standards and enhancing the reliability of the bulk power system.   

The purpose of the compliance registry will be to clearly identify those entities that are 
responsible for compliance with reliability standards.  Organizations listed on the registry 
will be responsible for knowing the content of and for complying with the NERC 
reliability standards.  Organizations listed in the registry are not, nor do they become, 
members of NERC, a regional entity, or a regional reliability organization by virtue of 
being listed in the compliance registry.  Membership in NERC is governed by Article II 
of NERC’s bylaws; membership in a regional entity or regional reliability organization is 
governed by that entity’s bylaws or rules. 

Organization registration and certification may be delegated to regional entities in 
accordance with the procedures in this Section 500, the NERC Organization Registration 
and Certification Manual, which is incorporated into these rules as Appendix 5, and 
approved regional entity delegation agreements or other applicable agreements. 

1. Compliance Registry — NERC shall establish and maintain a compliance 
registry of the bulk power system owners, operators, and users that are subject to 
approved reliability standards.  

1.1 The registry shall set forth the identity and functions performed for each 
organization responsible for meeting requirements of the reliability 
standards including: reliability coordinators, balancing authorities, 
transmission operators, transmission owners, generator operators, 
generator owners, transmission service providers, planning authorities, 
transmission planners, resource planners, load-serving entities, 
purchasing-selling entities, and distribution providers. Bulk power system 
owners, operators, and users shall provide to NERC and the applicable 
regional entity such information as is necessary to complete the 
registration. 

1.2 NERC and regional entities assisting NERC in the development of the 
compliance registry shall consider the following factors in determining 
which organizations should be placed in the registry: 

1.2.1 Owners and operators of bulk power system facilities will 
generally be included in the registry; 
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1.2.2 As identified by regional reliability organizations, electrical 
generation resources, transmission lines, interconnections with 
neighboring systems, and associated equipment, generally operated 
at voltages of 100 kV or higher will be considered part of the bulk 
power system; 

1.2.3 Radial transmission facilities serving only load with one 
transmission source, without more, will not be considered part of 
the bulk power system; 

1.2.4 A customer that receives electric service at retail and does not 
otherwise directly receive, sell, purchase, or transmit power over 
the bulk power system or own, operate, maintain, or control 
facilities or systems that are part of the bulk power system will not 
in general be considered a user of the bulk power system; 

1.2.5 An entity directly connected to the bulk power system selling, 
purchasing, or transmitting electric energy over the bulk power 
system will generally be considered a user of the bulk power 
system, unless the entity’s actions or facilities have no material 
impact on the bulk power system; 

1.2.6 Notwithstanding the other considerations in this Section 1.2, if the 
consequences of an entity’s actions or inactions could have a 
material impact on the bulk power system, that entity may be 
considered a user of the bulk power system; 

1.2.7 (a) A generation or transmission cooperative, a joint-action agency 
or another organization (a Joint Registration Organization or JRO) 
may be registered, in lieu of each of the JRO’s members or related 
entities being registering individually, by the JRO accepting the 
reliability functions identified in Section 1.1 above, or (b) a JRO 
and its members or related entities may enter into a written 
agreement as to which of them will be responsible for one or more 
reliability standards applicable to a particular function and/or for 
one or more requirements within particular reliability standards 
applicable to a particular function and/or for one or more 
requirements within particular reliability standards, in either case 
in accordance with the provisions specified in Section 507 (each of 
(a) and (b), a “joint registration”). 

 For purpose of this Section 501.1.2.7 and Section 507, a “related 
entity” is an entity whose operations in relation to the operation of 
the JRO make it feasible for the JRO to accept responsibility for 
reliability functions for which the related entity would otherwise 
be responsible.  A non-exclusive list of examples of JROs and 
related entities includes (i) a balancing authority or a transmission 
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provider as the JRO, and (ii) a load-serving entity or a distribution 
provider within the balancing authority’s control area or receiving 
transmission services from the transmission provider, as the related 
entity. 

1.3 NERC and the regional entities shall use the following procedure for 
establishing and maintaining the compliance registry: 

1.3.1 NERC shall notify each organization of its intent to place the 
organization on the compliance registry. 

1.3.2 Any organization receiving such a notice may challenge the 
decision to include it on the compliance registry by filing its 
written objection with NERC’s director of compliance within 21 
days stating the reasons it believes it should not be considered a 
bulk power system owner, operator, or user. 

1.3.3 The Compliance Committee of the Board of Trustees will 
promptly issue a written decision on the challenge, including the 
reasons for the decision. 

1.3.4 The decision of the Compliance Committee shall be final unless, 
within 21 days, the organization appeals the decision to the 
applicable governmental authority. 

1.3.5 At any time a person may recommend in writing, with supporting 
reasons, to the director of compliance that an organization be 
added to or removed from the compliance registry. 

1.3.6 The compliance registry shall be dynamic and be revised as 
necessary to take account of changing circumstances.  NERC will 
take such recommendations, and other applicable information, 
under advisement as it determines whether an entity should be on 
the compliance registry. 

1.3.7 Each entity identified in the registry shall notify NERC and its 
corresponding regional entity of any changes in ownership, 
corporate structure, or similar matters that affect the entity’s 
responsibilities with respect to the reliability standards.  Failure to 
notify will not relieve the entity from any responsibility to comply 
with the reliability standards or shield it from any penalties or 
sanctions associated with failing to comply with such standards. 

1.4 For all geographical or electrical areas of the bulk power system, the 
registration process shall ensure that (1) no areas are lacking any entities 
to perform the duties and tasks identified in and required by the reliability 
standards to the fullest extent practical, and (2) there is no duplication of 
such coverage or of required oversight of such coverage. 
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In particular the process shall: 

1.4.1 Ensure that all areas are under the oversight of one and only one 
reliability coordinator. 

1.4.2 Ensure that all balancing authorities and transmission operator 
entities2 are under the responsibility of one and only one reliability 
coordinator. 

1.4.3 Ensure that all transmission elements of the bulk power system are 
the responsibility and under the control of one and only one 
transmission planner, planning authority, and transmission 
operator. 

1.4.4 Ensure that all loads and generators are under the responsibility 
and control of one and only one balancing authority. 

1.5 NERC shall maintain publicly available process documentation. 

1.6 NERC shall maintain the compliance registry of organizations responsible 
for meeting the requirements of the reliability standards currently in effect 
on its Web site and shall update the compliance registry monthly. 

2. Entity Certification — NERC shall provide for certification of all entities with 
primary reliability responsibilities requiring certification as established in the 
NERC reliability standards.  The NERC program shall:  

2.1 Evaluate and certify the competency of entities performing reliability 
functions.  The entities presently expected to be certified include 
reliability coordinators, transmission operators, and balancing authorities.  
Other entities may be added, as required, by approved reliability 
standards.  

2.2 Certify each entity’s ability to meet the minimum requirements established 
by the NERC reliability standards for each function.  

2.3 Maintain process documentation. 

2.4 Maintain records of currently certified entities. 

3. Delegation and Oversight 

                                                 
2 Some organizations perform the listed functions (e.g., balancing authority, transmission operator) over areas that transcend the 
footprints of more than one reliability coordinator.  Such organizations will have multiple registrations, with each such 
registration corresponding to that portion of the organization’s overall area that is within the footprint of a particular reliability 
coordinator. 
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3.1 NERC may delegate the responsibilities of registration and certification to 
regional entities in accordance with requirements established by NERC.  
Delegation will be via the delegation agreement between NERC and the 
regional entity or other applicable agreement.  The regional entity shall 
administer an organization registration and certification program to meet 
NERC’s program goals and requirements. 

3.2 NERC shall develop and maintain a plan to ensure the continuity of 
organization registration and certification within the geographic or 
electrical boundaries of a regional entity in the event that no entity is 
certified as a regional entity for that region, or the regional entity 
withdraws as a regional entity, or does not operate its organization 
registration and certification program in accordance with delegation 
agreements and other requirements. 

3.3 NERC shall develop and maintain a program to monitor and oversee each 
regional entity registration and certification program that is delegated 
authority through a delegation agreement or other applicable agreement.   

3.3.1 This program shall monitor whether the regional entity carries out 
its organization registration and certification program in 
accordance with NERC requirements, and whether there is 
consistency, fairness of administration, and comparability of 
outcomes within each regional entity’s certification and 
registration program and among all of the programs.   

3.3.2 Monitoring and oversight shall be accomplished through direct 
participation in certification audits and periodic reviews of 
program documents and records. 

502. ERO Organization Registration and Certification Program Requirements 
1. NERC shall have final authority in all matters constituting the organization 

registration and certification program. 

1.1 The roles and authority of regional entities in the program are delegated 
from NERC pursuant to the rules of procedure through regional delegation 
agreements or other applicable agreements.  

1.2 Processes for the program shall be owned by NERC; materials that each 
regional entity may use to participate in the program may be adapted by 
that organization subject to prior review and approval by NERC. 

1.3 Regional entities participating in the program shall perform their roles and 
responsibilities to meet NERC’s requirements, as specified in the rules of 
procedure or NERC approved materials, including requirements for 
quality, thoroughness, timeliness, accuracy, efficiency, cost-effectiveness, 
and participation. 
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1.4 Regional entity’s decisions to grant or deny certifications shall be subject 
to NERC review and action, including modification or reversal.  

1.5 Regional entity’s decisions with respect to the use of the transitional 
certification processes, as now provided for within the NERC 
Organization Registration and Certification Manual (Appendix 5), are 
subject to NERC review and action, including modification or reversal, 
should NERC deem such review or action warranted. 

1.6 Notwithstanding an entity’s interest and right to object to the makeup of 
the certification team that will conduct the review of that entity, NERC, or 
the regional entity as authorized by NERC, will have final authority on the 
membership and member roles of that team. 

1.7 NERC, or the regional entity as authorized by NERC, shall make all 
assessments and decisions with respect to all aspects of the organization 
registration and certification program, including the completeness and 
accuracy of entities’ applications. 

2. To ensure consistency and fairness of the program, NERC shall develop 
procedures to be used by all regional entities in carrying out their organization 
registration and certification programs, in accordance with the following criteria: 

2.1 NERC and the regional entities shall have data management processes and 
procedures that provide for integrity and retention of data and information 
collected. 

2.2 To maintain the integrity of the NERC Organization Registration and 
Certification Program, NERC, regional entities, certification audit team 
members, and committee members shall maintain the confidentiality of 
information provided by entities in order to become registered or certified. 

2.2.1 NERC and the regional entities shall have appropriate codes of 
conduct and confidentiality agreements for staff and other 
certification audit participants.  Individuals not bound by ERO or 
approved regional entity codes of conduct and who serve on 
certification-related committees or audit teams shall sign an ERO 
confidentiality agreement prior to participating on the committee 
or team. 

2.2.2 Staff, committee, and audit team members shall maintain the 
confidentiality of any certification-related discussions or 
documents that are designated as confidential (see Section 1500 for 
types of confidential information).  Staff, committee, and audit 
team members shall treat as confidential the individual comments 
expressed during audits and report-drafting sessions.  
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2.2.3 Copies of notes, draft reports, and other interim documents 
developed or used during a certification audit shall be destroyed 
after the public posting of a final, uncontested report.  

2.2.4 Information deemed by an entity, a regional entity, or NERC as 
confidential or critical energy infrastructure information shall not 
be distributed outside of a committee or team, or released publicly.   

2.2.5 In the event that a staff, committee, or audit team member violates 
any of the confidentiality rules set forth above, the staff, 
committee, or audit team member and any member organization 
with which the individual is associated may be subject to 
immediate dismissal from the audit team and may be prohibited 
from future participation in compliance program activities by the 
regional entity or NERC. 

2.2.6 NERC shall develop and provide training in auditing skills to all 
individuals who participate in certification audits.  Training for 
ERO and regional entity personnel, as well as audit team leaders, 
shall be more comprehensive than training given to industry 
experts, regional entity members, and volunteers.  Training for 
regional entity members and volunteers may be delegated to the 
regional entity. 

2.3 An entity that is determined to be competent to perform a function after 
completing all certification requirements shall be deemed certified by 
NERC to perform that function. 

2.3.1 An entity deemed certified by NERC to perform a function shall be 
considered and may be referred to, for example, as a certified 
transmission operator, certified balancing authority, or certified 
reliability coordinator.  Only entities that have received such 
certifications from NERC shall be so designated. 

2.3.2 NERC shall award certification to an entity only after it has 
demonstrated full competency to all certification requirements.  An 
entity shall be awarded certification only for each function for 
which it has demonstrated full competency 

503. Regional Entity Implementation of Organization Registration and Certification 
Program Requirements 

1. Delegation — Recognizing the regional entity’s knowledge of and experience 
with their members, NERC may delegate responsibility for organization 
registration and certification to the regional entity through a delegation agreement 
or such responsibilities may be established through another applicable agreement. 
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2. Registration — The following organization registration activities shall be 
performed by the regional entity in accordance with the NERC Organization 
Registration and Certification Procedures, which are incorporated into the Rules 
of Procedure as Appendix 5. 

2.1 Entities seeking registration shall contact the regional entity in which they 
operate to become registered and, if necessary, certified. 

2.2 Regional entities shall verify that all balancing authorities and 
transmission operators are under the responsibility of one and only one 
reliability coordinator. 

2.3 Regional entities shall verify that all transmission elements of the bulk 
power system operated within their geographic boundaries are under the 
authority and control of one and only one transmission planner, planning 
authority, transmission owner, and transmission operator. 

2.4 Regional entities shall verify that all loads and generation sources within 
their geographic boundaries are under the authority and control of one and 
only one balancing authority. 

2.5 Regional entities shall verify that no geographical or electrical areas of the 
bulk power system within their boundaries have duplication of coverage or 
are lacking an entity to perform required duties and tasks as identified in 
the reliability standards.  

3. Certification — The following organization certification activities shall be 
performed by the regional entity in accordance with an approved ERO delegation 
agreement or another applicable agreement:   

3.1 Entities seeking certification to perform one of the functions requiring 
certification shall contact the regional entity for the region(s) in which 
they operate to apply for certification.  NERC shall have oversight of the 
regional entity’s certification activities and processes. 

3.2 Entities seeking certification and other affected operators shall provide all 
information and data requested by NERC or the regional entity to conduct 
the certification process, in accordance with 18 C.F.R. Section 39.2 in the 
United States.   

3.3 Regional entities shall contact entities directly and provide notice of the 
requirement to be certified by NERC and initiate the process to certify any 
entities that do not voluntarily contact the regional entity or NERC. 

3.4 Regional entities shall notify NERC of all certification applicants, 
including those not voluntarily seeking certification. 
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3.5 The regional entity shall establish certification procedures to include audit 
processes, schedules and deadlines, expectations of the applicants and all 
entities participating in the audit and certification processes, and 
requirements for certification auditors. 

3.5.1 The regional entity certification procedures will include provisions 
for on-site visits to the applicant’s facilities to review the data 
collected through questionnaires, interviewing the operations and 
management personnel, inspecting the facilities and equipment 
(and requesting a demonstration of all tools identified in the 
certification standard), reviewing all necessary documents and data 
(including all agreements, processes, and procedures identified in 
the certification standard), reviewing certification documents and 
projected system operator work schedules, and reviewing any 
additional documentation that is needed to support the completed 
questionnaire or inquiries arising during the site visit. 

3.5.2 All industry experts and regional members participating in 
certification audits shall successfully complete appropriate training 
provided by NERC or the regional entity prior to performing an 
audit. 

3.5.3 The regional entity certification procedures will provide for 
preparation of a written report by the audit team detailing any 
deficiencies that must be resolved prior to certification along with 
any other recommendations for consideration by the entity, the 
regional entity, or NERC.   

3.5.4 The regional entity shall evaluate the competency of entities 
requiring certification to meet the minimum requirements 
established by the standards for each such function based on the 
requirements established by NERC. 

504. Appeals 

1. NERC shall maintain an appeals process to resolve any disputes related to 
registration or certification activities (Organization Registration and Certification 
Manual — Appendix 5). 

2. Each regional entity with delegated responsibilities shall establish and maintain a 
fair, independent, and nondiscriminatory appeals process.  The regional entity 
appeals process shall culminate with the regional board or a committee 
established by and reporting to the board as the final adjudicator, provided that: 
(1) in ERCOT, the Public Utility Commission of Texas may act as the final 
adjudicator, and (2) where applicable, Canadian provincial governmental 
authorities may act as the final adjudicator in their jurisdictions.  NERC shall be 
notified of all appeals and may observe any proceedings. 
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505. Program Maintenance 
NERC shall maintain its program materials, including such manuals or other documents 
as it deems necessary, of the governing policies and procedures of the organization 
registration and certification program. 

506. Independent Audit of NERC Organization Certification Program 
1. NERC shall provide for an independent audit of its organization certification 

program at least once every three years, or more frequently, as determined by the 
board.  The audit shall be conducted by independent expert auditors as selected by 
the board. 

2. The audit shall evaluate the success and effectiveness of the NERC organization 
certification program in achieving its mission. 

3. The final report shall be posted by NERC for public viewing according to the 
reporting and disclosure process in Section 408. 

4. If the audit report includes recommendations to improve the program, the 
administrators of the program shall provide a written response and plan to the 
board within 30 days of the final report. 

507. Provisions Relating to Joint Registrations and Joint Registration Organizations 

1. Registration by a JRO.  In addition to registering as the entity responsible for all 
functions that a JRO performs itself, a JRO may register on behalf of one or more 
of its members or related entities for one or more functions as to which such 
members or related entities would otherwise be required to register, and thereby 
accept on behalf of such members or related entities all compliance responsibility, 
including reporting requirements, for all requirements of reliability standards 
applicable to the function or functions for which the JRO has registered on behalf 
of its members or related entities. Any entity seeking to register as a JRO for any 
or all requirements identified in the reliability standards that would otherwise be 
the responsibility of one or more of its members or related entities shall provide to 
the applicable regional entity information, in the form requested by the regional 
entity, sufficient to identify whether the entity or its member(s) or related entities 
will be responsible for compliance with each provision of the reliability standards 
for the applicable functional responsibilities covered by the joint registration.  The 
JRO must identify its primary compliance contact.  The JRO primary compliance 
contact is responsible for providing all of the information and data, including 
submitting reports, as needed by the regional entity for performing assessments of 
compliance.  

2. Joint registration pursuant to written agreement.  Where a JRO and any of its 
members or related entities agree, in writing, upon a division of compliance 
responsibility among them for one or more reliability standard(s) applicable to a 
particular function, and/or for one or more requirements within particular 
reliability standard(s), both the JRO and such member(s) or related entit(ies) shall 
register as an organization responsible for that function.  The JRO and its 
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member(s) or related entit(ies) must have a written agreement that clearly 
specifies their respective responsibilities, which shall be submitted as part of the 
joint registration.  Neither NERC nor the regional entity shall be parties to any 
such agreement between a JRO and its member or related entit(ies), nor shall 
NERC or the regional entity have responsibility for reviewing or approving any 
such agreement, other than to verify that the agreement provides for an allocation 
or assignment of responsibilities consistent with the joint registration.     

3. NERC or the regional entity may request clarification of any list submitted to it 
that identifies the compliance responsibilities of the JRO and its member(s) or 
related entit(ies), and may request such additional information as NERC or the 
regional entity deems appropriate. 

4. The regional entity shall notify NERC of each joint registration that the regional 
entity accepts.  The regional entity’s acceptance of a joint registration shall be a 
representation by the regional entity to NERC that the regional entity has 
concluded the joint registration will result in (1) no areas lacking any entities to 
perform the duties and tasks identified in and required by the reliability standards, 
and (2) no unnecessary duplication of such coverage of areas by entities to 
perform the duties and task identified in and required by the reliability standards 
or of required oversight of such coverage. 

5. NERC shall maintain, and shall post on its web site, a Joint Registration 
Organization registry listing all joint registrations that have been accepted by 
NERC or by a regional entity and the reliability standards or requirements thereof 
for which each JRO and each of its members or related entities is responsible 
under the joint registration.  The postings on NERC’s web site shall clearly 
identify the compliance responsibilities of the JRO and of each of its member(s) 
or related entit(ies).  Such postings are intended to enable reliability coordinators 
and other system operators to be fully aware of responsibilities and chains of 
command in order to respond quickly and decisively to system operation events. 

6. Annually following submission of a joint registration, the JRO shall provide the 
regional entity with a list, in a form specified by the regional entity, that identifies 
the members or related entities and the functions for which the JRO has registered 
on behalf of such members or related entities and for which the JRO assumes 
compliance responsibility.  Additionally, a JRO shall provide a revised list of 
compliance responsibilities to the regional entity each time the JRO accepts 
additional compliance responsibilities for a member or related entity or for a new 
member or related entity and each time that any compliance reliability reverts 
from the JRO to a member or related entity.  The regional entity shall promptly 
notify NERC of each such revision. 

7. In the event of a violation of a reliability standard or of a requirement of a 
reliability standard, the JRO or its member or related entity identified in the Joint 
Registration Organization registry as responsible for such reliability standard or 
requirement shall be identified in the notice of alleged violation and shall be 
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assessed the sanction or penalty for the violation.  In accordance with the NERC 
Sanctions Guidelines, for a violation that is attributable to a member or related 
entity that is registered under the joint registration, the penalty or sanction 
imposed for the violation will bear reasonable relation to the violation as incurred 
by that member or related entity and not the JRO.  In the event a regional entity is 
not able to determine, based on the joint registration and the annual or other 
revised list submitted by the JRO, which entity is responsible for a particular 
reliability standard or requirement thereof that has been violated, the regional 
entity shall issue the notice of alleged violation to, and shall impose any sanction 
or penalty on, the JRO.  NERC and the regional entity shall have no responsibility 
for any allocation or collection of penalties or sanctions between or among the 
JRO and its member(s) or related entit(ies).   

8. Individual member registration.  Nothing in this Section 507 shall preclude a 
member of a JRO, a related entity, or any other entity, from registering on its own 
behalf and undertaking full compliance responsibility, including reporting 
requirements, for the reliability standards applicable to the function(s) for which 
the member or other entity is registering.  A JRO member or related entity that 
registers as responsible for any reliability standard or requirement of a reliability 
standards shall inform the JRO of its registration.
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SECTION 600 — PERSONNEL CERTIFICATION 
601. Scope of Personnel Certification 

Maintaining the reliability of the bulk electric system through implementation of the 
reliability standards requires skilled, trained and qualified system operators.  The System 
Operator Certification Program provides the mechanism to ensure system operators are 
provided the education and training necessary to obtain the essential knowledge and skills 
and are therefore qualified to operate the bulk electric system.  NERC, as the ERO, will 
ensure skilled, trained, and qualified system operators through the System Operator 
Certification Program. 

NERC shall develop and maintain a personnel certification program to evaluate 
individuals and to issue credentials to individuals who demonstrate the required level of 
competence.  A current version of such a program is the System Operator Certification 
Program Manual, which is incorporated into these rules as Appendix 6. 

602. Structure of ERO Personnel Certification Program 
1. The NERC personnel certification program shall be international in scope. 

2. The personnel certification program shall have a governing body that (1) is able to 
independently exercise decision-making for all matters pertaining to certification, 
(2) includes individuals from the discipline being certified and whose composition 
addresses the needs of the users of the program (e.g., employers, regulators, etc.), 
and (3) has representation for each specialty or level within a discipline. 

3. NERC shall maintain a nominating process for membership in the governing 
body.  Nominations shall be open to all interested parties and self-nominations 
shall be accepted.  The NERC Board of Trustees shall appoint members to the 
governing body from among those nominated.  The members of the governing 
body shall serve at the pleasure of the board. 

4. The personnel certification program governing body shall have control over the 
matters related to the personnel certification and recertification programs listed 
below, without being subject to approval by any other body. 

4.1 Policies and procedures, including eligibility requirements and application 
processing. 

4.2 Requirements for personnel certification, maintaining certification, and 
recertification. 

4.3 Examination content, development, and administration. 

4.4 Examination cut score. 

4.5 Grievance and disciplinary processes. 
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4.6 Governing body and subgroup(s)’ meeting rules including agenda, 
frequency, and related procedures. 

4.7 Subgroup(s) appointments and work assignments. 

4.8 Publications about personnel certification and recertification. 

4.9 Setting fees for application, and all other services provided as a part of the 
personnel certification and recertification activities. 

4.10 Program funding, spending, and budget authority.  Financial matters 
related to the operation of the program shall be segregated from other 
NERC activities. 

5. The personnel certification program shall utilize written procedures for the 
selection of members of the governing body that prohibit the governing body 
from selecting a majority of its successors. 

6. The personnel certification program shall be separate from the accreditation and 
education functions of NERC in related disciplines. 

7. No member of the personnel certification program governing body or staff 
member working with the personnel certification program governing body shall 
have or exercise any authority or responsibility for compliance matters related to 
reliability standards concerning personnel certification. 

603. Candidate Testing Mechanisms 
1. The personnel certification program shall utilize reliable testing mechanisms to 

evaluate individual competence in a manner that is objective, fair to all 
candidates, job-related, and based on the knowledge and skill needed to function 
in the discipline. 

2. The personnel certification program shall implement a formal policy of periodic 
review of the testing mechanisms to ensure ongoing relevance of the mechanisms 
to knowledge and skill needed in the discipline. 

3. The personnel certification program shall utilize policies and procedures to ensure 
that all test administration and development materials are secure and demonstrate 
that these policies and procedures are consistently implemented. 

4. The personnel certification program shall establish pass/fail levels that protect the 
public with a method that is based on competence and generally accepted in the 
psychometric community as being fair and reasonable. 

5. The personnel certification program shall conduct ongoing studies to substantiate 
the reliability and validity of the testing mechanisms. 
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6. The personnel certification program shall utilize policies and procedures that 
govern how long examination records are kept in their original format. 

7. The personnel certification program shall demonstrate that different forms of the 
testing mechanisms assess equivalent content and that candidates are not 
penalized for taking forms of varying difficulty. 

604. Public Information About the Personnel Certification Program 
1. The personnel certification program shall provide for publishing and availability 

of general descriptive material on the procedures used in examination 
construction and validation; all eligibility requirements and determination; fees; 
and examination administration documents, including: reporting of results, 
recertification requirements, and disciplinary and grievance procedures. 

2. The personnel certification program shall publish and make available a 
comprehensive summary or outline of the information, knowledge, or functions 
covered by the examination. 

3. The personnel certification program shall publish and make available at least 
annually a summary of certification activities for the program, including at least 
the following information:  number of examinations delivered, the number passed, 
the number failed, and the number certified. 

605. Responsibilities to Applicants for Certification or Recertification 
The personnel certification program: 

1. Shall not discriminate among applicants as to age, gender, race, religion, national 
origin, disability, or marital status and shall include a statement of non-
discrimination in announcements of the program. 

2. Shall comply with all requirements of applicable federal and state/provincial laws 
with respect to all certification and recertification activities, and shall require 
compliance of all contractors and/or providers of services. 

3. Shall make available to all applicants copies of formalized procedures for 
application for, and attainment of, personnel certification and recertification and 
shall uniformly follow and enforce such procedures for all applicants. 

4. Shall implement a formal policy for the periodic review of eligibility criteria and 
application procedures to ensure that they are fair and equitable. 

5. Shall provide competently proctored examination sites. 

6. Shall uniformly report examination results to applicants in a timely manner. 

7. Shall give applicants failing the examination information on general content areas 
of deficiency. 
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8. Shall implement policies and procedures providing due process for applicants 
questioning eligibility determination, examination results, and certification status, 
and shall publish this information.  A current version of such a procedure is the 
NERC System Operator Certification Dispute Resolution Process, which is 
incorporated into these rules as part of Appendix 6. 

9. Shall develop and maintain a program manual containing the processes and 
procedures for applicants for certification and recertification. 

606. Responsibilities to the Public and to Employers of Certified Practitioners 
The personnel certification program: 

1. Shall demonstrate that the testing mechanisms adequately measure the knowledge 
and skill required for entry, maintenance, and/or advancement in the profession 
for each position to be certified. 

2. Shall award certification and recertification only after the skill and knowledge of 
the individual have been evaluated and determined to be acceptable. 

3. Shall periodically publish or maintain, in an electronic format, a current list of 
those persons certified in the programs and have polices and procedures that 
delineate what information about a credential holder may be made public and 
under what circumstances. 

4. Shall have formal policies and procedures for discipline of a credential holder, 
including the revocation of the certificate, for conduct deemed harmful to the 
public or inappropriate to the discipline (e.g., incompetence, unethical behavior, 
physical or mental impairment affecting performance).  These procedures shall 
incorporate due process.  The current procedure is the NERC Certified System 
Operator Credential Disciplinary Action Procedure, which is incorporated into 
these rules as part of Appendix 6. 

5. Shall demonstrate that any title or credential awarded accurately reflects or 
applies to the practitioner’s daily occupational or professional duties and is not 
confusing to employers, consumers, regulators, related professions, and/or other 
interested parties. 
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SECTION 700 — RELIABILITY READINESS EVALUATION AND 
IMPROVEMENT 

701. Scope of the Reliability Readiness Evaluation and Improvement Program  
The readiness evaluations are designed to ensure that operators of the bulk electric 
system have the facilities, tools, processes, and procedures in place to operate reliably 
under future conditions.  The evaluations help balancing authorities, transmission 
operators, reliability coordinators, and others that provide support to these operators 
recognize and assess their reliability responsibilities and evaluate how their operations 
support those responsibilities.  The evaluation team may also evaluate transmission 
planner and transmission owner functions in concert with the evaluation of reliability 
coordinators, balancing authorities, and transmission operators NERC uses the results of 
these evaluations to champion the changes required to improve the reliability 
performance of these entities and achieve excellence in the assigned reliability functions 
and responsibilities.  A companion goal of the program is to identify and promote 
examples of excellence within the industry. 

Monitoring compliance with reliability standards provides only a historical perspective 
by determining if a registered entity has complied with the NERC reliability standards 
over some prescribed period in the past.  An effective ERO will also recognize that 
monitoring compliance absent a system emergency or disturbance does not effectively 
preserve reliability or ensure the ability to perform and achieve excellence during a 
system emergency or disturbance. 

NERC identifies those entities with primary reliability responsibilities and provides 
guidance to help them achieve operational excellence through the Reliability Readiness 
Evaluation and Improvement Program.  This program recognizes that standards cannot 
prescribe all aspects of reliable operations and that NERC standards present a threshold, 
not a target, for performance and excellence in the industry.  Balancing authorities, 
transmission operators, reliability coordinators, and others that provide support to these 
operators must be ready to perform under emergency conditions while striving for 
excellence in their assigned reliability functions and responsibilities. 

NERC maintains a reliability readiness evaluation and improvement program for the 
purpose of promoting compliance with reliability standards and enhancing the reliability 
of the bulk power system.  The program assesses the reliability readiness of reliability 
coordinators, balancing authorities, transmission operators, and others performing 
delegated tasks for these operators to operate the bulk power system reliably, and to 
identify opportunities for improvement.  NERC may also create sector forums (see 
section 712) to enhance the reliability of the bulk power system by providing a 
mechanism for members of a particular industry sector, using peer review and mutual 
assistance, to identify best practices in the safety and reliability of the bulk power system, 
to disseminate lessons learned from disturbances, near misses, and other events, and to 
encourage all members of the sector to implement those practices and lessons on a timely 
basis.  The Reliability Readiness Evaluation and Improvement Program will coordinate 
with the sector forums as appropriate to provide input from the readiness evaluations. 
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702. Structure of the Reliability Readiness Evaluation and Improvement Program 
1. NERC shall have overall responsibility for coordinating readiness evaluations in 

accordance with the NERC Readiness Evaluation Procedure, the current version 
of which is incorporated into these rules as Appendix 7.  These rules of procedure 
take precedence for any conflicts or inconsistencies that exist with the NERC 
Readiness Evaluation Procedure. 

2. NERC staff shall have the primary responsibility for executing the following 
procedural steps:  (1) development of the overall schedule in conjunction with the 
appropriate regional entity to coordinate evaluation activities; (2) initiation of the 
evaluation process for each entity; (3) provision of evaluation questionnaires, 
processes, data requests, documentation, and criteria; (4) identification of 
readiness evaluation team members; (5) coordination of evaluated entity and 
neighboring entity questionnaires; and (6) publication of findings. 

3. The NERC evaluation team shall perform the following functions: (1) review the 
entity’s questionnaire responses and documentation and research any issues or 
events identified; (2) perform the on-site evaluations; and (3) prepare a report of 
findings. 

703. Scheduling of Readiness Evaluations 
1. NERC staff in conjunction with the regional entities shall prepare a three-year 

cycle of readiness evaluations that will be updated annually by a date specified by 
NERC. 

2. NERC shall obtain from the regional entity the identity of a contact person at each 
entity to be evaluated. 

3. Readiness evaluations and compliance audits shall be conducted with separate 
processes, but may occur concurrently if separate personnel are used. 

704. Resources for Readiness Evaluations 
1. NERC shall select an evaluation team in advance of each evaluation according to 

a schedule specified by NERC. 

2. The evaluation team shall consist of members possessing expertise and experience 
specified by NERC. 

3. The evaluation team shall be of a size and composition specified by NERC. 

4. If an entity to be evaluated raises an objection to an evaluation team member’s 
participation, it must do so in writing to NERC stating clearly the basis for the 
objection.  Upon receipt of such objection, the Director of NERC’s Readiness 
Evaluation and Improvement program will attempt to resolve the issue to the 
mutual agreement of the entity being evaluated and the individual and/or entity 
for whom the individual is employed, utilizing guidance from the regional entities 
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as appropriate. 
 
If this process does not result in a mutually acceptable agreement, the Director 
will resolve the objection based on the following factors: 

a. Team member was previously employed by entity to be evaluated 
within the previous three years; 

b. Team member was previously employed by entity to be evaluated and 
whose employment ended unfavorably; 

c. Team member is in active litigation with the entity to be evaluated; 

d. Team member has a direct financial interest in the entity to be 
evaluated; 

e. Team member is employed in a company under the same corporate 
umbrella as the entity to be evaluated; 

f. The team member’s employer and the entity to be evaluated are 
engaged in active litigation; and 

g. Other matters that may interfere with the exercise of independent 
judgment. 

5. NERC shall develop and provide training in evaluation skills to all individuals 
who participate in readiness evaluations.  Training for NERC evaluation team 
leaders and regional entity personnel shall be more comprehensive than training 
given to industry experts and regional members. 

6. All team members and observers shall sign and abide by a NERC confidentiality 
agreement prior to participating in any of the evaluation activities unless bound by 
NERC or other codes of conduct acknowledged by NERC to be acceptable.  
Copies of the signed confidentiality agreements shall be maintained by NERC and 
be available upon request by the evaluated entity. 

7. To maintain the focus and size of the evaluation team, the use of observers will be 
limited.  Observers must be expressly agreed upon by both NERC and the entity 
being evaluated.  The role of observers is limited to observing the process.  
Observers shall not participate in the creation and editing of the report or its 
findings, or interfere with the evaluation process.  The team leader may remove 
any observer from the evaluation who is not abiding by these criteria. 

705. Pre-Readiness Evaluation Activities 
NERC will require certain information to perform readiness evaluations of operating 
entities.  These entities shall provide to NERC such information as is necessary to 
conduct the readiness evaluations. 

1. Prior to an evaluation, NERC shall provide the entity a request for information 
and a questionnaire.  The entity shall return the requested information and the 
completed questionnaire according to a schedule specified by NERC. In its 
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submission to the request for information, the entity to be evaluated shall identify 
all tasks that have been delegated to another entity. 

2. NERC shall provide a questionnaire to neighboring operating entities with which 
the evaluated entity routinely interacts.  The neighboring operating entities shall 
return the completed questionnaires within a period of time specified by NERC. 

3. Prior to the evaluation, NERC shall provide an evaluation agenda to the entity to 
be evaluated. 

4. The evaluation team will receive the following information upon receipt of a 
signed confidentiality agreement according to a schedule specified by NERC. 

a. The evaluated entity’s completed questionnaire and supporting 
documentation; 

b. The neighboring operating entities’ completed questionnaires; and 

c. The on-site agenda. 

5. The evaluation team will coordinate before the on-site evaluation begins to review 
questionnaire responses, identify areas requiring further investigation, discuss 
concerns, coordinate the interview process, and assign responsibilities during the 
on-site visit. 

706. On-Site Activities for the Readiness Evaluation 

1. The evaluation team will meet on-site for a period defined by NERC to conduct 
the readiness evaluation according to the agenda provided in advance.  The team 
will conduct interviews with personnel, review documentation, and make 
observations about the entity’s tools, facilities, and processes.   

2. The team’s findings shall be based on data collected from the entity’s 
questionnaire and documentation, neighboring operating entities’ questionnaires, 
and observations and information collected during the on-site visit. 

3. Evidence of possible noncompliance with a reliability standard shall be reported 
to NERC and to the applicable regional entity for resolution through the 
applicable Compliance Monitoring and Enforcement Program.  If the issue is 
judged to be an immediate threat to reliability, the notification to NERC and the 
regional entity shall be made within 24 hours of discovery.  Possible 
noncompliance with a NERC reliability standard will not be identified in the 
readiness evaluation report.  

4. Upon completion of the on-site evaluation, the team shall make a presentation to 
the evaluated entity of preliminary findings and recommendations that will be 
included in the final report. 
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707. Preparation and Posting of the Final Report 
1. The evaluation team leaders shall prepare a draft report.  The report will be sent to 

the team for review, within a period of time after the evaluation specified by 
NERC. 

2. The evaluation team shall have a period of time specified by NERC to respond to 
the draft report.  If a team member does not respond within the allotted time, such 
non-response shall be considered agreement with the contents of the report.  

3. The draft report shall then be sent to the evaluated entity for its review to ensure 
that there are no factual errors in the report.  The entity shall respond within a 
period of time specified by NERC.  If the entity does not respond within the 
specified time, such non-response shall be considered agreement with the content 
of the report.  The entity may provide feedback in the form of corrections and 
clarifications that will be considered by the evaluation team for inclusion in the 
final report. 

4. After agreeing on any final corrections, the evaluation team may elect to provide 
the evaluated entity the opportunity to review the changes if deemed significant. 
The team shall then post the final report on the NERC Web site within a period of 
time from the on-site evaluation specified by NERC.  Information deemed to be 
confidential information shall be redacted prior to posting. The entity will make 
the determination about what information will be redacted.   

5. Should the entity wish to provide comments regarding the final report, evaluation 
processes, or findings, the entity may provide a statement in writing that will be 
posted on the NERC Web site in conjunction with the final report. 

6. In response to the posted evaluation report and within a period of time after the 
posting specified by NERC, the entity shall provide a response plan to NERC 
addressing the report recommendations, including a timeline for implementation.  
The response plan shall be published on the NERC Web site when submitted by 
the entity.  If the entity requests, NERC will offer assistance in developing a 
suitable response plan to address the report’s recommendations.  The entity shall 
notify NERC of its request for assistance. 

7. NERC may direct that a mid-cycle follow-up evaluation be scheduled 

708. Monitoring Recommendation Implementation   

1. Evaluated entities may implement actions based on the recommendation or may 
review the recommendation and determine that no action is warranted or 
necessary and provide documentation on their decisions as well as the response 
plan. 

2. NERC shall monitor the evaluated entity’s implementation of the 
recommendations in the final report and the entity’s response plan, and shall 
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report progress to the board.  NERC may elect to use the regional entities to 
coordinate the request for updated recommendation status for members within its 
area of oversight. 

709. Examples of Excellence 
NERC shall identify and publish examples of excellence identified during the course of 
readiness evaluations.  “Examples of excellence” are practices utilized by owners, 
operators and users of the bulk power system that are identified as being exceptionally 
effective in ensuring and protecting the reliability of the bulk power system.  These 
“examples of excellence” may be identified through a readiness evaluation or submitted 
to NERC for an on-site evaluation. 

710. Confidentiality Requirements for Readiness Evaluations and Evaluation Team 
Members 
1. All information made available or created during the course of the evaluation 

including, but not limited to, data, documents, observations and notes, shall be 
maintained as confidential by all evaluation team members, in accordance with 
the requirements of Section 1500. 

2. Evaluation team members are obligated to destroy all confidential evaluation 
notes following the posting of the final report. 

3. NERC will retain evaluation-related documentation, notes, and materials for a 
period of time as defined by NERC. 

711. Independent Audit of the Reliability Readiness Evaluation and Improvement 
Program 
1. NERC shall provide for an independent audit of its reliability readiness evaluation 

and improvement program at least once every three years or more frequently as 
determined by the board.  The audit shall be conducted by independent expert 
auditors as selected by the board. 

2. The audit shall evaluate the success and effectiveness of the NERC reliability 
readiness evaluation and improvement program in achieving its mission. 

3. If the audit report includes recommendations to improve the reliability readiness 
evaluation and improvement program, the administrators of the program shall 
provide a written response and plan to the board within 30 days of the final report. 

4. The final report shall be posted by NERC for public viewing on its Web site.  
Confidential information shall be redacted according to NERC procedures and not 
released publicly. 

712. Formation of Sector Forum   

1. NERC will form a sector forum at the request of any five members of NERC that 
share a common interest in the safety and reliability of the bulk power system.  
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The members of sector forum may invite such others of the members of NERC to 
join the sector forum as the sector forum deems appropriate. 

2. The request to form a sector forum must include a proposed charter for the sector 
forum.  The board must approve the charter. 

3. NERC will provide notification of the formation of a sector forum to its 
membership roster.  Notices and agendas of meetings shall be posted on NERC’s 
Web site. 

4. A sector forum may make recommendations to any of the NERC committees and 
may submit a standards authorization request to the NERC Reliability Standards 
Development Procedure. 
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SECTION 800 — RELIABILITY ASSESSMENT AND 
PERFORMANCE ANALYSIS 
801. Objectives of the Reliability Assessment and Performance Analysis Program 

The objectives of the NERC reliability assessment and performance analysis program are 
to:  (1) conduct, and report the results of, an independent assessment of the overall 
reliability and adequacy of the interconnected North American bulk power systems, both 
as existing and as planned; (2) analyze off-normal events on the bulk power system; (3) 
identify the root causes of events that may be precursors of potentially more serious 
events; (4) assess past reliability performance for lessons learned; (5) disseminate 
findings and lessons learned to the electric industry to improve reliability performance; 
and (6) develop reliability performance benchmarks.  The final reliability assessment 
reports shall be approved by the board for publication to the electric industry and the 
general public. 

802. Scope of the Reliability Assessment Program 
1. The scope of the reliability assessment program shall include: 

1.1 Review, assess, and report on the overall electric generation and 
transmission reliability (adequacy and operating reliability) of the 
interconnected bulk power systems, both existing and as planned.  

1.2 Assess and report on the key issues, risks, and uncertainties that affect or 
have the potential to affect the reliability of existing and future electric 
supply and transmission. 

1.3 Review, analyze, and report on regional self-assessments of electric 
supply and bulk power transmission reliability, including reliability issues 
of specific regional concern. 

1.4 Identify, analyze, and project trends in electric customer demand, supply, 
and transmission and their impacts on bulk power system reliability. 

1.5 Investigate, assess, and report on the potential impacts of new and 
evolving electricity market practices, new or proposed regulatory 
procedures, and new or proposed legislation (e.g. environmental 
requirements) on the adequacy and operating reliability of the bulk power 
systems. 

2. The reliability assessment program shall be performed in a manner consistent 
with the reliability standards of NERC including but not limited to those that 
specify reliability assessment requirements.  
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803. Reliability Assessment Reports 
The number and type of periodic assessments that are to be conducted shall be at the 
discretion of NERC.  The results of the reliability assessments shall be documented in 
three reports: the long-term and the annual seasonal (summer) and the annual seasonal 
(winter) assessment reports.  NERC shall also conduct special reliability assessments 
from time to time as circumstances warrant.  The reliability assessment reports shall be 
reviewed and approved for publication by the board.  The three regular reports are 
described below. 

1. Long-Term Reliability Assessment Report — The annual long-term report shall 
cover a ten-year planning horizon.  The planning horizon of the long-term 
reliability assessment report shall be subject to change at the discretion of NERC.  
Detailed generation and transmission adequacy assessments shall be conducted 
for the first five years of the review period.  For the second five years of the 
review period, the assessment shall focus on the identification, analysis, and 
projection of trends in peak demand, electric supply, and transmission adequacy, 
as well as other industry trends and developments that may impact future electric 
system reliability.  Reliability issues of concern and their potential impacts shall 
be presented along with any mitigation plans or alternatives.  The long-term 
reliability assessment reports will generally be published in the fall (September) 
of each year.  NERC will also publish electricity supply and demand data 
associated with the long-term reliability assessment report.  

2. Summer Assessment Report — The annual summer seasonal assessment report 
typically shall cover the four-month (June–September) summer period.  It shall 
provide an overall perspective on the adequacy of the generation resources and 
the transmission systems necessary to meet projected summer peak demands.  It 
shall also identify reliability issues of interest and regional and subregional areas 
of concern in meeting projected customer demands and may include possible 
mitigation alternatives.  The report will generally be published in mid-May for the 
upcoming summer period. 

3. Winter Assessment Report — The annual winter seasonal assessment report 
shall cover the three-month (December–February) winter period.  The report shall 
provide an overall perspective on the adequacy of the generation resources and 
the transmission systems necessary to meet projected winter peak demands.  
Similar to the summer assessment, the winter assessment shall identify reliability 
issues of interest and regional and subregional areas of concern in meeting 
projected customer demands and may also include possible mitigation 
alternatives.  The winter assessment report will generally be published in mid-
November for the upcoming winter period. 

4. Special Reliability Assessment Reports — In addition to the long-term and 
seasonal reliability assessment reports, NERC shall also conduct special reliability 
assessments on a regional, interregional, and interconnection basis as conditions 
warrant, or as requested by the board or applicable governmental authorities.  The 
teams of reliability and technical experts also may initiate special assessments of 
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key reliability issues and their impacts on the reliability of a regions, subregions, 
or interconnection (or a portion thereof).  Such special reliability assessments may 
include, among other things, operational reliability assessments, evaluations of 
emergency response preparedness, adequacy of fuel supply, hydro conditions, 
reliability impacts of new or proposed environmental rules and regulations, and 
reliability impacts of new or proposed legislation that affects or has the potential 
to affect the reliability of the interconnected bulk power systems in North 
America.  

804. Reliability Assessment Data and Information Requirements 
To carry out the reviews and assessments of the overall reliability of the interconnected 
bulk power systems, the regional entities, regional reliability organizations and other 
entities shall provide sufficient data and other information requested by NERC in support 
of the annual long-term and seasonal assessments and any special reliability assessments.  

Some of the data provided for these reviews and assessment may be considered 
confidential from a competitive marketing perspective, a critical energy infrastructure 
information perspective, or for other purposes.  Such data shall be treated in accordance 
with the provisions of Section 1500 – Confidential Information.  

While the major sources of data and information for this program are the regional entities 
and regional reliability organizations, a team of reliability and technical experts is 
responsible for developing and formulating its own independent conclusions about the 
near-term and long-term reliability of the bulk power systems. 

In connection with the reliability assessment reports, requests shall be submitted to each 
of the regional entities or regional reliability organizations for required reliability 
assessment data and other information, and for each region’s self-assessment report.  The 
timing of the requests will be governed by the schedule for the preparation of the 
assessment reports. 

The regional self-assessments are to be conducted in compliance with NERC standards 
and the respective regional planning criteria.  The team(s) of reliability and technical 
experts shall also conduct interviews with the regional entities or regional reliability 
organizations as needed.  The summary of the regional self-assessments that are to be 
included in the assessment reports shall follow the general outline identified in NERC’s 
request.  This outline may change from time to time as key reliability issues change. 

In general, the regional reliability self-assessments shall address, among other areas, the 
following topics:  demand and net energy for load; assessment of projected resource 
adequacy; any transmission constraints that may impact bulk transmission adequacy and 
plans to alleviate those constraints; any unusual operating conditions that could impact 
reliability for the assessment period; fuel supply adequacy; the deliverability of 
generation (both internal and external) to load; and any other reliability issues in the 
region and their potential impacts on the reliability of the bulk power systems. 
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805. Reliability Assessment Process 
Based on their expertise, the review of the collected data, the review of the regional self-
assessment reports, and interviews with the regional entities or regional reliability 
organizations, as appropriate, the teams of reliability and technical experts shall perform 
an independent review and assessment of the generation and transmission adequacy of 
each region’s existing and planned bulk power system.  The results of the review teams 
shall form the basis of NERC’s long-term and seasonal reliability assessment reports.  
The review and assessment process is briefly summarized below. 

1. Resource Adequacy Assessment — The teams shall evaluate the regional 
demand and resource capacity data for completeness in the context of the overall 
resource capacity needs of the region.  The team shall independently evaluate the 
ability of the regional entity or regional reliability organization members to serve 
their obligations given the demand growth projections, the amount of existing and 
planned capacity, including committed and uncommitted capacity, contracted 
capacity, or capacity outside of the region.  If the region relies on capacity from 
outside of the region to meet its resource objectives, the ability to deliver that 
capacity shall be factored into the assessment.  The demand and resource capacity 
information shall be compared to the resource adequacy requirements of the 
regional entity or regional reliability organization for the year(s) or season(s) 
being assessed.  The assessment shall determine if the resource information 
submitted represents a reasonable and attainable plan for the regional entity or 
regional reliability organization and its members.  For cases of inadequate 
capacity or reserve margin, the regional entity or regional reliability organization 
will be requested to analyze and explain any resource capacity inadequacies and 
its plans to mitigate the reliability impact of the potential inadequacies.  The 
analysis may be expanded to include surrounding areas.  If the expanded analysis 
indicates further inadequacies, then an interregional problem may exist and will 
be explored with the applicable regions.  The results of these analyses shall be 
described in the assessment report. 

2. Transmission Adequacy and Operating Reliability Assessment — The teams 
shall evaluate transmission system information that relates to the adequacy and 
operating reliability of the regional transmission system.  That information shall 
include:  regional planning study reports, interregional planning study reports, 
and/or regional operational study reports.  If additional information is required, 
another data request shall be sent to the regional entity or regional reliability 
organization.  The assessment shall provide a judgment on the ability of the 
regional transmission system to operate reliably under the expected range of 
operating conditions over the assessment period as required by NERC reliability 
standards.  If sub-areas of the regional system are especially critical to the reliable 
operation of the regional bulk transmission system, these facilities or sub-areas 
shall be reviewed and addressed in the assessment.  Any areas of concern related 
to the adequacy or operating reliability of the system shall be identified and 
reported in the assessment. 
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3. Seasonal Operating Reliability Assessment — The team(s) shall evaluate the 
overall operating reliability of the regional bulk transmission systems.  In areas 
with potential resource adequacy or system operating reliability problems, 
operational readiness of the affected regional reliability organizations for the 
upcoming season shall be reviewed and analyzed.  The assessment may consider 
unusual but possible operating scenarios and how the system is expected to 
perform. Operating reliability shall take into account a wide range of activities, all 
of which should reinforce the regional entity’s or regional reliability 
organization’s ability to deal with the situations that might occur during the 
upcoming season.  Typical activities in the assessment may include: facility 
modifications and additions, new or modified operating procedures, emergency 
procedures enhancement, and planning and operating studies.  The teams shall 
report the overall seasonal operating reliability of the regional transmission 
systems in the annual summer and winter assessment reports. 

4. Reporting of Reliability Assessment Results — The teams of reliability and 
technical experts shall provide an independent assessment of the reliability of the 
regional entities, regional reliability organizations and the North American 
interconnected bulk power system for the period of the assessment.  While the 
regional entities or regional reliability organizations are relied upon to provide the 
information to perform such assessments, the review team is not required to 
accept the conclusions provided by the regional entities or regional reliability 
organizations.  Instead, the review team is expected, based on their expertise, to 
reach their own independent conclusions about the status of the adequacy of the 
generation and bulk power transmission systems of North America. 

The review team also shall strive to achieve consensus in their assessments.  The 
assessments that are made are based on the best information available at the time.  
However, since judgment is applied to this information, legitimate differences of 
opinion can develop.  Despite these differences, the review team shall work to 
achieve consensus on their findings. 

In addition to providing long-term and seasonal assessments in connection with 
the reliability assessment program, the review team of experts shall also be 
responsible for recommending new and revised reliability standards related to the 
reliability assessments and the reliability of the bulk power systems.  These 
proposals for new or revised standards shall be entered into NERC’s Standards 
Development Process. 

Upon completion of the assessment, the team shall share the results with the 
regional entities or regional reliability organizations.  The regional entities or 
regional reliability organizations shall be given the opportunity to review and 
comment on the conclusions in the assessment and to provide additional 
information as appropriate.  The reliability assessments and their conclusions are 
the responsibility of NERC’s technical review team and NERC. 

The preparation and approval of NERC’s reliability assessment reports shall 
follow a prescribed schedule including review, comment, and possible approval 
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by appropriate NERC committees.  The long-term and seasonal (summer and 
winter) reliability assessment reports shall be further reviewed for approval by the 
board for publication to the electric industry. 

806. Scope of the Reliability Performance and Analysis Program  
 The components of the program will include analysis of large-scale outages, 

disturbances, and near misses to determine root causes and lessons learned; identification 
and continuous monitoring of performance indices to detect emerging trends and signs of 
a decline in reliability performance; and communications of performance results, trends, 
recommendations, and initiatives to those responsible to take actions; followed with 
confirmation of actions to correct any deficiencies identified.  Within NERC, the 
reliability performance program will provide performance results to the standards 
development, compliance enforcement, and reliability readiness programs to make the 
necessary adjustments to preserve reliability based on a risk-based approach.  
Recommendations that result from this program are reviewed as part of the NERC 
readiness evaluation and improvement program. 

 
807. Analysis of Major Events 

Responding to major blackouts and other system disturbances or emergencies can be 
divided into four phases:  situational assessment and communications; situation tracking 
and communications; data collection, investigation, analysis, and reporting; and follow-
up on recommendations. 

1. NERC’s role following a blackout or other major bulk power system disturbance 
or emergency is to provide leadership, coordination, technical expertise, and 
assistance to the industry in responding to the event.  Working closely with the 
regional entities and reliability coordinators, NERC will coordinate and facilitate 
efforts among industry participants, and with state, federal, and provincial 
governments in the United States and Canada to support the industry’s response. 

2. When responding to any event where physical or cyber security is suspected as a 
cause or contributing factor to an event, NERC will immediately notify 
appropriate government agencies and coordinate its activities with them. 

3. During the conduct of some NERC analyses, assistance may be needed from 
government agencies.  This assistance could include: authority to require data 
reporting from affected or involved parties; communications with other agencies 
of government; investigations related to possible criminal or terrorist involvement 
in the event; resources for initial data gathering immediately after the event; 
authority to call meetings of affected or involved parties; and technical and 
analytical resources for studies. 

4. NERC shall work with other participants to establish a clear delineation of roles, 
responsibilities, and coordination requirements among industry and government 
for the investigation and reporting of findings, conclusions, and recommendations 
related to major blackouts, disturbances, or other emergencies affecting the bulk 
power system with the objective of avoiding, to the extent possible, multiple 
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investigations of the same event.  If the event is confined to a single regional 
entity, NERC representatives will participate as members of the regional entity 
analysis team. 

5. NERC and applicable entity(s) shall apply the NERC Blackout and Disturbance 
Response Procedures, which are incorporated into these rules as Appendix 8.  
These procedures provide a framework to guide NERC’s response to events that 
may have multiregional, national, or international implications.  Experienced 
industry leadership shall be applied to tailor the response to the specific 
circumstances of the event.  In accordance with that procedure, the NERC 
president will determine whether the event warrants analysis at the NERC-level.  
A regional entity may request that NERC elevate any analysis to a NERC level.  

6. NERC will screen and analyze the findings and recommendations from the 
analysis, and those with generic applicability will be disseminated to the industry 
in the form of operations or equipment alerts of three possible types: 

a. Advisory — these alerts are purely informational, intended to alert owners, 
operators, and users of the bulk power system to potential problems; 

b. Recommendation — these alerts are intended to recommend specific action be 
taken by  owners, operators, and users of the bulk power system; 

c. Required Action — these alerts are intended to require specific action by 
owners, operators, and users of the bulk power system.  Such alerts require 
NERC board approval before issuance. 

 
808. Analysis of Off-Normal Events and System Performance 

1. NERC shall analyze system and equipment performance events that do not rise to 
the level of a major blackout, disturbance, or system emergency, as described in 
section 807.  The purpose of these analyses is to identify the root causes of events 
that may be precursors of potentially more serious events, to assess past reliability 
performance for lessons learned, and to develop reliability performance 
benchmarks and trends. 

2. NERC will screen and analyze events for significance, and information from 
those with generic applicability will be disseminated to the industry in the form of 
operations or equipment alerts of three possible types: 

a. Advisory — these alerts are purely informational, intended to alert owners, 
operators, and users of the bulk power system to potential problems; 

b. Recommendation — these alerts are intended to recommend specific action be 
taken by owners, operators, and users of the bulk power system; 

c. Required Action — these alerts are intended to require specific action by 
owners, operators, and users of the bulk power system.  Such alerts require 
NERC board approval before issuance. 
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3. Members of NERC and bulk power systems owners, operators, and users shall 
provide NERC with detailed and timely operating experience information and 
data, and shall evaluate and take appropriate action on alerts issued by NERC.   

809. Reliability Benchmarking 
NERC shall identify and track key reliability indicators as a means of benchmarking 
reliability performance and measuring reliability improvements.  This program will 
include assessing available metrics, developing guidelines for acceptable metrics, 
maintaining a performance metrics “dashboard” on the NERC Web site, and developing 
appropriate reliability performance benchmarks. 

810. Information Exchange 
NERC shall disseminate the results of its events analysis findings and lessons learned to 
the industry.  Recommendations that result from this program will be reviewed as part of 
the readiness evaluation and improvement program and also be used to guide the 
reliability assessment program. 

811. Equipment Performance Data 
Through its Generating Availability Data System (GADS), NERC shall collect operating 
information about the performance of electric generating equipment; provide assistance 
to those researching information on power plant outages stored in its database; and 
support equipment reliability as well as availability analyses and other decision-making 
processes developed by GADS subscribers.  GADS data is also used in conducting 
assessments of generation resource adequacy. 
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SECTION 900 — TRAINING AND EDUCATION 
901. Scope of the Training and Education Program 

Maintaining the reliability of the bulk electric system through implementation of the 
Reliability Standards requires informed and trained personnel.  The training and 
education program will provide the education and training necessary for bulk power 
system personnel and regulators to obtain the essential knowledge necessary to 
understand and operate the bulk electric system. 

NERC shall develop and maintain training and education programs for the purpose of 
establishing training requirements, developing materials, and developing training 
activities.  The target audience of the training and education programs shall be bulk 
power system operating personnel including system operations personnel, operations 
support personnel (engineering and information technology), supervisors and managers, 
training personnel, and other personnel directly responsible for complying with NERC 
reliability standards who, through their actions or inactions, may impact the real-time, or 
day-ahead reliability of the bulk power system. 

NERC shall also develop and provide appropriate training and education for industry 
participants and regulators affected by new or changed reliability standards or 
compliance requirements. 

To accomplish those objectives: 

1. NERC shall periodically conduct job task analyses for targeted bulk power system 
personnel to ensure that the training program content is properly aligned to the job 
tasks performed by those personnel. 

2. NERC shall develop and maintain personnel training program curriculum 
requirements based on valid job-task analysis. 

3. NERC shall periodically conduct performance surveys to determine the 
effectiveness of the training program and identify areas for further training 
development and improvement. 

4. NERC shall develop training and education materials and activities to assist bulk 
power system entities implementing new or revised reliability standard 
requirements or other NERC-related changes. 

5. NERC shall develop and provide training to people who participate in NERC and 
regional entity evaluations, audits, and investigations for the compliance 
enforcement program, organization certification program, reliability readiness 
evaluation program, and the continuing education program. 

902. Continuing Education Program 
NERC shall develop and maintain a continuing education program to foster the 
improvement of training and to promote quality in the training programs used by and 
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implemented by bulk power system entities.  The program shall approve or accredit those 
activities and entities meeting NERC continuing education requirements. 

1. NERC shall develop and implement continuing education program requirements 
that promote excellence in training programs and advance improved performance 
for bulk system personnel identified in Section 901. 

2. NERC shall develop and maintain a process to approve or accredit continuing 
education providers and activities seeking approval or accreditation  and meeting 
NERC-approved continuing education requirements. 

3. NERC shall perform periodic audits on continuing educaiton providers and 
training activities to ensure that the approved or accredited providers and training 
activities satisfy NERC continuing education requirements. 

4. NERC shall develop and maintain an appeals process for disputed application 
reviews, interpretations of guidelines and standards, probation or suspension of 
NERC-approved provider status, or continuing education hour disputes. 
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SECTION 1000 — SITUATION AWARENESS AND 
INFRASTRUCTURE SECURITY 
1001. Situation Awareness 

NERC shall through the use of reliability coordinators and available tools, monitor 
present conditions on the bulk power system and provide leadership coordination, 
technical expertise, and assistance to the industry in responding to events as necessary.  
To accomplish these goals, NERC will: 

1. Maintain real-time situation awareness of conditions on the bulk power system; 

2. Notify the industry of significant bulk power system events that have occurred in 
one area, and which have the potential to impact reliability in other areas; 

3. Maintain and strengthen high-level communication, coordination, and cooperation 
with governments and government agencies regarding real-time conditions; and 

4. Enable the reliable operation of interconnected bulk power systems by facilitating 
information exchange and coordination among reliability service organizations. 

1002. Reliability Support Services 
NERC will provide tools and other support services for the benefit of reliability 
coordinators and other system operators, including the Area Control Error (ACE) and 
Frequency Monitoring System, NERC Hotline, Real-time Flows, System Data Exchange 
(SDX), Reliability Coordinator Information System (RCIS), Transmission Services 
Information Network (TSIN), Interchange Distribution Calculator (IDC), Interregional 
Security Network (ISN), and Central Repository for Security Events (CRC).  To 
accomplish this goal, NERC will: 

1. Maintain the reliability and effectiveness of all mission-critical operating 
reliability support systems and services; 

2. Continue to support maintenance of a transmission provider curtailment report on 
the CRC site in response to Federal Energy Regulatory Commission Order 605; 

3. Investigate and analyze the use of high-speed real-time system measurements, 
including phasors, in predicting the behavior and performance of the Eastern 
Interconnection; and 

4. Facilitate real-time voice and data exchange services among reliability 
coordinators (e.g., Hotline, Interregional Security Network, NERCnet, System 
Data Exchange, etc.).  

1003. Infrastructure Security Program 
NERC shall coordinate electric industry activities to promote critical infrastructure 
protection of the bulk power system in North America by taking a leadership role in 
critical infrastructure protection of the electricity sector so as to reduce vulnerability and 



Rules of Procedure of the North American Electric Reliability Corporation 

Effective _____ XX, 2007  74 

improve mitigation and protection of the electricity sector’s critical infrastructure.  To 
accomplish these goals, NERC shall perform the following functions. 

1. Electric Sector Information Sharing and Analysis Center (ESISAC) 

1.1 NERC shall serve as the electricity sector’s Sector Coordinator and 
operate its Information Sharing and Analysis Center to gather information 
and communicate security-related threats and incidents within the sector, 
with United States and Canadian government agencies, and with other 
critical infrastructure sectors. 

1.2 NERC shall improve the capability of the ESISAC to analyze security 
threats and incident information and provide situational assessments for 
the electricity sector and governments. 

1.3 NERC shall work closely with the United States Department of Homeland 
Security, Department of Energy, Natural Resources Canada, and Public 
Safety and Emergency Preparedness Canada. 

1.4 NERC shall strengthen and expand these functions and working 
relationships with the electricity sector, other critical infrastructure 
industries, governments, and government agencies throughout North 
America to ensure the protection of the infrastructure of the bulk power 
system.  

1.5 NERC shall fill the role of the Electricity Sector Coordinating Council and 
coordinate with the Government Coordinating Council. 

1.6 NERC shall coordinate with other critical infrastructure sectors through 
active participation with the other Sector Coordinating Councils, the other 
ISACs, and the National Infrastructure Advisory Committee. 

1.7 NERC shall encourage and participate in coordinated critical infrastructure 
protection exercises, including interdependencies with other critical 
infrastructure sectors. 

2. Security Planning 

2.1 NERC shall take a risk management approach to critical infrastructure 
protection, considering probability and severity, and recognizing that 
mitigation and recovery can be practical alternatives to prevention. 

2.2 NERC shall keep abreast of the changing threat environment through 
collaboration with government agencies.  

2.3 NERC shall develop criteria to identify critical physical and cyber assets, 
assess security threats, identify risk assessment methodologies, and assess 
effectiveness of physical and cyber protection measures. 
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2.4 NERC shall enhance and maintain the bulk power system critical spare 
transformer program, encourage increased participation by asset owners, 
and continue to assess the need to expand this program to include other 
critical bulk power system equipment. 

2.5 NERC shall support implementation of the Cyber Security Standard 
through education and outreach. 

2.6 NERC shall review and improve existing Security Guidelines, develop 
new Security Guidelines to meet the needs of the electricity sector, and 
consider whether any guidelines should be developed into standards. 

2.7 NERC shall conduct education and outreach initiatives to increase 
awareness and respond to the needs of the electricity sector. 

2.8 NERC shall strengthen relationships with federal, state, and provincial 
government agencies on critical infrastructure protection matters. 

2.9 NERC shall maintain and improve mechanisms for the sharing of sensitive 
or classified information with federal, state, and provincial government 
agencies on critical infrastructure protection matters; work with DOE and 
DHS to implement the National Infrastructure Protection Plan, as 
applicable to the electricity sector; and coordinate this work with PSEPC. 

2.10 NERC shall improve methods to better assess the impact of a possible 
physical attack on the bulk power system and means to deter, mitigate, and 
respond following an attack. 

2.11 NERC shall assess the results of vulnerability assessments and enhance 
the security of System Control and Data Acquisition (SCADA) and 
process control systems by developing methods to detect an emerging 
cyber attack and the means to mitigate impacts on the bulk power systems. 

2.12 NERC shall work with the National SCADA Test Bed and the Process 
Control Systems Forum to accelerate the development of technology that 
will enhance the security, safety, and reliability of process control and 
SCADA systems.  
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SECTION 1100 — ANNUAL NERC BUSINESS PLANS AND 
BUDGETS 
1101. Scope of Business Plans and Budgets 

The board shall determine the content of the budgets to be submitted to the applicable 
ERO governmental authorities with consultation from the members of the Members 
Representatives Committee, regional entities, and others in accordance with the bylaws.  
The board shall identify any activities outside the scope of NERC’s statutory reliability 
functions, if any, and the appropriate funding mechanisms for those activities. 

1102. NERC Funding and Cost Allocation 

1. In order that NERC’s costs shall be fairly allocated among interconnections and 
among regional entities, the NERC funding mechanism for all statutory functions 
shall be based on net energy for load (NEL). 

2. NERC’s costs shall be allocated so that all load (or, in the case of costs for an 
interconnection or regional entity, all load within that interconnection or regional 
entity) bears an equitable share of such costs based on NEL. 

3. Costs shall be equitably allocated between countries or regional entities thereof 
for which NERC has been designated or recognized as the electric reliability 
authority.  

4. Costs incurred to accomplish the statutory functions for one interconnection, 
regional entity, or group of entities will be directly assigned to that 
interconnection, regional entity, or group of entities provided that such costs are 
allocated equitably to end-users based on net energy for load. 

1103. NERC Budget Development 

1. The NERC annual budget process shall be initiated in March of each calendar 
year thereby allowing a sufficient amount of time for NERC to receive member 
inputs, develop the budget, and receive board and, where authorized by applicable 
legislation or agreement, ERO governmental authority approval of the NERC 
budget for the following fiscal year. 

2. The NERC budget submittal to ERO governmental authorities shall include 
provisions for all ERO functions, all regional entity delegated functions as 
specified in delegation agreements and reasonable reserves and contingencies. 

3. The NERC annual budget submittal to ERO governmental authorities shall 
include the following information:  (1) budget component justification based on 
statutory or other authorities; (2) how the budgeted activity lends itself to the 
accomplishment of the statutory or other authorities; (3) methods of calculating 
budget estimates; (4) who prioritizes competing needs; (5) how the budget meets 
the objectives of affordability, sustainability, and efficiency and effectiveness of 
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expenditures; (6) implementation to meet international standards; (7) 
transparency; and (8) accountability and execution in accordance with operating 
plan, performance measures, and shifting priorities.   

4. NERC shall develop, in consultation with the regional entities, a reasonable and 
consistent system of accounts, to allow a meaningful comparison of actual results 
at the NERC and regional entity level by the applicable ERO governmental 
authorities. 

1104. Submittal of Regional Entity Budgets to NERC 
1. Each regional entity shall submit its annual budget for carrying out its delegated 

authority functions as well as all other activities and funding to NERC no later 
than June 1 of the prior year, together with supporting materials including the 
regional entity’s complete business plan and organization chart, explaining the 
proposed collection of all dues, fees, and charges and the proposed expenditure of 
funds collected in sufficient detail to justify the requested funding collection and 
budget expenditures.  

2. NERC shall review and approve each regional entity’s budget for meeting the 
requirements of its delegated authority.  Concurrent with approving the NERC 
budget, NERC shall review and approve, or reject, each regional entity budget for 
filing. 

3. NERC shall also have the right to review from time to time, in reasonable 
intervals but no less frequently than every three years, the financial books and 
records of each regional entity having delegated authority in order to ensure that 
the documentation fairly represents in all material respects appropriate funding of 
delegated functions. 

1105. Submittal of NERC and Regional Entity Budgets to Governmental Authorities for 
Approval 
1. NERC shall file for approval by the applicable ERO governmental authorities at 

least 130 days in advance of the start of each fiscal year.  The filing shall include: 
(1) the complete NERC and regional entity budgets including the business plans 
and organizational charts approved by the board, (2) NERC’s annual funding 
requirement (including regional entity costs for delegated functions), (3) the 
previous year’s audited financial statements, and (4) the mechanism for assessing 
charges to recover that annual funding requirement, together with supporting 
materials in sufficient detail to support the requested funding requirement. 

2. NERC shall seek approval from each governmental authority requiring such 
approval for the funding requirements necessary to perform ERO activities within 
their jurisdictions. 
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1106. NERC and Regional Entity Billing and Collections 
1. NERC shall request the regional entities to identify all load-serving entities3 

within each regional entity and the NEL assigned to each load-serving entity, and 
the regional entities shall supply the requested information.  The assignment of a 
funding requirement to an entity shall not be the basis for determining that the 
entity must be registered in the compliance registry.   

2. NERC shall accumulate the NEL by load-serving entities for each ERO 
governmental authority and submit the proportional share of NERC funding 
requirements to each ERO governmental authority for approval together with 
supporting materials in sufficient detail to support the requested funding 
requirement. 

3. NEL reported by balancing authorities within a region shall be used to rationalize 
and validate amounts allocated for collection through regional entity or regional 
reliability organization processes. 

4. The billing and collection processes shall provide: 

4.1 A clear validation of billing and application of payments. 

4.2 A minimum of data requests to those being billed. 

4.3 Adequate controls to ensure integrity in the billing determinants including 
identification of entities responsible for funding NERC’s activities. 

4.4 Consistent billing and collection terms.   

5. NERC will bill and collect all budget requirements approved by applicable ERO 
governmental authorities (including the funds required to support those functions 
assigned to the regional entities through the delegation agreements) directly from 
the load-serving entities or their designees or as directed by particular ERO 
governmental authorities, except where the regional entity is required to collect 
the budget requirements for NERC, in which case the regional entity will collect 
directly from the load-serving entities or as otherwise provided by agreement and 
submit funds to NERC.  Alternatively, a load-serving entity may pay its allocated 
ERO costs through a regional entity managed collection mechanism.   

6. NERC shall set a minimum threshold limit on the billing of small LSEs to 
minimize the administrative burden of collection. 

7. NERC shall pursue any non-payments and shall request assistance from 
applicable governmental authorities as necessary to secure collection. 

                                                 
3 A regional entity shall allocate funding obligations using a NERC-approved alternative method, as stated in the regional 
delegation agreement. 
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8. In the case where a Regional Entity performs the collection for ERO, the Regional 
Entity will not be responsible for non-payment in the event that a user, owner or 
operator of the Bulk Power System does not pay its share of dues, fees and 
charges in a timely manner, provided that such a Regional Entity shall use 
reasonably diligent efforts to collect dues, fees, and other charges from all entities 
obligated to pay them.  However, any revenues not paid shall be recovered from 
others within the same region to avoid cross-subsidization between regions.   

9. Both NERC and the regional entities also may bill members or others for 
functions and services not within statutory requirements or otherwise authorized 
by the appropriate governmental authorities.  Costs and revenues associated with 
these functions and services shall be separately identified and not commingled 
with billings associated with the funding of NERC or of the regional entities for 
delegated activities. 

1107. Penalty Applications 
1. Where NERC or a regional entity initiates an investigation that leads to 

imposition of a penalty, the entity that initiated the investigation shall receive any 
penalty monies imposed and collected as a result of that investigation. 

2. All funds from financial penalties assessed in the United States received by the 
entity initiating the investigation shall be applied as a general offset to the entity’s 
budget requirements for the subsequent fiscal year.  Funds from financial 
penalties shall not be directly applied to any program maintained by the 
investigating entity.  Funds from financial penalties assessed against a Canadian 
entity shall be applied as specified by legislation or agreement. 

3. In the event that an investigation is performed jointly by NERC and a regional 
entity, the regional entity shall receive the penalty monies and offset the entity’s 
budget requirements for the subsequent fiscal year. 

4. Exceptions to the policy due to statutory or regulatory restrictions will be 
considered on a case-by-case basis. 

1108. Special Assessments 
On a demonstration of unforeseen and extraordinary circumstances requiring additional 
funds prior to the next funding cycle, NERC shall file with the applicable ERO 
governmental authorities, where authorized by applicable legislation or agreement, for 
authorization to collect a special assessment for statutory functions.  Such filing shall 
include supporting materials to justify the requested funding, including any departure 
from the approved funding formula or method.  
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SECTION 1200 — REGIONAL DELEGATION AGREEMENTS 
1201. Pro Forma Regional Delegation Agreement 

NERC shall develop and maintain a pro forma regional entity delegation agreement, 
which shall serve as the basis for negotiation of consistent agreements for the delegation 
of ERO functions to regional entities. 

1202. Regional Entity Essential Requirements 
NERC shall establish the essential requirements for an entity to become qualified and 
maintain good standing as a regional entity. 

1203. Negotiation of Regional Delegation Agreements 
NERC shall, for all areas of North America that have provided NERC with the 
appropriate authority, negotiate regional delegation agreements for the purpose of 
ensuring all areas of the North American bulk power systems are within a regional entity 
area.  In the event NERC is unable to reach agreement with regional entities for all areas, 
NERC shall provide alternative means and resources for implementing NERC functions 
within those areas.  No delegation agreement shall take effect until it has been approved 
by the appropriate ERO governmental authority. 

1204. Conformance to Rules and Terms of Regional Delegation Agreements 
NERC and each regional entity shall comply with all applicable ERO rules of procedure 
and the obligations stated in the regional delegation agreement. 

1205. Sub-delegation 
The regional entity shall not sub-delegate any responsibilities and authorities delegated to 
it by its regional delegation agreement with NERC. 

1206. Nonconformance to Rules or Terms of Regional Delegation Agreement 

If a regional entity is unable to comply or is not in compliance with an ERO rule of 
procedure or the terms of the regional delegation agreement, the regional entity shall 
immediately notify NERC in writing, describing the area of nonconformance and the 
reason for not being able to conform to the rule.  NERC shall evaluate each case and 
inform the affected regional entity of the results of the evaluation.  If NERC determines 
that a rule or term of the regional delegation agreement has been violated by an entity or 
cannot practically be implemented by an entity, NERC shall notify the applicable ERO 
governmental authorities and take any actions necessary to address the situation. 

1207. Regional Entity Audits 
Approximately every three years and more frequently if necessary for cause, NERC shall 
audit each regional entity to verify that the regional entity continues to comply with 
NERC rules of procedure and the obligations of NERC delegation agreement. 
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SECTION 1300 — COMMITTEES 
1301. Establishing Standing Committees 

The board may from time to time create standing committees.  In doing so, the board 
shall approve the charter of each committee and assign specific authority to each 
committee necessary to conduct business within that charter.  Each standing committee 
shall work within its board-approved charter and shall be accountable to the board for 
performance of its board-assigned responsibilities.  A NERC standing committee may not 
delegate its assigned work to a member forum, but, in its deliberations, may request the 
opinions of and consider the recommendations of a member forum. 

1302. Committee Membership 
Each committee shall have a defined membership composition that is explained in its 
charter.  Committee membership may be unique to each committee, and can provide for 
balanced decision-making by providing for representatives from each sector or, where 
sector representation will not bring together the necessary diversity of opinions, technical 
knowledge and experience in a particular subject area, by bringing together a wide 
diversity of opinions from industry experts with outstanding technical knowledge and 
experience in a particular subject area.  Committee membership shall also provide the 
opportunity for an equitable number of members from the United States and Canada, 
based approximately on proportionate net energy for load.  All committees and other 
subgroups (except for those organized on other than a sector basis because sector 
representation will not bring together the necessary diversity of opinions, technical 
knowledge and experience in a particular subject area) must ensure that no two 
stakeholder sectors are able to control the vote on any matter, and no single sector is able 
to defeat a matter. With regard to committees and subgroups pertaining to development 
of, interpretation of, or compliance with standards, NERC shall provide a reasonable 
opportunity for membership from sectors desiring to participate. Committees and 
subgroups organized on other than a sector basis shall be reported to the NERC board and 
the Member Representatives Committee, along with the reasons for constituting the 
committee or subgroup in the manner chosen. In such cases and subject to reasonable 
restrictions necessary to accomplish the mission of such committee or subgroup, NERC 
shall provide a reasonable opportunity for additional participation, as members or official 
observers, for sectors not represented on the committee or subgroup. 

1303. Procedures for Appointing Committee Members 
Committee members shall be nominated and selected in a manner that is open, inclusive, 
and fair.  Unless otherwise stated in these rules or approved by the board, all committee 
member appointments shall be approved by the board, and committee officers shall be 
appointed by the Chairman of the Board. 

1304. Procedures for Conduct of Committee Business 
1. Notice to the public of the dates, places, and times of meetings of all committees, 

and all nonconfidential material provided to committee members, shall be posted 
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on the Corporation’s Web site at approximately the same time that notice is given 
to committee members.  Meetings of all standing committees shall be open to the 
public, subject to reasonable limitations due to the availability and size of meeting 
facilities; provided that the meeting may be held in or adjourn to closed session to 
discuss matters of a confidential nature, including but not limited to personnel 
matters, compliance enforcement matters, litigation, or commercially sensitive or 
critical infrastructure information of any entity. 

2. NERC shall maintain a set of procedures, approved by the board, to guide the 
conduct of business by standing committees. 

1305. Committee Subgroups 
Standing committees may appoint subgroups using the same principles as in Section 
1302. 
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SECTION 1400 — AMENDMENTS TO THE NERC RULES OF 
PROCEDURE 
1401. Proposals for Amendment or Repeal of Rules of Procedure 

In accordance with the bylaws of NERC, requests to amend or repeal the rules of 
procedure may be submitted by (1) any ten members of NERC, which number shall 
include members from at least three membership segments, (2) the Member 
Representatives Committee, (3) a standing committee of NERC to whose function and 
purpose the rule pertains, or (4) an officer of the ERO.   

1402. Approval of Amendment or Repeal of Rules of Procedure 
Amendment to or repeal of rules of procedure shall be approved by the board after public 
notice and opportunity for comment in accordance with the bylaws of NERC.  In 
approving changes to the rules of procedure, the board shall consider the inputs of the 
Member Representatives Committee, other ERO committees affected by the particular 
changes to the rules, and other stakeholders as appropriate.  After board approval, the 
amendment or repeal shall be submitted to the ERO governmental authorities for 
approval, where authorized by legislation or agreement.  No amendment to or repeal of 
the rules of procedure shall be effective until it has been approved by the applicable ERO 
governmental authorities. 

1403. Alternative Procedure for Violation Risk Factors 
 In the event the standards development process fails to produce violation risk factors for a 

particular standard in a timely manner, the Board of Trustees may adopt violation risk 
factors for that standard after notice and opportunity for comment. In adopting violation 
risk factors, the board shall consider the inputs of the Member Representatives 
Committee and affected stakeholders. 
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SECTION 1500 — CONFIDENTIAL INFORMATION  
1501. Definitions 

1. Confidential information means (i) confidential business and market 
information; (ii) critical energy infrastructure information; (iii) personnel 
information that identifies or could be used to identify a specific individual, or 
reveals personnel, financial, medical, or other personal information; (iv) work 
papers, including any records produced for or created in the course of an 
evaluation or audit; (v) investigative files, including any records produced for or 
created in the course of an investigation; or (vi) cybersecurity incident 
information; provided, that public information developed or acquired by an entity 
shall be excluded from this definition. 

2. Confidential business and market information means any information that 
pertains to the interests of any entity, that was developed or acquired by that 
entity, and that is proprietary or competitively sensitive. 

3. Critical energy infrastructure information means information about proposed 
or existing critical infrastructure that (i) relates to the production, generation, 
transportation, transmission, or distribution of energy; (ii) could be useful to a 
person in planning an attack on critical infrastructure; and (iii) does not simply 
give the location of the critical infrastructure.  Additional guidance is available in 
NERC Security Guidelines for the Electricity Sector — Protecting Potentially 
Sensitive Information. 

4. Critical infrastructure means existing and proposed systems and assets, whether 
physical or virtual, the incapacity or destruction of which would negatively affect 
security, economic security, public health or safety, or any combination of those 
matters. 

5. Cybersecurity incident information means any information related to, 
describing, or which could be used to plan or cause a cybersecurity incident as 
defined in 18 C.F.R. § 39.1. 

1502. Protection of Confidential Information 
1. Identification of Confidential Information — An owner, operator, or user of 

the bulk power system and any other party (the “submitting entity”) shall mark as 
confidential any information that it submits to NERC or a regional entity (the 
“receiving entity”) that it reasonably believes contains confidential information as 
defined by these rules, indicating the category or categories defied in Section 
1501 in which the information falls.  If the information is subject to a prohibition 
on public disclosure in the Commission-approved rules of a regional transmission 
organization or independent system operator or a similar prohibition in applicable 
federal, state, or provincial laws, the submitting entity shall so indicate and 
provide supporting references and details.   
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2. Confidentiality — Except as provided herein, a receiving entity shall keep in 
confidence and not copy, disclose, or distribute any confidential information or 
any part thereof without the permission of the submitting entity, except as 
otherwise legally required. 

3. Information no longer Confidential – If a submitting entity concludes that 
information for which it had sought confidential treatment no longer qualifies for 
that treatment, the submitting entity shall promptly so notify NERC or the 
relevant regional entity. 

1503. Requests for Information 
1. Limitation — A receiving entity shall make information available only to one 

with a demonstrated need for access to the information from the receiving entity. 

2. Form of Request — A person with such a need may request access to 
information by using the following procedure: 

2.1 The request must be in writing and clearly marked “Request for 
Information.”   

2.2 The request must identify the individual or entity that will use the 
information, explain the requester’s need for access to the information, 
explain how the requester will use the information in furtherance of that 
need, and state whether the information is publicly available or available 
from another source or through another means. If the requester seeks 
access to information that is subject to a prohibition on public disclosure 
in the Commission-approved rules of a regional transmission organization 
or independent system operator or a similar prohibition in applicable 
federal, state, or provincial laws, the requester shall describe how it 
qualifies to receive such information. 

2.3 The request must stipulate that, if the requester does not seek public 
disclosure, the requester will maintain as confidential any information 
received for which a submitting party has made a claim of confidentiality 
in accordance with NERC’s rules. As a condition to gaining access to such 
information, a requester shall execute a non-disclosure agreement in a 
form approved by NERC’s board of trustees. 

3. Notice and Opportunity for Comment — Prior to any decision to disclose 
information marked as confidential, the receiving entity shall provide written 
notice to the submitting entity and an opportunity for the submitting entity to 
either waive objection to disclosure or provide comments as to why the 
confidential information should not be disclosed.  Failure to provide such 
comments or otherwise respond is not deemed waiver of the claim of 
confidentiality.  
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4. Determination by ERO or Regional Entity — Based on the information 
provided by the requester under Rule 1503.2, any comments provided by the 
submitting entity, and any other relevant available information, the chief 
executive officer or his or her designee of the receiving entity shall determine 
whether to disclose such information. 

5. Appeal — A person whose request for information is denied in whole or part may 
appeal that determination to the President of NERC (or the President’s designee) 
within 30 days of the determination.  Appeals filed pursuant to this Rule must be 
in writing, addressed to the President of NERC (or the President’s designee), and 
clearly marked “Appeal of Information Request Denial.”   

NERC will provide written notice of such appeal to the submitting entity and an 
opportunity for the submitting entity to either waive objection to disclosure or 
provide comments as to why the confidential information should not be disclosed; 
provided that any such comments must be received within 30 days of the notice 
and any failure to provide such comments or otherwise respond is not deemed a 
waiver of the claim of confidentiality. 

The President of NERC (or the President’s designee) will make a determination 
with respect to any appeal within 30 days.  In unusual circumstances, this time 
limit may be extended by the President of NERC (or the President’s designee), 
who will send written notice to the requester setting forth the reasons for the 
extension and the date on which a determination on the appeal is expected. 

6. Disclosure of Information — In the event the receiving entity, after following 
the procedures herein, determines to disclose information designated as 
confidential information, it shall provide the submitting entity no fewer than 21 
days’ written notice prior to releasing the information in order to enable such 
submitting entity to (a) seek an appropriate protective order or other remedy, (b) 
consult with the receiving entity with respect to taking steps to resist or narrow 
the scope of such request or legal process, or (c) waive compliance, in whole or in 
part, with the terms of this Rule. Should a receiving entity be required to disclose 
confidential information, or should the submitting entity waive objection to 
disclosure, the receiving entity shall furnish only that portion of the confidential 
information which the receiving entity’s counsel advises is legally required. 

1504. Employees, Contractors and Agents 
A receiving entity shall ensure that its officers, trustees, directors, employees, 
subcontractors and subcontractors’ employees, and agents to whom confidential 
information is exposed are under obligations of confidentiality that are at least as 
restrictive as those contained herein. 

1505. Provision of Information to FERC and Other Governmental Authorities 
1. Request — A request from FERC for reliability information with respect to 

owners, operators, and users of the bulk power system within the United States is 
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authorized by Section 215 of the Federal Power Act.  Other applicable ERO 
governmental authorities may have similar authorizing legislation that grants a 
right of access to such information.  Unless otherwise directed by FERC or its 
staff or the other ERO governmental authority requesting the information, upon 
receiving such a request, a receiving entity shall provide contemporaneous notice 
to the applicable submitting entity.  In its response to such a request, a receiving 
entity shall preserve any mark of confidentiality and shall notify FERC or other 
appropriate governmental authorities that the submitting entity has marked the 
information as confidential. 

 
2. Continued Confidentiality — Each receiving entity shall continue to treat as 

confidential all confidential information that it has submitted to NERC or to 
FERC or another appropriate ERO governmental authority, until such time as 
FERC or the other appropriate ERO governmental authority authorizes disclosure 
of such information. 

 
1506. Permitted Disclosures 

1. Confirmed Violations — Nothing in this Section 1500 shall prohibit the 
disclosure of a violation at the point when the matter is filed with an appropriate 
governmental authority as a notice of penalty, the “violator” admits to the 
violation, or the alleged violator and NERC or the regional entity reach a 
settlement regarding the violation.  

 
2. Compliance Information — NERC and the regional entities are authorized to 

exchange confidential information related to evaluations, audits, and 
investigations in furtherance of the compliance and enforcement program, on 
condition they continue to maintain the confidentiality of such information. 

 
1507. Remedies for Improper Disclosure 

Any person engaged in NERC or regional entity activity under section 215 of the Federal 
Power Act or the equivalent laws of other appropriate governmental authorities who 
improperly discloses information determined to be confidential may lose access to 
confidential information on a temporary or permanent basis and may be subject to 
adverse personnel action, including suspension or termination. Nothing in Section 1500 
precludes an entity whose information was improperly disclosed from seeking a remedy 
in an appropriate court. 
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SECTION 100 — APPLICABILITY OF RULES OF PROCEDURE 
NERC and NERC members shall comply with these rules of procedure.  Each regional entity 
shall comply with these rules of procedure as applicable to functions delegated to the regional 
entity by NERC or as required by an appropriate governmental authority or as otherwise 
provided. 

Each bulk power system owner, operator, and user shall comply with all rules of procedure of 
NERC that are made applicable to such entities by approval pursuant to applicable legislation or 
regulation, or pursuant to agreement. 

Any entity that is unable to comply or that is not in compliance with a NERC rule of procedure 
shall immediately notify NERC in writing, stating the rule of concern and the reason for not 
being able to comply with the rule.   

NERC shall evaluate each case and inform the entity of the results of the evaluation.  If NERC 
determines that a rule has been violated, or cannot practically be complied with, NERC shall 
notify the applicable governmental authorities and take such other actions as NERC deems 
appropriate to address the situation. 

NERC shall comply with each approved reliability standard that identifies NERC or the electric 
reliability organization as a responsible entity.  Regional Entities shall comply with each 
approved reliability standard that identifies Regional Entities as responsible entities.  A violation 
by NERC or a Regional Entity of such a reliability standard shall constitute a violation of these 
Rules of Procedure. 
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SECTION 200 — DEFINITIONS OF TERMS 
201. General 

For purposes of NERC rules of procedure, the terms defined in Section 202 shall have the 
meaning set forth therein.  Other terms are defined within particular sections of the rules 
of procedure.  Other terms used but not defined in the rules of procedure shall be defined 
in NERC’s Bylaws, the NERC Glossary of Terms Used in Reliability Standards adopted 
in conjunction with NERC’s Reliability Standards, or in accordance with their commonly 
understood and used technical meanings in the electric power industry, including 
applicable codes and standards. 

202. Specific Definitions 
 “Board” means the Board of Trustees of NERC. 

“Bulk power system” means facilities and control systems necessary for operating an 
interconnected electric energy supply and transmission network (or any portion thereof), 
and electric energy from generating facilities needed to maintain transmission system 
reliability. The term does not include facilities used in the local distribution of electric 
energy. 

 “Canadian” means one of the following: (a) a company or association incorporated or 
organized under the laws of Canada, or its designated representative(s) irrespective of 
nationality; (b) an agency of a federal, provincial, or local government in Canada, or its 
designated representative irrespective(s) of nationality; or (c) a self-representing 
individual who is a Canadian citizen residing in Canada. 

“Confirmed violation” is one for which an entity has: 1) accepted the finding of the 
violation by a regional entity or NERC and will not seek an appeal, 2) completed the 
appeals process within NERC, or 3) allowed the time for submitting an appeal to NERC 
to expire.    

“Electric reliability organization” or “ERO” means the organization that is certified by 
the Commission under Section 39.3 of its regulations, the purpose of which is to establish 
and enforce Reliability Standards for the bulk power system in the United States. The 
organization may also have received recognition by applicable governmental authorities 
in Canada and Mexico to establish and enforce reliability standards for the bulk power 
systems of the respective countries. 

“Entity variance” means an aspect of a reliability standard that applies only within a 
particular entity or a subset of entities within a limited portion of a regional entity, such 
as a variance that would apply to a regional transmission organization or particular 
market or to a subset of bulk power system owners, operators or users.  An entity 
variance may not be inconsistent with or less stringent than the reliability standards as it 
would otherwise exist without the entity variance.  An entity variance shall be approved 
only through the NERC standards development procedure and shall be made part of the 
NERC reliability standards. 
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“ERO governmental authority” is a government agency that has subject matter 
jurisdiction over the reliability of the bulk power system within its jurisdictional territory.  
In the United States, the ERO governmental authority is the Federal Energy Regulatory 
Commission.  In Canada, the ERO governmental authority resides with applicable federal 
and provincial governments who may delegate duties and responsibilities to other 
entities.  Use of the term is intended to be inclusive of all applicable authorities in the 
United States, Canada, and Mexico, and is not restricted to those listed here. 

“Net Energy for Load” or “NEL” means net generation of an electric system plus energy 
received from others less energy delivered to others through interchange.  It includes 
system losses but excludes energy required for the storage of energy at energy storage 
facilities. 

“Regional reliability organization” means each of the following organizations or any 
successor organizations: Electric Reliability Council of Texas, Florida Reliability 
Coordinating Council, Midwest Reliability Organization, Northeast Power Coordinating 
Council, ReliabilityFirst Corporation, SERC Reliability Corporation, Southwest Power 
Pool, and Western Electricity Coordinating Council. 

“Reliable operation” means operating the elements of the bulk power system within 
equipment and electric system thermal, voltage, and stability limits so that instability, 
uncontrolled separation, or cascading failures of such system will not occur as a result of 
a sudden disturbance, including a cyber security incident, or unanticipated failure of 
system elements. 

“Regional criteria” means reliability requirements developed by a regional reliability 
organization that are necessary to implement, to augment, or to comply with reliability 
standards, but which are not reliability standards.  Such regional criteria may be 
necessary to account for physical differences in the bulk power system but are not 
inconsistent with reliability standards nor do they result in lesser reliability.  Such 
regional criteria are not enforceable pursuant to NERC-delegated authorities, but may be 
enforced through other available mechanisms.  Regional criteria may include specific 
acceptable operating or planning parameters, guides, agreements, protocols or other 
documents. 

“Regional reliability standard” means a type of reliability standards that is applicable 
only within a particular regional entity or group of regional entities.  A regional reliability 
standard may augment, add detail to, or implement another reliability standard or cover 
matters not addressed by other reliability standards.  Regional reliability standards, upon 
adoption by NERC and approval by the applicable ERO governmental authority(ies), 
shall be reliability standards and shall be enforced within the applicable regional entity or 
regional entities pursuant to delegated authorities. 

“Reliability standard” means a requirement to provide for reliable operation of the bulk 
power system, including without limiting the foregoing, requirements for the operation of 
existing bulk power system facilities, including cyber security protection, and including 
the design of planned additions or modifications to such facilities to the extent necessary 
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for reliable operation of the bulk power system, but the term does not include any 
requirement to enlarge bulk power system facilities or to construct new transmission 
capacity or generation capacity. A reliability standard shall not be effective in the United 
States until approved by the Federal Energy Regulatory Commission and shall not be 
effective in other jurisdictions until made or allowed to become effective by the applicable 
governmental authority.  

“Variance” means an aspect or element of a reliability standard that applies only within a 
particular regional entity or group of regional entities, or to a particular entity or class of 
entities.  A variance allows an alternative approach to meeting the same reliability 
objective as the reliability standard, and is typically necessitated by a physical difference.  
A variance is embodied within a reliability standard and as such, if adopted by NERC and 
approved by the ERO governmental authority, shall be enforced within the applicable 
regional entity or regional entities pursuant to delegated authority.  
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SECTION 300 — RELIABILITY STANDARDS DEVELOPMENT 
301. General 

NERC shall develop and maintain reliability standards that apply to bulk power system 
owners, operators, and users and that enable NERC and regional entities to measure the 
reliability performance of bulk power system owners, operators, and users; and to hold 
them accountable for reliable operation of the bulk power systems.  The reliability 
standards shall be technically excellent, timely, just, reasonable, not unduly 
discriminatory or preferential, in the public interest, and consistent with other applicable 
standards of governmental authorities. 

302. Essential Attributes for Technically Excellent Reliability Standards 
1. Applicability — Each reliability standard shall clearly identify the functional 

classes of entities responsible for complying with the reliability standard, with any 
specific additions or exceptions noted.  Such functional classes1 include: 
reliability coordinators, balancing authorities, transmission operators, 
transmission owners, generator operators, generator owners, interchange 
authorities, transmission service providers, market operators, planning authorities, 
transmission planners, resource planners, load-serving entities, purchasing-selling 
entities, and distribution providers.  Each reliability standard shall also identify 
the geographic applicability of the standard, such as the entire North American 
bulk power system, an interconnection, or within a regional entity area.  A 
standard may also identify any limitations on the applicability of the standard 
based on electric facility characteristics. 

2. Reliability Objectives — Each reliability standard shall have a clear statement of 
purpose that shall describe how the standard contributes to the reliability of the 
bulk power system.  The following general objectives for the bulk power system 
provide a foundation for determining the specific objective(s) of each reliability 
standard: 

2.1 Reliability Planning and Operating Performance — Bulk power 
systems shall be planned and operated in a coordinated manner to perform 
reliably under normal and abnormal conditions. 

2.2 Frequency and Voltage Performance — The frequency and voltage of 
bulk power systems shall be controlled within defined limits through the 
balancing of real and reactive power supply and demand. 

2.3 Reliability Information — Information necessary for the planning and 
operation of reliable bulk power systems shall be made available to those 
entities responsible for planning and operating bulk power systems. 

                                                 
1 These functional classes of entities are derived from NERC’s Reliability Functional Model.  When a standard identifies a class 
of entities to which it applies, that class must be defined in the Glossary of Terms Used in Reliability Standards. 
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2.4 Emergency Preparation — Plans for emergency operation and system 
restoration of bulk power systems shall be developed, coordinated, 
maintained, and implemented. 

2.5 Communications and Control — Facilities for communication, 
monitoring, and control shall be provided, used, and maintained for the 
reliability of bulk power systems. 

2.6 Personnel — Personnel responsible for planning and operating bulk 
power systems shall be trained and qualified, and shall have the 
responsibility and authority to implement actions. 

2.7 Wide-area View — The reliability of the bulk power systems shall be 
assessed, monitored, and maintained on a wide-area basis. 

2.8 Security ⎯ Bulk power systems shall be protected from malicious 
physical or cyber attacks. 

3. Performance Requirement or Outcome — Each reliability standard shall state 
one or more performance requirements, which if achieved by the applicable 
entities, will provide for a reliable bulk power system, consistent with good utility 
practices and the public interest.  Each requirement is not a “lowest common 
denominator” compromise, but instead achieves an objective that is the best 
approach for bulk power system reliability, taking account of the costs and 
benefits of implementing the proposal. 

4. Measurability — Each performance requirement shall be stated so as to be 
objectively measurable by a third party with knowledge or expertise in the area 
addressed by that requirement.  Each performance requirement shall have one or 
more associated measures used to objectively evaluate compliance with the 
requirement.  If performance can be practically measured quantitatively, metrics 
shall be provided to determine satisfactory performance. 

5. Technical Basis in Engineering and Operations — Each reliability standard 
shall be based upon sound engineering and operating judgment, analysis, or 
experience, as determined by expert practitioners in that particular field. 

6. Completeness — Reliability standards shall be complete and self-contained.  The 
standards shall not depend on external information to determine the required level 
of performance. 

7. Consequences for Noncompliance ⎯ In combination with guidelines for 
penalties and sanctions, as well as other ERO and regional entity compliance 
documents, the consequences of violating a standard are clearly presented to the 
entities responsible for complying with the standards. 

8. Clear Language ⎯ Each reliability standard shall be stated using clear and 
unambiguous language.  Responsible entities, using reasonable judgment and in 
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keeping with good utility practices, are able to arrive at a consistent interpretation 
of the required performance. 

9. Practicality — Each reliability standard shall establish requirements that can be 
practically implemented by the assigned responsible entities within the specified 
effective date and thereafter. 

10. Consistent Terminology — To the extent possible, reliability standards shall use 
a set of standard terms and definitions that are approved through the NERC 
reliability standards development process. 

303. Relationship between Reliability Standards and Competition 
To ensure reliability standards are developed with due consideration of impacts on 
competition, to ensure standards are not unduly discriminatory or preferential, and 
recognizing that reliability is an essential requirement of a robust North American 
economy, each reliability standard shall meet all of these market-related objectives: 

1. Competition — A reliability standard shall not give any market participant an 
unfair competitive advantage. 

2. Market Structures — A reliability standard shall neither mandate nor prohibit 
any specific market structure. 

3. Market Solutions — A reliability standard shall not preclude market solutions to 
achieving compliance with that standard. 

4. Commercially Sensitive Information — A reliability standard shall not require 
the public disclosure of commercially sensitive information or other confidential 
information.  All market participants shall have equal opportunity to access 
commercially non-sensitive information that is required for compliance with 
reliability standards. 

5. Adequacy — NERC shall not set standards defining an adequate amount of, or 
requiring expansion of, bulk power system resources or delivery capability. 

304. Essential Principles for the Development of Reliability Standards 

NERC shall develop reliability standards in accordance with the NERC Reliability 
Standards Development Procedure, which is incorporated into these rules as Appendix 
3A.  Appeals in connection with the development of a reliability standard shall also be 
conducted in accordance with the NERC Reliability Standards Development Procedure. 
Any amendments or revisions to the Reliability Standards Development Procedure shall 
be consistent with the following essential principles: 

1. Openness — Participation shall be open to all persons who are directly and 
materially affected by the reliability of the North American bulk power system.  
There shall be no undue financial barriers to participation.  Participation shall not 
be conditional upon membership in NERC or any other organization, and shall 
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not be unreasonably restricted on the basis of technical qualifications or other 
such requirements. 

2. Transparency — The process shall be transparent to the public. 

3. Consensus-building — The process shall build and document consensus for each 
standard, both with regard to the need and justification for the standard and the 
content of the standard. 

4. Fair Balance of Interests — The process shall fairly balance interests of all 
stakeholders and shall not be dominated by any single interest category. 

5. Due Process — Development of standards shall provide reasonable notice and 
opportunity for any person with a direct and material interest to express views on 
a proposed standard and the basis for those views, and to have that position 
considered in the development of the standards. 

6. Timeliness — Development of standards shall be timely and responsive to new 
and changing priorities for reliability of the bulk power system. 

305. Registered Ballot Body 
NERC reliability standards shall be approved by a registered ballot body prior to 
submittal to the board and then to ERO governmental authorities for their approval, 
where authorized by applicable legislation or agreement.  This Section 305 sets forth the 
rules pertaining to the composition of, and eligibility to participate in, the registered 
ballot body. 

1. Eligibility to Vote on Standards — Any person or entity may join the registered 
ballot body to vote on standards, whether or not such person or entity is a member 
of NERC. 

2. Inclusive Participation — The segment qualification guidelines are inclusive; 
i.e., any entity with a legitimate interest in the reliability of the bulk power system 
that can meet any one of the eligibility criteria for a segment is entitled to belong 
to and vote in each segment for which it qualifies, subject to limitations defined in 
Sections 305.3 and 305.5. 

3. General Criteria for Registered Ballot Body Membership — The general 
criteria for membership in the segments are: 

3.1 Multiple Segments — A corporation or other organization with integrated 
operations or with affiliates that qualifies to belong to more than one 
segment (e.g., transmission owners and load serving entities) may join 
once in each segment for which it qualifies, provided that each segment 
constitutes a separate membership and the organization is represented in 
each segment by a different representative.  Affiliated entities are 
collectively limited to one membership in each segment for which they are 
qualified. 
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3.2 Withdrawing from a Segment or Changing Segments — After its 
initial registration in a segment, each registered participant may elect to 
withdraw from a segment or apply to change segments at any time. 

3.3 Review of Segment Criteria — The board shall review the qualification 
guidelines and rules for joining segments at least every three years to 
ensure that the process continues to be fair, open, balanced, and inclusive.  
Public input will be solicited in the review of these guidelines. 

4. Proxies for Voting on Standards — Any registered participant may designate an 
agent or proxy to vote on its behalf.  There are no limits on how many proxies an 
agent may hold.  However, for the proxy to be valid, NERC must have in its 
possession written documentation signed by the representative of the registered 
participant that the voting right by proxy has been transferred from the registered 
participant to the agent.   

5. Stakeholder Segments — The specific criteria for membership in each registered 
ballot body segment are defined in the Reliability Standards Development 
Procedure in Appendix 3A. 

6. Review of Stakeholder Segment Entries  
 NERC shall review all applications for joining the registered ballot body, and 

shall make a determination of whether the applicant’s self-selection of a segment 
satisfies at least one of the guidelines to belong to that segment.  The entity shall 
then become eligible to participate as a voting member of that segment.  The 
Standards Committee shall resolve disputes regarding eligibility for membership 
in a segment, with the applicant having the right of appeal to the board. 

306. Standards Committee 
The Standards Committee shall provide oversight of the reliability standards development 
process to ensure stakeholder interests are fairly represented.  The Standards Committee 
shall not under any circumstance change the substance of a draft or approved standard.  

1. Membership — The Standards Committee is a representative committee 
comprising representatives of two members of each of the segments in the 
registered ballot body. 

2. Elections — Standards Committee members are elected for staggered (one per 
segment per year) two-year terms by the respective stakeholder segments in 
accordance with the Procedure for the Election of Members of the NERC 
Standards Committee, which is incorporated into these rules as Appendix 2.  
Segments may use their own election procedure if such a procedure is ratified by 
two-thirds of the members of a segment and approved by the board. 

3. Canadian Representation  
3.1 Provision for Sufficient Canadian Representation — If any regular 

election of Standards Committee members does not result in at least two 
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Canadian members on the Standards Committee, the Canadian nominees 
who were not elected but who received the next highest percentage of 
votes within their respective segment(s) will be designated as additional 
members of the Standards Committee, as needed to achieve a total of two 
Canadian members. 

3.2 Terms of Specially Designated Canadian Members — Each specially 
designated Canadian member of the Standards Committee shall have a 
term ending with the next annual election. 

3.3 Segment Preference — If any segment has an unfilled representative 
position on the Standards Committee following the annual election, the 
first preference is to assign each specially designated Canadian 
representative to a segment with an unfilled representative position for 
which his or her organization qualifies. 

3.4 Rights of Specially Designated Canadian Members — Any specially 
designated Canadian members of the Standards Committee shall have the 
same rights and obligations as all other members of the Standards 
Committee.   

4. Open Meetings — All meetings of the Standards Committee shall be open and 
publicly noticed on the NERC Web site. 

307. Standards Process Manager  
NERC shall assign a standards process manager to administer the development of 
reliability standards.  The standards process manager shall be responsible for ensuring 
that the development and revision of standards are in accordance with the NERC 
Reliability Standards Development Procedure.  The standards process manager shall 
work to achieve the highest degree of integrity and consistency of quality and 
completeness of the reliability standards.  The standards process manager shall coordinate 
with any regional entities that develop regional reliability standards to ensure those 
standards are effectively integrated with the NERC reliability standards. 

308. Steps in the Development of Reliability Standards 
1. Procedure — NERC shall develop reliability standards through the process set 

forth in the NERC Reliability Standards Development Procedure (Appendix 3A). 
The procedure includes a provision for approval of urgent action standards that 
can be completed within 60 days and emergency actions that may be further 
expedited. 

2. Board Approval — Reliability standards or revisions to reliability standards 
approved by the ballot pool in accordance with the Reliability Standards 
Development Procedure shall be submitted for approval by the board.  No 
reliability standard or revision to a reliability standard shall be effective unless 
approved by the board. 
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3. Governmental Approval — After receiving board approval, a reliability 
standard or revision to a reliability standard shall be submitted to all applicable 
ERO governmental authorities in accordance with Section 309.  No reliability 
standard or revision to a reliability standard shall be effective within a geographic 
area over which an ERO governmental authority has jurisdiction unless approved 
by such ERO governmental authority or is otherwise made effective pursuant to 
the laws applicable to such ERO governmental authority. 

309. Filing of Reliability Standards for Approval by ERO Governmental Authorities 
1. Filing of Reliability Standards for Approval — Where authorized by applicable 

legislation or agreement, NERC shall file with the applicable ERO governmental 
authorities each reliability standard, modification to a reliability standard, or 
withdrawal of a standard that is approved by the board.  Each filing shall be in the 
format required by the ERO governmental authority and shall include:  a concise 
statement of the basis and purpose of the standard; the text of the standard; the 
implementation plan for the reliability standard; a demonstration that the standard 
meets the essential attributes of reliability standards as stated in Section 302; the 
drafting team roster; the ballot pool and final ballot results; and a discussion of 
public comments received during the development of the reliability standard and 
the consideration of those comments. 

2. Remanded Reliability Standards and Directives to Develop Standards — If 
an ERO governmental authority remands a reliability standard to NERC or directs 
NERC to develop a reliability standard, NERC shall within five (5) business days 
notify all other applicable ERO governmental authorities, and shall within thirty 
(30) calendar days report to all ERO governmental authorities a plan and 
timetable for modification or development of the reliability standard.  Standards 
that are remanded or directed by an ERO governmental authority shall be 
modified or developed using the Reliability Standards Development Procedure.  
NERC shall, during the development of a modification for the remanded standard 
or directed standard, consult with other ERO governmental authorities to 
coordinate any impacts of the proposed standards in those other jurisdictions.  The 
urgent approval action procedure may be applied if necessary to meet a timetable 
for action required by the ERO governmental authorities, respecting to the extent 
possible the provisions in the standards development process for reasonable notice 
and opportunity for public comment, due process, openness, and a balance of 
interest in developing reliability standards. 

3. Directives to Develop Standards under Extraordinary Circumstances — An 
ERO governmental authority may, on its own initiative, determine that 
extraordinary circumstances exist requiring expedited development of a reliability 
standard.  In such a case, the applicable agency may direct the development of a 
standard within a certain deadline.  NERC staff shall prepare the standards 
authorization request and seek a stakeholder sponsor for the request.  If NERC is 
unable to find a sponsor for the proposed standard, NERC will be designated as 
the requestor.  The proposed standard will then proceed through the standards 
development process, using the urgent and emergency action procedures 



Rules of Procedure of the North American Electric Reliability Corporation 

Effective _____ XX, 2007  12 

described in the Reliability Standards Development Procedure as necessary to 
meet the specified deadline.  The timeline will be developed to respect, to the 
extent possible, the provisions in the standards development process for 
reasonable notice and opportunity for public comment, due process, openness, 
and a balance of interests in developing reliability standards. 

3.1 Consistent with all reliability standards developed under the urgent or 
emergency action process, each of the three possible follow-up actions as 
documented in the Reliability Standards Development Procedure are to be 
completed through the standards development process and are subject to 
approval by the ERO governmental authorities in the U.S. and Canada. 

310. Reliability Standards Annual Work Plan 
NERC shall develop and provide an annual work plan for development of reliability 
standards to the applicable ERO governmental authorities.  NERC shall consider the 
comments and priorities of the ERO governmental authorities in developing and updating 
the work plan.  Each annual work plan shall include a progress report comparing results 
achieved to the prior year’s plan. 

311. Regional Entity Standards Development Procedures 

1. NERC Approval of Regional Entity Reliability Standards Development 
Procedure — To enable a regional entity to develop regional reliability standards 
that are to be recognized and made part of NERC reliability standards, a regional 
entity may request NERC to approve a regional entity reliability standards 
development procedure. 

2. Public Notice and Comment on Regional Reliability Standards Development 
Procedure — Upon receipt of such a request, NERC shall publicly notice and 
request comment on the proposed regional standards development procedure, 
allowing a minimum of 45 days for comment.  The regional entity shall have an 
opportunity to resolve any objections identified in the comments and may choose 
to withdraw the request, revise the procedure and request another posting for 
comment, or submit the procedure, along with its consideration of any objections 
received, for approval by NERC. 

3. Evaluation of Regional Reliability Standards Development Procedure —
NERC shall evaluate whether a regional reliability standards development 
procedure meets the criteria listed below and shall consider stakeholder 
comments, any unresolved stakeholder objections, and the consideration of 
comments provided by the regional entity, in making that determination.  If 
NERC determines the regional reliability standards development procedure meets 
these requirements, the procedure shall be submitted to the board for approval.  
The board shall consider the recommended action, stakeholder comments, any 
unresolved stakeholder comments, and the regional entity consideration of 
comments in determining whether to approve the regional reliability standards 
development procedure. 
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3.1 Evaluation Criteria — The regional reliability standards development 
procedure shall be: 

3.1.1 Open — The regional reliability standards development procedure 
shall provide that any person or entity who is directly and 
materially affected by the reliability of the bulk power systems 
within the regional entity shall be able to participate in the 
development and approval of reliability standards.  There shall be 
no undue financial barriers to participation.  Participation shall not 
be conditional upon membership in the regional entity, a regional 
entity or any organization, and shall not be unreasonably restricted 
on the basis of technical qualifications or other such requirements. 

3.1.2 Inclusive — The regional reliability standards development 
procedure shall provide that any person with a direct and material 
interest has a right to participate by expressing an opinion and its 
basis, having that position considered, and appealing through an 
established appeals process if adversely affected. 

3.1.3 Balanced — The regional reliability standards development 
procedure shall have a balance of interests and shall not permit any 
two interest categories to control the vote on a matter or any single 
interest category to defeat a matter. 

3.1.4 Due Process — The regional reliability standards development 
procedure shall provide for reasonable notice and opportunity for 
public comment.  At a minimum, the procedure shall include 
public notice of the intent to develop a standard, a public comment 
period on the proposed standard, due consideration of those public 
comments, and a ballot of interested stakeholders. 

3.1.5 Transparent — All actions material to the development of 
regional reliability standards shall be transparent.  All standards 
development meetings shall be open and publicly noticed on the 
regional entity’s Web site. 

3.1.6 Accreditation of Regional Standards Development Procedure 
— A regional entity’s reliability standards development procedure 
that is accredited by the American National Standards Institute or 
the Standards Council of Canada shall be deemed to meet the 
criteria listed in this Section 311.3.1, although such accreditation is 
not a prerequisite for approval by NERC. 

3.1.7 Use of NERC Procedure — A regional entity may adopt the 
NERC Reliability Standards Development Procedure as the 
regional reliability standards development procedure, in which 
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case the regional entity’s procedure shall be deemed to meet the 
criteria listed in this Section 311.3.1. 

4. Revisions of Regional Reliability Standards Development Procedures — Any 
revision to a regional reliability standards development procedure shall be subject 
to the same approval requirements set forth in Sections 311.1 through 311.3. 

5. Duration of Regional Reliability Standards Development Procedures — The 
regional reliability standards development procedure shall remain in effect until 
such time as it is replaced with a new version approved by NERC or it is 
withdrawn by the regional entity.  The regional entity may, at its discretion, 
withdraw its regional reliability standards development procedure at any time. 

312. Regional Reliability Standards  
1. Basis for Regional Reliability Standards — Regional entities may propose 

regional reliability standards that set more stringent reliability requirements than 
the NERC reliability standard or cover matters not covered by an existing NERC 
reliability standard.  Such regional reliability standards shall in all cases be 
approved by NERC and made part of the NERC reliability standards and shall be 
enforceable in accordance with the delegation agreement between NERC and the 
regional entity or other instrument granting authority over enforcement to the 
regional entity.  No entities other than NERC and the regional entity shall be 
permitted to develop regional reliability standards that are enforceable under 
statutory authority delegated to NERC and the regional entity. 

2. Regional Reliability Standards That are Directed by a NERC Reliability 
Standard — Although it is the intent of NERC to promote uniform reliability 
standards across North America, in some cases it may not be feasible to achieve a 
reliability objective with a reliability standard that is uniformly applicable across 
North America.  In such cases, NERC may direct regional entities to develop 
regional reliability standards necessary to implement a NERC reliability standard.  
Such regional reliability standards that are developed pursuant to a direction by 
NERC shall be made part of the NERC reliability standards. 

3. Procedure for Developing an Interconnection-wide Regional Standard — A 
regional entity organized on an interconnection-wide basis may propose a 
regional reliability standard for approval as a NERC reliability standard to be 
made mandatory for all applicable bulk power system owners, operators, and 
users within that interconnection. 

3.1 Presumption of Validity — An interconnection-wide regional reliability 
standard that is determined by NERC to be just, reasonable, and not 
unduly discriminatory or preferential, and in the public interest, and 
consistent with such other applicable standards of governmental 
authorities, shall be adopted as a NERC reliability standard.  NERC shall 
rebuttably presume that a regional reliability standard developed, in 
accordance with a regional reliability standards development process 
approved by NERC, by a regional entity organized on an interconnection-
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wide basis, is just, reasonable, and not unduly discriminatory or 
preferential, and in the public interest, and consistent with such other 
applicable standards of governmental authorities. 

3.2 Notice and Comment Procedure for Interconnection-wide Regional 
Reliability Standard — NERC shall publicly notice and request 
comment on the proposed interconnection-wide regional reliability 
standard, allowing a minimum of 45 days for comment.  NERC may 
publicly notice and post for comment the proposed regional reliability 
standard concurrent with similar steps in the regional entity’s reliability 
standards development process.  The regional entity shall have an 
opportunity to resolve any objections identified in the comments and may 
choose to comment on or withdraw the request, revise the proposed 
regional reliability standard and request another posting for comment, or 
submit the proposed regional reliability standard along with its 
consideration of any objections received, for approval by NERC. 

3.3 Approval of Interconnection-wide Regional Reliability Standard by 
NERC — NERC shall evaluate and recommend whether a proposed 
interconnection-wide regional reliability standard has been developed in 
accordance with all applicable procedural requirements and whether the 
regional entity has considered and resolved stakeholder objections that 
could serve as a basis for rebutting the presumption of validity of the 
regional reliability standard.  The regional entity, having been notified of 
the results of the evaluation and recommendation concerning NERC 
proposed regional reliability standard, shall have the option of presenting 
the proposed regional reliability standard to the board for approval as a 
NERC reliability standard.  The board shall consider the regional entity’s 
request, NERC’s recommendation for action on the regional reliability 
standard, any unresolved stakeholder comments, and the regional entity’s 
consideration of comments, in determining whether to approve the 
regional reliability standard as a NERC reliability standard. 

3.4 ERO Governmental Authority Approval — An interconnection-wide 
regional reliability standard that has been approved by the board shall be 
filed with the applicable ERO governmental authorities for approval, 
where authorized by applicable legislation or agreement, and shall become 
effective when approved by such ERO governmental authorities or on a 
date set by the ERO governmental authorities. 

3.5 Enforcement of Interconnection-wide Regional Reliability Standard 
— An interconnection-wide regional reliability standard that has been 
approved by the board and by the applicable ERO governmental 
authorities or is otherwise made effective within Canada as mandatory 
within a particular region shall be applicable and enforced as a NERC 
reliability standard within the region. 
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4. Procedure for Developing Non-Interconnection-Wide Regional Reliability 
Standards 
Regional entities that are not organized on an interconnection-wide basis may 
propose regional reliability standards to apply within their respective regions.  
Such standards may be developed through the NERC reliability standards 
development procedure, or alternatively, through a regional reliability standards 
development procedure that has been approved by NERC. 

4.1 No Presumption of Validity — Regional reliability standards that are not 
proposed to be applied on an interconnection-wide basis are not presumed 
to be valid but may be demonstrated by the proponent to be valid. 

4.2 Notice and Comment Procedure for Non-Interconnection-wide 
Regional Reliability Standards — NERC shall publicly notice and 
request comment on the proposed regional reliability standard, allowing a 
minimum of 45 days for comment.  NERC may publicly notice and post 
for comment the proposed regional reliability standard concurrent with 
similar steps in the regional entity’s reliability standards development 
process.  The regional entity shall have an opportunity to comment on or 
resolve any objections identified in the comments and may choose to 
withdraw the request, revise the proposed regional reliability standard and 
request another posting for comment, or submit the proposed regional 
reliability standard along with its consideration of any objections received, 
for approval by NERC. 

4.3 NERC Approval of Non-Interconnection-wide Regional Reliability 
Standards — NERC shall evaluate and recommend whether a proposed 
non-Interconnection-wide regional reliability standard has been developed 
in accordance with all applicable procedural requirements and whether the 
regional entity has considered and resolved stakeholder objections.  The 
regional entity, having been notified of the results of the evaluation and 
recommendation concerning proposed regional reliability standard, shall 
have the option of presenting the proposed regional reliability standard to 
the board for approval as a NERC reliability standard.  The board shall 
consider the regional entity’s request, the recommendation for action on 
the regional reliability standard, any unresolved stakeholder comments, 
and the regional entity’s consideration of comments, in determining 
whether to approve the regional reliability standard as a NERC reliability 
standard. 

4.4 NERC Governmental Authority Approval — A non-Interconnection-
wide regional reliability standard that has been approved by the board 
shall be filed with the applicable ERO governmental authorities for 
approval, where authorized by applicable legislation or agreement, and 
shall become effective when approved by such ERO governmental 
authorities or on a date set by the ERO governmental authorities. 
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4.5 Enforcement of Non-Interconnection-wide Regional Reliability 
Standards — A non-Interconnection-wide regional reliability standard 
that has been approved by the board and by the applicable ERO 
governmental authorities or is otherwise made effective within Canada as 
mandatory within a particular region shall be applicable and enforced as a 
NERC reliability standard within the region. 

5. Appeals 
A Regional Entity shall have the right to appeal NERC’s decision not to approve a 
proposed regional reliability standard or variance to the Commission or other 
applicable governmental authority. 

313. Other Regional Criteria, Guides, Procedures, Agreements, Etc. 
1. Regional Criteria — Regional entities may develop regional criteria that are 

necessary to implement, to augment, or to comply with reliability standards, but 
which are not reliability standards.  Regional criteria may also address issues not 
within the scope of reliability standards, such as resource adequacy.  Regional 
criteria may include specific acceptable operating or planning parameters, guides, 
agreements, protocols or other documents used to enhance the reliability of the 
regional bulk power system.  These documents typically provide benefits by 
promoting more consistent implementation of the NERC reliability standards 
within the region.  These documents are not NERC reliability standards, regional 
reliability standards, or regional variances, and therefore are not enforceable 
under authority delegated by NERC pursuant to delegation agreements and do not 
require NERC approval. 

2. Catalog of Regional Reliability Criteria — NERC shall maintain a current 
catalog of regional reliability criteria.  Regional reliability organizations and 
regional entities shall provide a catalog listing of regional reliability criteria to 
NERC and shall notify NERC of changes to the listing.  Regional reliability 
organizations and regional entities shall provide any listed document to NERC 
upon written request. 

314. Conflicts with Statutes, Regulations, and Orders 
Notice of Potential Conflict — If a bulk power system owner, operator, or user 
determines that a NERC or regional reliability standard may conflict with a function, 
rule, order, tariff, rate schedule, legislative requirement or agreement that has been 
accepted, approved, or ordered by a governmental authority affecting that entity, the 
entity shall expeditiously notify the governmental authority, NERC, and the relevant 
regional entity of the conflict. 

1. Determination of Conflict — NERC, upon request of the governmental 
authority, may advise the governmental authority regarding the conflict and 
propose a resolution of the conflict, including revision of the reliability standard if 
appropriate. 
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2. Regulatory Precedence — Unless otherwise ordered by a governmental 
authority, the affected bulk power system owner, operator, or user shall continue 
to follow the function, rule, order, tariff, rate schedule, legislative requirement, or 
agreement accepted, approved, or ordered by the governmental authority until the 
governmental authority finds that a conflict exists and orders a remedy and such 
remedy is affected. 

315. Revisions to NERC Reliability Standards Development Procedure 
Any person or entity may submit a written request to modify NERC Reliability Standards 
Development Procedure.  Consideration of the request and development of the revision 
shall follow the process defined in the NERC Reliability Standards Development 
Procedure.  Upon approval by the board, the revision shall be submitted to the ERO 
governmental authorities for approval.  Changes shall become effective only upon 
approval by the ERO governmental authorities or on a date designated by the ERO 
governmental authorities or as otherwise applicable in a particular jurisdiction. 

316. Accreditation 
NERC shall seek continuing accreditation of the NERC reliability standards development 
process by the American National Standards Institute and the Standards Council of 
Canada. 

317. Five-Year Review of Standards 
NERC shall complete a review of each NERC reliability standard at least once every five 
years from the effective date of the standard or the latest revision to the standard, 
whichever is later.  The review process shall be conducted in accordance with the NERC 
Reliability Standards Development Procedure.  The standards process manager shall be 
responsible for administration of the five-year review of reliability standards.  As a result 
of this review, the NERC reliability standard shall be reaffirmed, revised, or withdrawn.  
If the review indicates a need to revise or withdraw the standard, a request for revision or 
withdrawal shall be prepared, submitted and addressed in accordance with the NERC 
Reliability Standards Development Procedure.   

318. Coordination with the North American Energy Standards Board 
NERC shall, through a memorandum of understanding, maintain a close working 
relationship with the North American Energy Standards Board and ISO/RTO Council to 
ensure effective coordination of wholesale electric business practice standards and market 
protocols with the NERC reliability standards. 

319. Archived Standards Information 
NERC shall maintain a historical record of reliability standards information that is no 
longer maintained on-line.  For example, standards that expired or were replaced may be 
removed from the on-line system.  Archived information shall be retained indefinitely as 
practical, but in no case less than five years or one complete standards review cycle from 
the date on which the standard was no longer in effect.  Archived records of reliability 
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standards information shall be available electronically within 30 days following the 
receipt by the standards process manager of a written request. 

320. Alternate Method for Adopting Violation Risk Factors 
 In the event the standards development process fails to produce violation risk factors for a 

particular standard in a timely manner, the Board of Trustees may adopt violation risk 
factors for that standard using the procedures set out in Section 1400 of these Rules of 
Procedure. 
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SECTION 400 — COMPLIANCE ENFORCEMENT 
401. Scope of the NERC Compliance Enforcement Program 

1. Components of the NERC Compliance Enforcement Program — NERC shall 
develop and implement a NERC Compliance Monitoring and Enforcement 
Program to promote the reliability of the bulk power system by enforcing 
compliance with approved reliability standards in those regions of North 
American in which NERC and/or a regional entity (pursuant to a delegation 
agreement with NERC that has been approved by the applicable ERO 
governmental authority) has been given enforcement authority.  There are four 
distinct parts of the NERC Monitoring and Compliance Enforcement Program: (1) 
NERC’s oversight of the regional entity compliance programs (Section 402), (2) 
the definition of the required regional entity compliance enforcement program 
attributes (Section 403), (3) NERC’s monitoring of regional entity compliance 
with reliability standards (Section 404), and (4) the monitoring of compliance 
with reliability standards that are applicable to NERC (Sections 405–406).  

2. Who Must Comply — Where required by applicable legislation, regulation or 
agreement, all bulk power system owners, operators, and users, and in some cases  
regional reliability organizations, regional entities, and NERC, are required to 
comply with all approved NERC reliability standards at all times.  Regional 
reliability standards and regional variances approved by NERC and the applicable 
ERO governmental authority shall be considered NERC reliability standards and 
shall apply to all bulk power system owners, operators, or users responsible for 
meeting those standards within the regional entity boundaries, whether or not the 
bulk power system owner, operator, or user is a member of the regional entity. 

3. Data Access — All bulk power system owners, operators, and users shall provide 
to NERC and the applicable regional entity such information as is necessary to 
monitor compliance with the reliability standards.  NERC and the applicable 
regional entity will define the data retention and reporting requirements in the 
reliability standards and compliance reporting procedures. 

4. Role of Regional Entities in the Compliance Enforcement Program — Each 
regional entity that has been delegated authority through a delegation agreement 
or other legal instrument approved by the applicable ERO governmental authority 
shall, in accordance with the terms of the approved delegation agreement, 
administer a regional entity compliance enforcement program to meet the NERC 
Compliance Monitoring and Enforcement Program goals and the requirements in 
this Section 400. 

5. Program Continuity — NERC will ensure continuity of compliance monitoring 
and enforcement within the geographic boundaries of a regional entity in the 
event that NERC does not have a delegation agreement, or the regional entity 
withdraws from the agreement or does not operate its compliance enforcement 
program in accordance with the delegation agreement or other applicable 
requirements. 
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5.1 Should NERC not have a delegation agreement with a regional entity 
covering a geographic area, or a regional entity withdraws from an 
existing delegation agreement or the delegation agreement is otherwise 
terminated, NERC will directly administer the Compliance Monitoring 
and Enforcement Program applicable to owners, operators and users of the 
bulk-power system within that geographic area.   

1. This monitoring and enforcement will be accomplished by NERC 
and compliance staff from another approved regional entity. 

2. If an existing delegation agreement with a regional entity is 
terminating, the regional entity shall promptly provide to NERC all 
relevant compliance information regarding registered entities, 
contacts, prior compliance information and actions, mitigation 
plans, and remedial actions for the period in which the regional 
entity was responsible for administering the Compliance 
Monitoring and Enforcement Program. 

3. NERC will levy and collect all penalties directly and will utilize 
any penalty monies collected to offset the expenses of 
administering the compliance monitoring and enforcement 
program for the geographic area. 

5.2 Should a regional entity seek to withdraw from its delegation agreement, 
NERC will seek agreement from another regional entity to amend its 
delegation agreement with NERC to extend that regional entity’s 
boundaries for compliance monitoring and enforcement.  In the event no 
regional entity is willing to accept this responsibility, NERC will 
administer the Compliance Monitoring and Enforcement Program within 
the geographical boundaries of the regional entity seeking to withdraw 
from the delegation agreement, in accordance with Section 401.5.1. 

6. Actively Monitored Requirements — NERC, with input from the regional 
entities, stakeholders, and regulators, shall annually select a subset of the NERC 
reliability standards and requirements to be actively monitored and audited in the 
NERC annual compliance program.  Compliance is required with all NERC 
reliability standards whether or not they are included in the subset of reliability 
standards and requirements designated to be actively monitored and audited in the 
NERC annual compliance program. 

7. Penalties, Sanctions, and Remedial Actions — NERC and regional entities will 
apply penalties, sanctions, and remedial actions that bear a reasonable relation to 
the seriousness of a violation and take into consideration timely remedial efforts 
as defined in the NERC Sanction Guidelines, which is incorporated into these 
rules as Appendix 4B. 

8. Multiple Enforcement Actions – A registered entity shall not be subject to an 
enforcement action by NERC and a regional entity for the same violation. 

9. Records — NERC shall maintain a record of each compliance submission, 
including self-reported, confirmed, and alleged violations of approved reliability 



Rules of Procedure of the North American Electric Reliability Corporation 

Effective _____ XX, 2007  22 

standards; associated penalties, sanctions, remedial actions and settlements; and 
the status of mitigation actions.   

402. NERC Oversight of the Regional Entity Compliance Enforcement Programs 
1. NERC Monitoring Program — NERC shall have a program to monitor the 

compliance enforcement program of each regional entity that has been delegated 
authority.  The objective of this monitoring program shall be to ensure that the 
regional entity carries out its compliance enforcement program in accordance with 
these rules and the terms of the delegation agreement, and to ensure consistency 
and fairness of the regional entity’s compliance enforcement program.  Oversight 
and monitoring by NERC shall be accomplished through an annual compliance 
enforcement program review, program audits, and regular evaluations of regional 
entity compliance enforcement program performance as described below.  

1.1 NERC Review of Regional Compliance Enforcement Program Annual 
Plans — NERC shall require each regional entity to submit for review and 
approval an annual compliance enforcement program implementation 
plan.  NERC shall review each regional entity’s compliance enforcement 
program annual implementation plan and shall accept the plan if it meets 
NERC requirements and the requirements of the delegation agreement. 

1.2 Regional Entity Program Evaluation — NERC shall annually evaluate 
the goals, tools, and procedures of each regional entity compliance 
enforcement program to determine the effectiveness of each regional 
entity program, using criteria developed by the NERC Compliance and 
Certification Committee. 

1.3 Regional Entity Program Audit — At least once every three years, 
NERC shall conduct an audit to evaluate how each regional entity 
compliance enforcement program implements the NERC Compliance 
Monitoring and Enforcement Program.  The evaluation shall be based on 
these rules of procedures, the delegation agreement, approved regional 
entity annual compliance enforcement program annual implementation 
plans, required program attributes, and the NERC compliance program 
procedures.  These evaluations shall be provided to the appropriate ERO 
governmental authorities to demonstrate the effectiveness of each regional 
entity. 

1.3.1 NERC shall maintain an audit procedure containing the 
requirements, steps, and timelines to conduct an audit of each 
regional entity compliance enforcement program.  The current 
procedure is contained in the NERC Audit of Regional Entity 
Compliance Programs, which is incorporated into these rules as 
Appendix 4A. 

1.3.2 NERC shall establish a program to audit bulk power system 
owners, operators, and users operating within a regional entity to 
verify the findings of previous compliance audits conducted by the 
regional entity to evaluate how well the regional entity compliance 
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enforcement program is meeting its delegated authority and 
responsibilities.  

1.4 ERO governmental authorities will be allowed to participate as an 
observer in any audit conducted by NERC of a regional entity’s 
compliance monitoring and enforcement program.  A representative of the 
regional entity being audited will be allowed to participate in the audit as 
an observer. 

2. Consistency Among Regional Compliance Enforcement Programs  — To 
provide for a consistent compliance enforcement program for all bulk power 
system owners, operators, and users required to comply with approved reliability 
standards, NERC shall maintain a single, uniform compliance monitoring and 
enforcement program.  Differences in regional entity program methods, including 
determination of violations and penalty assessment, shall be justified on a case-
by-case basis and fully documented in each regional entity delegation agreement. 

2.1 NERC shall ensure that each of the regional entity compliance 
enforcement programs meets these Rules of Procedure and follows the 
terms of the delegation agreement and the approved regional entity 
compliance enforcement program annual plan. 

2.2 NERC shall develop a single, uniform compliance monitoring and 
enforcement program containing the procedures to ensure the consistency 
and fairness of the processes used to determine regional entity compliance 
enforcement program findings of compliance and noncompliance, and the 
application of penalties and sanctions. 

2.3 NERC shall periodically conduct regional entity compliance manager 
forums.  These forums shall use the results of regional entity compliance 
program audits and findings of NERC compliance staff to identify and 
refine regional entity compliance program differences into a set of best 
practices over time. 

3. Information Collection and Reporting — NERC and the regional entities shall 
implement data management procedures that address data reporting requirements, 
data integrity, data retention, data security, and data confidentiality. 

4. Violation Disclosure — NERC shall disclose all confirmed violations and 
maintain as confidential alleged violations, according to the reporting and 
disclosure process in Section 408.   

5. Authority to Determine Noncompliance, Levy Penalties and Sanctions, and 
Issue Remedial Action Directives — NERC and regional entity compliance staff 
shall have the authority and responsibility to make initial determinations of 
compliance or noncompliance, and where authorized by the appropriate 
governmental authorities or where otherwise authorized, to determine penalties 
and sanctions for noncompliance with a reliability standard, and issue remedial 
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action directives.  Regional entity boards or a compliance panel reporting directly 
to the regional entity board will be vested with the authority for the overall 
regional entity compliance program and have the authority to impose penalties 
and sanctions on behalf of NERC, where authorized by applicable legislation or 
agreement.  Remedial action directives may be issued by NERC or a regional 
entity that is aware of a bulk power system owner, operator, or user that is about 
to engage in an act or practice that would result in noncompliance.  If, after 
receiving such a directive, the bulk power system owner, operator, or user does 
not take appropriate action to avert a violation of a reliability standard, NERC 
may petition the applicable ERO governmental authority to issue a compliance 
order.   

6. Due Process — NERC shall establish and maintain a fair, independent, and 
nondiscriminatory appeals process.  The appeals process is set forth in Sections 
409–411.  The process shall allow bulk power system owners, operators, and 
users to appeal the regional entity’s findings of noncompliance and to appeal 
penalties, sanctions, and remedial actions that are levied by the regional entity.  
Appeals beyond the NERC process will be heard by the applicable governmental 
authority. 

The appeals process will also allow for appeals to NERC of any findings of 
noncompliance issued by NERC to a regional reliability organization for 
standards and requirements where the regional reliability organization is 
monitored for compliance to a reliability standard.  No monetary penalties will be 
levied in these matters; however sanctions, remedial actions, and directives to 
comply may be applied by NERC. 

7. Conflict Disclosure — NERC shall disclose to the appropriate governmental 
authorities any potential conflicts between a market rule and the enforcement of a 
regional reliability standard. 

8. Confidentiality — To maintain the integrity of the NERC Compliance 
Monitoring and Enforcement Program, NERC and regional entity staff, audit team 
members, and committee members shall maintain the confidentiality of 
information shared during investigations, audits, drafting of reports, appeals, and 
closed meetings. 

8.1 NERC and the regional entity shall have in place appropriate codes of 
conduct and confidentiality agreements for staff and other compliance 
enforcement program participants. 

8.2 Individuals not bound by NERC or regional entity codes of conduct who 
serve on compliance-related committees or audit teams shall sign a NERC 
confidentiality agreement prior to participating on the committee or team. 

8.3 Information deemed by a bulk power system owner, operator, or user, 
regional entity, or NERC as critical energy infrastructure information shall 
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not be distributed outside of a committee or team, nor released publicly.  
Other information subject to confidentiality is identified in Section 1500. 

8.4 In the event that a staff, committee, or audit team member violates any of 
the confidentiality rules set forth above, the staff, committee, or audit team 
member and any member organization with which the individual is 
associated may be subject to appropriate action by the regional entity or 
NERC, including prohibiting participation in future compliance 
enforcement activities. 

9. Auditor Training — NERC shall develop and provide training in auditing skills 
to all people who participate in NERC and regional entity compliance 
enforcement audits.  Training for NERC and regional entity personnel and others 
who serve as compliance audit team leaders shall be more comprehensive than 
training given to industry experts, regional entity members, and volunteers.  
Training for regional entity members and volunteers may be delegated to the 
regional entity. 

403. Required Attributes of Regional Entity Compliance Enforcement Programs 
Each regional entity compliance enforcement program shall promote excellence in the 
enforcement of reliability standards.  To accomplish this goal, each regional entity 
compliance enforcement program shall at a minimum meet all of the following attributes.  

Program Structure 
1. Independence — Each regional entity’s governance of its compliance 

enforcement program shall exhibit independence, meaning the compliance 
enforcement program shall be organized so that its compliance monitoring and 
enforcement activities are carried out separately from other activities of the 
regional entity.  The program shall not be unduly influenced by the bulk power 
system owners, operators, and users being monitored or other regional entity or 
regional reliability organization activities that are required to meet the reliability 
standards.  Regional entities must include rules providing that no two industry 
sectors may control any decision and no single segment mat veto any matter 
related to compliance. 

2. Exercising Authority — Each regional entity compliance enforcement program 
shall exercise the responsibility and authority in carrying out the delegated 
functions of the NERC Compliance Monitoring and Enforcement Program in 
accordance with delegation agreements.  These functions include but are not 
limited to: data gathering, data reporting, compliance violation investigations, 
compliance auditing activities, evaluating compliance and noncompliance, 
imposing penalties and sanctions, and approving and tracking mitigation actions. 

3. Delegation of Authority — To maintain independence, fairness, and consistency 
in the NERC Compliance Monitoring and Enforcement Program, a regional entity 
shall not sub-delegate its compliance enforcement program duties to entities or 
persons other than the regional entity compliance enforcement program staff, 
unless required by statute or regulation in the applicable jurisdiction.  
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4. Hearings of Contested Findings or Sanctions — The regional entity board or 
compliance panel reporting directly to the regional entity board (with appropriate 
recusal procedures) will be vested with the authority for conducting compliance 
hearings in which any bulk power system owner, operator, or user provided notice 
of an alleged violation may present facts and other information to contest a notice 
of alleged violation or any proposed penalty, sanction, or remedial action.  
Compliance hearings shall be conducted in accordance with the Hearing Process 
set forth in Attachment 2 to the NERC Compliance Monitoring and Enforcement 
Program document.  If a stakeholder body serves as the hearing body, no two 
industry sectors may control any decision and no single segment may veto any 
matter related to compliance after recusals. 

Program Resources 
5. Regional Entity Compliance Staff — Each regional entity shall have sufficient 

resources to meet delegated compliance enforcement responsibilities, including 
the necessary professional staff to manage and implement the regional entity 
compliance enforcement program. 

6. Regional Entity Compliance Staff Independence — The regional entity 
compliance enforcement program staff shall be capable of and required to make 
all initial determinations of compliance and noncompliance and determine 
penalties, sanctions, and remedial actions.   

6.1 Regional entity compliance enforcement program staff shall not have a 
conflict of interest, real or perceived, in the outcome of compliance 
violation investigations, compliance audits, reports, or sanctions.  The 
regional entity shall have in effect a conflict of interest policy. 

6.2 Regional entity compliance enforcement program staff shall have the 
authority and responsibility to investigate, audit (with the input of industry 
experts or regional members), make initial determinations of compliance 
or noncompliance, and levy penalties and sanctions without interference or 
undue influence from regional entity members and their representative or 
other industry entities. 

6.3 Regional entity compliance enforcement program staff may call upon 
independent technical experts who have no conflict of interest in the 
outcome of the compliance violation investigation or compliance audit to 
provide technical advice or recommendations in the determination of 
compliance or noncompliance in compliance audits, compliance violation 
investigations, or review of self-reported violations. 

6.4 Regional entity compliance enforcement program staff shall abide by the 
confidentiality requirements contained in Section 1500 of these Rules of 
Procedure, the NERC delegation agreement and other confidentiality 
agreements required by the NERC Compliance Monitoring and 
Enforcement Program. 

6.5 Contracting with independent consultants or others working for the 
regional entity compliance enforcement program shall be permitted 
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provided the individual has not received compensation from a bulk power 
system owner, operator, or user being monitored for a period of at least the 
preceding six months and owns no financial interest in any bulk power 
system owner, operator, or user being monitored for compliance to the 
reliability standard, regardless of where the bulk power system owner, 
operator, or user operates.  Any such individuals for the purpose of these 
rules shall be considered as augmenting regional entity compliance staff. 

7. Use of Industry Experts and Regional Entity Members — Industry experts and 
regional entity members may be called upon to provide their technical expertise in 
compliance violation investigations, compliance audits, and other compliance 
activities.   

7.1 The regional entity shall have procedures defining the allowable 
involvement of industry experts and regional entity members.  The 
procedures shall address applicable antitrust laws and conflicts of interest. 

7.2 Industry experts and regional entity members shall have no conflict of 
interest or financial interests in the outcome of their activities. 

7.3 Regional entity members and volunteers, as part of teams or regional 
entity committees, may provide input to the regional entity compliance 
staff so long as the authority and responsibility for (i) initially evaluating 
compliance or noncompliance and (ii) levying penalties, sanctions, or 
remedial actions shall not be delegated to any person or entity other than 
the compliance staff of the regional entity.  Industry experts, regional 
entity or regional reliability organization members, or regional entity or 
regional reliability organization committees shall not make initial 
determinations of noncompliance or levy penalties, sanctions, or remedial 
actions.  Any committee involved shall be organized so that no two 
industry sectors may control any decision and no single segment may veto 
any matter related to compliance. 

7.4 Industry experts, regional entity, and regional reliability organization 
members shall sign a confidentiality agreement appropriate for the activity 
being performed. 

7.5 All industry experts and regional entity members participating in 
compliance audits and compliance violation investigations shall 
successfully complete auditor training provided by NERC or the regional 
entity prior to performing these activities 
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Program Design 
8. Regional Entity Compliance Enforcement Program Content — All approved 

reliability standards shall be included in the regional entity compliance 
enforcement program for all bulk power system owners, operators, and users 
within the defined boundaries of the regional entity.  Compliance to approved 
regional entity reliability standards is applicable only within the footprint of the 
regional entity that submitted those particular regional entity reliability standards 
for approval.  NERC will identify the minimum set of reliability standards and 
requirements to be actively monitored by the regional entity in a given year. 

9. Antitrust Provisions — Each regional entity’s compliance enforcement program 
shall be structured and administered to abide by U.S. antitrust law and Canadian 
competition law.  

10. Information Submittal — All bulk power system owners, operators, and users 
within the regional entity responsible for complying with reliability standards 
shall submit timely and accurate information when requested by the regional 
entity or NERC, in accordance with established procedures of NERC and the 
regional entity.  NERC and the regional entities shall preserve any mark of 
confidentiality on information submitted pursuant to Section 1502.1. 

10.1 Each regional entity has the authority to collect the necessary information 
to determine compliance and shall develop processes for gathering data 
from the bulk power system owners, operators, and users they monitor. 

10.2 When requested, the regional entities shall report information to NERC 
promptly and in accordance with NERC procedures. 

10.3 Regional entities shall notify NERC of all violations of NERC reliability 
standards by entities over which the regional entity has enforcement 
authority or enforcement responsibilities, whether self-reported, alleged, 
or confirmed, in accordance with the Reporting and Disclosure Process in 
Section 408.  

10.4 A bulk power system owner, operator, or user found in noncompliance 
with a reliability standard shall submit a mitigation plan with a timeline 
addressing how the noncompliance will be corrected.  The regional entity 
compliance staff shall review and approve the mitigation plan.  Regional 
entity compliance staff may issue remedial action directives to owners, 
operators and users of the bulk-power system to comply with reliability 
standards, as needed to preserve the reliability of the bulk power system. 

10.5 An officer of a bulk power system owner, operator, or user shall certify as 
accurate all compliance data self-reported to the regional entity 
compliance enforcement program. 
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10.6 Regional entities shall develop and implement procedures to spot-check 
and verify the compliance information submitted by bulk power system 
owners, operators, and users. 

11. Compliance Audits of Bulk Power System Owners, Operators, and Users — 
Each regional entity will maintain a program of proactive compliance audits.  The 
regional entity shall audit each bulk power system owner, operator, or user 
responsible for complying with reliability standards.  A compliance audit is a 
process in which a detailed review of the activities of a bulk power system owner, 
operator, or user is performed to determine if that bulk power system owner, 
operator, or user is complying with approved reliability standards. 

11.1 For those bulk power system owners and operators with primary reliability 
responsibility (i.e., entities requiring organizational certification), the 
compliance audit will be performed at least once every three years.  For 
other bulk power system owners, operators, and users on the NERC 
Compliance Registry, compliance audits shall be performed on a schedule 
established by NERC.  

11.2 Audits of bulk power system owners and operators with primary reliability 
responsibility will be performed on the audited entity’s site.  For other 
bulk power system owners, operators, and users on the NERC Compliance 
Registry, the audit may be either an on-site audit or based on review of 
documents, as determined to be necessary and appropriate by NERC or 
regional entity compliance program, staff. 

11.3 Compliance audits must include a detailed review of the activities of the 
bulk power system owner, operator, or user to determine if the bulk power 
system owner, operator, or user is complying with all approved reliability 
standards identified for audit by NERC.  The compliance audit shall 
include a review of supporting documentation and evidence used by the 
bulk power system owner, operator or user for self-certification 
compliance reporting for an appropriate reporting period since the last 
compliance audit.   

11.4 NERC compliance staff may participate on any regional entity audit team, 
at any time at NERC’s discretion.  Additionally, any applicable ERO 
governmental authority may participate on an audit team as an observer in 
any regional entity audit within its jurisdiction, at the ERO governmental 
authority’s discretion. 

 
12. Compliance Audit Results — The regional entity shall make an evaluation of a 

bulk power system owner’s, operator’s, or user’s compliance based on the 
information obtained from a compliance audit and previously reported 
compliance information.  After due process is complete, this evaluation 
(excluding any critical energy infrastructure information or other confidential 
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information) shall be made public.  The regional entity shall send the report to 
NERC for public posting. 

 
13. Compliance Violation Investigations — Compliance violation investigations are 

necessary to determine if a violation of reliability standards has occurred when 
certain system events occur, or when other owners, operators, or users of the bulk 
power system file complaints.  NERC is ultimately responsible for how a regional 
entity conducts compliance violation investigations.  Compliance violation 
investigations are initiated at the discretion of the regional entity compliance 
enforcement program staff, the senior executive officer of the regional entity, 
NERC compliance staff, or the NERC president.  The regional entity shall 
respond to any complaints filed by one entity against another that allege a 
violation of reliability standards by a bulk power system owner, operator, or user.  
The regional entity may ask NERC to assist with the compliance violation 
investigation.  Situations that can trigger a compliance violation investigation 
include but are not limited to (i) significant problems arising on the system, (ii) 
chronic noncompliance violations, (iii) bulk power system owners, operators, and 
users not submitting data in a timely or accurate manner, (iv) probable violations 
identified during readiness evaluations, (v) spot-checks to verify submitted data, 
(vi) filing of a compliance complaint with the regional entity or NERC, or (vii) 
Nuclear Regulatory Commission-defined incidents occurring on the transmission 
system. 

14. Confidentiality of Compliance Audits and Compliance Violation 
Investigations — All compliance violation investigations are to be non-public 
unless NERC or regional entity determines a need to conduct a public 
investigation.  Advance authorization from the applicable ERO governmental 
authority is required to make public any compliance violation investigation, 
compliance audit, or any information relating to a compliance violation 
investigation or compliance audit, or to permit interventions when determining 
whether to impose a penalty.  This prohibition on making public any compliance 
violation investigation or compliance audit does not prohibit NERC or a regional 
entity from publicly disclosing the initiation of or results from an analysis of a 
significant system event under Section 807 or of off-normal events or system 
performance under Section 808, so long as specific allegations or conclusions 
regarding alleged violations of reliability standards are not included in such 
disclosures. 

15. Report all Violations — Each regional entity compliance enforcement program 
shall report to NERC all violations whether self-reported, alleged, or discovered 
by the region through a compliance audit or compliance violation investigation of 
all approved reliability standards in accordance with the Reporting and Disclosure 
Process in Section 408.  The regional entity will promptly notify NERC of any 
change in the status of a violation and provide updates at least monthly regarding 
the status of any compliance audits, compliance violation investigations, or 
hearings. 
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16. Critical Energy Infrastructure Information — Information that would 
jeopardize bulk power system reliability, including information relating to a 
Cyber Security Incident will be identified and protected from public disclosure as 
critical energy infrastructure information.  In accordance with Section 1500, 
information deemed by a bulk power system owner, operator, or user, regional 
entity, or NERC as critical energy infrastructure information shall be redacted 
according to NERC procedures and shall not be released publicly. 

 
17. Penalties, Sanctions, and Remedial Actions — Each regional entity will apply 

all penalties, sanctions, and remedial actions directives in accordance with the 
approved ERO Sanction Guidelines.  Any changes to the ERO Sanction 
Guidelines to be used by any regional entity must be approved by NERC and 
submitted to the appropriate ERO governmental body for approval.  All 
confirmed violations, penalties, and sanctions will be provided to NERC for 
review and filing with applicable ERO governmental authorities as a notice of 
penalty. 

 
18. Mitigation of Violations — Each regional entity compliance enforcement 

program will require that any bulk power system owner, operator, or user found to 
be in noncompliance with a reliability standard requirement shall submit a 
mitigation plan with a timeline addressing how the noncompliance will be 
corrected.  The mitigation plan shall be reviewed and approved by the regional 
entity compliance staff and the regional entity’s compliance panel or board as 
appropriate. 

 
19. Settlement Processes — The regional entity may enter into a settlement process 

with owners, operators and users of the bulk power system for alleged violations 
of a reliability standard and any associated financial penalty, sanction, or 
mitigation actions.  NERC must be notified of all settlement proceedings and may 
participate in any settlement processes.  Regional entities may consider all 
relevant facts in the settlement.  Any settlement must ensure that the reliability of 
the bulk power system will not be compromised by the settlement and that a 
violation of reliability standards will not occur as a result of the settlement.  All 
settlements must be reported to NERC, which will in turn report the settlement of 
an alleged violation to the Federal Energy Regulatory Commission or the 
applicable ERO governmental authority.  NERC shall publicly post each violation 
(whether confirmed or not) that is settled, and the resulting penalty or sanction. 

20. Regional Hearing Process — Each regional entity compliance enforcement 
program shall establish and maintain a fair, independent, and nondiscriminatory 
process for hearing contested violations and any penalties or sanctions levied 
where authorized by applicable legislation or agreement.  The hearing process 
shall allow bulk power system owners, operators, and users to contest both 
findings of compliance violations and any penalties and sanctions that are 
proposed to be levied.  The regional entity hearing process shall be conducted 
before the regional entity board or a balanced committee established by and 
reporting to the regional entity board as the final adjudicator, provided, that (i) in 
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ERCOT, the Public Utility Commission of Texas may act as the final adjudicator, 
and (ii) Canadian provincial regulators may act as the final adjudicator in their 
respective jurisdictions.  The regional entity hearing process shall (i) include 
provisions for recusal of any members of the hearing body with a potential 
conflict of interest, real or perceived, from all compliance matters considered by 
the hearing body for which the potential conflict of interest exists and (ii) provide 
that no two industry sectors may control any decision and no single segment may 
veto any matter brought before the hearing body after recusals. 
 
Each regional entity will notify NERC of all hearings and NERC may observe 
any of the proceedings.  Each regional entity will notify NERC of the outcome of 
all hearings.  
 
If a bulk power system owner, operator, or user has completed the regional entity 
hearing process and desires to appeal the outcome of the hearing, the bulk power 
system owner, operator, or user shall appeal to NERC, except that a determination 
of violation or penalty that has been directly adjudicated by an ERO governmental 
authority shall be appealed with that ERO governmental authority. 

21. Annual Regional Entity Compliance Enforcement Program Implementation 
Plan — Each regional entity shall annually develop and submit to NERC for 
approval a regional entity compliance enforcement implementation plan that 
identifies the reliability standards and requirements to be actively monitored (both 
those required by NERC and any additional reliability standards the regional 
entity proposes to monitor), and how each NERC and regional entity identified 
standard will be monitored, evaluated, reported, sanctioned, and appealed.  These 
implementation plans will be submitted to NERC on the schedule established by 
NERC, generally on or about November 1 of the preceding year.  

21.1 In conjunction with the annual implementation plan, each regional entity 
with delegated authority must report to NERC regarding how it carried out 
its delegated enforcement authority in the previous year, the effectiveness 
of the program, and changes expected to correct any deficiencies 
identified.  Each region will provide its annual report on the schedule 
established by NERC, generally on or about February 15 of the following 
year. 

404. NERC Monitoring of Compliance for Regional Entities, Regional Reliability 
Organizations, or Bulk Power Owners, Operator, or Users 
NERC shall monitor regional entity or regional reliability organization compliance with 
NERC reliability standards and, if no there is no delegation agreement in effect with a 
regional entity for the geographic area, shall monitor bulk power system owners, 
operators, and users for compliance with NERC reliability standards.  Industry experts 
may be used as appropriate in compliance violation investigations, compliance audits, 
and other compliance activities, subject to confidentiality, antitrust, and conflict of 
interest provisions. 



Rules of Procedure of the North American Electric Reliability Corporation 

Effective _____ XX, 2007  33 

1. NERC Obligations — NERC compliance enforcement staff shall monitor the 
compliance of the regional entity or regional reliability organization with the 
reliability standards for which the regional entities or regional reliability 
organizations are responsible.  NERC shall actively monitor in its annual 
Compliance Enforcement and Monitoring Program selected reliability standards 
that apply to the regional entities or regional reliability organizations.  NERC 
shall evaluate compliance and noncompliance with all of the reliability standards 
that apply to the regional entities or regional reliability organizations and shall 
impose sanctions, penalties, or remedial action directives when there is a finding 
of noncompliance.  NERC shall post all violations of reliability standards that 
apply to the regional entities or regional reliability organizations as described in 
the reporting and disclosure process in Section 408. 

In addition, NERC will directly monitor bulk power system owners, operators, 
and users for compliance with NERC Reliability Standards in any geographic area 
for which there is not a delegation agreement in effect with a regional entity.  In 
such cases, NERC will serve as the Compliance Monitor described in the NERC 
Compliance Monitoring and Enforcement Program document.  Compliance 
matters contested by bulk power system owners, operators, and users in such an 
event will be heard by the NERC Compliance and Certification Committee. 

2. Mitigation Plans — An owner, operator or user of the bulk-power system or a 
regional reliability organization found by NERC to be in noncompliance with a 
reliability standard shall submit to NERC for approval a mitigation plan with a 
timeline addressing how the noncompliance will be corrected. 

3. Compliance Audit of the Regional Entity or Regional Reliability 
Organization — NERC shall perform a compliance audit of each regional entity 
or regional reliability organization responsible for complying with reliability 
standards at least once every three years.  NERC shall make an evaluation of 
compliance based on the information obtained through the audit.  After due 
process is complete, the final audit report shall be made public in accordance with 
the reporting and disclosure process in Section 408.   

4. Appeals Process —Any regional entity, regional reliability organization or bulk-
power system owner, operator or user found by NERC, as opposed to a regional 
entity, to be in noncompliance with a reliability standard may appeal the findings 
of noncompliance with reliability standards and any sanctions, or remedial action 
directives that are issued by NERC pursuant to the processes described in 
Sections 409 through 411. 

405. Monitoring of Standards and Other Requirements Applicable to NERC 

The NERC Compliance and Certification Committee shall establish and implement a 
process to monitor NERC’s compliance with the reliability standards that apply to 
NERC.  The process shall use independent monitors with no conflict of interest, real or 
perceived, in the outcomes of the process.  All violations shall be made public according 
to the reporting and disclosure process in Section 408.  The Compliance and Certification 
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Committee will also establish a procedure for monitoring NERC’s compliance with its  
Rules of Procedure for the Standards Development, Compliance Enforcement, and 
Organization Registration and Certification Programs. Such procedures shall not be used 
to circumvent the appeals processes established for those programs. 

406. Independent Audits of the NERC Compliance Monitoring and Enforcement 
Program  
NERC shall provide for an independent audit of its compliance monitoring and 
enforcement program at least once every three years, or more frequently as determined by 
the board.  The audit shall be conducted by independent expert auditors as selected by the 
board.  The independent audit shall meet the following minimum requirements and any 
other requirements established by the NERC board. 

1. Effectiveness — The audit shall evaluate the success and effectiveness of the 
NERC Compliance Monitoring and Enforcement Program in achieving its 
mission. 

2. Relationship — The audit shall evaluate the relationship between NERC and the 
regional entity compliance enforcement programs and the effectiveness of the 
programs in ensuring reliability.  

3. Final Report Posting — The final report shall be posted by NERC for public 
viewing according to the reporting and disclosure process in Section 408.   

4. Response to Recommendations — If the audit report includes recommendations 
to improve the NERC Compliance Monitoring and Enforcement Program, the 
administrators of the NERC Compliance Monitoring and Enforcement Program 
shall provide a written response and plan to the board within 30 days of the 
release of the final audit report. 

407. Penalties, Sanctions, and Remedial Actions 
1. NERC Review of Regional Penalties and Sanctions — NERC shall review all 

penalties, sanctions, and remedial actions imposed by each regional entity for 
violations of reliability standards for consistency with similar violations and 
fairness in application.   

2. Developing Penalties and Sanctions — The regional entity compliance 
enforcement program staff shall use the ERO Sanction Guidelines, which are 
incorporated into these rules as Appendix 4B, to develop an appropriate penalty, 
sanction, or remedial action for a violation, and shall notify NERC of the penalty 
or sanction. 

3. Hearing Processes — The regional entity shall make available a regional entity 
hearing process for entities to contest a finding of noncompliance, penalty, 
sanction, or remedial actions in which the bulk power system owner, operator, or 
user will be afforded the opportunity to present facts to rebut such a finding, 
conforming to Attachment 2 of the NERC Compliance Monitoring and 
Enforcement document.  The regional entity shall also make available the NERC 
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appeals process for bulk power system owners, operators, and users seeking an 
opportunity to dispute a penalty, sanction, or remedial action.   Appeals beyond 
NERC of a finding of noncompliance, penalty, sanction, or remedial action will 
be before the appropriate ERO governmental authority. 

4. Effective Date of Penalty — Where authorized by applicable legislation or 
agreement, no penalty imposed for a violation of a reliability standard shall take 
effect until the thirty-first day after NERC files, with the applicable ERO 
governmental authority, a “notice of penalty” and the record of the proceedings in 
which the violation and penalty were determined, or such other date as ordered by 
the ERO applicable governmental authority. 

408. Reporting and Disclosure Process 
1. Reporting Requirements — Each regional entity shall report all known 

violations, self-reported, confirmed, and alleged, of all reliability standards to 
NERC in accordance with the requirements established in the NERC Compliance 
Monitoring and Enforcement Program procedures document.  Probable violations 
from NERC readiness evaluations will be treated as alleged violations when 
reported by the regional entity to NERC after review by regional entity staff.  
Each regional entity shall promptly report any change in the status of a violation 
and the disposition of each violation.  Reports on the disposition of a violation 
will be provided at least quarterly or as otherwise required by NERC for reporting 
to ERO governmental authorities.  NERC shall promptly notify the applicable 
ERO governmental authority of any self-reported, confirmed, or alleged violation 
of a reliability standard, any compliance violation investigation, any imposition of 
a penalty or sanction, or any remedial action directive. 

1.1 Requirements of reliability standards for which noncompliance may cause 
bulk power system reliability to be diminished or at risk, will be identified 
by NERC and require reporting by the regional entity to NERC within 48 
hours after the regional entity learns of the violation.  Such reports shall 
include information regarding the nature and reliability impact of the 
alleged violations, the identity of the organizations involved, and the status 
and timetable of any compliance investigation.  NERC will promptly 
report such violation to the applicable ERO governmental authority. 

2. Reporting Process — NERC shall implement and maintain a reporting process 
and utilize appropriate tools to facilitate reporting of violations.  The reporting 
process shall identify all of the information required to be included in a violation 
report.  NERC will report the disposition of each violation or alleged violation to 
the applicable ERO governmental authority on a quarterly basis.  

3. Confidential Information — NERC will treat all alleged violations and matters 
related to a compliance violation investigation, including the status of the 
compliance violation investigation, as confidential in accordance with Section 
1500.  Any entity seeking to protect information as confidential shall follow the 
procedures of Section 1500.  This information may result from compliance 
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violation investigations, compliance audits, and proceedings concerning an 
alleged violation or proposed penalty or sanction. 

Information that would jeopardize bulk power system reliability, including 
information relating to a Cyber Security Incident will be identified and protected 
from public disclosure as critical energy infrastructure information in accordance 
with Section 1500. 

3.1 The regional entity and NERC shall give bulk power system owners, 
operators, and users a reasonable opportunity to demonstrate that 
information concerning a violation is confidential before such report is 
disclosed to the public.   

3.2 The types of information that will be considered confidential and will not 
(subject to statutory and regulatory requirements) be disclosed in any 
public information reported by NERC are identified in Section 1500. 

4. Reporting Updated Information — Each regional entity and NERC shall report 
new information on each confirmed or alleged violation as it is received and 
processed. 

5. Violation Information Review — NERC staff shall periodically review and 
analyze all reports of violations to identify trends, chronic violators, and other 
pertinent reliability issues. 

6. Public Posting — When the affected bulk power system owner, operator, or user 
either agrees with the violation(s) or report, or the time for submitting an appeal is 
passed, or all appeals processes are  complete, NERC shall publicly post each 
confirmed violation, penalty or sanction, and final compliance audit or 
compliance violation investigation report on its Web site.   

6.1 Each bulk power system owner, operator, or user may provide NERC with 
a statement to accompany the violation or report to be posted publicly.  
The statement must be on company letterhead and include a signature, as 
well as the name and title of the person submitting the information. 

6.2 In accordance with Section 1500, information deemed by a bulk power 
system owner, operator, or user, regional entity, or NERC as critical 
energy infrastructure information (NERC Security Guidelines for the 
Electricity Sector — Protecting Potentially Sensitive Information may be 
used as a guide) or other confidential information  shall be redacted in 
accordance with Section 1500 and not be released publicly. 

6.3 Subject to redaction of critical energy infrastructure information or other 
confidential information, for each confirmed violation or settlement 
relating to an alleged violation, the public posting shall include the name 
of any relevant entity, the nature, time period, and circumstances of such 
violation or alleged violation, and sufficient facts to enable owners, 
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operators and users of the bulk power system to evaluate whether they 
have engaged in or are engaging in similar activities. 

409. Review of NERC Decisions 
1. Scope of Review — A regional entity or regional reliability organization wishing 

to challenge a finding of noncompliance and the imposition of a penalty for a 
compliance measure directly administered by NERC, or a regional entity wishing 
to challenge a regional compliance program audit finding, may do so by filing a 
notice of the challenge with NERC’s director of compliance no later than 21 days 
after issuance of the notice of finding of violation or audit finding. 

2. Contents of Notice — The notice of challenge shall include the full text of the 
decision that is being challenged, a concise statement of the error or errors 
contained in the decision, a clear statement of the relief being sought, and 
argument in sufficient detail to justify such relief.  

3. Response by NERC Compliance Monitoring and Enforcement Program — 
Within 21 days after receiving a copy of the notice of challenge, the NERC 
Director of Compliance may file with the hearing body a response to the issues 
raised in the notice, with a copy to the regional reliability organization or regional 
entity. 

4. Hearing by Compliance and Certification Committee — The NERC 
Compliance and Certification Committee shall provide representatives of the 
regional reliability organization, regional entity, registered entity, and the NERC 
Compliance Monitoring and Enforcement Program an opportunity to be heard and 
shall decide the matter based upon the filings and presentations made, with a 
written explanation of its decision. 

5. Appeal — The regional reliability organization, regional entity, or registered 
entity may appeal the decision of the Compliance and Certification Committee by 
filing a notice of appeal with NERC’s director of compliance no later than 21 
days after issuance of the written decision by the Compliance and Certification 
Committee.  The notice of appeal shall include the full text of the written decision 
of the Compliance and Certification Committee that is being appealed, a concise 
statement of the error or errors contained in the decision, a clear statement of the 
relief being sought, and argument in sufficient detail to justify such relief.  No 
factual material shall be presented in the appeal that was not presented to the 
Compliance and Certification Committee. 

6. Response by NERC Compliance Monitoring and Enforcement Program — 
Within 21 days after receiving a copy of the notice of appeal, the NERC 
Compliance Monitoring and Enforcement Program staff may file its response to 
the issues raised in the notice of appeal, with a copy to the entity filing the notice. 
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7. Reply — The entity filing the appeal may file a reply within 7 days. 

8. Decision — The Compliance Committee of the NERC Board of Trustees shall 
decide the appeal, in writing, based upon the notice of appeal, the record, the 
response, and any reply.  At its discretion, the Compliance Committee may invite 
representatives of the regional reliability organization, regional entity, or 
registered entity, and the NERC Compliance Monitoring and Enforcement 
Program to appear before the Committee.  Decisions of the Compliance 
Committee shall be final, except for further appeal to the applicable ERO 
governmental authority. 

9. Impartiality — No member of the Compliance and Certification Committee or 
the Board of Trustees Compliance Committee having an actual or perceived 
conflict of interest in the matter may participate in any aspect of the challenge or 
appeal except as a party or witness. 

10. Expenses — Each party in the challenge and appeals processes shall pay its own 
expenses for each step in the process. 

11. Non-Public Proceedings — All challenges and appeals shall be closed to the 
public to protect confidential information. 

410. Appeals from Final Decisions of Regional Entities 
1. Time for Appeal — An owner, operator or user of the bulk-power system 

wishing to appeal from a final decision of a regional entity that finds a violation 
of a reliability standard or imposes a penalty for violation of a reliability standard 
shall file its notice of appeal with NERC’s director of compliance, with a copy to 
the regional entity, no later than 21 days after issuance of the  final decision of the 
regional entity hearing body.  The same appeal procedures will apply regardless 
of whether the matter first arose in a compliance violation investigation, 
compliance audit or self-report, or in a reliability readiness evaluation. 

2. Contents — The notice of appeal shall include the full text of the final decision 
of the regional entity hearing body that is being appealed, a concise statement of 
the error or errors contained in the final decision, a clear statement of the relief 
being sought, and argument in sufficient detail to justify such relief.  No factual 
material shall be presented in the appeal that was not first presented during the 
compliance hearing before the regional entity hearing body.   

3. Response by Regional Entity — Within 21 days after receiving a copy of the 
notice of appeal, the regional entity shall file the entire record of the matter with 
NERC’s director of compliance, with a copy to the entity filing the notice, 
together with its response to the issues raised in the notice of appeal. 

4. Reply — The entity filing the appeal may file a reply to the regional entity within 
7 days. 
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5. Decision — The Compliance Committee of the NERC Board of Trustees shall 
decide the appeal, in writing, based upon the notice of appeal, the record of the 
matter from the regional entity, the response, and any reply filed with NERC.  At 
its discretion, the Compliance Committee may invite representatives of the entity 
making the appeal and the regional entity to appear before the Committee.  
Decisions of the Compliance Committee shall be final, except for further appeal 
to the applicable ERO governmental authority. 

6. Expenses — Each party in the appeals process shall pay its own expenses for 
each step in the process. 

7. Non-Public Proceedings — All appeals shall be closed to the public to protect 
confidential information. 

411. Hold Harmless 
A condition of invoking the challenge or appeals processes under Section 409 or 410 is 
that the entity requesting the challenge or appeal agrees that neither NERC (defined to 
include its members, Board of Trustees, committees, subcommittees, staff and industry 
volunteers), any person assisting in the challenge or appeals processes, nor any company 
employing a person assisting in the challenge or appeals processes, shall be liable, and 
they shall be held harmless against the consequences of or any action or inaction or of 
any agreement reached in resolution of the dispute or any failure to reach agreement as a 
result of the challenge or appeals proceeding.  This “hold harmless” clause does not 
extend to matters constituting gross negligence, intentional misconduct, or a breach of 
confidentiality.   
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SECTION 500 — ORGANIZATION REGISTRATION AND 
CERTIFICATION 
501. Scope of the Organization Registration and Certification Program  

Enforcing compliance with the NERC reliability standards requires that the identity of 
those responsible for complying with the standards be known and that those with primary 
reliability responsibilities be reviewed and certified as meeting established minimum 
requirements for performing those tasks.  NERC shall develop and maintain a compliance 
registry and certification program for the purpose of promoting compliance with 
reliability standards and enhancing the reliability of the bulk power system.   

The purpose of the compliance registry will be to clearly identify those entities that are 
responsible for compliance with reliability standards.  Organizations listed on the registry 
will be responsible for knowing the content of and for complying with the NERC 
reliability standards.  Organizations listed in the registry are not, nor do they become, 
members of NERC, a regional entity, or a regional reliability organization by virtue of 
being listed in the compliance registry.  Membership in NERC is governed by Article II 
of NERC’s bylaws; membership in a regional entity or regional reliability organization is 
governed by that entity’s bylaws or rules. 

Organization registration and certification may be delegated to regional entities in 
accordance with the procedures in this Section 500, the NERC Organization Registration 
and Certification Manual, which is incorporated into these rules as Appendix 5, and 
approved regional entity delegation agreements or other applicable agreements. 

1. Compliance Registry — NERC shall establish and maintain a compliance 
registry of the bulk power system owners, operators, and users that are subject to 
approved reliability standards.  

1.1 The registry shall set forth the identity and functions performed for each 
organization responsible for meeting requirements of the reliability 
standards including: reliability coordinators, balancing authorities, 
transmission operators, transmission owners, generator operators, 
generator owners, transmission service providers, planning authorities, 
transmission planners, resource planners, load-serving entities, 
purchasing-selling entities, and distribution providers. Bulk power system 
owners, operators, and users shall provide to NERC and the applicable 
regional entity such information as is necessary to complete the 
registration. 

1.2 NERC and regional entities assisting NERC in the development of the 
compliance registry shall consider the following factors in determining 
which organizations should be placed in the registry: 

1.2.1 Owners and operators of bulk power system facilities will 
generally be included in the registry; 
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1.2.2 As identified by regional reliability organizations, electrical 
generation resources, transmission lines, interconnections with 
neighboring systems, and associated equipment, generally operated 
at voltages of 100 kV or higher will be considered part of the bulk 
power system; 

1.2.3 Radial transmission facilities serving only load with one 
transmission source, without more, will not be considered part of 
the bulk power system; 

1.2.4 A customer that receives electric service at retail and does not 
otherwise directly receive, sell, purchase, or transmit power over 
the bulk power system or own, operate, maintain, or control 
facilities or systems that are part of the bulk power system will not 
in general be considered a user of the bulk power system; 

1.2.5 An entity directly connected to the bulk power system selling, 
purchasing, or transmitting electric energy over the bulk power 
system will generally be considered a user of the bulk power 
system, unless the entity’s actions or facilities have no material 
impact on the bulk power system; 

1.2.6 Notwithstanding the other considerations in this Section 1.2, if the 
consequences of an entity’s actions or inactions could have a 
material impact on the bulk power system, that entity may be 
considered a user of the bulk power system; 

1.2.7 (a) A generation or transmission cooperative, a joint-action agency 
or another organization (a Joint Registration Organization or JRO) 
may be registered, in lieu of each of the JRO’s members or related 
entities being registering individually, by the JRO accepting the 
reliability functions identified in Section 1.1 above, or (b) a JRO 
and its members or related entities may enter into a written 
agreement as to which of them will be responsible for one or more 
reliability standards applicable to a particular function and/or for 
one or more requirements within particular reliability standards 
applicable to a particular function and/or for one or more 
requirements within particular reliability standards, in either case 
in accordance with the provisions specified in Section 507 (each of 
(a) and (b), a “joint registration”). 

 For purpose of this Section 501.1.2.7 and Section 507, a “related 
entity” is an entity whose operations in relation to the operation of 
the JRO make it feasible for the JRO to accept responsibility for 
reliability functions for which the related entity would otherwise 
be responsible.  A non-exclusive list of examples of JROs and 
related entities includes (i) a balancing authority or a transmission 



Rules of Procedure of the North American Electric Reliability Corporation 

Effective _____ XX, 2007  42 

provider as the JRO, and (ii) a load-serving entity or a distribution 
provider within the balancing authority’s control area or receiving 
transmission services from the transmission provider, as the related 
entity. 

1.3 NERC and the regional entities shall use the following procedure for 
establishing and maintaining the compliance registry: 

1.3.1 NERC shall notify each organization of its intent to place the 
organization on the compliance registry. 

1.3.2 Any organization receiving such a notice may challenge the 
decision to include it on the compliance registry by filing its 
written objection with NERC’s director of compliance within 21 
days stating the reasons it believes it should not be considered a 
bulk power system owner, operator, or user. 

1.3.3 The Compliance Committee of the Board of Trustees will 
promptly issue a written decision on the challenge, including the 
reasons for the decision. 

1.3.4 The decision of the Compliance Committee shall be final unless, 
within 21 days, the organization appeals the decision to the 
applicable governmental authority. 

1.3.5 At any time a person may recommend in writing, with supporting 
reasons, to the director of compliance that an organization be 
added to or removed from the compliance registry. 

1.3.6 The compliance registry shall be dynamic and be revised as 
necessary to take account of changing circumstances.  NERC will 
take such recommendations, and other applicable information, 
under advisement as it determines whether an entity should be on 
the compliance registry. 

1.3.7 Each entity identified in the registry shall notify NERC and its 
corresponding regional entity of any changes in ownership, 
corporate structure, or similar matters that affect the entity’s 
responsibilities with respect to the reliability standards.  Failure to 
notify will not relieve the entity from any responsibility to comply 
with the reliability standards or shield it from any penalties or 
sanctions associated with failing to comply with such standards. 

1.4 For all geographical or electrical areas of the bulk power system, the 
registration process shall ensure that (1) no areas are lacking any entities 
to perform the duties and tasks identified in and required by the reliability 
standards to the fullest extent practical, and (2) there is no duplication of 
such coverage or of required oversight of such coverage. 
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In particular the process shall: 

1.4.1 Ensure that all areas are under the oversight of one and only one 
reliability coordinator. 

1.4.2 Ensure that all balancing authorities and transmission operator 
entities2 are under the responsibility of one and only one reliability 
coordinator. 

1.4.3 Ensure that all transmission elements of the bulk power system are 
the responsibility and under the control of one and only one 
transmission planner, planning authority, and transmission 
operator. 

1.4.4 Ensure that all loads and generators are under the responsibility 
and control of one and only one balancing authority. 

1.5 NERC shall maintain publicly available process documentation. 

1.6 NERC shall maintain the compliance registry of organizations responsible 
for meeting the requirements of the reliability standards currently in effect 
on its Web site and shall update the compliance registry monthly. 

2. Entity Certification — NERC shall provide for certification of all entities with 
primary reliability responsibilities requiring certification as established in the 
NERC reliability standards.  The NERC program shall:  

2.1 Evaluate and certify the competency of entities performing reliability 
functions.  The entities presently expected to be certified include 
reliability coordinators, transmission operators, and balancing authorities.  
Other entities may be added, as required, by approved reliability 
standards.  

2.2 Certify each entity’s ability to meet the minimum requirements established 
by the NERC reliability standards for each function.  

2.3 Maintain process documentation. 

2.4 Maintain records of currently certified entities. 

3. Delegation and Oversight 

                                                 
2 Some organizations perform the listed functions (e.g., balancing authority, transmission operator) over areas that transcend the 
footprints of more than one reliability coordinator.  Such organizations will have multiple registrations, with each such 
registration corresponding to that portion of the organization’s overall area that is within the footprint of a particular reliability 
coordinator. 
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3.1 NERC may delegate the responsibilities of registration and certification to 
regional entities in accordance with requirements established by NERC.  
Delegation will be via the delegation agreement between NERC and the 
regional entity or other applicable agreement.  The regional entity shall 
administer an organization registration and certification program to meet 
NERC’s program goals and requirements. 

3.2 NERC shall develop and maintain a plan to ensure the continuity of 
organization registration and certification within the geographic or 
electrical boundaries of a regional entity in the event that no entity is 
certified as a regional entity for that region, or the regional entity 
withdraws as a regional entity, or does not operate its organization 
registration and certification program in accordance with delegation 
agreements and other requirements. 

3.3 NERC shall develop and maintain a program to monitor and oversee each 
regional entity registration and certification program that is delegated 
authority through a delegation agreement or other applicable agreement.   

3.3.1 This program shall monitor whether the regional entity carries out 
its organization registration and certification program in 
accordance with NERC requirements, and whether there is 
consistency, fairness of administration, and comparability of 
outcomes within each regional entity’s certification and 
registration program and among all of the programs.   

3.3.2 Monitoring and oversight shall be accomplished through direct 
participation in certification audits and periodic reviews of 
program documents and records. 

502. ERO Organization Registration and Certification Program Requirements 
1. NERC shall have final authority in all matters constituting the organization 

registration and certification program. 

1.1 The roles and authority of regional entities in the program are delegated 
from NERC pursuant to the rules of procedure through regional delegation 
agreements or other applicable agreements.  

1.2 Processes for the program shall be owned by NERC; materials that each 
regional entity may use to participate in the program may be adapted by 
that organization subject to prior review and approval by NERC. 

1.3 Regional entities participating in the program shall perform their roles and 
responsibilities to meet NERC’s requirements, as specified in the rules of 
procedure or NERC approved materials, including requirements for 
quality, thoroughness, timeliness, accuracy, efficiency, cost-effectiveness, 
and participation. 
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1.4 Regional entity’s decisions to grant or deny certifications shall be subject 
to NERC review and action, including modification or reversal.  

1.5 Regional entity’s decisions with respect to the use of the transitional 
certification processes, as now provided for within the NERC 
Organization Registration and Certification Manual (Appendix 5), are 
subject to NERC review and action, including modification or reversal, 
should NERC deem such review or action warranted. 

1.6 Notwithstanding an entity’s interest and right to object to the makeup of 
the certification team that will conduct the review of that entity, NERC, or 
the regional entity as authorized by NERC, will have final authority on the 
membership and member roles of that team. 

1.7 NERC, or the regional entity as authorized by NERC, shall make all 
assessments and decisions with respect to all aspects of the organization 
registration and certification program, including the completeness and 
accuracy of entities’ applications. 

2. To ensure consistency and fairness of the program, NERC shall develop 
procedures to be used by all regional entities in carrying out their organization 
registration and certification programs, in accordance with the following criteria: 

2.1 NERC and the regional entities shall have data management processes and 
procedures that provide for integrity and retention of data and information 
collected. 

2.2 To maintain the integrity of the NERC Organization Registration and 
Certification Program, NERC, regional entities, certification audit team 
members, and committee members shall maintain the confidentiality of 
information provided by entities in order to become registered or certified. 

2.2.1 NERC and the regional entities shall have appropriate codes of 
conduct and confidentiality agreements for staff and other 
certification audit participants.  Individuals not bound by ERO or 
approved regional entity codes of conduct and who serve on 
certification-related committees or audit teams shall sign an ERO 
confidentiality agreement prior to participating on the committee 
or team. 

2.2.2 Staff, committee, and audit team members shall maintain the 
confidentiality of any certification-related discussions or 
documents that are designated as confidential (see Section 1500 for 
types of confidential information).  Staff, committee, and audit 
team members shall treat as confidential the individual comments 
expressed during audits and report-drafting sessions.  



Rules of Procedure of the North American Electric Reliability Corporation 

Effective _____ XX, 2007  46 

2.2.3 Copies of notes, draft reports, and other interim documents 
developed or used during a certification audit shall be destroyed 
after the public posting of a final, uncontested report.  

2.2.4 Information deemed by an entity, a regional entity, or NERC as 
confidential or critical energy infrastructure information shall not 
be distributed outside of a committee or team, or released publicly.   

2.2.5 In the event that a staff, committee, or audit team member violates 
any of the confidentiality rules set forth above, the staff, 
committee, or audit team member and any member organization 
with which the individual is associated may be subject to 
immediate dismissal from the audit team and may be prohibited 
from future participation in compliance program activities by the 
regional entity or NERC. 

2.2.6 NERC shall develop and provide training in auditing skills to all 
individuals who participate in certification audits.  Training for 
ERO and regional entity personnel, as well as audit team leaders, 
shall be more comprehensive than training given to industry 
experts, regional entity members, and volunteers.  Training for 
regional entity members and volunteers may be delegated to the 
regional entity. 

2.3 An entity that is determined to be competent to perform a function after 
completing all certification requirements shall be deemed certified by 
NERC to perform that function. 

2.3.1 An entity deemed certified by NERC to perform a function shall be 
considered and may be referred to, for example, as a certified 
transmission operator, certified balancing authority, or certified 
reliability coordinator.  Only entities that have received such 
certifications from NERC shall be so designated. 

2.3.2 NERC shall award certification to an entity only after it has 
demonstrated full competency to all certification requirements.  An 
entity shall be awarded certification only for each function for 
which it has demonstrated full competency 

503. Regional Entity Implementation of Organization Registration and Certification 
Program Requirements 

1. Delegation — Recognizing the regional entity’s knowledge of and experience 
with their members, NERC may delegate responsibility for organization 
registration and certification to the regional entity through a delegation agreement 
or such responsibilities may be established through another applicable agreement. 
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2. Registration — The following organization registration activities shall be 
performed by the regional entity in accordance with the NERC Organization 
Registration and Certification Procedures, which are incorporated into the Rules 
of Procedure as Appendix 5. 

2.1 Entities seeking registration shall contact the regional entity in which they 
operate to become registered and, if necessary, certified. 

2.2 Regional entities shall verify that all balancing authorities and 
transmission operators are under the responsibility of one and only one 
reliability coordinator. 

2.3 Regional entities shall verify that all transmission elements of the bulk 
power system operated within their geographic boundaries are under the 
authority and control of one and only one transmission planner, planning 
authority, transmission owner, and transmission operator. 

2.4 Regional entities shall verify that all loads and generation sources within 
their geographic boundaries are under the authority and control of one and 
only one balancing authority. 

2.5 Regional entities shall verify that no geographical or electrical areas of the 
bulk power system within their boundaries have duplication of coverage or 
are lacking an entity to perform required duties and tasks as identified in 
the reliability standards.  

3. Certification — The following organization certification activities shall be 
performed by the regional entity in accordance with an approved ERO delegation 
agreement or another applicable agreement:   

3.1 Entities seeking certification to perform one of the functions requiring 
certification shall contact the regional entity for the region(s) in which 
they operate to apply for certification.  NERC shall have oversight of the 
regional entity’s certification activities and processes. 

3.2 Entities seeking certification and other affected operators shall provide all 
information and data requested by NERC or the regional entity to conduct 
the certification process, in accordance with 18 C.F.R. Section 39.2 in the 
United States.   

3.3 Regional entities shall contact entities directly and provide notice of the 
requirement to be certified by NERC and initiate the process to certify any 
entities that do not voluntarily contact the regional entity or NERC. 

3.4 Regional entities shall notify NERC of all certification applicants, 
including those not voluntarily seeking certification. 
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3.5 The regional entity shall establish certification procedures to include audit 
processes, schedules and deadlines, expectations of the applicants and all 
entities participating in the audit and certification processes, and 
requirements for certification auditors. 

3.5.1 The regional entity certification procedures will include provisions 
for on-site visits to the applicant’s facilities to review the data 
collected through questionnaires, interviewing the operations and 
management personnel, inspecting the facilities and equipment 
(and requesting a demonstration of all tools identified in the 
certification standard), reviewing all necessary documents and data 
(including all agreements, processes, and procedures identified in 
the certification standard), reviewing certification documents and 
projected system operator work schedules, and reviewing any 
additional documentation that is needed to support the completed 
questionnaire or inquiries arising during the site visit. 

3.5.2 All industry experts and regional members participating in 
certification audits shall successfully complete appropriate training 
provided by NERC or the regional entity prior to performing an 
audit. 

3.5.3 The regional entity certification procedures will provide for 
preparation of a written report by the audit team detailing any 
deficiencies that must be resolved prior to certification along with 
any other recommendations for consideration by the entity, the 
regional entity, or NERC.   

3.5.4 The regional entity shall evaluate the competency of entities 
requiring certification to meet the minimum requirements 
established by the standards for each such function based on the 
requirements established by NERC. 

504. Appeals 

1. NERC shall maintain an appeals process to resolve any disputes related to 
registration or certification activities (Organization Registration and Certification 
Manual — Appendix 5). 

2. Each regional entity with delegated responsibilities shall establish and maintain a 
fair, independent, and nondiscriminatory appeals process.  The regional entity 
appeals process shall culminate with the regional board or a committee 
established by and reporting to the board as the final adjudicator, provided that: 
(1) in ERCOT, the Public Utility Commission of Texas may act as the final 
adjudicator, and (2) where applicable, Canadian provincial governmental 
authorities may act as the final adjudicator in their jurisdictions.  NERC shall be 
notified of all appeals and may observe any proceedings. 
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505. Program Maintenance 
NERC shall maintain its program materials, including such manuals or other documents 
as it deems necessary, of the governing policies and procedures of the organization 
registration and certification program. 

506. Independent Audit of NERC Organization Certification Program 
1. NERC shall provide for an independent audit of its organization certification 

program at least once every three years, or more frequently, as determined by the 
board.  The audit shall be conducted by independent expert auditors as selected by 
the board. 

2. The audit shall evaluate the success and effectiveness of the NERC organization 
certification program in achieving its mission. 

3. The final report shall be posted by NERC for public viewing according to the 
reporting and disclosure process in Section 408. 

4. If the audit report includes recommendations to improve the program, the 
administrators of the program shall provide a written response and plan to the 
board within 30 days of the final report. 

507. Provisions Relating to Joint Registrations and Joint Registration Organizations 

1. Registration by a JRO.  In addition to registering as the entity responsible for all 
functions that a JRO performs itself, a JRO may register on behalf of one or more 
of its members or related entities for one or more functions as to which such 
members or related entities would otherwise be required to register, and thereby 
accept on behalf of such members or related entities all compliance responsibility, 
including reporting requirements, for all requirements of reliability standards 
applicable to the function or functions for which the JRO has registered on behalf 
of its members or related entities. Any entity seeking to register as a JRO for any 
or all requirements identified in the reliability standards that would otherwise be 
the responsibility of one or more of its members or related entities shall provide to 
the applicable regional entity information, in the form requested by the regional 
entity, sufficient to identify whether the entity or its member(s) or related entities 
will be responsible for compliance with each provision of the reliability standards 
for the applicable functional responsibilities covered by the joint registration.  The 
JRO must identify its primary compliance contact.  The JRO primary compliance 
contact is responsible for providing all of the information and data, including 
submitting reports, as needed by the regional entity for performing assessments of 
compliance.  

2. Joint registration pursuant to written agreement.  Where a JRO and any of its 
members or related entities agree, in writing, upon a division of compliance 
responsibility among them for one or more reliability standard(s) applicable to a 
particular function, and/or for one or more requirements within particular 
reliability standard(s), both the JRO and such member(s) or related entit(ies) shall 
register as an organization responsible for that function.  The JRO and its 
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member(s) or related entit(ies) must have a written agreement that clearly 
specifies their respective responsibilities, which shall be submitted as part of the 
joint registration.  Neither NERC nor the regional entity shall be parties to any 
such agreement between a JRO and its member or related entit(ies), nor shall 
NERC or the regional entity have responsibility for reviewing or approving any 
such agreement, other than to verify that the agreement provides for an allocation 
or assignment of responsibilities consistent with the joint registration.     

3. NERC or the regional entity may request clarification of any list submitted to it 
that identifies the compliance responsibilities of the JRO and its member(s) or 
related entit(ies), and may request such additional information as NERC or the 
regional entity deems appropriate. 

4. The regional entity shall notify NERC of each joint registration that the regional 
entity accepts.  The regional entity’s acceptance of a joint registration shall be a 
representation by the regional entity to NERC that the regional entity has 
concluded the joint registration will result in (1) no areas lacking any entities to 
perform the duties and tasks identified in and required by the reliability standards, 
and (2) no unnecessary duplication of such coverage of areas by entities to 
perform the duties and task identified in and required by the reliability standards 
or of required oversight of such coverage. 

5. NERC shall maintain, and shall post on its web site, a Joint Registration 
Organization registry listing all joint registrations that have been accepted by 
NERC or by a regional entity and the reliability standards or requirements thereof 
for which each JRO and each of its members or related entities is responsible 
under the joint registration.  The postings on NERC’s web site shall clearly 
identify the compliance responsibilities of the JRO and of each of its member(s) 
or related entit(ies).  Such postings are intended to enable reliability coordinators 
and other system operators to be fully aware of responsibilities and chains of 
command in order to respond quickly and decisively to system operation events. 

6. Annually following submission of a joint registration, the JRO shall provide the 
regional entity with a list, in a form specified by the regional entity, that identifies 
the members or related entities and the functions for which the JRO has registered 
on behalf of such members or related entities and for which the JRO assumes 
compliance responsibility.  Additionally, a JRO shall provide a revised list of 
compliance responsibilities to the regional entity each time the JRO accepts 
additional compliance responsibilities for a member or related entity or for a new 
member or related entity and each time that any compliance reliability reverts 
from the JRO to a member or related entity.  The regional entity shall promptly 
notify NERC of each such revision. 

7. In the event of a violation of a reliability standard or of a requirement of a 
reliability standard, the JRO or its member or related entity identified in the Joint 
Registration Organization registry as responsible for such reliability standard or 
requirement shall be identified in the notice of alleged violation and shall be 
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assessed the sanction or penalty for the violation.  In accordance with the NERC 
Sanctions Guidelines, for a violation that is attributable to a member or related 
entity that is registered under the joint registration, the penalty or sanction 
imposed for the violation will bear reasonable relation to the violation as incurred 
by that member or related entity and not the JRO.  In the event a regional entity is 
not able to determine, based on the joint registration and the annual or other 
revised list submitted by the JRO, which entity is responsible for a particular 
reliability standard or requirement thereof that has been violated, the regional 
entity shall issue the notice of alleged violation to, and shall impose any sanction 
or penalty on, the JRO.  NERC and the regional entity shall have no responsibility 
for any allocation or collection of penalties or sanctions between or among the 
JRO and its member(s) or related entit(ies).   

8. Individual member registration.  Nothing in this Section 507 shall preclude a 
member of a JRO, a related entity, or any other entity, from registering on its own 
behalf and undertaking full compliance responsibility, including reporting 
requirements, for the reliability standards applicable to the function(s) for which 
the member or other entity is registering.  A JRO member or related entity that 
registers as responsible for any reliability standard or requirement of a reliability 
standards shall inform the JRO of its registration.
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SECTION 600 — PERSONNEL CERTIFICATION 
601. Scope of Personnel Certification 

Maintaining the reliability of the bulk electric system through implementation of the 
reliability standards requires skilled, trained and qualified system operators.  The System 
Operator Certification Program provides the mechanism to ensure system operators are 
provided the education and training necessary to obtain the essential knowledge and skills 
and are therefore qualified to operate the bulk electric system.  NERC, as the ERO, will 
ensure skilled, trained, and qualified system operators through the System Operator 
Certification Program. 

NERC shall develop and maintain a personnel certification program to evaluate 
individuals and to issue credentials to individuals who demonstrate the required level of 
competence.  A current version of such a program is the System Operator Certification 
Program Manual, which is incorporated into these rules as Appendix 6. 

602. Structure of ERO Personnel Certification Program 
1. The NERC personnel certification program shall be international in scope. 

2. The personnel certification program shall have a governing body that (1) is able to 
independently exercise decision-making for all matters pertaining to certification, 
(2) includes individuals from the discipline being certified and whose composition 
addresses the needs of the users of the program (e.g., employers, regulators, etc.), 
and (3) has representation for each specialty or level within a discipline. 

3. NERC shall maintain a nominating process for membership in the governing 
body.  Nominations shall be open to all interested parties and self-nominations 
shall be accepted.  The NERC Board of Trustees shall appoint members to the 
governing body from among those nominated.  The members of the governing 
body shall serve at the pleasure of the board. 

4. The personnel certification program governing body shall have control over the 
matters related to the personnel certification and recertification programs listed 
below, without being subject to approval by any other body. 

4.1 Policies and procedures, including eligibility requirements and application 
processing. 

4.2 Requirements for personnel certification, maintaining certification, and 
recertification. 

4.3 Examination content, development, and administration. 

4.4 Examination cut score. 

4.5 Grievance and disciplinary processes. 
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4.6 Governing body and subgroup(s)’ meeting rules including agenda, 
frequency, and related procedures. 

4.7 Subgroup(s) appointments and work assignments. 

4.8 Publications about personnel certification and recertification. 

4.9 Setting fees for application, and all other services provided as a part of the 
personnel certification and recertification activities. 

4.10 Program funding, spending, and budget authority.  Financial matters 
related to the operation of the program shall be segregated from other 
NERC activities. 

5. The personnel certification program shall utilize written procedures for the 
selection of members of the governing body that prohibit the governing body 
from selecting a majority of its successors. 

6. The personnel certification program shall be separate from the accreditation and 
education functions of NERC in related disciplines. 

7. No member of the personnel certification program governing body or staff 
member working with the personnel certification program governing body shall 
have or exercise any authority or responsibility for compliance matters related to 
reliability standards concerning personnel certification. 

603. Candidate Testing Mechanisms 
1. The personnel certification program shall utilize reliable testing mechanisms to 

evaluate individual competence in a manner that is objective, fair to all 
candidates, job-related, and based on the knowledge and skill needed to function 
in the discipline. 

2. The personnel certification program shall implement a formal policy of periodic 
review of the testing mechanisms to ensure ongoing relevance of the mechanisms 
to knowledge and skill needed in the discipline. 

3. The personnel certification program shall utilize policies and procedures to ensure 
that all test administration and development materials are secure and demonstrate 
that these policies and procedures are consistently implemented. 

4. The personnel certification program shall establish pass/fail levels that protect the 
public with a method that is based on competence and generally accepted in the 
psychometric community as being fair and reasonable. 

5. The personnel certification program shall conduct ongoing studies to substantiate 
the reliability and validity of the testing mechanisms. 
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6. The personnel certification program shall utilize policies and procedures that 
govern how long examination records are kept in their original format. 

7. The personnel certification program shall demonstrate that different forms of the 
testing mechanisms assess equivalent content and that candidates are not 
penalized for taking forms of varying difficulty. 

604. Public Information About the Personnel Certification Program 
1. The personnel certification program shall provide for publishing and availability 

of general descriptive material on the procedures used in examination 
construction and validation; all eligibility requirements and determination; fees; 
and examination administration documents, including: reporting of results, 
recertification requirements, and disciplinary and grievance procedures. 

2. The personnel certification program shall publish and make available a 
comprehensive summary or outline of the information, knowledge, or functions 
covered by the examination. 

3. The personnel certification program shall publish and make available at least 
annually a summary of certification activities for the program, including at least 
the following information:  number of examinations delivered, the number passed, 
the number failed, and the number certified. 

605. Responsibilities to Applicants for Certification or Recertification 
The personnel certification program: 

1. Shall not discriminate among applicants as to age, gender, race, religion, national 
origin, disability, or marital status and shall include a statement of non-
discrimination in announcements of the program. 

2. Shall comply with all requirements of applicable federal and state/provincial laws 
with respect to all certification and recertification activities, and shall require 
compliance of all contractors and/or providers of services. 

3. Shall make available to all applicants copies of formalized procedures for 
application for, and attainment of, personnel certification and recertification and 
shall uniformly follow and enforce such procedures for all applicants. 

4. Shall implement a formal policy for the periodic review of eligibility criteria and 
application procedures to ensure that they are fair and equitable. 

5. Shall provide competently proctored examination sites. 

6. Shall uniformly report examination results to applicants in a timely manner. 

7. Shall give applicants failing the examination information on general content areas 
of deficiency. 
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8. Shall implement policies and procedures providing due process for applicants 
questioning eligibility determination, examination results, and certification status, 
and shall publish this information.  A current version of such a procedure is the 
NERC System Operator Certification Dispute Resolution Process, which is 
incorporated into these rules as part of Appendix 6. 

9. Shall develop and maintain a program manual containing the processes and 
procedures for applicants for certification and recertification. 

606. Responsibilities to the Public and to Employers of Certified Practitioners 
The personnel certification program: 

1. Shall demonstrate that the testing mechanisms adequately measure the knowledge 
and skill required for entry, maintenance, and/or advancement in the profession 
for each position to be certified. 

2. Shall award certification and recertification only after the skill and knowledge of 
the individual have been evaluated and determined to be acceptable. 

3. Shall periodically publish or maintain, in an electronic format, a current list of 
those persons certified in the programs and have polices and procedures that 
delineate what information about a credential holder may be made public and 
under what circumstances. 

4. Shall have formal policies and procedures for discipline of a credential holder, 
including the revocation of the certificate, for conduct deemed harmful to the 
public or inappropriate to the discipline (e.g., incompetence, unethical behavior, 
physical or mental impairment affecting performance).  These procedures shall 
incorporate due process.  The current procedure is the NERC Certified System 
Operator Credential Disciplinary Action Procedure, which is incorporated into 
these rules as part of Appendix 6. 

5. Shall demonstrate that any title or credential awarded accurately reflects or 
applies to the practitioner’s daily occupational or professional duties and is not 
confusing to employers, consumers, regulators, related professions, and/or other 
interested parties. 
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SECTION 700 — RELIABILITY READINESS EVALUATION AND 
IMPROVEMENT 

701. Scope of the Reliability Readiness Evaluation and Improvement Program  
The readiness evaluations are designed to ensure that operators of the bulk electric 
system have the facilities, tools, processes, and procedures in place to operate reliably 
under future conditions.  The evaluations help balancing authorities, transmission 
operators, reliability coordinators, and others that provide support to these operators 
recognize and assess their reliability responsibilities and evaluate how their operations 
support those responsibilities.  The evaluation team may also evaluate transmission 
planner and transmission owner functions in concert with the evaluation of reliability 
coordinators, balancing authorities, and transmission operators NERC uses the results of 
these evaluations to champion the changes required to improve the reliability 
performance of these entities and achieve excellence in the assigned reliability functions 
and responsibilities.  A companion goal of the program is to identify and promote 
examples of excellence within the industry. 

Monitoring compliance with reliability standards provides only a historical perspective 
by determining if a registered entity has complied with the NERC reliability standards 
over some prescribed period in the past.  An effective ERO will also recognize that 
monitoring compliance absent a system emergency or disturbance does not effectively 
preserve reliability or ensure the ability to perform and achieve excellence during a 
system emergency or disturbance. 

NERC identifies those entities with primary reliability responsibilities and provides 
guidance to help them achieve operational excellence through the Reliability Readiness 
Evaluation and Improvement Program.  This program recognizes that standards cannot 
prescribe all aspects of reliable operations and that NERC standards present a threshold, 
not a target, for performance and excellence in the industry.  Balancing authorities, 
transmission operators, reliability coordinators, and others that provide support to these 
operators must be ready to perform under emergency conditions while striving for 
excellence in their assigned reliability functions and responsibilities. 

NERC maintains a reliability readiness evaluation and improvement program for the 
purpose of promoting compliance with reliability standards and enhancing the reliability 
of the bulk power system.  The program assesses the reliability readiness of reliability 
coordinators, balancing authorities, transmission operators, and others performing 
delegated tasks for these operators to operate the bulk power system reliably, and to 
identify opportunities for improvement.  NERC may also create sector forums (see 
section 712) to enhance the reliability of the bulk power system by providing a 
mechanism for members of a particular industry sector, using peer review and mutual 
assistance, to identify best practices in the safety and reliability of the bulk power system, 
to disseminate lessons learned from disturbances, near misses, and other events, and to 
encourage all members of the sector to implement those practices and lessons on a timely 
basis.  The Reliability Readiness Evaluation and Improvement Program will coordinate 
with the sector forums as appropriate to provide input from the readiness evaluations. 
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702. Structure of the Reliability Readiness Evaluation and Improvement Program 
1. NERC shall have overall responsibility for coordinating readiness evaluations in 

accordance with the NERC Readiness Evaluation Procedure, the current version 
of which is incorporated into these rules as Appendix 7.  These rules of procedure 
take precedence for any conflicts or inconsistencies that exist with the NERC 
Readiness Evaluation Procedure. 

2. NERC staff shall have the primary responsibility for executing the following 
procedural steps:  (1) development of the overall schedule in conjunction with the 
appropriate regional entity to coordinate evaluation activities; (2) initiation of the 
evaluation process for each entity; (3) provision of evaluation questionnaires, 
processes, data requests, documentation, and criteria; (4) identification of 
readiness evaluation team members; (5) coordination of evaluated entity and 
neighboring entity questionnaires; and (6) publication of findings. 

3. The NERC evaluation team shall perform the following functions: (1) review the 
entity’s questionnaire responses and documentation and research any issues or 
events identified; (2) perform the on-site evaluations; and (3) prepare a report of 
findings. 

703. Scheduling of Readiness Evaluations 
1. NERC staff in conjunction with the regional entities shall prepare a three-year 

cycle of readiness evaluations that will be updated annually by a date specified by 
NERC. 

2. NERC shall obtain from the regional entity the identity of a contact person at each 
entity to be evaluated. 

3. Readiness evaluations and compliance audits shall be conducted with separate 
processes, but may occur concurrently if separate personnel are used. 

704. Resources for Readiness Evaluations 
1. NERC shall select an evaluation team in advance of each evaluation according to 

a schedule specified by NERC. 

2. The evaluation team shall consist of members possessing expertise and experience 
specified by NERC. 

3. The evaluation team shall be of a size and composition specified by NERC. 

4. If an entity to be evaluated raises an objection to an evaluation team member’s 
participation, it must do so in writing to NERC stating clearly the basis for the 
objection.  Upon receipt of such objection, the Director of NERC’s Readiness 
Evaluation and Improvement program will attempt to resolve the issue to the 
mutual agreement of the entity being evaluated and the individual and/or entity 
for whom the individual is employed, utilizing guidance from the regional entities 
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as appropriate. 
 
If this process does not result in a mutually acceptable agreement, the Director 
will resolve the objection based on the following factors: 

a. Team member was previously employed by entity to be evaluated 
within the previous three years; 

b. Team member was previously employed by entity to be evaluated and 
whose employment ended unfavorably; 

c. Team member is in active litigation with the entity to be evaluated; 

d. Team member has a direct financial interest in the entity to be 
evaluated; 

e. Team member is employed in a company under the same corporate 
umbrella as the entity to be evaluated; 

f. The team member’s employer and the entity to be evaluated are 
engaged in active litigation; and 

g. Other matters that may interfere with the exercise of independent 
judgment. 

5. NERC shall develop and provide training in evaluation skills to all individuals 
who participate in readiness evaluations.  Training for NERC evaluation team 
leaders and regional entity personnel shall be more comprehensive than training 
given to industry experts and regional members. 

6. All team members and observers shall sign and abide by a NERC confidentiality 
agreement prior to participating in any of the evaluation activities unless bound by 
NERC or other codes of conduct acknowledged by NERC to be acceptable.  
Copies of the signed confidentiality agreements shall be maintained by NERC and 
be available upon request by the evaluated entity. 

7. To maintain the focus and size of the evaluation team, the use of observers will be 
limited.  Observers must be expressly agreed upon by both NERC and the entity 
being evaluated.  The role of observers is limited to observing the process.  
Observers shall not participate in the creation and editing of the report or its 
findings, or interfere with the evaluation process.  The team leader may remove 
any observer from the evaluation who is not abiding by these criteria. 

705. Pre-Readiness Evaluation Activities 
NERC will require certain information to perform readiness evaluations of operating 
entities.  These entities shall provide to NERC such information as is necessary to 
conduct the readiness evaluations. 

1. Prior to an evaluation, NERC shall provide the entity a request for information 
and a questionnaire.  The entity shall return the requested information and the 
completed questionnaire according to a schedule specified by NERC. In its 



Rules of Procedure of the North American Electric Reliability Corporation 

Effective _____ XX, 2007  59 

submission to the request for information, the entity to be evaluated shall identify 
all tasks that have been delegated to another entity. 

2. NERC shall provide a questionnaire to neighboring operating entities with which 
the evaluated entity routinely interacts.  The neighboring operating entities shall 
return the completed questionnaires within a period of time specified by NERC. 

3. Prior to the evaluation, NERC shall provide an evaluation agenda to the entity to 
be evaluated. 

4. The evaluation team will receive the following information upon receipt of a 
signed confidentiality agreement according to a schedule specified by NERC. 

a. The evaluated entity’s completed questionnaire and supporting 
documentation; 

b. The neighboring operating entities’ completed questionnaires; and 

c. The on-site agenda. 

5. The evaluation team will coordinate before the on-site evaluation begins to review 
questionnaire responses, identify areas requiring further investigation, discuss 
concerns, coordinate the interview process, and assign responsibilities during the 
on-site visit. 

706. On-Site Activities for the Readiness Evaluation 

1. The evaluation team will meet on-site for a period defined by NERC to conduct 
the readiness evaluation according to the agenda provided in advance.  The team 
will conduct interviews with personnel, review documentation, and make 
observations about the entity’s tools, facilities, and processes.   

2. The team’s findings shall be based on data collected from the entity’s 
questionnaire and documentation, neighboring operating entities’ questionnaires, 
and observations and information collected during the on-site visit. 

3. Evidence of possible noncompliance with a reliability standard shall be reported 
to NERC and to the applicable regional entity for resolution through the 
applicable Compliance Monitoring and Enforcement Program.  If the issue is 
judged to be an immediate threat to reliability, the notification to NERC and the 
regional entity shall be made within 24 hours of discovery.  Possible 
noncompliance with a NERC reliability standard will not be identified in the 
readiness evaluation report.  

4. Upon completion of the on-site evaluation, the team shall make a presentation to 
the evaluated entity of preliminary findings and recommendations that will be 
included in the final report. 
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707. Preparation and Posting of the Final Report 
1. The evaluation team leaders shall prepare a draft report.  The report will be sent to 

the team for review, within a period of time after the evaluation specified by 
NERC. 

2. The evaluation team shall have a period of time specified by NERC to respond to 
the draft report.  If a team member does not respond within the allotted time, such 
non-response shall be considered agreement with the contents of the report.  

3. The draft report shall then be sent to the evaluated entity for its review to ensure 
that there are no factual errors in the report.  The entity shall respond within a 
period of time specified by NERC.  If the entity does not respond within the 
specified time, such non-response shall be considered agreement with the content 
of the report.  The entity may provide feedback in the form of corrections and 
clarifications that will be considered by the evaluation team for inclusion in the 
final report. 

4. After agreeing on any final corrections, the evaluation team may elect to provide 
the evaluated entity the opportunity to review the changes if deemed significant. 
The team shall then post the final report on the NERC Web site within a period of 
time from the on-site evaluation specified by NERC.  Information deemed to be 
confidential information shall be redacted prior to posting. The entity will make 
the determination about what information will be redacted.   

5. Should the entity wish to provide comments regarding the final report, evaluation 
processes, or findings, the entity may provide a statement in writing that will be 
posted on the NERC Web site in conjunction with the final report. 

6. In response to the posted evaluation report and within a period of time after the 
posting specified by NERC, the entity shall provide a response plan to NERC 
addressing the report recommendations, including a timeline for implementation.  
The response plan shall be published on the NERC Web site when submitted by 
the entity.  If the entity requests, NERC will offer assistance in developing a 
suitable response plan to address the report’s recommendations.  The entity shall 
notify NERC of its request for assistance. 

7. NERC may direct that a mid-cycle follow-up evaluation be scheduled 

708. Monitoring Recommendation Implementation   

1. Evaluated entities may implement actions based on the recommendation or may 
review the recommendation and determine that no action is warranted or 
necessary and provide documentation on their decisions as well as the response 
plan. 

2. NERC shall monitor the evaluated entity’s implementation of the 
recommendations in the final report and the entity’s response plan, and shall 
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report progress to the board.  NERC may elect to use the regional entities to 
coordinate the request for updated recommendation status for members within its 
area of oversight. 

709. Examples of Excellence 
NERC shall identify and publish examples of excellence identified during the course of 
readiness evaluations.  “Examples of excellence” are practices utilized by owners, 
operators and users of the bulk power system that are identified as being exceptionally 
effective in ensuring and protecting the reliability of the bulk power system.  These 
“examples of excellence” may be identified through a readiness evaluation or submitted 
to NERC for an on-site evaluation. 

710. Confidentiality Requirements for Readiness Evaluations and Evaluation Team 
Members 
1. All information made available or created during the course of the evaluation 

including, but not limited to, data, documents, observations and notes, shall be 
maintained as confidential by all evaluation team members, in accordance with 
the requirements of Section 1500. 

2. Evaluation team members are obligated to destroy all confidential evaluation 
notes following the posting of the final report. 

3. NERC will retain evaluation-related documentation, notes, and materials for a 
period of time as defined by NERC. 

711. Independent Audit of the Reliability Readiness Evaluation and Improvement 
Program 
1. NERC shall provide for an independent audit of its reliability readiness evaluation 

and improvement program at least once every three years or more frequently as 
determined by the board.  The audit shall be conducted by independent expert 
auditors as selected by the board. 

2. The audit shall evaluate the success and effectiveness of the NERC reliability 
readiness evaluation and improvement program in achieving its mission. 

3. If the audit report includes recommendations to improve the reliability readiness 
evaluation and improvement program, the administrators of the program shall 
provide a written response and plan to the board within 30 days of the final report. 

4. The final report shall be posted by NERC for public viewing on its Web site.  
Confidential information shall be redacted according to NERC procedures and not 
released publicly. 

712. Formation of Sector Forum   

1. NERC will form a sector forum at the request of any five members of NERC that 
share a common interest in the safety and reliability of the bulk power system.  
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The members of sector forum may invite such others of the members of NERC to 
join the sector forum as the sector forum deems appropriate. 

2. The request to form a sector forum must include a proposed charter for the sector 
forum.  The board must approve the charter. 

3. NERC will provide notification of the formation of a sector forum to its 
membership roster.  Notices and agendas of meetings shall be posted on NERC’s 
Web site. 

4. A sector forum may make recommendations to any of the NERC committees and 
may submit a standards authorization request to the NERC Reliability Standards 
Development Procedure. 
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SECTION 800 — RELIABILITY ASSESSMENT AND 
PERFORMANCE ANALYSIS 
801. Objectives of the Reliability Assessment and Performance Analysis Program 

The objectives of the NERC reliability assessment and performance analysis program are 
to:  (1) conduct, and report the results of, an independent assessment of the overall 
reliability and adequacy of the interconnected North American bulk power systems, both 
as existing and as planned; (2) analyze off-normal events on the bulk power system; (3) 
identify the root causes of events that may be precursors of potentially more serious 
events; (4) assess past reliability performance for lessons learned; (5) disseminate 
findings and lessons learned to the electric industry to improve reliability performance; 
and (6) develop reliability performance benchmarks.  The final reliability assessment 
reports shall be approved by the board for publication to the electric industry and the 
general public. 

802. Scope of the Reliability Assessment Program 
1. The scope of the reliability assessment program shall include: 

1.1 Review, assess, and report on the overall electric generation and 
transmission reliability (adequacy and operating reliability) of the 
interconnected bulk power systems, both existing and as planned.  

1.2 Assess and report on the key issues, risks, and uncertainties that affect or 
have the potential to affect the reliability of existing and future electric 
supply and transmission. 

1.3 Review, analyze, and report on regional self-assessments of electric 
supply and bulk power transmission reliability, including reliability issues 
of specific regional concern. 

1.4 Identify, analyze, and project trends in electric customer demand, supply, 
and transmission and their impacts on bulk power system reliability. 

1.5 Investigate, assess, and report on the potential impacts of new and 
evolving electricity market practices, new or proposed regulatory 
procedures, and new or proposed legislation (e.g. environmental 
requirements) on the adequacy and operating reliability of the bulk power 
systems. 

2. The reliability assessment program shall be performed in a manner consistent 
with the reliability standards of NERC including but not limited to those that 
specify reliability assessment requirements.  
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803. Reliability Assessment Reports 
The number and type of periodic assessments that are to be conducted shall be at the 
discretion of NERC.  The results of the reliability assessments shall be documented in 
three reports: the long-term and the annual seasonal (summer) and the annual seasonal 
(winter) assessment reports.  NERC shall also conduct special reliability assessments 
from time to time as circumstances warrant.  The reliability assessment reports shall be 
reviewed and approved for publication by the board.  The three regular reports are 
described below. 

1. Long-Term Reliability Assessment Report — The annual long-term report shall 
cover a ten-year planning horizon.  The planning horizon of the long-term 
reliability assessment report shall be subject to change at the discretion of NERC.  
Detailed generation and transmission adequacy assessments shall be conducted 
for the first five years of the review period.  For the second five years of the 
review period, the assessment shall focus on the identification, analysis, and 
projection of trends in peak demand, electric supply, and transmission adequacy, 
as well as other industry trends and developments that may impact future electric 
system reliability.  Reliability issues of concern and their potential impacts shall 
be presented along with any mitigation plans or alternatives.  The long-term 
reliability assessment reports will generally be published in the fall (September) 
of each year.  NERC will also publish electricity supply and demand data 
associated with the long-term reliability assessment report.  

2. Summer Assessment Report — The annual summer seasonal assessment report 
typically shall cover the four-month (June–September) summer period.  It shall 
provide an overall perspective on the adequacy of the generation resources and 
the transmission systems necessary to meet projected summer peak demands.  It 
shall also identify reliability issues of interest and regional and subregional areas 
of concern in meeting projected customer demands and may include possible 
mitigation alternatives.  The report will generally be published in mid-May for the 
upcoming summer period. 

3. Winter Assessment Report — The annual winter seasonal assessment report 
shall cover the three-month (December–February) winter period.  The report shall 
provide an overall perspective on the adequacy of the generation resources and 
the transmission systems necessary to meet projected winter peak demands.  
Similar to the summer assessment, the winter assessment shall identify reliability 
issues of interest and regional and subregional areas of concern in meeting 
projected customer demands and may also include possible mitigation 
alternatives.  The winter assessment report will generally be published in mid-
November for the upcoming winter period. 

4. Special Reliability Assessment Reports — In addition to the long-term and 
seasonal reliability assessment reports, NERC shall also conduct special reliability 
assessments on a regional, interregional, and interconnection basis as conditions 
warrant, or as requested by the board or applicable governmental authorities.  The 
teams of reliability and technical experts also may initiate special assessments of 
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key reliability issues and their impacts on the reliability of a regions, subregions, 
or interconnection (or a portion thereof).  Such special reliability assessments may 
include, among other things, operational reliability assessments, evaluations of 
emergency response preparedness, adequacy of fuel supply, hydro conditions, 
reliability impacts of new or proposed environmental rules and regulations, and 
reliability impacts of new or proposed legislation that affects or has the potential 
to affect the reliability of the interconnected bulk power systems in North 
America.  

804. Reliability Assessment Data and Information Requirements 
To carry out the reviews and assessments of the overall reliability of the interconnected 
bulk power systems, the regional entities, regional reliability organizations and other 
entities shall provide sufficient data and other information requested by NERC in support 
of the annual long-term and seasonal assessments and any special reliability assessments.  

Some of the data provided for these reviews and assessment may be considered 
confidential from a competitive marketing perspective, a critical energy infrastructure 
information perspective, or for other purposes.  Such data shall be treated in accordance 
with the provisions of Section 1500 – Confidential Information.  

While the major sources of data and information for this program are the regional entities 
and regional reliability organizations, a team of reliability and technical experts is 
responsible for developing and formulating its own independent conclusions about the 
near-term and long-term reliability of the bulk power systems. 

In connection with the reliability assessment reports, requests shall be submitted to each 
of the regional entities or regional reliability organizations for required reliability 
assessment data and other information, and for each region’s self-assessment report.  The 
timing of the requests will be governed by the schedule for the preparation of the 
assessment reports. 

The regional self-assessments are to be conducted in compliance with NERC standards 
and the respective regional planning criteria.  The team(s) of reliability and technical 
experts shall also conduct interviews with the regional entities or regional reliability 
organizations as needed.  The summary of the regional self-assessments that are to be 
included in the assessment reports shall follow the general outline identified in NERC’s 
request.  This outline may change from time to time as key reliability issues change. 

In general, the regional reliability self-assessments shall address, among other areas, the 
following topics:  demand and net energy for load; assessment of projected resource 
adequacy; any transmission constraints that may impact bulk transmission adequacy and 
plans to alleviate those constraints; any unusual operating conditions that could impact 
reliability for the assessment period; fuel supply adequacy; the deliverability of 
generation (both internal and external) to load; and any other reliability issues in the 
region and their potential impacts on the reliability of the bulk power systems. 
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805. Reliability Assessment Process 
Based on their expertise, the review of the collected data, the review of the regional self-
assessment reports, and interviews with the regional entities or regional reliability 
organizations, as appropriate, the teams of reliability and technical experts shall perform 
an independent review and assessment of the generation and transmission adequacy of 
each region’s existing and planned bulk power system.  The results of the review teams 
shall form the basis of NERC’s long-term and seasonal reliability assessment reports.  
The review and assessment process is briefly summarized below. 

1. Resource Adequacy Assessment — The teams shall evaluate the regional 
demand and resource capacity data for completeness in the context of the overall 
resource capacity needs of the region.  The team shall independently evaluate the 
ability of the regional entity or regional reliability organization members to serve 
their obligations given the demand growth projections, the amount of existing and 
planned capacity, including committed and uncommitted capacity, contracted 
capacity, or capacity outside of the region.  If the region relies on capacity from 
outside of the region to meet its resource objectives, the ability to deliver that 
capacity shall be factored into the assessment.  The demand and resource capacity 
information shall be compared to the resource adequacy requirements of the 
regional entity or regional reliability organization for the year(s) or season(s) 
being assessed.  The assessment shall determine if the resource information 
submitted represents a reasonable and attainable plan for the regional entity or 
regional reliability organization and its members.  For cases of inadequate 
capacity or reserve margin, the regional entity or regional reliability organization 
will be requested to analyze and explain any resource capacity inadequacies and 
its plans to mitigate the reliability impact of the potential inadequacies.  The 
analysis may be expanded to include surrounding areas.  If the expanded analysis 
indicates further inadequacies, then an interregional problem may exist and will 
be explored with the applicable regions.  The results of these analyses shall be 
described in the assessment report. 

2. Transmission Adequacy and Operating Reliability Assessment — The teams 
shall evaluate transmission system information that relates to the adequacy and 
operating reliability of the regional transmission system.  That information shall 
include:  regional planning study reports, interregional planning study reports, 
and/or regional operational study reports.  If additional information is required, 
another data request shall be sent to the regional entity or regional reliability 
organization.  The assessment shall provide a judgment on the ability of the 
regional transmission system to operate reliably under the expected range of 
operating conditions over the assessment period as required by NERC reliability 
standards.  If sub-areas of the regional system are especially critical to the reliable 
operation of the regional bulk transmission system, these facilities or sub-areas 
shall be reviewed and addressed in the assessment.  Any areas of concern related 
to the adequacy or operating reliability of the system shall be identified and 
reported in the assessment. 
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3. Seasonal Operating Reliability Assessment — The team(s) shall evaluate the 
overall operating reliability of the regional bulk transmission systems.  In areas 
with potential resource adequacy or system operating reliability problems, 
operational readiness of the affected regional reliability organizations for the 
upcoming season shall be reviewed and analyzed.  The assessment may consider 
unusual but possible operating scenarios and how the system is expected to 
perform. Operating reliability shall take into account a wide range of activities, all 
of which should reinforce the regional entity’s or regional reliability 
organization’s ability to deal with the situations that might occur during the 
upcoming season.  Typical activities in the assessment may include: facility 
modifications and additions, new or modified operating procedures, emergency 
procedures enhancement, and planning and operating studies.  The teams shall 
report the overall seasonal operating reliability of the regional transmission 
systems in the annual summer and winter assessment reports. 

4. Reporting of Reliability Assessment Results — The teams of reliability and 
technical experts shall provide an independent assessment of the reliability of the 
regional entities, regional reliability organizations and the North American 
interconnected bulk power system for the period of the assessment.  While the 
regional entities or regional reliability organizations are relied upon to provide the 
information to perform such assessments, the review team is not required to 
accept the conclusions provided by the regional entities or regional reliability 
organizations.  Instead, the review team is expected, based on their expertise, to 
reach their own independent conclusions about the status of the adequacy of the 
generation and bulk power transmission systems of North America. 

The review team also shall strive to achieve consensus in their assessments.  The 
assessments that are made are based on the best information available at the time.  
However, since judgment is applied to this information, legitimate differences of 
opinion can develop.  Despite these differences, the review team shall work to 
achieve consensus on their findings. 

In addition to providing long-term and seasonal assessments in connection with 
the reliability assessment program, the review team of experts shall also be 
responsible for recommending new and revised reliability standards related to the 
reliability assessments and the reliability of the bulk power systems.  These 
proposals for new or revised standards shall be entered into NERC’s Standards 
Development Process. 

Upon completion of the assessment, the team shall share the results with the 
regional entities or regional reliability organizations.  The regional entities or 
regional reliability organizations shall be given the opportunity to review and 
comment on the conclusions in the assessment and to provide additional 
information as appropriate.  The reliability assessments and their conclusions are 
the responsibility of NERC’s technical review team and NERC. 

The preparation and approval of NERC’s reliability assessment reports shall 
follow a prescribed schedule including review, comment, and possible approval 
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by appropriate NERC committees.  The long-term and seasonal (summer and 
winter) reliability assessment reports shall be further reviewed for approval by the 
board for publication to the electric industry. 

806. Scope of the Reliability Performance and Analysis Program  
 The components of the program will include analysis of large-scale outages, 

disturbances, and near misses to determine root causes and lessons learned; identification 
and continuous monitoring of performance indices to detect emerging trends and signs of 
a decline in reliability performance; and communications of performance results, trends, 
recommendations, and initiatives to those responsible to take actions; followed with 
confirmation of actions to correct any deficiencies identified.  Within NERC, the 
reliability performance program will provide performance results to the standards 
development, compliance enforcement, and reliability readiness programs to make the 
necessary adjustments to preserve reliability based on a risk-based approach.  
Recommendations that result from this program are reviewed as part of the NERC 
readiness evaluation and improvement program. 

 
807. Analysis of Significant System Major Events 

Significant system events include: (1) large or repeated frequency excursions that exceed 
the High or Low Frequency Trigger Limits; (2) loss of significant amounts of generation 
or load; (3) system separation (islanding); (4) protection system misoperations that cause 
or contribute to bulk power system disturbances; (5) inter-area oscillations; or (6) 
cascading outages.  Responding to significant system events major blackouts and other 
system disturbances or emergencies can be divided into four phases:  situational 
assessment and communications; situation tracking and communications; data collection, 
investigation, analysis, and reporting; and follow-up on recommendations. 

1. NERC’s role following a significant system event blackout or other major bulk 
power system disturbance or emergency is to provide leadership, coordination, 
technical expertise, and assistance to the industry in responding to the event.  
Working closely with the regional entities and reliability coordinators, NERC will 
coordinate and facilitate efforts among industry participants, and with state, 
federal, and provincial governments in the United States and Canada to support 
the industry’s response. 

2. When responding to any event where physical or cyber security is suspected as a 
cause or contributing factor to an event, NERC will immediately notify 
appropriate government agencies and coordinate its activities with them. 

3. During the conduct of some NERC analyses, assistance may be needed from 
government agencies.  This assistance could include: authority to require data 
reporting from affected or involved parties; communications with other agencies 
of government; investigations related to possible criminal or terrorist involvement 
in the event; resources for initial data gathering immediately after the event; 
authority to call meetings of affected or involved parties; and technical and 
analytical resources for studies. 
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4. NERC shall work with other participants to establish a clear delineation of roles, 
responsibilities, and coordination requirements among industry and government 
for the investigation and reporting of findings, conclusions, and recommendations 
related to significant system events major blackouts, disturbances, or other 
emergencies affecting the bulk power system with the objective of avoiding, to 
the extent possible, multiple investigations of the same event.  If the event is 
confined to a single regional entity, NERC representatives will participate as 
members of the regional entity analysis team. 

5. NERC and applicable entity(s) shall apply the NERC Significant Event Blackout 
and Disturbance Response Procedures, which are incorporated into these rules as 
Appendix 8.  These procedures provide a framework to guide NERC’s response 
to events that may have multiregional, national, or international implications.  
Experienced industry leadership shall be applied to tailor the response to the 
specific circumstances of the event.  In accordance with that procedure, the NERC 
president will determine whether the event warrants analysis at the NERC-level.  
A regional entity may request that NERC elevate any analysis to a NERC level.  

6. NERC will screen and analyze the findings and recommendations from the 
analysis, and those with generic applicability will be disseminated to the industry 
in the form of operations or equipment alerts of three possible types: 

a. Advisory — these alerts are purely informational, intended to alert owners, 
operators, and users of the bulk power system to potential problems; 

b. Recommendation — these alerts are intended to recommend specific action be 
taken by  owners, operators, and users of the bulk power system; 

c. Required Action — these alerts are intended to require specific action by 
owners, operators, and users of the bulk power system.  Such alerts require 
NERC board approval before issuance. 

 
808. Analysis of Off-Normal Events and System Performance 

1. NERC shall analyze system and equipment performance events that do not rise to 
the level of a significant major blackout, disturbance, or system event emergency, 
as described in section 807.  The purpose of these analyses is to identify the root 
causes of events that may be precursors of potentially more serious events, to 
assess past reliability performance for lessons learned, and to develop reliability 
performance benchmarks and trends. 

2. NERC will screen and analyze events for significance, and information from 
those with generic applicability will be disseminated to the industry in the form of 
operations or equipment alerts of three possible types: 

a. Advisory — these alerts are purely informational, intended to alert owners, 
operators, and users of the bulk power system to potential problems; 

b. Recommendation — these alerts are intended to recommend specific action be 
taken by owners, operators, and users of the bulk power system; 
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c. Required Action — these alerts are intended to require specific action by 
owners, operators, and users of the bulk power system.  Such alerts require 
NERC board approval before issuance. 

3. Members of NERC and bulk power systems owners, operators, and users shall 
provide NERC with detailed and timely operating experience information and 
data, and shall evaluate and take appropriate action on alerts issued by NERC.   

809. Reliability Benchmarking 
NERC shall identify and track key reliability indicators as a means of benchmarking 
reliability performance and measuring reliability improvements.  This program will 
include assessing available metrics, developing guidelines for acceptable metrics, 
maintaining a performance metrics “dashboard” on the NERC Web site, and developing 
appropriate reliability performance benchmarks. 

810. Information Exchange 
NERC shall disseminate the results of its events analysis findings and lessons learned to 
the industry.  Recommendations that result from this program will be reviewed as part of 
the readiness evaluation and improvement program and also be used to guide the 
reliability assessment program. 

811. Equipment Performance Data 
Through its Generating Availability Data System (GADS), NERC shall collect operating 
information about the performance of electric generating equipment; provide assistance 
to those researching information on power plant outages stored in its database; and 
support equipment reliability as well as availability analyses and other decision-making 
processes developed by GADS subscribers.  GADS data is also used in conducting 
assessments of generation resource adequacy. 
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SECTION 900 — TRAINING AND EDUCATION 
901. Scope of the Training and Education Program 

Maintaining the reliability of the bulk electric system through implementation of the 
Reliability Standards requires informed and trained personnel.  The training and 
education program will provide the education and training necessary for bulk power 
system personnel and regulators to obtain the essential knowledge necessary to 
understand and operate the bulk electric system. 

NERC shall develop and maintain training and education programs for the purpose of 
establishing training requirements, developing materials, and developing training 
activities.  The target audience of the training and education programs shall be bulk 
power system operating personnel including system operations personnel, operations 
support personnel (engineering and information technology), supervisors and managers, 
training personnel, and other personnel directly responsible for complying with NERC 
reliability standards who, through their actions or inactions, may impact the real-time, or 
day-ahead reliability of the bulk power system. 

NERC shall also develop and provide appropriate training and education for industry 
participants and regulators affected by new or changed reliability standards or 
compliance requirements. 

To accomplish those objectives: 

1. NERC shall periodically conduct job task analyses for targeted bulk power system 
personnel to ensure that the training program content is properly aligned to the job 
tasks performed by those personnel. 

2. NERC shall develop and maintain personnel training program curriculum 
requirements based on valid job-task analysis. 

3. NERC shall periodically conduct performance surveys to determine the 
effectiveness of the training program and identify areas for further training 
development and improvement. 

4. NERC shall develop training and education materials and activities to assist bulk 
power system entities implementing new or revised reliability standard 
requirements or other NERC-related changes. 

5. NERC shall develop and provide training to people who participate in NERC and 
regional entity evaluations, audits, and investigations for the compliance 
enforcement program, organization certification program, reliability readiness 
evaluation program, and the continuing education program. 

902. Continuing Education Program 
NERC shall develop and maintain a continuing education program to foster the 
improvement of training and to promote quality in the training programs used by and 
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implemented by bulk power system entities.  The program shall approve or accredit those 
activities and entities meeting NERC continuing education requirements. 

1. NERC shall develop and implement continuing education program requirements 
that promote excellence in training programs and advance improved performance 
for bulk system personnel identified in Section 901. 

2. NERC shall develop and maintain a process to approve or accredit continuing 
education providers and activities seeking approval or accreditation  and meeting 
NERC-approved continuing education requirements. 

3. NERC shall perform periodic audits on continuing educaiton providers and 
training activities to ensure that the approved or accredited providers and training 
activities satisfy NERC continuing education requirements. 

4. NERC shall develop and maintain an appeals process for disputed application 
reviews, interpretations of guidelines and standards, probation or suspension of 
NERC-approved provider status, or continuing education hour disputes. 
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SECTION 1000 — SITUATION AWARENESS AND 
INFRASTRUCTURE SECURITY 
1001. Situation Awareness 

NERC shall through the use of reliability coordinators and available tools, monitor 
present conditions on the bulk power system and provide leadership coordination, 
technical expertise, and assistance to the industry in responding to events as necessary.  
To accomplish these goals, NERC will: 

1. Maintain real-time situation awareness of conditions on the bulk power system; 

2. Notify the industry of significant bulk power system events that have occurred in 
one area, and which have the potential to impact reliability in other areas; 

3. Maintain and strengthen high-level communication, coordination, and cooperation 
with governments and government agencies regarding real-time conditions; and 

4. Enable the reliable operation of interconnected bulk power systems by facilitating 
information exchange and coordination among reliability service organizations. 

1002. Reliability Support Services 
NERC will provide tools and other support services for the benefit of reliability 
coordinators and other system operators, including the Area Control Error (ACE) and 
Frequency Monitoring System, NERC Hotline, Real-time Flows, System Data Exchange 
(SDX), Reliability Coordinator Information System (RCIS), Transmission Services 
Information Network (TSIN), Interchange Distribution Calculator (IDC), Interregional 
Security Network (ISN), and Central Repository for Security Events (CRC).  To 
accomplish this goal, NERC will: 

1. Maintain the reliability and effectiveness of all mission-critical operating 
reliability support systems and services; 

2. Continue to support maintenance of a transmission provider curtailment report on 
the CRC site in response to Federal Energy Regulatory Commission Order 605; 

3. Investigate and analyze the use of high-speed real-time system measurements, 
including phasors, in predicting the behavior and performance of the Eastern 
Interconnection; and 

4. Facilitate real-time voice and data exchange services among reliability 
coordinators (e.g., Hotline, Interregional Security Network, NERCnet, System 
Data Exchange, etc.).  

1003. Infrastructure Security Program 
NERC shall coordinate electric industry activities to promote critical infrastructure 
protection of the bulk power system in North America by taking a leadership role in 
critical infrastructure protection of the electricity sector so as to reduce vulnerability and 
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improve mitigation and protection of the electricity sector’s critical infrastructure.  To 
accomplish these goals, NERC shall perform the following functions. 

1. Electric Sector Information Sharing and Analysis Center (ESISAC) 

1.1 NERC shall serve as the electricity sector’s Sector Coordinator and 
operate its Information Sharing and Analysis Center to gather information 
and communicate security-related threats and incidents within the sector, 
with United States and Canadian government agencies, and with other 
critical infrastructure sectors. 

1.2 NERC shall improve the capability of the ESISAC to analyze security 
threats and incident information and provide situational assessments for 
the electricity sector and governments. 

1.3 NERC shall work closely with the United States Department of Homeland 
Security, Department of Energy, Natural Resources Canada, and Public 
Safety and Emergency Preparedness Canada. 

1.4 NERC shall strengthen and expand these functions and working 
relationships with the electricity sector, other critical infrastructure 
industries, governments, and government agencies throughout North 
America to ensure the protection of the infrastructure of the bulk power 
system.  

1.5 NERC shall fill the role of the Electricity Sector Coordinating Council and 
coordinate with the Government Coordinating Council. 

1.6 NERC shall coordinate with other critical infrastructure sectors through 
active participation with the other Sector Coordinating Councils, the other 
ISACs, and the National Infrastructure Advisory Committee. 

1.7 NERC shall encourage and participate in coordinated critical infrastructure 
protection exercises, including interdependencies with other critical 
infrastructure sectors. 

2. Security Planning 

2.1 NERC shall take a risk management approach to critical infrastructure 
protection, considering probability and severity, and recognizing that 
mitigation and recovery can be practical alternatives to prevention. 

2.2 NERC shall keep abreast of the changing threat environment through 
collaboration with government agencies.  

2.3 NERC shall develop criteria to identify critical physical and cyber assets, 
assess security threats, identify risk assessment methodologies, and assess 
effectiveness of physical and cyber protection measures. 
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2.4 NERC shall enhance and maintain the bulk power system critical spare 
transformer program, encourage increased participation by asset owners, 
and continue to assess the need to expand this program to include other 
critical bulk power system equipment. 

2.5 NERC shall support implementation of the Cyber Security Standard 
through education and outreach. 

2.6 NERC shall review and improve existing Security Guidelines, develop 
new Security Guidelines to meet the needs of the electricity sector, and 
consider whether any guidelines should be developed into standards. 

2.7 NERC shall conduct education and outreach initiatives to increase 
awareness and respond to the needs of the electricity sector. 

2.8 NERC shall strengthen relationships with federal, state, and provincial 
government agencies on critical infrastructure protection matters. 

2.9 NERC shall maintain and improve mechanisms for the sharing of sensitive 
or classified information with federal, state, and provincial government 
agencies on critical infrastructure protection matters; work with DOE and 
DHS to implement the National Infrastructure Protection Plan, as 
applicable to the electricity sector; and coordinate this work with PSEPC. 

2.10 NERC shall improve methods to better assess the impact of a possible 
physical attack on the bulk power system and means to deter, mitigate, and 
respond following an attack. 

2.11 NERC shall assess the results of vulnerability assessments and enhance 
the security of System Control and Data Acquisition (SCADA) and 
process control systems by developing methods to detect an emerging 
cyber attack and the means to mitigate impacts on the bulk power systems. 

2.12 NERC shall work with the National SCADA Test Bed and the Process 
Control Systems Forum to accelerate the development of technology that 
will enhance the security, safety, and reliability of process control and 
SCADA systems.  
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SECTION 1100 — ANNUAL NERC BUSINESS PLANS AND 
BUDGETS 
1101. Scope of Business Plans and Budgets 

The board shall determine the content of the budgets to be submitted to the applicable 
ERO governmental authorities with consultation from the members of the Members 
Representatives Committee, regional entities, and others in accordance with the bylaws.  
The board shall identify any activities outside the scope of NERC’s statutory reliability 
functions, if any, and the appropriate funding mechanisms for those activities. 

1102. NERC Funding and Cost Allocation 

1. In order that NERC’s costs shall be fairly allocated among interconnections and 
among regional entities, the NERC funding mechanism for all statutory functions 
shall be based on net energy for load (NEL). 

2. NERC’s costs shall be allocated so that all load (or, in the case of costs for an 
interconnection or regional entity, all load within that interconnection or regional 
entity) bears an equitable share of such costs based on NEL. 

3. Costs shall be equitably allocated between countries or regional entities thereof 
for which NERC has been designated or recognized as the electric reliability 
authority.  

4. Costs incurred to accomplish the statutory functions for one interconnection, 
regional entity, or group of entities will be directly assigned to that 
interconnection, regional entity, or group of entities provided that such costs are 
allocated equitably to end-users based on net energy for load. 

1103. NERC Budget Development 

1. The NERC annual budget process shall be initiated in March of each calendar 
year thereby allowing a sufficient amount of time for NERC to receive member 
inputs, develop the budget, and receive board and, where authorized by applicable 
legislation or agreement, ERO governmental authority approval of the NERC 
budget for the following fiscal year. 

2. The NERC budget submittal to ERO governmental authorities shall include 
provisions for all ERO functions, all regional entity delegated functions as 
specified in delegation agreements and reasonable reserves and contingencies. 

3. The NERC annual budget submittal to ERO governmental authorities shall 
include the following information:  (1) budget component justification based on 
statutory or other authorities; (2) how the budgeted activity lends itself to the 
accomplishment of the statutory or other authorities; (3) methods of calculating 
budget estimates; (4) who prioritizes competing needs; (5) how the budget meets 
the objectives of affordability, sustainability, and efficiency and effectiveness of 
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expenditures; (6) implementation to meet international standards; (7) 
transparency; and (8) accountability and execution in accordance with operating 
plan, performance measures, and shifting priorities.   

4. NERC shall develop, in consultation with the regional entities, a reasonable and 
consistent system of accounts, to allow a meaningful comparison of actual results 
at the NERC and regional entity level by the applicable ERO governmental 
authorities. 

1104. Submittal of Regional Entity Budgets to NERC 
1. Each regional entity shall submit its annual budget for carrying out its delegated 

authority functions as well as all other activities and funding to NERC no later 
than June 1 of the prior year, together with supporting materials including the 
regional entity’s complete business plan and organization chart, explaining the 
proposed collection of all dues, fees, and charges and the proposed expenditure of 
funds collected in sufficient detail to justify the requested funding collection and 
budget expenditures.  

2. NERC shall review and approve each regional entity’s budget for meeting the 
requirements of its delegated authority.  Concurrent with approving the NERC 
budget, NERC shall review and approve, or reject, each regional entity budget for 
filing. 

3. NERC shall also have the right to review from time to time, in reasonable 
intervals but no less frequently than every three years, the financial books and 
records of each regional entity having delegated authority in order to ensure that 
the documentation fairly represents in all material respects appropriate funding of 
delegated functions. 

1105. Submittal of NERC and Regional Entity Budgets to Governmental Authorities for 
Approval 
1. NERC shall file for approval by the applicable ERO governmental authorities at 

least 130 days in advance of the start of each fiscal year.  The filing shall include: 
(1) the complete NERC and regional entity budgets including the business plans 
and organizational charts approved by the board, (2) NERC’s annual funding 
requirement (including regional entity costs for delegated functions), (3) the 
previous year’s audited financial statements, and (4) the mechanism for assessing 
charges to recover that annual funding requirement, together with supporting 
materials in sufficient detail to support the requested funding requirement. 

2. NERC shall seek approval from each governmental authority requiring such 
approval for the funding requirements necessary to perform ERO activities within 
their jurisdictions. 
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1106. NERC and Regional Entity Billing and Collections 
1. NERC shall request the regional entities to identify all load-serving entities3 

within each regional entity and the NEL assigned to each load-serving entity, and 
the regional entities shall supply the requested information.  The assignment of a 
funding requirement to an entity shall not be the basis for determining that the 
entity must be registered in the compliance registry.   

2. NERC shall accumulate the NEL by load-serving entities for each ERO 
governmental authority and submit the proportional share of NERC funding 
requirements to each ERO governmental authority for approval together with 
supporting materials in sufficient detail to support the requested funding 
requirement. 

3. NEL reported by balancing authorities within a region shall be used to rationalize 
and validate amounts allocated for collection through regional entity or regional 
reliability organization processes. 

4. The billing and collection processes shall provide: 

4.1 A clear validation of billing and application of payments. 

4.2 A minimum of data requests to those being billed. 

4.3 Adequate controls to ensure integrity in the billing determinants including 
identification of entities responsible for funding NERC’s activities. 

4.4 Consistent billing and collection terms.   

5. NERC will bill and collect all budget requirements approved by applicable ERO 
governmental authorities (including the funds required to support those functions 
assigned to the regional entities through the delegation agreements) directly from 
the load-serving entities or their designees or as directed by particular ERO 
governmental authorities, except where the regional entity is required to collect 
the budget requirements for NERC, in which case the regional entity will collect 
directly from the load-serving entities or as otherwise provided by agreement and 
submit funds to NERC.  Alternatively, a load-serving entity may pay its allocated 
ERO costs through a regional entity managed collection mechanism.   

6. NERC shall set a minimum threshold limit on the billing of small LSEs to 
minimize the administrative burden of collection. 

7. NERC shall pursue any non-payments and shall request assistance from 
applicable governmental authorities as necessary to secure collection. 

                                                 
3 A regional entity shall allocate funding obligations using a NERC-approved alternative method, as stated in the regional 
delegation agreement. 
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8. In the case where a Regional Entity performs the collection for ERO, the Regional 
Entity will not be responsible for non-payment in the event that a user, owner or 
operator of the Bulk Power System does not pay its share of dues, fees and 
charges in a timely manner, provided that such a Regional Entity shall use 
reasonably diligent efforts to collect dues, fees, and other charges from all entities 
obligated to pay them.  However, any revenues not paid shall be recovered from 
others within the same region to avoid cross-subsidization between regions.   

9. Both NERC and the regional entities also may bill members or others for 
functions and services not within statutory requirements or otherwise authorized 
by the appropriate governmental authorities.  Costs and revenues associated with 
these functions and services shall be separately identified and not commingled 
with billings associated with the funding of NERC or of the regional entities for 
delegated activities. 

1107. Penalty Applications 
1. Where NERC or a regional entity initiates an investigation that leads to 

imposition of a penalty, the entity that initiated the investigation shall receive any 
penalty monies imposed and collected as a result of that investigation. 

2. All funds from financial penalties assessed in the United States received by the 
entity initiating the investigation shall be applied as a general offset to the entity’s 
budget requirements for the subsequent fiscal year.  Funds from financial 
penalties shall not be directly applied to any program maintained by the 
investigating entity.  Funds from financial penalties assessed against a Canadian 
entity shall be applied as specified by legislation or agreement. 

3. In the event that an investigation is performed jointly by NERC and a regional 
entity, the regional entity shall receive the penalty monies and offset the entity’s 
budget requirements for the subsequent fiscal year. 

4. Exceptions to the policy due to statutory or regulatory restrictions will be 
considered on a case-by-case basis. 

1108. Special Assessments 
On a demonstration of unforeseen and extraordinary circumstances requiring additional 
funds prior to the next funding cycle, NERC shall file with the applicable ERO 
governmental authorities, where authorized by applicable legislation or agreement, for 
authorization to collect a special assessment for statutory functions.  Such filing shall 
include supporting materials to justify the requested funding, including any departure 
from the approved funding formula or method.  
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SECTION 1200 — REGIONAL DELEGATION AGREEMENTS 
1201. Pro Forma Regional Delegation Agreement 

NERC shall develop and maintain a pro forma regional entity delegation agreement, 
which shall serve as the basis for negotiation of consistent agreements for the delegation 
of ERO functions to regional entities. 

1202. Regional Entity Essential Requirements 
NERC shall establish the essential requirements for an entity to become qualified and 
maintain good standing as a regional entity. 

1203. Negotiation of Regional Delegation Agreements 
NERC shall, for all areas of North America that have provided NERC with the 
appropriate authority, negotiate regional delegation agreements for the purpose of 
ensuring all areas of the North American bulk power systems are within a regional entity 
area.  In the event NERC is unable to reach agreement with regional entities for all areas, 
NERC shall provide alternative means and resources for implementing NERC functions 
within those areas.  No delegation agreement shall take effect until it has been approved 
by the appropriate ERO governmental authority. 

1204. Conformance to Rules and Terms of Regional Delegation Agreements 
NERC and each regional entity shall comply with all applicable ERO rules of procedure 
and the obligations stated in the regional delegation agreement. 

1205. Sub-delegation 
The regional entity shall not sub-delegate any responsibilities and authorities delegated to 
it by its regional delegation agreement with NERC. 

1206. Nonconformance to Rules or Terms of Regional Delegation Agreement 

If a regional entity is unable to comply or is not in compliance with an ERO rule of 
procedure or the terms of the regional delegation agreement, the regional entity shall 
immediately notify NERC in writing, describing the area of nonconformance and the 
reason for not being able to conform to the rule.  NERC shall evaluate each case and 
inform the affected regional entity of the results of the evaluation.  If NERC determines 
that a rule or term of the regional delegation agreement has been violated by an entity or 
cannot practically be implemented by an entity, NERC shall notify the applicable ERO 
governmental authorities and take any actions necessary to address the situation. 

1207. Regional Entity Audits 
Approximately every three years and more frequently if necessary for cause, NERC shall 
audit each regional entity to verify that the regional entity continues to comply with 
NERC rules of procedure and the obligations of NERC delegation agreement. 
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SECTION 1300 — COMMITTEES 
1301. Establishing Standing Committees 

The board may from time to time create standing committees.  In doing so, the board 
shall approve the charter of each committee and assign specific authority to each 
committee necessary to conduct business within that charter.  Each standing committee 
shall work within its board-approved charter and shall be accountable to the board for 
performance of its board-assigned responsibilities.  A NERC standing committee may not 
delegate its assigned work to a member forum, but, in its deliberations, may request the 
opinions of and consider the recommendations of a member forum. 

1302. Committee Membership 
Each committee shall have a defined membership composition that is explained in its 
charter.  Committee membership may be unique to each committee, and can provide for 
balanced decision-making by providing for representatives from each sector or, where 
sector representation will not bring together the necessary diversity of opinions, technical 
knowledge and experience in a particular subject area, by bringing together a wide 
diversity of opinions from industry experts with outstanding technical knowledge and 
experience in a particular subject area.  Committee membership shall also provide the 
opportunity for an equitable number of members from the United States and Canada, 
based approximately on proportionate net energy for load.  All committees and other 
subgroups (except for those organized on other than a sector basis because sector 
representation will not bring together the necessary diversity of opinions, technical 
knowledge and experience in a particular subject area) must ensure that no two 
stakeholder sectors are able to control the vote on any matter, and no single sector is able 
to defeat a matter. With regard to committees and subgroups pertaining to development 
of, interpretation of, or compliance with standards, NERC shall provide a reasonable 
opportunity for membership from sectors desiring to participate. Committees and 
subgroups organized on other than a sector basis shall be reported to the NERC board and 
the Member Representatives Committee, along with the reasons for constituting the 
committee or subgroup in the manner chosen. In such cases and subject to reasonable 
restrictions necessary to accomplish the mission of such committee or subgroup, NERC 
shall provide a reasonable opportunity for additional participation, as members or official 
observers, for sectors not represented on the committee or subgroup. 

1303. Procedures for Appointing Committee Members 
Committee members shall be nominated and selected in a manner that is open, inclusive, 
and fair.  Unless otherwise stated in these rules or approved by the board, all committee 
member appointments shall be approved by the board, and committee officers shall be 
appointed by the Chairman of the Board. 

1304. Procedures for Conduct of Committee Business 
1. Notice to the public of the dates, places, and times of meetings of all committees, 

and all nonconfidential material provided to committee members, shall be posted 
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on the Corporation’s Web site at approximately the same time that notice is given 
to committee members.  Meetings of all standing committees shall be open to the 
public, subject to reasonable limitations due to the availability and size of meeting 
facilities; provided that the meeting may be held in or adjourn to closed session to 
discuss matters of a confidential nature, including but not limited to personnel 
matters, compliance enforcement matters, litigation, or commercially sensitive or 
critical infrastructure information of any entity. 

2. NERC shall maintain a set of procedures, approved by the board, to guide the 
conduct of business by standing committees. 

1305. Committee Subgroups 
Standing committees may appoint subgroups using the same principles as in Section 
1302. 
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SECTION 1400 — AMENDMENTS TO THE NERC RULES OF 
PROCEDURE 
1401. Proposals for Amendment or Repeal of Rules of Procedure 

In accordance with the bylaws of NERC, requests to amend or repeal the rules of 
procedure may be submitted by (1) any ten members of NERC, which number shall 
include members from at least three membership segments, (2) the Member 
Representatives Committee, (3) a standing committee of NERC to whose function and 
purpose the rule pertains, or (4) an officer of the ERO.   

1402. Approval of Amendment or Repeal of Rules of Procedure 
Amendment to or repeal of rules of procedure shall be approved by the board after public 
notice and opportunity for comment in accordance with the bylaws of NERC.  In 
approving changes to the rules of procedure, the board shall consider the inputs of the 
Member Representatives Committee, other ERO committees affected by the particular 
changes to the rules, and other stakeholders as appropriate.  After board approval, the 
amendment or repeal shall be submitted to the ERO governmental authorities for 
approval, where authorized by legislation or agreement.  No amendment to or repeal of 
the rules of procedure shall be effective until it has been approved by the applicable ERO 
governmental authorities. 

1403. Alternative Procedure for Violation Risk Factors 
 In the event the standards development process fails to produce violation risk factors for a 

particular standard in a timely manner, the Board of Trustees may adopt violation risk 
factors for that standard after notice and opportunity for comment. In adopting violation 
risk factors, the board shall consider the inputs of the Member Representatives 
Committee and affected stakeholders. 
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SECTION 1500 — CONFIDENTIAL INFORMATION  
1501. Definitions 

1. Confidential information means (i) confidential business and market 
information; (ii) critical energy infrastructure information; (iii) personnel 
information that identifies or could be used to identify a specific individual, or 
reveals personnel, financial, medical, or other personal information; (iv) work 
papers, including any records produced for or created in the course of an 
evaluation or audit; (v) investigative files, including any records produced for or 
created in the course of an investigation; or (vi) cybersecurity incident 
information; provided, that public information developed or acquired by an entity 
shall be excluded from this definition. 

2. Confidential business and market information means any information that 
pertains to the interests of any entity, that was developed or acquired by that 
entity, and that is proprietary or competitively sensitive. 

3. Critical energy infrastructure information means information about proposed 
or existing critical infrastructure that (i) relates to the production, generation, 
transportation, transmission, or distribution of energy; (ii) could be useful to a 
person in planning an attack on critical infrastructure; and (iii) does not simply 
give the location of the critical infrastructure.  Additional guidance is available in 
NERC Security Guidelines for the Electricity Sector — Protecting Potentially 
Sensitive Information. 

4. Critical infrastructure means existing and proposed systems and assets, whether 
physical or virtual, the incapacity or destruction of which would negatively affect 
security, economic security, public health or safety, or any combination of those 
matters. 

5. Cybersecurity incident information means any information related to, 
describing, or which could be used to plan or cause a cybersecurity incident as 
defined in 18 C.F.R. § 39.1. 

1502. Protection of Confidential Information 
1. Identification of Confidential Information — An owner, operator, or user of 

the bulk power system and any other party (the “submitting entity”) shall mark as 
confidential any information that it submits to NERC or a regional entity (the 
“receiving entity”) that it reasonably believes contains confidential information as 
defined by these rules, indicating the category or categories defied in Section 
1501 in which the information falls.  If the information is subject to a prohibition 
on public disclosure in the Commission-approved rules of a regional transmission 
organization or independent system operator or a similar prohibition in applicable 
federal, state, or provincial laws, the submitting entity shall so indicate and 
provide supporting references and details.   
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2. Confidentiality — Except as provided herein, a receiving entity shall keep in 
confidence and not copy, disclose, or distribute any confidential information or 
any part thereof without the permission of the submitting entity, except as 
otherwise legally required. 

3. Information no longer Confidential – If a submitting entity concludes that 
information for which it had sought confidential treatment no longer qualifies for 
that treatment, the submitting entity shall promptly so notify NERC or the 
relevant regional entity. 

1503. Requests for Information 
1. Limitation — A receiving entity shall make information available only to one 

with a demonstrated need for access to the information from the receiving entity. 

2. Form of Request — A person with such a need may request access to 
information by using the following procedure: 

2.1 The request must be in writing and clearly marked “Request for 
Information.”   

2.2 The request must identify the individual or entity that will use the 
information, explain include a statement of the requester’s need for access 
to the information, explain how the requester and an explanation of how it 
will use the information in furtherance of that need, and state whether the 
information is publicly available or available from another source or 
through another means. If the requester seeks access to information that is 
subject to a prohibition on public disclosure in the Commission-approved 
rules of a regional transmission organization or independent system 
operator or a similar prohibition in applicable federal, state, or provincial 
laws, the requester shall describe how it qualifies to receive such 
information. 

2.3 The request must stipulate that, if the requester does not seek public 
disclosure, the requester will maintain as confidential any information 
received for which a submitting party has made a claim of confidentiality 
in accordance with NERC’s rules. As a condition to gaining access to such 
information, a requester shall execute a non-disclosure agreement in a 
form approved by NERC’s board of trustees. 

3. Notice and Opportunity for Comment — Prior to any decision to disclose 
information marked as confidential, the receiving entity shall provide written 
notice to the submitting entity and an opportunity for the submitting entity to 
either waive objection to disclosure or provide comments as to why the 
confidential information should not be disclosed.  Failure to provide such 
comments or otherwise respond is not deemed waiver of the claim of 
confidentiality.  
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4. Determination by ERO or Regional Entity — Based on the information 
provided by the requester under Rule 1503.2, any comments provided by the 
submitting entity, and any other relevant available information, the chief 
executive officer or his or her designee of the receiving entity shall determine 
whether to disclose such information. 

5. Appeal — A person whose request for information is denied in whole or part may 
appeal that determination to the President of NERC (or the President’s designee) 
within 30 days of the determination.  Appeals filed pursuant to this Rule must be 
in writing, addressed to the President of NERC (or the President’s designee), and 
clearly marked “Appeal of Information Request Denial.”   

NERC will provide written notice of such appeal to the submitting entity and an 
opportunity for the submitting entity to either waive objection to disclosure or 
provide comments as to why the confidential information should not be disclosed; 
provided that any such comments must be received within 30 days of the notice 
and any failure to provide such comments or otherwise respond is not deemed a 
waiver of the claim of confidentiality. 

The President of NERC (or the President’s designee) will make a determination 
with respect to any appeal within 30 days.  In unusual circumstances, this time 
limit may be extended by the President of NERC (or the President’s designee), 
who will send written notice to the requester setting forth the reasons for the 
extension and the date on which a determination on the appeal is expected. 

6. Disclosure of Information — In the event the receiving entity, after following 
the procedures herein, determines to disclose information designated as 
confidential information, it shall provide the submitting entity no fewer than 21 
days’ written notice prior to releasing the information in order to enable such 
submitting entity to (a) seek an appropriate protective order or other remedy, (b) 
consult with the receiving entity with respect to taking steps to resist or narrow 
the scope of such request or legal process, or (c) waive compliance, in whole or in 
part, with the terms of this Rule. Should a receiving entity be required to disclose 
confidential information, or should the submitting entity waive objection to 
disclosure, the receiving entity shall furnish only that portion of the confidential 
information which the receiving entity’s counsel advises is legally required. 

1504. Employees, Contractors and Agents 
A receiving entity shall ensure that its officers, trustees, directors, employees, 
subcontractors and subcontractors’ employees, and agents to whom confidential 
information is exposed are under obligations of confidentiality that are at least as 
restrictive as those contained herein. 

1505. Provision of Information to FERC and Other Governmental Authorities 
1. Request — A request from FERC for reliability information with respect to 

owners, operators, and users of the bulk power system within the United States is 
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authorized by Section 215 of the Federal Power Act.  Other applicable ERO 
governmental authorities may have similar authorizing legislation that grants a 
right of access to such information.  Unless otherwise directed by FERC or its 
staff or the other ERO governmental authority requesting the information, upon 
receiving such a request, a receiving entity shall provide contemporaneous notice 
to the applicable submitting entity.  In its response to such a request, a receiving 
entity shall preserve any mark of confidentiality and shall notify FERC or other 
appropriate governmental authorities that the submitting entity has marked the 
information as confidential. 

 
2. Continued Confidentiality — Each receiving entity shall continue to treat as 

confidential all confidential information that it has submitted to NERC or to 
FERC or another appropriate ERO governmental authority, until such time as 
FERC or the other appropriate ERO governmental authority authorizes disclosure 
of such information. 

 
1506. Permitted Disclosures 

1. Confirmed Violations — Nothing in this Section 1500 shall prohibit the 
disclosure of a violation at the point when the matter is filed with an appropriate 
governmental authority as a notice of penalty, the “violator” admits to the 
violation, or the alleged violator and NERC or the regional entity reach a 
settlement regarding the violation.  

 
2. Compliance Information — NERC and the regional entities are authorized to 

exchange confidential information related to evaluations, audits, and 
investigations in furtherance of the compliance and enforcement program, on 
condition they continue to maintain the confidentiality of such information. 

 
1507. Remedies for Improper Disclosure 

Any person engaged in NERC or regional entity activity under section 215 of the Federal 
Power Act or the equivalent laws of other appropriate governmental authorities who 
improperly discloses information determined to be confidential may lose access to 
confidential information on a temporary or permanent basis and may be subject to 
adverse personnel action, including suspension or termination. Nothing in Section 1500 
precludes an entity whose information was improperly disclosed from seeking a remedy 
in an appropriate court. 
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1. Preamble and Overview 
The North American Electric Reliability Corporation, as the electric reliability organization (ERO), and 
regional entities to whom NERC has delegated authority (hereinafter referred to collectively as “regional 
entities” or individually as a “regional entity”) shall determine and may levy monetary penalties and non-
monetary sanctions and remedial actions against owners, operators, and users of the bulk power system 
for violations of the requirements of NERC Reliability Standards (“reliability standards”) approved by the 
Federal Energy Regulatory Commission (FERC) and applicable authorities in Canada and/or Mexico. 
This document sets out the processes and principles to be followed, and factors that will be considered 
when determining penalties, sanctions, or remedial actions for violations. Collectively these processes, 
principles and factors are NERC’s penalties, sanctions, and remedial action guidelines. 
 
NERC and the regional entities will exclusively follow the directives, principles and processes in these 
Sanction Guidelines when determining penalties, sanctions, or remedial action for a violation. However, 
adjustment factors are also provided to afford NERC or the regional entity the flexibility needed to 
accommodate the facts surrounding each violation. In this manner, rigid prescription of specific penalty 
formulae can be avoided at the same time that appropriate limitations on the degree of discretion and 
flexibility available to address each violation on its merits is maintained. The outcome will be remedies 
that are commensurate and fair compared to the reliability impact of the violation and to remedies levied 
for similar violations, yet appropriately reflective of any unique facts and circumstances regarding the 
specific violation and violator. 
 
The adjustment factors established in this document are generally consistent with those listed in the FERC 
Policy Statement on Enforcement issued on October 20, 2005.  However, discussion of the factors 
presented in this document is not exhaustive as other facets of these factors, or other additional factors not 
discussed herein, may also be considered to determine a given penalty, sanction, or remedial action, as 
NERC or the regional entity deems appropriate under the circumstances.   
 

Regional entities shall follow these guidelines to determine penalties, sanctions, or remedial actions. 
NERC shall oversee the regional entities’ application of the guidelines to ensure that acceptable levels of 
consistency are achieved. NERC’s oversight will also ensure comparable outcomes; i.e. that there is 
acceptable similarity in the degree and type of sanction for violations constituting comparable levels of 
threat to reliability of the bulk power system. In order to facilitate this oversight, regional entities’ 
reporting to NERC of penalties and sanctions they have determined will be thorough and in sufficient 
detail that NERC can understand and reasonably replicate the outcomes reached; NERC may develop 
reporting requirements or a standard reporting form for use by the regional entities for this purpose, as 
NERC deems necessary or appropriate.  
 
As experience is gained by NERC and the regional entities through the use and application of these 
guidelines, NERC will review the guidelines and may modify them as NERC deems appropriate or 
necessary. Authority delegated by NERC to the regional entities with respect to penalties, sanctions, or 
remedial actions does not include the authority to modify these guidelines. 
 
Any revision to this document or to the principles and factors identified or addressed within it must first 
be approved by the NERC board, then by FERC, appropriate authorities in Canada or appropriate 
authorities in Mexico prior to becoming effective and applicable within the United States or these 
authorities’ respective jurisdictions. 
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2. Document Scope and Exclusions 
This document identifies and discusses the processes and principles to be followed, and factors that will 
be considered to determine penalties, sanctions, or remedial actions for violations of the reliability 
standards. 
 
This document notes but does not otherwise address the progression of actions and steps that NERC or 
the regional entity will follow to process a violation from its initial incoming status upon discovery as a 
probable violation, through to its possible final determination as a post-appeal confirmed violation. This 
is set out in NERC’s Rules of Procedure Section 400 and applicable regional entity program documents.  
 
This document notes but does not otherwise address how an alleged violation is reviewed in order to 
confirm or dispel it. NERC’s process and requirements for this are set out in the NERC Rules of 
Procedure Section 400. Regional entities will undertake such reviews either using the processes and 
requirements set out in the Rules of Procedure or using their own documented process that has been 
reviewed and approved by NERC as meeting the requirements for such a process. 
 
This document notes but does not otherwise address the processes and procedural steps by which a 
violation can be appealed, or by which a penalty, sanction, or remedial action determined and levied for a 
violation can be appealed. These are set out in NERC’s Rules of Procedure Section 400 and applicable 
regional entity program documents.  
 
Section 403 paragraph 18 of NERC’s Rules of Procedure provides for the possibility of settlements within 
NERC or regional entity compliance enforcement programs. This document makes reference to 
settlements to but does not address them further. 
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3. Basic Principles 
The following paragraphs identify and discuss the basic principles underpinning why and how NERC and 
the regional entities will determine penalties, sanctions, and remedial actions for violations of the 
requirements of the reliability standards.  
 
The principles are unique and complimentary; the order in which they are presented does not set or 
indicate order of precedence. 

3.1 Necessary Element of NERC Compliance Program 
Primary objectives of NERC as the ERO include the promotion and enforcement of compliance with 
the reliability standards by owners, operators, and users of the bulk power system; standards made 
mandatory by duly-authorized legislative bodies in the U.S and Canada, and designed to maintain and 
promote the reliability of the two countries’ shared power grids.  Consistent with these objectives, 
NERC and the regional entities will monitor and act to verify compliance with standards’ 
requirements; however, beyond monitoring and acting only to verify compliance, NERC and the 
regional entities will also hold bulk power system owners, operators, and users — or their delegates 
— accountable for confirmed compliance violations. This accountability will include determination 
and the possible levying of penalties, sanctions, or remedial actions.   

 
Penalties, sanctions, and remedial actions are valid and necessary mechanisms to NERC and the 
regional entities for the enforcement and promotion of compliance to the reliability standards, in part 
because they can: 

a. promote compliance behavior; 

b. provide deterrence to future incidents, actions or situations of noncompliance by the violator or 
others;  

c. implement actions that will promptly correct behavior; 

d. disgorge benefits that may or may have accrued to a violator as a consequence of violating;  

e. visit upon a violator some portion of any damage their violation may or may have visited upon 
others. 

 
Accordingly, the determination and potential levying of appropriate penalties, sanctions, or remedial 
actions by NERC or the regional entity upon those responsible for violations shall be a required step 
within the NERC and regional entity compliance enforcement programs. 

3.2 Settlement of Compliance Violations 
NERC and the regional entities shall maintain the reliability of the bulk power system by enforcing 
compliance with NERC and regional entity reliability standards. NERC and regional entity 
compliance enforcements programs will lay out how NERC and the regional entities will do this. In 
particular and by necessity, elements of these programs regarding the confirmation of violations, the 
determination and levying of penalties, sanctions, or remedial actions, and appeals are rigid and 
legalistic in form and nature in order to respect the basic tenets of due process and natural justice 
inherent within United States and Canadian justice systems, respectively, upon which they are being 
based. However, absolute adherence to the compliance programs, to the exclusion of other options, 
may not be the most appropriate, efficient or desirable means by which to achieve the end goal in all 
circumstances, to all entities party to a violation. 

 
As set out in the NERC Rules of Procedure Section 403.19, violations of the reliability standards may 
be dealt with through settlements reached between NERC, regional entity and the entity or entities to 
whom a potential, alleged, or confirmed violation is attributed to by NERC or the regional entity. Any 
provisions made within a settlement regarding penalties, sanctions, or remedial actions can supersede 
any corresponding penalties, sanctions that would otherwise be determined pursuant to these 
guidelines. 
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3.3 Settlement Request  
At any point in the determination and levying of a penalty, sanction, or remedial action pursuant to 
these guidelines, any entity found in or being investigated for a violation may request a settlement; at 
no point within the processes and procedures, etc, described by these guidelines is the option of 
settlement not available.  

3.4 Settlement Effect on Continuation of Determination of Penalties, Sanctions, or 
Remedial Actions 

Until a settlement is finalized or parties to that settlement agree otherwise, NERC or the regional 
entity may continue activities and actions towards the determination and levying of a penalty, 
sanction, or remedial action that would otherwise be applicable pursuant to these guidelines, or that 
will be applicable if the settlement is not finalized. 

3.5 Timing of Determination of Penalty, Sanction or Remedial Action 
All alleged violations will be reviewed by NERC or the regional entity with the outcome that either 
the violation will be confirmed or the violation will be dispelled. 

 
The penalty, sanction, or other remedial action for a violation will be determined when an alleged 
violation is affirmed. 

 
At any time during confirmation review, hearing, or appeals NERC or the regional entity may 
determine that remedial action is warranted by the subject entity of the review, hearing, or appeals. 
NERC or the regional entity may direct that such remedial actions be undertaken by the subject entity 
at any time, including prior to confirmation of a violation, and without regulatory approval. 

3.6 Determining Party 
The determination of penalty, sanction or other remedial action for a violation will generally be 
undertaken by the same entity undertaking the confirmation review of that violation. 

3.7 No Influence of Penalty, Sanction or Remedial Action upon Violation 
Confirmation Process 

The penalty, sanction, or remedial action determined for a violation will not influence the outcome of 
the regional entity’ or NERC’s confirmation review of the violation. In particular, if the determination 
of penalty, sanction, or remedial action for a probable violation is being undertaken by the same 
entity undertaking the confirmation review, the entity will insure that there is sufficient separation, in 
such terms as time, process, personnel or the like, to preclude that the penalty, sanction, or remedial 
action determined influences the outcome of the confirmation review. 

3.8 Reasonable Relationship to Violation 
Penalties, sanctions, and remedial actions levied or applied for the violation of a reliability standard 
shall bear a reasonable relation to the seriousness of the violation while also reflecting consideration 
of the factors that these guidelines direct to take into account.  In the United States, the legislation 
establishing mandatory enforceable reliability standards and the ERO requires that “Any penalty 
imposed … shall; (A) bear a reasonable relation to the seriousness of the violation; and (B) take into 
consideration the efforts of the user, owner, or operator to remedy the violation in a timely manner1. 

3.9 Use and Facets of Factors to Determine Penalties 
Penalties levied for a given violation will be based on all facts and other information relevant to the 
incident or situation. To that end, these guidelines include factors which NERC and the regional 
entities will consider while determining the penalty or sanction to be levied.  

 

                                                      
1 H.R.6, Energy Policy Act of 2005, Section 215, Paragraph e, subparagraph 6. 
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NERC considers, and these guidelines direct, that the presence of some factors within a violation 
aggravates the seriousness of that violation and should cause an increase or expansion of the penalty 
to be levied. Conversely, the presence of some other factors mitigates that seriousness and should 
cause a decrease or reduction of the penalty to be levied. Also, some factors may mitigate or 
aggravate, and should have commensurate impact. NERC considers, and these guidelines direct, that 
the absence of an aggravating or mitigating factor will have no impact, as opposed to a mitigating or 
aggravating impact, respectively, to a penalty. 

 
This document presents many of the relevant facets of the factors included in these guidelines. 
However, additional facets of these factors, or additional factors not discussed herein, may also be 
considered to determine a given penalty, sanction, or remedial action, as NERC or the regional entity 
deems appropriate under the circumstances.  Where additional factors or facets are used they will be 
identified and their use will be justified. The effect of using these factors or facets on the penalty, 
sanction, or remedial action determined will also be fully and clearly disclosed. 

3.10 Multiple Violations 
A violation is a failure or inadequacy to meet a requirement of a reliability standard by a party 
responsible to comply with that requirement. 

 
The failure or inadequacy of a violator to comply may involve more than one standard or several 
requirements of a single standard; as such, multiple individual violations may be in play when 
penalties, sanctions, or remedial actions for an incident or situation of noncompliance are being 
determined.  

 
Strictly speaking, NERC or the regional entity can determine and levy a separate penalty or sanction, 
or direct remedial action, upon a violator for each individual violation. However, in instances of 
multiple violations related to a single act or common incidence of noncompliance, NERC or the 
regional entity will generally determine and issue a single aggregate penalty, sanction, or remedial 
action directive bearing reasonable relationship to the aggregate of the related violations. The penalty, 
sanction, or remedial action will not be that determined individually for the least serious of the 
violations; it will generally be at least as large or expansive as what would be called for individually 
for the most serious of the violations. 
 
Some entities may be registered as being responsible for more than one function (e.g., transmission 
owner, transmission operator, balancing authority, generation operator), and a single requirement in 
some reliability standards may apply to the responsible entity for several functions. Where several 
functions are performed by the same entity, a violation will be assessed against the entity, not against 
each function. 

3.11 Relation of the Penalty to the Seriousness of the Violation and Violator’s 
Ability to Pay 

As discussed in Section 3.8, above, penalties levied for the violation of a reliability standard shall 
bear a reasonable relation to the seriousness of the violation. The seriousness of a given violation by a 
given violator shall be assessed by review of the applicability of the Violation Risk Factors2 
associated with the violation to the characteristics of the violator’s operation or power system. Size is 
a characteristic of a violator’s operation or system. The size of the violator can be considered in the 
assessment but shall not be the only characteristic considered. Where size is considered in such a 
review the facts relating to the violation in question will be reviewed such that the “actual” size of the 
violator is properly discerned and appropriately considered; the following are provided as illustrative 
examples: 

• If the violator belongs to a generation and transmission cooperative or joint-action agency, 
size will be attributed to the particular violator, rather than to that generation and transmission 
cooperative or joint-action agency.  

                                                      
2 See Section 4 Part 4.11 for a discussion of these factors 
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• If the violator constitutes part of a corporate family the size of the violator will be attributed 
to that violator alone, in the absence of any facts indicating involvement of the whole 
corporation or corporate affiliates of the violator. 

• If the violator is an entity established solely as a shell to register as subject to one or more 
Reliability Standards the size of the entity will be disregarded in favor of consideration of the 
size of parent entity or any affiliates that NERC or the regional entity deems involved and 
constituting the “actual” size of the violator. 

 
At the request of the violator, NERC or the regional entity may review the penalty in light of the 
violator’s financial ability to pay the penalty. Financial ability shall include both the financial strength 
of the entity as well as its structure (e.g., for-profit versus non-profit). Where penalties are reduced or 
eliminated NERC or the regional entity shall consider non-monetary sanctions or remedial action as 
alternatives or substitutes to the penalty, pursuant to Sections 3.17, 3.18 and 3.19, below, of this 
document. 
 
The above actions will: (i) promote that violators are penalized or sanctioned commensurate with the 
risk or effect that their specific violation of the reliability standards had or is having to the reliability 
of the bulk power system while also; (ii) mitigating overly burdensome penalties to less consequential 
or financially-limited entities concurrent with; (iii) promoting that no penalty is inconsequential to the 
violator to whom it is assessed. This will promote that penalties levied for violations of reliability 
standards bear a reasonable relation to the seriousness of the violation while also addressing violators’ 
ability to pay the penalties they are assessed.  

3.12 Violation Time Horizon  
Reliability standards involving longer and broader time horizons, such as long-term planning 
activities, may have a lesser immediate impact and pose less immediate risk to the reliability of the 
bulk power system than standards addressing shorter and narrower timeframes, such as entities’ 
conduct in real time. Similarly, standards involving longer and broader time horizons typically will 
provide a longer time period over which to discover and remedy a violation when compared to 
standards addressing more immediate activities such as next-day planning, same-day operations or 
real-time operations. Using a time horizon element in the determination of penalties for violations 
provides for recognition of the “more immediate” nature — and hence higher risk — of the threat of 
some violations as opposed to the lesser-risk “future threat if not corrected” nature of other violations. 

 
Penalties levied for the violation of a reliability standard shall consider the time horizon of the 
standard violated; violations of standards involving more immediate or real-time activities will 
generally incur larger penalties than violations of standards with longer or broader horizons.  
 
Time horizons inherent in reliability standard requirements are not reflected in their assigned 
Violation Risk Factors or Violation Severity Levels3. Accordingly, the time horizon element of a 
violation will be considered when determining the Base Penalty Amount4 for the violation.   
 
The time horizon considered and its impact on the selection of the Base Penalty Amount for the 
violation will be decided upon by NERC or the regional entity based upon judgment and the facts of 
the violation. The rationale for the time horizon used and its impact on the setting of the Base Penalty 
Amount will be documented by NERC or the regional entity and provided within the Notice of 
Penalty issued for the violation. 

3.13 Extenuating Circumstances 
In unique extenuating circumstances, such as significant natural disasters, penalties may be 
significantly reduced or eliminated. 

                                                      
3 See Section 4 Part 4.11 for a discussion of these factors. 
4 See Section 4 Part 4.2 
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3.14 Concealment or Intentional Violation  
Penalties levied for the violation of a reliability standard shall always take into consideration any 
attempt by a violator to conceal the violation from NERC or the regional entity, or any intentional 
violation incurred for purposes other than a demonstrably good faith effort to avoid a significant and 
greater threat to the immediate reliability of the bulk power system.  

3.15 Economic Choice to Violate 
Owners, operators, and users of the bulk power system may be presented with situations or 
circumstances where compliance with the reliability standards preclude or reduce an economic gain 
that could be realized by violating the standards. Penalties shall be sufficient to assure that entities 
responsible for complying with reliability standards do not find it attractive to make economic 
choices that cause or unduly risk violations to reliability standards, or risk or cause incidents resulting 
from violations of the reliability standards. Penalties levied to violators who have made such a choice 
shall reflect this aspect of the violation. 

3.16 No Influence by Outcome of Economic Choice to Violate 
Economic choices to violate are generally made for the violator’s own potential gain, but making 
such a choice does not always result in all potential gains being realized or may result in damage or 
loss. However, irrespective of the outcome to the entity making an economic choice to violate, such 
decisions risk others’ reliability, commonly without either their knowledge or consent. Penalties 
levied to violators making an economic choice to violate shall reflect only that the choice was made at 
all; the lack of or reduced magnitude of any actual benefit received, or any damage suffered, by the 
violator as a consequence of making this choice will have no influence on the determination of the 
penalty to be levied. 

3.17 Non-Monetary Sanctions or Remedial Actions 
Enforcement actions taken by NERC or a regional entity are not limited to monetary penalties; at the 
discretion of NERC or the regional entity, sanctions or remedial actions may also be applied and can 
include limitations on activities, functions, operations, or other appropriate sanctions, including the 
establishment of a reliability watch list composed of major violators.   

3.18 Non-Exclusiveness of Monetary Penalties or Non-Monetary Sanctions 
A non-monetary sanction may be imposed either in lieu of or in addition to a monetary penalty 
imposed for the same confirmed violation, and vice versa. Imposition of a monetary penalty or non-
monetary sanction for a violation does not preclude the imposition of the other as long as, in 
combination, the aggregate penalty continues to bear a reasonable relation to the seriousness of the 
violation. 

3.19 Monetization of the Value of Sanctions 
A significant element of NERC’s oversight of penalties, sanctions, and remedial action determined 
and levied by regional entities is ensuring acceptable similarity in the degree and type of sanction for 
violations constituting comparable levels of threat to the reliability of the bulk power system. It is also 
a requirement and a commitment of NERC and its designees that penalties, sanctions, or remedial 
actions levied or applied for the violation of a reliability standard bear reasonable relation to the 
seriousness of the violation. Specifically with respect to penalties and sanctions, it is intuitive that it 
will be easier, more objective, and more transparent to monitor and test for acceptable similarity if 
(monetary) penalties or monetized values of sanctions determined for violations are used as the 
primary basis of comparison, versus comparisons made on the basis of other (non-monetized) 
considerations. Similarly, there will be strong intuitiveness and transparency, particularly to those 
interested but not strongly familiar with the power industry, that the seriousness of a violation has 
been reasonably addressed if the consequences for it to the violator are determined and can be 
expressed clearly and quantifiably in monetary terms.  
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Penalties determined and levied by NERC or regional entities will by definition be valued in 
monetary terms: U.S or Canadian dollars. It will be the preference of NERC that (non-monetary) 
sanctions imposed either in lieu of or in addition to a penalty include disclosure of the monetary value 
that the sanctions represent to the violator. It is intuitive that defensible monetary values for those 
sanctions will be most easily determined if the penalty for the violation pursuant to these guidelines is 
first determined and then the sanctions to be levied are introduced and justified as appropriate 
alternatives to that penalty or additions to a lesser penalty. However, sanctions may be determined 
directly (e.g. without first determining a penalty amount) and monetized using other methods.  

 
NERC does not have a preference between penalties and sanctions for violations. The preference 
expressed here will support ensuring comparability of outcomes regarding application of these 
guidelines and the promotion of reasonable relationship between the seriousness of a violation and the 
sanctions, or penalties and sanctions, levied for it. 

3.20 Maximum Limitations on Penalties 
Penalties are direct, monetary judgments levied against a violator by NERC or the regional entity for 
the violation of requirements of the reliability standards. In contrast, sanctions will impose limitations 
or restrictions of some kind that may result in economic or other impacts to the violator, and remedial 
actions are directives by NERC or a regional entity to the violator regarding the correction of 
conditions, practices or any other relevant action or activity underlying the noncompliance(s) 
involved.  

 
In the United States, the Federal Power Act allows for the imposition of civil penalties of up to 
$1,000,000 per day per violation. NERC and the regional entities draw their authority to levy 
penalties from the Federal Power Act; accordingly this figure is and can be understood as the 
maximum monetary penalty that NERC or regional entities are authorized to levy. However, as this 
legislation also requires that “[a]ny penalty imposed … shall; (A) bear a reasonable relation to the 
seriousness of the violation; and (B) take into consideration the efforts of the user, owner, or operator 
to remedy the violation in a timely manner5” entities required to comply with the reliability 
standards must also understand that NERC and the regional entities will be obligated to assess 
penalties amounts up to and including the maximum amount for violations where warranted 
pursuant to these guidelines. 

 
In Canadian jurisdictions the maximum monetary penalty potentially assessable for a reliability 
standard violation is significantly less than the amount allowed in the United States under the Federal 
Power Act. Also, legislation presently governing some Canadian jurisdictions does not accommodate 
the levying of such a penalty under some circumstances, may not accommodate the levying of such a 
penalty for all violations, or does not accommodate the levying of any monetary penalties. 

 
When a penalty may be levied, or proposed to regulatory authorities with jurisdiction to be levied, the 
following steps will be followed: 

a. NERC or the regional entity will initially disregard the penalty limitations of the regulatory 
authorities with jurisdiction, and determine what the penalties or sanctions would be pursuant to 
these sanction guidelines only. 

b. NERC or the regional entity will review the maximum penalty allowed by the regulatory 
authorities with jurisdiction. 

c. NERC or the regional entity will set the actual penalty to be levied, or proposed to the regulatory 
authorities with jurisdiction to be levied, as the lesser of that determined pursuant to these 
guidelines and the maximum penalty or sanction allowed by the regulatory authorities.  

                                                      
5 H.R.6, Energy Policy Act of 2005, Section 215, Paragraph e, subparagraph 6. 
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d. If the lesser penalty is the maximum penalty allowed by the regulatory authorities, the notice of 
penalty or similar document issued by NERC or the regional entity regarding the violation will 
also list the penalty that was determined pursuant to these guidelines. 

 
Adhering to the above steps will insure that the result of the determination of any penalty for any 
violation will produce output that can be directly compared (i.e. without influence of local authorities’ 
penalty limitations or restrictions) with the penalty determined for any other violation, assisting 
efforts of NERC and others to ensure that these guidelines are uniformly applied and that there is an 
acceptable level of consistency in the application of these sanction guidelines across North America. 
Regulatory authorities with jurisdiction may also find such information useful for their determination 
of the appropriateness of any penalty or sanction proposed to them to be levied. Similarly, policy and 
legislative bodies may find such information of value to the review or development of arrangements 
addressing such matters. 
 
3.21 Frequency and Duration of Violations 
Section 316A of the Federal Power Act [16 U.S.C. § 825o-1(b)], as amended by the Energy Policy 
Act of 2005, provides that “any person who violates any provision of Part II of this title or any 
provision of any rule or order thereunder shall be subject to a civil penalty of not more than 
$1,000,000 for each day that such violation continues.”  
 
FERC Order No. 672 interprets this statement as setting a cap on the monetary penalties that the 
Commission, NERC and regional entities can impose under FPA section 215. FERC has referred to 
this statutory provision as imposing a maximum $1,000,000 “per day, per violation” penalty and has 
directed that the ERO must ensure that in the U.S. such a penalty amount ($1,000,000), in such a 
manner (“per day, per violation”), can be imposed for a violation of the Reliability Standards should 
the conduct at issue so warrant. 
 
Some Reliability Standards may not support the assessment of penalties on a “per day, per violation” 
basis. Where NERC or the regional entity deems that a monetary penalty is warranted, or where 
NERC or the regional entity is monetizing (Section 3.19) the value of a non-monetary sanction, for 
the violation of such a standard NERC or the regional entity shall determine the penalty or monetized 
amount consistent with the following: 
 
Multiple Instances of Violation on One Day 
 
The nature of some Reliability Standards includes the possibility that an entity could violate the same 
requirement two or more times on the same day. In this instance NERC or the regional entity is not 
limited to penalizing the violator a maximum of $1,000,000 per day. As NERC or the regional entity 
deems appropriate NERC or the regional entity may deem that there have been multiple violations 
that occurred on the same day, each of which is subject to the maximum potential penalty of 
$1,000,000 per violation, per day. Also, NERC or the regional entity is not constrained to assessing 
the same penalty amount for each of the multiple violations, irrespective of their proximity in time. 
 
Cumulative Over Time 
 
Certain requirements of the Reliability Standards are measured not on the basis of discrete acts, but of 
cumulative acts over time. Reliability Standards that fall into this category are generally those 
involving measurements based on averages over a given period. Where a violation of such a standard 
has occurred the element of averaging performance over a period of time introduces the difficulty to 
NERC or the regional entity of reasonably identifying (i) what date the violation should be deemed to 
have occurred and (ii) its duration. 
 
If a Reliability Standard requirement measured by an average over time can only be violated once per 
applicable period, then there is risk that a disproportionately mild penalty might be levied in a 
situation where the violation was serious and the effects on the Bulk-Power System severe. In the 
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future, each Reliability Standard requirement that is based on an average over time will specify the 
minimum period in which a violation could occur and how to determine when a violation arises, 
which may be other than once per applicable period6. In the interim until relevant Reliability 
Standards are so modified, any ambiguity on this point will be construed conservatively, meaning that 
where an entity has not complied with such a standard NERC or the regional entity will generally 
consider that only one violation occurred per measurement period. However, notwithstanding this 
general principle of one violation per measurement period, if an average must be measured by a span 
of time greater than a month, each month of that span shall constitute at a minimum one violation. 
 
Periodically Monitored Discrete Violation  
 
Some Reliability Standards may involve discrete events which are only monitored periodically or 
which are reported by exception. If a requirement of such a standard states that a discrete event 
constitutes a violation, then (i) a violation arises when that event occurs and (ii) that violation 
continues until remedied; furthermore, (iii) the violation is deemed to have occurred at the point that 
the entity  entered into noncompliance with the standard regardless of the monitoring period for the 
activity or its date of discovery or reporting. For example, if a task required by a Reliability Standard 
requirement has not been done by the required date, it is irrelevant that monitoring for compliance for 
the requirement occurs only on a yearly or other periodic basis; NERC or the regional entity will 
deem a violation to have occurred on the first day of noncompliance and each day thereafter until 
compliance is effectuated. Similarly, if a discrete event occurs and is not remedied on the date of 
occurrence, then NERC or the regional entity will deem a violation to have occurred on the day of the 
first instance of the noncompliance and each day, or portion thereof thereafter until compliance is 
effectuated. 
 
Non-compliance with a standard of this type will subject the violator to the potential maximum 
monetary penalty of $1,000,000 per violation per day in violation.  
 
NERC or the regional entity is not constrained to assessing the same penalty amount for each day that 
the entity was in violation of the Reliability Standard requirement in question.  

                                                      
6 Para. 41; FERC Order on Clarification and Rehearing [Docket No. RR06-1-006] 
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4. Determination of Monetary Penalties 
The following describes the steps that NERC or the regional entity will follow to determine the monetary 
penalty for a violation7. The determination of non-monetary sanctions is discussed in Section 5 of this 
document; Section 6 discusses remedial action. 
 

Step 1. The Base Penalty Amount for the violation will be set as discussed in Sections 4.1 and 4.2, 
below.  

Step 2. The Base Penalty Amount set in Step 1 will be reviewed pursuant to Section 4.3, below. This 
will result in the Adjusted Penalty Amount.  

Step 3. The Adjusted Penalty Amount determined in Step 2 may be reviewed in light of the violator’s 
financial ability to pay the penalty. Also, where applicable NERC or the regional entity will 
reconfirm that the penalty set will disgorge unjust profits or economic benefits associated with 
an economic choice to violate8. At the conclusion of this review the Final Penalty Amount will 
be set. 

Unless NERC or the regional entity deems alternative frequency or duration is warranted penalties shall 
be assessed on a per violation per day basis. Where NERC or the regional entity deems that alternative 
penalty frequency or duration is warranted the Notice of Penalty associated with the violation will clearly 
identify this and provide the rationale for it. 

Where NERC or the regional entity has not deemed that alternative penalty frequency or duration is 
warranted and the Reliability Standards in question may not support the assessment of penalties on a “per 
day, per violation” basis, penalties shall be determined in accordance with Section 3.21 of this document.   

4.1 Initial Value Range of the Base Penalty Amount 
NERC or the regional entity will determine an initial value range for the Base Penalty Amount by 
considering two factors regarding the violation: the Violation Risk Factor (VRF) of the requirement 
violated and the Violation Severity Level (VSL) assessed for the violation.  Using the Base Penalty 
Amount Table provided in Appendix A NERC or the regional entity will look up the initial value 
range for the Base Penalty Amount by finding the intersection of the violation’s VRF and VSL on the 
table9.  

4.1.1 Violation Risk Factor 
Each requirement set out within NERC’s reliability standards has been assigned a Violation 
Risk Factor (VRF) through the NERC reliability standards development process. The factors 
have been defined and approved through the standards development process and are assigned 
to requirements to provide clear, concise and comparative association between the violation 
of a requirement and the expected or potential impact of the violation to the reliability of the 
bulk power system.  One of three defined levels of risk is assigned to each standards 
requirement: Lower Risk Factor, or; Medium Risk Factor, or; High Risk Factor. Definitions 
of the factors can be found in appropriate standards development process documentation. 

4.1.2 Violation Severity Level 
Violation severity levels (VSLs) are defined measurements of the degree to which a violator 
violated a requirement of a reliability standard. Whereas violation risk factors are determined 
pre-violation and indicate the relative potential impacts that violations of each standard could 

                                                      
7 The text in this section discusses the determination of a single penalty for an individual violation; however, the 
process laid out is also applicable to determining the individual penalties, or a single aggregate penalty, for multiple 
violations that are associated with each other as discussed in Section 3 Part 3.1 of this document.  
8 Reference: Section 3 Parts 3.15 and 3.16. 
9 As discussed in Section 3 Part 3.1 of this document where there is more than one violation in play, but the 
violations are sufficiently associated, NERC or the regional entity may set a single initial value range that is 
appropriate in light of the individual VRF/VSL combinations of the violations. 
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pose to the reliability of the bulk power system, the violation severity level is assessed post-
violation and is an indicator of how severely the violator actually violated the standard(s) 
requirement(s) in question. 

 
These guidelines utilize the violation severity levels that have been established10 by NERC 
for requirements of the reliability standards. Up to four levels can be defined for each 
requirement; the levels have been designated as: Lower, Moderate, High, and Severe. 

4.2 Setting of the Base Penalty Amount 
NERC or the regional entity will set the Base Penalty Amount for the violation. The Base Penalty 
Amount set for the violation may be set at the highest figure of the initial value range determined 
pursuant to Section 4.1, above. However, NERC or the regional entity may set the Base Penalty 
Amount at or below the lowest figure of the initial value range in light of two specific circumstances 
regarding the violation and the violator, specifically: 

a.  The applicability of the Violation Risk Factor of the violation to the specific circumstances11 of 
violator. 

b. Whether this is an inconsequential first violation by the violator of the reliability standard(s) in 
question. 

 
As noted in Section 3.12 NERC or the regional entity will consider the time horizon involved with the 
violation when setting the Base Penalty Amount for the violation. As also noted in Section 3.12 this 
consideration will be documented for inclusion in the Notice of Penalty issued for the violation. 
 
The penalty amount resulting from the this review will be the Base Penalty Amount that is used as the 
basis for further adjustment pursuant to the factors discussed in the next section (4.3) of this 
document.  

4.2.1 Applicability of the Violation Risk Factor 
Violation Risk Factors are assigned to standards’ requirements as indicators of the expected 
risk or harm to the bulk power system posed by the violation of a requirement by a typical or 
median entity that is required to comply. NERC or the regional entity may consider the 
specific circumstances of the violator to determine if the violation of the requirement in 
question actually produced the degree of risk or harm anticipated by the Violation Risk 
Factor. If that expected risk or harm was not or would not have been produced, NERC or the 
regional entity may set the Base Penalty Amount to a value it (i) deems appropriate and (ii) is 
within the initial value range set above pursuant to Section 4.1. 

4.2.2 First Violation 
If the actual or foreseen impact of the violation is judged to be inconsequential by NERC or 
the regional entity and the violation is the first incidence of violation of the requirement in 
question by the violator, NERC or the regional entity may at its discretion: (i) set the Base 
Penalty Amount to a value it deems appropriate within the initial value range set above 
pursuant to Section 4.1, or (ii) excuse the penalty for the violation (i.e. set the Base Penalty 
Amount to 0$). 
 
This relief will generally not be afforded to the violator if NERC or the regional entity 
determines that the violator has a poor compliance record; e.g. the circumstances discussed in 
Section 4.3.1 have been an aggravating factor in one or more previous penalties assessed to 
the violator. 

                                                      
10 Assignment of these levels will be complete and filed with the Commission by March 1, 2008 in accordance with 
FERC Order on Compliance Filing dated June 7, 2007 [Docket No. RR06-1-007] . 
11 The circumstances of the violator will include but not be limited to, as appropriate: the violator’s aggregate and 
net load; interconnections characteristics such as voltage class and transfer ratings;   
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This relief will not be available for consideration in instances where the violator has 
concealed or attempted to conceal the violation, failed or refused to comply with compliance 
directives from NERC or the regional entity, or intentionally violated for purposes other than 
a demonstrably good faith effort to avoid a significant and greater threat to the immediate 
reliability of the bulk power system. 

4.3 Application of Adjustment Factors 
Adjustment factors provide the opportunity to NERC or the regional entity to adjust the base penalty 
to reflect the specific facts and circumstances material to each violation and violator.  

 
These guidelines recognize and require that, as a minimum, NERC or the regional entity consider the 
following: 

a. Repetitive violations and the violator’s compliance history 

b. Failure of the violator to comply with compliance directives 

c. Self-disclosure and voluntary corrective action by the violator 

d. Degree and quality of cooperation by the violator in the violation investigation and in any 
remedial action directed for the violation 

e. The presence and quality of the violator’s compliance program quality 

f. Any attempt by the violator to conceal the violation 

g. Intentional violations 

h. Extenuating circumstances  
 

Two documents issued by United States regulatory agencies will be instructive to NERC and the 
regional entities when they are determining penalties for violations of the reliability standards: the 
FERC’s Policy Statement on Enforcement issued on October 20, 2005 under Docket No. PL06-00, 
and; U.S Securities and Exchange Commission (SEC) Release No. 44969 under the Securities and 
Exchange Act of 1934, issued on October 23 2001, also concurrently issued by the SEC as Release 
No. 1470 under Accounting and Auditing Enforcement. 
 
NERC or the regional may also consider other additional factors it deems appropriate under the 
circumstances as long as their use is clearly identified and adequately justified. The effect of using 
these factors will also be fully and clearly disclosed. 

4.3.1 Repetitive Violations and Compliance History 
A bulleted point under Paragraph 20 of the FERC Policy Statement on Enforcement 
highlights repeat offenses by a violator. If a violator has had repetitive infractions of the same 
or a closely-related reliability standard requirement, particularly within a time frame defined 
within the standard(s) or deemed appropriate by NERC or the regional entity in the absence 
of the standard(s) defining the time frame, NERC or the regional entity shall consider some 
increase to the penalty. 
 
The term “violation reset time period” of a standards requirement may be defined or implied 
within a given standard to describe the period of time generally required for a violator to 
continue operations without incidence of further violation(s) of the Reliability Standards, 
particularly of the initial or a similar standard violated, in order to avoid or minimize 
consideration of the violator’s previous violation history for sanctioning purposes in the event 
of a subsequent violation(s). NERC and the Regional Entities shall exercise appropriate 
judgment and discretion in this regard as warranted, particularly where no reset time period is 
specifically set within the standard violated. Repeat violations within violation reset time 
periods are aggravating factors in the determination of sanctioning. Accordingly, a violation 
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history of no violations will produce no mitigation of the penalty otherwise determined; a 
violation history of infrequent minor violations of lesser risk requirements assessed lower 
violation severity levels may result in small or no increase; a history of more frequent 
violations or previous violations of higher risk requirements assessed more severe violation 
severity levels will generally incur commensurately larger increases. 

4.3.2 Failure to Comply with Compliance Directives 
If the violator has violated reliability standard requirements notwithstanding having received 
related compliance directives, such as for remedial action from NERC or the regional entity, 
NERC or the regional entity shall consider some increase to the penalty.  

4.3.3 Self-Disclosure and Voluntary Corrective Action 
NERC or the regional entity shall consider whether a violator self-disclosed the violation 
prior to detection or intervention by NERC or the regional entity, and any action undertaken 
by the violator to correct the situation. NERC or the regional entity will be instructed in their 
consideration of these factors by the text of Paragraphs 24 and 25 of the FERC Policy 
Statement on Enforcement. As they deem warranted, NERC or the regional entity may reduce 
the violator’s penalty consistent with the cited sections of the FERC policy. 

4.3.4 Degree and Quality of Cooperation in Violation Investigation and 
Remedial Action 

NERC or the regional entity shall consider the degree and quality of the violator’s 
cooperation with NERC or the regional entity in the investigation of the violation and any 
remedial action arising from it. NERC or the regional entity will be instructed in making their 
determination on this by the text of Paragraphs 26 and 27 of the FERC Policy Statement on 
Enforcement. NERC or the regional entity may adjust the violator’s penalty as they deem 
warranted commensurate with the cited sections of the FERC policy statement. This may 
result in an increase, a decrease or no change to the penalty.  

4.3.5 Presence and Quality of Compliance Program 
NERC or the regional entity shall consider the presence and quality of the violator’s 
compliance program. NERC or the regional entity will be instructed in making their 
determination on this factor by the text of Paragraphs 22 and 23 of the FERC Policy 
Statement on Enforcement. As they deem warranted, NERC or the regional entity may reduce 
the violator’s penalty consistent with the cited sections of the FERC policy. Consistent with 
the FERC policy NERC or the regional entity may not increase a violator’s penalty 
specifically on the grounds that the violator has no program or a poor quality program. 

4.3.6 Violation Concealment 
Two bulleted points under Paragraph 20 of the FERC Policy Statement on Enforcement 
highlight misrepresentation of material facts and resistance or impediment to inquiry of a 
violation. When determining a penalty NERC or the regional entity shall consider any 
concealment or attempt to conceal the violation, or information needed to investigate the 
violation, on the part of the violator. If the violator concealed or attempted to conceal, some 
significant increase to the penalty shall be considered; doubling of the penalty otherwise 
determined is suggested. Conduct of this nature on more than one occasion regarding one 
violation, or with respect to more than one violation, should incur an even larger increase to 
the penalty otherwise determined. 

4.3.7 Intentional Violation 
Another bulleted point under Paragraph 20 of the FERC Policy Statement on Enforcement 
highlights offenses as willful action by a violator. When determining a penalty NERC or the 
regional entity shall consider if the violator intentionally violated without just cause; i.e., for 
purposes other than a demonstrably good faith effort to avoid a significant and greater threat 
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to the immediate reliability of the bulk power system. If the violator engaged in such conduct, 
some significant increase to the penalty shall be considered; doubling of the penalty 
otherwise determined is suggested. If conduct of this nature has been detected on more than 
one occasion, NERC or the regional entity should assess an even larger increase to the 
penalty otherwise determined. 

 
NERC or the regional entity will consider violations attributable to an economic choice to 
violate as intentional violations. Consistent with the FERC Policy Statement on Enforcement 
any penalty issued involving conduct of this manner shall as a minimum disgorge any profits 
or economic benefits acquired as a consequence of the behavior, whenever and to the extent 
that they can be determined or reasonably estimated.  

4.3.8 Extenuating Circumstances 
NERC or the regional entity will consider if there are extenuating circumstances regarding 
the violation that justify reduction or elimination of the penalty otherwise determined. 

 
Consideration of adjusting a penalty for this factor would be inconsistent with NERC or the 
regional entity increasing a penalty after consideration of any other factor included in this 
section of these guidelines, such as intentional violation without justifiable cause or 
concealment or attempt to conceal.

4.4 Setting of the Final Penalty Amount 
The Adjusted Penalty Amount determined in Step 2 may be reviewed in light of the violator’s 
financial ability to pay the penalty. Also, if the violation was an economic choice, NERC or the 
regional entity will reconfirm that the penalty set will disgorge any unjust profits or economic 
benefits. At the conclusion of this review the Final Penalty Amount will be set. 

4.4.1 Violator’s Financial Ability to Pay12  
At the written request of the violator NERC or the regional entity will review the penalty 
determined in Step 2 in light of relevant, verifiable information that the violator provides 
regarding their financial ability to pay. At the conclusion of this review NERC or the regional 
entity may: 
 

1. Reduce the penalty payable to an amount that NERC or the regional entity, as 
applicable, deems the violator has the financial ability to pay, or; 

2. Excuse the penalty amount payable, or; 
3. Sustain the penalty amount determined in Step 2. 

 
Where the penalty amount has been reduced or excused, NERC or the regional entity shall 
consider the assessment of appropriate non-monetary sanction(s) as a substitute or an 
alternative for the penalty amount that has been excused or by which the penalty has been 
reduced. 

4.4.2 Reconfirmation of Disgorgement of Unjust Profit or Gain  
Notwithstanding the application of any other consideration or factor applicable to the 
determination of a just and reasonable penalty for the violation, if the violation in question 
involved an economic choice to violate NERC or the regional entity shall reconfirm that the 
penalty set meets the requirements set forth in Parts 3.15 and 3.16 of Section 3 of this 
document.  

                                                      
12 NERC anticipates that this will be the primary vehicle for addressing the ability to pay of “not-for-profit” and 
other similar organizations. 
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5. Determination of Non-Monetary Sanctions 
The imposition of sanctions is not bounded to monetary penalties.  Non-Monetary sanctions applied must 
be applied with the objective of promoting reliability and compliance with the reliability standards.  Non-
monetary sanctions may include, but not be limited to, the following: 

a. Limitations on activities, functions, or operations 

b. Placing an entity on a reliability watch list composed of major violators 
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6. Remedial Action 

6.1 Definition and Anticipated Use 
Remedial actions are directives that may be issued to a bulk power system owner, operator, or user to 
resolve an alleged violation of a reliability standard by addressing conditions, practices, or any other 
relevant action or activity.  A remedial action directive will be issued when NERC or the regional 
entity identifies an alleged violation of a reliability standard that must be corrected to promptly reduce 
the reliability threat that NERC or the regional entity has identified poses to the reliability of the bulk 
power system.  

 
NERC or the regional entity will generally employ remedial action directives where they deem it 
necessary to clearly specify minimum corrective actions that the subject of the remedial action 
directive must take; additionally or alternatively a remedial action directive may clearly specify 
timelines within which the subject must take specified actions, complete specified tasks, or achieve 
specified outcomes. Also, to the extent NERC or the regional entity is authorized to do so, a remedial 
action directive may communicate penalties, sanctions, or further remedial actions that may be 
imposed should the specific remedial action directive not be complied with by those to whom it has 
been issued. As a rule of thumb, remedial action directives will be of use to NERC or the regional 
entity whenever any significant combination of specificity, clarity, or time is of the essence to address 
a threat to the reliability of the bulk power system brought on by lack of or inadequate compliance to 
the reliability standards. 

6.2 Compliance Requirements 
In the United States, the Commission has concluded that owners, operators, or users of the bulk 
power system must comply with remedial action directives issued to them by NERC or a regional 
entity. Noncompliance with a remedial action directive may result in a substantially increased penalty 
or sanction.  

 
Remedial action directives issued by NERC or the regional entity will include a deadline by which 
time the owner, operator, or user must complete requirements set out in the order, and by which time 
the entity must demonstrate compliance to the remedial action directive to NERC or the regional 
entity that issued it. Failure or refusal to meet the requirements or deadlines set out in a remedial 
action directive may itself result in further remedial action directives or significantly increased 
penalties or sanctions by NERC or the regional entity. 

6.3 No Obligation to Issue  
NERC or the regional entity may, but is not obligated, to issue remedial action directives. Lack of 
being issued a remedial action directive does not relieve a bulk power system owner, operator, or user 
from any responsibilities they otherwise have to comply or maintain compliance with requirements of 
the reliability standards. Remedial action directives will be used by NERC or the regional entities 
only as they deem warranted, when they deem warranted. 

6.4 Scope of Application 
The scope of remedial action directives issued by NERC or the regional entity will be limited to 
conditions, practices, or any other relevant actions or activities resulting in noncompliance, or that 
NERC or the regional entity considers at significant risk of becoming noncompliant, to requirements 
of the reliability standards. However, beyond merely directing compliance or improved compliance 
with standards’ requirements, where NERC or the regional entity is authorized to do so, the directive 
may also stipulate how compliance or the improvement to compliance is to be achieved. 

6.5 Availability 
In the United States, the Commission has interpreted the Federal Power Act to authorize the NERC or 
the regional entity can issue a remedial action directive prior to completion of the confirmation 
review of a probable violation, or prior to the determination of a penalty or sanction for that violation. 
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The Commission also concluded it is not necessary for NERC or the regional entity to acquire the 
Commission’s or other regulators’ approval prior to issuing remedial action directives. Accordingly, 
NERC or the regional entity may issue remedial action directives to entities in the United States 
whenever they deem it necessary or otherwise warranted to do so. Also, NERC or the regional entity 
may issue remedial action directives to entities in the United States regarding a violation, irrespective 
of whether that violation is ultimately verified or dispelled by NERC or the regional entity’s 
investigation of the violation. 

6.6 No Impact on Confirmation of Violation, or Penalties or Sanctions 
Remedial action directives issued regarding a violation, in particular any costs incurred by the 
violator to comply with any such directive, will not be considered when reviewing whether the 
aggregate of any penalties and sanctions levied for that violation bear a reasonable relation to the 
seriousness of the violation. Also, any remedial action directives issued with respect to a violation 
will not influence the outcome of the confirmation review of that violation nor the determination of 
penalties or sanctions for that violation; ordering a violator to correct what needs correcting anyway is 
no grounds for dispelling a violation nor reducing or eliminating a penalty or sanction that would 
otherwise be determined appropriate for the violator for that violation.  

6.7 Types of Remedial Actions 
NERC or the regional entities may issue remedial action directives to correct compliance with NERC 
or regional reliability standards and reduce or eliminate threats to the reliability of the bulk power 
system.  Examples of remedial actions include: 

a. Specifying operating or planning criteria, limits, or limitations 

b. Requiring specific system studies 

c. Defining operating practices or guidelines 

d. Requiring confirmation of data, practices, or procedures through inspection testing or other 
methods 

e. Requiring specific training for personnel 

f. Requiring development of specific operating plans 
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Appendix A: Base Penalty Amount Table 
 
The following lists the Base Penalty amounts corresponding to combinations of violation risk factor and 
violation severity factor.  
 

Low High Low High Low High Low High
Lower $1,000 $3,000 $2,000 $7,500 $3,000 $15,000 $5,000 $25,000

Medium $2,000 $30,000 $4,000 $100,000 $6,000 $200,000 $10,000 $335,000

High $4,000 $125,000 $8,000 $300,000 $12,000 $625,000 $20,000 $1,000,000

Violation
Risk

Factor

High Severe

Violation Severity Level

Range Limits Range Limits Range Limits Range Limits
Lower Moderate

 
  
NOTE: This table describes the amount of penalty that could be applied for each day that a violation 
continues, subject to the considerations of Section 3.21 regarding frequency and duration of violations. 
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1. Preamble and Overview 
The North American Electric Reliability Corporation, as the electric reliability organization (ERO), and 
regional entities to whom NERC has delegated authority (hereinafter referred to collectively as “regional 
entities” or individually as a “regional entity”) shall determine and may levy monetary penalties and non-
monetary sanctions and remedial actions against owners, operators, and users of the bulk power system 
for violations of the requirements of NERC Reliability Standards (“reliability standards”) approved by the 
Federal Energy Regulatory Commission (FERC) and applicable authorities in Canada and/or Mexico. 
This document sets out the processes and principles to be followed, and factors that will be considered 
when determining penalties, sanctions, or remedial actions for violations. Collectively these processes, 
principles and factors are NERC’s penalties, sanctions, and remedial action guidelines. 
 
NERC and the regional entities will exclusively follow the directives, principles and processes in these 
Sanction Guidelines when determining penalties, sanctions, or remedial action for a violation. However, 
adjustment factors are also provided to afford NERC or the regional entity the flexibility needed to 
accommodate the facts surrounding each violation. In this manner, rigid prescription of specific penalty 
formulae can be avoided at the same time that appropriate limitations on the degree of discretion and 
flexibility available to address each violation on its merits is maintained. The outcome will be remedies 
that are commensurate and fair compared to the reliability impact of the violation and to remedies levied 
for similar violations, yet appropriately reflective of any unique facts and circumstances regarding the 
specific violation and violator. 
 
The adjustment factors established in this document are generally consistent with those listed in the FERC 
Policy Statement on Enforcement issued on October 20, 2005.  However, discussion of the factors 
presented in this document is not exhaustive as other facets of these factors, or other additional factors not 
discussed herein, may also be considered to determine a given penalty, sanction, or remedial action, as 
NERC or the regional entity deems appropriate under the circumstances.   
 

Regional entities shall follow these guidelines to determine penalties, sanctions, or remedial actions. 
NERC shall oversee the regional entities’ application of the guidelines to ensure that acceptable levels of 
consistency are achieved. NERC’s oversight will also ensure comparable outcomes; i.e. that there is 
acceptable similarity in the degree and type of sanction for violations constituting comparable levels of 
threat to reliability of the bulk power system. In order to facilitate this oversight, regional entities’ 
reporting to NERC of penalties and sanctions they have determined will be thorough and in sufficient 
detail that NERC can understand and reasonably replicate the outcomes reached; NERC may develop 
reporting requirements or a standard reporting form for use by the regional entities for this purpose, as 
NERC deems necessary or appropriate.  
 
As experience is gained by NERC and the regional entities through the use and application of these 
guidelines, NERC will review the guidelines and may modify them as NERC deems appropriate or 
necessary. Authority delegated by NERC to the regional entities with respect to penalties, sanctions, or 
remedial actions does not include the authority to modify these guidelines. 
 
Any revision to this document or to the principles and factors identified or addressed within it must first 
be approved by the NERC board, then by FERC, appropriate authorities in Canada or appropriate 
authorities in Mexico prior to becoming effective and applicable within the United States or these 
authorities’ respective jurisdictions. 
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2. Document Scope and Exclusions 
This document identifies and discusses the processes and principles to be followed, and factors that will 
be considered to determine penalties, sanctions, or remedial actions for violations of the reliability 
standards. 
 
This document notes but does not otherwise address the progression of actions and steps that NERC or 
the regional entity will follow to process a violation from its initial incoming status upon discovery as a 
probable violation, through to its possible final determination as a post-appeal confirmed violation. This 
is set out in NERC’s Rules of Procedure Section 400 and applicable regional entity program documents.  
 
This document notes but does not otherwise address how an alleged violation is reviewed in order to 
confirm or dispel it. NERC’s process and requirements for this are set out in the NERC Rules of 
Procedure Section 400. Regional entities will undertake such reviews either using the processes and 
requirements set out in the Rules of Procedure or using their own documented process that has been 
reviewed and approved by NERC as meeting the requirements for such a process. 
 
This document notes but does not otherwise address the processes and procedural steps by which a 
violation can be appealed, or by which a penalty, sanction, or remedial action determined and levied for a 
violation can be appealed. These are set out in NERC’s Rules of Procedure Section 400 and applicable 
regional entity program documents.  
 
Section 403 paragraph 18 of NERC’s Rules of Procedure provides for the possibility of settlements within 
NERC or regional entity compliance enforcement programs. This document makes reference to 
settlements to but does not address them further. 
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3. Basic Principles 
The following paragraphs identify and discuss the basic principles underpinning why and how NERC and 
the regional entities will determine penalties, sanctions, and remedial actions for violations of the 
requirements of the reliability standards.  
 
The principles are unique and complimentary; the order in which they are presented does not set or 
indicate order of precedence. 

3.1 Necessary Element of NERC Compliance Program 
Primary objectives of NERC as the ERO include the promotion and enforcement of compliance with 
the reliability standards by owners, operators, and users of the bulk power system; standards made 
mandatory by duly-authorized legislative bodies in the U.S and Canada, and designed to maintain and 
promote the reliability of the two countries’ shared power grids.  Consistent with these objectives, 
NERC and the regional entities will monitor and act to verify compliance with standards’ 
requirements; however, beyond monitoring and acting only to verify compliance, NERC and the 
regional entities will also hold bulk power system owners, operators, and users — or their delegates 
— accountable for confirmed compliance violations. This accountability will include determination 
and the possible levying of penalties, sanctions, or remedial actions.   

 
Penalties, sanctions, and remedial actions are valid and necessary mechanisms to NERC and the 
regional entities for the enforcement and promotion of compliance to the reliability standards, in part 
because they can: 

a. promote compliance behavior; 

b. provide deterrence to future incidents, actions or situations of noncompliance by the violator or 
others;  

c. implement actions that will promptly correct behavior; 

d. disgorge benefits that may or may have accrued to a violator as a consequence of violating;  

e. visit upon a violator some portion of any damage their violation may or may have visited upon 
others. 

 
Accordingly, the determination and potential levying of appropriate penalties, sanctions, or remedial 
actions by NERC or the regional entity upon those responsible for violations shall be a required step 
within the NERC and regional entity compliance enforcement programs. 

3.2 Settlement of Compliance Violations 
NERC and the regional entities shall maintain the reliability of the bulk power system by enforcing 
compliance with NERC and regional entity reliability standards. NERC and regional entity 
compliance enforcements programs will lay out how NERC and the regional entities will do this. In 
particular and by necessity, elements of these programs regarding the confirmation of violations, the 
determination and levying of penalties, sanctions, or remedial actions, and appeals are rigid and 
legalistic in form and nature in order to respect the basic tenets of due process and natural justice 
inherent within United States and Canadian justice systems, respectively, upon which they are being 
based. However, absolute adherence to the compliance programs, to the exclusion of other options, 
may not be the most appropriate, efficient or desirable means by which to achieve the end goal in all 
circumstances, to all entities party to a violation. 

 
As set out in the NERC Rules of Procedure Section 403. paragraph 198, violations of the reliability 
standards may be dealt with through settlements reached between NERC, regional entity and the 
entity or entities to whom a potential, alleged, or confirmed violation is attributed to by NERC or the 
regional entity. Any provisions made within a settlement regarding penalties, sanctions, or remedial 
actions can supersede any corresponding penalties, sanctions that would otherwise be determined 
pursuant to these guidelines. 
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3.3 Settlement Request  
At any point in the determination and levying of a penalty, sanction, or remedial action pursuant to 
these guidelines, any entity found in or being investigated for a violation may request a settlement; at 
no point within the processes and procedures, etc, described by these guidelines is the option of 
settlement not available.  

3.4 Settlement Effect on Continuation of Determination of Penalties, Sanctions, or 
Remedial Actions 

Until a settlement is finalized or parties to that settlement agree otherwise, NERC or the regional 
entity may continue activities and actions towards the determination and levying of a penalty, 
sanction, or remedial action that would otherwise be applicable pursuant to these guidelines, or that 
will be applicable if the settlement is not finalized. 

3.5 Timing of Determination of Penalty, Sanction or Remedial Action 
All alleged violations will be reviewed by NERC or the regional entity with the outcome that either 
the violation will be confirmed or the violation will be dispelled. 

 
The penalty, sanction, or other remedial action for a violation will be determined when an alleged 
violation is affirmed. 

 
At any time during confirmation review, hearing, or appeals NERC or the regional entity may 
determine that remedial action is warranted by the subject entity of the review, hearing, or appeals. 
NERC or the regional entity may direct that such remedial actions be undertaken by the subject entity 
at any time, including prior to confirmation of a violation, and without regulatory approval. 

3.6 Determining Party 
The determination of penalty, sanction or other remedial action for a violation will generally be 
undertaken by the same entity undertaking the confirmation review of that violation. 

3.7 No Influence of Penalty, Sanction or Remedial Action upon Violation 
Confirmation Process 

The penalty, sanction, or remedial action determined for a violation will not influence the outcome of 
the regional entity’ or NERC’s confirmation review of the violation. In particular, if the determination 
of penalty, sanction, or remedial action for a probable violation is being undertaken by the same 
entity undertaking the confirmation review, the entity will insure that there is sufficient separation, in 
such terms as time, process, personnel or the like, to preclude that the penalty, sanction, or remedial 
action determined influences the outcome of the confirmation review. 

3.8 Reasonable Relationship to Violation 
Penalties, sanctions, and remedial actions levied or applied for the violation of a reliability standard 
shall bear a reasonable relation to the seriousness of the violation while also reflecting consideration 
of the factors that these guidelines direct to take into account.  In the United States, the legislation 
establishing mandatory enforceable reliability standards and the ERO requires that “Any penalty 
imposed … shall; (A) bear a reasonable relation to the seriousness of the violation; and (B) take into 
consideration the efforts of the user, owner, or operator to remedy the violation in a timely manner1. 

3.9 Use and Facets of Factors to Determine Penalties 
Penalties levied for a given violation will be based on all facts and other information relevant to the 
incident or situation. To that end, these guidelines include factors which NERC and the regional 
entities will consider while determining the penalty or sanction to be levied.  

 

                                                      
1 H.R.6, Energy Policy Act of 2005, Section 215, Paragraph e, subparagraph 6. 
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NERC considers, and these guidelines direct, that the presence of some factors within a violation 
aggravates the seriousness of that violation and should cause an increase or expansion of the penalty 
to be levied. Conversely, the presence of some other factors mitigates that seriousness and should 
cause a decrease or reduction of the penalty to be levied. Also, some factors may mitigate or 
aggravate, and should have commensurate impact. NERC considers, and these guidelines direct, that 
the absence of an aggravating or mitigating factor will have no impact, as opposed to a mitigating or 
aggravating impact, respectively, to a penalty. 

 
This document presents many of the relevant facets of the factors included in these guidelines. 
However, additional facets of these factors, or additional factors not discussed herein, may also be 
considered to determine a given penalty, sanction, or remedial action, as NERC or the regional entity 
deems appropriate under the circumstances.  Where additional factors or facets are used they will be 
identified and their use will be justified. The effect of using these factors or facets on the penalty, 
sanction, or remedial action determined will also be fully and clearly disclosed. 

3.10 Multiple Violations 
A violation is a failure or inadequacy to meet a requirement of a reliability standard by a party 
responsible to comply with that requirement. 

 
The failure or inadequacy of a violator to comply may involve more than one standard or several 
requirements of a single standard; as such, multiple individual violations may be in play when 
penalties, sanctions, or remedial actions for an incident or situation of noncompliance are being 
determined.  

 
Strictly speaking, NERC or the regional entity can determine and levy a separate penalty or sanction, 
or direct remedial action, upon a violator for each individual violation. However, in instances of 
multiple violations related to a single act or common incidence of noncompliance, NERC or the 
regional entity will generally determine and issue a single aggregate penalty, sanction, or remedial 
action directive bearing reasonable relationship to the aggregate of the related violations. The penalty, 
sanction, or remedial action will not be that determined individually for the least serious of the 
violations; it will generally be at least as large or expansive as what would be called for individually 
for the most serious of the violations. 
 
Some entities may be registered as being responsible for more than one function (e.g., transmission 
owner, transmission operator, balancing authority, generation operator), and a single requirement in 
some reliability standards may apply to the responsible entity for several functions. Where several 
functions are performed by the same entity, a violation will be assessed against the entity, not against 
each function. 

3.11 Relation of the Penalty to the Seriousness of the Violation and Violator’s 
Ability to Pay 

As discussed in Section 3.8, above, penalties levied for the violation of a reliability standard shall 
bear a reasonable relation to the seriousness of the violation. The seriousness of a given violation by a 
given violator shall be assessed by review of the applicability of the Violation Risk Factors2 
associated with the violation to the characteristics of the violator’s operation or power system. Size is 
a characteristic of a violator’s operation or system. The size of the violator can be considered in the 
assessment but shall not be the only characteristic considered. Where size is considered in such a 
review the facts relating to the violation in question will be reviewed such that the “actual” size of the 
violator is properly discerned and appropriately considered; the following are provided as illustrative 
examples: 

• If the violator belongs to a generation and transmission cooperative or joint-action agency, 
size will be attributed to the particular violator, rather than to that generation and transmission 
cooperative or joint-action agency.  

                                                      
2 See Section 4 Part 4.11 for a discussion of these factors 



Basic Principles 

NERC Sanction Guidelines  6 

• If the violator constitutes part of a corporate family the size of the violator will be attributed 
to that violator alone, in the absence of any facts indicating involvement of the whole 
corporation or corporate affiliates of the violator. 

• If the violator is an entity established solely as a shell to register as subject to one or more 
Reliability Standards the size of the entity will be disregarded in favor of consideration of the 
size of parent entity or any affiliates that NERC or the regional entity deems involved and 
constituting the “actual” size of the violator. 

 
At the request of the violator, NERC or the regional entity may review the penalty in light of the 
violator’s financial ability to pay the penalty. Financial ability shall include both the financial strength 
of the entity as well as its structure (e.g., for-profit versus non-profit). Where penalties are reduced or 
eliminated NERC or the regional entity shall consider non-monetary sanctions or remedial action as 
alternatives or substitutes to the penalty, pursuant to Sections 3.17, 3.18 and 3.19, below, of this 
document. 
 
The above actions will: (i) promote that violators are penalized or sanctioned commensurate with the 
risk or effect that their specific violation of the reliability standards had or is having to the reliability 
of the bulk power system while also; (ii) mitigating overly burdensome penalties to less consequential 
or financially-limited entities concurrent with; (iii) promoting that no penalty is inconsequential to the 
violator to whom it is assessed. This will promote that penalties levied for violations of reliability 
standards bear a reasonable relation to the seriousness of the violation while also addressing violators’ 
ability to pay the penalties they are assessed.  

3.12 Violation Time Horizon  
Reliability standards involving longer and broader time horizons, such as long-term planning 
activities, may have a lesser immediate impact and pose less immediate risk to the reliability of the 
bulk power system than standards addressing shorter and narrower timeframes, such as entities’ 
conduct in real time. Similarly, standards involving longer and broader time horizons typically will 
provide a longer time period over which to discover and remedy a violation when compared to 
standards addressing more immediate activities such as next-day planning, same-day operations or 
real-time operations. Using a time horizon element in the determination of penalties for violations 
provides for recognition of the “more immediate” nature — and hence higher risk — of the threat of 
some violations as opposed to the lesser-risk “future threat if not corrected” nature of other violations. 

 
Penalties levied for the violation of a reliability standard shall consider the time horizon of the 
standard violated; violations of standards involving more immediate or real-time activities will 
generally incur larger penalties than violations of standards with longer or broader horizons.  
 
Time horizons inherent in reliability standard requirements are not reflected in their assigned 
Violation Risk Factors or Violation Severity Levels3. Accordingly, the time horizon element of a 
violation will be considered when determining the Base Penalty Amount4 for the violation.   
 
The time horizon considered and its impact on the selection of the Base Penalty Amount for the 
violation will be decided upon by NERC or the regional entity based upon judgment and the facts of 
the violation. The rationale for the time horizon used and its impact on the setting of the Base Penalty 
Amount will be documented by NERC or the regional entity and provided within the Notice of 
Penalty issued for the violation. 

3.13 Extenuating Circumstances 
In unique extenuating circumstances, such as significant natural disasters, penalties may be 
significantly reduced or eliminated. 

                                                      
3 See Section 4 Part 4.11 for a discussion of these factors. 
4 See Section 4 Part 4.2 
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3.14 Concealment or Intentional Violation  
Penalties levied for the violation of a reliability standard shall always take into consideration any 
attempt by a violator to conceal the violation from NERC or the regional entity, or any intentional 
violation incurred for purposes other than a demonstrably good faith effort to avoid a significant and 
greater threat to the immediate reliability of the bulk power system.  

3.15 Economic Choice to Violate 
Owners, operators, and users of the bulk power system may be presented with situations or 
circumstances where compliance with the reliability standards preclude or reduce an economic gain 
that could be realized by violating the standards. Penalties shall be sufficient to assure that entities 
responsible for complying with reliability standards do not find it attractive to make economic 
choices that cause or unduly risk violations to reliability standards, or risk or cause incidents resulting 
from violations of the reliability standards. Penalties levied to violators who have made such a choice 
shall reflect this aspect of the violation. 

3.16 No Influence by Outcome of Economic Choice to Violate 
Economic choices to violate are generally made for the violator’s own potential gain, but making 
such a choice does not always result in all potential gains being realized or may result in damage or 
loss. However, irrespective of the outcome to the entity making an economic choice to violate, such 
decisions risk others’ reliability, commonly without either their knowledge or consent. Penalties 
levied to violators making an economic choice to violate shall reflect only that the choice was made at 
all; the lack of or reduced magnitude of any actual benefit received, or any damage suffered, by the 
violator as a consequence of making this choice will have no influence on the determination of the 
penalty to be levied. 

3.17 Non-Monetary Sanctions or Remedial Actions 
Enforcement actions taken by NERC or a regional entity are not limited to monetary penalties; at the 
discretion of NERC or the regional entity, sanctions or remedial actions may also be applied and can 
include limitations on activities, functions, operations, or other appropriate sanctions, including the 
establishment of a reliability watch list composed of major violators.   

3.18 Non-Exclusiveness of Monetary Penalties or Non-Monetary Sanctions 
A non-monetary sanction may be imposed either in lieu of or in addition to a monetary penalty 
imposed for the same confirmed violation, and vice versa. Imposition of a monetary penalty or non-
monetary sanction for a violation does not preclude the imposition of the other as long as, in 
combination, the aggregate penalty continues to bear a reasonable relation to the seriousness of the 
violation. 

3.19 Monetization of the Value of Sanctions 
A significant element of NERC’s oversight of penalties, sanctions, and remedial action determined 
and levied by regional entities is ensuring acceptable similarity in the degree and type of sanction for 
violations constituting comparable levels of threat to the reliability of the bulk power system. It is also 
a requirement and a commitment of NERC and its designees that penalties, sanctions, or remedial 
actions levied or applied for the violation of a reliability standard bear reasonable relation to the 
seriousness of the violation. Specifically with respect to penalties and sanctions, it is intuitive that it 
will be easier, more objective, and more transparent to monitor and test for acceptable similarity if 
(monetary) penalties or monetized values of sanctions determined for violations are used as the 
primary basis of comparison, versus comparisons made on the basis of other (non-monetized) 
considerations. Similarly, there will be strong intuitiveness and transparency, particularly to those 
interested but not strongly familiar with the power industry, that the seriousness of a violation has 
been reasonably addressed if the consequences for it to the violator are determined and can be 
expressed clearly and quantifiably in monetary terms.  
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Penalties determined and levied by NERC or regional entities will by definition be valued in 
monetary terms: U.S or Canadian dollars. It will be the preference of NERC that (non-monetary) 
sanctions imposed either in lieu of or in addition to a penalty include disclosure of the monetary value 
that the sanctions represent to the violator. It is intuitive that defensible monetary values for those 
sanctions will be most easily determined if the penalty for the violation pursuant to these guidelines is 
first determined and then the sanctions to be levied are introduced and justified as appropriate 
alternatives to that penalty or additions to a lesser penalty. However, sanctions may be determined 
directly (e.g. without first determining a penalty amount) and monetized using other methods.  

 
NERC does not have a preference between penalties and sanctions for violations. The preference 
expressed here will support ensuring comparability of outcomes regarding application of these 
guidelines and the promotion of reasonable relationship between the seriousness of a violation and the 
sanctions, or penalties and sanctions, levied for it. 

3.20 Maximum Limitations on Penalties 
Penalties are direct, monetary judgments levied against a violator by NERC or the regional entity for 
the violation of requirements of the reliability standards. In contrast, sanctions will impose limitations 
or restrictions of some kind that may result in economic or other impacts to the violator, and remedial 
actions are directives by NERC or a regional entity to the violator regarding the correction of 
conditions, practices or any other relevant action or activity underlying the noncompliance(s) 
involved.  

 
In the United States, the Federal Power Act allows for the imposition of civil penalties of up to 
$1,000,000 per day per violation. NERC and the regional entities draw their authority to levy 
penalties from the Federal Power Act; accordingly this figure is and can be understood as the 
maximum monetary penalty that NERC or regional entities are authorized to levy. However, as this 
legislation also requires that “[a]ny penalty imposed … shall; (A) bear a reasonable relation to the 
seriousness of the violation; and (B) take into consideration the efforts of the user, owner, or operator 
to remedy the violation in a timely manner5” entities required to comply with the reliability 
standards must also understand that NERC and the regional entities will be obligated to assess 
penalties amounts up to and including the maximum amount for violations where warranted 
pursuant to these guidelines. 

 
In Canadian jurisdictions the maximum monetary penalty potentially assessable for a reliability 
standard violation is significantly less than the amount allowed in the United States under the Federal 
Power Act. Also, legislation presently governing some Canadian jurisdictions does not accommodate 
the levying of such a penalty under some circumstances, may not accommodate the levying of such a 
penalty for all violations, or does not accommodate the levying of any monetary penalties. 

 
When a penalty may be levied, or proposed to regulatory authorities with jurisdiction to be levied, the 
following steps will be followed: 

a. NERC or the regional entity will initially disregard the penalty limitations of the regulatory 
authorities with jurisdiction, and determine what the penalties or sanctions would be pursuant to 
these sanction guidelines only. 

b. NERC or the regional entity will review the maximum penalty allowed by the regulatory 
authorities with jurisdiction. 

c. NERC or the regional entity will set the actual penalty to be levied, or proposed to the regulatory 
authorities with jurisdiction to be levied, as the lesser of that determined pursuant to these 
guidelines and the maximum penalty or sanction allowed by the regulatory authorities.  

                                                      
5 H.R.6, Energy Policy Act of 2005, Section 215, Paragraph e, subparagraph 6. 
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d. If the lesser penalty is the maximum penalty allowed by the regulatory authorities, the notice of 
penalty or similar document issued by NERC or the regional entity regarding the violation will 
also list the penalty that was determined pursuant to these guidelines. 

 
Adhering to the above steps will insure that the result of the determination of any penalty for any 
violation will produce output that can be directly compared (i.e. without influence of local authorities’ 
penalty limitations or restrictions) with the penalty determined for any other violation, assisting 
efforts of NERC and others to ensure that these guidelines are uniformly applied and that there is an 
acceptable level of consistency in the application of these sanction guidelines across North America. 
Regulatory authorities with jurisdiction may also find such information useful for their determination 
of the appropriateness of any penalty or sanction proposed to them to be levied. Similarly, policy and 
legislative bodies may find such information of value to the review or development of arrangements 
addressing such matters. 

3.21 Frequency and Duration of Assessed Penalties for a Violations 
 
Section 316A of the Federal Power Act [16 U.S.C. § 825o-1(b)], as amended by the Energy Policy 
Act of 2005, provides that “any person who violates any provision of Part II of this title or any 
provision of any rule or order thereunder shall be subject to a civil penalty of not more than 
$1,000,000 for each day that such violation continues.”  
 
FERC Order No. 672 interprets this statement as setting a cap on the monetary penalties that the 
Commission, NERC and REsregional entities can impose under FPA section 215. FERC has 
summarily referred to this statutory provision as imposing a maximum $1,000,000 “per day, per 
violation” penalty and has directed that the ERO must ensure that in the U.S. such a penalty amount 
($1,000,000), in such a manner (“per day, per violation”), can be imposed for a violation of the 
Reliability Standards should the conduct at issue so warrant. 
 
Some Reliability Standards may not supportlend themselves well or intuitively to the assessment of 
penalties on a “per day, per violation” basis. Where NERC or the regional entity deems that a 
monetary penalty is warranted, or where NERC or the regional entity is monetizing (Section 3.19) the 
value of a non-monetary sanction, for the violation of such a standard NERC or the regional entity 
shall determine the penalty or monetized amount consistent with the following: 
 
Multiple Instances of Violation on One Day 
 
The nature of some Reliability Standards includes the possibility that an entity could violate the same 
requirement(s) multiple unique  two or more times on the same day, or one or more times during one 
or more identifiable periods of the same day. In this instance NERC or the regional entity is not 
limited to penalizing the violator a maximum of $1,000,000 per day. As NERC or the regional entity 
deems appropriate NERC or the regional entity may deem that there have been multiple violations 
that occurred on the same day, each of which is subject to the maximum potential penalty of 
$1,000,000 per violation, per day. Also, NERC or the regional entity is not constrained to assessing 
the same penalty amount for each of the multiple violations, irrespective of their proximity in time. 
 
Cumulative Over Time 
 
Certain requirements of the Reliability Standards are measured not on the basis of discrete acts, but of 
cumulative acts over time. Reliability Standards that fall into this category are generally those 
involving measurements based on averages over a given period. Where a violation of such a standard 
has occurred the element of averaging performance over a period of time introduces the difficulty to 
NERC or the regional entity of reasonably identifying (i) what date the violation should be deemed to 
have occurred and (ii) its duration. 
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If a Reliability Standard requirement measured by an average over time can only be violated once per 
applicable period, then there is risk that a disproportionately mild penalty might be levied in a 
situation where the violation was serious and the effects on the Bulk-Power System severe. In the 
future, each Reliability Standard requirement that is based on an average over time will specify the 
minimum period in which a violation could occur and how to determine when a violation arises, 
which may be other than once per applicable period6. In the interim until relevant Reliability 
Standards are so modified,clarified otherwise any ambiguity on this point will be construed 
conservatively, meaning that where an entity has not complied with such a standard NERC or the 
regional entity will generally consider that only one violation occurred per measurement period. 
However, notwithstanding thethis general principleconsideration of one violation per 
measuringmeasurement period, NERC or the regional entity will not use too lengthy a span of time as 
the basis for application of penalties; if for some reason an average must be measured by a span of 
time greater than a month, each month of that span, or the portion thereof that NERC or the regional 
entity deems reasonable, shall constitute at a minimum one violation. 
 
Periodically Monitored Discrete Violation  
 
Some Reliability Standards may involve discrete events which are only monitored periodically or 
which are reported by exception. If a requirement of such a standard states that a discrete event 
constitutes a violation, then (i) a violation arises when that event occurs and (ii) that violation 
continues until remedied; furthermore, (iii) the violation is deemed to have occurred at the point that 
the entity involved entereds into noncompliance with the standard regardless of the monitoring period 
for thesuch an activity or its date of discovery or reporting. For example, if a task required by a 
Reliability sStandards requirement has not been done by the required date, it is irrelevant that 
monitoring for compliance for the requirementactivity occurs only on a yearly or other periodic basis; 
NERC or the regional entity will deem a violation to have occurred on the first day of noncompliance 
and each day thereafter until compliance is effectuated. Similarly, if a discrete event occurs and is not 
remedied on the date of occurrence, then NERC or the regional entity will deem a violation to have 
occurred on the day of the first instance of the noncompliance and each day, or portion thereof that 
NERC or the regional entity deems reasonable, thereafter until compliance is effectuated. 
 
Non-compliance with a standard of this type will subject the violator to the potential maximum 
monetary penalty of $1,000,000 per violation per day in violation.  
 
NERC or the regional entity is not constrained to assessing the same penalty amount for each day that 
the entity was in violation of the Reliability sStandard requirement in question.  

                                                      
6 Para. 41; FERC Order on Clarification and Rehearing [Docket No. RR06-1-006] 
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4. Determination of Monetary Penalties 
The following describes the steps that NERC or the regional entity will follow to determine the monetary 
penalty for a violation7. The determination of non-monetary sanctions is discussed in Section 5 of this 
document; Section 6 discusses remedial action. 
 

Step 1. The Base Penalty Amount for the violation will be set as discussed in Sections 4.1 and 4.2, 
below.  

Step 2. The Base Penalty Amount set in Step 1 will be reviewed pursuant to Section 4.3, below. This 
will result in the Adjusted Penalty Amount.  

Step 3. The Adjusted Penalty Amount determined in Step 2 may be reviewed in light of the violator’s 
financial ability to pay the penalty. Also, where applicable NERC or the regional entity will 
reconfirm that the penalty set will disgorge unjust profits or economic benefits associated with 
an economic choice to violate8. At the conclusion of this review the Final Penalty Amount will 
be set. 

Unless NERC or the regional entity deems alternative frequency or duration is warranted pPenalties shall 
be assessed on a per violation per day basis. Where NERC or the regional entity deems that alternative 
penalty frequency or duration is warranted the Notice of Penalty associated with the violation will clearly 
identify this and provide the rationalrationale for it. 

Where NERC or the regional entity hashave not deemed that alternative penalty frequency or duration is 
warranted and the Reliability Standards in question may not supportlend themselves well or intuitively to 
the assessment of penalties on a “per day, per violation” basis, penalties shall be determined in 
accordance with Section 3.21 of this document.   and are subject to assessment on a “per day in violation” 
basis where (i) NERC or the regional entity deems it appropriate to do so and (ii) the nature of the 
reliability standards requirement(s) violated supports doing so, in particular the time period and duration, 
the nature and the severity of the risk posed to the bulk power system by the violation(s), 

Figures listed in the Base Penalty Amount Table are germane to the determination of penalties on both a 
simple per occurrence basis and as the basis for the determination of an appropriate “per day in violation” 
amounts as warranted by NERC or the Regional Entity and supported by the nature of the reliability 
standards requirement(s) violated and the characteristics of the violation(s) as discussed above, 

4.1 Initial Value Range of the Base Penalty Amount 
NERC or the regional entity will determine an initial value range for the Base Penalty Amount by 
considering two factors regarding the violation: the Violation Risk Factor (VRF) of the requirement 
violated and the Violation Severity Level (VSL) assessed for the violation.  Using the Base Penalty 
Amount Table provided in Appendix A NERC or the regional entity will look up the initial value 
range for the Base Penalty Amount by finding the intersection of the violation’s VRF and VSL on the 
table9.  

4.1.1 Violation Risk Factor 
Each requirement set out within NERC’s reliability standards has been assigned a Violation 
Risk Factor (VRF) through the NERC reliability standards development process. The factors 
have been defined and approved through the standards development process and are assigned 
to requirements to provide clear, concise and comparative association between the violation 
of a requirement and the expected or potential impact of the violation to the reliability of the 

                                                      
7 The text in this section discusses the determination of a single penalty for an individual violation; however, the 
process laid out is also applicable to determining the individual penalties, or a single aggregate penalty, for multiple 
violations that are associated with each other as discussed in Section 3 Part 3.1 of this document.  
8 Reference: Section 3 Parts 3.15 and 3.16. 
9 As discussed in Section 3 Part 3.1 of this document where there is more than one violation in play, but the 
violations are sufficiently associated, NERC or the regional entity may set a single initial value range that is 
appropriate in light of the individual VRF/VSL combinations of the violations. 



Determination of Monetary Penalties 

NERC Sanction Guidelines  12 

bulk power system.  One of three defined levels of risk is assigned to each standards 
requirement: Lower Risk Factor, or; Medium Risk Factor, or; High Risk Factor. Definitions 
of the factors can be found in appropriate standards development process documentation. 

4.1.2 Violation Severity Level 
Violation severity levels (VSLs) are defined measurements of the degree to which a violator 
violated a requirement of a reliability standard. Whereas violation risk factors are determined 
pre-violation and indicate the relative potential impacts that violations of each standard could 
pose to the reliability of the bulk power system, the violation severity level is assessed post-
violation and is an indicator of how severely the violator actually violated the standard(s) 
requirement(s) in question. 

 
These guidelines utilize the violation severity levels that have been established10 by NERC 
for requirements of the reliability standards. Up to four levels can be defined for each 
requirement; the levels have been designated as: Lower, Moderate, High, and Severe. 

4.2 Setting of the Base Penalty Amount 
NERC or the regional entity will set the Base Penalty Amount for the violation. The Base Penalty 
Amount set for the violation may be set at the highest figure of the initial value range determined 
pursuant to Section 4.1, above. However, NERC or the regional entity may set the Base Penalty 
Amount at or below the lowest figure of the initial value range in light of two specific circumstances 
regarding the violation and the violator, specifically: 

a.  The applicability of the Violation Risk Factor of the violation to the specific circumstances11 of 
violator. 

b. Whether this is an inconsequential first violation by the violator of the reliability standard(s) in 
question. 

 
As noted in Section 3.12 NERC or the regional entity will consider the time horizon involved with the 
violation when setting the Base Penalty Amount for the violation. As also noted in Section 3.12 this 
consideration will be documented for inclusion in the Notice of Penalty issued for the violation. 
 
The penalty amount resulting from the this review will be the Base Penalty Amount that is used as the 
basis for further adjustment pursuant to the factors discussed in the next section (4.3) of this 
document.  

4.2.1 Applicability of the Violation Risk Factor 
Violation Risk Factors are assigned to standards’ requirements as indicators of the expected 
risk or harm to the bulk power system posed by the violation of a requirement by a typical or 
median entity that is required to comply. NERC or the regional entity may consider the 
specific circumstances of the violator to determine if the violation of the requirement in 
question actually produced the degree of risk or harm anticipated by the Violation Risk 
Factor. If that expected risk or harm was not or would not have been produced, NERC or the 
regional entity may set the Base Penalty Amount to a value it (i) deems appropriate and (ii) is 
within the initial value range set above pursuant to Section 4.1. 

4.2.2 First Violation 
If the actual or foreseen impact of the violation is judged to be inconsequential by NERC or 
the regional entity and the violation is the first incidence of violation of the requirement in 

                                                      
10 Assignment of these levels will be complete and filed with the Commission by March 1, 2008 in accordance with 
FERC Order on Compliance Filing dated June 7, 2007 [Docket No. RR06-1-007] is scheduled to be complete by the 
end of 2006. 
11 The circumstances of the violator will include but not be limited to, as appropriate: the violator’s aggregate and 
net load; interconnections characteristics such as voltage class and transfer ratings;   
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question by the violator, NERC or the regional entity may at its discretion: (i) set the Base 
Penalty Amount to a value it deems appropriate within the initial value range set above 
pursuant to Section 4.1, or (ii) excuse the penalty for the violation (i.e. set the Base Penalty 
Amount to 0$). 
 
This relief will generally not be afforded to the violator if NERC or the regional entity 
determines that the violator has a poor compliance record; e.g. the circumstances discussed in 
Section 4.3.1 have been an aggravating factor in one or more previous penalties assessed to 
the violator. 
 
This relief will not be available for consideration in instances where the violator has 
concealed or attempted to conceal the violation, failed or refused to comply with compliance 
directives from NERC or the regional entity, or intentionally violated for purposes other than 
a demonstrably good faith effort to avoid a significant and greater threat to the immediate 
reliability of the bulk power system. 

4.3 Application of Adjustment Factors 
Adjustment factors provide the opportunity to NERC or the regional entity to adjust the base penalty 
to reflect the specific facts and circumstances material to each violation and violator.  

 
These guidelines recognize and require that, as a minimum, NERC or the regional entity consider the 
following: 

a. Repetitive violations and the violator’s compliance history 

b. Failure of the violator to comply with compliance directives 

c. Self-disclosure and voluntary corrective action by the violator 

d. Degree and quality of cooperation by the violator in the violation investigation and in any 
remedial action directed for the violation 

e. The presence and quality of the violator’s compliance program quality 

f. Any attempt by the violator to conceal the violation 

g. Intentional violations 

h. Extenuating circumstances  
 

Two documents issued by United States regulatory agencies will be instructive to NERC and the 
regional entities when they are determining penalties for violations of the reliability standards: the 
FERC’s Policy Statement on Enforcement issued on October 20, 2005 under Docket No. PL06-00, 
and; U.S Securities and Exchange Commission (SEC) Release No. 44969 under the Securities and 
Exchange Act of 1934, issued on October 23 2001, also concurrently issued by the SEC as Release 
No. 1470 under Accounting and Auditing Enforcement. 
 
NERC or the regional may also consider other additional factors it deems appropriate under the 
circumstances as long as their use is clearly identified and adequately justified. The effect of using 
these factors will also be fully and clearly disclosed. 

4.3.1 Repetitive Violations and Compliance History 
A bulleted point under Paragraph 20 of the FERC Policy Statement on Enforcement 
highlights repeat offenses by a violator. If a violator has had repetitive infractions of the same 
or a closely-related reliability standard requirement, particularly within a time frame defined 
within the standard(s) or deemed appropriate by NERC or the regional entity in the absence 
of the standard(s) defining the time frame, NERC or the regional entity shall consider some 
increase to the penalty. 
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The term “violation reset time period” of a standards requirement may be defined or implied 
within a given standard to describe the period of time generally required for a violator to 
continue operations without incidence of further violation(s) of the Reliability Standards, 
particularly of the initial or a similar standard violated, in order to avoid or minimize 
consideration of the violator’s previous violation history for sanctioning purposes in the event 
of a subsequent violation(s). NERC and the Regional Entities shall exercise appropriate 
judgment and discretion in this regard as warranted, particularly where no reset time period is 
specifically set within the standard violated. Repeat violations within violation reset time 
periods are aggravating factors in the determination of sanctioning. Accordingly, a violation 
history of no violations will produce no mitigation of the penalty otherwise determined; a 
violation history of infrequent minor violations of lesser risk requirements assessed lower 
violation severity levels may result in small or no increase; a history of more frequent 
violations or previous violations of higher risk requirements assessed more severe violation 
severity levels will generally incur commensurately larger increases. 

4.3.2 Failure to Comply with Compliance Directives 
If the violator has violated reliability standard requirements notwithstanding having received 
related compliance directives, such as for remedial action from NERC or the regional entity, 
NERC or the regional entity shall consider some increase to the penalty.  

4.3.3 Self-Disclosure and Voluntary Corrective Action 
NERC or the regional entity shall consider whether a violator self-disclosed the violation 
prior to detection or intervention by NERC or the regional entity, and any action undertaken 
by the violator to correct the situation. NERC or the regional entity will be instructed in their 
consideration of these factors by the text of Paragraphs 24 and 25 of the FERC Policy 
Statement on Enforcement. As they deem warranted, NERC or the regional entity may reduce 
the violator’s penalty consistent with the cited sections of the FERC policy. 

4.3.4 Degree and Quality of Cooperation in Violation Investigation and 
Remedial Action 

NERC or the regional entity shall consider the degree and quality of the violator’s 
cooperation with NERC or the regional entity in the investigation of the violation and any 
remedial action arising from it. NERC or the regional entity will be instructed in making their 
determination on this by the text of Paragraphs 26 and 27 of the FERC Policy Statement on 
Enforcement. NERC or the regional entity may adjust the violator’s penalty as they deem 
warranted commensurate with the cited sections of the FERC policy statement. This may 
result in an increase, a decrease or no change to the penalty.  

4.3.5 Presence and Quality of Compliance Program 
NERC or the regional entity shall consider the presence and quality of the violator’s 
compliance program. NERC or the regional entity will be instructed in making their 
determination on this factor by the text of Paragraphs 22 and 23 of the FERC Policy 
Statement on Enforcement. As they deem warranted, NERC or the regional entity may reduce 
the violator’s penalty consistent with the cited sections of the FERC policy. Consistent with 
the FERC policy NERC or the regional entity may not increase a violator’s penalty 
specifically on the grounds that the violator has no program or a poor quality program. 

4.3.6 Violation Concealment 
Two bulleted points under Paragraph 20 of the FERC Policy Statement on Enforcement 
highlight misrepresentation of material facts and resistance or impediment to inquiry of a 
violation. When determining a penalty NERC or the regional entity shall consider any 
concealment or attempt to conceal the violation, or information needed to investigate the 
violation, on the part of the violator. If the violator concealed or attempted to conceal, some 
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significant increase to the penalty shall be considered; doubling of the penalty otherwise 
determined is suggested. Conduct of this nature on more than one occasion regarding one 
violation, or with respect to more than one violation, should incur an even larger increase to 
the penalty otherwise determined. 

4.3.7 Intentional Violation 
Another bulleted point under Paragraph 20 of the FERC Policy Statement on Enforcement 
highlights offenses as willful action by a violator. When determining a penalty NERC or the 
regional entity shall consider if the violator intentionally violated without just cause; i.e., for 
purposes other than a demonstrably good faith effort to avoid a significant and greater threat 
to the immediate reliability of the bulk power system. If the violator engaged in such conduct, 
some significant increase to the penalty shall be considered; doubling of the penalty 
otherwise determined is suggested. If conduct of this nature has been detected on more than 
one occasion, NERC or the regional entity should assess an even larger increase to the 
penalty otherwise determined. 

 
NERC or the regional entity will consider violations attributable to an economic choice to 
violate as intentional violations. Consistent with the FERC Policy Statement on Enforcement 
any penalty issued involving conduct of this manner shall as a minimum disgorge any profits 
or economic benefits acquired as a consequence of the behavior, whenever and to the extent 
that they can be determined or reasonably estimated.  

4.3.8 Extenuating Circumstances 
NERC or the regional entity will consider if there are extenuating circumstances regarding 
the violation that justify reduction or elimination of the penalty otherwise determined. 

 
Consideration of adjusting a penalty for this factor would be inconsistent with NERC or the 
regional entity increasing a penalty after consideration of any other factor included in this 
section of these guidelines, such as intentional violation without justifiable cause or 
concealment or attempt to conceal.

4.4 Setting of the Final Penalty Amount 
The Adjusted Penalty Amount determined in Step 2 may be reviewed in light of the violator’s 
financial ability to pay the penalty. Also, if the violation was an economic choice, NERC or the 
regional entity will reconfirm that the penalty set will disgorge any unjust profits or economic 
benefits. At the conclusion of this review the Final Penalty Amount will be set. 

4.4.1 Violator’s Financial Ability to Pay12  
At the written request of the violator NERC or the regional entity will review the penalty 
determined in Step 2 in light of relevant, verifiable information that the violator provides 
regarding their financial ability to pay. At the conclusion of this review NERC or the regional 
entity may: 
 

1. Reduce the penalty payable to an amount that NERC or the regional entity, as 
applicable, deems the violator has the financial ability to pay, or; 

2. Excuse the penalty amount payable, or; 
3. Sustain the penalty amount determined in Step 2. 

 
Where the penalty amount has been reduced or excused, NERC or the regional entity shall 
consider the assessment of appropriate non-monetary sanction(s) as a substitute or an 

                                                      
12 NERC anticipates that this will be the primary vehicle for addressing the ability to pay of “not-for-profit” and 
other similar organizations. 
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alternative for the penalty amount that has been excused or by which the penalty has been 
reduced. 

4.4.2 Reconfirmation of Disgorgement of Unjust Profit or Gain  
Notwithstanding the application of any other consideration or factor applicable to the 
determination of a just and reasonable penalty for the violation, if the violation in question 
involved an economic choice to violate NERC or the regional entity shall reconfirm that the 
penalty set meets the requirements set forth in Parts 3.15 and 3.16 of Section 3 of this 
document.  
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5. Determination of Non-Monetary Sanctions 
The imposition of sanctions is not bounded to monetary penalties.  Non-Monetary sanctions applied must 
be applied with the objective of promoting reliability and compliance with the reliability standards.  Non-
monetary sanctions may include, but not be limited to, the following: 

a. Limitations on activities, functions, or operations 

b. Placing an entity on a reliability watch list composed of major violators 
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6. Remedial Action 

6.1 Definition and Anticipated Use 
Remedial actions are directives that may be issued to a bulk power system owner, operator, or user to 
resolve an alleged violation of a reliability standard by addressing conditions, practices, or any other 
relevant action or activity.  A remedial action directive will be issued when NERC or the regional 
entity identifies an alleged violation of a reliability standard that must be corrected to promptly reduce 
the reliability threat that NERC or the regional entity has identified poses to the reliability of the bulk 
power system.  

 
NERC or the regional entity will generally employ remedial action directives where they deem it 
necessary to clearly specify minimum corrective actions that the subject of the remedial action 
directive must take; additionally or alternatively a remedial action directive may clearly specify 
timelines within which the subject must take specified actions, complete specified tasks, or achieve 
specified outcomes. Also, to the extent NERC or the regional entity is authorized to do so, a remedial 
action directive may communicate penalties, sanctions, or further remedial actions that may be 
imposed should the specific remedial action directive not be complied with by those to whom it has 
been issued. As a rule of thumb, remedial action directives will be of use to NERC or the regional 
entity whenever any significant combination of specificity, clarity, or time is of the essence to address 
a threat to the reliability of the bulk power system brought on by lack of or inadequate compliance to 
the reliability standards. 

6.2 Compliance Requirements 
In the United States, the Commission has concluded that owners, operators, or users of the bulk 
power system must comply with remedial action directives issued to them by NERC or a regional 
entity. Noncompliance with a remedial action directive may result in a substantially increased penalty 
or sanction.  

 
Remedial action directives issued by NERC or the regional entity will include a deadline by which 
time the owner, operator, or user must complete requirements set out in the order, and by which time 
the entity must demonstrate compliance to the remedial action directive to NERC or the regional 
entity that issued it. Failure or refusal to meet the requirements or deadlines set out in a remedial 
action directive may itself result in further remedial action directives or significantly increased 
penalties or sanctions by NERC or the regional entity. 

6.3 No Obligation to Issue  
NERC or the regional entity may, but is not obligated, to issue remedial action directives. Lack of 
being issued a remedial action directive does not relieve a bulk power system owner, operator, or user 
from any responsibilities they otherwise have to comply or maintain compliance with requirements of 
the reliability standards. Remedial action directives will be used by NERC or the regional entities 
only as they deem warranted, when they deem warranted. 

6.4 Scope of Application 
The scope of remedial action directives issued by NERC or the regional entity will be limited to 
conditions, practices, or any other relevant actions or activities resulting in noncompliance, or that 
NERC or the regional entity considers at significant risk of becoming noncompliant, to requirements 
of the reliability standards. However, beyond merely directing compliance or improved compliance 
with standards’ requirements, where NERC or the regional entity is authorized to do so, the directive 
may also stipulate how compliance or the improvement to compliance is to be achieved. 

6.5 Availability 
In the United States, the Commission has interpreted the Federal Power Act to authorize the NERC or 
the regional entity can issue a remedial action directive prior to completion of the confirmation 
review of a probable violation, or prior to the determination of a penalty or sanction for that violation. 
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The Commission also concluded it is not necessary for NERC or the regional entity to acquire the 
Commission’s or other regulators’ approval prior to issuing remedial action directives. Accordingly, 
NERC or the regional entity may issue remedial action directives to entities in the United States 
whenever they deem it necessary or otherwise warranted to do so. Also, NERC or the regional entity 
may issue remedial action directives to entities in the United States regarding a violation, irrespective 
of whether that violation is ultimately verified or dispelled by NERC or the regional entity’s 
investigation of the violation. 

6.6 No Impact on Confirmation of Violation, or Penalties or Sanctions 
Remedial action directives issued regarding a violation, in particular any costs incurred by the 
violator to comply with any such directive, will not be considered when reviewing whether the 
aggregate of any penalties and sanctions levied for that violation bear a reasonable relation to the 
seriousness of the violation. Also, any remedial action directives issued with respect to a violation 
will not influence the outcome of the confirmation review of that violation nor the determination of 
penalties or sanctions for that violation; ordering a violator to correct what needs correcting anyway is 
no grounds for dispelling a violation nor reducing or eliminating a penalty or sanction that would 
otherwise be determined appropriate for the violator for that violation.  

6.7 Types of Remedial Actions 
NERC or the regional entities may issue remedial action directives to correct compliance with NERC 
or regional reliability standards and reduce or eliminate threats to the reliability of the bulk power 
system.  Examples of remedial actions include: 

a. Specifying operating or planning criteria, limits, or limitations 

b. Requiring specific system studies 

c. Defining operating practices or guidelines 

d. Requiring confirmation of data, practices, or procedures through inspection testing or other 
methods 

e. Requiring specific training for personnel 

f. Requiring development of specific operating plans 
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Appendix A: Base Penalty Amount Table 
 
The following lists the Base Penalty amounts corresponding to combinations of violation risk factor and 
violation severity factor13.  
 

Low High Low High Low High Low High
Lower $1,000 $3,000 $2,000 $7,500 $3,000 $15,000 $5,000 $25,000

Medium $2,000 $30,000 $4,000 $100,000 $6,000 $200,000 $10,000 $335,000

High $4,000 $125,000 $8,000 $300,000 $12,000 $625,000 $20,000 $1,000,000

Violation
Risk

Factor

High Severe

Violation Severity Level

Range Limits Range Limits Range Limits Range Limits
Lower Moderate

 
  
NOTE: This table describes the amount of penalty that could be applied for each day that a violation 
continues, subject to the considerations of Section 3.2.13.21 regarding frequency and duration of 
violations. 
 
 
 
 

                                                      
13 Figures listed in the Base Penalty Amount Table are germane to the determination of penalties on both a 
simple per occurrence basis and as the basis for the determination of an appropriate “per day in violation” 
amounts as warranted by NERC or the Regional Entity and supported by the nature of the reliability standards 
requirement(s) violated and the characteristics of the violation(s). 
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NERC Blackout and Disturbance Response Procedures 
 

Introduction 
NERC, through its professional staff and the regional entities and their members, provide the 
best source of technical and managerial expertise for responding to major events that affect the 
bulk power system. 
 
NERC’s role following a blackout or other major bulk electric system disturbance or emergency 
is to provide leadership, coordination, technical expertise, and assistance to the industry in 
responding to the event.  Working closely with the regional entities and reliability coordinators, 
NERC will coordinate efforts among industry participants, and with state, federal, and provincial 
governments in the United States and Canada to support the industry’s response.   
 
When responding to any event where physical or cyber security is suspected as a cause or 
contributing factor to an event, NERC will immediately notify appropriate government agencies 
and coordinate its analysis with them. 
 
During the conduct of some NERC-level analyses, assistance may be needed from government 
agencies.  Collaborative analysis with certain government agencies may be appropriate in some 
cases; e.g., collaborating with the Nuclear Regulatory Commission technical staff when a system 
event involves a nuclear unit.  This assistance could include: authority to require data reporting 
from affected or involved parties; communications with other agencies of government; analyses 
related to possible criminal or terrorist involvement in the event; resources for initial data 
gathering immediately after the event; authority to call meetings of affected or involved parties; 
and technical and analytical resources for studies.  If a federal or multi-national government 
analysis is called for, government agencies should work in primarily an oversight and support 
role, in close coordination with the NERC analysis.   
 
It is critical to establish, up front, a clear delineation of roles, responsibilities, and coordination 
requirements among industry and government for the analysis and reporting of findings, 
conclusions, and recommendations related to  major blackouts, disturbances, or other 
emergencies affecting the bulk power system. 
 
Depending on the severity and of the event and the area impacted, the event analysis may be 
conducted either by NERC or by the impacted RE.  If the analysis is conducted by the regional 
entity, NERC staff, at least one member of the NERC Event Analysis Working Group (in 
addition to the Event Analysis Working Group member from the impacted regional entity), and 
other appropriate technical experts from the NERC community will participate as members of 
the regional entity analysis team. 
 
A regional entity may request NERC to elevate an analysis to a NERC-level.  In such cases, all 
team responsibilities will shift to NERC, and the regional entity may continue to participate in 
the analysis on appropriate teams. 
 
These procedures do not represent a “cookbook” to be followed blindly.  They provide a 
framework to guide NERC’s response to events that may have multiregional, national, or 
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international implications.  Experienced industry leadership would still be required to tailor the 
response to the specific circumstances of the event. 
 
Responding to major blackouts and other system disturbances can be divided into four phases: 

1. situation assessment and communications; 
2. situation tracking and communications; 
3. data collection, investigation, analysis and reporting; and  
4. follow-up on recommendations. 

 
Phase 1 ⎯ Situation Assessment and Communications 
NERC’s primary roles in Phase 1 are to: 

• conduct an initial situation assessment; 
• call for the collection of and analyze necessary initial data and information for the event; 
• assist the regional entity-lead analysis with determining the need for supplemental 

technical expertise from the NERC community; 
• issue initial findings, conclusions, and recommendations; 
• maintain detailed data records (not subject to Freedom of Information Act); 
• assist government agencies in criminal analyses when relevant; 
• provide technical expertise for modeling and analyzing the event; and  
• follow up on recommendations. 

 
While conducting its initial situation assessment, NERC will make an early determination as to 
whether the cause of the event may be related to physical or cyber security, and communicate as 
appropriate with government agencies. 
 
Notice of a event is typically received by the NERC Electricity Sector Information Sharing and 
Analysis Center (ESISAC) person on duty and relayed to other appropriate NERC personnel.1  
NERC performs an initial situation assessment by contacting the appropriate reliability 
coordinator(s), and makes a decision on whether to activate its crisis communications plan.  At 
the initial stage in gathering information about an incident, it is critical to minimize interference 
with bulk electric system operators who are in the process of restoring the system.  To minimize 
interference with their work, NERC, in its capacity as the ESISAC, should serve as the primary 
communications link with government agencies.   
 
The ESISAC Concept of Operations (ConOps) specifies the operations plan, communications 
procedures, and logistics NERC will follow during normal conditions, emergencies, and National 
Security Special Events. The ConOps includes the primary points of contact (24x7) for the 
Federal Energy Regulatory Commission, U.S. Department of Energy, U.S. Department of 
Homeland Security, U.S. Nuclear Regulatory Commission, and Public Safety and Emergency 
Preparedness Canada. 
 
It is important that during these early hours the ESISAC, in coordination with government 
agencies, determine whether this event was caused by the actions of criminal or terrorist parties.  
The results of this criminal assessment are essential to operators because if there is a possibility 
that the “attack” is still ongoing, restoration and response actions would need to be tailored to 
                                                 
1 NERC maintains 24x7 contact information for its key personnel to facilitate such contacts. 
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these circumstances.  If NERC and government agencies deem it necessary for further criminal 
analyses, NERC will issue a formal notice to affected systems to retain all relevant information 
gathered during this and subsequent phases of an analysis. 
 
The specific criteria for reporting disturbances and other events are described in NERC 
Reliability Standard EOP-004-1.  These criteria and procedures are intended to provide a 
common basis for consistent reporting of abnormal system conditions and events that occur in 
North America.  All entities responsible for the reliability of bulk power systems in North 
America must ensure that sufficient information is submitted to NERC within the time frame 
required.  Reliability coordinators will use the Reliability Coordinator Information System 
(RCIS) as the primary method of communications to NERC.  The ESISAC duty person is 
responsible for monitoring the RCIS for such notifications. 
 
Depending on the scope and magnitude of the event, NERC will issue media advisories through 
its crisis communications plan. 
 
Phase 2 ⎯ Situation Tracking and Communications 
Based on the nature and severity of the event, in Phase 2 NERC will continue to track progress in 
restoring the bulk power system and service to customers, and keep industry, government 
agencies, and the public informed.  The most important thing to recognize in this phase is that 
the primary focus of reliability coordinators and transmission operators is the prompt restoration 
of the bulk electric system.  NERC will coordinate requests by government agencies for 
information from reliability coordinators and transmission operators, and serve as a conduit and 
coordinator between industry and government for regular status reports on the restoration. 
 
As events continue, NERC will determine whether a detailed analysis of the event should be 
conducted, and start to identify manpower requirements, data collection and retention 
requirements, and at what level the analysis should be conducted.  If the event is localized within 
a region, NERC will participate in the event analysis of the regional entity.   
 
Phase 3 ⎯ Data Collection, Investigation, Analysis, and Reporting 
Based on the scope, magnitude, and impact of an event, during Phase 3 NERC may:  

1. perform an overview analysis of system and generator response;  
2. rely on one of its regional entities to conduct the analysis and monitor the analysis 

results; 
3. work with a regional entity in its analysis; or  
4. conduct a NERC-level analysis.   
 

The NERC CEO will decide, based on the initial situation assessment and consultation with the 
NERC technical committee officers2, if a NERC-level analysis is warranted.  If a NERC-level 
analysis is to be conducted, the NERC CEO will appoint the Director of Events Analysis and 
Information Exchange to lead the analysis and assemble a high-level technical steering group to 
provide guidance and support throughout the analysis.   
 

                                                 
2 NERC will maintain a list of 24x7 contact information for its technical committee officers. 
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NERC reserves the right to elevate or augment an analysis performed by a regional entity 
pending the results of the regional entity analysis.  Additional requests for analyses or supporting 
data may be made by NERC at any time in the investigation process. 
 
A regional entity may request NERC to elevate an analysis to a NERC-level.  In such cases, all 
team responsibilities will shift to NERC, and the regional entity may continue to participate in 
the analysis on appropriate teams. 
 
If the analysis is to be lead by one of the regional entities, a member of the NERC staff, at least 
one member of the NERC Event Analysis Working Group (in addition to an Event Analysis 
Working Group member from the impacted regional entity), and other appropriate technical 
experts from the NERC community will participate as a triage team.  The triage team will 
participate as members of the regional entity analysis team.  The triage team will also will assist 
the regional entity with determining if additional technical expertise from the NERC community 
are needed for the analysis. 
 
For NERC-level analyses, the first task of the Director of Events Analysis and Information 
Exchange would be to identify what technical and other resources and data would be needed 
from staff, the industry, and government, and to issue those requests immediately.  This task will 
include identification of any special managerial, forensic, or engineering skills needed for the 
analysis.  Secondly, the Director of Events Analysis and Information Exchange must issue 
requests for those resources and information.  Third, the Director of Events Analysis and 
Information Exchange must organize the teams that will conduct and report on the analysis.   
 
The teams needed for a particular analysis will vary with the nature and scope of the event.  
Attachment A describes the typical teams that would be required for a NERC-level analysis, and 
Attachment B provides suggested guidelines for the NERC-level analysis team scopes.  
Individuals that participate on these teams will be expected to sign an appropriate confidentiality 
agreement.  NERC uses a standard (pro forma) confidentiality agreement (Attachment C) for 
participants in event analyses, which it will adapt for specific analyses. 
 
The Blackout and Disturbance Analysis Objectives, Approach, Schedule, and Status (Attachment 
D) and Guidelines for NERC Reports on Blackouts and Disturbances (Attachment E) are used to 
guide and manage analysis and reporting on major blackouts and disturbances. 
 
A NERC-level analysis will comprise (a) collecting pertinent event data; (b) constructing a 
detailed sequence of events leading to and triggering the disturbance; (c) assembling system 
models and data and conducting detailed system analysis to simulate pre- and post-event 
conditions; and (d) issuing findings, conclusions, and recommendations.  The details of these 
four phases of the analysis are: 
 

a. Collecting Pertinent Event Data 
• Collect all pertinent event logs, disturbance recorders, operator transcripts, and other 

system data. 
b. Detailed Sequence of Events 

• Construct a detailed sequence of events leading to and triggering the event.  
Reconcile event logs, disturbance recorders, operator transcripts, and other system 
data to create an accurate sequence of events. 
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• Enter and preserve all data in a secure data warehouse. 
 

c. Detailed System Analysis 
• Assess the sequence of events to determine critical times for study. 
• Assemble the necessary system models and data from regional entity and operating 

entities to accurately model (with power flow and dynamic simulations) the pre-event 
conditions.3  Determine pre-event conditions at critical times prior to event initiation, 
including an assessment of reliability margins in the pre-event time frame. 

• Analyze data from phasor measurement units, high-speed data recorders, digital fault 
recorders, digital relays, and system relay targets.4 

• Analyze generator and load performance, including underfrequency and undervoltage 
relay actions. 

• Use the model information and sequence of events to dynamically model the trigger 
events and the outage sequence.  Identify the system phenomena that propagated the 
failure.  Provide graphical results showing the nature of the cascade.  Conduct 
additional analyses as initial findings identify the need for further study. 

 
d. Findings, Conclusions, and Recommendations 

• Identify and assess failures contributing to the event, including possible instability 
conditions, system protection mis-operations, generator actions, etc. 

• Either identify or rule out man-made/criminal cyber or physical attacks on the electric 
system. 

• Determine if the system was being operated within equipment and system design 
criteria at the time of the outage. 

• Assess the qualifications, training, SCADA/EMS tools, and communications 
available to system operators and reliability coordinators, and how effective these 
were leading up to and during the event. 

• Assess the adequacy of communications system and communications among system 
operators. 

• Identify any issues regarding maintenance or equipment conditions that may have 
contributed to the outage. 

• Determine whether system restoration procedures were available and adequate.  
Identify any issues that caused unexpected delays in the restoration of generators and 
loads. 

• Identify the root causes5 and contributing factors of the cascading outage. 
• Recommend actions to prevent cascading outages in the future and to improve system 

reliability. 
• Determine whether the system is adequately designed. 
• All compliance issues will be referred to the NERC Director of Compliance. 

                                                 
3 NERC is developing standards for data and model validation that will facilitate modeling activities in future 
blackout analyses. 
4 NERC is developing standards for dynamic monitoring equipment and the deployment of such equipment at 
critical locations in the bulk electric system. 
5 NERC will rely on root cause analysis experts, both from within the industry and outside consultants, to conduct 
these analyses. 
 



NERC Blackout and Disturbance Response Procedures – Revised June 7, 2007 6 

 
Phase 4 ⎯ Follow-up on Recommendations 
For Phase 4 NERC and the regional entities will follow up on specific recommendations coming 
from all analyses, whether done at the regional entity or NERC level.  In certain cases, where 
government agencies have taken a direct role in the analysis, reports will be made to those 
agencies on progress in addressing the recommendations. 
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Attachment A 
 

Typical Team Assignments for Analysis of  Blackouts or Disturbances6 
 
Fact-Finding Teams 

• Physical and/or cyber security (if needed) 
• On-site interviews 
• System data collection (frequency, voltages, generation and loads)7 
• System protection and control information 
• System restoration 
• Coordination with regional entity teams 

 
Assessment and Analysis Teams 

• Performance of generation and transmission protection systems 
• Frequency analysis 
• Equipment maintenance 
• SCADA/EMS/Tools 
• Operator training 
• Standards compliance 
• System planning 
• System operation 
• System restoration 
• Root cause analysis 
• System simulation 
• Interregional coordination 
• Vegetation management 
• Recommendations for future actions 
• Security and law enforcement liaison 

 
Data Management Teams 

• Data requests 
• Data collection 
• Data warehouse – entry, logging, retention, and maintenance8 
• Data release9 

 
Report Writing Teams 

• Text 
• Graphics 
• Presentations 

 
                                                 
6 The analysis team leader will specify the tasks required of each team. 
7 Standard forms and procedures for the collection of data and information will be adapted for particular 
circumstances. 
8 Experience with data warehousing and access procedures gained during the investigation of the August 2003 
blackout will be used in future investigations. 
9 Data release procedures will prevent inappropriate disclosure of information. 
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Communications Teams 
• Press releases 
• Interface with government agencies 
• Interviews 
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Attachment B 
 

NERC Blackout and Disturbance Response Procedures 
Guidelines for Analysis Team Scopes 

 
Each  blackout or disturbance is unique and will therefore demand a customized approach to its 
analysis.  The following guidelines for analysis team scopes are suggestive rather than definitive.  
Not all the teams listed may be needed for a particular analysis. 
 
Data Requests and Management — This team organizes large volumes of raw data and 
value-added information produced by analysts in support of the blackout analysis into a data 
warehouse.  The team issues data requests from affected entities, catalogs and stores all data 
received, and provides secure and confidential access to teams and personnel supporting the 
analysis.  The team serves as the single point for issuing data requests, receiving and storing 
data, and managing data queries by the analysts, and is responsible for assuring consistency, 
security, and confidentiality of the data and minimizing redundant data requests. 
 
Sequence of Events — A precise, accurate sequence of events is a building block for all 
other aspects of the analysis, and is a starting point for the root cause analysis.  It is the basis for 
developing computer models to simulate system conditions and evaluate steady state and 
stability conditions in the period leading to blackout.  The sequence of events is the foundation 
of facts upon which all other aspects of the analysis can proceed. 
 
System Modeling and Simulation Analysis — System modeling and simulation allows 
the investigators to replicate system conditions leading up to the blackout.  While the sequence 
of events provides a precise description of discrete events, it does not describe the overall state of 
the electric system and how close it was to various steady state, voltage stability, and power 
angle stability limits.  An accurate computer model of the system, benchmarked to actual 
conditions at selected critical times, allows analysts to conduct a series of sensitivity studies to 
determine if the system was stable and within limits at each point in time leading up to the 
blackout, and at what point the system became unstable.  It also allows analysts to test different 
solutions to prevent cascading.  Although it is not possible recreate the entire blackout sequence, 
simulation methods will reveal the mode(s) of failure initiating the blackout and propagating 
through the system. 
 
Root Cause Analysis — Root cause analysis guides the overall analysis process by providing 
a systematic approach to evaluating root causes and contributing factors leading to the blackout 
or disturbance.  This team works closely with the technical analysis teams and draws on other 
data sources as needed to record verified facts regarding conditions and actions (or inactions) 
that contributed to the blackout or disturbance.  The root cause analysis guides the overall 
analysis by indicating areas requiring further inquiry and other areas that may be of interest 
regarding lessons learned, but are not causal to the blackout.  Root cause analysis enables the 
analysis process develop a factual record leading to logical and defensible conclusions in the 
final report regarding the causes of the blackout. 
 
Operations Tools, SCADA/EMS, Communications, and Operations Planning —  
This team will assess the observability of the electric system to operators and reliability 
coordinators, and the availability and effectiveness of operational (real-time and day-ahead) 
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reliability assessment tools, including redundancy of views and the ability to observe the “big 
picture” regarding bulk electric system conditions.  The team also investigates the operating 
practices and effectiveness of those practices of operating entities and reliability coordinators in 
the affected area.  This team investigates all aspects of the blackout related to operator and 
reliability coordinator knowledge of system conditions, action or inactions, and communications. 
 
Frequency/ACE — This team will analyze potential frequency anomalies that may have 
occurred, as compared to typical interconnection operations, to determine if there were any 
unusual issues with control performance and frequency and any effects they may have had 
related to the blackout.  
 
System Planning, Design, and Studies — This team will analyze the responsibilities, 
procedures, and design criteria used in setting system operating limits, and compare them to 
good utility practice.  The team will review the actual limits in effect on day of the blackout and 
whether these limits were being observed.  The team will review voltage schedules and guides, 
and reactive management practices in the affected areas, including use of static and dynamic 
reactive reserves.  The team will analyze the tagged and scheduled transactions to determine if 
inter-regional transfer limits were understood and observed.  The team will analyze system 
planning and design studies completed in the affected areas to determine if operating conditions 
were consistent with the assumptions of those studies and whether the planning and design 
studies were sufficient and effective. 
 
Transmission System Performance, Protection, Control, Maintenance, and 
Damage — This team investigates the causes of all transmission facility automatic operations 
(trips and reclosures) leading up to the blackout on all facilities greater than 100 kV.  This review 
includes relay protection and remedial action schemes, identifying the cause of each operation, 
and any misoperations that may have occurred.  The team also assesses transmission facility 
maintenance practices in the affected area as compared to good utility practice and identifies any 
transmission equipment that was damaged in any way as a result of the blackout.  The team will 
assess transmission line rating practices and the impact that ambient temperature and wind 
speeds had on the transmission line performance in terms of the design temperature of the 
transmission conductors.  The team shall report any patterns and conclusions regarding what 
caused transmission facilities to trip; why the blackout extended as far as it did and not further 
into other systems; why the transmission separated where it did; any misoperations and the effect 
those misoperations had on the blackout; and any transmission equipment damage.  The team 
will also report on the transmission facility maintenance practices of entities in the affected area 
compared to good utility practice.  Vegetation management practices are excluded here and 
covered in a different team. 
 
Generator Performance, Protection, Controls, Maintenance and Damage — This 
team will investigate the cause of generator trips for all generators with a 10 MW or greater 
nameplate rating leading to and through the end of the blackout.  The review shall include the 
cause for the generator trips, relay targets, unit power runbacks, and voltage/reactive power 
excursions.  The team shall report any generator equipment that was damaged as a result of the 
blackout.  The team shall report on patterns and conclusions regarding what caused generation 
facilities to trip.  The team shall identify any unexpected performance anomalies or unexplained 
events.  The team shall assess generator maintenance practices in the affected area as compared 
to good utility practice.  The team will analyze the coordination of generator under-frequency 
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settings with transmission settings, such as under-frequency load shedding.  The team will gather 
and analyze data on affected nuclear units and work with the Nuclear Regulatory Commission to 
address nuclear unit issues. 
 
Vegetation/ROW — This team investigates the practices of transmission facility owners in the 
affected areas for vegetation management and ROW maintenance.  These practices will be 
compared with accepted utility practices in general, and with NERC Reliability Standards.  The 
team will evaluate whether the affected parties were within their defined procedures at the time 
of the blackout and will investigate historical patterns in the area related to outages caused by 
contact with vegetation. 
 
Analysis Process and Procedures Review — This team will review the process and 
procedures used in the analysis of the blackout, make recommendations for improvement, and 
develop recommendations for appropriate processes, procedures, forms, etc. to guide and 
expedite future analyses including coordination and cooperation between NERC, its regional 
entities, and government agencies. 
 
Restoration Review — All entities operating portions of the bulk electric system in North 
America are required by NERC Reliability Standards to maintain System Restoration Plans and 
Black Start Plans, and Reliability Coordinators are required to coordinate the implementation of 
those plans.  This team will review the appropriateness and effectiveness of the restoration plans 
implemented and the effectiveness of the coordination of these plans. 
 
NERC and RE Standards/Procedures and Compliance — This team reviews the 
adequacy of NERC Reliability Standards, regional entity standards and procedures, and the 
compliance monitoring program to address issues leading to the blackout.  The team also reviews 
the compliance of the affected operating entities with Reliability Standards.  For less significant 
event analyses, this tea may not be needed.  However, all compliance issues will be referred to 
the NERC Director of Compliance. 
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Attachment C 
 
 

NERC CONFIDENTIALITY AGREEMENT 
FOR 

ANALYSIS OF BLACKOUTS AND DISTURBANCES 
 
 
 This Confidentiality Agreement (“Agreement”), dated _______________, is between the 
North American Electric Reliability Corporation (“NERC”), and   
 
 ____________________________________________________________________, a member 
of the NERC Event Analysis Team (“Team Member”)(collectively referred to as “Parties”). 
 

WHEREAS, NERC is conducting an analysis of the power event that occurred in 
__________________________ on ___________________ and related matters (“Event”); and  
 

WHEREAS, NERC has established a team to carry out that analysis (“Event Analysis 
Team”); and 
 
 WHEREAS, in order for the Event Analysis Team to fulfill its objectives, it is necessary 
for the Event Analysis Team have access to confidential or business sensitive information from 
operating entities within the _______________ and to be able to conduct open and unconstrained 
discussions among team members, 
 
 The Parties therefore agree as follows:  
 

1. The term “Event Analysis Information” means all information related in any way 
to the Event that operating entities within the ____________________ or their representatives 
have furnished or are furnishing to NERC in connection with NERC’s analysis of the Event, 
whether furnished before or after the date of this Agreement, whether tangible or intangible, and 
in whatever form or medium provided (including, without limitation, oral communications), as 
well as all information generated by the Event Analysis Team or its representatives that contains, 
reflects or is derived from the furnished Event Analysis Information; provided, however, the 
term “Event Analysis Information” shall not include information that (i) is or becomes generally 
available to the public other than as a result of acts by the undersigned Parties or anyone to 
whom the undersigned Parties supply the Information, or (ii) is known to or acquired by the 
Team Member separate from receiving the information from the Event Analysis Team. 
 

2. The Team Member understands and agrees that the Event Analysis Information is 
being made available solely for purposes of the Event Analysis and that the Event Analysis 
Information shall not be used in any manner to further the commercial interests of any person or 
entity.  The Team Member further understands and agrees that he or she will not disclose Event 
Analysis Information to any person who has not signed this Agreement except as such disclosure 
may be required by law or judicial or regulatory order. 
 

3. If Team Member’s employing organization has signed the NERC Confidentiality 
Agreement for Electric System Security Data (“NERC Security Data Agreement”), paragraph 2 
shall not be deemed to prohibit Team Member from disclosing Event Analysis Information to 
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other employees of that organization, but only to the extent that “security data” as defined in the 
NERC Security Data Agreement is shared within the organization.  
 

4. The Parties expressly agree that Event Analysis Information shall otherwise only 
be disclosed through official releases and reports as authorized by NERC. 
 

5. It shall not be a violation of the NERC Confidentiality Agreement for Electric 
System Security Data for a Reliability Coordinator to furnish Event Analysis Information to an 
Event Analysis Team Member who has signed this Agreement. 
 

6. This Agreement shall be for sole benefit of the parties hereto.  This Agreement 
may be modified or waived only by a separate writing signed by the Parties.  If any clause or 
provision of this Agreement is illegal, or unenforceable, then it is the intention of the Parties 
hereto that the remainder of this Agreement shall not be affected thereby, and it is also the 
intention of the Parties that in lieu of each clause or provision that is illegal, invalid or 
unenforceable, there be added as part of this Agreement a clause or provision as similar in terms 
to such illegal, invalid or unenforceable clause or provision as may be possible and be legal, 
valid and enforceable.  This Agreement will be governed and construed in accordance with the 
laws of the State of New Jersey, except for any choice of law requirement that otherwise may 
apply the law from another jurisdiction. 
 

7. This Agreement shall have a term of two (2) years from the date hereof, except 
that the obligations of paragraphs 2, 3, and 4 shall continue for five (5) years from the date 
hereof. 
 

NORTH AMERICAN ELECTRIC RELIABILITY CORPORATION 
 

By:  _____________________________________ 
 

Printed:  _________________________________ 
 

Title:  ___________________________________ 
 

     
NERC EVENT ANALYSIS TEAM MEMBER    

        
    Signed:  ___________________________________ 
 
    Printed:  ___________________________________ 
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Attachment D 
 

NERC Blackout and Disturbance Analysis Objectives, Analysis Approach, 
Schedule, and Status 

 
Analysis Objective Analysis Approach Schedule Status

Pre-Event Conditions    
1. What was the precursor 

sequence of events leading to 
the event? 

• Assemble data/alarm logs and time-stamped 
sequence information. 

• Develop and maintain an expanding database 
of log and time-stamped sequence 
information. 

• Develop a precursor sequence of high-level, 
events relevant to, and leading to event 
initiation. 

• Reconcile the precursor sequence of events 
with those emerging from REs, RTOs, and 
operating entities. 

  

2. What time frames are relevant 
for pre-event assessment of 
system conditions?  What 
points in time should be used 
to establish a baseline set of 
study conditions when the 
system was last known to be 
stable and within normal 
operating criteria? 

• Referencing precursor sequence of events, 
determine relevant times to develop base case 
conditions (stable and within normal 
operating criteria). 

• Verify relevant time horizons and availability 
of system data at those times with REs 
organizations, RTOS, and operating entities. 

  

3. What models and data can best 
simulate system conditions 
prior to and during the event?  
What is the relevant scope of 
the system for detailed study 
(what is considered the 
boundary of the study system 
and what is considered 
neighboring or external 
systems?) 

• Identify up-to-date power system model(s) 
appropriate for powerflow and transient and 
dynamic simulations (determine if detailed 
eastern interconnection model is needed or 
multi-regional model(s) are needed. 

• Identify what models are available in REs, 
RTOs, and operating entities. 

• Identify who will actually perform power 
flow, transient and dynamic simulations; hire 
contractor(s) as needed. 

• Identify and assemble data required for these 
models. 

• Develop and maintain a system data 
repository. 
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Analysis Objective Analysis Approach Schedule Status
4. What system conditions 

existed in the precursor time 
horizon leading up to the event 
(at the times identified in 1.)? 

• Obtain and manage data for powerflow: 
system configuration, planned and unplanned 
outages, unit commitment and dispatch, 
interchange schedules, congestion conditions, 
reserves, loads, state estimator snapshots, 
deratings and limitations, frequency, etc.  
Identify who will maintain and run powerflow 
simulations. 

• Work with REs, RTOs, and operating entities 
to develop powerflow cases defining the base 
conditions for each relevant time, ensuring the 
powerflows model each critical juncture 
leading up to the event. 

• Identify and review results of additional 
studies completed by reliability coordinators, 
RTOs and operating entities. 

• Assess the powerflow results with respect to 
steady state operating criteria (was the system 
within all known limits at each precursor 
time)? 

  

5. Were there any prior-existing 
abnormalities, instabilities, 
reliability criteria violations, or 
reliability issues in the 
precursor sequence time 
horizon?  Prior to event 
initiation were there any latent 
instability conditions that 
would suggest the system was 
at risk?  Were the precursor 
conditions ones that had been 
previously studied by the 
entities involved?  Were there 
adequate reserves with 
effective distribution?  Were 
planned outages effectively 
coordinated? 

• Work with REs, RTOs, and operating entities 
to obtain and manage transient and dynamic 
models for simulations. 

• Identify who will conduct transient and 
dynamic simulations and if external 
contractor(s) are required. 

• Conduct transient and dynamic simulations at 
each of the precursor study times. 

• Assess the stability of the system at each of 
these times and identify any latent reliability 
issues prior to blackout initiation. 

• Consider creating a visual map of system 
conditions. 

• Document the limitations and assumptions of 
simulations affecting the certainty of the 
simulation results. 

  

Blackout Sequence of Events    
6. What was the sequence of 

system events leading to and 
directly triggering the 
blackout? 

• Evaluate data logs, fault recorder data 
disturbance recorder data, and synchro-phasor 
measurement to establish a detailed sequence 
of events that initiated the event. 

• Identify the sequence of events that directly 
led to the event. 

• Review and reconcile these trigger events 
with REs, RTO, and operating entity analyses. 

  

7. What was the sequence of 
events during the event? 

• Evaluate logs and disturbance recorder data to 
establish sequence during the blackout.  (The 
event sequence may follow multiple tracks.) 

• Review and reconcile this sequence with those 
constructed by REs, RTOs, and operating 
entities. 

• Consider developing 3-D, time-lapse 
visualization of the blackout (U. of Minnesota 
and/or U. of Wisconsin). 
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Analysis Objective Analysis Approach Schedule Status
8. What was the cause of the 

event in terms of electrical 
conditions and other related 
events?  Generally describe 
any system breakups, 
islanding, etc.  Were there 
conditions of voltage or 
frequency collapse, or unstable 
oscillations?  Was the sequence 
strictly a sequential “domino” 
effect of facility trips?  What 
were the system conditions 
(snapshots) at key points 
during the event?  

• Assess triggering sequence and blackout 
sequence to establish the causes for the 
blackout in terms of electrical conditions and 
events. 

• Select key points in sequence for simulation 
that are relevant for study and that can be 
accurately modeled.  (It may not be possible 
to reconcile data sufficiently to recreate 
system conditions during the blackout.) 

• To the extent possible, conduct simulations 
and assess results at each point during the 
blackout. 

• Review and reconcile results with REs, and 
operating entities. 

  

9. Why did the event extend as 
far as it did?  What arrested the 
event from extending further 
into other systems? 

• Using advanced analysis techniques, assess 
where and why the event was arrested. 

  

10. How did affected non-nuclear 
generators respond during the 
event?  Were trips as expected 
and required by procedures and 
standards?  Did non-nuclear 
generators remain connected 
and support the power system 
in the manner they should 
have?  Did any generator 
action, generator control 
functions, or generator 
protection systems contribute 
to the event? 

• Prepare a table of affected generators and 
actions they made leading up to and during the 
event, including time-stamped unit trips, 
relays initiating unit trips, MW and MVar 
outputs, voltages, and frequency, etc. 

• Analyze the automatic (including relay trips) 
and operator-initiated actions of non-nuclear 
generators to determine whether actions were 
correct under the conditions or not.  

• Reconcile non-nuclear generator data and 
analysis with that of the REs, RTOs, and 
operating entities. 

  

11. How did nuclear generators 
respond leading up to and 
during the blackout?  Were 
trips as expected and required 
by procedures and standards?  
Were there any nuclear safety 
issues identified? 

• Work with NRC to develop a table of 
sequence of actions and issues regarding 
affected nuclear generators (both ones that 
tripped and those that did not). 

• Refer nuclear issues to NRC for analysis, 
assisting in their analyses where appropriate. 

  

12. What was the sequence and 
amount of load lost?  What 
directly caused load loss (e.g. 
under-frequency load shed, 
loss of transmission source, 
voltage collapse, relay actions, 
under/over frequency 
protection or stalls, etc.) 

• Work REs, RTOs, and operating entities to 
develop a description of load lost/impacted, by 
area. 

• Analyze and report the cause for load loss in 
each area. 

  

13. How did system protection and 
automated controls operate 
during the event?  Did they 
operate correctly or not? 

• Assess each automatic trip of a transmission or 
generator facility for proper or improper relay 
actions. 

• Assemble and review RE and operating entity 
reviews of logs, disturbance reports, and relay 
targets/logs and reconcile with NERC data. 
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Analysis Objective Analysis Approach Schedule Status
14. Was any equipment damaged 

during the event? 
• Request information from REs, and companies 

on equipment damage, as appropriate. 
• Assess any transmission or generation 

facilities sustaining damage during the event, 
and extent of damage. 

  

15. Did SCADA/EMS and data 
communications systems 
operate correctly during the 
event?  What problems were 
noted? 

• Request information from REs, and 
companies. 

• Identify and analyze any problems with 
SCADA/EMS and data communications at 
regional and company levels. 

  

Reliability Standards/Procedures    
16. What NERC reliability 

standards were applicable to 
the event?  What violations 
occurred?  Were NERC 
standards and policies 
sufficient? 

• Compliance staff review NERC standards 
relevant to the event and perform a 
compliance review. 

  

17. What RE reliability standards 
were applicable to the event?  
What violations occurred?  
Were RE standards and 
policies sufficient? 

• Request REs to review applicable standards 
and report compliance with those standards 
during the event. 

  

18. Were any special operating 
procedures or other operating 
guidelines in effect and being 
observed leading up to the 
event?  Were these procedures 
sufficient? 

• Review and analyze loop flow procedures with 
involved REs and companies, and report 
analysis results. 

  

19. What other RTO, TO, CA 
procedures were applicable?  
What violations occurred?  
Were the procedures 
sufficient? 

• Request RTOs, TOs, CAs to review applicable 
standards and compliance with existing 
reliability procedures and standards during the 
event, and report results. 

  

Maintenance    
20. Are there any indications that 

maintenance of transmission or 
generation facilities may have 
contributed to the event? 

• Assess whether equipment or maintenance 
issues (e.g. tree trimming) contributed to the 
blackout and investigate specifics in areas of 
concern. 

• Review RE assessments of maintenance issues 
that may have contributed to the event. 
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Personnel, Procedures, and 
Communications 

   

21. What conditions were 
operators and reliability 
coordinators aware of leading 
up to and during the event?  
What information did they 
have to warn them of unsafe 
system conditions?  What 
problems or concerns did they 
have?  What did they observe 
during the event?  Were human 
errors made that contributed to 
the event?  If there were, what 
were the causes of the errors? 

• Develop an interview guide to address 
procedural and operational issues. 

• Conduct onsite interviews with operating 
personnel and reliability coordinators 
involved. 

• Analyze interview data to corroborate with 
technical data and report conclusions. 

  

22. Were lines of authority clearly 
understood and respected in the 
time leading up to and during 
the event, as well as during the 
restoration period? 

• Identify critical instructions given and 
evaluate results. 

• Review documentation and effectiveness of 
assignments of operating and reliability 
authorities. 

  

23. What communications 
occurred among operating 
entities? 

• Review voice communications logs. 
• Evaluate logs relevant to the blackout and 

identify key interactions.  Report conclusions. 

  

24. What were the qualifications 
(including certification status) 
and training of all operating 
personnel involved in the event 
and their supervisors? 

• Request certification status of all operating 
personnel from involved operating entities. 

• Conduct onsite review of training materials 
and records. 

• Conduct onsite review of operating procedures 
and tools 

  

25. Was the role and performance 
of the reliability coordinators 
as expected? 

• Review the adequacy of reliability plans for 
the affected REs. 

• Review the actions of the affected reliability 
coordinators to determine if they performed 
according to plans. 

• Assess whether inter-area communications 
were effective, both at the control area and 
reliability coordinator levels. 

  

System Restoration    
26. Were black start and 

restoration procedures 
available and adequate in each 
area?  Were they followed and 
were they adequate to the 
restoration task?  Were pre-
defined authorities respected 
during the restoration? 

• Onsite audit of blackstart and restoration 
procedures and plans. 

• Analyze whether the plans and procedures 
were used and whether they were sufficient for 
this outage. 

  

27. What issues were encountered 
in the restoration that created 
unexpected challenges or 
delays?  What lessons were 
learned in the restoration (both 
things that went well and 
things that did not). 

• Solicit information from operating entities and 
REs regarding unexpected challenges and 
delays in restoration, and lessons learned. 

• Analyze what worked well and what did not in 
the restoration. 
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System Planning and Design    
28. Were the conditions leading up 

to the event within the design 
and planning criteria for the 
transmission systems involved? 

• Request transmission owners and REs 
involved to report any violations of design or 
planning criteria prior to or leading up to the 
blackout. 

  

Conclusions and 
Recommendations 

   

29. From a technical perspective, 
what are the root causes of this 
event?  What additional 
technical factors contributed to 
making the event possible? 

• Conduct a root cause analysis on the findings 
and data.  Categorize results as “root cause” or 
“contributing factor”.  Focus on technical 
aspects. 

  

30. What are the significant 
findings and lessons learned 
resulting from the analysis 
regarding technical failures 
leading to the event?  What 
actions are recommended to 
avoid similar future events and 
improve bulk electric system 
reliability?  What issues may 
be inconclusive and require 
future analysis? 

• Draft report of significant findings, lessons 
learned, and recommendations. 

  

31. Final Report • Prepare and coordinate publication of final 
report. 
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Attachment E 
 

Guidelines for NERC Reports on Blackouts and Disturbances10 
 

Introduction and Purpose 
 
Executive Summary of Blackout or Disturbance 
 
Conclusions & Recommendations 
 
Actions to Minimize the Possibility of Future  Blackouts and Disturbances 
 
Detailed Analysis of Event 
 
1. Sequence of Events 

1.1. Sequence of transmission and generation events 
1.1.1. Reasons for each trip 
1.1.2. Sequence of loss of load 
1.1.3. Description of cascading and islanding 

 
2. System Modeling 

2.1. Model and assumptions 
2.1.1. Equipment ratings and limits 
2.1.2. Steady state, system dynamics, and other analyses 
2.1.3. Degree of simulation success 
2.1.4. Simulation results 
2.1.5. Conclusions and lessons learned 
 

2.2. Pre-event Conditions 
2.2.1. Load levels 

2.2.1.1.Forecast vs. Actual 
2.2.1.2.Comparison with planning and operational models 

2.2.2. Generation dispatch 
2.2.2.1.Forecast vs. actual 
2.2.2.2.Comparison with day ahead studies 
2.2.2.3.Reporting of scheduled and forced outages 

2.2.3. Reserve capacity 
2.2.3.1.Location of MW reserves 
2.2.3.2.Planned vs. actual 

2.2.4. Transmission configurations 
2.2.4.1.Planned vs. actual 
2.2.4.2.Comparison with day ahead studies 
2.2.4.3.Reporting of scheduled and forced outages 

                                                 

10 Each blackout or disturbance is unique and will therefore demand a customized approach to its 
investigation and reporting.  These guidelines for NERC reports are suggestive rather than 
definitive.  Not all investigations and reports will require covering all of these topics. 
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2.2.5. Interregional transactions 
2.2.5.1.Calculated transfer limits 
2.2.5.2.Basis for limits – thermal, voltage, and stability 
2.2.5.3.Seasonal assessments – Assumptions vs. actual 
2.2.5.4.Actual schedules vs. Tagged schedules 

2.2.5.4.1. AIE Survey 
2.2.5.4.2. Tag Survey 

2.2.6. System voltages (profile) and reactive supplies 
2.2.6.1.Coordination of reactive supplies and voltage schedules 
2.2.6.2.Reactive supply with power transfers 

 
2.3. Event Key Parameters 

2.3.1. System voltages (profile) and reactive supplies 
2.3.2. Power flows and equipment loadings 
2.3.3. System dynamic effects 

 
3. Transmission system performance 

3.1. Equipment ratings 
3.2. Protective relay actions 
3.3. Equipment maintenance 
3.4. Equipment damage 

 
4. Generator performance 

4.1. Generator control actions 
4.2. Generator protection 

4.2.1. Underfrequency 
4.2.2. Overspeed 
4.2.3. Excitation systems 
4.2.4. Other systems 

4.3. Equipment maintenance 
4.4. Equipment protection 
4.5. Dynamic effects of generators 

 
5. System frequency 

5.1. Frequency excursions – pre event 
5.1.1. Analysis of frequency anomalies 
5.1.2. Effect of time error correction 

5.2. Frequency analysis of the event 
5.2.1. Remaining interconnection 
5.2.2. Islands remaining 

 
6. Operations 

6.1. Operational visibility and actions 
6.1.1. Reliability Coordinators 

6.1.1.1.Delegation and authority 
6.1.1.2.Monitoring capabilities 

6.1.1.2.1. Scope of coverage and system visibility 
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6.1.1.2.2. Monitoring tools 
6.1.1.2.3. Data availability and use 

6.1.1.3.Operations planning capability 
6.1.1.3.1. Operational planning tools 
6.1.1.3.2. Coordination 

6.1.1.4.Operating procedures 
6.1.1.4.1. Emergency operations 
6.1.1.4.2. Loss of monitoring system or components 
6.1.1.4.3. Communication procedures 

6.1.1.5.Operating qualifications and training 
6.1.1.5.1. Qualification of operators 
6.1.1.5.2. Training provided 
6.1.1.5.3. Simulation of emergencies 

6.1.2. Transmission Operators 
6.1.2.1.Authority to take action 
6.1.2.2.Monitoring capabilities 

6.1.2.2.1. Scope of coverage and system visibility 
6.1.2.2.2. Monitoring tools 
6.1.2.2.3. Data availability and use 

6.1.2.3.Operations planning capability 
6.1.2.3.1. Operational planning tools 
6.1.2.3.2. Coordination 

6.1.2.4.Operating procedures 
6.1.2.4.1. Emergency operations 
6.1.2.4.2. Loss of monitoring system or components 
6.1.2.4.3. Communication procedures 

6.1.2.5.Operating qualifications and training 
6.1.2.5.1. Qualification of operators 
6.1.2.5.2. Training provided 
6.1.2.5.3. Simulation of emergencies 

 
7. System Planning and Design 

7.1. Establishing operating limits 
7.1.1. Responsibility for setting limits 
7.1.2. ATC and TTC calculations 
7.1.3. Planning studies 

7.1.3.1.·Wide-area simultaneous transfer limits 
7.1.3.1.1. Determination of limits 
7.1.3.1.2. Monitoring of limits 
7.1.3.1.3. Basis for limits – thermal, voltage, and stability 
7.1.3.1.4. RE assessments 
7.1.3.1.5. Other system studies in affected areas 

7.1.3.2.Reactive planning 
7.1.3.2.1. Reactive reserve planning 
7.1.3.2.2. Active vs. static resources 
7.1.3.2.3. Voltage stability analysis 

7.1.3.3.RE criteria and/or NERC standards used for planning 
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7.1.3.3.1. Compliance to these planning criteria and/or standards 
 

8. Reliability Standards and Compliance 
8.1. Audits 

8.1.1. Reliability Coordinators 
8.1.1.1.Previous audits and results 

8.1.1.1.1. Compliance with NERC standards 
8.1.1.2.Updated findings based on analysis 
8.1.1.3.Post blackout audit results and findings 
8.1.1.4.Recommendations for future audits 

8.1.2. Balancing Authorities 
8.1.2.1.RE audits 

8.1.2.1.1. Compliance with NERC and RE standards 
8.1.2.2.Updated findings based on analysis 
8.1.2.3.Post blackout audit results and findings 
8.1.2.4.Recommendations for future audits 

8.2. RE criteria and/or NERC Reliability Standards used for operations 
8.2.1. Compliance to these operating criteria and/or standards 

8.3. Reliability Standards 
8.3.1. Improvements needed 
8.3.2. Potential new standards 

 
9. Actions to Minimize the Possibility of Future Widespread Events  

9.1. Reliability Standards and Compliance to Standards 
9.2. Availability of Planned Facilities as Scheduled 
9.3. Automatic Load Shedding Programs 
9.4. Controlled Separation and Islanding 
9.5. Improved Data Collection and System Monitoring 
9.6. Studies of Impacts of Severe Events 

 
10. Restoration of Service 

10.1. Restoration Procedures 
10.1.1. RTOs and ISOs 
10.1.2. Transmission operators 
10.1.3. Generator operators 
10.1.4. Distribution providers 
 

10.2. Restoring service 
10.2.1. Transmission Line Restoration 

10.2.1.1. Within control area/ISO/RTO 
10.2.1.2. Interarea tie lines 
10.2.1.3. Impediments and other issues 

10.2.2. Generation Restoration 
10.2.2.1. Utility-owned generation 
10.2.2.2. Independent generation 
10.2.2.3. Fuel supply adequacy 
10.2.2.4. Fossil units 
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10.2.2.5. Nuclear units 
10.2.2.6. Capacity reserves 
10.2.2.7. Coordination with transmission 
10.2.2.8. Coordination with load and other generation 
10.2.2.9. Impediments and other issues 

10.2.3. Coordination and Communications 
10.2.3.1. Within control area/ISO/RTO 
10.2.3.2. With outside control areas/ISOs/RTOs 
10.2.3.3. Wide-area coverage 
10.2.3.4. Impediments and other issues 
 

10.3. Review of Restoration Procedures 
10.3.1. Time to restore customers 
10.3.2. Need for modifications 
10.3.3. Availability of procedures to necessary participants 
10.3.4. Need for training and practice drills 
10.3.5. Comparison with other control areas/ISOs/RTOs 
 

11. Analysis Process 
11.1. Description of process 

11.1.1. Organization 
11.1.2. Coordination with US-Canada Task force 
11.1.3. Coordination with RE and RTOs 
11.1.4. Recommended process improvements 

11.1.4.1. Use for other events – near misses, etc. 
11.2. Data Management 

11.2.1. Data collection processes 
11.2.1.1. Data request process 
11.2.1.2. Data forms used 

11.2.2. Data received 
11.2.2.1. Quality and usefulness of data 

11.2.3. Data warehousing 
11.2.3.1. Data warehouse structure 
11.2.3.2. Accessibility of data 

11.2.4. Data forms and process for future analyses 
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NERC Significant System Event1Blackout and Disturbance Response Procedures 
 

Introduction 
NERC, through its professional staff and the regional entities and their members, provide the 
best source of technical and managerial expertise for responding to significant systemmajor 
events that affect the bulk power system. 

NERC’s role following a significant system eventblackout or other major bulk electric system 
disturbance or emergency is to provide leadership, coordination, technical expertise, and 
assistance to the industry in responding to the event.  Working closely with the regional entities 
and reliability coordinators, NERC will coordinate efforts among industry participants, and with 
state, federal, and provincial governments in the United States and Canada to support the 
industry’s response.   

When responding to any event where physical or cyber security is suspected as a cause or 
contributing factor to an event, NERC will immediately notify appropriate government agencies 
and coordinate its analysis with them. 

During the conduct of some NERC-level analyses, assistance may be needed from government 
agencies.  Collaborative analysis with certain government agencies may be appropriate in some 
cases; e.g., collaborating with the Nuclear Regulatory Commission technical staff when a system 
event involves a nuclear unit.  This assistance could include: authority to require data reporting 
from affected or involved parties; communications with other agencies of government; analyses 
related to possible criminal or terrorist involvement in the event; resources for initial data 
gathering immediately after the event; authority to call meetings of affected or involved parties; 
and technical and analytical resources for studies.  If a federal or multi-national government 
analysis is called for, government agencies should work in primarily an oversight and support 
role, in close coordination with the NERC analysis.   

It is critical to establish, up front, a clear delineation of roles, responsibilities, and coordination 
requirements among industry and government for the analysis and reporting of findings, 
conclusions, and recommendations related to significant system events  major blackouts, 
disturbances, or other emergencies affecting the bulk power system. 

Depending on the severity and of the event and the area impacted, the event analysis may be 
conducted either by NERC or by the impacted RE.  If the analysis is conducted by the regional 
entity, NERC staff, at least one member of the NERC Event Analysis Working Group (in 
addition to the Event Analysis Working Group member from the impacted regional entity), and 
other appropriate technical experts from the NERC community will participate as members of 
the regional entity analysis team. 

                                                 

1 Significant system events include: (1) large or repeating frequency excursions that exceed the High or 
Low Frequency Trigger Limits; (2) loss of significant amounts of generation or load; (3) system 
separation (islanding); (4) protection system misoperations that cause or contribute to bulk power system 
disturbances; (5) inter-area oscillations; or (6) cascading outages. 
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A regional entity may request NERC to elevate an analysis to a NERC-level.  In such cases, all 
team responsibilities will shift to NERC, and the regional entity may continue to participate in 
the analysis on appropriate teams. 

These procedures do not represent a “cookbook” to be followed blindly.  They provide a 
framework to guide NERC’s response to events that may have multiregional, national, or 
international implications.  Experienced industry leadership would still be required to tailor the 
response to the specific circumstances of the event. 

Responding to significantmajor blackouts and other system events disturbances can be divided 
into four phases: 

1. situation assessment and communications; 
2. situation tracking and communications; 
3. data collection, investigation, analysis and reporting; and  
4. follow-up on recommendations. 
 

Phase 1 ⎯ Situation Assessment and Communications 
NERC’s primary roles in Phase 1 are to: 

• conduct an initial situation assessment; 
• call for the collection of and analyze necessary initial data and information for the event; 
• assist the regional entity-lead analysis with determining the need for supplemental 

technical expertise from the NERC community; 
• issue initial findings, conclusions, and recommendations; 
• maintain detailed data records (not subject to Freedom of Information Act); 
• assist government agencies in criminal analyses when relevant; 
• provide technical expertise for modeling and analyzing the event; and  
• follow up on recommendations. 
 

While conducting its initial situation assessment, NERC will make an early determination as to 
whether the cause of the event may be related to physical or cyber security, and communicate as 
appropriate with government agencies. 

Notice of a event is typically received by the NERC Electricity Sector Information Sharing and 
Analysis Center (ESISAC) person on duty and relayed to other appropriate NERC personnel.2  
NERC performs an initial situation assessment by contacting the appropriate reliability 
coordinator(s), and makes a decision on whether to activate its crisis communications plan.  At 
the initial stage in gathering information about an incident, it is critical to minimize interference 
with bulk electric system operators who are in the process of restoring the system.  To minimize 
interference with their work, NERC, in its capacity as the ESISAC, should serve as the primary 
communications link with government agencies.   

The ESISAC Concept of Operations (ConOps) specifies the operations plan, communications 
procedures, and logistics NERC will follow during normal conditions, emergencies, and National 
                                                 
2 NERC maintains 24x7 contact information for its key personnel to facilitate such contacts. 
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Security Special Events. The ConOps includes the primary points of contact (24x7) for the 
Federal Energy Regulatory Commission, U.S. Department of Energy, U.S. Department of 
Homeland Security, U.S. Nuclear Regulatory Commission, and Public Safety and Emergency 
Preparedness Canada. 

It is important that during these early hours the ESISAC, in coordination with government 
agencies, determine whether this event was caused by the actions of criminal or terrorist parties.  
The results of this criminal assessment are essential to operators because if there is a possibility 
that the “attack” is still ongoing, restoration and response actions would need to be tailored to 
these circumstances.  If NERC and government agencies deem it necessary for further criminal 
analyses, NERC will issue a formal notice to affected systems to retain all relevant information 
gathered during this and subsequent phases of an analysis. 

The specific criteria for reporting significant systemdisturbances and other events are described 
in NERC Reliability Standard EOP-004-1.  These criteria and procedures are intended to provide 
a common basis for consistent reporting of abnormal system conditions and events that occur in 
North America.  All entities responsible for the reliability of bulk power systems in North 
America must ensure that sufficient information is submitted to NERC within the time frame 
required.  Reliability coordinators will use the Reliability Coordinator Information System 
(RCIS) as the primary method of communications to NERC.  The ESISAC duty person is 
responsible for monitoring the RCIS for such notifications. 

Depending on the scope and magnitude of the event, NERC will issue media advisories through 
its crisis communications plan. 

Phase 2 ⎯ Situation Tracking and Communications 
Based on the nature and severity of the event, in Phase 2 NERC will continue to track progress in 
restoring the bulk power system and service to customers, and keep industry, government 
agencies, and the public informed.  The most important thing to recognize in this phase is that 
the primary focus of reliability coordinators and transmission operators is the prompt restoration 
of the bulk electric system.  NERC will coordinate requests by government agencies for 
information from reliability coordinators and transmission operators, and serve as a conduit and 
coordinator between industry and government for regular status reports on the restoration. 

As events continue, NERC will determine whether a detailed analysis of the event should be 
conducted, and start to identify manpower requirements, data collection and retention 
requirements, and at what level the analysis should be conducted.  If the event is localized within 
a region, NERC will participate in the event analysis of the regional entity.   

Phase 3 ⎯ Data Collection, Investigation, Analysis, and Reporting 
Based on the scope, magnitude, and impact of an event, during Phase 3 NERC may:  

1. perform an overview analysis of system and generator response;  
2. rely on one of its regional entities to conduct the analysis and monitor the analysis 

results; 
3. work with a regional entity in its analysis; or  
4. conduct a NERC-level analysis.   
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The NERC CEO will decide, based on the initial situation assessment and consultation with the 
NERC technical committee officers3, if a NERC-level analysis is warranted.  If a NERC-level 
analysis is to be conducted, the NERC CEO will appoint the Director of Events Analysis and 
Information Exchange to lead the analysis and assemble a high-level technical steering group to 
provide guidance and support throughout the analysis.   

NERC reserves the right to elevate or augment an analysis performed by a regional entity 
pending the results of the regional entity analysis.  Additional requests for analyses or supporting 
data may be made by NERC at any time in the investigation process. 

A regional entity may request NERC to elevate an analysis to a NERC-level.  In such cases, all 
team responsibilities will shift to NERC, and the regional entity may continue to participate in 
the analysis on appropriate teams. 

If the analysis is to be lead by one of the regional entities, a member of the NERC staff, at least 
one member of the NERC Event Analysis Working Group (in addition to an Event Analysis 
Working Group member from the impacted regional entity), and other appropriate technical 
experts from the NERC community will participate as a triage team.  The triage team will 
participate as members of the regional entity analysis team.  The triage team will also will assist 
the regional entity with determining if additional technical expertise from the NERC community 
are needed for the analysis. 

For NERC-level analyses, the first task of the Director of Events Analysis and Information 
Exchange would be to identify what technical and other resources and data would be needed 
from staff, the industry, and government, and to issue those requests immediately.  This task will 
include identification of any special managerial, forensic, or engineering skills needed for the 
analysis.  Secondly, the Director of Events Analysis and Information Exchange must issue 
requests for those resources and information.  Third, the Director of Events Analysis and 
Information Exchange must organize the teams that will conduct and report on the analysis.   

The teams needed for a particular analysis will vary with the nature and scope of the event.  
Attachment A describes the typical teams that would be required for a NERC-level analysis, and 
Attachment B provides suggested guidelines for the NERC-level analysis team scopes.  
Individuals that participate on these teams will be expected to sign an appropriate confidentiality 
agreement.  NERC uses a standard (pro forma) confidentiality agreement (Attachment C) for 
participants in system event analyses, which it will adapt for specific analyses. 

The Blackout and Disturbance Analysis Objectives, Approach, Schedule, and Status (Attachment 
D) and Guidelines for NERC Reports on Blackouts and Disturbances (Attachment E) are used to 
guide and manage analysis and reporting on significant system events major blackouts and 
disturbances. 

A NERC-level analysis will comprise (a) collecting pertinent event data; (b) constructing a 
detailed sequence of events leading to and triggering the significant system eventdisturbance; (c) 

                                                 
3 NERC will maintain a list of 24x7 contact information for its technical committee officers. 
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assembling system models and data and conducting detailed system analysis to simulate pre- and 
post-event conditions; and (d) issuing findings, conclusions, and recommendations.  The details 
of these four phases of the analysis are: 

a. Collecting Pertinent Event Data 
• Collect all pertinent event logs, disturbance recorders, operator transcripts, and other 

system data. 
b. Detailed Sequence of Events 

• Construct a detailed sequence of events leading to and triggering the system event.  
Reconcile event logs, disturbance recorders, operator transcripts, and other system 
data to create an accurate sequence of events. 

• Enter and preserve all data in a secure data warehouse. 
 
bc. Detailed System Analysis 

• Assess the sequence of events to determine critical times for study. 
• Assemble the necessary system models and data from regional entity and operating 

entities to accurately model (with power flow and dynamic simulations) the pre-
system event conditions.4  Determine pre-system event conditions at critical times 
prior to event initiation, including an assessment of reliability margins in the pre-
system event time frame. 

• Analyze data from phasor measurement units, high-speed data recorders, digital fault 
recorders, digital relays, and system relay targets.5 

• Analyze generator and load performance, including underfrequency and undervoltage 
relay actions. 

• Use the model information and sequence of events to dynamically model the trigger 
events and the outage sequence.  Identify the system phenomena that propagated the 
failure.  Provide graphical results showing the nature of the cascade.  Conduct 
additional analyses as initial findings identify the need for further study. 

 
cd. Findings, Conclusions, and Recommendations 

• Identify and assess failures contributing to the system event, including possible 
instability conditions, system protection mis-operations, generator actions, etc. 

• Either identify or rule out man-made/criminal cyber or physical attacks on the electric 
system. 

• Determine if the system was being operated within equipment and system design 
criteria at the time of the outage. 

• Assess the qualifications, training, SCADA/EMS tools, and communications 
available to system operators and reliability coordinators, and how effective these 
were leading up to and during the event. 

• Assess the adequacy of communications system and communications among system 
operators. 

                                                 
4 NERC is developing standards for data and model validation that will facilitate modeling activities in future 
blackout analyses. 
5 NERC is developing standards for dynamic monitoring equipment and the deployment of such equipment at 
critical locations in the bulk electric system. 
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• Identify any issues regarding maintenance or equipment conditions that may have 
contributed to the outage. 

• Determine whether system restoration procedures were available and adequate.  
Identify any issues that caused unexpected delays in the restoration of generators and 
loads. 

• Identify the root causes6 and contributing factors of the cascading outage. 
• Recommend actions to prevent cascading outages in the future and to improve system 

reliability. 
• Determine whether the system is adequately designed. 
• All compliance issues will be referred to the NERC Director of Compliance. 

 
Phase 4 ⎯ Follow-up on Recommendations 
For Phase 4 NERC and the regional entities will follow up on specific recommendations coming 
from all analyses, whether done at the regional entity or NERC level.  In certain cases, where 
government agencies have taken a direct role in the analysis, reports will be made to those 
agencies on progress in addressing the recommendations. 

 

                                                 
6 NERC will rely on root cause analysis experts, both from within the industry and outside consultants, to conduct 
these analyses. 
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Attachment A 

 

Typical Team Assignments for Analysis of Significant System Events Blackouts or 
Disturbances7 

 
Fact-Finding Teams 

• Physical and/or cyber security (if needed) 
• On-site interviews 
• System data collection (frequency, voltages, generation and loads)8 
• System protection and control information 
• System restoration 
• Coordination with regional entity teams 

 
Assessment and Analysis Teams 

• Performance of generation and transmission protection systems 
• Frequency analysis 
• Equipment maintenance 
• SCADA/EMS/Tools 
• Operator training 
• Standards compliance 
• System planning 
• System operation 
• System restoration 
• Root cause analysis 
• System simulation 
• Interregional coordination 
• Vegetation management 
• Recommendations for future actions 
• Security and law enforcement liaison 

 
Data Management Teams 

• Data requests 
• Data collection 
• Data warehouse – entry, logging, retention, and maintenance9 
• Data release10 

 
Report Writing Teams 

• Text 
                                                 
7 The analysis team leader will specify the tasks required of each team. 
8 Standard forms and procedures for the collection of data and information will be adapted for particular 
circumstances. 
9 Experience with data warehousing and access procedures gained during the investigation of the August 2003 
blackout will be used in future investigations. 
10 Data release procedures will prevent inappropriate disclosure of information. 
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• Graphics 
• Presentations 

 
Communications Teams 

• Press releases 
• Interface with government agencies 
• Interviews 
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Attachment B 

 

NERC Significant System EventBlackout and Disturbance Response 
Procedures 

Guidelines for Analysis Team Scopes 

Each significant system event blackout or disturbance is unique and will therefore demand a 
customized approach to its analysis.  The following guidelines for analysis team scopes are 
suggestive rather than definitive.  Not all the teams listed may be needed for a particular analysis. 
 
Data Requests and Management — This team organizes large volumes of raw data and 
value-added information produced by analysts in support of the blackout analysis into a data 
warehouse.  The team issues data requests from affected entities, catalogs and stores all data 
received, and provides secure and confidential access to teams and personnel supporting the 
analysis.  The team serves as the single point for issuing data requests, receiving and storing 
data, and managing data queries by the analysts, and is responsible for assuring consistency, 
security, and confidentiality of the data and minimizing redundant data requests. 
 
Sequence of Events — A precise, accurate sequence of events is a building block for all 
other aspects of the analysis, and is a starting point for the root cause analysis.  It is the basis for 
developing computer models to simulate system conditions and evaluate steady state and 
stability conditions in the period leading to blackout.  The sequence of events is the foundation 
of facts upon which all other aspects of the analysis can proceed. 
 
System Modeling and Simulation Analysis — System modeling and simulation allows 
the investigators to replicate system conditions leading up to the blackout.  While the sequence 
of events provides a precise description of discrete events, it does not describe the overall state of 
the electric system and how close it was to various steady state, voltage stability, and power 
angle stability limits.  An accurate computer model of the system, benchmarked to actual 
conditions at selected critical times, allows analysts to conduct a series of sensitivity studies to 
determine if the system was stable and within limits at each point in time leading up to the 
blackout, and at what point the system became unstable.  It also allows analysts to test different 
solutions to prevent cascading.  Although it is not possible recreate the entire blackout sequence, 
simulation methods will reveal the mode(s) of failure initiating the blackout and propagating 
through the system. 
 
Root Cause Analysis — Root cause analysis guides the overall analysis process by providing 
a systematic approach to evaluating root causes and contributing factors leading to the system 
eventblackout or disturbance.  This team works closely with the technical analysis teams and 
draws on other data sources as needed to record verified facts regarding conditions and actions 
(or inactions) that contributed to the system eventblackout or disturbance.  The root cause 
analysis guides the overall analysis by indicating areas requiring further inquiry and other areas 
that may be of interest regarding lessons learned, but are not causal to the blackout.  Root cause 
analysis enables the analysis process develop a factual record leading to logical and defensible 
conclusions in the final report regarding the causes of the blackout. 
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Operations Tools, SCADA/EMS, Communications, and Operations Planning —  
This team will assess the observability of the electric system to operators and reliability 
coordinators, and the availability and effectiveness of operational (real-time and day-ahead) 
reliability assessment tools, including redundancy of views and the ability to observe the “big 
picture” regarding bulk electric system conditions.  The team also investigates the operating 
practices and effectiveness of those practices of operating entities and reliability coordinators in 
the affected area.  This team investigates all aspects of the blackout related to operator and 
reliability coordinator knowledge of system conditions, action or inactions, and communications. 

Frequency/ACE — This team will analyze potential frequency anomalies that may have 
occurred, as compared to typical interconnection operations, to determine if there were any 
unusual issues with control performance and frequency and any effects they may have had 
related to the blackout.  
 
System Planning, Design, and Studies — This team will analyze the responsibilities, 
procedures, and design criteria used in setting system operating limits, and compare them to 
good utility practice.  The team will review the actual limits in effect on day of the blackout and 
whether these limits were being observed.  The team will review voltage schedules and guides, 
and reactive management practices in the affected areas, including use of static and dynamic 
reactive reserves.  The team will analyze the tagged and scheduled transactions to determine if 
inter-regional transfer limits were understood and observed.  The team will analyze system 
planning and design studies completed in the affected areas to determine if operating conditions 
were consistent with the assumptions of those studies and whether the planning and design 
studies were sufficient and effective. 
 
Transmission System Performance, Protection, Control, Maintenance, and 
Damage — This team investigates the causes of all transmission facility automatic operations 
(trips and reclosures) leading up to the blackout on all facilities greater than 100 kV.  This review 
includes relay protection and remedial action schemes, identifying the cause of each operation, 
and any misoperations that may have occurred.  The team also assesses transmission facility 
maintenance practices in the affected area as compared to good utility practice and identifies any 
transmission equipment that was damaged in any way as a result of the blackout.  The team will 
assess transmission line rating practices and the impact that ambient temperature and wind 
speeds had on the transmission line performance in terms of the design temperature of the 
transmission conductors.  The team shall report any patterns and conclusions regarding what 
caused transmission facilities to trip; why the blackout extended as far as it did and not further 
into other systems; why the transmission separated where it did; any misoperations and the effect 
those misoperations had on the blackout; and any transmission equipment damage.  The team 
will also report on the transmission facility maintenance practices of entities in the affected area 
compared to good utility practice.  Vegetation management practices are excluded here and 
covered in a different team. 
 
Generator Performance, Protection, Controls, Maintenance and Damage — This 
team will investigate the cause of generator trips for all generators with a 10 MW or greater 
nameplate rating leading to and through the end of the blackout.  The review shall include the 
cause for the generator trips, relay targets, unit power runbacks, and voltage/reactive power 
excursions.  The team shall report any generator equipment that was damaged as a result of the 
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blackout.  The team shall report on patterns and conclusions regarding what caused generation 
facilities to trip.  The team shall identify any unexpected performance anomalies or unexplained 
events.  The team shall assess generator maintenance practices in the affected area as compared 
to good utility practice.  The team will analyze the coordination of generator under-frequency 
settings with transmission settings, such as under-frequency load shedding.  The team will gather 
and analyze data on affected nuclear units and work with the Nuclear Regulatory Commission to 
address nuclear unit issues. 
 
Vegetation/ROW — This team investigates the practices of transmission facility owners in the 
affected areas for vegetation management and ROW maintenance.  These practices will be 
compared with accepted utility practices in general, and with NERC Reliability Standards.  The 
team will evaluate whether the affected parties were within their defined procedures at the time 
of the blackout and will investigate historical patterns in the area related to outages caused by 
contact with vegetation. 
 
Analysis Process and Procedures Review — This team will review the process and 
procedures used in the analysis of the blackout, make recommendations for improvement, and 
develop recommendations for appropriate processes, procedures, forms, etc. to guide and 
expedite future analyses including coordination and cooperation between NERC, its regional 
entities, and government agencies. 
 
Restoration Review — All entities operating portions of the bulk electric system in North 
America are required by NERC Reliability Standards to maintain System Restoration Plans and 
Black Start Plans, and Reliability Coordinators are required to coordinate the implementation of 
those plans.  This team will review the appropriateness and effectiveness of the restoration plans 
implemented and the effectiveness of the coordination of these plans. 
 
NERC and RE Standards/Procedures and Compliance — This team reviews the 
adequacy of NERC Reliability Standards, regional entity standards and procedures, and the 
compliance monitoring program to address issues leading to the blackout.  The team also reviews 
the compliance of the affected operating entities with Reliability Standards.  For less significant 
event analyses, this tea may not be needed.  However, all compliance issues will be referred to 
the NERC Director of Compliance. 
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Attachment C 

NERC CONFIDENTIALITY AGREEMENT 
FOR 

ANALYSIS OF SIGNIFICANT SYSTEM EVENTS  
ANALYSIS OF BLACKOUTS AND DISTURBANCES 

 
 This Confidentiality Agreement (“Agreement”), dated _______________, is between the 
North American Electric Reliability Corporation (“NERC”), and   

 ____________________________________________________________________, a member 
of the NERC Event Analysis Team (“Team Member”)(collectively referred to as “Parties”). 

WHEREAS, NERC is conducting an analysis of the significant systempower event that 
occurred in __________________________ on ___________________ and related matters 
(“Event”); and  

WHEREAS, NERC has established a team to carry out that analysis (“Event Analysis 
Team”); and 

 WHEREAS, in order for the Event Analysis Team to fulfill its objectives, it is necessary 
for the Event Analysis Team have access to confidential or business sensitive information from 
operating entities within the _______________ and to be able to conduct open and unconstrained 
discussions among team members, 

 The Parties therefore agree as follows:  

1. The term “Event Analysis Information” means all information related in any way 
to the Event that operating entities within the ____________________ or their representatives 
have furnished or are furnishing to NERC in connection with NERC’s analysis of the Event, 
whether furnished before or after the date of this Agreement, whether tangible or intangible, and 
in whatever form or medium provided (including, without limitation, oral communications), as 
well as all information generated by the Event Analysis Team or its representatives that contains, 
reflects or is derived from the furnished Event Analysis Information; provided, however, the 
term “Event Analysis Information” shall not include information that (i) is or becomes generally 
available to the public other than as a result of acts by the undersigned Parties or anyone to 
whom the undersigned Parties supply the Information, or (ii) is known to or acquired by the 
Team Member separate from receiving the information from the Event Analysis Team. 
 

2. The Team Member understands and agrees that the Event Analysis Information is 
being made available solely for purposes of the Event Analysis and that the Event Analysis 
Information shall not be used in any manner to further the commercial interests of any person or 
entity.  The Team Member further understands and agrees that he or she will not disclose Event 
Analysis Information to any person who has not signed this Agreement except as such disclosure 
may be required by law or judicial or regulatory order. 
 

3. If Team Member’s employing organization has signed the NERC Confidentiality 
Agreement for Electric System Security Data (“NERC Security Data Agreement”), paragraph 2 
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shall not be deemed to prohibit Team Member from disclosing Event Analysis Information to 
other employees of that organization, but only to the extent that “security data” as defined in the 
NERC Security Data Agreement is shared within the organization.  
 

4. The Parties expressly agree that Event Analysis Information shall otherwise only 
be disclosed through official releases and reports as authorized by NERC. 
 

5. It shall not be a violation of the NERC Confidentiality Agreement for Electric 
System Security Data for a Reliability Coordinator to furnish Event Analysis Information to an 
Event Analysis Team Member who has signed this Agreement. 
 

6. This Agreement shall be for sole benefit of the parties hereto.  This Agreement 
may be modified or waived only by a separate writing signed by the Parties.  If any clause or 
provision of this Agreement is illegal, or unenforceable, then it is the intention of the Parties 
hereto that the remainder of this Agreement shall not be affected thereby, and it is also the 
intention of the Parties that in lieu of each clause or provision that is illegal, invalid or 
unenforceable, there be added as part of this Agreement a clause or provision as similar in terms 
to such illegal, invalid or unenforceable clause or provision as may be possible and be legal, 
valid and enforceable.  This Agreement will be governed and construed in accordance with the 
laws of the State of New Jersey, except for any choice of law requirement that otherwise may 
apply the law from another jurisdiction. 
 

7. This Agreement shall have a term of two (2) years from the date hereof, except 
that the obligations of paragraphs 2, 3, and 4 shall continue for five (5) years from the date 
hereof. 
 

NORTH AMERICAN ELECTRIC RELIABILITY CORPORATION 
 

By:  _____________________________________ 

Printed:  _________________________________ 

Title:  ___________________________________ 

     

NERC EVENT ANALYSIS TEAM MEMBER    
        

    Signed:  ___________________________________ 

    Printed:  ___________________________________ 
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Attachment D 

NERC Significant System EventBlackout and Disturbance Analysis Objectives, 
Analysis Approach, Schedule, and Status 

 

Analysis Objective Analysis Approach Schedule Status

Pre-Event Conditions    

1. What was the precursor 
sequence of events leading to 
the system event? 

• Assemble data/alarm logs and time-stamped 
sequence information. 

• Develop and maintain an expanding database 
of log and time-stamped sequence 
information. 

• Develop a precursor sequence of high-level, 
events relevant to, and leading to system 
event initiation. 

• Reconcile the precursor sequence of events 
with those emerging from REs, RTOs, and 
operating entities. 

  

2. What time frames are relevant 
for pre-event assessment of 
system conditions?  What 
points in time should be used 
to establish a baseline set of 
study conditions when the 
system was last known to be 
stable and within normal 
operating criteria? 

• Referencing precursor sequence of events, 
determine relevant times to develop base case 
conditions (stable and within normal 
operating criteria). 

• Verify relevant time horizons and availability 
of system data at those times with REs 
organizations, RTOS, and operating entities. 

  

3. What models and data can best 
simulate system conditions 
prior to and during the event?  
What is the relevant scope of 
the system for detailed study 
(what is considered the 
boundary of the study system 
and what is considered 
neighboring or external 
systems?) 

• Identify up-to-date power system model(s) 
appropriate for powerflow and transient and 
dynamic simulations (determine if detailed 
eastern interconnection model is needed or 
multi-regional model(s) are needed. 

• Identify what models are available in REs, 
RTOs, and operating entities. 

• Identify who will actually perform power 
flow, transient and dynamic simulations; hire 
contractor(s) as needed. 

• Identify and assemble data required for these 
models. 

• Develop and maintain a system data 
repository. 
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Analysis Objective Analysis Approach Schedule Status

4. What system conditions 
existed in the precursor time 
horizon leading up to the 
system event (at the times 
identified in 1.)? 

• Obtain and manage data for powerflow: 
system configuration, planned and unplanned 
outages, unit commitment and dispatch, 
interchange schedules, congestion conditions, 
reserves, loads, state estimator snapshots, 
deratings and limitations, frequency, etc.  
Identify who will maintain and run powerflow 
simulations. 

• Work with REs, RTOs, and operating entities 
to develop powerflow cases defining the base 
conditions for each relevant time, ensuring the 
powerflows model each critical juncture 
leading up to the event. 

• Identify and review results of additional 
studies completed by reliability coordinators, 
RTOs and operating entities. 

• Assess the powerflow results with respect to 
steady state operating criteria (was the system 
within all known limits at each precursor 
time)? 

  

5. Were there any prior-existing 
abnormalities, instabilities, 
reliability criteria violations, or 
reliability issues in the 
precursor sequence time 
horizon?  Prior to event 
initiation were there any latent 
instability conditions that 
would suggest the system was 
at risk?  Were the precursor 
conditions ones that had been 
previously studied by the 
entities involved?  Were there 
adequate reserves with 
effective distribution?  Were 
planned outages effectively 
coordinated? 

• Work with REs, RTOs, and operating entities 
to obtain and manage transient and dynamic 
models for simulations. 

• Identify who will conduct transient and 
dynamic simulations and if external 
contractor(s) are required. 

• Conduct transient and dynamic simulations at 
each of the precursor study times. 

• Assess the stability of the system at each of 
these times and identify any latent reliability 
issues prior to blackout initiation. 

• Consider creating a visual map of system 
conditions. 

• Document the limitations and assumptions of 
simulations affecting the certainty of the 
simulation results. 

  

Blackout Sequence of Events    

6. What was the sequence of 
system events leading to and 
directly triggering the 
blackout? 

• Evaluate data logs, fault recorder data 
disturbance recorder data, and synchro-phasor 
measurement to establish a detailed sequence 
of events that initiated the event. 

• Identify the sequence of events that directly 
led to the event. 

• Review and reconcile these trigger events 
with REs, RTO, and operating entity analyses. 
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Analysis Objective Analysis Approach Schedule Status

7. What was the sequence of 
events during the system 
event? 

• Evaluate logs and disturbance recorder data to 
establish sequence during the blackout.  (The 
system event sequence may follow multiple 
tracks.) 

• Review and reconcile this sequence with those 
constructed by REs, RTOs, and operating 
entities. 

• Consider developing 3-D, time-lapse 
visualization of the blackout (U. of Minnesota 
and/or U. of Wisconsin). 

  

8. What was the cause of the 
event in terms of electrical 
conditions and other related 
events?  Generally describe 
any system breakups, 
islanding, etc.  Were there 
conditions of voltage or 
frequency collapse, or unstable 
oscillations?  Was the sequence 
strictly a sequential “domino” 
effect of facility trips?  What 
were the system conditions 
(snapshots) at key points 
during the system event?  

• Assess triggering sequence and blackout 
sequence to establish the causes for the 
blackout in terms of electrical conditions and 
events. 

• Select key points in sequence for simulation 
that are relevant for study and that can be 
accurately modeled.  (It may not be possible 
to reconcile data sufficiently to recreate 
system conditions during the blackout.) 

• To the extent possible, conduct simulations 
and assess results at each point during the 
blackout. 

• Review and reconcile results with REs, and 
operating entities. 

  

9. Why did the event extend as 
far as it did?  What arrested the 
event from extending further 
into other systems? 

• Using advanced analysis techniques, assess 
where and why the event was arrested. 

  

10. How did affected non-nuclear 
generators respond during the 
event?  Were trips as expected 
and required by procedures and 
standards?  Did non-nuclear 
generators remain connected 
and support the power system 
in the manner they should 
have?  Did any generator 
action, generator control 
functions, or generator 
protection systems contribute 
to the event? 

• Prepare a table of affected generators and 
actions they made leading up to and during the 
event, including time-stamped unit trips, 
relays initiating unit trips, MW and MVar 
outputs, voltages, and frequency, etc. 

• Analyze the automatic (including relay trips) 
and operator-initiated actions of non-nuclear 
generators to determine whether actions were 
correct under the conditions or not.  

• Reconcile non-nuclear generator data and 
analysis with that of the REs, RTOs, and 
operating entities. 

  

11. How did nuclear generators 
respond leading up to and 
during the blackout?  Were 
trips as expected and required 
by procedures and standards?  
Were there any nuclear safety 
issues identified? 

• Work with NRC to develop a table of 
sequence of actions and issues regarding 
affected nuclear generators (both ones that 
tripped and those that did not). 

• Refer nuclear issues to NRC for analysis, 
assisting in their analyses where appropriate. 
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Analysis Objective Analysis Approach Schedule Status

12. What was the sequence and 
amount of load lost?  What 
directly caused load loss (e.g. 
under-frequency load shed, 
loss of transmission source, 
voltage collapse, relay actions, 
under/over frequency 
protection or stalls, etc.) 

• Work REs, RTOs, and operating entities to 
develop a description of load lost/impacted, by 
area. 

• Analyze and report the cause for load loss in 
each area. 

  

13. How did system protection and 
automated controls operate 
during the event?  Did they 
operate correctly or not? 

• Assess each automatic trip of a transmission or 
generator facility for proper or improper relay 
actions. 

• Assemble and review RE and operating entity 
reviews of logs, disturbance reports, and relay 
targets/logs and reconcile with NERC data. 

  

14. Was any equipment damaged 
during the event? 

• Request information from REs, and companies 
on equipment damage, as appropriate. 

• Assess any transmission or generation 
facilities sustaining damage during the event, 
and extent of damage. 

  

15. Did SCADA/EMS and data 
communications systems 
operate correctly during the 
event?  What problems were 
noted? 

• Request information from REs, and 
companies. 

• Identify and analyze any problems with 
SCADA/EMS and data communications at 
regional and company levels. 

  

Reliability Standards/Procedures    

16. What NERC reliability 
standards were applicable to 
the event?  What violations 
occurred?  Were NERC 
standards and policies 
sufficient? 

• Compliance staff review NERC standards 
relevant to the event and perform a 
compliance review. 

  

17. What RE reliability standards 
were applicable to the event?  
What violations occurred?  
Were RE standards and 
policies sufficient? 

• Request REs to review applicable standards 
and report compliance with those standards 
during the event. 

  

18. Were any special operating 
procedures or other operating 
guidelines in effect and being 
observed leading up to the 
event?  Were these procedures 
sufficient? 

• Review and analyze loop flow procedures with 
involved REs and companies, and report 
analysis results. 

  

19. What other RTO, TO, CA 
procedures were applicable?  
What violations occurred?  
Were the procedures 
sufficient? 

• Request RTOs, TOs, CAs to review applicable 
standards and compliance with existing 
reliability procedures and standards during the 
event, and report results. 
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Maintenance    

20. Are there any indications that 
maintenance of transmission or 
generation facilities may have 
contributed to the event? 

• Assess whether equipment or maintenance 
issues (e.g. tree trimming) contributed to the 
blackout and investigate specifics in areas of 
concern. 

• Review RE assessments of maintenance issues 
that may have contributed to the event. 

  

Personnel, Procedures, and 
Communications 

   

21. What conditions were 
operators and reliability 
coordinators aware of leading 
up to and during the event?  
What information did they 
have to warn them of unsafe 
system conditions?  What 
problems or concerns did they 
have?  What did they observe 
during the event?  Were human 
errors made that contributed to 
the event?  If there were, what 
were the causes of the errors? 

• Develop an interview guide to address 
procedural and operational issues. 

• Conduct onsite interviews with operating 
personnel and reliability coordinators 
involved. 

• Analyze interview data to corroborate with 
technical data and report conclusions. 

  

22. Were lines of authority clearly 
understood and respected in the 
time leading up to and during 
the event, as well as during the 
restoration period? 

• Identify critical instructions given and 
evaluate results. 

• Review documentation and effectiveness of 
assignments of operating and reliability 
authorities. 

  

23. What communications 
occurred among operating 
entities? 

• Review voice communications logs. 
• Evaluate logs relevant to the blackout and 

identify key interactions.  Report conclusions. 

  

24. What were the qualifications 
(including certification status) 
and training of all operating 
personnel involved in the event 
and their supervisors? 

• Request certification status of all operating 
personnel from involved operating entities. 

• Conduct onsite review of training materials 
and records. 

• Conduct onsite review of operating procedures 
and tools 

  

25. Was the role and performance 
of the reliability coordinators 
as expected? 

• Review the adequacy of reliability plans for 
the affected REs. 

• Review the actions of the affected reliability 
coordinators to determine if they performed 
according to plans. 

• Assess whether inter-area communications 
were effective, both at the control area and 
reliability coordinator levels. 

  



NERC Significant System EventBlackout and Disturbance Response Procedures – Revised June 7, 2007
 6 

 

System Restoration    

26. Were black start and 
restoration procedures 
available and adequate in each 
area?  Were they followed and 
were they adequate to the 
restoration task?  Were pre-
defined authorities respected 
during the restoration? 

• Onsite audit of blackstart and restoration 
procedures and plans. 

• Analyze whether the plans and procedures 
were used and whether they were sufficient for 
this outage. 

  

27. What issues were encountered 
in the restoration that created 
unexpected challenges or 
delays?  What lessons were 
learned in the restoration (both 
things that went well and 
things that did not). 

• Solicit information from operating entities and 
REs regarding unexpected challenges and 
delays in restoration, and lessons learned. 

• Analyze what worked well and what did not in 
the restoration. 

  

 

System Planning and Design    

28. Were the conditions leading up 
to the event within the design 
and planning criteria for the 
transmission systems involved? 

• Request transmission owners and REs 
involved to report any violations of design or 
planning criteria prior to or leading up to the 
blackout. 

  

Conclusions and 
Recommendations 

   

29. From a technical perspective, 
what are the root causes of this 
event?  What additional 
technical factors contributed to 
making the event possible? 

• Conduct a root cause analysis on the findings 
and data.  Categorize results as “root cause” or 
“contributing factor”.  Focus on technical 
aspects. 

  

30. What are the significant 
findings and lessons learned 
resulting from the analysis 
regarding technical failures 
leading to the event?  What 
actions are recommended to 
avoid similar future events and 
improve bulk electric system 
reliability?  What issues may 
be inconclusive and require 
future analysis? 

• Draft report of significant findings, lessons 
learned, and recommendations. 

  

31. Final Report • Prepare and coordinate publication of final 
report. 
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Attachment E 

Guidelines for NERC Reports on Significant System Events  Blackouts and 
Disturbances11 

Introduction and Purpose 

Executive Summary of the Significant System Event Blackout or Disturbance 

Conclusions & Recommendations 

Actions to Minimize the Possibility of Future Similar System Events  Blackouts 
and Disturbances 

Detailed Analysis of Event 

1. Sequence of Events 
1.1. Sequence of transmission and generation events 

1.1.1. Reasons for each trip 
1.1.2. Sequence of loss of load 
1.1.3. Description of cascading and islanding 
 

2. System Modeling 
2.1. Model and assumptions 

2.1.1. Equipment ratings and limits 
2.1.2. Steady state, system dynamics, and other analyses 
2.1.3. Degree of simulation success 
2.1.4. Simulation results 
2.1.5. Conclusions and lessons learned 
 

2.2. Pre-event Conditions 
2.2.1. Load levels 

2.2.1.1.Forecast vs. Actual 
2.2.1.2.Comparison with planning and operational models 

2.2.2. Generation dispatch 
2.2.2.1.Forecast vs. actual 
2.2.2.2.Comparison with day ahead studies 
2.2.2.3.Reporting of scheduled and forced outages 

2.2.3. Reserve capacity 
2.2.3.1.Location of MW reserves 
2.2.3.2.Planned vs. actual 

2.2.4. Transmission configurations 
2.2.4.1.Planned vs. actual 

                                                 

11 Each blackout or disturbance is unique and will therefore demand a customized approach to its 
investigation and reporting.  These guidelines for NERC reports are suggestive rather than 
definitive.  Not all investigations and reports will require covering all of these topics. 
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2.2.4.2.Comparison with day ahead studies 
2.2.4.3.Reporting of scheduled and forced outages 

2.2.5. Interregional transactions 
2.2.5.1.Calculated transfer limits 
2.2.5.2.Basis for limits – thermal, voltage, and stability 
2.2.5.3.Seasonal assessments – Assumptions vs. actual 
2.2.5.4.Actual schedules vs. Tagged schedules 

2.2.5.4.1. AIE Survey 
2.2.5.4.2. Tag Survey 

2.2.6. System voltages (profile) and reactive supplies 
2.2.6.1.Coordination of reactive supplies and voltage schedules 
2.2.6.2.Reactive supply with power transfers 

 
2.3. Event Key Parameters 

2.3.1. System voltages (profile) and reactive supplies 
2.3.2. Power flows and equipment loadings 
2.3.3. System dynamic effects 
 

3. Transmission system performance 
3.1. Equipment ratings 
3.2. Protective relay actions 
3.3. Equipment maintenance 
3.4. Equipment damage 
 

4. Generator performance 
4.1. Generator control actions 
4.2. Generator protection 

4.2.1. Underfrequency 
4.2.2. Overspeed 
4.2.3. Excitation systems 
4.2.4. Other systems 

4.3. Equipment maintenance 
4.4. Equipment protection 
4.5. Dynamic effects of generators 
 

5. System frequency 
5.1. Frequency excursions – pre event 

5.1.1. Analysis of frequency anomalies 
5.1.2. Effect of time error correction 

5.2. Frequency analysis of the event 
5.2.1. Remaining interconnection 
5.2.2. Islands remaining 
 

6. Operations 
6.1. Operational visibility and actions 

6.1.1. Reliability Coordinators 
6.1.1.1.Delegation and authority 
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6.1.1.2.Monitoring capabilities 
6.1.1.2.1. Scope of coverage and system visibility 
6.1.1.2.2. Monitoring tools 
6.1.1.2.3. Data availability and use 

6.1.1.3.Operations planning capability 
6.1.1.3.1. Operational planning tools 
6.1.1.3.2. Coordination 

6.1.1.4.Operating procedures 
6.1.1.4.1. Emergency operations 
6.1.1.4.2. Loss of monitoring system or components 
6.1.1.4.3. Communication procedures 

6.1.1.5.Operating qualifications and training 
6.1.1.5.1. Qualification of operators 
6.1.1.5.2. Training provided 
6.1.1.5.3. Simulation of emergencies 

6.1.2. Transmission Operators 
6.1.2.1.Authority to take action 
6.1.2.2.Monitoring capabilities 

6.1.2.2.1. Scope of coverage and system visibility 
6.1.2.2.2. Monitoring tools 
6.1.2.2.3. Data availability and use 

6.1.2.3.Operations planning capability 
6.1.2.3.1. Operational planning tools 
6.1.2.3.2. Coordination 

6.1.2.4.Operating procedures 
6.1.2.4.1. Emergency operations 
6.1.2.4.2. Loss of monitoring system or components 
6.1.2.4.3. Communication procedures 

6.1.2.5.Operating qualifications and training 
6.1.2.5.1. Qualification of operators 
6.1.2.5.2. Training provided 
6.1.2.5.3. Simulation of emergencies 
 

7. System Planning and Design 
7.1. Establishing operating limits 

7.1.1. Responsibility for setting limits 
7.1.2. ATC and TTC calculations 
7.1.3. Planning studies 

7.1.3.1.·Wide-area simultaneous transfer limits 
7.1.3.1.1. Determination of limits 
7.1.3.1.2. Monitoring of limits 
7.1.3.1.3. Basis for limits – thermal, voltage, and stability 
7.1.3.1.4. RE assessments 
7.1.3.1.5. Other system studies in affected areas 

7.1.3.2.Reactive planning 
7.1.3.2.1. Reactive reserve planning 
7.1.3.2.2. Active vs. static resources 
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7.1.3.2.3. Voltage stability analysis 
7.1.3.3.RE criteria and/or NERC standards used for planning 

7.1.3.3.1. Compliance to these planning criteria and/or standards 
 

8. Reliability Standards and Compliance 
8.1. Audits 

8.1.1. Reliability Coordinators 
8.1.1.1.Previous audits and results 

8.1.1.1.1. Compliance with NERC standards 
8.1.1.2.Updated findings based on analysis 
8.1.1.3.Post blackout audit results and findings 
8.1.1.4.Recommendations for future audits 

8.1.2. Balancing Authorities 
8.1.2.1.RE audits 

8.1.2.1.1. Compliance with NERC and RE standards 
8.1.2.2.Updated findings based on analysis 
8.1.2.3.Post blackout audit results and findings 
8.1.2.4.Recommendations for future audits 

8.2. RE criteria and/or NERC Reliability Standards used for operations 
8.2.1. Compliance to these operating criteria and/or standards 

8.3. Reliability Standards 
8.3.1. Improvements needed 
8.3.2. Potential new standards 
 

9. Actions to Minimize the Possibility of Future Widespread System Events  
9.1. Reliability Standards and Compliance to Standards 
9.2. Availability of Planned Facilities as Scheduled 
9.3. Automatic Load Shedding Programs 
9.4. Controlled Separation and Islanding 
9.5. Improved Data Collection and System Monitoring 
9.6. Studies of Impacts of Significant SystemSevere Events  
 

10. Restoration of Service 
10.1. Restoration Procedures 

10.1.1. RTOs and ISOs 
10.1.2. Transmission operators 
10.1.3. Generator operators 
10.1.4. Distribution providers 
 

10.2. Restoring service 
10.2.1. Transmission Line Restoration 

10.2.1.1. Within control area/ISO/RTO 
10.2.1.2. Interarea tie lines 
10.2.1.3. Impediments and other issues 

10.2.2. Generation Restoration 
10.2.2.1. Utility-owned generation 
10.2.2.2. Independent generation 
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10.2.2.3. Fuel supply adequacy 
10.2.2.4. Fossil units 
10.2.2.5. Nuclear units 
10.2.2.6. Capacity reserves 
10.2.2.7. Coordination with transmission 
10.2.2.8. Coordination with load and other generation 
10.2.2.9. Impediments and other issues 

10.2.3. Coordination and Communications 
10.2.3.1. Within control area/ISO/RTO 
10.2.3.2. With outside control areas/ISOs/RTOs 
10.2.3.3. Wide-area coverage 
10.2.3.4. Impediments and other issues 
 

10.3. Review of Restoration Procedures 
10.3.1. Time to restore customers 
10.3.2. Need for modifications 
10.3.3. Availability of procedures to necessary participants 
10.3.4. Need for training and practice drills 
10.3.5. Comparison with other control areas/ISOs/RTOs 
 

11. Analysis Process 
11.1. Description of process 

11.1.1. Organization 
11.1.2. Coordination with US-Canada Task force 
11.1.3. Coordination with RE and RTOs 
11.1.4. Recommended process improvements 

11.1.4.1. Use for other events – near misses, etc. 
11.2. Data Management 

11.2.1. Data collection processes 
11.2.1.1. Data request process 
11.2.1.2. Data forms used 

11.2.2. Data received 
11.2.2.1. Quality and usefulness of data 

11.2.3. Data warehousing 
11.2.3.1. Data warehouse structure 
11.2.3.2. Accessibility of data 

11.2.4. Data forms and process for future analyses 
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Section 1. Mission 

In the capacity of a NERC Board-appointed stakeholder committee serving and reporting 
directly to the NERC Board the Compliance and Certification Committee (CCC) will engage 
with, support and advise the NERC Board and NERC Compliance regarding all facets of the 
NERC Compliance Monitoring and Enforcement Program (Compliance program), 
Organization Registration program (Registration program) and Organization Certification 
program (Certification program). As a committee providing support and advice but 
otherwise independent of the execution of these programs the CCC will monitor NERC’s 
compliance with the Rules of Procedure for these programs on an ongoing basis. Also and in 
a similar manner, as a committee independent of the Reliability Standards development 
process the CCC will be the body responsible for monitoring NERC’s compliance with the 
Rules of Procedure regarding the Reliability Standards development process, with the 
exception of appeals of substantive or procedural action or inaction associated with a 
reliability standard or the standards process as defined in the appeals section of the 
Reliability Standards Development Procedure. 

Section 2. Compliance and Certification Committee Functions  

To fulfill its mission, the Compliance and Certification Committee performs the following 
functions: 

1. Organizes and conducts committee meetings directly with NERC Compliance 
program staff regarding all facets of the Compliance, Registration and Certification 
programs1. 

2. Provides comments and recommendations to the NERC Board and NERC 
compliance staff: 

a. Provides comments to NERC with respect to stakeholders’ perception of the policies, 
practices and effectiveness of the Compliance program, Registration program, and 
Certification program. 

b. Recommends revisions of the ERO Rules of Procedure related to the Compliance 
program, Registration program, and Certification program to the NERC Board. 

3. Establishes and implements programs to monitor2:  

a. NERC’s compliance with the reliability standards that apply to NERC. 

b. The Compliance program’s adherence to NERC’s Rules of Procedure as specified in 
Section 405 of NERC’s Rules of Procedure.   

c. NERC’s compliance with the Section 306 of the Rules of Procedure regarding the 
Reliability Standards development process with the exception of appeals of 
substantive or procedural action or inaction associated with a reliability standard or 
the standards process as defined in the appeals section of the Reliability Standards 
Development Procedure. Committee members who have participated in the 

                                                        

1 Meetings are conducted pursuant to Section 4 of this Charter. 

2 Monitoring by the CCC is ongoing and does not preclude, interfere with or replace, in whole or in part, 
the NERC Board’s responsibility to conduct and provide such reviews of these programs as required by 
FERC Order 672 at § 39.3.c: “The Electric Reliability Organization shall submit an assessment of its 
performance three years from the date of certification by the Commission, and every five years 
thereafter.” 
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development process for a particular Reliability Standard shall not participate in the 
Committee's monitoring of that process. 

4. Hearing body. As directed by the NERC Board, serves as the hearing body for any 
contest regarding findings of or penalties or sanctions for violation(s) of reliability 
standard(s) where NERC is directly monitoring the entity for compliance with those 
standards (Registered Entity by agreement with an Regional Entity or absent a delegation 
agreement; the Region itself where approved standards are applicable to the region)  as 
described in the NERC Rules of Procedure (ROP) Section 409. 

5. Mediator. As directed by the NERC Board, serves as the mediator for any disagreements 
between NERC and the Regional Entities concerning NERC performance audits of Regional 
Entities’ compliance programs. When directed by the Board to serve as mediator, the 
committee chair will appoint three disinterested members of the committee to meet with 
representatives of NERC and the Regional Entity to attempt to resolve the matter. 

6. Compliance administration. Develops compliance administration elements for 
proposed reliability standards under development or for proposed revisions to existing 
reliability standards as requested and authorized by the NERC Standards Committee.  

7. Organization registration and certification. Provides assistance to NERC and the 
Regional Entities to implement the Compliance and Organization Registration and 
Certification programs. 

8. Board assignments. Undertakes assignments from the Board or the Board’s 
Compliance Committee related to compliance, organization registration and organization 
certification. 

Section 3. Membership 

1. Goals. The Compliance and Certification Committee provides for balanced discussion, 
commentary and recommendations on compliance issues by bringing together a wide 
diversity of opinions and perspectives from NERC member sector experts who have 
particular familiarity, knowledge and experience in the area of compliance and NERC 
and Regional standards. 

2. Appointment and Terms of Service. Members are appointed to the committee by 
the NERC Board and serve on the committee at the pleasure of the Board. Member terms 
are the lesser of: three years from appointment or interim approval (Section 5.b); 
replacement or removal by the Board. Members may be reappointed at the conclusion of 
a term. There is no limitation on the number of times a member may be reappointed. A 
member may be recommended to the Board for reappointment by the Nominating 
Subcommittee by self-nomination. To the extent practicable member terms will be 
staggered such that approximately one third of the committee is subject to 
reappointment or replacement each year. 

3. Qualifications. Individuals deemed qualified to serve on the committee will generally 
include senior level industry experts who have particular familiarity, knowledge and 
experience in the area of compliance, compliance enforcement, compliance 
administration and management, organization responsibilities and registration, 
organization certification, and NERC and Regional standards.  These individuals should 
be involved with internal compliance programs within their respective organizations. 

4. Expectations. Committee members are expected to represent the interests of the sector 
they represent, to the best of their ability and judgment. In addition to the duties, rights, and 
privileges described elsewhere in this charter, committee members will: 
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a. Act consistently during meetings with the procedures in this manual and Robert’s 
Rules of Order. 

b. Demonstrate and provide knowledge and expertise in support of committee 
activities. 

c. Adjudicate in a fair and unbiased manner that meets applicable legal and due process 
requirements when participating in hearing procedures conducted pursuant to the 
NERC Rules of Procedure (ROP) Section 409. 

d. Solicit comments and opinions from constituents and groups of constituents or trade 
organizations represented by the member and convey them to the committee. 

e. Respond promptly to all committee requests, including requests for reviews, 
comments, and votes on issues before the committee. 

f. Arrange for a proxy to attend and vote at committee meetings in the member’s 
absence. 

g. Respond promptly to all requests to register for committee meetings. 

5. Representation. The membership structure of the Compliance and Certification 
Committee (CCC) will be modeled upon the membership structure of the NERC Member 
Representatives Committee (MRC) as described in NERC’s Bylaws (the Bylaws) Article VIII 
Section 2 [see Attachment A]. This will produce a committee that has an appropriate balance 
of entities subject to compliance with the NERC Reliability Standards and NERC’s 
Compliance program, and others affected by the standards and the Compliance program. 

a. Regional Entities. Each Regional Entity, or the applicable regional organization if 
no Regional Entity exists for the geographic area, may nominate one member to the 
committee. In aggregate the sector will have voting strength equivalent to two 
members. The voting weight of each regional member’s vote will be set such that the 
sum of the weight of all available regional members’ votes is two votes.  

b. Canadian representation. The committee structure will include representation by 
Canadians as laid out in Article VIII Section 4 of the Bylaws. 

c. NERC membership. Users, owners and operators of the bulk power system are 
subject to the Compliance, Registration and Certification programs irrespective of 
whether they are NERC members. It is expected that committee members will 
generally be from organizations who are NERC members.  However, committee 
members may be non-members of NERC subject to the qualifications identified 
herein and meeting requirements laid out in the Bylaws for non-NERC-member 
participation in the MRC. 

6. Selection. The CCC will conduct open nominations processes to receive nominations to 
fill any membership vacancies. Prospective members of the committee may be identified to 
the CCC via any means the committee finds acceptable, including: solicited or unsolicited 
nomination by a recognized industry group or association; general open solicitation by the 
committee for nomination(s); individuals’ self-nomination; directed solicitation by the 
committee to an individual or individuals; referral by the Board or other NERC body or 
committee. 

a. Nominating Subcommittee. The CCC will create a Nominating Subcommittee 
yearly to identify, qualify, and recommend individuals to fill sector representative 
vacancies on the committee or, when required, to serve as the chair or vice chair of 
the committee. The subcommittee will identify the individuals they are 
recommending to the full CCC for review. Individuals recommended by the 
subcommittee for appointment to the committee must be approved by the Board. 
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b. Interim approval. Upon approval of the committee individuals identified and 
selected by the Nominating Subcommittee for membership on the committee may 
serve as members on an interim basis, pending their appointment by the Board. 

c. Expertise. When selecting individuals to recommend for committee membership, 
the Nominating Subcommittee will seek to engage individuals who, in aggregate, 
provide the committee with a level and breadth of expertise sufficient to achieve its 
goals and fulfill its scope and responsibilities, while respecting other important 
factors such as industry sector, region, Interconnection, and country. 

d. Regional Entity Members. Each Regional Entity, or the applicable regional 
organization if no Regional Entity exists for the geographic area, may nominate an 
individual to serve as a member representing their organization. The Nominating 
Subcommittee will defer to these nominations. The nomination is non-binding upon 
the Board. Vacancies on the committee will exist where the regional reliability 
organization or regional entity has not provided a nomination.  

e. Canadian Members. The Nominating Subcommittee will endeavor to attract and 
engage Canadians with suitable qualifications and expertise in adequate numbers to 
satisfy Article VIII Section 4 of the Bylaws. Recognized Canadian organizations such 
as the Canadian Electricity Association and CAMPUT will be consulted and solicited 
for assistance in recruiting Canadians to serve on the committee and all members 
considered to be serving as Canadians on the committee will be expected to have an 
endorsement, as appropriate, of such an organization. Canadian representatives 
should be capable of representing Canadian viewpoints in committee activities, in 
addition to the sector which they otherwise represent. Consistent with practice 
regarding the MRC the Board may appoint additional Canadian individuals to the 
committee towards satisfying Article VIII Section 4 of the Bylaws.   

7. Industry Sector Members. The Nominating Subcommittee will assess the 
qualifications of nominees and select individuals to recommend to the NERC Board for 
appointment to the committee. The subcommittee may give preference to candidates 
nominated by organizations generally considered by the industry as representative of a 
broad cross section of the industry sector in question, such as an industry trade association. 
A NERC Member sector may elect to identify sector representatives for nomination to the 
Nominating Subcommittee through a process approved by the NERC Board. 

8. General Nominations and Appointment Process. The committee’s secretary 
administers the general nominations process.   

a. Requesting nominations. The NERC staff will request nominations NERC staff 
will forward nominations received to the Nominations Subcommittee.  The 
Nominating Subcommittee will then prepare its recommended slate of members.  
The recommended slate will be reviewed by the whole committee for information 
purposes before it is submitted to the Board.  The committee may approve the slate 
to serve as members on an interim basis, pending appointment by the Board at the 
Board’s earliest convenience, but will not otherwise act on the slate.   

b. Board approval. The Nominating Subcommittee will present the recommended 
committee membership slate to the Board for approval.  If the Board approves the 
recommended committee slate each member on the slate is appointed.  The Board 
may also appoint members individually as needed to meet membership balance and 
fill vacancies. 

9. Vacancies and Non-participation. The committee’s secretary will administer the 
nominations process for vacancies on the committee. 
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a. Addressed on an ongoing basis. Vacancies on the committee can be addressed 
on an ongoing basis through receipt and consideration of both solicited and 
unsolicited nominations for the vacant positions. 

b. Role of the Nominating Subcommittee. Nominations received for vacancies will 
be vetted by the Nominating Subcommittee in the same manner as nominations 
received as general nominations. The subcommittee may subsequently and 
individually recommend nominees they deem qualified to the NERC Board for 
consideration for appointment to the committee; existing committee members may 
also approve such individuals to serve as members on an interim basis pending full 
appointment by the Board. 

10. Resignations. 

a. By the member. In the event a member can no longer serve on the committee, that 
member will submit a written resignation to the committee chair or the secretary. 

b. Requested by the chair. The chair may request any committee member who 
ceases to participate in the committee, as indicated by not attending or sending a 
proxy for two consecutive meetings, to submit a resignation or to request 
continuation of membership with an explanation of extenuating circumstances.  If a 
written response is not received within 30 days of the chair’s request, the lack of 
response will be considered a resignation. 

c. Referral to the Nominating Subcommittee. The committee chair will refer the 
vacancy resulting from a resignation to the Nominating Subcommittee of the 
committee.  If a recent list of nominations is available to the Nominating 
Subcommittee that it deems to be valid, the subcommittee will recommend a 
replacement nominee; otherwise, the subcommittee will request NERC staff prepare 
a new solicitation for nominations to fill that position.  The Nominating 
Subcommittee will follow the previously stated criteria in recommending a 
replacement. 

d. By the Board. Committee members serve at the pleasure of the Board who may 
request resignation, remove or replace a member from the committee as the Board 
deems appropriate.   

11. Interim approval. The committee chair may seek a vote of the committee to allow the 
proposed replacement member to be seated, pending appointment of the replacement, at the 
Board’s next scheduled meeting. 

12. Proxies.A substitute representative, or proxy, may attend and vote during all or a 
portion of a committee meeting in lieu of a voting member, provided the absent member 
notifies the committee chair, vice chair, or secretary of the proxy.  

a. Notification. Such notification will be in writing (electronic medium is acceptable).  
The proxy representatives and their affiliation will be named in the correspondence. 

b. May not serve as a proxy for another member. A voting member of a 
committee may not serve as a proxy for another voting member on the same 
committee (i.e. a member may not cast more than their own vote).  

13. Exclusions.  

a. Regional Entity staff. Regional Entity staff members who administer any portion 
of the Compliance program, Registration program, Certification program, or 
Readiness Evaluation program for that Regional Entity, or for any other Regional 
Entity, may not serve as a member of the CCC. 
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b. Organizations. No two individuals from the same organization, or affiliated 
organizations, may serve concurrently on the committee. Any committee member 
who has a membership conflict of this nature is obligated to notify the committee 
secretary, who shall inform the committee chair. Members impacted by such a 
conflict, such as through a merger of organizations, may confer between themselves 
to determine which member should resign from the committee and notify the 
committee secretary and chair. However, if both members are within the same 
industry sector and cannot reach an amicable solution by determining the member to 
remain, the Nominating Subcommittee will review the qualifications of each member 
and propose the member to remain to the full committee who will determine which 
member shall continue to serve, subject to Board approval. If the conflict is not 
resolved in a timely manner by the impacted members, the committee chair shall 
notify all members of the affected industry sectors recommending actions to resolve 
the conflict. If the membership conflict is still unresolved, the committee chair shall 
take the conflict to the NERC Board for resolution. 

c.    NERC Staff. The Director of Compliance shall not be a member of the committee or 
vote on committee business. The Director of Compliance and the Secretary shall be 
recused from participating in any committee activity that involves monitoring of 
NERC’s compliance with Rules of Procedure or activity that the Director of 
Compliance oversees. If the NERC staff coordinator has been recused from 
participating in a Committee activity, the chair shall appoint another member of the 
committee as acting secretary for any meetings or other activities from which the 
NERC staff coordinator is recused. 

14. Changes in Member Affiliation. A committee member whose affiliation has changed 
may retain the membership position if: 

a. The new organization is in the same industry sector, and 

b. The member meets all other membership requirements.   

15. Conflict of Interest. No committee member may have a conflict of interest that would 
impair his or her ability to fulfill obligations under this charter. Any committee member who 
knows of any form of membership conflict, such as working for an entity affiliated with that 
of another committee member, will notify the committee chair within ten business days of 
obtaining that knowledge. 
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Section 4. Meetings 

In the absence of specific provisions in this manual, all committee meetings will follow 
Roberts Rules of Order, Newly Revised. 

1. Quorum.  

a. Two-thirds of the voting members. The quorum necessary for transacting 
business at meetings of the committee is two-thirds of the voting members currently 
on the committee’s roster. 

b. Includes members approved on interim basis. Voting members approved by 
the committee on an interim basis, pending appointment by the Board, will be 
counted in the determination of a quorum. 

c. Lack of a quorum. If a quorum is not present at the beginning of the meeting, the 
committee may not take any actions requiring a vote by the committee.  However, the 
chair may, with the consent of the members present, elect to allow discussion of the 
agenda items. 

2. Voting – actions require 2/3 majority. Actions by members of the Committee will 
be approved upon receipt of the affirmative vote of 2/3 of the voting members of the 
Committee present and voting, in person or by proxy, at any meeting at which a quorum is 
present. The chairman and vice-chairman may vote. 

3. Antitrust Guidelines. All persons attending or otherwise participating in a NERC 
committee meeting will act in accordance with NERC’s Antitrust Compliance Guidelines at 
all times during the meeting. 

4. Open Meetings. NERC committee meetings will be open to the public, except as noted 
below under Confidential Information.   

5. Confidential Sessions. With approval of the NERC Director of Compliance, a meeting 
or portion of a meeting of a committee may have attendance limited based on confidentiality 
of the information to be disclosed at the meeting.  Such limitations should be applied 
sparingly and on a non-discriminatory basis as needed to protect information that is 
sensitive information or confidential information to one or more parties.  All hearings of 
compliance matters will be confidential sessions.  Confidential information will only be 
disclosed as provided by NERC Rule of Procedure 1500.  Confidentiality agreements may 
also be applied, as necessary, to protect sensitive information or confidential information. 

6. Types of Meetings. Meetings may be conducted in person, by conference call, or other 
means.  The procedures contained in this manual will apply to all meetings regardless of how 
they are conducted. 

7. Majority and minority views. All members of a committee will be afforded the 
opportunity to provide alternative views on an issue.  The results of committee actions, 
including recorded minutes, will reflect the majority as well as any minority views of the 
committee members.  The chair will communicate both the majority and any minority views 
in presenting results to the Board. 
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8. Action without a Meeting.  

a. Requires 2/3 majority. Any action required or permitted at a meeting of the 
committee may be taken without a meeting if a two-thirds majority of the committee 
members entitled to vote on the action approves taking the action outside of a 
meeting. 

b. Procedure. Such action without a meeting will be performed by mail or electronic 
ballot (e.g., telephone, facsimile, e-mail, or Internet), and will be recorded in the 
minutes as a roll call ballot.  The secretary will announce the action required at least 
10 days prior to the date on which the action is to be voted.  As time permits, 
members should be allowed a window of ten business days to vote.  The secretary will 
provide the results of such an action within ten business days of the close of the 
voting period.   

Section 5. Officers and Staff 

1. General. 

a. Number of Positions. The committee will have two officers and a secretary.  

b. Officers. The committee officers will be one chair and one vice chair. 

c. Executive. As a minimum the committee shall retain an Executive of five persons 
consisting of the committee officers and the Director of Compliance together with 
additional committee members selected as follows: The Chair of any Subcommittee 
the committee may establish in accordance with Section 7 of this Charter will be a 
member of the Executive; additional Executive members, if any are required and up 
to the number required to meet the five person minimum, will be selected by vote of 
the remaining non-Executive members of the committee.  

d. Secretary. The NERC staff coordinator will serve as the committee’s secretary. 

e. Officers may vote. The committee chair and vice chair are voting members of the 
committee. 

f. Officers nominated by the Nominating Subcommittee. The CCC Nominating 
Subcommittee will recommend a chair and a vice chair who are then appointed by 
the NERC Board for a two-year term. The term of the chair and the vice chair, except 
for the first year, will begin on July 1 and end on June 30.   

g. Officers remain sector representatives. The chair and vice-chair are selected 
from the membership of the committee and, in addition to their chair or vice chair 
responsibilities, will continue to serve as a member for the sector for which they were 
appointed to the committee. 

2. Chair. The chair will direct and provide general supervision of committee activities, 
including: 

a. Coordinate the schedule of all committee meetings including approval of meeting 
duration and location.  

b. Develop committee agendas and rule on any deviation, addition, or deletion from a 
published agenda.  

c. Preside at and manage committee meetings including the nature and length of 
discussion, recognition of speakers and proxies, motions, and voting. 

d. Will lead or direct the conduct of any hearings and the preparation of any 
adjudicatory documents by the committee pursuant to the NERC Rules of Procedure 
(ROP) Section 409.  
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e. Will insure actions and undertakings by the committee pursuant to the NERC Rules 
of Procedure (ROP) Section 409 meet all applicable legal and due process 
requirements. 

f. Will act as spokesperson for the committee at forums within and outside of NERC. 

g. May attend meetings of the NERC Board when necessary to report to the Board on 
committee activities. 

3. Vice chair. The vice chair will assume the responsibilities of the chair under the 
following conditions: 

a. At the discretion of the chair (for brief periods of time); 

b. When the chair is absent or temporarily unable to perform the chair’s duties; or 

c. When the chair is permanently unavailable or unable to perform the chair’s duties.  
In the case of a permanent change, the vice chair will continue to serve until a new 
chair is nominated and selected by the Board. 

4. Staff Coordinator. A member of the NERC staff will be selected by NERC’s Director of 
Compliance to serve as the staff coordinator and secretary of the committee.  The staff 
coordinator is not a committee member and does not have a vote. Under the direction of the 
committee executive and applicable NERC bylaws, guidelines and rules of procedure, the 
staff coordinator will: 

a. Manage the day-to-day operation and business of the committee. 

b. Prepare and distribute the notices of the committee meetings, prepare the meeting 
agenda, and prepare and distribute the minutes of the committee meetings. 

c. Act as the committee’s parliamentarian. 

Section 6. Nominating Subcommittee 

1. Appointment. The Compliance and Certification Committee (CCC) will annually 
appoint a Nominating Subcommittee.  

a. Five members. The subcommittee will consist of five members nominated by the 
committee chair and approved by the committee. The chair of the subcommittee will 
be selected by the CCC chair from among the five subcommittee members. 

b. Appointed annually. The chairman will appoint the subcommittee members at the 
first regular meeting of the committee of the calendar year.  

c. Serve for 14 months. The subcommittee members will serve for up to 14 months 
or until such time as a new Nominating Subcommittee is authorized, whichever is 
earlier. 

2. Duties. In addition to the duties, rights, and privileges described elsewhere in this 
manual, members of the Nominating Subcommittee will: 

a. Prepare a slate of committee officer candidates for submission to the NERC Board for 
approval. 

b. Prepare a slate of recommended individuals to fill designated committee vacancies as 
required.   

Section 7. Subordinate Groups. 
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1. Committee organization hierarchy. The Compliance and Certification Committee 
organizational structure will be arranged as allowed in the NERC Bylaws to support a 
superior-subordinate hierarchy that is ordered as follows: 

• Committee 

• Subcommittee 

• Working Group 

• Task Force 

2. Establishing subgroups. The committee may establish subcommittees, working 
groups, and task forces as necessary.  The committee chair may also form any of these 
subordinate groups on behalf of the committee. The committee will be the responsible 
sponsor of all subordinate subcommittees, working groups, or task forces it may create, or 
that its subordinate subcommittees and working groups may create.  The committee will 
keep the Board informed of all groups subordinate to the committee. 

3. Subcommittees. The committee may establish subcommittees to which the committee 
may delegate certain of the committee’s broadly defined continuing functions.  The 
committee will approve the scope of each subcommittee it forms.  The committee chair will 
appoint the subcommittee officers (typically a chair and vice chair) for a specific term 
(generally two years).  The subcommittee officers may be reappointed for up to two 
additional terms.  The subcommittee will work within its assigned scope and be accountable 
for the responsibilities assigned to it by the committee.  The formation of a subcommittee, 
due to the permanency of the subcommittee, will be approved by the Board. 

4. Working Groups. The committee or any of its subcommittees may delegate specific 
continuing functions to a working group.  The sponsoring committee or subcommittee will 
approve the scope of each working group it forms.  The chair of the sponsoring committee or 
subcommittee will appoint the working group officers (typically a chair and vice chair) for a 
specific term (generally two years).  The working group officers may be reappointed for up to 
two additional terms.  The sponsoring committee or subcommittee will conduct a “sunset” 
review of each working group every two years.  The working group will be accountable for 
the responsibilities assigned to it by the committee or subcommittee and will at all times 
work within its assigned scope. 

5. Task Forces. The committee, subcommittee, or working group may assign specific 
work of a finite duration to a taskforce.  The sponsoring committee, subcommittee, or 
working group will approve the scope of each taskforce it forms.  The chair of the sponsoring 
committee, subcommittee, or working group will appoint the taskforce officers (typically a 
chair and vice chair).  Each taskforce will have a finite duration, normally less than one year.  
The sponsoring group will review the taskforce scope at the end of the expected duration and 
at each subsequent meeting of the sponsoring group after that until the taskforce is retired.  
Action of the task force sponsoring group is required to continue the taskforce past its 
defined duration.  The sponsoring group should consider promoting to a working group any 
taskforce that is required to work longer than one year. 

6. Subgroup Membership and Representation.  

a. The membership of each subcommittee, working group, and taskforce should be 
established to address the need for expertise and balance of interests.  Each group’s 
membership requirements will be defined within the group’s approved scope. 

b. As a general guide, the broader the group’s scope, the more emphasis there should be 
on balancing of interests.  Therefore subcommittees would be expected to have the 
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broadest representation of appropriate industry sectors, while a taskforce may be 
more focused on simply having the necessary expertise and a working group may be 
somewhere between. 

c. Each member of a subordinate group, and its officers, will be appointed by the chair 
of the sponsoring committee or group. 

d. To the extent subgroup membership is of a representative nature, recommendations 
for staffing of the group should be provided in a manner consistent with the 
principles outlined in the staffing of a committee, including the use of an open 
nominations process.  Regional Entity representatives should be recommended by 
the Regional Entity and Canadian representatives by the Canadian Electricity 
Association.  Preference may also be given to representatives recommended by 
broadly-based industry associations. 

e. To the extent subgroup membership is based on providing requisite expertise, the 
chair of the sponsoring committee or group may appoint members based on the 
relevant technical qualifications. 

7. Subgroup Procedures. Subcommittees, working groups, and taskforces will conduct 
business in a manner consistent with all applicable sections of this manual and Robert’s 
Rules of Order. 

Section 8.  Hearings. 

1. General. The Compliance and Certification Committee will conduct hearings as 
necessary to fulfill its function of serving as the hearing body for any contest between 
NERC and a Regional Reliability Organization (RRO) or Regional Entity (RE) regarding 
NERC findings of or penalties or sanctions for violation(s) of reliability standard(s) by 
the RRO or RE as described in the NERC Rules of Procedure (ROP) Section 409. 

2. Hearing Procedure. Unless specifically identified otherwise elsewhere in this charter 
the CCC’s hearing procedure shall follow the hearing procedure mandated and approved 
by jurisdictional authorities for use by NERC and the Regional Entities in the 
Compliance program. 

3. Hearing Panel. The committee shall not have a standing hearing panel. When a 
hearing is to be conducted the CCC shall select five members to serve as the adjudicatory 
panel for that hearing. Members to serve on the panel shall be selected by vote of a valid 
quorum of the committee. Voting members of the committee at arm’s length from parties 
to the hearing may be nominated or volunteer to stand for selection to the hearing panel. 
One or more alternates may also be selected if/as the committee deems appropriate for 
the circumstances. A member may serve on more than one panel concurrently. A panel is 
disbanded upon conclusion of the hearing proceedings for which it was formed.  
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Attachment A — CCC Membership Structure 

 

Primary 
Sector 

Sub-
Sector 

Number 
of 

Members
Full 

Voting 
Proportional 

Voting Non-Voting 

Investor-Owned 
Utility   2 X     

State/Municipal 
Utility   2 X     

Cooperative Utility   2 X     
Federal or 
Provincial 
Utility/Federal 
Power Marketing 
Administration 

  2 X     

Transmission-
dependent Utility   2 X     

Merchant 
Electricity 
Generator 

  2 X     

Electricity Marketer   2 X     
Large End-use 
Electricity 
Customer 

  2 X     

Small End-use 
Electricity 
Customer 

  2 X     

Independent 
System 
Operator/Regional 
Transmission 
Organization 

  2 X     

FRCC 1   X   
RFC 1   X   
ERCOT 1   X   
MRO 1   X   
NPCC 1   X   
SERC 1   X   
SPP 1   X   

Regional Entity 

WECC 1   X   
US State 2 X     
US Federal 2     X 
Canadian 
Provincial 1     X Government 

Canadian 
Federal 1     X 

TOTAL 34    
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Section 1. Mission 

In the capacity of a NERC Board-appointed stakeholder committee serving and reporting 
directly to the NERC Board the Compliance and Certification Committee (CCC) will engage 
with, support and advise the NERC Board and NERC Compliance regarding all facets of the 
NERC Compliance Monitoring and Enforcement Program (Compliance program), 
Organization Registration program (Registration program) and Organization Certification 
program (Certification program). As a committee providing support and advice but 
otherwise independent of the execution of these programs the CCC will monitor NERC’s 
compliance with the Rules of Procedure for these programs on an ongoing basis. Also and in 
a similar manner, as a committee independent of the Reliability Standards development 
process the CCC will be the body responsible for monitoring NERC’s compliance with the 
Rules of Procedure regarding the Reliability Standards development process, with the 
exception of appeals of substantive or procedural action or inaction associated with a 
reliability standard or the standards process as defined in the appeals section of the 
Reliability Standards Development Procedure. 

Section 2. Compliance and Certification Committee Functions  

To fulfill its mission, the Compliance and Certification Committee performs the following 
functions: 

1. Organizes and conducts committee meetings directly with NERC Compliance 
program staff regarding all facets of the Compliance, Registration and Certification 
programs1. 

2. Provides comments and recommendations to the NERC Board and NERC 
compliance staff: 

a. Provides comments to NERC with respect to stakeholders’ perception of the policies, 
practices and effectiveness of the Compliance program, Registration program, and 
Certification program. 

b. Recommends revisions of the ERO Rules of Procedure related to the Compliance 
program, Registration program, and Certification program to the NERC Board. 

3. Establishes and implements programs to monitor2:  

a. NERC’s compliance with the reliability standards that apply to NERC. 

b. The Compliance program’s adherence to NERC’s Rules of Procedure as specified in 
Section 405 of NERC’s Rules of Procedure.   

c. NERC’s compliance with the Section 306 of the Rules of Procedure regarding the 
Reliability Standards development process with the exception of appeals of 
substantive or procedural action or inaction associated with a reliability standard or 
the standards process as defined in the appeals section of the Reliability Standards 
Development Procedure. Committee members who have participated in the 

                                                        

1 Meetings are conducted pursuant to Section 4 of this Charter. 

2 Monitoring by the CCC is ongoing and does not preclude, interfere with or replace, in whole or in part, 
the NERC Board’s responsibility to conduct and provide such reviews of these programs as required by 
FERC Order 672 at § 39.3.c: “The Electric Reliability Organization shall submit an assessment of its 
performance three years from the date of certification by the Commission, and every five years 
thereafter.” 
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development process for a particular Reliability Standard shall not participate in the 
Committee's monitoring of that process. 

4. Hearing body. As directed by the NERC Board, serves as the hearing body for any 
contest regarding findings of or penalties or sanctions for violation(s) of reliability 
standard(s) where NERC is directly monitoring the entity for compliance with those 
standards ( Registered Entity by agreement with an Regional Entity or absent a delegation 
agreement; the Region itself where approved standards are applicable to the region)  as 
described in the NERC Rules of Procedure (ROP) Section 409. 

5. Mediator. As directed by the NERC Board, serves as the mediator for any disagreements 
between NERC and the REs Regional Entities concerning NERC performance audits of 
Regional EntitieREs’ compliance programs. When directed by the Board to serve as 
mediator, the committee chair will appoint three disinterested members of the committee to 
meet with representatives of NERC and the Regional Entity to attempt to resolve the matter. 

6. Compliance administration. Develops compliance administration elements for 
proposed reliability standards under development or for proposed revisions to existing 
reliability standards as requested and authorized by the NERC Standards Committee.  

7. Organization registration and certification. Provides assistance to NERC and the 
Regional Entities to implement the Compliance and Organization Registration and 
Certification programs. 

8. Board assignments. Undertakes assignments from the Board or the Board’s 
Compliance Committee related to compliance, organization registration and organization 
certification. 

Section 3. Membership 

1. Goals. The Compliance and Certification Committee provides for balanced discussion, 
commentary and recommendations on compliance issues by bringing together a wide 
diversity of opinions and perspectives from NERC member sector experts who have 
particular familiarity, knowledge and experience in the area of compliance and NERC 
and Regional standards. 

2. Appointment and Terms of Service. Members are appointed to the committee by 
the NERC Board and serve on the committee at the pleasure of the Board. Member terms 
are the lesser of: three years from appointment or interim approval (Section 5.b); 
replacement or removal by the Board. Members may be reappointed at the conclusion of 
a term. There is no limitation on the number of times a member may be reappointed. A 
member may be recommended to the Board for reappointment by the Nominating 
Subcommittee by self-nomination. To the extent practicable member terms will be 
staggered such that approximately one third of the committee is subject to 
reappointment or replacement each year. 

3. Qualifications. Individuals deemed qualified to serve on the committee will generally 
include senior level industry experts who have particular familiarity, knowledge and 
experience in the area of compliance, compliance enforcement, compliance 
administration and management, organization responsibilities and registration, 
organization certification, and NERC and Regional standards.  These individuals should 
be involved with internal compliance programs within their respective organizations. 

4. Expectations. Committee members are expected to represent the interests of the sector 
they represent, to the best of their ability and judgment. In addition to the duties, rights, and 
privileges described elsewhere in this charter, committee members will: 
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a. Act consistently during meetings with the procedures in this manual and Robert’s 
Rules of Order. 

b. Demonstrate and provide knowledge and expertise in support of committee 
activities. 

c. Adjudicate in a fair and unbiased manner that meets applicable legal and due process 
requirements when participating in hearing procedures conducted pursuant to the 
NERC Rules of Procedure (ROP) Section 409. 

d. Solicit comments and opinions from constituents and groups of constituents or trade 
organizations represented by the member and convey them to the committee. 

e. Respond promptly to all committee requests, including requests for reviews, 
comments, and votes on issues before the committee. 

f. Arrange for a proxy to attend and vote at committee meetings in the member’s 
absence. 

g. Respond promptly to all requests to register for committee meetings. 

5. Representation. The membership structure of the Compliance and Certification 
Committee (CCC) will be modeled upon the membership structure of the NERC Member 
Representatives Committee (MRC) as described in NERC’s Bylaws (the Bylaws) Article VIII 
Section 2 [see Attachment A]. This will produce a committee that has an appropriate balance 
of entities subject to compliance with the NERC Reliability Standards and NERC’s 
Compliance program, and others affected by the standards and the Compliance program. 

a. Regional Reliability OrganizationEntities. Each regional Regional reliability 
organizationEntity, or the local applicable regional entity organization if no Regional 
Entityregional reliability organization exists for the geographic area, may nominate 
one member to the committee. In aggregate the sector will have voting strength 
equivalent to two members. The voting weight of each regional member’s vote will be 
set such that the sum of the weight of all available regional members’ votes is two 
votes.  

b. Canadian representation. The committee structure will include representation by 
Canadians as laid out in Article VIII Section 4 of the Bylaws. 

c. NERC membership. Users, owners and operators of the bulk power system are 
subject to the Compliance, Registration and Certification programs irrespective of 
whether they are NERC members. It is expected that committee members will 
generally be from organizations who are NERC members.  However, committee 
members may be non-members of NERC subject to the qualifications identified 
herein and meeting requirements laid out in the Bylaws for non-NERC-member 
participation in the MRC. 

6. Selection. The CCC will conduct open nominations processes to receive nominations to 
fill any membership vacancies. Prospective members of the committee may be identified to 
the CCC via any means the committee finds acceptable, including: solicited or unsolicited 
nomination by a recognized industry group or association; general open solicitation by the 
committee for nomination(s); individuals’ self-nomination; directed solicitation by the 
committee to an individual or individuals; referral by the Board or other NERC body or 
committee. 

a. Nominating Subcommittee. The CCC will create a Nominating Subcommittee 
yearly to identify, qualify, and recommend individuals to fill sector representative 
vacancies on the committee or, when required, to serve as the chair or vice chair of 
the committee. The subcommittee will identify the individuals they are 
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recommending to the full CCC for review. Individuals recommended by the 
subcommittee for appointment to the committee must be approved by the Board. 

b. Interim approval. Upon approval of the committee individuals identified and 
selected by the Nominating Subcommittee for membership on the committee may 
serve as members on an interim basis, pending their appointment by the Board. 

c. Expertise. When selecting individuals to recommend for committee membership, 
the Nominating Subcommittee will seek to engage individuals who, in aggregate, 
provide the committee with a level and breadth of expertise sufficient to achieve its 
goals and fulfill its scope and responsibilities, while respecting other important 
factors such as industry sector, region, Interconnection, and country. 

d. Regional Reliability OrganizationEntity Members. Each Regional 
Entityregional reliability organization, or the local applicable regional entity 
organization if no Regional Entityregional reliability organization exists for the 
geographic area, may nominate an individual to serve as a member representing 
their organization. The Nominating Subcommittee will defer to these nominations. 
The nomination is non-binding upon the Board. Vacancies on the committee will 
exist where the regional reliability organization or regional entity has not provided a 
nomination.  

e. Canadian Members. The Nominating Subcommittee will endeavor to attract and 
engage Canadians with suitable qualifications and expertise in adequate numbers to 
satisfy Article VIII Section 4 of the Bylaws. Recognized Canadian organizations such 
as the Canadian Electricity Association and CAMPUT will be consulted and solicited 
for assistance in recruiting Canadians to serve on the committee and all members 
considered to be serving as Canadians on the committee will be expected to have an 
endorsement, as appropriate, of such an organization. Canadian representatives 
should be capable of representing Canadian viewpoints in committee activities, in 
addition to the sector which they otherwise represent. Consistent with practice 
regarding the MRC the Board may appoint additional Canadian individuals to the 
committee towards satisfying Article VIII Section 4 of the Bylaws.   

7. Industry Sector Members. The Nominating Subcommittee will assess the 
qualifications of nominees and select individuals to recommend to the NERC Board for 
appointment to the committee. The subcommittee may give preference to candidates 
nominated by organizations generally considered by the industry as representative of a 
broad cross section of the industry sector in question, such as an industry trade association. 
A NERC Member sector may elect to identify sector representatives for nomination to the 
Nominating Subcommittee through a process approved by the NERC Board. 

8. General Nominations and Appointment Process. The committee’s secretary 
administers the general nominations process.   

a. Requesting nominations. The NERC staff will request nominations NERC staff 
will forward nominations received to the Nominations Subcommittee.  The 
Nominating Subcommittee will then prepare its recommended slate of members.  
The recommended slate will be reviewed by the whole committee for information 
purposes before it is submitted to the Board.  The committee may approve the slate 
to serve as members on an interim basis, pending appointment by the Board at the 
Board’s earliest convenience, but will not otherwise act on the slate.   

b. Board approval. The Nominating Subcommittee will present the recommended 
committee membership slate to the Board for approval.  If the Board approves the 
recommended committee slate each member on the slate is appointed.  The Board 
may also appoint members individually as needed to meet membership balance and 
fill vacancies. 
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9. Vacancies and Non-participation. The committee’s secretary will administer the 
nominations process for vacancies on the committee. 

a. Addressed on an ongoing basis. Vacancies on the committee can be addressed 
on an ongoing basis through receipt and consideration of both solicited and 
unsolicited nominations for the vacant positions. 

b. Role of the Nominating Subcommittee. Nominations received for vacancies will 
be vetted by the Nominating Subcommittee in the same manner as nominations 
received as general nominations. The subcommittee may subsequently and 
individually recommend nominees they deem qualified to the NERC Board for 
consideration for appointment to the committee; existing committee members may 
also approve such individuals to serve as members on an interim basis pending full 
appointment by the Board. 

10. Resignations. 

a. By the member. In the event a member can no longer serve on the committee, that 
member will submit a written resignation to the committee chair or the secretary. 

b. Requested by the chair. The chair may request any committee member who 
ceases to participate in the committee, as indicated by not attending or sending a 
proxy for two consecutive meetings, to submit a resignation or to request 
continuation of membership with an explanation of extenuating circumstances.  If a 
written response is not received within 30 days of the chair’s request, the lack of 
response will be considered a resignation. 

c. Referral to the Nominating Subcommittee. The committee chair will refer the 
vacancy resulting from a resignation to the Nominating Subcommittee of the 
committee.  If a recent list of nominations is available to the Nominating 
Subcommittee that it deems to be valid, the subcommittee will recommend a 
replacement nominee; otherwise, the subcommittee will request NERC staff prepare 
a new solicitation for nominations to fill that position.  The Nominating 
Subcommittee will follow the previously stated criteria in recommending a 
replacement. 

d. By the Board. Committee members serve at the pleasure of the Board who may 
request resignation, remove or replace a member from the committee as the Board 
deems appropriate.   

11. Interim approval. The committee chair may seek a vote of the committee to allow the 
proposed replacement member to be seated, pending appointment of the replacement, at the 
Board’s next scheduled meeting. 

12. Proxies.A substitute representative, or proxy, may attend and vote during all or a 
portion of a committee meeting in lieu of a voting member, provided the absent member 
notifies the committee chair, vice chair, or secretary of the proxy.  

a. Notification. Such notification will be in writing (electronic medium is acceptable).  
The proxy representatives and their affiliation will be named in the correspondence. 

b. May not serve as a proxy for another member. A voting member of a 
committee may not serve as a proxy for another voting member on the same 
committee (i.e. a member may not cast more than their own vote).  

13. Exclusions.  

a. Regional Entity staff. Regional Entity staff members who administer any portion 
of the Compliance program, Registration program, Certification program, or 
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Readiness Evaluation program for that RERegional Entity, or for any other Regional 
EntityRE, may not serve as a member of the CCC. 

b. Organizations. No two individuals from the same organization, or affiliated 
organizations, may serve concurrently on the committee. Any committee member 
who has a membership conflict of this nature is obligated to notify the committee 
secretary, who shall inform the committee chair. Members impacted by such a 
conflict, such as through a merger of organizations, may confer between themselves 
to determine which member should resign from the committee and notify the 
committee secretary and chair. However, if both members are within the same 
industry sector and cannot reach an amicable solution by determining the member to 
remain, the Nominating Subcommittee will review the qualifications of each member 
and propose the member to remain to the full committee who will determine which 
member shall continue to serve, subject to Board approval. If the conflict is not 
resolved in a timely manner by the impacted members, the committee chair shall 
notify all members of the affected industry sectors recommending actions to resolve 
the conflict. If the membership conflict is still unresolved, the committee chair shall 
take the conflict to the NERC Board for resolution. 

c.    NERC Staff. The Director of Compliance shall not be a member of the committee or 
vote on committee business. The Director of Compliance and the Secretary shall be 
recused from participating in any committee activity that involves monitoring of 
NERC’s compliance with Rules of Procedure or activity that the Director of 
Compliance oversees. If the NERC staff coordinator has been recused from 
participating in a Committee activity, the chair shall appoint another member of the 
committee as acting secretary for any meetings or other activities from which the 
NERC staff coordinator is recused. 

14. Changes in Member Affiliation. A committee member whose affiliation has changed 
may retain the membership position if: 

a. The new organization is in the same industry sector, and 

b. The member meets all other membership requirements.   

15. Acknowledgement of a membership cConflict of Interest. No committee 
member may have a conflict of interest that would impair his or her ability to fulfill 
obligations under this charter. Any committee member who knows of any form of 
membership conflict, such as working for an entity affiliated with that of another committee 
member, will notify the committee chair within ten business days of obtaining that 
knowledge. 
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Section 4. Meetings 

In the absence of specific provisions in this manual, all committee meetings will follow 
Roberts Rules of Order, Newly Revised. 

1. Quorum.  

a. Two-thirds of the voting members. The quorum necessary for transacting 
business at meetings of the committee is two-thirds of the voting members currently 
on the committee’s roster. 

b. Includes members approved on interim basis. Voting members approved by 
the committee on an interim basis, pending appointment by the Board, will be 
counted in the determination of a quorum. 

c. Lack of a quorum. If a quorum is not present at the beginning of the meeting, the 
committee may not take any actions requiring a vote by the committee.  However, the 
chair may, with the consent of the members present, elect to allow discussion of the 
agenda items. 

2. Voting – actions require 2/3 majority. Actions by members of the Committee will 
be approved upon receipt of the affirmative vote of 2/3 of the voting members of the 
Committee present and voting, in person or by proxy, at any meeting at which a quorum is 
present. The chairman and vice-chairman may vote. 

3. Antitrust Guidelines. All persons attending or otherwise participating in a NERC 
committee meeting will act in accordance with NERC’s Antitrust Compliance Guidelines at 
all times during the meeting. 

4. Open Meetings. NERC committee meetings will be open to the public, except as noted 
below under Confidential Information.   

5. Confidential Sessions. With approval of the NERC Director of Compliance, a meeting 
or portion of a meeting of a committee may have attendance limited based on confidentiality 
of the information to be disclosed at the meeting.  Such limitations should be applied 
sparingly and on a non-discriminatory basis as needed to protect information that is 
sensitive information or confidential information to one or more parties.  All hearings of 
compliance matters will be confidential sessions.  Confidential information will only be 
disclosed as provided by NERC Rule of Procedure 1500.  Confidentiality agreements may 
also be applied, as necessary, to protect sensitive information or confidential information. 

6. Types of Meetings. Meetings may be conducted in person, by conference call, or other 
means.  The procedures contained in this manual will apply to all meetings regardless of how 
they are conducted. 

7. Majority and minority views. All members of a committee will be afforded the 
opportunity to provide alternative views on an issue.  The results of committee actions, 
including recorded minutes, will reflect the majority as well as any minority views of the 
committee members.  The chair will communicate both the majority and any minority views 
in presenting results to the Board. 
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8. Action without a Meeting.  

a. Requires 2/3 majority. Any action required or permitted at a meeting of the 
committee may be taken without a meeting if a two-thirds majority of the committee 
members entitled to vote on the action approves taking the action outside of a 
meeting. 

b. Procedure. Such action without a meeting will be performed by mail or electronic 
ballot (e.g., telephone, facsimile, e-mail, or Internet), and will be recorded in the 
minutes as a roll call ballot.  The secretary will announce the action required at least 
10 days prior to the date on which the action is to be voted.  As time permits, 
members should be allowed a window of ten business days to vote.  The secretary will 
provide the results of such an action within ten business days of the close of the 
voting period.   

Section 5. Officers and Staff 

1. General. 

a. Number of Positions. The committee will have two officers and a secretary.  

b. Officers. The committee officers will be one chair and one vice chair. 

c. Executive. As a minimum the committee shall retain an Executive of five persons 
consisting of the committee officers and the Director of Compliance together with 
additional committee members selected as follows: The Chair of any Subcommittee 
the committee may establish in accordance with Section 7 of this Charter will be a 
member of the Executive; additional Executive members, if any are required and up 
to the number required to meet the five person minimum, will be selected by vote of 
the remaining non-Executive members of the committee.  

d. Secretary. The NERC staff coordinator will serve as the committee’s secretary. 

e. Officers may vote. The committee chair and vice chair are voting members of the 
committee. 

f. Officers nominated by the Nominating Subcommittee. The CCC Nominating 
Subcommittee will recommend a chair and a vice chair who are then appointed by 
the NERC Board for a two-year term. The term of the chair and the vice chair, except 
for the first year, will begin on July 1 and end on June 30.   

g. Officers remain sector representatives. The chair and vice-chair are selected 
from the membership of the committee and, in addition to their chair or vice chair 
responsibilities, will continue to serve as a member for the sector for which they were 
appointed to the committee. 

2. Chair. The chair will direct and provide general supervision of committee activities, 
including: 

a. Coordinate the schedule of all committee meetings including approval of meeting 
duration and location.  

b. Develop committee agendas and rule on any deviation, addition, or deletion from a 
published agenda.  

c. Preside at and manage committee meetings including the nature and length of 
discussion, recognition of speakers and proxies, motions, and voting. 

d. Will lead or direct the conduct of any hearings and the preparation of any 
adjudicatory documents by the committee pursuant to the NERC Rules of Procedure 
(ROP) Section 409.  
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e. Will insure actions and undertakings by the committee pursuant to the NERC Rules 
of Procedure (ROP) Section 409 meet all applicable legal and due process 
requirements. 

f. Will act as spokesperson for the committee at forums within and outside of NERC. 

g. May attend meetings of the NERC Board when necessary to report to the Board on 
committee activities. 

3. Vice chair. The vice chair will assume the responsibilities of the chair under the 
following conditions: 

a. At the discretion of the chair (for brief periods of time); 

b. When the chair is absent or temporarily unable to perform the chair’s duties; or 

c. When the chair is permanently unavailable or unable to perform the chair’s duties.  
In the case of a permanent change, the vice chair will continue to serve until a new 
chair is nominated and selected by the Board. 

4. Staff Coordinator. A member of the NERC staff will be selected by NERC’s Director of 
Compliance to serve as the staff coordinator and secretary of the committee.  The staff 
coordinator is not a committee member and does not have a vote. Under the direction of the 
committee executive and applicable NERC bylaws, guidelines and rules of procedure, the 
staff coordinator will: 

a. Manage the day-to-day operation and business of the committee. 

b. Prepare and distribute the notices of the committee meetings, prepare the meeting 
agenda, and prepare and distribute the minutes of the committee meetings. 

c. Act as the committee’s parliamentarian. 

Section 6. Nominating Subcommittee 

1. Appointment. The Compliance and Certification Committee (CCC) will annually 
appoint a Nominating Subcommittee.  

a. Five members. The subcommittee will consist of five members nominated by the 
committee chair and approved by the committee. The chair of the subcommittee will 
be selected by the CCC chair from among the five subcommittee members. 

b. Appointed annually. The chairman will appoint the subcommittee members at the 
first regular meeting of the committee of the calendar year.  

c. Serve for 14 months. The subcommittee members will serve for up to 14 months 
or until such time as a new Nominating Subcommittee is authorized, whichever is 
earlier. 

2. Duties. In addition to the duties, rights, and privileges described elsewhere in this 
manual, members of the Nominating Subcommittee will: 

a. Prepare a slate of committee officer candidates for submission to the NERC Board for 
approval. 

b. Prepare a slate of recommended individuals to fill designated committee vacancies as 
required.   

Section 7. Subordinate Groups. 
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1. Committee organization hierarchy. The Compliance and Certification Committee 
organizational structure will be arranged as allowed in the NERC Bylaws to support a 
superior-subordinate hierarchy that is ordered as follows: 

• Committee 

• Subcommittee 

• Working Group 

• Task Force 

2. Establishing subgroups. The committee may establish subcommittees, working 
groups, and task forces as necessary.  The committee chair may also form any of these 
subordinate groups on behalf of the committee. The committee will be the responsible 
sponsor of all subordinate subcommittees, working groups, or task forces it may create, or 
that its subordinate subcommittees and working groups may create.  The committee will 
keep the Board informed of all groups subordinate to the committee. 

3. Subcommittees. The committee may establish subcommittees to which the committee 
may delegate certain of the committee’s broadly defined continuing functions.  The 
committee will approve the scope of each subcommittee it forms.  The committee chair will 
appoint the subcommittee officers (typically a chair and vice chair) for a specific term 
(generally two years).  The subcommittee officers may be reappointed for up to two 
additional terms.  The subcommittee will work within its assigned scope and be accountable 
for the responsibilities assigned to it by the committee.  The formation of a subcommittee, 
due to the permanency of the subcommittee, will be approved by the Board. 

4. Working Groups. The committee or any of its subcommittees may delegate specific 
continuing functions to a working group.  The sponsoring committee or subcommittee will 
approve the scope of each working group it forms.  The chair of the sponsoring committee or 
subcommittee will appoint the working group officers (typically a chair and vice chair) for a 
specific term (generally two years).  The working group officers may be reappointed for up to 
two additional terms.  The sponsoring committee or subcommittee will conduct a “sunset” 
review of each working group every two years.  The working group will be accountable for 
the responsibilities assigned to it by the committee or subcommittee and will at all times 
work within its assigned scope. 

5. Task Forces. The committee, subcommittee, or working group may assign specific 
work of a finite duration to a taskforce.  The sponsoring committee, subcommittee, or 
working group will approve the scope of each taskforce it forms.  The chair of the sponsoring 
committee, subcommittee, or working group will appoint the taskforce officers (typically a 
chair and vice chair).  Each taskforce will have a finite duration, normally less than one year.  
The sponsoring group will review the taskforce scope at the end of the expected duration and 
at each subsequent meeting of the sponsoring group after that until the taskforce is retired.  
Action of the task force sponsoring group is required to continue the taskforce past its 
defined duration.  The sponsoring group should consider promoting to a working group any 
taskforce that is required to work longer than one year. 

6. Subgroup Membership and Representation.  

a. The membership of each subcommittee, working group, and taskforce should be 
established to address the need for expertise and balance of interests.  Each group’s 
membership requirements will be defined within the group’s approved scope. 

b. As a general guide, the broader the group’s scope, the more emphasis there should be 
on balancing of interests.  Therefore subcommittees would be expected to have the 
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broadest representation of appropriate industry sectors, while a taskforce may be 
more focused on simply having the necessary expertise and a working group may be 
somewhere between. 

c. Each member of a subordinate group, and its officers, will be appointed by the chair 
of the sponsoring committee or group. 

d. To the extent subgroup membership is of a representative nature, recommendations 
for staffing of the group should be provided in a manner consistent with the 
principles outlined in the staffing of a committee, including the use of an open 
nominations process.  Regional reliability organizationEntity representatives should 
be recommended by the regional reliability organizationRegional Entity and 
Canadian representatives by the Canadian Electricity Association.  Preference may 
also be given to representatives recommended by broadly-based industry 
associations. 

e. To the extent subgroup membership is based on providing requisite expertise, the 
chair of the sponsoring committee or group may appoint members based on the 
relevant technical qualifications. 

7. Subgroup Procedures. Subcommittees, working groups, and taskforces will conduct 
business in a manner consistent with all applicable sections of this manual and Robert’s 
Rules of Order. 

Section 8.  Hearings. 

1. General. The Compliance and Certification Committee will conduct hearings as 
necessary to fulfill its function of serving as the hearing body for any contest between 
NERC and a Regional Reliability Organization (RRO) or Regional Entity (RE) regarding 
NERC findings of or penalties or sanctions for violation(s) of reliability standard(s) by 
the RRO or RE as described in the NERC Rules of Procedure (ROP) Section 409. 

2. Hearing Procedure. Unless specifically identified otherwise elsewhere in this charter 
the CCC’s hearing procedure shall follow the hearing procedure mandated and approved 
by jurisdictional authorities for use by NERC and the Regional Entities in the 
Compliance program. 

3. Hearing Panel. The committee shall not have a standing hearing panel. When a 
hearing is to be conducted the CCC shall select five members to serve as the adjudicatory 
panel for that hearing. Members to serve on the panel shall be selected by vote of a valid 
quorum of the committee. Voting members of the committee at arm’s length from parties 
to the hearing may be nominated or volunteer to stand for selection to the hearing panel. 
One or more alternates may also be selected if/as the committee deems appropriate for 
the circumstances. A member may serve on more than one panel concurrently. A panel is 
disbanded upon conclusion of the hearing proceedings for which it was formed.  
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Attachment A — CCC Membership Structure 

 

Primary 
Sector 

Sub-
Sector 

Number 
of 

Members
Full 

Voting 
Proportional 

Voting Non-Voting 

Investor-Owned 
Utility   2 X     

State/Municipal 
Utility   2 X     

Cooperative Utility   2 X     
Federal or 
Provincial 
Utility/Federal 
Power Marketing 
Administration 

  2 X     

Transmission-
dependent Utility   2 X     

Merchant 
Electricity 
Generator 

  2 X     

Electricity Marketer   2 X     
Large End-use 
Electricity 
Customer 

  2 X     

Small End-use 
Electricity 
Customer 

  2 X     

Independent 
System 
Operator/Regional 
Transmission 
Organization 

  2 X     

FRCC 1   X   
RFC 1   X   
ERCOT 1   X   
MRO 1   X   
NPCC 1   X   
SERC 1   X   
SPP 1   X   

Regional Reliability 
OrganizationEntity 

WECC 1   X   
US State 2 X     
US Federal 2     X 
Canadian 
Provincial 1     X Government 

Canadian 
Federal 1     X 

TOTAL 34    
 

 



 

CERTIFICATE OF SERVICE 
 
 I hereby certify that I have served a copy of the foregoing document upon all 

parties listed on the official service list compiled by the Secretary in this proceeding. 

 Dated at Chicago, Illinois this 6th day of August, 2007. 

       /s/ Owen E. MacBride    
       Owen E. MacBride 
 

Attorney for North American Electric 
Reliability Corporation 

 

 




