Technical Feasibility
Exceptions

TFE Requests for
Information
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Accessing Align TFE Overview Non-Material Changes Material Change Requests Terminating a TFE Inactive TFEs Disapproved TFEs

Welcome to the Align User Guide for the Technical Feasibility Exception (TFE) module
specific to the registered entity role. Along with the Align , this user
guide will help you navigate through all the features included in this module. Click on a
topic in the list below or in the ribbon above to begin.

"

1) Accessing Align 7)  TFE Requests for Information
2) TFE Overview 8 Inactive TEEs
3) Technical Feasibility Exceptions 9 Disapproved TFEs

4) Non-Material Changes

5) Material Change Requests

6 TFE Terminations

- This email icon indicates when an email notification
will be sent to a Registered Entity
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Accessing Align

From the Align Log-in Page

@ Enter the Align Username

User Name:

@ Enter the Align Password -

. . N\EYE\ NERC ; < WECC
Notice: All Align users MUST have an ,2,_..::::1,' o g w - - PTEXASRE W wece

ERO Portal Account. Refer to the
CEAs Align User Access Guide for
details.
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TFE Overview

— A5
X

Registered entities will use Align to submit Technical
Feasibility Exceptions (TFE) specific to certain CIP Reliability
Standards requirements. Align is configured to only allow
TFE submissions applicable to the requirements.

Within the TFE module, registered entity users can draft
TFEs and Material Change Requests (MCRs); TFEs in process;
approved TFEs; inactive TFEs; and disapproved TFEs.
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Technical Feasibility Exceptions

My Align
Sell-Repors ana Logs

Periodic Data Submittals

To navigate to the sl
Technical Feasibility -

- < IRAand COP
Exceptlon module: Welcon Enforcement Processing

Submit
IMitigation Management

Self-Certifications

Audits and Spot Checks

ired platform for the ERO Enterprise Compliance Monitoring and Enforcement Program. This is your Dashboard screen. Navigate the system by selecti

Technical Feasibility Exception v

Request For Information

Technical Feasibilit ion
‘ y @Cem
Attestations

- Create New TFE

INSTRUCTIONS

Click the Dropdown

a rr OW REQUIREMENTS This is the Registered Entity Technical Feasibility Exception (TFE) pag
L) have not yet submitted. To see the siafus of TFEs that have been sulj

MNCR55555 - test confirm name change in MRO Create TFE

Click here to view and select applicable requirements o
ntity.

Select the Technical s
Feasibility Exception
WA

@

Select the tab based on e [T ot
the information needed_ MY DRAFT TFES AND MCRS

STD REQ PROPOSED

|?
AND PART TERMINATION DATE \

D TYPE UNIQUE ID A REGISTRATION
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$28  Technical Feasibility Exception

4 Create New TFE

TO S Ub m lt d new Te Ch n i Cal MYRECEIRAIONS INSTRUCTIONS

APPLICABLE
REGISTRATION
REQUIREMENTS This is the Registered Entity Technical Feasibility Exception (TFE) pag

- =gs =
l 1 l X 1 o have not yet submitied. To see the status of TFEs that have been sut
NCR55555 - test confirm name change in MRO Create T@

t . o Click here fo view and select applicable requirements fo creale a TFE for
request:

this entity.

SELECT REQUIREMENT AND PART

Clle the Create TFE llnk SELECT APPLICABLE REQUIREMENT AND PART REQUIREMENT

CREATE TFE

next to the relevant eoge [+ ot stangaraand CIP-0056 | R1.

Requirement
- : cPo0ssR14
reglstratlon- O TYPE UNIQUE ID

Requirement Each Responsible Entity shall implement one or more documented processes that collectively inc
Language CIP-005-6 Table R1 — Electronic Security Perimeter.

CIP-005-6 R2.1

Time Horizon(s) Operations Planning Violation Risk  Medium

CIP-005-6 R2.2. Same-Day Operations Factor (VRF)

Click the + button next to
the relevant requirement.

CIP-005-6 R2.5.

Requirement R1.
Number

Measure  M1. Evidence must include each of the applicable documented processes that collectively include;
CIP-005-6 Table R1 — Electronic Security Perimeter and additional evidence to demonstrate implessS

column of the table.
Requirement BA

CIP-006-6 R1.3 ==
Applicability TOP
TO
CIP-007-6 R1.1 RC E
g\op S
co S

CIP-007-6 R4.3.

CIP-007-6 R5.1

Additional  4.1.2. Disiribution Provider that owns one or more of the following Facilities, systems, and equipm
Applicability  4.1.2.1. Each underfrequency Load shedding (UFLS) or undervoltage Load shedding (UVLS) syst-
ils S D3 a1 oad shedding prog i 0 inal

+ + + + + + + + + + +

CIP-007-6 R5.6
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Technical Feasibility Exceptions

Ensure the information in the
General section is accurate.

General 9
Applicable Requirement  CIP-005-7 R1 Applicable Part  CIP-005-7 R1.4.

Enter‘ the Asset Counts for Registration  NCRS55555 - test confirm name change in MRO

each type applicable to the
TFE request. pascount. e

Asset Count BCA " AssetCount Other* | 0

Asset Count BCS * Asset Count PACS * ‘ 2

Asset Count EACMS * Asset Count PCA* ‘ 10

Select the Basis For the TFE E—
Request from the dl"OdeWﬂ. BJSI;FOVR:::;E* il 3 statement Justifying TFE | b ace provide a justification for the TFE Request in this text box

request *
— None q

Not technically possible
Operationally infeasible
Cannot be achieved by compliant date

Type a Statement justifying .

Cause non-compliance of requirement

TFE in the textbox. erence o cots xcess bt

Provide a brief summary
of compensating and/or
mitigating measures that
are planned or have been
implemented *
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In the Proposed Mitigation
section, provide a summary
of planned or implemented
mitigating measures in the
text box.

Notice: Do not include sensitive information
in this summary. All sensitive information
should be provided through the Secure
Evidence Locker.

9 Select Yes or No from the
dropdown to indicate if
compensating and/or
mitigating measures are fully
implemented.

@ Depending on (8), enter the
(9a) actual completion date or

(9b) proposed date for
implementing compensating
and/or mitigating measures.

TFE Requests for

3 Inactive TFEs
Information

Disapproved TFEs

Proposed Mitigation

Provide a brief summary |
of compensating and/or
mitigating measures that

are planned or have been
implemented *

Have the compensating
and/or mitigating
measures been fully
implemented? *

Has a plan and a time

schedule been proposed
to terminate the TFE? =

Have the compensating [ m

Update [

and/or mitigatiy
measures been fu None --
implemented

Has a plan and a time es
schedule been proposed

to terminate the TFE7 = "0

Actual completion date * |

Have the compensating | Nd
and/or mitiga s

What is proposed date for
implementing all

measures beej
implemen

necessary compensating
and/or mitigating

Has a plan and a ime I

measures

schedule been proposed
to terminate the TFE? *

]

0 Home | @ Previous Page
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Next, indicate if there is a plan and a Proposed Mitigation

TFE Requests for
Information

Terminating a TFE Inactive TFEs Disapproved TFEs

time proposed for terminating the
requested TFE (A).

19

Provide a brief summary
of compensating andfor

mitigating measures that
are planned or have been
implemented *

If yes, select Yes from the

dropdown menu and

Have the compensating |

and/or mitigating
measures been fully
implemented? *

populate the proposed

termination date.

Has a plan and a time |
schedule been proposed

to terminate the TFE? *

Type a brief description of
the termination plan in

measures been fully
implemented? *

Proposed termination date
*

ths Ia ;ln)lan and a timg ‘ Yed =
the teth OX' to terminate tﬁe 'IF')FE? * -- None @
Provde et deservion 1

If no, select No from the B
dropdown menu and type an ‘
explanation of why an open : -
ended TFE is requested in the e panandatime |1 = = K52 1 \ ; — -

schedule been proposed B
teth 0):@ to terminate the TFE? * N @

Explanation why an open Yes

ended TFE is requested *

a8

n ~
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Technical Feasibility Exceptions

Has a plan and a time No

1 hedule b d |

To submit the new TFE " terminate the TFE?
Explanation why an open

re q u e St: ended TFE is requested * explanation

ﬂ-u\ Technical Feasibility Exception v Align For Entities

Once all information is

- Create New TFE \- TFE e NCR9999999 Second Day Training Test 2 Editor 2 C—)

verified correct, click the - e ————
INSTRUCTIONS

Update button e APPLICABLE
g REGISTRATION Lo
EMENTS This is the Registered Entity Technical Feasibility Exception (TFE) page. On the left, you can view your registrations and

browse to a specific Requirement and Part to create a TFE. Below you can edit any draft TFEs or MCRs you have not yet
submitted. To see the status of TFEs that have been submitted, review older submittals, update your TFE, or create a
Material Change Report, go to the next tabs.

Notice: The TFE created will now Close
appear in the My Draft TFEs and
MCRs section (A).

Page ‘ 1 ‘OM

D MY DRAFT TFES AND MCRS

D TYPE UNIQUE ID A REGISTRATION

From the My Draft TFEs I
and MCRs section, click the @
Unique ID of the TFE you

wish to submit.

0 Home | @ Previous Page Next Page @
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Technical Feasibility Exceptions

Scroll to the Assertions section, Assertions
enter the name Of the CIP Sr- CIP Sr. Manager or @ Authorization date * ‘ @

Delegate name *
Manager or delegate. Signature of CIP Sr. [
Manager or delegate *
] - - By checking this box, | affirm that | am the CIP Sr. Manager or Delegale identified above, and | have read this TFE Request and approve the ploposed compensating measures and/or mmgalmg measures and the
Enter the Authorization Date @ implementation plan, and that on behalf of NCRS5555 - Test Entity Name Change in WECC, | believe appraval of this TFE Request s warranted pursuant to the criteria specified in Section 3.1 of Appendix 4D of the NERC
Rules of Procedure.

of the TFE. A
BN VAN e

Select the checkbox to provide Action

the Slgnatu re Of th e C I P Sr- Instructions  Instructions, as RE it is possible to submit this TFE Request for CEA review, selecting the corresponding Action option below and click "Update”.

Manager or delegate. @ action | No Action

Submission Comment®

Action |

Scroll to the Action section, submission Comment- -~ None —
select CEA Review from the @ CEA Review
dropdown. No Action

Include a submission comment
in the textbox; this is required.

Click the Update button to @ —

submit the TFE for CEA
Review.

Notice: When the TFE is submitted, it will now appear in the TFEs in Process tab.

The CEA has 60 days to review and approve the TFE. If the CEA extends its review
period, the entity is notified via email. In addition, if the CEA approves or
disapproves the TFE, the entity is notified via email.
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To save the draft TFE without
submitting to the CEA:

Action

Instructions  Instructions, as RE it is possible to submit this TFE Request for CEA review, selecting the corresponding Action option below and click "Update”.

Select No Action from o A°"°; No Acton
the dropdown.

@ Click the Update button.

Notice: The TFE will remain in the My
Draft TFEs and MCRs section.

Update [EHIET
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Non-Material Changes

To submit non-material

changes to an approved TFE:

Navigate to the
Approved TFEs tab.

Click the Unique ID to
open the TFE.

Select the checkbox to
confirm the update is
not a material change.

np - Approved TFEs

APPROVED ACTIVE TFES

[l UNIQUE ID

& é 2024-MRO-TFE-000466-0 NCR55555 [

Material Change Requests

&

Registration
Applicable Requirement

CEA

Submission comment

Reason and Nature MCR

Confirm that this is nota
material change

Asset Count BCA
Asset Count BCS
Asset Count EACMS
Asset Count Other
Asset Count PACS

Asset Count PCA

Basis for the TFE Request

Statement justifying TFE
Request

Terminating a TFE

TFE-000466

General

NCRS55555 - test confirm name change in MRO

CIP-005-7 R1

MRO

Test Test Test

Assetaaunt

O

TFE Requests for

Information

Applicable Part

Region - Jurisdiction(s) in
which the TFE is
applicable to

Check the box above if you would like to udpate this TFE with a non-material change

123
1
1
0
2

0

Basis for TFE

Mot technically possible

Test Test Test

Proposed Mitigation

Update Close

0 Home | @ Previous Page
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Align For 8

NCR55555 E/

MODIFIED
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MR.O Editor 2

CIP-005-7 R1.4.

MRO-US
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-
Non-Material Changes
Asset Count
Up date the approprlate Confirm that this is nota v

material xﬁange

lnfO rmation. - Check the box above if you would like to udpate this TFE with & non-material change.
Asset Count BCA 123 Asset Count BCA Lowered | 121
¥ 1 AssetCountBCS 1 Asset Count BCS Lowered 1
@ In the Action section, |
Asset Count EACMS
L] Asset Count EACMS 1 1
select No Action from Lowered |
Asset Count Other 0 Asset Count Other | 0
the dropdown. Lowered
Asset Count PACS 2 Asset Count PACS | 5
Lowered

AssetCountPCA O

Asset Count PCA Lowered | 0
@ Click the Update

=1 WK
Action
Notice: If Changes are made tO the Instructions Egg:gtgz\fe made non-material changes, click Update to save those Action ‘ No Action

: -- None -
asset Count SeCtlon, d New TFE If you would like to Terminate this TFE, select the Terminate action e

s

d cick Update. MCR

Excel Spreadsheet must be eTeeRe |
. If you would like to make a Material Change Report, select the MCR Terminate
uploaded tO the Secure EVldence action and click Update. A MCR will be saved to your Draft TFEs No Action

and MCRs, located on the Create TFE tab.

6 Update Close
- o ————

0 Home | @ Previous Page Next Page @
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Material Change Requests

To submit a MCR on an A\

A Technical Feasibility Exception

existing TFE:
A Create New TFE A~ TFEs In Pro “ Approved TFEs active TFEs 4 Dis d TFEs NERIIIII95

APPROVED ACTIVE TFES

Navigate to the
Approved TFEs tab. S e TFE-000268
Click the Unique ID of [ 2o
the TFE you wish to

submit a MCR update.

Page ‘ 1 ‘Of]

In the Action section,
select MCR from the
dropdown.

Action

Instructions  If you have made non-material changes, click Action MCR
Update to save those changes. N
. -- None --
Clle th e Up date If you would like to Terminate this TFE, select the
Terminate action and click Update. MCR
bUttOl’l. Terminate

If you would like to make a Material Change
Report, select the MCR action and click
Update. A MCR will be saved to your Draft
TFEs and MCRs, located on the Create TFE tab.

No Action

Notice: A draft MCR for the TFE
record will now appear under

the Create New TFE tab.
a Close
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Material Change Requests

A SPAVAWA S

Navigate to the Create ™y Technical Feasibility Exception Align For Entities

£
New TFE tab -4 Create New TFE -4 TFEs In Process A Approved TFEs - Inactive TFEs \- Disapproved TFEs NCR9999999 Second Day Training Test2 Editor2 (5> P —
[N

MY REGISTRATIONS

@ In the My Draft TFES and REGISTRATION

TFE-000278

MCRs section, CliCk the NCRO9939091=Second Game Ry Friday Enity General
Unique ID of the MCRyou [N

WlSh to Smelt Applicable Requirement CIP-005-6 R1. Applicable Part  CIP-005-6 R1.4.

Page 1 of 1

Registration  NCR9999999 - Second Game Day Friday Entity in MRO CEA MRO
T MY DRAFT TFES AND MCRS Entity in Coordinated No Region - Jurisdiction(s) in MRO-US
@ Edlt the form tO reﬂeCt Oversight which the TFE is
. ] TYPE UNIQUE ID applicable to
the MCR details.

GWMHO
Asset Count
ACR 2021-MRO! . — -
Notice: If the MCR affects the et Sond BEA% | g ‘ ot ot O L9
Basis for the TFE or the proposed AssetGountBES™ L0 =

mitigating measures those Asset Count EACMS * 0 Asset Count PCA * 0
)

sections will need to be updated
Basis for TFE

before submitting for CEA

Review. Basis For The TFE | ot tscmically possiole v | Statement justifying TFE

Request * request * statement

1 of 1
Update Close
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Material Change Requests

Assertions

In the ASSertiOnS @ CIP Sr. Manager or

Authorization date
t. t th CIP Delegate name * | —.| ‘l'
Sec IOn, en er e Signature of CIP Sr. I ‘.)
- By checking this box, | affirm that | am the CIP Sr. Manager or Delegate identified above, and | have read this Material Change Report and approve the proposed compensating measures and/or mitigating measures and

S M Manager or delegate *
r. Manager or
the implementation plan, and that on behalf of NCR55555 - Test Entity Name Change in WECC, | believe approval of this Material Change Report is warranted pursuant to the criteria specified in Section 3.1 of Appendix

delegate name. 4D of the NERC Rules of Procedure.

Check the box to Evidence

Verlf the Sl nature Secure Evidence Locker  Submit Evidence or Attachments related to this item via ERO Secure Evidence Locker (SEL) located at sy msymmegy semsm—gemm g s smsssss—-pene= vith the following reference number:
y g 8 Instructions  WECC|NCR55555| TFE-000066-1| TFE-000066-1|CIP-005-6|R1.|

@ If you are hosting your own SEL, please provide a hyperlink to your locker in the comment section below.
SEL Comment

Enter the

authorization date
of the MCR.

TFE Revision History

SUb mit up date d HISTORY a TFE START DATE TFE END DATE
info rmation to the 2021-WECC-TFE-000066-0 05/31/2021

Secure Evidence
Locker.

Moo« pPage |1 |or

Notice: The TFE Revision section provides .
access to previous versions of the TFE ID. ' fT
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@ In the Action section, Action

S el e Ct C EA ReVI ew fro m Instructions  To submit this MCR for Region review, select the "CEA Review” option below and click "Update.” You can also abandon this MCR by selecting “Close” and clicking “Update.”
the dropdown. Action | No Action

Reason and nature MCR *

-- None --
@ Type the reason and @ No Action
nature of the MCR in CEA Review
the textbox.  Close

Click the Update button. @ close

CEA Review

e

Notice: The MCR will now appear in : i/
the TFEs in Process tab until the CEA = 7
approves it.

2021-MRO-TFE-000268-2
An MCR will change the version (A)

control number of a TFE in Align (e.g.. i ST AT
after submission, the TFE will change

from -0 to -1, etc.) .
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Terminating a TFE

NCR55555 E!

TO termlnate e TFE' Technical Feasibility Exception v @ Align For 8
6 ‘ s In Process -~ Approved TFEs e

Navigate to the
2 APPROVED ACTIVE TFES
Approved TFEs section. p—

O UNIQUE ID TFE-000466 B

q - b
|:| 2024-MRO-TFE-0004656-0 S Evid Lock Submit Evid Attachments related 10 this it ERO S Evid Locker (SEL) located at hitps: g prise.comi i ucture with th MRO Editor 2
Cllck the Unlque ID Of |:-) ecure EVi Ie::leru;ico:sr ml.‘immlng\:lsrzp;;ecgrnu;ge?ensreae 0 this item via ecure Evidence Locker (SEL) located at https:/eussty ise.comin with the
MRO|NCR55555| TFE-000466-0| TFE-000466-0|CIP-005-7|R1.|
the TFE you wish to @
termlnate . TFE Revision History

TFE HISTORY

In the Action SeCtiOn, TFEID A TFESTART DATE TFE END DATE
select Terminate from
the dropdown.

@ Click the Update button.

Action

Instructions  If you have made non-material changes, click Update to save Action No Action
those changes.
1T you would like to Terminate this TFE, select the Terminate
action and click Update.
1 . 1 1 If you would like to make a Material Change Report, select the
NO tlce' The TFE Wlll nOW appear ln the MCR action and click Update. A MCR will be saved to your
Inactive TFEs tab. Also, for open-ended TFEs,

Draft TFEs and MCRs, located on the Create TFE tab.
the Registered Entity must terminate the TFE

when ready. 9 .
m 0 Home | @ Previous Page Next Page @
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TFE Requests for Information (RFI)

If your CEA requests additional R —— G -
information for TFES or MCRS 10 TFES: e

SUBMITTED TFES AND MCRS IN REGION PROCESSING

O Tvee UNIQUE ID SUBMITTAL CREATED BY

NaVlgate tO the TFES ln = O TFE ZDEJ—I‘.‘\E-D—TFEA:DUDWEH}D’T
X

Process tab.
Click the Unique ID of
the TFE Wlth an RFI. Technical Feasibility Exception v

I
NITTED TH

REGISTRATION g‘,?D‘F‘ED

This TFE has 1 RFI(s) awaiting your response. Open the TFE and scroll
‘down to respond.

TFE-000180

Notice: If there is an RFI awaiting a response
a bubble indicator will be displayed. s

Hovering over this bubble will notify the S
user of what items require actions.

Assertions
eror TEST
e

IPSr. Yes
Manager or delegate *

e Request for Information

Navigate to the Request for
Information section.

RFIID

RF24-010195

Select the Unique ID of the
RFI you wish to respond to.
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TFE Requests for Information (RFI)

Respond to the RFI using the
Respondent Comments textbox.

[f evidence was submitted to the
ERO SEL, check the box next to
Upload to SEL.

If you do not have any evidence to
submit to the SEL, leave the box
unchecked.

@ If you are ready to submit
your RFI response, select

the Save and Action
button. If you want to save
the draft and submit later;
select the Save button.

Notice: Upon submission, the CEA will
review the response to the RFI. If more
information is needed, more RFIs may be
sent by the CEA.

Non-Material Changes Material Change Requests Terminating a TFE

TFE-D00180 | RFA4-010195
¥
Rcruest for bnfermation

Parws fosarve TFE-GOEAK
Appicsbim  CORO0RT R
LEE LT AR - e I LT O @ R
Regubzie b0 Fomor 1

in  EST

Aagrentl boor & Gomoner 1 khe

# By OD0e 20 B

TFE Requests for

3 Inactive TFEs
Information

Evidenos
aowry Draercs Locks  Sobmi Padescr of ASacfmorts,. aeinieed o T b v TR Socue Pridoner §ocior (IFL ) iocsiod o inipa
For pnaaass s s SR Gl T R ana RRG BTS00 182 T b A b il D0 Tl |

F i R ATy Dot R [0 By D B il TR B T [ LTl Al

Actenn

wapena

W a0 fefiowing rfomcr Aemtor

T g et g e R g e g e s e n W) CEIPTTEN (0L T A RS 4 ST P R (e e e 8 P A s o o bt e sy mep——
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Inactive TFEs

A= & ;
The Inactive TFEs tab may be helpful S
to reference historical information. 333 Technical Feasibility Exception v Align ForEntities v |
They can be Vlewed bUt not updated' Create New TFE TFEs In Process Approved TFEs - Inactive TFEs 0 Disapproved TFES NCRS5555 Test Company in WECC Editor 1~ (>

STD REQ MODIFIED MODIFIED

N avigate to the lnactive UNIQUE ID REGISTRATION D PART TFE END DATE STATUS CREATED BY By on
TFES tab 2021-WECC-TFE-000049- e Test Entity e Change CIP-0 2 08/31/ erminatec CR5 Ed Import User

2021-WECC-TFE-000050-1 CR 5 Test Entity Name Change 1.5 0 Terminated 55 Editor 1 Import User

Click the Unique ID of
the TFE to open.

Test Entity Mame Change 1.4 Terminated 5 Editor 1

2021-WECC-TFE-000079-1 \ 5 Test Entity Name Change CIP-005-6 R1.4 Terminated 55 Editor 1
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Disapproved TFEs

The Disapproved TFEs tab may
be helpful to reference historical
information.

38 Technical Feasibility Exception Align For Entities .

GCR

Create New TFE 4~ TFEs In Process

TFEs “ Disapproved TFEs 0 NCR55555 Test Company in WECC Editor 1

DISAPPROVED TFES AND MCRS

. — STD REQ DISAPPROVAL - e v MODIFIED
] TYPE UNIQUEID ENTITY NAME D PART DAtE REG on

Navigate to the
Disapproved TFEs tab.

2021-WECC-TFE-000052-
] T1F 021-WECC-TFE-000052- o Test Entity Change

0

2021-WECC-TFE-000053-
] TFE 0 ! 9 5 Test Entity Name Change

E3

Click the Unique ID of
the TFE to open.
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Email Notifications in Align

The list below contains all instances when Align will
generate an email to the Registered Entity for Technical
Feasibility Exception activities.

Technical Feasibility Exception Approval /Disapproval
Material Change Request Approval /Disapproval*™

TFE Extension Request Approval*

Terminating Technical Feasibility Exceptions

*An email is sent to NERC as well as the Registered Entity
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Appendix: Revision History

Revision Date | Brief Description of Updates
2021 Initial release of guide (Align Release 2)

December 2024 Retitled user guide to reflect Align module rather than Release 2
Corrected typos
Updated steps and screenshots to match recent updates in TFE module

—~——
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