
 
 

 

Agenda 
Operating Committee 
 
**Joint Session: Operating Committee (OC)/Planning Committee (PC)/ Critical Infrastructure Protection 
Committee (CIPC): March 6, 2018 | 10:00 a.m. – Noon CDT 
 
June 5, 2018 | 1:00 – 5:00 p.m. CDT 
June 6, 2018 | 8:00 a.m. – Noon CDT 
 
Ritz-Carlton New Orleans 
921 Canal Street 
New Orleans, Louisiana 70112  

 
Call to Order 

 
NERC Antitrust Compliance Guidelines and Public Announcement 

 
Introduction and Chair’s Remarks 

1. Administrative items 

a. Arrangements 

i. Safety Briefing and Identification of Exits (Hotel Staff) 

b. Announcement of Quorum  

c. Background Information  

d. OC Membership 2017-2019  

i. OC Roster 

ii. 30T32T32T30TUUOC Organizational Chart UU30T30T32T32T  

iii. 30T32T32T30TOC Charter30T30T32T32T  

iv. Parliamentary Procedures* 

v. 30T32T32T30TParticipant Conduct Policy 30T30T32T32T  

e. Future Meetings 

i. Please note that Joint OC/PC/CIPC meetings will be scheduled from 10:00 a.m. to Noon on 
the first day of the Committee meetings. 

 
2018 Meeting Dates Time Location Hotel 

September 11, 2018 
September 12, 2018 

1:00 to 5:00 p.m. 
8:00 a.m. to Noon 

Minneapolis 
Hyatt Regency 
Minneapolis 

December 11, 2018 
December 12, 2018 

1:00 to 5:00 p.m. 
8:00 a.m. to Noon 

Atlanta The Whitley 

https://www.nerc.com/comm/OC/Related%20Files%20DL/Operating_Committee_Membership_2017-2019.pdf
http://www.nerc.com/comm/OC/Related%20Files%20DL/OC_Org_chart_20170830.pdf
http://www.nerc.com/comm/OC/Related%20Files%20DL/OC_Charter_20170930.pdf
http://www.nerc.com/comm/OC/Related%20Files%20DL/Final_NERC_Committee_Participant_Conduct_Policy_Approved.pdf
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2019 Meeting Dates 
(proposed) 

Time Location Hotel 

March 5, 2019 
March 6, 2019 

1:00 to 5:00 p.m. 
8:00 a.m. to Noon 

TBD TBD 

June 4, 2019 
June 5, 2019 

1:00 to 5:00 p.m. 
8:00 a.m. to Noon 

TBD TBD 

September 10, 2019 
September 11, 2019 

1:00 to 5:00 p.m. 
8:00 a.m. to Noon 

TBD TBD 

December 10, 2019 
December 11, 2019 

1:00 to 5:00 p.m. 
8:00 a.m. to Noon 

TBD TBD 

 
Consent Agenda – Approve 

2. Minutes* 

a. March 6-7, 2018 Meeting 

 
Regular Agenda 

3. Remarks and Reports 

a. Remarks by Lloyd Linke, Operating Committee (OC) Chair 

b. Report of May 9, 2018 Member Representatives Committee (MRC) Meeting and the May 10, 
2018 Board of Trustees (Board) Meeting 

4. OC Action Items Review* – Vice Chair Zwergel - Information 

5. Subcommittee Status Reports - Review 

a. Operating Reliability Subcommittee (ORS)* – Chair David Devereaux 

i. Reliability Coordinator Reliability Plan Reference Document* - Approve 

ii. Reliability Guideline: Cyber Intrusion Guide for System Operators* - Approve 

iii. TOP-001-4, Requirements R10.3 and 10.6 Guidance - Update 

b. Resources Subcommittee (RS)* – Chair Tom Pruitt 

c. Event Analysis Subcommittee (EAS)* – Chair Rich Hydzik 

d. Personnel Subcommittee (PS)* – Chair Rocky Williamson 

e. Reliability Assessment Subcommittee (RAS)* – Chair Tim Fryfogle 

f. Essential Reliability Services Working Group (ERSWG)* – Co-Chair Todd Lucas  

6. Joint Meeting Topic discussion – Review and Discussion – Chair Linke 

a. Standards Efficiency Review and Standards Grading Project 

b. Level 2 NERC Alert: Loss of Solar Resources during Transmission Disturbances due to Inverter 
Settings – II 
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c. 2018 State of Reliability Report 

d. NERC Rules of Procedure Section 1600 Data Request for Geomagnetic Disturbance (GMD) Data  

e. North American Generator Forum Update 

7. Reliability Issues Steering Committee (RISC) Status Report – Review and Discussion – Vice Chair 
Zwergel 

8. Resilience Framework update – Vice Chair Zwergel 

9. GridEx Review and Lessons Learned – Jake Schmitter, NERC Staff 

10. Reliability Guideline, Reference Document and Lessons Learned Roll-out Process update – 
Sidney Jackson, RPU 

11. NERC Communications – Sandy Shiflett, NERC Staff 

12. Lessons Learned – Information – Hurricane Irma – Glenn Dooley, Duke Energy Florida 

13. OC Strategic Plan Review – Information – Vice Chair Zwergel 

14. Standards Efficiency Review – Information – Chair Linke 

15. WECC Reliability Coordinator Updates– Information and Discussion 

a. Mountain West – CJ Brown, SPP 

b. California ISO – Eric Schmitt 

c. Peak RC – Terry Baker 

16. Human Performance – Alarm Management Tool – Information - Brandon Harrington, AECI 

17. Task Force Updates 

a. Real-time Assessments Task Force (RTATF) Guidance – Information and Discussion – Doug 
Peterchuck, RTATF Chair 

b. Methods for Establishing IROL Task Force (MEITF) – Information and Discussion – Ryan Quint, 
NERC Staff  

c. Inverter-based Resources Performance Task Force (IRPTF) – Information and Discussion – Allen 
Schriver, IRPTF Chair 

18. Forum and Group Reports - Information 

a. North American Transmission Forum – Ken Keels 

b. NERC Standards – Howard Gugel, NERC Staff 

19. Chair’s Closing Remarks 

20. Adjournment 

*Background materials included. 



 
 

 

 

NERC Antitrust Compliance Guidelines 
 
I. General 

It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might 
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, product design, terms of sale, 
division of markets, allocation of customers or any other activity that unreasonably restrains competition. 
 
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 
 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one court 
to another. The purpose of these guidelines is to alert NERC participants and employees to potential 
antitrust problems and to set forth policies to be followed with respect to activities that may involve 
antitrust considerations. In some instances, the NERC policy contained in these guidelines is stricter than 
the applicable antitrust laws. Any NERC participant or employee who is uncertain about the legal 
ramifications of a particular course of conduct or who has doubts or concerns about whether NERC’s 
antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 

 
II. Prohibited Activities 

Participants in NERC activities (including those of its committees and subgroups) should refrain from the 
following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, 
conference calls and in informal discussions): 

 Discussions involving pricing information, especially margin (profit) and internal cost information 
and participants’ expectations as to their future prices or internal costs. 

 Discussions of a participant’s marketing strategies. 

 Discussions regarding how customers and geographical areas are to be divided among 
competitors. 

 Discussions concerning the exclusion of competitors from markets. 

 Discussions concerning boycotting or group refusals to deal with competitors, vendors or 
suppliers. 

 Any other matters that do not clearly fall within these guidelines should be reviewed with NERC’s 
General Counsel before being discussed. 

 
III. Activities That Are Permitted 

From time to time decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. 
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Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for 
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If you 
do not have a legitimate purpose consistent with this objective for discussing a matter, please refrain 
from discussing the matter during NERC meetings and in other NERC-related communications. 
 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.  
 
In addition, all discussions in NERC meetings and other NERC-related communications should be within 
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as 
within the scope of the published agenda for the meeting. 
 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an industry 
participant or group of participants a competitive advantage over other participants. In particular, 
decisions with respect to setting, revising, or assessing compliance with NERC reliability standards should 
not be influenced by anti-competitive motivations. 
 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

 Reliability matters relating to the bulk power system, including operation and planning matters 
such as establishing or revising reliability standards, special operating procedures, operating 
transfer capabilities, and plans for new facilities. 

 Matters relating to the impact of reliability standards for the bulk power system on electricity 
markets, and the impact of electricity market operations on the reliability of the bulk power 
system. 

 Proposed filings or other communications with state or federal regulatory authorities or other 
governmental entities. 

 Matters relating to the internal governance, management and operation of NERC, such as 
nominations for vacant committee positions, budgeting and assessments, and employment 
matters; and procedural matters such as planning and scheduling meetings. 

 



 
 

 

 

Public Meeting Notice 
 
REMINDER FOR USE AT BEGINNING OF MEETINGS AND CONFERENCE CALLS THAT HAVE BEEN PUBLICLY 
NOTICED AND ARE OPEN TO THE PUBLIC 
 
Conference call/webinar version: 
 
As a reminder to all participants, this webinar is public. The registration information was posted on the 
NERC website and widely distributed. Speakers on the call should keep in mind that the listening audience 
may include members of the press and representatives of various governmental authorities, in addition to 
the expected participation by industry stakeholders. 
 
Face-to-face meeting version: 
 
As a reminder to all participants, this meeting is public. Notice of the meeting was posted on the NERC 
website and widely distributed.  Participants should keep in mind that the audience may include members 
of the press and representatives of various governmental authorities, in addition to the expected 
participation by industry stakeholders. 
 
For face-to-face meeting, with dial-in capability:  
 
As a reminder to all participants, this meeting is public. Notice of the meeting was posted on the NERC 
website and widely distributed.  The notice included the number for dial-in participation. Participants 
should keep in mind that the audience may include members of the press and representatives of various 
governmental authorities, in addition to the expected participation by industry stakeholders. 
 
 
 
 
August 10, 2010 



 
 

 

 

Meeting Minutes 
Operating Committee 
March 6-7, 2018  
 
Hyatt Regency Jacksonville Riverfront  
225 E Coastline Dr. 
Jacksonville, FL 32202 
 

A regular meeting of the NERC Operating 
Committee (OC) was held on March 6-7, 2018, in 
Jacksonville, Florida. The meeting agenda and 
the attendance list are affixed as Exhibits A and 
B, respectively; and individual statements and 
minority opinions as Exhibits C and D, 
respectively. The meeting presentations are 
posted in a separate file at OC Presentations. 
 
OC Chair Lloyd Linke convened the meeting at 
1:00 p.m. EDT on Tuesday, March 6. Secretary 
Stephen Crutchfield announced that a quorum 
was present, read the Notice of Public Meeting 
and referred the committee to the NERC 
Antitrust Compliance Guidelines. 
 
Chair’s Opening Remarks 
Chair Linke welcomed members and observers to 
the meeting. He made special note of the newly 
appointed OC members JT Thompson and Ryan 
Laruwe.  
 

Consent Agenda (Item 2) 
Chair Linke noted that there were no changes to 
the minutes and he requested a motion to 
approve. Alan Bern made the motion to approve 
the minutes which carried without dissent. By 
consent, the committee approved the minutes of 
the December 12-13, 2017 meeting. 
 
Chair’s Remarks (Item 3) 
Chair Linke reported on the February 7, 2018 
Member Representatives Committee (MRC) 

Meeting Highlights 
1. Chair Linke welcomed newly appointed OC members JT Thompson and 

Ryan Laruwe. 
2. Doug Peterchuck and Rich Hydzik were elected to the Nominating 

Committee. Keith Carman was appointed as chair. 
3. OC Strategic Plan review team – Chair Linke formed a team to review 

the OC strategic plan and reference it back to NERC strategic plan to 
ensure alignment. This review will be completed by the September 
2018 OC meeting. David Zwergel, JT Thompson, Greg Darnell and 
James Fletcher volunteered to perform the review. 

4. Formal Reliability Guideline Roll Out Process – A section was added to 
the OC Strategic Plan during the last revision pertaining to reliability 
guidelines and reference document development and outreach. The 
OC will develop a formal process for rolling out revised documents. 
Sidney Jackson, Doug Peterchuck, James Fletcher, Dick Pursley and 
Alan Bern volunteered to develop the process. 

5. Standards Efficiency Review – The OC has the opportunity to provide 
requirement grades to NERC for the standards efficiency review. The 
Executive Committee and subcommittee leadership will work with 
Chair Linke to develop the grading for this review. Chair Linke will send 
out the documents to begin the process. Grades are due April 16, 2018.  

6. The NERC RISC has been assigned the development of a resiliency 
framework by the NERC Board. The RISC suggested the National 
Infrastructure Advisory Council's (NIAC's) Framework for Establishing 
Critical Infrastructure Goals is a credible source for further 
understanding and defining resilience. The RISC is requesting that each 
standing committee provide the RISC, on or before March 28, 2018, 
with their views on how BPS resilience is currently being addressed 
within the scope of their committee's responsibilities and recommend 
any additional activities they believe should be undertaken. The team 
to address this consists of David Zwergel (lead), Todd Lucas, Michelle 
Rheault, Jeff Harrison, James Fletcher, Allen Schriver, and Tony 
Jankowski. 

7. Assigned reviews of various TOP/IRO requirements and determine 
course of action to develop guidance on the language of the 
requirements. 

a. ORS to review TOP-001-4, R10.3 and 10.6 relating to non-BES 
facilities. 

b. EAS to review TOP-001-4 R20 and R21 relating to “redundant 
and diversely routed” language and testing requirements 

c. RTATF will review TOP-010 and IRO-018 requirements for 
quality of the Real-time Assessment. 

8. Approved the 2018 OC Work Plan. 
9. Texas RE presented a Lessons Learned on Hurricane Harvey. 

 

https://www.nerc.com/comm/OC/AgendasHighlightsMinutes/OC_Presentations_March_2018.pdf
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Meeting and the February 8, 2018 Board of Trustees (Board) Meeting. The MRC elected four trustees and 
also appointed David Zwergel to replace Lloyd Linke on the Reliability Issues Steering Committee (RISC). 
Chair Linke also noted that FERC mentioned that they were watching the WECC reliability coordinator 
transition.  
 
Nominating Committee – Kevin Conway and Jerry Rust resigned from the OC. Chair Linke appointed Keith 
Carman as the Chair of the Nominating Committee. Lloyd nominated Doug Peterchuck (state/muni) and 
Rich Hydzik (RE rep) to the Nominating Committee. There were no nominations from the floor. Gerry 
Beckerle moved to elect Doug and Rich. The motion passed without dissent. 
 
Chair Linke also requested a motion to approve the existing OC structure. Alan Bern made the motioned 
which passed without dissent. 
 
OC Strategic Plan review team – Chair Linke committed to the NERC Board that the OC would review its 
strategic plan and reference it back to the new NERC strategic plan to ensure alignment. This review 
needs to be completed by the September 2018 OC meeting. David Zwergel, JT Thompson, Greg Darnell 
and James Fletcher volunteered to perform the review. 
 
Formal Reliability Guideline Roll Out Process – A section was added to the OC Strategic Plan during the 
last revision pertaining to reliability guidelines and reference document development and outreach. The 
OC needs to develop a formal process for rolling out revised documents. Sidney Jackson, Doug 
Peterchuck, James Fletcher, Dick Pursley and Alan Bern volunteered to develop the process. 
 
Standards Efficiency Review – The OC has the opportunity to provide requirement grades to NERC for the 
standards efficiency review. The Executive Committee and subcommittee leadership will work with Chair 
Linke to develop the grading for this review. Chair Linke will send out the documents to begin the process. 
Grades are due April 16, 2018. 
 
OC Action Item Review (Item 4) 
Chair Linke reviewed the list of action items and reported that several have been completed or are on the 
agenda for this meeting. The revised action item list is attached as Exhibit E. 
 
Operating Reliability Subcommittee (ORS) Status Report (Item 5a) 
ORS Chair David Devereaux summarized the subcommittee’s status report which was included in the 
agenda package. Highlights of the report include:  

 
2018 Initiatives:  
We continue to focus on regular review, update, and communication of Guidance Documents and 
Reference Guides within our area of responsibility. We also continue to prepare for implementation of 
the IDC PFV field trial and are working on several new, guideline development initiatives. 
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Key Issues for OC Information:   

 A joint ORS/CIPC task team has prepared a draft guideline: Reliability Guideline for Operator 
Recognition Cyber Intrusion into Operating System.  The draft was posted for public comment 
following the December OC meeting.  The team has a conference call/Webex scheduled for April 3 
to discuss comments received.  The guide is on track for approval at the June 2018 OC meeting. 

 Reliability Coordinator Reliability Plan Reference Document –.  ORS continues to work with NERC 
staff to ensure that the Reference Document aligns with the NERC Registration “Assessment 
Master.”  Final review by ORS is expected at our May 2018 meeting.  OC approval will be sought at 
the June 2018 OC meeting. 

 The ORS discussed pending changes to the MISO and PJM Reliability Plans.  These expected minor 
changes are required due to the OVEC Balancing Area moving from MISO to the PJM RC area.  ORS 
will provide an update at the June OC meeting. 

 As part of the 2018 work plan, the ORS will review and revise the ORS Scope document.  Changes 
are required due to the transition of reliability tools away from NERC. 

 The Chairs of ORS and RS presented overviews of the Scope/Activities of their respective 
Subcommittees at each other’s recent meetings.  The groups will continue to look at ways to assist 
each other with their work plans. 

 ORS continues to receive updates from the EIDSN Steering Committee on the IDC Tool 
enhancements.  Specifically, the Parallel Flow Visualization (PFV) project is intended to improve 
the data quality used by the IDC during curtailment of transactions and may eventually result in 
changes to both NERC Reliability Standards and NAESB Business Practices. The 12-18 month field 
trial began on schedule in September 2107.  Throughout the field trial, ORS will receive updates on 
tool performance from the IDCWG. 

 Observations from the GridEx IV exercise were discussed with E-ISAC representatives at the 
February 2018 ORS meeting at FRCC. ORS will assist E-ISAC with their After Action Report, as well 
as with development of GridEx V.  

 Net Actual and Net Scheduled Interchange - There are current plans to move this initiative to a 
web based portal application hosted by EIDSN.  EIDSN has indicated that this transition may be 
delayed into late 2018.   

 A representative from the Event Analysis Subcommittee presented their reference guide “Risks 
and Mitigations for Losing EMS Functions” to the ORS at the February 2018 meeting.   

 At the February ORS meeting, the group discussed the pending IRO-018/TOP-010 standards, in 
effect on April 1.  A member of the drafting team provided an overview of the new Standards.  

 ORS members discussed operational impacts and observations related to severe cold weather 
through early January 2018.   
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Resources Subcommittee (RS) Status Report (Item 5b) 
RS Chair Tom Pruitt provided an overview of subcommittee’s status report which was included in the 
agenda package. Highlights of the report include:  

 
Key Issues for OC Information 
FERC Actions 
Report on Frequency Control Requirements for Reliable Interconnection Frequency Response – 
released on 2/14/18.  FERC commissioned Lawrence Berkeley National Laboratory (LBNL) to produce 
the report.  Plans are underway for the LBNL team to present jointly to the BAL-003 SDT and RS 
(meetings coordinated back-to-back at same location). 
 
Final Rule on Requirements for the Provision of Primary Frequency Response – released on 2/15/18.  
The rule adopts requirements to ensure that interconnecting generating facilities are capable of 
providing primary frequency response.  The minimum parameters referenced in the order are tied 
directly to the Primary Frequency Control Guideline. 
 
New Projects/Actions from OC Plan 
Summaries for Reliability Guidelines and Reference Documents – This task was added to the RS Action 
Log to develop the summaries, present webinars, and include FAQ documents as needed.  New 
documents and those up for review/revision will be handled first.  
 
NERC Balancing and Frequency Control Reference Document – A subteam (led by Danielle Croop, PJM) 
was formed to update this document and convert it into a reference document (not a technical 
document). Target completion date end of 2018.  
 
RS Frequency Working Group (FWG) – the FWG selected M4 and BAL-003-1 frequency events for 
September 2017, October 2017, and November 2017 for the interconnections.  The FWG also 
reviewed the 2017 Operating Year events for each interconnection and Form 1 and Form 2 for 2018 
Operating Year. The FWG discussed the M-4 event criteria process and reviewed a draft of a 
systematic approach to event selection.  
 
RS Inadvertent Interchange Working Group (IIWG) – an update on the interconnection inadvertent 
interchange was provided and balances continue to trend down.  2017 outreach has been successful 
in both managing time error and reducing balances in coordination.  The following graph show the 
effectiveness for much of 2017 of the outreach for the Eastern Interconnection; however, a recent 
increase in the trend beginning near the end of 2017 has been noted and is being investigated. 

Eastern Interconnection Time Error - 2017 

https://www.ferc.gov/whats-new/comm-meet/2018/021518/E-2.pdf


 

Meeting Minutes – Operating Committee Meeting – March 6-7, 2018 5 

 
Reserves Working Group (RWG) — Chair Tony Nguyen reviewed the voluntary DCS submittal process 
for BAL-002-2. The first submittal is due on April 15, 2018 via the BAS site.  
 
Generator Survey – the Western Interconnection GO survey has been completed and analysis of the 
information is in progress.  The Eastern Interconnection selected an event (11/7/17) and collected 
survey results.  Follow up is being conducted by the RS EI members to increase the number of 
responses.  Analysis of data submitted has begun. 
 
BA Performance Data – The RS reviewed the BAL-001 CPS1 and BAAL Data submitted for the 4th 
quarter of 2017.   Additional outreach will continue to help BA reconcile issues with CPS 1 and BAAL 
calculations.  
 
Time Error – RS reviewed the four interconnection time error reports for 4th quarter of 2017. Manual 
time error correction for the EI and WI continues to experience mostly fast corrections.  The RS will 
continue to monitor time error, BA’s inadvertent balance changes, and mismatches of NIS and NIA 
between BA’s.  
 
Quarterly review of ERS Measures – Matthew Varghese reviewed the Measure 1 Interconnection 
Inertia Reports and Measure 2 RoCoF and the MW analysis. B. Gordon discussed the messaging for the 
2018 State of Reliability Report.   
 
Quarterly Review of Interconnection Frequency Performance - Terry Bilke reviewed the performance 
for all the interconnections was reviewed.   Representatives from each interconnection were tasked to 
review the largest outliers.  

 
Changes in BA Area Footprints – in the EI, integration of OVEC into PJM Balancing Area RC is planned 
for the first half of 2018.  In the WI, a resource will move from BPA to GRID and require transfer of FBS 
between the BAs.  Also in the WI, a new BA will be formed from certain other BPA BA resources; date 
of this change is still TBD.  
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The draft of the BA Footprint Change reference is out for review/revision by NERC staff and 
subsequently will be sent to the ORS for additional review/revision prior to endorsement by the RS for 
approval by the OC. 
 
BAL-003 SDT Update – The revised and consolidated SAR and response to all comments were 
completed on 3/5/18.  Initial Standard Drafting Team meeting is planned for April 23-24 immediately 
prior to and at the same location as the RS meetings on April 25-26 in St Paul, MN. 

 
Event Analysis Subcommittee (EAS) Status Report (Item 5c) 
EAS Chair Rich Hydzik summarized the subcommittee’s status report which was included in the agenda 
package. He highlighted the following topics: 
 

Key Issues for OC Information:   

 Texas RE Hurricane Harvey Lesson Learned presentation. 

 EMS Working Group conducted a webinar on February 27th to review the OC approved Reference 
Document on Risks and Mitigations for Losing EMS Functions and answer questions from industry. 
The presentations from this event are now available on the NERC website. 

 6th Annual Monitoring and Situational Awareness Technical Conference is planned for October 2-3, 
2018 at MISO Energy located in Carmel, IN.  An announcement with more conference details and 
travel information will be sent in early summer. 

 One Lesson Learned published since December OC meeting 

 LL20180101 - Inadequate Battery Configuration Management Damaged a Generating Station 
and Tripped an HVDC Conversion Station 

o Progressive voltage drops occurred on three-phase transmission lines between a multiunit 
generating station and an AC-DC conversion station for a major intertie. At the same time, 
all units at the generating station were without monitoring and half of the units were 
running without control and protection due to the loss of DC supply. 

 Lessons Learned 

o Establish internal controls commensurate with criticality of the work 

o Emphasize importance of clear and prompt communications 

o Improve operator awareness of risks posed by loss of DC supply 

 Two Lessons Learned will be published today (3/6/2018) 

 LL175 – State Estimator Outages Result in Tuning-Calibrating EMS Settings 

o Three entities each experienced short State Estimator (SE) outages due to the software 
solutions not converging 

 Lessons Learned 
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o Periodic reviews of SE settings and parameters may be needed to ensure that the SE 
continues to converge and produce a quality solution 

o Run SE stress-tests in a test environment 

o Work with the EMS vendor or in-house expertise to review the settings to determine if the 
current design settings are still optimal. If needed, make adjustments in a test environment 
to see how setting/parameter changes impact the SE convergence and data-quality 
solution 

o Develop dedicated in-house expertise with real-time tools 

o Develop an inventory of key EMS settings that need to be tuned or calibrated 

o Work with vendors and other users to identify and develop key metrics that would 
proactively indicate when tuning would become beneficial 

 LL183 – Breaker Failure Due to Trip Coil Polarity 

o Temporary phase-phase-ground fault occurred on a 115 kV line 

o Breaker failed to operated leading to breaker failure operation 

o The breaker has a common trip coil assembly that had been wired such that the polarity 
was opposing for each trip coil 

 Lessons Learned 

o Common assembly trip coils installed by a vendor need to be verified 

o Field wiring also needs to be verified as it may defeat properly installed trip coils 

o Test breakers with common trip coil assemblies for proper tripping when trip coils are 
energized simultaneously 

 2018 EAS Work Plan Highlights 

 Guideline Updates 

o Loss of Real-Time Reliability Tools Capability/Loss of Equipment Significantly Affecting ICCP 
data 

o Generating Unit Operations During Complete Loss of Communications 

 Annual Situational Awareness Conference 

o October 2-3, 2018, at MISO, Carmel, Indiana 

 Annual Winter Weather Prep Webinar – Fall 2018 

 Review and Update EAS Scope 
 

Future Initiatives/ Deliverables:   

 Annual review Event Analysis Process document  
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 Recommend need for training in coordination with Personnel Subcommittee (PS)  

 Publish lessons learned  

 Develop Reliability Guidelines  

  Identify significant risk and the need for NERC Alerts  

 Updates to the OC  

 Input to the NERC Performance Analysis Subcommittee’s (PAS) annual State of Reliability Report  

 Information and recommendations related to the Event Analysis process  
 

External requests to group:  

 Outreach and coordination with North American Transmission Forum (NATF)/ North American 
Generator Forum (NAGF) regarding lesson learned usability 

 NAGF is actively participating in the EAS 

 Outreach and Coordination with other NERC groups (PS, PAS, RS, ORS, and PC). Liaisons 
established with PS and PAS 

 Leadership calls are set up prior to OC meetings 

 EAS has many representatives on the Situation Awareness Task Force (SATF) that is being led 
by the PS Chair 

 Coordinating with PAS on 2018 State of Reliability Report 
 
Chair Hydzik noted concerns raised by the EAS with language in the requirements of TOP-001-4 which 
goes into effect in July, 2018. In particular, the requirement language is vague and open to interpretation. 
The concerns relate to: 

 R10.3 TOP needs non-BES facility information and status for its TOP Area 

 R10.6 TOP needs non-BES facility information outside its TOP Area as identified by TOP 

 R20 and R21 – Redundancy and testing questions - TOP 

 R23 and R24 – Redundancy and testing questions - BA 
 
The EAS suggests forming two teams to develop compliance guidance as: 

 Assemble a team to look at R10.3 and R10.6 – no processes or requirements exist to gather this 
data for non-BES facilities 

 Assign the EAS to address R20/21 and R23/24 
 
Suggestions were made to coordinate any such development with members of the Standards Drafting 
Team, the NATF and the CIP Standards Drafting Team, which is developing CIP-012 standard and a revised 
definition of “Control Center”. There was mixed discussion regarding the value of developing guidance and 
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it was suggested to request input from the standards drafting team regarding the intent of the 
requirements. The ORS will research the intent of requirements (R10.3 and R10.6) from documentation 
from the standards development process. The ORS will also use the information they gather to determine 
whether to develop a guideline or compliance guideline or pursue another avenue. The EAS will review R20 
and R21 as requested to clarify “redundant and diversely routed” language as well as testing requirements. 
 
Doug Peterchuck will lead a new task force to address RTA quality as identified in TOP-010, R3 and the 
associated IRO-018 requirement. Anyone interested in assisting with this discussion should contact Lloyd 
or Doug. 
 
Personnel Subcommittee (PS) Status Report (Item 5d) 
PS Chair Rocky Williamson summarized the subcommittee’s status report which was included in the 
agenda package.  

 
Current Initiatives/Deliverables  

 The PS is working on a comprehensive evaluation of adult learning principles and instructional 
design concepts in order to develop program criteria that results in quality learning events. 

 The PS is recruiting new members for the Continuing Education Review Panel (CERP).   
 

Industry Outreach 

 Outreach and coordination with other NERC groups (i.e. EAS) 

 
Recurring Deliverables of Group  

 The review and approval of Continuing Education courses. 

 The review and approval of NERC Approved Continuing Education Providers. 

 Audits of Continuing Education courses and providers. 
 

NERC Program’s Oversight Responsibility for the Group 

 Industry oversight of the NERC Continuing Education Program 

 
NERC Document (Non-Reliability Standard) Responsibility for the Group 

 Quarterly CE Program Report to PCGC and OC 

 CE Program Administrative Manual 

 Guide to Writing Learning Objectives 
  



 

Meeting Minutes – Operating Committee Meeting – March 6-7, 2018 10 

PS Work Plan  

Description Status Due 

CE Program Manual 5.0 In progress TBD 

 Review, restructure, simplify, and produce CE 
Manual. 

In progress Q3 2018 

 Review, restructure, and produce corresponding 
guidelines. 

In progress Q4 2018 

Industry Outreach     

 Develop and implement communication plan for 
CE manual project 

Not started Q4 2018 

 Develop training plan for CE manual project Not started Q4 2018 

 SOCCED (Clarus) update:  communication and 
training support 

In Progress Based on 
SOCCED 

SOW 

 Provide regular updates to NATF Training Working 
Group 

Ongoing Ongoing 

 Outreach and coordination with other 
subcommittees and working groups – EAS. 

Ongoing Ongoing 

Recruiting new members for the CERP   Ongoing 

 Develop benefits of membership document In Progress Q1 2018 

 CERP Training on New SOCCED audits Planning Q2 2018 

Reliability Guidelines and Reference Documents - Develop 
summary for each document and conduct webinars as 
needed for each revised document. 

In Progress on-going 

Review and coordinate with PCGC regarding survey of 
certification credentials results. 

In progress Q4 2018 
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Continuing Education Program Statistics  
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Reliability Assessment Subcommittee (RAS) (Item 5e) 
Tim Fryfogle provided an update on RAS activities. Highlights include: 

 2018 Summer Reliability Assessment – report to be released May 24, 2018 

 2018 Long Term Reliability  Assessment – target release date of December 11, 2018 

 Probabilistic Assessment Working Group– target release date of December, 2018 

 April RAS meeting topics overview 

 Essential Reliability Services Measure 6 Parameter Update 

 Review 2018 Summer Reliability Assessment 

 Approve 2018 Winter Reliability Assessment schedule 

 NERC Special Assessment on Accelerated Retirements  
 
Essential Reliability Services Working Group (ERSWG) Status Report (Item 5f and item 10) 
ERSWG Co-chair Todd Lucas presented an overview of the ERSWG documents which were included in the 
agenda package. He requested approval of the following documents:  
 
ERS Forward Looking Measure 6 Technical Brief 

 Technical Brief 

 Describes screening tools 

 RAS defines screening parameters, allowing for BA-specific differences 

 Focus on non-dispatchable and flexible resources and load requirements 

 RAS determines if further evaluation warranted 

 RAS will include anonymized results in NERC LTRA 
 
ERS Forward Looking Measures 1, 2, & 4 Technical Brief 

 Interconnection level evaluation  

 Technical brief describes evaluation approaches 

 ERCOT and Hydro Québec – current operational approach 

 EI & WI – NERC reliability assessment process 

o EI – EIPC modeling with MMWG planning cases 

o WI – WECC modeling with using planning cases including dynamic governor response 
characteristics 

 Repeat EI and WI studies every 2-3 years using 5 year future planning cases 

 Analyses included in NERC LTRA 
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ERS Forward Looking Measures 1, 2, & 4 Policy Brief 

 Brief for Regulators and Policymakers 

 High-level overview explaining:  

 Importance of frequency support 

 Changes in resource mix will alter inertial and frequency response  

 Prudency in forecasting future trends to anticipate changes 

 Need to allow time for planning/implementing  

 Basic description of proposed analyses for ERCOT, Hydro Québec, EI and WI 

 Analyses part of the NERC reliability assessment process and included in NERC LTRA 
 
ERS Measure 3 Summary & Recommendation Brief 

 Proposed compilation of BA synchronous inertial response data to build-up interconnection level 
data set  

 Disposition rationale: 

 Inertial response meaningful only at interconnection level  

 Other processes evolved providing needed data 

 ERS Measure 4 provides holistic evaluation  

 ERSWG recommends no further action on ERS Measure 3 
 
DER Data Collection Technical Brief 

 Technical Brief  

 Focus on the transmission-distribution (T-D) interface 

 Identifies information that may need to be shared between: 

o Balancing Authorities 

o Distribution Providers 

o Transmission Operators, Planners and Planning Coordinators 

o Distribution operators, planners and protection engineers 

 Recommends need for ongoing DER coordinating group 
 
ERS Framework Measure 6 – Historical Balancing/Ramping Analysis 

 Brief for Regulators & Policymakers 

 Summarizes the recommended historical balancing trend methodology 
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 Based on analysis of hourly CPS1 values for each BA 

 CPS1 data collection process and analysis method has been vetted by the OC Resources 
Subcommittee (RS) 

o RS process includes outreach to BA when indicated by the analysis of trends 

o RS will perform annual review of historical values and BA outreach into their ongoing 
processes 

 RS will provide annual input to the PC Performance Analysis Subcommittee for inclusion in the 
State of Reliability Report 

 BA level evaluation of potential balancing and ramping concerns 
 
Gerry Beckerle made a motion to approve the six ERSWG documents. The motion passed without dissent. 
 
Reliability Coordinator Reliability Plan Reference Document and Reliability Coordinator Assessment 
Master (Item 6) 
Carter Edge presented information regarding the NERC Certification process. He reiterated Chair 
Devereaux’s previous comments that the ORS had coordinated with NERC staff in reviewing the Reliability 
Coordinator Reliability Plan Reference Document and the Reliability Coordinator Assessment Master 
which is a NERC certification document. These documents are well coordinated. The highlights of the 
presentation are: 

 Certification is a NERC obligation under the Rules of Procedure and the Regional Delegation 
Agreements 

 Assessment Master template (“RC checklist”) is a process improvement effort meant to drive focus 
on capabilities and more consistent execution of program activities 

 Program documents “owned” by staff with revisions coordinated with Organization Registration 
and Certification Subcommittee of the CCC and are posted publicly 

 ORS has been provided drafts of the Assessment Masters for informal comment and feedback  
 
Reliability Issues Steering Committee (RISC) (Item 7) 
Chair Lloyd Linke reported that the RISC report was approved by the Board in February. The RISC has been 
assigned the development of a resiliency framework. The RISC suggested the National Infrastructure 
Advisory Council’s (NIAC’s) Framework for Establishing Critical Infrastructure Goals is a credible source for 
further understanding and defining resilience. The NIAC framework includes four outcome-focused 
abilities: 

1. Robustness – the ability to absorb shocks and continue operating;  

2. Resourcefulness – the ability to skillfully manage a crisis as it unfolds;  

3. Rapid Recovery – the ability to get services back as quickly as possible; and  

4. Adaptability – the ability to incorporate lessons learned from past events to improve resilience.  
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The RISC is requesting that each standing committee provide the RISC, on or before March 28, 2018, with 
their views on how BPS resilience is currently being addressed within the scope of their committee’s 
responsibilities and recommend any additional activities they believe should be undertaken. David 
Zwergel will lead a team to put together documentation on how we support resiliency and will revisit the 
topic tomorrow for general OC input. Volunteers for this team are Todd Lucas, Michelle Rheault, Jeff 
Harrison, James Fletcher, Allen Schriver, and Tony Jankowski. 
 
Joint Meeting Topic discussion (Item 7) 
Chair Linke recapped the Joint OC/PC meeting topics and opened the floor for any discussion by the OC. 
The Joint meeting topics were:  

1. Reliability and Security Guideline Development Update 

2. 2017/2018 Winter Reliability Observations   

3. Solar Photovoltaic (PV) Resource Interruption Disturbance Report (February 2018) 

4. Addressing 2017 Reliability Assessment Report Recommendations  

5. 2018 State of Reliability Report Update 

6. Standards Efficiency Review 

7. Emerging Issues Roundtable 

Chair Linke pointed out that the SOR has four chapters under development and he suggested that the OC 
together a team to provide comments. Volunteers to review and provide comments include Darrell Yohnk 
and James Fletcher.  

 

James Merlo discussed the upcoming alert relating to the Solar Photovoltaic (PV) Resource Interruption 
Disturbance Report. Stephen Crutchfield will send the draft alert to OC members for their comments 
which are due March 21, 2018. The data request associated with the alert will be more in depth than the 
previous one relating to inverter-based resources. NERC plans to issue the alert on April 10, 2018. 
 
OC and Subcommittee Work Plan (Item 9) 
Chair Linke reviewed the overall OC work plan that was developed by OC Leadership, OC Executive 
Committee members, subcommittee leadership and NERC staff. Each subcommittee chair reviewed the 
individual work plan items for their respective subcommittees. There were no additions or revisions. 
Gerry Beckerle made a motion to approve the 2018 OC Work Plan. The motion passed without dissent. 
 
Operating Committee Meeting Dates and Cost (Item 15) 
Chair Linke and Dr. James Merlo discussed NERC and Board activities regarding NERC Standing Committee 
meetings. A task force was established which looked at all of the Standing Committees as well as 
subcommittees and task forces. The group consists of members of the NERC MRC and discussions are 
under way with the task force. The Board is interested in committee feedback on meetings and OC 
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members may be receiving surveys in the not too distant future regarding this topic. Chair Linke 
requested OC members to seek out their MRC sector representative to provide input.  
 
North American Generator Forum (Item 17b) 
Allen Schriver reiterated his discussion topics and encouraged industry to reach out to the NAGF if they 
need assistance. The topics from his presentation included:   

 IRPTF Webex - Designed to transfer the IRPTF knowledge to the GOs, this was held on 2/15/18 

 FERC Office of Electric Reliability – Outreach effort to convey challenges faced by generators and 
to transfer knowledge of equipment’s technical capabilities, technical constraints and the 
economics of generation 

 
North American Transmission Forum (Item 17a) 
Ken Keels discussed the recent activities of the NATF which include: 

 Public versions of operating experience reports (safety-related)  

 Operating Experience Reports available for Open Distribution 

 Current offerings on safety topics 

 Available on www.natf.net>Documents>Operating Experience 

 Upcoming Events and Activities 

 Inverter-based resources webinar series 

 Human Performance Conference March 27-29 in Atlanta 

 Practices Development Update Area of discussion 

 State Estimator Performance Monitoring (complete) 

 Includes metrics 

 Availability metrics pilot data collection commencing 

 Facilitate trending and benchmarking among NATF members 

 Contingency Analysis Performance Monitoring (March 2018) 

 Includes metrics 

 Contingency Analysis Performance monitoring 

 Contingency analysis availability monitoring 

 Contingency definitions 

 Unsolved contingencies 

 Results verification 

 Results presentation 

http://www.natf.net/documents
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 Metrics 

 Situation Awareness 

 Achieve situational awareness regardless of operator position 

 Detailed discussion of design philosophies and practices 

 Control Center Design Considerations 

 Site selection and design 

 Physical security 

 Cyber security 

 Hardening 

 Work environment and ergonomics 

 Commissioning and cutover 

 Modes of operation 

 Communication 

 Risk + Controls Matrix for Transmission Operations 

 Reference document and spreadsheet 

 Examples of transmission operations risks and associated internal controls 

 Future development of database with additional examples 

 Coordinated effort of Compliance Practices and System Operations Practices groups 

 Establishment of Training Simulator Working Group 

 Openly share simulation training techniques and individual learning activities 

 Obtain expert industry-supported technical assistance 

 Increase the use of industry’s in-house BES simulation resources 

 Solve problems and develop trainers’ BES simulation expertise 

 Eliminate the need of others to recreate simulation training experiences  

 GridEx IV Experience/Lessons Learned Sharing 

 Joint webinar – System Operations and Security 

 Five members shared experience and lessons learned 

o Availability of voice and data communications – third-party versus private 

o Understanding dependency of internet and internal network connectivity 

o Implement info sharing technology for internal updates 
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o Ability to share critical information across multiple groups – internal and external 

o Prompt de-brief process for system operators during abnormal events 

o More communications between Security and Operations 
 
Chair Linke asked about efforts of NATF with respect to the new teams we established under the EAS 
agenda item above. Stephen Crutchfield will follow up with Mr. Keels on this discussion. 
 
Adjourn and reconvene 
The OC adjourned at 4:36 p.m. EDT and reconvened the following morning at 8:00 a.m. EDT. 
 
Resiliency discussion 
Chair Linke continued the discussion relating to the NERC Board request for Committee input on the 
Resiliency framework. Committee members provided comments relating reliability to resiliency and the 
work of the OC. Highlighted items included lessons learned, coordinated operations, and Events Analysis.  
 
Chair Linke requested subcommittee chairs to send a list of their activities to David Zwergel that support 
resiliency. 
 
Lessons Learned (Item 11)  
Bob Collins, Texas Regional Entity, reviewed lessons learned from Hurricane Harvey. 

 
Hurricane Statistics 

 Category 4 

 Top wind gust: 132 mph 

 Rainfall: Max 51.88 inches near Highlands Tx 

 Minimum surface pressure:  938 millibars, tying for 16th lowest on record 

 Lightning strikes: > 42,000 

 Counties affected by flooding: 50 
 
BPS Damage (ERCOT region only) 

 Customers affected: > 1.67 million 

 Transmission structures downed or damaged: > 850 

 Distribution poles downed or damaged:  > 6000 

 Conductor replaced:  > 700 miles 

 Substations damaged:  > 85 

 Employees/Contractors involved in restoration:  > 10,000 
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Positive aspects: 

 The Forced Outage Detection application was instrumental in helping operators and support 
engineers identify undocumented outages. 

 ERCOT support staff were able to utilize the State Estimator Statistical (SESTAT) application to 
quickly identify and address MW/MVar mismatches and topology issues. 

 Having additional on-site Engineering Support from ensured quick evaluations of issues with 
ERCOT applications.   

 ERCOT support staff created an adhoc spreadsheet tool that linked to an EMS database which 
evaluates potential options to mitigate overloads. This significantly reduced the time to complete 
pre event assessments. 

 State Estimator performed very well during the event. 
 

Lessons learned: 

 ERCOT is pursuing a wide area overview display of the ERCOT Transmission Grid with weather 
information integrated. 

 ERCOT is planning to implement an N-1-1 Automated Contingency Analysis application to allow for 
quick assessments of potential anticipated operating conditions before facilities are lost due to 
severe weather. 

 ERCOT is going to evaluate feasibility of incorporating outages in undocumented Forced Outage 
Detection (FOD) application into future hour studies. 

 “Hardening” of transmission facilities in hurricane impact zone, primarily wood pole damage 

 Loss of batteries at substations due extended loss of station service 

 Loss of protective relays and RTUs 

 Required portable generators to provide AC power to re-charge batteries. 

 Gas and diesel fuel availability challenges during restoration 

 Gas stations with no power 

 Refineries impacted 

 Generation sites and industrial facilities “locked down” for extended periods due to flooding 
caused issues with food and medical supplies for employees 

 Availability of tracked diggers, bucket trucks, dozers in flooded areas 

 Establishment of contacts with State and Local Emergency Management coordinators and key 
stakeholders was key in maintaining continuity and prioritization of the recovery effort. 
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 Use of advanced meters and intelligent grid devices was effective to pinpoint outages, operate 
equipment remotely, and increase efficiency. 

 Use of Facebook, Twitter, Power Alert Service, and text messages was effective in keeping 
customers informed. 

 Use of aerial drones were effective to assess damage, evaluate work conditions, and enable real-
time situational awareness. Infrared capabilities helped identify equipment that needed further 
inspection. 

 The use of detailed pictures of transmission structures facilitated a rapid design response allowing 
materials to be marshalled and a high level scope developed to mobilize construction resources. 

 
Reliability Coordinator Updates (item 12) 

 Mountain West – CJ Brown, SPP 

 SPP is coordinating with the members of Mountain West Transmission group (MWTG - Basin 
Electric Power Cooperative, Black Hills Energy, Colorado Springs Utilities, Platte River Power 
Authority, Public Service Company of Colorado, Tri-State Generation and Transmission 
Association, Inc., Western Area Power Administration).  SPP has fully executed LOI’s for 
providing RC Services to MWTG and 3 other Entities and is working with WECC, NERC, and 
MWTG to establishing reliability certification work groups for SPP’s certification to provide RC 
services in the West. SPP will continue working with Peak RC and CAISO RC to discuss future 
areas of coordination 

 California ISO – Eric Schmitt, California ISO 

 CAISO gave a twenty month notice to Peak RC to pursue their own RC activities. They have 
been in communication with other entities as well to consider providing RC services. Have 
been in communication with WECC to establish RC services. Several entities have signed letters 
of intent with CAISO. Plan to do shadow operations Summer 2019 and go live September 2019. 
The key is the scope of services certified by NERC. 

 

 Peak RC – Tony Burt, Peak RC  

 Peak is in coordination with PJM Connect which is a market option for WECC participants. All of 
the information relating to this is on their web site. Several entities have submitted letters of 
intent regarding the Reliability Coordinator function but the only binding one is CAISO.  

 
Proposed Revisions to the definition of “Control Center” (Item 14) 
Jay Cribb and Steve Brain, CIP Standards drafting team presented the proposed revisions to the definition 
of Control Center. The Project 2016-02 Standard Drafting Team (SDT) developed proposed Reliability 
Standard CIP-012 to require Responsible Entities to implement controls to protect sensitive Bulk Electric 
System (BES) data and communications links between BES Control Centers and made the standard 
applicable to all impact levels due to the sensitivity of the data being communicated. As the FERC directive 
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addressed the protection of data communicated between Control Centers, the SDT evaluated the current 
Control Center definition and identified the following issues: 

 The term, “operating personnel” is not a NERC Glossary defined term and may be misinterpreted; 

 The phrase, “two or more locations” may be overbroad; 

 The phrase, “monitor and control” may be misinterpreted; 

 The SDT members considered both the NERC Glossary defined term “Real-time” and undefined 
term “real-time.” 

 
The SDT developed proposed modifications to the Control Center definition to make specific inclusions 
and exclusions. This model was based on the BES definition which also has specific inclusions and 
exclusions. 
 
The existing, approved definition is as follows: 
 

One or more facilities hosting operating personnel that monitor and control the Bulk Electric 
System (BES) in real-time to perform the reliability tasks, including their associated data centers, 
of: 1) a Reliability Coordinator, 2) a Balancing Authority, 3) a Transmission Operator for 
transmission Facilities at two or more locations, or 4) a Generator Operator for generation 
Facilities at two or more locations. 

 
The SDT is proposing the following definition to replace the current definition: 
 

One or more facilities, including their associated data centers, that monitor and control the Bulk Electric 
System (BES) and also host operating personnel who: 

 perform the Real-time reliability-related tasks of a Reliability Coordinator; or 

 perform the Real-time reliability-related tasks of a Balancing Authority; or 

 perform the Real-time reliability-related tasks of a Transmission Operator for Transmission 
Facilities at two or more locations; or 

 can act independently as the Generator Operator to develop specific dispatch instructions for 
generation Facilities at two or more locations; or 

 can operate or direct the operation of a Transmission Owner’s Bulk Electric System Transmission 
Facilities in Real-time. 

 
Operating personnel do not include: 

 plant operators located at a generator plant site or personnel at a centrally located dispatch center 
who relay dispatch instructions without making any modifications; or 

 Transmission Owner or Transmission Operator field switching personnel. 
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Next steps: 

 Request SC authorization to post on March 14, 2018 

 If approved by SC, Control Center definition will be posted for a 45-day comment and ballot period 
on March 15, 2018 

 
The CIP SDT requests OC members to review the proposed definition and provide comments during the 
posting period. 
 
SPP Regional Entity Update (item 13) 
Ryan Stewart provided an update on the SPP Regional Entity dissolution. On July 27, 2017, NERC issued a 
letter to entities registered in Southwest Power Pool, Inc. Regional Entity (SPP RE) footprint that NERC and 
SPP had mutually agreed to terminate the Amended and Restated Delegation Agreement between North 
American Electric Reliability Corporation and Southwest Power Pool, Inc. As part of the transition of SPP’s 
delegated authority, NERC informed each SPP RE registered entity that it may submit a written request to 
NERC stating its preference for transfer to another Regional Entity within the Eastern Interconnection. 
NERC received 122 transfer requests. NERC reviewed and carefully considered each registered entity’s 
transfer request. NERC filed a joint SPP RE transition petition with FERC on March 5, 2018. The filing 
requested that FERC expedite their process to ensure an orderly transition of the affected registered 
entities to their new Regions – MRO and SERC – by July 31, 2018.  NERC will continue working with 
registered entities to keep them updated on expected timeline. 
 
Real-time Assessments Task Force (RTATF) update (Item 16a) 
Doug Peterchuck, chair of the RTATF, presented an update on the endorsement of Implementation 
Guidance by the ERO. The guidance was submitted in December and has been reviewed by the Regional 
Entities. Two REs and FERC staff have expressed concerns with the guidance and NERC Staff are working 
to resolve those concerns. 
 
Inverted-baser Resources Performance Task Force (IRPTF) (Item 16c) 
Allen Schriver, IRPTF Chair reiterated the presentation he made during the Joint meeting on IRPTF 
activities. The IRPTF has investigate two events (Blue Cut Fire and Canyon 2 event) for the loss of inverter 
based resources. The TF has issued a NERC alert that many manufacturers/owners implemented. The 
most pressing area of concern is educating industry that the curve in PRC-024 is not a “must trip/no trip” 
curve but rather a “no trip/may trip” curve. The IRPTF would like to limit momentary cessation to only 
events that would damage generation facilities. The deliverables of the IRPTF are:  

 Reliability Guideline on inverter-based resource performance 

 Recommendations on inverter-based resource performance and any modifications to NERC 
Standards 

 Studies of any potential reliability risks under high penetration of inverter-based resource 

 Webinars to share findings.  
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NERC Standards (Item 17c) 
Al McMeekin pointed to his presentation at the joint meeting regarding the Standards Efficiency Review 
project and highlighted the upcoming activates as well as the groups performing the reviews. He also 
asked if there were any standards activities that members had questions on. There were none.  
 
Chair’s Closing Remarks (Item 18) 
Next Meeting 
The next meeting of the Operating Committee will be on June 5-6, 2018 in New Orleans, LA.  
 
Adjourn 
There being no further business before the Operating Committee, Chair Linke adjourned the meeting on 
Wednesday, March 7, 2018 at 10:53 a.m. EDT.  
 

Stephen Crutchfield 
Stephen Crutchfield 
Secretary 
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March 2016 Meeting Action Items 
OC meeting 

and item 
number 

Assignment Description Due Date Progress Status 

1603-06 Resources 
Subcommittee 

(RS) 

Modify the Reliability 
Guideline: Primary 
Frequency Control to 
address asynchronous 
resources 

December 
2018TBD 

March 2017 - The RS is developing a draft Reliability Guideline. 
March 2018 – The RS will be revising the Primary Frequency Control 
guideline in 2018 and will incorporated this into the revision. 
 
 

In Progress 
 

 

June 2016 Meeting Action Items 
OC meeting 

and item 
number 

Assignment Description Due Date Progress Status 

1606-01 ORS Determine the continued 
need for reliability 
coordinator reliability plans. 
Consider standards IRO-001 
and IRO-014. 

March 
2018 

September 2016 – ORS presented a recommendation, which the OC 
approved regarding the continued development of reliability plans. The 
OC tabled a second recommendation from the ORS and asked NERC 
Staff to further evaluate the ORS proposal, since it involves a Rules of 
Procedure change. 
 
December 2016 - Dr. James Merlo discussed the ORS motion made in 
September to reinstitute some sort of oversight of the RC plans. NERC 
supports oversight of the RC plans since they require coordination and 
collaboration. NERC is supportive of a guideline change as it relates to 
oversight of RC plans and the ORS is pursuing such a revision under 
action item 1609-05 below. 
 
June 2017– The ORS developed a Reliability Coordinator Plan Reference 
Document and is requesting OC Comments on the document. The ORS 
will revise the document based on comments received and bring a 
request to the OC at its September meeting to post the documents for a 
45-day industry comment period. 
 
September 2017 – The OC requested that the ORS coordinate 
development / approval of the guideline with the RC Checklist that is 
being developed by NERC Staff. 

In Progress 
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March 2018 – The ORS has coordinated with NERC staff on the 
Assessment Master (RC Checklist) and the Reliability Coordinator 
Reliability Plan Reference Document. This work is complete and the 
reference document will be brought before the OC in June 2018 for 
approval. 
 

September 2016 Meeting Action Items 
OC meeting 

and item 
number 

Assignment Description Due Date Progress Status 

1609-05 ORS Update the Guideline for 
Approving Regional and 
Reliability Coordinator 
Reliability Plans 

March 
2018 

September 2016 – The OC approved an ORS recommendation to update 
the Guideline for Approving Regional and Reliability Coordinator 
Reliability Plans. 
 
December 2016 - Dr. James Merlo discussed the ORS motion made in 
September to reinstitute some sort of oversight of the RC plans (original 
action item 1606-01). NERC supports oversight of the RC plans since 
they require coordination and collaboration. NERC is supportive of a 
guideline change as it relates to oversight of RC plans and the ORS is 
pursuing such a revision under this action item. 
 
June 2017– The ORS developed a Reliability Coordinator Plan Reference 
Document and is requesting OC Comments on the document. The ORS 
will revise the document based on comments received and bring a 
request to the OC at its September meeting to post the documents for a 
45-day industry comment period. 
 
September 2017 – The OC requested that the ORS coordinate 
development / approval of the guideline with the RC Checklist that is 
being developed by NERC Staff. 
 
March 2018 – The ORS has coordinated with NERC staff on the 
Assessment Master (RC Checklist) and the Reliability Coordinator 
Reliability Plan Reference Document. This work is complete and the 
reference document will be brought before the OC in June 2018 for 
approval. 
 

In Progress 
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December 2016 Meeting Action Items 
OC meeting 

and item 
number 

Assignment Description Due Date Progress Status 

1612-02 Dave Souder, 
John 

Stephens, Dan 
Woodfin, 
Durgesh 
Manjure, 
Nathan 

Schweighart 

Methods for Establishing 
IROLS Task Force (MEITF) 

December 
2017 

December 2016 - The MEITF Scope document was approved by the OC 
and volunteers were assigned to participate on the Task Force.  
 
March 2017 – A revised scope document was approved and an update 
on TF activities was presented at the joint OC/PC meeting. 
 
June 2017 – The team continues development of a Reliability Guideline. 
 
December 2017 – OC endorsed proposed Framework and related 
definitions. The documents are to be sent to the standard drafting team 
for their consideration. The OC also authorized posting the draft IROL 
Reliability Guideline for a 45-day comment period. 
 
March 2018 – The MEITF received 300 sets of comments on the 
Reliability Guideline and is reviewing the comments for inclusion in the 
guideline. The team is also considering revisions to the IROL framework 
to more closely align with the definition of Reliable Operation.  The 
MEITF is performing a risk assessment that includes a survey to provide 
an inventory of existing IROLs and an assessment of impacts to existing 
IROLs for any proposed changes to IROL framework. 
 

In Progress 
 
 

1612-03 Doug 
Peterchuck 
(lead), Doug 

Hils, 
Alan Bern, 

Saad Malik, 
Paul Johnson, 

Michele 
Rheault and 
Chris Pilong 

Real-time Assessments Task 
Force 

September 
2017 

December 2016 – EAS Chair Hamdar noted that certain standards 
require perform of a Real-time Assessment. The EAS has concerns 
regarding these requirements when an entity loses their EMS capability. 
The OC appointed a task force to: 
• Discuss how Real-time Assessments are completed when there 

is a loss of EMS   
• Investigate the compliance and reliability concerns 
• Develop any necessary guidance 
 
June 2017 – The RTATF submitted proposed guidance to the OC for 
approval. The approval was obtained via e-mail ballot and the 
Implementation guidance was submitted on May 8, 2017 to NERC for 

In Progress 
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approval. NERC and Regional Entity staff have provided feedback on the 
guidance for OC consideration. The RTATF is assessing the comments 
and will make appropriate revisions to the guidance. 
 
December 2017 – The OC approved the guidance for submittal to the 
ERO as implementation guidance. 
 
March 2018 – The guidance was submitted to NERC for endorsement. 
Concerns were noted by two Regional Entities and NERC staff is working 
to resolve these concerns. 
 

December 2017 Meeting Action Items 
OC meeting 

and item 
number 

Assignment Description Due Date Progress Status 

1712-01 OC Executive 
Committee 

Reliability Guideline and 
Reference Document 
outreach formalization 

March 
2018 

December 2017 – The OC approved six Reliability Guidelines and 
Reference Documents at the December meeting. The NERC OC 
Executive Committee is to determine how this outreach will be achieved 
for these documents as well as going forward. 
 
March 2018 – The OC Executive Committee recommended forming a 
team to develop a formal roll-out process (see action item 1803-01) 
 

In progress 
closed 

 
 

March 2018 Meeting Action Items 
OC meeting 

and item 
number 

Assignment Description Due Date Progress Status 

1803-01 Sidney 
Jackson, 

Doug 
Peterchuck, 

James 
Fletcher, 

Dick Pursley 

Reliability Guideline and 
Reference Document 
outreach formalization 

December 
2018 

March 2018 – The team was formed to develop a formal roll-out 
process for new or revised Reliability Guidelines and Reference 
Documents 
 

In progress 
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and Alan 
Bern 

 

1803-02 David 
Zwergel 
(lead), JT 

Thompson, 
Greg Darnell 
and James 

Fletcher 
 

OC Strategic Plan Review September 
2018 

March 2018 - Chair Linke committed to the NERC BOT that the OC 
would review its strategic plan and reference it back to NERC 
strategic plan to ensure alignment. This review to be completed 
by the September 2018 OC meeting 

In Progress 

1803-03 Chair Linke 
(lead), 

Executive 
Committee 
members 

and 
subcommitte
e leadership 

 

Standards Efficiency Review April 2018 March 2018 - Standards Efficiency Review – The OC has the 
opportunity to provide requirement grades to NERC for the 
standards efficiency review. The Executive Committee and 
subcommittee leadership will work with Chair Linke to develop 
the grading for this review. Chair Linke will send out the 
documents to begin the process. Grades are due April 16, 2018 

In Progress 
Completed in April 

2018 

1803-04 ORS  TOP-001-4, Requirements 
R10.3 and 10.6 

June 2018 March 2018 – EAS Chair Hydzik noted that for R10.3, the TOP needs 
non-BES facility information and status for its TOP Area and for  
R10.6, the TOP needs non-BES facility information outside its TOP Area 
as identified by the TOP. The ORS will review the development history 
of these requirements to determine the intent of this language and 
determine a course of action to address such as developing Compliance 
Guidance or a Reliability Guideline. 
 

In Progress 

1803-05 EAS TOP-001-4, Requirements 
R20 and R21 

September 
2018 

March 2018 - The EAS will review R20 and R21 as requested to 
clarify “redundant and diversely routed” language as well as 
testing requirements. 

In Progress 

1803-06 RTATF 
 

TOP-010 and IRO-018 
requirements about data 
quality 

September 
2018 

March 2018 – The RTATF will develop documentation 
(Compliance Guidance or similar) to address RTA quality as 

In Progress 
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identified in TOP-010, R3 and the associated IRO-018 
requirement. 
 

1803-07 David 
Zwergel 

(lead), Todd 
Lucas, 

Michelle 
Rheault, Jeff 

Harrison, 
James 

Fletcher, 
Allen 

Schriver, and 
Tony 

Jankowski 
 

Resiliency Framework June 2018 March 2018 - The RISC is requesting that the OC provide their 
views on how BPS resilience is currently being addressed within 
the scope of their committee’s responsibilities and recommend 
any additional activities they believe should be undertaken. This 
will include a review of the draft Resiliency Framework. 
Comments are due on or before March 28, 2018. 
 
June 2018 – Comments from the OC were submitted on March 
27, 2018. 

Completed March 
27, 2018 

 

 



Agenda Item 5.a 
OC Meeting 

June 5, 2018 

 
NERC Operating Committee 

Sub-group Status Report 

 
Group:  Operating Reliability Subcommittee 
 
Purpose:  The Operating Reliability Subcommittee (ORS) assists the NERC Operating Committee (OC) 

in enhancing Bulk Electric System (BES) reliability by providing operational guidance to the 
industry; by providing oversight to the management of NERC-sponsored information 
technology tools and services which support operational coordination and by providing 
technical support and advice as requested. 

 
Last Meeting: May 8-9   Location: Taylor TX (hosted by ERCOT) 
Duration: 1 Day 
 
Next Meeting: September 5-6, 2018  Location: Eagan MN (hosted by MISO) 
Duration: 1 Day 
 
Chair: Dave Devereaux – IESO  
Vice-Chair: Chris Pilong - PJM 
 
2018 Initiatives:   
We continue to focus on regular review, update, and communication of Guidance Documents and 
Reference Guides within our area of responsibility. We also continue to prepare for implementation of 
the IDC PFV field trial and are working on several new, guideline development initiatives. 
 
Items for OC Approval: 

 A joint ORS/CIPC task team has prepared a guideline: Reliability Guideline for Operator 
Recognition Cyber Intrusion into Operating System.  The guideline was posted for public 
comment following the December OC meeting.  Public comments and responses are included in 
the meeting materials.  ORS recommends approval of the guideline. 

 ORS recommends approval of the revised Reliability Coordinator Reliability Plan Reference 
Document.  The revised document maintains a forum for RC’s to discuss pending changes to other 
RC’s plans, while shifting the assessment of an entity’s capability from ORS to the NERC 
registration process.   

 
Key Issues for OC Information:  

 At OC request, the ORS examined the non-BES requirements in TOP-001-4 (R 10.3 and 10.6).  The 
group feels that the requirements are intended to address cases where non-BES facilities are being 
evaluated as possible BES facilities through the BES Exception process.  This rationale was 
highlighted in FERC Order 817 (November 19, 2015).  The new requirements provide a “stop-gap” 
that ensures monitoring during the assessment period.  ORS recommends that no further 
compliance guidance is required. 



 The ORS approved minor changes to the TVA and MISO Reliability Plans.  The MISO change was 
due to a new 765 kV line built in Indiana.  The TVA change reflects 24/7 RC staffing at their former 
backup control center.  The ORS continues to monitor pending changes to the MISO and PJM 
Reliability Plans.  These expected minor changes are required due to the OVEC Balancing Area 
moving from MISO to the PJM RC area.  ORS will provide an update at the September OC meeting.  

 As part of the 2018 work plan, the ORS has formed a task team that will review and revise the ORS 
Scope document.  Changes are required due to the transition of reliability tools away from NERC. 

 The Chairs of ORS and RS presented overviews of the activities of their respective Subcommittees 
at each other’s recent meetings.  Both groups received a presentation on the status of BAL-004 
(Time Error Correction) from NERC Staff.   The groups will continue to look at ways to assist each 
other with their work plans. 

 ORS continues to receive updates from the EIDSN Steering Committee on the IDC Tool 
enhancements.  Specifically, the Parallel Flow Visualization (PFV) project is intended to improve 
the data quality used by the IDC during curtailment of transactions and may eventually result in 
changes to both NERC Reliability Standards and NAESB Business Practices. The 12-18 month field 
trial began on schedule in September 2107.  Throughout the field trial, ORS will receive updates on 
tool performance from the IDCWG. 

 Net Actual and Net Scheduled Interchange - There are current plans to move this initiative to a 
web based portal application hosted by EIDSN.  EIDSN has indicated that this transition may be 
delayed into late 2018.   

 ORS members discussed operational impacts and observations related to severe weather events 
through spring 2018.   

 ORS Members discussed best practices related to wind/solar forecasting and dispatch.  RC’s 
discussed how each area manages operating flexibility to allow for limitations in forecast accuracy. 

 
Current Initiatives/ Deliverables:  

 See pending approval items 

 ORS has reviewed and discussed the 2017 OC work plan and continues to work items in the plan as 
prioritized by the OC 

 
Recurring Deliverables of Group 

 Provide subcommittee report for the regularly scheduled Operating Committee meetings. 

 Endorse or approve as applicable revisions to Reliability Plans. 

 Develop comments on the annual State of Reliability report. 

 Review the use of Proxy Flow Gates. 

 Review TLR 5 events as requested. 

 Review of EEA events. 

 Develop comments on Adequate Level of Reliability metrics. 

 Provide coordination between the EIDSN IDC Steering Committee and the Operating Committee. 
 
NERC Program’s Oversight Responsibility for the Group 



 Provide a forum for discussion of operating practices and potential lessons learned.  

 Provide a forum for discussion of information technology tools and services that facilitate 
operational reliability coordination. 

 Provide oversight and guidance on aspects of Interchange Scheduling, including Dynamic 
Transfers, as it applies to impacts on reliable operations. 

 
NERC Document (Non-Reliability Standard) Responsibility for the Group 

 Guidelines and Reference Documents  
 



 
 

 

 

Reliability Coordinator Reliability Plan 
Reference Document  
 
Introduction 
This reference document provides the framework for the development, update, and endorsement 
process for Reliability Coordinator Reliability Plans. Changes to this reference document will be at the 
direction of the NERC Operating Committee (OC) with the participation of the Operating Reliability 
Subcommittee (ORS). 
 
Reliability Coordinator (RC) Reliability Plans are used by RCs to document each RC’s plan for meeting the 
obligations of the functional area and ensure that the plan is adequately coordinated with the entities 
within the RC Area and neighboring entities. RCs may develop individual RC Reliability Plans or opt to 
include multiple RCs, such as RCs of a particular region, within a single Reliability Plan. 
 

Background 
The NERC Standard, IRO-001-1.1 Reliability Coordination - Responsibilities and Authorities, required RCs 
to comply with Reliability Plans that have been approved by the NERC Operating Committee. The 
requirement for Reliability Plans predated the mandatory and enforceable reliability standards for 
Reliability Coordinators. The requirement to develop Reliability Plans was therefore retired on April 1, 
2017. The RC Reliability Plan is a valuable tool for coordination within an RC Area and among neighboring 
RCs and therefore the ORS has developed this Reliability Coordinator Reliability Plan Reference Document 
in order to maintain a process for RCs to develop, maintain and coordinate their reliability plans, in 
absence of a formal NERC requirement to do so. 
 

Contents of the RC Reliability Plan 
Each RC Reliability Plan will differ based on the way each Reliability Coordinator does business and how 
that RC interacts with its member entities and neighboring RCs. Each RC should consider adding the 
following information to their Reliability Plan. If this information is located in a separate document, the 
Reliability Plan should reference the document where the information is located. 

 A revision history of changes from previous versions of the document 

 A description of RC decision making authority 

 An overall description of the RC responsibilities 

 List of Balancing Authorities, Local Balancing Authorities (if applicable), and Transmission 
Operators in the RC footprint 

 A description of the RC footprint 

 A description of the RCs requirements regarding pseudo-tied generation and load 
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 A description of the congestion management process the Reliability Coordinator uses to manage 
congestion. This description should include: 

 How congestion on internal constraints are managed 

 How congestion on external constraints are managed, if applicable 

 A list and description of bilateral or multilateral congestion management agreements, e.g. CMP 
or market to market type agreements 

 A description of how the RC maintains wide-area visibility, e.g. tools, processes, what is monitored 

 A description of processes used to perform its Operational Planning Analyses, Real-time 
monitoring, and Real-time Assessments 

 A description of emergency operations plans 
 

RC Reliability Plan Updates and Changes 
It is recommended that the RC Reliability Plans be reviewed internally every three years for changes to 
the plan. The Reliability Plan should be updated, re-coordinated and re-endorsed by the ORS for 
significant changes to the way an RC plans to meet its functional requirements. Changes that are expected 
to initiate an off-cycle update, re-coordination and re-endorsement can include but are not limited to: 

 Significant changes to RC footprint BAs or TOPs (excluding new pseudo-ties) 

 Significant changes to RC congestion management processes 

 Changes that could have a significant impact on neighboring entities 
 

Endorsement of RC Reliability Plan by the NERC ORS 
New RC Reliability Plans or updated RC Reliability Plans with significant changes should be submitted to 
the Regional Entities (RE), if required, for initial review. The plan should then be submitted to the ORS for 
review and endorsement prior to the effective date of the new or updated RC Reliability Plan. 
Endorsement of the RC Reliability Plans is a non-binding approval that gives all RCs in the North American 
power system an opportunity to review each other’s Reliability Plans and offer suggested changes. 
 
The ORS endorsement of the RC Reliability Plan is based upon its completeness in the contents 
 
Following its review of the RC Reliability Plan, the ORS will decide, through a majority vote, whether or 
not to endorse the RC Reliability Plan. If endorsement is not achieved, the RC should work with the ORS to 
revise the plan or develop additional mitigations plans. The results of the final endorsement motion will 
be communicated to the NERC OC. 
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Endorsement Process Flow Chart

 



Reliability Guideline

Instructions

Review Period

Name of Individual or Organization(s) (list multiple if 

submitted by a group):

Industry Segment (if applicable)

Region (if applicable)

Contact Telephone

Contact Email

Organization(s) Page # Line / Paragraph Comment Proposed Change NERC Response

AEP - Transmission Page 2

Examples of anomalies 

that may require 

attention section

Add  - Cyber Security Attack- Social Engineering 

Section : Examples of anomalies that may require 

attention:

• Workstation unexpectedly locked out and/or recive 

a message indicates password has been chnaged.

• Cursor moving by itself
See attatchment (Cyber Attack - Using Social 

Engineering)

Added referenec to US-CER Security tip.  See 

footnote 1.

AEP - Cyber Security and Defense Page 3

Initial Actions and 

Internal Notification 

Response Section

Add - Federal or Local Law Enforcement Personnel 

may assist or lead an investigation, leaving grid 

control to the Utility SME’s

We believe that the last bullet in Section 4 captures 

this concept.

AEP - Cyber Security and Defense Page 2

Examples of anomalies that may require attention:

Of the list of indicators, these could cause false 

reports, a Microsoft update could cause both of these.

• Are files / messages flashing / suspicious pop-ups 

appear on the screen

• System is unusually slow Agreed.  We have added a statement ackowledging 

that false positives may increase.

AEP - Cyber Security and Defense Page 2

Many of these conditions could be due to threat actor 

involvement.  They could also be from patching, 

system errors, etc.  It comes down to the operator 

knowing if someone within AEP is expected to be 

making changes to the system.  If no 

changes/maintenance are expected they the ‘could 

be bad’ meter is higher and the operator should 

immediately get their support staff involved to rule 

known maintenance out.

If the conditions change or increase then perhaps the 

likelihood of malicious activity also increases and they 

disconnect until verified non-malicious.

We agree.  By informing IT propmptly, operators can 

quickly understand if unusual behaviour is due to 

planned work.  

AEP - Security & Application Support Page 2 Second paragraph 

Given that security patching may often appear similar 

to an attack, operators should be notified when 

patches are occuring. 

We feel that operators is appropriate. be informed 

before routine maintenance takes pl;ace.  If they are 

not informed, our guidance to promptly inform IT 

614-716-2343

ajaustin@aep.com

Cyber Intrustion Guide for System Operators

Please use this form to submit comments on the draft Reliability Guideline.  Comments must be submitted within the review period below to NERC (reliabilityguidelinecomments@nerc.net) 

with the words “Reliability Guideline Comments” in the subject line.  Only comments submitted in this Microsoft Excel format will be accepted. Both general and specific comments should be 

provided within this form. Red-line document changes, PDF versions of this document, or email comments will NOT be accepted.

Comments may be submitted by individuals or organizations.  Please provide the requested information in Row 6.  If comments are submitted on behalf of multiple organizations, list all organizations in Row 

6. Please provide the Industry Segment and Region (if applicable) in Rows 7 and 8 and provide the requested contact information in Rows 9 and 10.

If you have any questions regarding this process, please contact Stephen Crutchfield (Stephen.Crutchfield@nerc.net)

December 14, 2017 - January 29, 2018.  

Comments must be submitted using this comment form by 5:00 p.m. ET on January 29, 2018

Aaron Austin - Amercian Electric Power
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Name of Individual or Organization(s) 
(list multiple if submitted by a group):
Industry Segment (if applicable)
Region (if applicable)
Contact Telephone
Contact Email

Organization(s) Page # Line / Paragraph Comment Proposed Change NERC Response CP Comment

FirstEnergy 1
2nd sentence of 
paragraph 5 Minor spelling change Change "so" to "do"

Change made to 
Page 2, paragraph 3.

FirstEnergy N/A N/A

The proposed guideline emphasizes the need for System 
Operators to follow internal plans and includes steps that a 
System Operator “may” take in identifying and responding to a 
cyber intrusion.  For entities that already have extensive 
training, response plans and procedures with respect to cyber 
intrusion, the guideline contents may create confusion or 
uncertainty for System Operators.

Reconsider if the benefits of NERC 
publishing this guideline outweigh the 
potential confusion created for System 
Operators within larger entities who 
already have extensive training, response 
plans and procedures with respect to 
cyber intrusion.

We have attempted 
to draft the guide 
with a level of detail 
that should not 
conflict with entities' 
response plans.  

Guidelines are not 
required to be used. If 
an entity doesn't want 
to use this guideline 
for fear of confusion, 
they do not need to.

ReliabilityFirst
330‐761‐4165

hconley_jr@firstenergycorp.com

Cyber Intrustion Guide for System Operators
Please use this form to submit comments on the draft Reliability Guideline.  Comments must be submitted within the review period below to NERC 
(reliabilityguidelinecomments@nerc.net) with the words “Reliability Guideline Comments” in the subject line.  Only comments submitted in this Microsoft Excel 
format will be accepted. Both general and specific comments should be provided within this form. Red‐line document changes, PDF versions of this document, or 
email comments will NOT be accepted.

Comments may be submitted by individuals or organizations.  Please provide the requested information in Row 6.  If comments are submitted on behalf of multiple 
organizations, list all organizations in Row 6. Please provide the Industry Segment and Region (if applicable) in Rows 7 and 8 and provide the requested contact 
information in Rows 9 and 10.

If you have any questions regarding this process, please contact Stephen Crutchfield (Stephen.Crutchfield@nerc.net)
December 14, 2017 - January 29, 2018.  

Comments must be submitted using this comment form by 5:00 p.m. ET on January 29, 2018

Hugh Conley (NERC General Manager) at FirstEnergy

1, 3, 4, 5, 6
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Name of Individual or Organization(s) (list multiple if 
submitted by a group):
Industry Segment (if applicable)
Region (if applicable)
Contact Telephone
Contact Email

Organization(s) Page # Line / Paragraph Comment Proposed Change NERC Response

WEC Energy Group (which includes Wisconsin Electric and 
Wisconsin Public Service) 2

Section on "Example of 
anomalies…"

Example Anomalies are not insightful. Operators 
observing would naturally research and troubleshoot 
the cause.  Existence of a guideline would not 
materially impact their ability to identify or react to 
these. (Common sense items)

Guideline will not serve its intended effect.

The Guideline was requested by the OC to raise awareness 
and ensure that Operators consier the possibility of a Cyber 
Intrusion when their tools are behaving strangley.  The 
Guide should not conflict or detract from Entities' cyber 
response plans.

WEC Energy Group (which includes Wisconsin Electric and 
Wisconsin Public Service) 3

Section on "Initial 
Actions…"

CIP-008 requires entities to have their Entity Response 
plan.  Operators should follow their Entity Response 
plan - not this guideline for their response.

Agreed.  Please refer to Section 1: Background for a 
description of the document's intent.

WEC Energy Group (which includes Wisconsin Electric and 
Wisconsin Public Service) 3

Section on "Initial 
Actions…" Typo - extra space in first bullet (_EMS) Remove extra space Space removed.  Thank you.

WEC Energy Group (which includes Wisconsin Electric and 
Wisconsin Public Service) 3

Sectoin on "External 
Response…"

Guideline tells us to follow our organization's 
procedure(s) - this is not insightful.

Thank you.  Again, the guide is not intended to conflict or 
detract from an entity's cyber response plan.

262‐544‐7393
Candace.Morakinyo@we‐energies.com

Cyber Intrustion Guide for System Operators
Please use this form to submit comments on the draft Reliability Guideline.  Comments must be submitted within the review period below to NERC (reliabilityguidelinecomments@nerc.net) with the words  Reliability 
Guideline Comments” in the subject line Only comments submitted in this Microsoft Excel format will be accepted Both general and specific comments should be provided within this form Red‐line document changes PDFDecember 14, 2017 ‐ January 29, 2018.  
Comments must be submitted using this comment form by 5:00 p m ET on January 29 2018

WEC Energy Group (which includes Wisconsin Electric and Wisconsin Public Service)
3, 4, 5, 6

RF and MRO
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Organization(s) Page # Line / Paragraph Comment Proposed Change NERC Response

2

Are we under attack? 
Recognizing an attack or 
an attempt to attack

Perhaps there needs to be some suggested training to 
demonstrate the anomalies that may require 
attention?   Should loss of voice communications be 
considered as an anomaly? Or more generically 
simultaneous loss of operational support systems 
(HVAC, Fire Suppression, phone/communications)?

add a bullet "simultaneous loss of operational 
support systems (e.g., HVAC, Fire Suppression, 
phone/communications)"

We have added the suggestion.  However, the lists provided 
in Section 2 are illustrative.  They are not intended to 
provide a complete list of possible anomolies. 

This guidance focuses on System Operators, it should 
include personnel whom work in transmission 
substations and generation facilities as well.

adjust language to include frontline personnel that 
are not defined as System Operators.  Perhaps 
"Operations personnel including System Operators"

The Operating Committee requested a Guideline specifically 
for System Operators.  

The guidance should make the connection to CIP-008-
5 and EOP-004-3.

Reference Standards appropriately ("Initiate 
activities associated with CIP-008 and EOP-004 as 
needed")

The Guideline is intended to raise awareness encourage 
System Operators to familiarize themselves with their 
entity's specific plans.  We have avoided reference to 
specific standards to ensure the document does not 
become "stale" as Standards evolve.

The guidance document should use the correct 
terminology throughout, "Cyber Security Incident 
response plan(s) ".

Use Glossary term
Agreed.  Changes made. 

3 External Response

There should be instructions on how to report to E-
ISAC and the Department of Energy (OE-417 form)

Provide a link or reference the entities internal 
process to contact E-ISAC and/or complete an OE-
417 form.

We have attempted to write a draft that considers entities' 
specific response plans, as they may differ throughout North 
America.  Section 4 makes reference to follow the 
organizations reporting instructions.  

The guidance should also make a reference to CIP-
004-6 R1, Security Awareness Program. Incorporating 
training on detecting and responding to potential 
Cyber Security Incidents would help increase 
awareness.

Should add a sentence encouraging incorporating 
appropriate training including this guidline.

We have attempted to provide a concise guide to aid 
operators in recognition of cyber intrusion.  We believe that 
training requirements should be defined by individual 
organziations.  

There could be a opportunity for awareness with PER-
005-2. Would awareness and response be considered 
a RRT?  Should it be?

The identification of entity‐specific Reliability Related Tasks 
are the responsibility of each entity.  

512‐583‐4989
curtis.crews@texasre.org

Cyber Intrusion Guide for System Operators
Please use this form to submit comments on the draft Reliability Guideline.  Comments must be submitted within the review period below to NERC (reliabilityguidelinecomments@nerc.net) with the words  Reliability 
Guideline Comments” in the subject line Only comments submitted in this Microsoft Excel format will be accepted Both general and specific comments should be provided within this form Red‐line document changes PDFDecember 14, 2017 ‐ January 29, 2018.  
Comments must be submitted using this comment form by 5:00 p m ET on January 29 2018

Texas RE
Region (10 )
Texas RE
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1 Second Paragraph

The SPP Standards Review Group recommends the 
Subcommittee capitalize the term "Reliable 
Operations" because it’s a defined term in the NERC 
Glossary of Terms. Change made.  Thank you.

The SPP Standards Review Group recommends the 
Subcommittee identify all impacted Reliability 
Standards that are associated with this guideline. 
Additionally, the Subcommittee should consider adding 
informational links from entities like E-ISAC and 
Infragard because this type of information can aid an 
industry participant’s review of its internal processes 
and procedures pertaining to cyber threats. 

The Guideline is intended to raise awareness encourage 
System Operators to familiarize themselves with their 
entity's specific plans.  We have avoided reference to 
specific standards to ensure the document does not 
become "stale" as Standards evolve.

2 bullet #14
The SPP Standards Review Group suggests that the 
Subcommittee provide clarity on what is an HMI. Acronym eliminated.  Thank you.

501‐688‐1704
smickens@spp.org

Cyber Intrustion Guide for System Operators
Please use this form to submit comments on the draft Reliability Guideline.  Comments must be submitted within the review period below to NERC (reliabilityguidelinecomments@nerc.net) with the words  Reliability 
Guideline Comments” in the subject line Only comments submitted in this Microsoft Excel format will be accepted Both general and specific comments should be provided within this form Red‐line document changes PDFDecember 14, 2017 ‐ January 29, 2018.  
Comments must be submitted using this comment form by 5:00 p m ET on January 29 2018

Shannon V. Mickens ‐SPP Standards Development Review Group
Segment 2
SPP RE
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Electric Reliability Council of Texas, Inc. All
Throughout the 
document.

Ensure terms align to the NERC Glossary where 
appropriate.

Replace "Cyber Security response plan" with "Cyber 
Security Incident response plan" in order to align to the 
definition in the NERC Glossary. Changes made.  Thank you.

Electric Reliability Council of Texas, Inc. All
Throughout the 
document.

Ensure terms align to the NERC Glossary where 
appropriate.

Capitalization‐replace "cyber asset" with "Cyber Asset" in 
order to align to the definition in the NERC Glossary. Changes made.  Thank you.

Electric Reliability Council of Texas, Inc. All
Throughout the 
document.

Ensure that capitalized terms are consistent and defined 
either in the document or in the NERC Glossary.

Align use of defined terms and capitalize same.
Changes made.  Thank you.

Electric Reliability Council of Texas, Inc. 1
Background section, first 
paragraph, line 5.

Ensure terms align to the NERC Glossary where 
appropriate.

Replace "cyber‐incident" with "Cyber Security Incident" in 
order to align to the definition in the NERC Glossary. Changes made.  Thank you.

Electric Reliability Council of Texas, Inc. 1

Background section, 
second paragraph, lines 1‐
2.

Clarity/readability.

Replace the entire first sentence with "The following will 
assist System Operators in recognizing events that may 
be an indicator of a cyber‐attack, and how and when to 
share information with others." Change made.

Electric Reliability Council of Texas, Inc. 2 Third to last bullet. Typo. Replace "Antimalware" with "Anti‐malware". Change made.

Electric Reliability Council of Texas, Inc. 3
Initial Actions, third 
bullet.

Clarity/readability.

Replace entire third bullet with "Disconnect suspected 
workstation from network by unplugging the network 
cable, unless otherwise directed by IT support, security, 
or entity‐specific Cyber Security Incident response plan"

We have reviewed all comments related to Section 3 and 
have simplified the guidance.  Rather than provide a list of 
specific instructions, we have suggested that operators 
follow their Cyber Repsponse Plan and inform IT.  

Electric Reliability Council of Texas, Inc. 3
Initial Actions, fourth 
bullet.

Clarity/readability.

Replace entire fourth bullet with "Not Power Down 
suspect workstation, unless otherwise directed by IT 
support, security, or entity‐specific Cyber Security 
Incident response plan.  A power down can result in a 
loss of data resident in volatile memory that contains 
information that may be helpful for analysis."

We have reviewed all comments related to Section 3 and 
have simplified the guidance.  Rather than provide a list of 
specific instructions, we have suggested that operators 
follow their Cyber Repsponse Plan and inform IT.  

Electric Reliability Council of Texas, Inc. 3 External Response 

Should this be the responsibility of the System Operator, or 
should they be providing notifications as specified by IT 
support and/or security?

We suggest that Operators follow their organizations 
specific plan.  

512 275 7442
brandon.gleason@ercot.com
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PSEG 3 4 / 1

Should state that the bulleted items are only  
examples of actions but not necessarily the response 
that should be taken. 

Add "For example," at the beginning of the last 
sentence in the 1st paragraph (line 4). Change made.
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AZPS 2 Line 2 Paragraph 2 Term "require" suggests mandatory relationship Insert "may" before "require" change made.  Thanks you.

AZPS 2 Examples

The term "system" ambiguously identifies both EMS/IT 
equipment and field equipment in the "observing unusual 
system activity" bullet point

Segregate anomolies in EMS/IT devices from other system 
anomalies such as thosr occurring in field equipment.

The anomolies listed are intended to refer to indications on 
an Operator's computer interface. 

AZPS 2 Examples Term "erroneous" seems conclusory Suggest replacing erroneous with suspicious Agreed.  We have changed the term.

AZPS 3 Initial Actions Section

Section suggests completing other actions prior to 
activating an incident plan.  

Guidance should make clear ‐‐ immediately initiate your 
IT issue reporting process and/or cyber incident response 
plan.

Agreed.  We have revised Section 3 to ensure that plan 
activation/reporting are top priority.

AZPS 3 External Response Section

Reporting seems CIP focused, though there are other NERC 
reporting obligations such as those under EOP‐004 and 
DOE's OE‐417

Suggest referencing other reporting channels to avoid 
minimizing by exclusion.

We have attempted to write a draft that considers entities' 
specific response plans, as they may differ throughout North 
America.  Section 4 makes reference to follow the 
organizations reporting instructions.  

AZPS General Comment

The guidance is fairly prescriptive and specific.  The nature 
of the guidance could increase the number of false positive 
reports coming from system operators.  Significant 
increases in reporting might dilute and undermine cyber 
response processes.

Generalize guidance and defer to entity response plans. We have attempted to darft the guideline in general terms.   
Operators should follow their own Cyber Incident Reposne 
plans.  Examples are provided to raise awareness.
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2 Last line
Propose clarifying section 2, bullet 5 in the provided 
examples.

Observing unusual system activity or alarms from 
Cyber Assets, such as: Change made.
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Lincoln Electric System 2 Line 13 Add "or mouse" Cursor or mouse moving by itself Replaced with "pointer or mouse cursor."
Lincoln Electric System 2 Line 11 Add additional bullet New icons appear on desktop or in the start menu bullet added
Lincoln Electric System 2 Line 22 Add "or reboot" Unexpected system shutdown or reboot change made
Lincoln Electric System 3 Line 5 Add additional bullet Take pictures with your phone (or camera) of 

unusual activity and document start and stop times

We believe that this is too prescriptive.  We would prefer to 
not have operators' personal electronic devices used during 
Cyber Incidents.

402‐467‐6894
seldridge@les.com
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General Comment

General Comment: Industry philosophy needs to 
change from "this is just an anomaly until you can 
prove it is a cyber intrusion/attack" to "This is a cyber 
intrusion/attack until you can prove that it is not". This 
is especially important to System Operators that are 
very used to their Energy Management Systems 
exhibiting strange behavior from time to time. The old 
position that "It's just the EMS acting up again" is no 
longer warranted and should instead be looked at as 
"There is something suspicious occurring, lets 
presume it is a cyber intrusion until we prove to 
ourselves that it is not

We agree.  We hope that this Guide is a step in that 
direction.

2 examples of anomalies

Although a list of examples of anomalies is a good 
idea it should be included as an attachment. This 
section instead should talk about things that System 
Operators can do to help maximize their chance of 
identifying a possible cyber intrusion. As noted below

We have attempted to keep the Guide as concise as 
possible.  

2 examples of anomalies

System Operators could keep a log of 
different/unexpected/non-normal events during their 
shift. It is a good way to keep cyber security fresh in 
their minds, as well as providing a good event 
correlation list for after-the-fact reviews if needed. 
Also it can be used during shift turnover to set some 
expectations for operators coming on shift.

We believe that it is standard practice for oeprators to log 
unusual events.  

2 examples of anomalies

System Operators learning and noting expected 
system performance. This could be captured in a 
format that allows System Operators to lookup 
previous values to allow current comparisons. Only by 
system operators identifying something that is 
"different/unexpected/non-normal" can a possible 
cyber security incident be detected.

We have assumed that System Operators each have a sense 
of what "normal" conditions look like on their system  We 
do notthink that this Guide is an appropriate place to define 
this for System Operators.

2 "Are we under Attack"

I think one of the many issue System Operators are 
dealing with is the old "crying wolf" adage. Nobody 
wants to be listed as the conspiracy theorist guy 
always thing we are under attack. That is why we 
need to position these events as possible cyber 
intrusions as opposed to  "are we under attack". It 
should be made clear that is the System Operators to 
identify "different/unexpected/non-normal" conditions 
that EMS support staff investigate. It is the EMS 
support staff that must make the determine if this 
issues is malicious in nature not the System Operator. 
This responsibility should be made clear in the 
document

Agreed.  We have included a sentence related to false 

positive reports.  It is preferred to "play it safe" when 

observing unusual behaviour in cyber assets.

Madison Gas and Electric (submitted by Joe DePoorter)

We appreciate the formulation of this guide as it will be 

used to enhance our current processes for all our 

operators to have the situational awareness of possible 

cyber intrusions.  This is being published at a perfect 

time for MGE.  I would ask that NERC publish follow 

ups to this guide in the form of Lessons Learned and 

any additional training materials, that can assist all 

operators in identifying cyber intrusions. We will share this suggestion with the OC and CIPC.

407‐434‐4261
rkinas@ouc.com
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Bonneville Power Administration
Recommendations for additions to the NERC 
GUIDE

• Prepare for manual operation
• Call out extra System Operators
• Call out field staff if imminent reliability threat
• Reduce stress on the system
– Return lines and banks to service 
– Issue No Touch orders
– Reduce flows where feasible
• Work with RC and other BAs

Our goal was to keep the guideline brief, with a focus on 
recognition of cyber intrusion only.  We believe that 
instructions related to power system operation under 
elevated risk are already covered in other procedures and 
protocols. 

Develop a guide for field substation operators, meter 
relay staff, telecommunications staff and 
construction staff that deal with Industrial Control 
Systems such as smart meters, smart relays, SCADA 
RTUs, automatic controls, and remedial action 
schemes.   

We have focused on awareness for the system operator 
only.  Our intent was to limit the scope of this guideline.

Cyber Intrustion Guide for System Operators

Please use this form to submit comments on the draft Reliability Guideline.  Comments must be submitted within the review period below to NERC (reliabilityguidelinecomments@nerc.net) with the words “Reliability 
Guideline Comments” in the subject line.  Only comments submitted in this Microsoft Excel format will be accepted. Both general and specific comments should be provided within this form. Red‐line document changes, PDF 
versions of this document, or email comments will NOT be accepted.

Comments may be submitted by individuals or organizations.  Please provide the requested information in Row 6.  If comments are submitted on behalf of multiple organizations, list all organizations in Row 6. Please provide the 
Industry Segment and Region (if applicable) in Rows 7 and 8 and provide the requested contact information in Rows 9 and 10.

If you have any questions regarding this process, please contact Stephen Crutchfield (Stephen.Crutchfield@nerc.net)

December 14, 2017 ‐ January 29, 2018.  
Comments must be submitted using this comment form by 5:00 p.m. ET on January 29, 2018

Meg Albright

WECC



 
 

 

 

DRAFT Reliability Guideline 
Cyber Intrusion Guide for System Operators 
 
Preamble 
It is in the public interest for the North American Electric Reliability Corporation (NERC) to develop 
guidelines that are useful for maintaining or enhancing the reliability of the Bulk Electric System (BES). Per 
their charters, the Technical Committees of NERC; the Operating Committee (OC), the Planning 
Committee (PC) and the Critical Infrastructure Protection Committee (CIPC) are authorized by the NERC 
Board of Trustees (Board) to develop Reliability (OC and PC) and Security (CIPC) Guidelines. Guidelines 
establish voluntary codes of practice for consideration and use by BES users, owners, and operators. 
These guidelines are developed by technical committees and include the collective experience, expertise 
and judgment of the industry. Reliability guidelines are not to be used to provide binding norms or create 
parameters by which compliance to standards is monitored or enforced. While the incorporation and use 
of guideline practices is strictly voluntary, the review, revision, and development of a program using these 
practices is highly encouraged to promote and achieve the highest levels of reliability for the BES. 
 
This Cyber Intrusion Guide was created for electric System Operators, but the priciples within are 
applicable to any operators or support staff engaged in maintaining Reliable Operation of the BES. 
 

Section 1: Background 
The OC has tasked its Operating Reliability Subcommittee (ORS) to create a high level guideline to assist 
System Operators in detecting and responding to potential Cyber Security Incidents. The ORS recognizes 
not all organizations are the same, so this guidance is general and is based on the assumption that each 
entity has an approved Cyber Security Incident response and reporting process in place to follow any time 
a Cyber Security Incident  has been identified, assessed, and confirmed. 
 
The following guideline will assist System Operators in recognizing events that may be an indicator of a 
cyber-attack, and how and when to share information with others. 
 
This document is intended to be used as a guide only.  It is not intended to detract or conflict with an 
entity’s Cyber Security Incident response plan.  Rather, the guide should highlight the Plans to operators 
so that they can understand their role and what their company expects them to do.  Developers of Cyber 
Security Incident response plans are encouraged to consider operators’ perspective when creating their 
organization’s plans. 
 
As noted above, Reliability Guidelines are not to be used to provide binding norms or create parameters 
by which compliance to standards is monitored or enforced.    
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Section 2: Are we under attack?  Recognizing an attack or an attempt to 
attack 
System Operators are uniquely positioned to recognize cyber threats to the BES.  Through direct access to 
Cyber Assets, and direct contact with field personnel, Operators may be the first to recognize real-time 
threats to system security.  They may also be targets of social engineering  attempts1.  Operators are 
potentially the first and last line of defence to potential threats.   
 
As threats to Cyber Assets are continually evolving, it is difficult to provide a comprehensive list of 
anomalies that may require a response.  Rather, an operator’s awareness and questioning attitude likely 
provide the greatest value.  Real-time operating staff should be vigilant in asking themselves why their 
Cyber Assets  are responding unusually.  The System Operator should be asking their IT support to 
investigate any strange, unusual behavior, whenever it is detected.  Similar to physical security concerns, 
operators should be encouraged to “say something when they see something.”  It is understood that 
increased vigilance may result in false positive reports.  However, it is better to “play it safe” when Cyber 
Assets are behaving unusually. 
 
Examples of anomalies that may require attention: 

 Workstation unexpectedly locked out and/or receive a message indicates password has been 
changed 

 Pointer or mouse cursor moving by itself 

 Files / messages flashing / suspicious pop-ups appear on the screen 

 New icons appear on desktop or in start menu 

 System is unusually slow or unresponsive 

 simultaneous loss of operational support systems (e.g., HVAC, Fire Suppression, 
phone/communications) 

 Observing unusual system activity or alarms from Cyber Assets.  For example: 

 Simultaneous loss of multiple components of the EMS/SCADA system 

 Multiple breaker operations during a non-storm event 

 Any unexplainable manual operations 

 Multiple perceived suspicious readings 

 Requests for information about the system (social engineering attempts) 

 Unexpected system shutdown or reboot 

 Complete loss of SCADA capabilities that support Real-time operations. 

                                                      
1 For an overview of Social Engineering and Phishing attacks, please refer to US-CERT Security Tip. 

https://www.us-cert.gov/ncas/tips/ST04-014
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 Erratic EMS/SCADA system equipment behaviour, messages/alarms, or degradation of 
performance, especially when more than one device exhibits the same behaviour 

 Anti-malware application alerts on operator Human Machine Interface(s) 

 Unexpected user account authentication lockouts or change in user privileges 

 Calls from data partners (other Entities who see your data) to verify suspicious data being 
received via communication associations/exchange 

 

Section 3: Initial Actions and Internal Notification Response 
When unusual system behavior is observed, take any immediate steps outlined in your Cyber Security 
Incident response plan.  As soon as possible, contact your cyber security team and follow their 
instructions.  When describing issue, include details on the impact(s) of problem. This will help responders 
to follow best protocol to safe resolution, containment, and preservation of evidence.  Depending on an 
entity’s Cyber Security Incident response plan, this may require an operator to: 

 Contact Energy Management System(EMS),  Operational Technology (OT),  Information 
Technology (IT), and cyber security personnel 

 Notify the other operators on duty  
 

Section 4:  External Response 
 

Once an attack attempt has been confirmed, follow the reporting instructions of your organization’s 
Cyber Security Incident reponse plan (if available).  This may involve: 

 Notifying other control centers – adjacent, distribution via Reliability Coordinator Information 
System (RCIS), etc. 

 Cyber Security Staff assuming responsibility for confidential communications related to Cyber 
event.   

 Cyber Security Staff isolating certain equipment for containment, forensic analysis, evidence 
retention, and/or recovery. 

 Law Enforcement Personnel taking control of an area or confiscating equipment.  Reliable 
Operations should be maintained through a coordinated response between Law Enforcement, 
operations, and an entity’s physical/cyber security teams. 

 

Summary 
Due to their unique role in operating the BES, System Operators may be the first to observe unusual 
behavior. To ensure that entities are able to respond effectively, it is important that Operators maintain a 
questioning attitude to assist in identifying something that requires further investigation.  Further, electric 
operators should understand their important role in recognizing strange and unusual cyber security 
behavior and notifying the right people consistent with their incident response plan. 
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June 5-6, 2018 

 
NERC Operating Committee 

Sub-group Status Report 
 

Group: Resources Subcommittee  
Purpose:  Status Update 
 
Last Meeting:  April 25-26, 2018      Location: St Paul, MN  

Duration: 2 days 
 
Next Meeting: July 24-25, 2018    Location: Montreal, Quebec  
Duration: 2 days 
 
Chair: Tom Pruitt, Duke Energy  Vice-Chair: Sandip Sharma, ERCOT 
 
Pending OC Approval Items:  

 None 
 

Key Issues for OC Information 

 BAL-003 SDT/LBNL – The initial Standard Drafting Team meeting was held on April 23-24 
immediately prior to and at the same location as the RS meetings on April 25-26 in St Paul, MN.  
The Lawrence Berkeley National Laboratory (LBNL) presented jointly to the BAL-003 SDT and RS on 
the FERC commissioned Report on Frequency Control Requirements for Reliable Interconnection 
Frequency Response that was released on 2/14/18.  In addition to the formal presentations, 
discussions with members of both groups provided additional insight and support for trends noted 
by the RS. 

 NERC Primary Frequency Response Guideline Document – A subteam (led by Daniel Baker, SPP) 
had already been formed to update this document. Based on the additional information provided 
by the LBNL report and in discussions with team members, additional guidance on sustained 
performance and response from non-synchronous resources is being expanded.  Roughly bi-
weekly calls of the subteam have been scheduled to address the increased effort.  Target 
completion date remains end of 2018.  

 Retirement of NERC BAL-004 and NAESB WEQ-006 – Howard Gugel covered the developments 
that  caused retirement of BAL-004 effective 4/1/2017.  After much discussion, the 
recommendation at the RS was to continue to use the existing practices for MTECs for each 
interconnection pending further discussion by the ORS and possibly the OC.  

 RS Frequency Working Group (FWG) – the FWG selected M4 and BAL-003-1 frequency events for 
December 2017, January 2018, and February 2018 for the interconnections.  The FWG also  
reviewed the 2017 Operating Year events for each interconnection and Form 1 and Form 2 for 
2018 Operating Year. The FWG discussed the M-4 event criteria  process and reviewed a revised 
draft of a systematic approach to event selection.  

 RS Inadvertent Interchange Working Group (IIWG) – an update on the interconnection 
inadvertent interchange was provided and balances continue to trend down.  2017 outreach has 
been successful in both managing time error and reducing balances in coordination.  The following 



graph show the effectiveness for much of 2017 of the outreach for the Eastern Interconnection; 
however, a recent increase in the trend beginning near the end of 2017 has been noted and is 
being investigated. 

 Reserves Working Group (RWG) — Chair Tony Nguyen reviewed the voluntary DCS submittal 
process for BAL-002-2. A summary of the first submittal (1st quarter 2018) was presented and 
reviewed.  

 Generator Survey – the Western Interconnection GO survey has been completed and analysis of 
the information is in progress.  Compilation of the Eastern Interconnection results is complete and 
analysis of data submitted has begun. 

 BA Performance Data – The RS reviewed the BAL-001 CPS1 and BAAL Data submitted for the 1st  
quarter of 2018.   Additional outreach will continue to help BA reconcile issues with CPS 1 and 
BAAL calculations.  

 Time Error – RS reviewed the four interconnection time error reports for 1st  quarter of 2018. 
Manual time error correction for the EI and WI continues to experience mostly fast corrections.  
The RS will continue to monitor time error, BA’s inadvertent balance changes, and mismatches of 
NIS and NIA between BA’s.  

 Quarterly review of ERS Measures – Matthew Varghese reviewed the Measure 1 Interconnection 
Inertia Reports and Measure 2 RoCoF and the MW analysis. Brad Gordon reviewed the current 
draft of the related portions of the 2018 State of Reliability Report.   

 Quarterly Review of Interconnection Frequency Performance - Terry Bilke reviewed the 
performance for all the interconnections.   Representatives from each interconnection were 
tasked to review the largest outliers.  

 Changes in BA Area Footprints – in the EI, integration of OVEC into PJM Balancing Area RC has 
been delayed.  In the WI, a resource will move from BPA to GRID and require transfer of FBS 
between the BAs.  Also in the WI, a new BA will be formed from certain other BPA BA resources; 
date of this change is still TBD.  

The draft of the BA Footprint Change reference is under additional revision prior to 
review/revision by NERC staff and the ORS.  Pending revisions from those reviews, the document 
will  be submitted for endorsement by the RS and, if endorsed, subsequent submittal for approval 
by the OC. 

 



Agenda Item 5.c 
OC Meeting 

June 5-6, 2018 

 
NERC Operating Committee 

Sub-group Status Report 

 
Group:  Event Analysis Subcommittee (EAS) 
 
Purpose: The Event Analysis Subcommittee is a cross-functional group of industry experts that will 
support and maintain a cohesive and coordinated event analysis (EA) process across North America with 
industry stakeholders.  EAS will support development of lessons learned, promote industry-wide sharing 
of event causal factors and assist NERC in implementation of related initiatives to lessen reliability risks to 
the Bulk Electric System. 
 
Last Face-to-Face Meeting: June 4, 2018 Location: New Orleans, LA 
Duration: 1 Day 
 
Next Meeting:  September 10, 2018       Location: Minneapolis, MN 
Duration: 1 Day 
 
Bi-Weekly Conference Calls: Wednesdays from 1100 to 1200 (EDT) 
 
Chair: Rich Hydzik - Avista Corporation  
Vice-Chair: Vinit Gupta – ITC Holdings 
 
Pending OC Approval Items:    

 None 
 
Key issues for OC Resolution: 

 None at this time 
 
Key Issues for OC Information:   

 FRCC Hurricane Irma Lesson Learned presentation. 

 Update on the clarification of “redundant and diversely routed” language and testing 
requirements from TOP-001-4, R20 and R21. 

 Update on the review of the Reliability Guideline: Generating Unit Operations During Complete 
Loss of Communications Review 

 Lessons learned summary of additions since last OC meeting. 

 6th Annual Monitoring and Situational Awareness Technical Conference is planned for October 2-3, 
2018 at MISO Energy located in Carmel, IN.  An announcement with more conference details and 
travel information will be sent in early summer. 

 
Current Initiatives/ Deliverables:  

 EAS is conducting outreach to drive lessons learned submittals through not only the ERO EA 
Process but through other occurrences or near occurrences experienced by entities. 



 
Future Initiatives/ Deliverables:   

 Annual review Event Analysis Process document  

 Recommend need for training in coordination with Personnel Subcommittee (PS)  

 Publish lessons learned  

 Develop Reliability Guidelines  

  Identify significant risk and the need for NERC Alerts  

 Updates to the OC  

 Input to the NERC Performance Analysis Subcommittee’s (PAS) annual State of Reliability Report  

 Information and recommendations related to the Event Analysis process  
 
External requests to group:  

 Outreach and coordination with NATF/NAGF regarding lesson learned usability 

 North American Generator Forum is actively participating in the EAS 

 Outreach and Coordination with other NERC groups (PS, PAS, RS, ORS, and PC). Liaisons 
established with PS and PAS 

 Leadership calls are set up prior to OC meetings 

 EAS has many representatives on the Situation Awareness Task Force (SATF) that is being led 
by the PS Chair 

 Coordinating with PAS on 2018 State of Reliability Report 

 Participation on Essential Reliability Services Working Group (ERSWG) as directed by the OC. 

 EAS has two representatives on the ERSWG 
 
Internal requests to group:  

 None at this time 
 
Group’s recurring deliverables:  

 EAS continues to manage the ERO Event Analysis Process Document update process as required 

 Action oriented Lessons Learned posted on NERC website  

 EAS will continue to review and address reliability issues that pose a risk to the BPS and share 
information with the OC and industry 

 
Any NERC Programs Oversight Responsibility for the Group:  

 No 
 
Any NERC Document (non-Reliability Standard) Responsibility for the Group:  

 ERO Event Analysis Process Document 
 



Attachment 5.d 
OC Meeting 

June, 2018 

 
NERC Operating Committee 

Sub-group Status Report 
 

Group: Personnel Subcommittee 

Purpose: The Personnel Subcommittee’s goal is to support the development of continuing education 
program requirements that promote excellence in training programs and advance improved 
performance of Bulk Power System personnel. 

 
Last Meeting: Feb 6-8, 2018 Location: Ft. Lauderdale, FL 

Next Meeting: Jun 19-21, 2018 Location: Atlanta, GA 

 
Chair:  Rocky Williamson 
Vice-Chair:  Leslie Sink 
 
Pending OC Approval Items: None 

Key Issues for OC Resolution: None 

Key Issues for OC Information: None 

 
Current Initiatives/Deliverables  
 

 The PS is working on a comprehensive evaluation of adult learning principles and instructional 
design concepts in order to develop program criteria that results in quality learning events. 

 The PS is recruiting new members for the Continuing Education Review Panel (CERP).   
 

Industry Outreach 

 Outreach and coordination with other NERC groups (i.e. EAS) 

 
Recurring Deliverables of Group  

 The review and approval of Continuing Education courses. 

 The review and approval of NERC Approved Continuing Education Providers. 

 Audits of Continuing Education courses and providers. 

 There are 34 providers being audited in 2018Q2. 
 

NERC Program’s Oversight Responsibility for the Group 

 Industry oversight of the NERC Continuing Education Program 

 
NERC Document (Non-Reliability Standard) Responsibility for the Group 

 Quarterly CE Program Report to PCGC and OC 

 CE Program Administrative Manual 

 Guide to Writing Learning Objectives 
  



PS Work Plan  

Description Status Due 

CE Program Manual 5.0 In progress TBD 

 Review, restructure, simplify, and produce CE Manual. In progress Q3 2018 

 Review, restructure, and produce corresponding guidelines. In progress Q4 2018 

Industry Outreach     

 Develop and implement communication plan for CE manual 
project 

Not started Q4 2018 

 Develop training plan for CE manual project Not started Q4 2018 

 SOCCED (Clarus) update:  communication and training 
support 

In Progress Based on SOCCED 
SOW 

 Provide regular updates to NATF Training Working Group Ongoing Ongoing 

 Outreach and coordination with other subcommittees and 
working groups – EAS. 

Ongoing Ongoing 

Recruiting new members for the CERP   Ongoing 

 Develop benefits of membership document In Progress Q1 2018 

 CERP Training on New SOCCED audits Planning Q2 2018 

Reliability Guidelines and Reference Documents - Develop summary 
for each document and conduct webinars as needed for each 
revised document. 

In Progress on-going 

Review and coordinate with PCGC regarding survey of certification 
credentials results. 

In progress Q4 2018 

 

  



Continuing Education Program Statistics  
 

 
 



Tim Fryfogle, RAS Chair

Planning Committee Meeting

June 5-6, 2018

Reliability Assessment 
Subcommittee
Status Report
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Outline

Summary

• 2018 Summer Reliability Assessment 

• 2018 Long Term Reliability  Assessment

• Probabilistic Assessment Working Group

• Schedule

• Essential Reliability Services Measure 6 Parameter Update
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• Most assessment areas demonstrate 
resource adequacy by maintaining 
sufficient Anticipated Resources to meet 
and exceed their planning Reference 
Margin Levels for this summer. 

 The Anticipated Reserve Margin for ERCOT 
falls to 10.9 percent, below their Reference 
Margin Level of 13.75 percent for this 
summer. During extreme weather, there is 
an increasing risk of operational issues when 
reserve margins are tight. If forecasted 
summer conditions materialize, ERCOT may 
need to rely on emergency operating 
procedures (EOPs) and import capabilities 
from neighboring Areas.

2018 Summer Reliability Assessment

2018 Summer Reliability Assessment 
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2018 Long-Term Reliability 
Assessment
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PAWG Work Plan

• Technical Reference Report on Probabilistic Adequacy and 
Measures
 PC vote June

• 2018 Core ProbA
 High priority in 2018

 RAS Approved Scenario 

 Base Case Integration into LTRA

 RAS full report review by November 2018

 PC Approval 4Q, 2018

• Data Collection Approaches and Recommendations Report
 Moderate priority in 2019
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2018 ProbA Schedule
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Schedule

July 17-19 Toronto, Canada 

• LTRA Peer Review

August 21-22 Valley Forge, PJM

• Review ProbA dashboards

• Review LTRA

• WRA kickoff

November 13-15 San Antonio, Texas

• ProbA comprehensive report 
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ERS Measure 6

• Essential Reliability Services Measure 6
 Sub team finalized

o Data Forms

o Narrative Questions

 Kick off call for volunteers of the pilot study

o May 30

o ERCOT, PJM, MISO, CAISO, Ontario, and ISO-New England



RELIABILITY | ACCOUNTABILITY9



Resilience Framework

Peter Brandien, Reliability Issues Steering Committee Chair

Mark Lauby, Senior Vice President and Chief Reliability Officer

Member Representatives Committee Meeting

May 9, 2018
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• Develop common framework, understanding, and definition of 
the key elements of bulk power system (BPS) resilience
 National Infrastructure Advisory Council’s (NIAC’s) resilience framework

o Robustness, Resourcefulness, Rapid Recovery, Adaptability

 Adequate Level of Reliability definition and technical report

• Understand how key elements of BPS resilience fit in the 
existing ERO framework
 Identified current activities within the four framework constructs

• Evaluate whether additional steps are needed to address key 
elements of BPS resilience within the ERO framework

Framework
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• Discussion at February 2018 MRC meeting

• RTO/ISO FERC filing

• ERO Enterprise

• Standing Committees
 Compliance and Certification Committee

 Critical Infrastructure Protection Committee

 Operating Committee

 Personnel Certification and Governance Committee

 Planning Committee

 Standards Committee

Inputs
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• National Infrastructure Advisory Council’s (NIAC’s) resilience 
framework with adjustments in red:
 Robustness – to absorb shocks and continue operating

 Resourcefulness – detect and manage a crisis as it unfolds

 Rapid Recovery – get services back as quickly as possible in a coordinated 
and controlled manner

 Adaptability – incorporate lessons learned from past events to improve 
resilience

Understanding and Defining Resilience
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• Robustness 
 Risk, event, and performance monitoring

 Reliability and emerging risk assessments 

 Technical committee work, including special projects

 System operator training, certification, and credential maintenance

 Reliability Standards and Reliability Guidelines

 E-ISAC information-sharing programs

• Resourcefulness 
 Situational awareness and industry coordination

 Government coordination

 Cross-sector information sharing

 Reliability Standards Functional Model and Reliability Guidelines

 System operator training, certification, and credential maintenance

ERO Enterprise Activities Supporting 
Framework
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• Rapid Recovery 
 Situational awareness and industry coordination

 Government coordination 

 Cross-sector information sharing

 Reliability Guidelines

 System operator training, certification, and credential maintenance

• Adaptability 
 Reliability and emerging risk assessments

 Event analysis, forensics, and Lessons Learned

 Reliability Guidelines 

 System operator training, certification, and credential maintenance

 Periodic reviews

ERO Enterprise Activities Supporting 
Framework
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• Revisions to standards process templates and training materials

• Increased communication of NERC’s ongoing resilience and risk 
mitigation efforts

• Additional compliance monitoring focus on standards 
supporting resilience

• Recommending additional focus on areas such as:
 Operational impacts of distributed energy resources

 Fuel assurance and security to promote resilience

 Quality of emergency preparedness

Additional Activities Suggested by 
Standing Committees
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NERC’s Definition of Reliability

• NERC’s view of “reliability” for the bulk power system consists of 
two fundamental and aspirational concepts: 
 Adequacy is the ability of the electric system to supply the aggregate 

electric power and energy requirements of electricity consumers at all 
times, taking into account scheduled and reasonably expected unscheduled 
outages of system components. 

 Operating reliability is the ability of the electric system to withstand 
sudden disturbances such as electric short circuits or unanticipated loss of 
system components.
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A Reliable System is a Resilient System

• The 2005 Federal Power Act requires NERC to develop and 
enforce Reliability Standards that:
 Support Reliable Operations

 Provide for an adequate level of reliability. 

• System with an Adequate Level of Reliability is resilient 
 Industry has designed a reliable Bulk Power System that is robust, 

resourcefully operated, and rapidly recovers

 Lessons learned are actively considered during and after an event 
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Bulk Power 
System Reliability 

and Security

Bulk Power System 
Resilience*

Bulk Electric System 
Reliability

Resilience is a Characteristic of a 
Reliable System

*Solely the Bulk 

Power System. Does 

not include local 

distribution systems.

NERC Reliability Assurance 
• Standards

• Compliance

• Enforcement

• Registration

• Certification

NERC Reliability Assessments 

and Performance Analysis
• Reliability Assessments

• System Analysis

• Events Analysis

• Performance Analysis

• Situational Awareness

Operator Training

E-ISAC
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Adequate Level of Reliability
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Resilience Framework
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Resilience Indicators
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Ensuring ALR
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• Industry’s reply comments on FERC’s resilience proceeding due 
May 9

• Monitor FERC response to comments

• Discuss suggested additional activities

• Present recommendations to Board of Trustees in August
 How resilience fits into NERC’s mission

 Any additional work that should be addressed within NERC’s jurisdiction

Next Steps
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March 2018 NERC Operating Committee (OC) - Resilience Framework Assignment 

 

Categories 
1. Robustness – the ability to absorb shocks and continue operating; 
2. Resourcefulness – the ability to skillfully manage a crisis as it unfolds; 
3. Rapid Recovery – the ability to get services back as quickly as possible; and 
4. Adaptability – the ability to incorporate lessons learned from past events to improve 
resilience. 
 
 

Resilience Framework Response 

No
.  

Category Activity  Description  

1 1,2,3,4 Ensure quality of training for 
System Operators to reliably 
manage normal and 
disturbance conditions 

Personnel Subcommittee provides oversight on 
Continuing Education Program requirements 
for System Operators and performs audits of 
Continuing Education providers and training 
activities to ensure activities meet the 
requirements. 
 

2 1,2,4 Develop/Maintain/Communi
cate Reliability Guidelines 
and technical reference 
documents to disseminate 
Good Industry Practices to 
ensure reliability/resiliency.  
 

Gas & Electric Operational Coordination 
Considerations 

3 2,3 Develop/Maintain/Communi
cate Reliability Guidelines 
and technical reference 
documents to disseminate 
Good Industry Practices to 
ensure reliability/resiliency. 
 

Generating Unit Operation During Complete 
Loss of Communications 

4 1,4 Develop/Maintain/Communi
cate Reliability Guidelines 
and technical reference 
documents to disseminate 
Good Industry Practices to 
ensure reliability/resiliency. 
 

Generating Unit Winter Weather Readiness 
(Conduct annual Webinar prior to cold 
weather) 

5 2,3 Develop/Maintain/Communi
cate Reliability Guidelines 
and technical reference 
documents to disseminate 

Loss of Real Time Reliability Tools Capability 
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Good Industry Practices to 
ensure reliability/resiliency. 
 

6 1 Develop/Maintain/Communi
cate Reliability Guidelines 
and technical reference 
documents to disseminate 
Good Industry Practices to 
ensure reliability/resiliency. 
 

Operating Reserve Management 

7 1,2 Develop/Maintain/Communi
cate Reliability Guidelines 
and technical reference 
documents to disseminate 
Good Industry Practices to 
ensure reliability/resiliency. 
 

Situational Awareness for the System Operator 

8 1,2,3 Develop/Maintain/Communi
cate Reliability Guidelines 
and technical reference 
documents to disseminate 
Good Industry Practices to 
ensure reliability/resiliency. 
 

Work in Progress:  Cyber Intrusion Guide for 
System Operators 

9 1,2,3 Develop/Maintain/Communi
cate Reliability Guidelines 
and technical reference 
documents to disseminate 
Good Industry Practices to 
ensure reliability/resiliency. 
 

Guideline for Primary Frequency Control  

10  Develop/Maintain/Communi
cate Reliability Guidelines 
and technical reference 
documents to disseminate 
Good Industry Practices to 
ensure reliability/resiliency. 

Reliability and Security Guidelines:  
http://www.nerc.com/comm/Pages/Reliability-
and-Security-Guidelines.aspx 
 
Reference Documents:  
http://www.nerc.com/comm/OC/Pages/Refere
nce-Documents.aspx  
 

11 1,4 Operating Committee (OC) 
Strategic Plan Goal #1: 
Investigate, review, and 
assess existing and emerging 

Essential Reliability Services Working Group 
investigated and developed methods to assess 
the impacts of the changing resource mix.  
Ongoing assessment efforts, primarily by the 

http://www.nerc.com/comm/Pages/Reliability-and-Security-Guidelines.aspx
http://www.nerc.com/comm/Pages/Reliability-and-Security-Guidelines.aspx
http://www.nerc.com/comm/OC/Pages/Reference-Documents.aspx
http://www.nerc.com/comm/OC/Pages/Reference-Documents.aspx
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issues to identify gaps 
impacting the reliability of 
the BES. 

Resources Subcommittee, to identify potential 
issues or emerging trends related to inertia, 
frequency response, ramping and 
load/resource balancing. 
 

12 4 OC Strategic Plan Goal #1: 
Investigate, review, and 
assess existing and emerging 
issues to identify gaps 
impacting the reliability of 
the BES. 

Inverter-based Resource Performance Task 
Force investigating Inverter based resource 
capabilities, performance characteristics and 
behavior under abnormal conditions.  
Addressing recommendations from prior 
disturbances.  Developing recommendations 
for performance characteristics. 
 

13 1 OC Strategic Plan Goal #1: 
Investigate, review, and 
assess existing and emerging 
issues to identify gaps 
impacting the reliability of 
the BES. 
 

The OC engages with the Reliability Issues 
Steering Committee (RISC) to assist in the 
identification and prioritization of emergent 
issues.  Also, engagement with RISC and other 
appropriate parties to identify and develop 
mitigation processes or solutions. 

14 4 OC Strategic Plan Goal #2: 
Promote Events Analysis 
Processes and utilize the 
results to improve reliable 
operation of the BES 

Events Analysis Subcommittee and NERC Staff 
review operational events for cause 
determination & the development of Lessons 
Learned for industry dissemination.  Routine 
communication of new lessons learned to the 
industry (through documents, presentations & 
webinars) and routine presentations to the 
Operating Committee on recent events and 
lessons learned. 
 

15 1,2,3,4 OC input/participation in the 
development of Special 
Assessments to provide 
operational feedback and 
good industry practice 
feedback 
 

OC provided input to the NERC Special 
Assessment: Potential Bulk Power System 
Impacts Due to Severe Disruptions on the 
Natural Gas System 
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Additional activities the committee believes should be undertaken: 
 
The RISC might want to consider recommending existing groups or committees address or 
enhance reliability in the following areas: 

 Distributed Energy Resources Bulk Electric System operational impacts, i.e., impacts to 
Load Forecasting, System Restoration, State Estimation, RTCA results, etc. 

 Fuel assurance to promote resiliency 

 Quality of emergency preparedness, such as the characteristics of good 
“communications protocols” or “emergency plans”  

 Interconnection-wide transmission loading relief procedures, such as TLR, to be more 
timely and precise in order to manage extreme events more effectively 

 incorporate lessons learned from past events to improve resilience  

 High Impact, Low Frequency (HILF) events 

 Severe Impact Resilience events 

 GridEX 

 New technologies such as synchrophasors to improve operations and analysis 



NERC Operating Committee - Strategic Plan Review Team Report – May 9, 2018 

 

 
To: NERC Operating Committee (OC) 
 
From:  NERC OC - Strategic Plan Review Team 

 Stephen Crutchfield, 

 J.T. Thompson, 

 Greg Darnell, 

 James R. Fletcher,  

 Sidney Jackson, and  

 David Zwergel 
 
As assigned, the OC - Strategic Plan Review Team reviewed the OC Strategic Plan, dated September 
2017, for alignment with the Electric Reliability Organization Enterprise Strategic Plan and Metrics 2017–
2020. 
 
The team’s review results are that the plans are aligned.  
 
In the process of conducting the review, the team noted a few observations on the OC Strategic Plan as 
follows:   
 

1. There is an opportunity to make clarifying changes to improve the plan without making 
substantive changes. 
 

2. There is an opportunity to enhance the plan by adding metrics.  
 

3. With the rapidly changing resource portfolio, including increasing Distributed Energy Resources 
(DERs), the team recommends the OC reviews progress on and consider being more proactive in 
achieving Goal – OC 1.   
 
This recommendation came from recognizing the evolving issue of DERs and their potential 
impact on BES reliability along with removing “conventional” resources from the grid.  Further, 
potential BES reliability impacts at certain DERs penetration levels.  The suggestion is the OC 
should consider having a strategic discussion with Planning Committee (PC) and also perhaps 
the Critical Infrastructure Protection Committee (CIPC) regarding DERs penetration reliability 
risks and potential mitigation strategies.  
 

For reference, the following is Goal – OC 1: 
 

Investigate, review, and assess existing and emerging issues to identify gaps impacting the 
reliability of the BES and associated NERC Reliability Standards. 
 
The OC will engage in the identification and communication of reliability risks and potential 
mitigation strategies.  These activities will include close coordination with the RISC as well as 
taking steps to create industry wide awareness.  
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