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About NERC

Overview

The North American Electric Reliability Corporation (NERC) isfamprofit entity organized under the

bSé WSNBSE b2yLINRPTFAG / 2NLIRNIGA2y ! Oid bow/ Qa YA4&:
Power System (BPSh North Ameriet ® b 9w/ Qa I NBI 2F NBalL®pamwoAf Ale
portions ofCanada and/lexica Entitiesdzy RSNJ b 9w/ Q& 2dzNAaRAOGA2Y | NB (K
of the BP$ a system that serves the needs of ovadI0 million people, includes installeslectricity

production capacity of approximately,200 gigawatts, operates475,000 miles of highvoltage
transmission (100 kV and above), and is comprised of assets worth morertlearillion dollars

Electric Reliability Organization (ERO)

The FederdEnergy Regulatory Commission (FERCommissioncertifies and has oversight of NERC as

the electric reliability organization (ERO) within th&1to establish and enforcesliability standard$or

the U.S. portion of the BPS, pursuant to Section 216efederal Power Act (8215). As of June 18, 2007,
FERC granted NERC the legal authority to enfelt&bility standardsvith all U.S. users, owners, and
operators of the BPS and made compliance with those standards mandatory and enforceable. Equivalent
relationships have been sought and, for the most part, realized in Canada and Mexico.

International Relations

Priorto adoption of 8215 in the.S, the Canadian provinces of Ontario (in 2002) and New Brunswick (in

2004) adopted alNERCadliabilitystandards that were approved by the NERC Board of Trustees (Board)

as mandatory and enforceable within their respective jurisdictions through market rules. Reliability
legislation is in place, or NERC has memoranda of understanding with, provincial autho@igsiio,

New Brunswick, Nova Scotia, Québec, Manitoba, Saskatchewan, British Columbia, and Alberta, and with
0KS blFridA2ylLFf 9ySNH& .2FNR 2F /FyFRF 0b9. 0® bow/ Q2
and New Brunswick as a matter of provindew. Manitoba has adopted legislation, and standards are

fa2 YIYyRIG2NE® LY FRRAGAZ2YS boO9w/ KF& 06SSy RSaA3
lf 0 SNIIF QA& ¢NIFyYyavYAaidaA 2efabiliyStAndzrds Bave2 hean appyored i@ ST | A y
jurisdiction; others are pending. NERfiability standards are now mandatory in British Columbia and

Nova Scotia. NERC and the Northeast Power Coordinating Council (NPCC) have been recognized as
standardssetting bodiesbythey S 3 A S R Sf Quédes, virfsl RiEhes has the framework in place for

reliability standardsto become mandatory. NEB has madeliability standards mandatory for
international power linedetween the U.S. and Canada

In Mexico, the Comision Federal de Electricidad has sigh&t 2 SA G SNY 9t SOGNAOAGE [ 3
029/ / Qa0 NBfAIFIOoOATtAGE YIFIyFr3aSYSyld aeadSy I mmBSYSyi
March 8, 2017NERC, the Comisién Reguladora de Energia,@®Epe Centro Nacional de Control de

Energia (QEACE}igned a mem@andumof understanding (MO)J whichoutlines a framework for a
cooperative relationship betweedERC and Mexito further enhancereliability ofthe North American

bulk power systemrheMOUrecognizes the established and growing irti@mnections between the U.S.

and Mexico and roles of each party in support of continued reliability. The agreement establishes a
collaborative mechanism for identification, assessment, and prevention of reliability risks to strengthen

grid security, resiéncy, and reliabilityAs outlined in the memorandum, executives from NERC, CRE, and
CENACHave formeda steeringyroupto establish priorities and objectives for the technisapportand

collaboration envisioned in the MOWhe steering group will alsaldress governanamatters, resource
requirements and funding mechanism3echnical working groups comprised of staff from the three

th 9w/ Qa a il y RIaMiRenrce@at ¥cliditidslang 0&ised ahe Bulk Electric System (BE8hich is comprised of
certain BPS facilities.
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About NERC

organizations will be formed as needed to implement the collaboraiitwe. first meeting of the steering

group occurred inMay 2017 and the technical working groups are currently meeting and forming
operatingplans5 A 8 Odza aA 2y & I NB 2y32Ay3 6A0GK aSEADO2Q4 FAYL
of including an updated assessment in 2018.

Membership and Governance

An1l-member Board, comprised of 10 independénisteesl Y R b 9w/ Q& LINBAARSYl |y
officer (CEO)serving as the management trustee, governs NERC. The Board has formed several
committees to facilitate oversight of the organization in the arefnance and audit, governance and

human resources, compliance, standards oversight and technology, nominations and, most recently,
enterprise-wide risk.

Membership in NERC is open to any person or entity that has an interest in the reliabilityMéithe
AmericarBulk Electric SysteBE$. Membership is voluntary and affords participantsthe opportunity to
engage in the governance of the organization through election to the Member Representatives
Committee (MRC)More than 600entities and individals are members of NERC.

Scope of Oversight
As the international, multijurisdictional ERO in North America, NERC is authorized to:

1 Propose,support the development of monitor compliance with, and enforce mandatory
reliabilityand securitystandardgor the North AmericalBBESsubject to regulatory oversight and
approvals from FERC in thieS.and applicable authorities in Canada;

Conduct neatterm and longterm reliability assessments of the North American BPS;

Certify BPS operators as having and maiteg the necessary knowledge and skills to perform
their reliability responsibilities;

Maintain situational awareness of events and conditions that may threaten BPS reliability;
Coordinate efforts to improve physical and cylsecurity for the BPS of Northmerica;

Conduct detailed analyses and investigations of system disturbances and unusual events as well
as measure ongoing system trends to determine root causes, uncover lessons learned, and issue
relevant findings as advisories, recommendatigusdelnes,and essential actions to the industry

to mitigate and control risks to reliabilityand

1 Identifyand prioritize risks to reliability and use a broad toolkit to mitigate and control risks to
reliability, includingthe potential need for new or modiftereliabilityand securitystandards,
improved compliance monitoring and enforcement methods, or other initiatives.

Delegated Authorities

In executing its responsibility, NERC delegates certain authorities to eight regional reliability entities
(RegionaEntities or the Regions) to perform aspects of the ERO functions described through delegation
agreements. FERC has approved delegation agreements between NERC and the eight Regional Entities
(Florida Reliability Coordinating Council (FRCC), Midwe st Rii@bganization (MRO), Northeast Power
Coordinating Council, Inc. (NPCC), ReliabilityfRis} SERC Reliability Corporation (SERC), Southwest
Power Pool Regional Entity (SPP RE), Texas Reliability Entity, Inc. (Texas RE), and the Western Electricity

2TheMember Representatives Committ¢®IRG comprises/oting re presentatives elected from the 12 membership sectors.
The MRC elects the independent trustees and, along with the Board, votes on amendments to the Bylaws. Tke MRC al
provides policy advice and recommendations to the Board on behalf of stakeholders with respect to annual budgets, business
plans, and other matters pertinent to the purpose and operation ofthe organization.

NERC 018 Busines®lan and Budget, Final| August 10 2017
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About NERC

Caordinating Council (WECC)hese agreements describe the authorities delegated and responsibilities
assigned to the Regional Entities in theS.to address, among other things: (1) developing regional
reliabilitystandards, (2) monitoring compliance wiimd enforcement of mandatomeliabilitystandards

(both North Americarwide and regional), (3) certifying registered entities and registering owners,
operators, and users of the BES, (4) assessing reliability and analyzing performance, (5) training and
education, (6) event analysis and reliability improvement, and (7) situation awareness and infrastructure
security NERC expects Regional Entities whose territories and geographic footprints extend into Canadian
provinces and Mexico to perform equivalentittions in those jurisdictions.

ERO Enterprise Operating Model
The collective network of leadership, experience, judgment, skills, and technologies shared among NERC

and the eight Regional Entities is referred to as the ERO Enterprise (the Entenpr28d)1,& common
operating modelImproving Coordinated Operatioasrosgthe ERO Enterprisavas developed to define

how NERC and the Regional Entities achieve excellence in the ovensigbiecution of statutory
functions by collaborating to mitigateliability risks. The model alsiefinesthe division of the roles and
responsibilities for NERC and the Regional Entities to efficiently and effectively execute services
performed as the collective Enterprida.2015, implementation of this model progrsed with oversight

plans developed for Compliance Monitoring and Enforcement prograamswell asRegistration
continuinginto 2016 withPerformance Analysis, Situational Awareness, and Events An&lysiser,

NERC and the Regional Entities deepéahed coordination activities to identify, prioritizand address

risks to reliability.

NERC has unique responsibilities within EROENterprise to desigthe oversight of program areas,
develop operational oversight and leaderslspt qualifications at expectations for the pedrmance of
delegated activitiesand assess, train, and give feedback to corresponding regional progi&RE also
reviews and provides input to the annual Regional Entity business plans and budgets, including but not
limited to review of resource allocations, staffing capacity assessments, and program performance
assessments. NERC input and review occurs before regional board approval.

Similarly, the Regional Entities have a mirrored set of responsibilities that include bspapsive to the
design of the operational model, providing input into the overall development of each ERO program area,
providing training and development to meet ERO qualifications, being receptive to feedback from the
ERO, and making responsive adjustiiseRegional Entities also have an obligation to meet professional
standardsof independence and objectivignd provide the best available expertise for addressing risks.

With due recognition and awareness of the distinction between individual roéspansibilities, and
corporate status, NERC and the Regional Entities are continually refining their individual and collective
operating and governance practices in support of an agrepdn set of strategic goals and objectives

that are designed to ensure ERO fulfills its statutory obligations.

Statutory and Regulatory Background o

bow/ Qa || dzi K2 NA U.8is based anE&tio 2t hof theyFederil Bower Act, as added by the
Energy Policy Act of 200ndii K S/ 2 Y Yegalalionsayd@i@rs issued pursuant to Section 215.

LY /IFYIFRIFEZ bo9w/ Q& FdziK2NAGASA NB SaidlrofAakKSR
previously mentioned.

3mproving Coordinated Operations Across the ERO Enterprise
4This was codified in section 215 of the Federal Power Act, 16 United States C. 8240.

NERC 018 Busines®lan and Budget, Final| August 10 2017
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Funding o i - o
{ SOUA2Y HMp 2F UKS CSRSNIf t2¢6SNI!Ou IFIYWRbOWEQA 2
fundingintheU.Sb 9w/ Q& | yydztf o6dzaAySaa LXIYy |yR odR3ISEH A A
hy OS | LILNR2 QPSR bow/ Qa | yydz t T dzy Rdenidentities. ThssE A RS R
assessments are allocated onNet-Energy-for-Load (NEL) basis. Equivalent funding mechanisms are
provided in Canada, subject to the specific laws and regulations of each province.

CKS wSIA2YylIf 9YyGAGASAQ FdzyRAy3a NBIdZANBYSyida | NB
and budgetswhich must be reviewed and approved by NERC and FERQUrEtAssessments for the
Regional Entity budgets are included in the overall NERC assessments-$eioa) entities.
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Introduction and Executive Summary

TOTAL RESOURCES

(in whole dollars)

2018 Budget

Statutory FTEs
Non-statutory FTEs
Total FTEs
Statutory Expenses
Non-Statutory Expenses
Total Expenses
Statutory Inc (Dec) in Fixed Assets
Non-Statutory Inc (Dec) in Fixed Assets
Total Inc (Dec) in Fixed Assets

Statutory Funding of Reserves
Non-Statutory Funding of Reserves

Total Working Capital Requirement

Net Proceeds from Financing Activities

Total Statutory Funding Requirement
Total Non-Statutory Funding Requirement

Total Funding Requirement

Mexico

TOTAL US CANADA MEXICO
Statutory Funding Assessments $ 62,936,968| $ 56,962,939 $ 5,784,373| $ 189,656
Non-Statutory Fees - 1% - % - -
NEL 4,506,897,694 3,981,131,801 512,670,827 13,095,066
NEL% 100.009 88.339 11.389 0.299

Note:Mexico assessments includeerein relate only to the activities in Baja California Norte.

Discussions are ongoing with Mexican representatives on the possible addition of new assessments for

2018, butare notyet estimated in this table.

NERC [2018 Business Plan and BudggFinal| August 10 2017
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Introduction and Executive Summary

Strategic Goals and Metrics

The ERO Enterpe strategic plaandmetric’ isinformed byongoing ERO Enterprise activities to identify

(1) BPS reliability risks, particulailfk S wSt A 0 Af A G & L aa dzERORelabili§y/REky 3 / 2
Priorities Repoftand (2) opportunities for ERQterprise effectiveness and efficiency. The transparent

and collaborative procesacludesnput fromstakeholdersthe NERC Boaydnd Regional Entifgoards.

In 2016, these inputs were used by ERO Enterpeisgershifo review and update (1) the straggc plan

goals and contributing activities as necessary to inform ERO Enterprise operational coordination, resource
planning and allocation, and bigeting on a threeyear horizorand (2) the metrics to ensure they are
meaningfully informing ERO Enterprisear and longterm priorities.

Since the central focus of the strategic plan is to drive NERC and Regional Entity operating activities, the
NERC Board and ERO Enterprise leadership recommendedthatin 2017 the strategic plan be rebranded as
the ERO Enterjse operating plan and that a separate initiative be undertaken to develop alonger term
strategy for the ERO Enterprise to guide future updates to the ERO Enterprise operatirgrpfenof

the longterm strategy will be posted for two stakeholder corant periods, and the final document will

be presented for review and approval at the Board meeting in November 2017. Draft updates to the RISC
report and recommendations will also be reviewed at the November 2017 MRC meeting and afinal report
and updatedecommendations submitted to the Board for acceptance in February 2048le these
updates will specifically inform the development of the NERC and Regional Entity 2019 BP&Bs,
management will also be reviewing and taking into consideration any feedbatistteceived as part of

the updates to the operating plan and RISC report and recommendations in connection with the
finalization of the 2018 BP&B.

Evolving Reliability Risks

Overthe passixyears, NERC has transformed its activities towards being nskbased, ensuring that
the right activities are focused on the most pertinent risks to the reliable operation @dB&The RISC
is an advisory committee to the Boarngrovidingkey insights, priorities, and higlevel leadership for
issues of stragic importance to BPS reliabiliiyhe 206 RIS@eport presents the results afs continued
work to define and prioritize risks atd offer recommendations to the Boatd informthe development
ofb 9 w fiskslrategy. TheRIS@eportrecommendationsire consideed aghe strategicplan,goals and
supporting activitiegre updated for the coming years 2016, the RISCGecommenada high level of
focus and priorityin the followingareas

Cybersecurity Vulnerabilities

Cyber threats are becoming morsophisticated and increasing in number. Exploitation of
cybersecurity vulnerabilities can potentially result in loss of control or damage todB&8d voice
communications, data, monitoring, protection and control systems, ortools. A eyfteeck can led

to equipment damage, degradation of reliable operations, and loss of load. Further, cybersecurity
vulnerabilities can come from several sources, both internal and external, and in some instances the
utility may have its cybersecurity fully tested.

Charging Resource Mix

The rapid rate at which fuel costs, subsidies, and federal, state, and provincial policies are affecting
the resource mix are creating a new paradigm in which planners, balancing authorities, and system
operators are reacting to resourcadditions and retirements. Further, the integration of new
technologies and distributed energy resources are affecting the availability of operators to see and
control resources within their area.

5SERO Enterprise Strateqgic Plan and Metrics 280120
8 ERO Reliability Risk Priorities Report
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Introduction and Executive Summary

BPS Planning

BPS planning is a risk closely tied to thanging resource mix because planners currently lack the
ability to update or create system models and scenarios of potential future states to identify system
needs based on the dynamic nature of the system. This changing system makesitincreasatjly diff
to evaluate BPS stability, including inertia and frequency response, voltage support (adequate
dynamic and static reactive compensation), and ramping constraints.

Resource Adequacy

Changes in the generation resource mix and new technologies areirgténe operational
characteristics of the grid and will challenge system planners and operators to maintain reliability in
real time. Failure to take into account these changing characteristics and capabilities can lead to
insufficient capacity andssental reliability serviceto meet customer demands.

Strategic Goals

The ERO Enterprise has five strategic gaaspted by tle Board in November 2@ enablingthe ERO
Enterpriseto successfully carry out its missiofidetailed descriptiorof each goabnd activities that
contribute to its success are provided below, followed by additional information about the allocation of
bow/ Qa NB&2dz2NDS & daghgohl NIRERO @riterpl Bl DhaSsgvie metriesthat have
beenapproved for 201.” Updated goalsand activities that will be part of the operating plan, as well as
updates to themetrics will be finalizedor approval by the Boarth Novembe2017, with opportunities

for stakeholder feedback prior theirapproval. At this time it is not anticipated that these updates will
KF@dS I YFEGSNARFE AYLI OG 2y bow/ Qad 2@0SNIff &8dzRISH
However, the updates may potentially affect priorities and workload within particular departments and
will inform resaurce planning and allocation for the ZDhudget year.

Goal 1

Risk -Responsive Reliability Standards

Reliability Standards establish threshold requirements for assuring the BES is planned, operated, and
maintained to minimize risks of cascading failurespid damage to major equipment, or limit
interruptions of the BPS. Reliability Standards are clear, timely, effective in mitigating risks to reliability,
and consider coseffectiveness/impact.

Contributing Activities

1 Develop, modify, and conduct periodieviews of the Reliability Standards to assure they are clear
and properly structured for existing and emerging risks.

1 Develop and implement ERO Enterprise and stakeholder feedback loops to identify and address
any gaps or ambigties in Reliability Statards.

1 Review the recommendations from the Essential Reliability Services Task Force to determine if
0KS OdzNNByid o02R& 2F bow/ Qa LI FyyAy3a wStAFOoATL,
essential reliability services.

Evaluate options for assdasg the cost effectiveness/impact of Reliability Standards.

Address regulatory issues and orders (e.g., supply chain and critical infrastructure protection
Reliability Standards) and technical analysis supporting geomagnetic disturbance requirements.

1 Faclitate implementation of Reliability Standards by providing guidance or outreach for approved
Reliability Standards.

7SeeERO Enterprise Strategic Plan and Metrics 2Z8020for details.
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Goal 2

Objective and Risk -informed Compliance Monitoring, Enforcement, and Organization

Certification and Registration

The ERO Enterprisg a strong enforcement authority that is objective, fair, and promotes a culture of
reliability excellence through riskformed compliance monitoring, enforcement, certification, and
registration.

Contributing Activities

1 Implement registration programmprovements to ensure consistent technical basis for
registration and deregistration of entities.

Implement the certification program consistently across the ERO Enterprise.

Develop and implement compliance oversight plans for registered entities focosirg evant
risks, including consideration of inherent risk assessments and internal control evaluations.

1 Implement compliance monitoring and enforcement timely and transparently, using a consistent
framework.

1 Enhance and implement training for ERO EntisgCompliance Monitoring and Enforcement
Program (CMEP) staff.

1 Provide guidance and outreach to registered entities, including the review of Implementation
Guidance for endorsement.

f wSRdzOS NBOARAGAAY G(GKNRdIzZZK N 32 NIhsizio mitigatd Sa aYSy
noncompliance.

1 Evaluate the existing compliance, reporting, and analysis tracking system and other compliance
tools to support riskbased activities that meet the needs of the CMEP.

Goal 3

Identification and Mi  tigation of Significant Risks to Reliability

The ERO Enterprise identifies the most significant risks to reliability, provides assurance for mitigating
reliability risks, and promotes a culture of reliability excellence. The ERO Enterprise supports the Electricity
Information Sharingrad Analysis CentdEISAC)the Cybersecurity Risk Information Sharing Program
(CRISRJeliability assessments, performance analysis, event analysis, situational awareness, and physical
security and cybersecurity preparedness.

Contributing Activities

1 Develop guidelines and industry practices to maintain accurate system models thatinclude the
resources (synchronous and inverter based), load, and controllable devices providing essential
reliability services.

Develop advanced and probabilistic methods t@akiate resource adequacy.

Gather additional phasor measurement unit datasets to advance analytics and modeling
improvements.

1 Analyze system performance, events, and relationships among data sources to identify risks and
mitigation strategies, and providecommendations and lessons learned.

1 Expandthe use, availability, and value of physical security and cybersecurity threat and
vulnerability information sharing, including cross sector communications, and analytics.

NERC 018 Busines®lan and Budget, Final| August 10 2017
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Introduction and Executive Summary

1

In collaboration with the Critical frastructure Protection Committee and industry stakeholders,
develop arisk process to address the potential impacts of cyber and physical security threats
and vulnerabilities.

Conduct assessments of system resiliency and develop guidance for opematomeie secure
state.

Engage industry, forums, and technical committees in identifying and mitigating risks, including
reducing misoperations, AC substation equipment failures, vegetaéitated outages, and
improving cold weather preparedness and hunparformance.

Goal 4
Identification and Assessment of Emerging Risks to Reliability
The ERO Enterprise identifies, evaluates, stydms$independently assesses emerging riskeliability.

Contributing Activities

1

Enhance reliability assessments &lect changing resource mix behavior, including distributed

energy resources and essential reliability services, using probaldfigiioaches that consider

0KS GINAFOEfS FYR SySNHemnf AYAGSR yIF{idz2NE 2F (KS
Educate policy makers, regulators, and the industry of reliability effects and interconnection
requirementsfor the changing resource mix.

Develop sufficiency/adgiacy guidelinesfor essential reliability services, including considerations
of reliability attributes under a more diverse resource mix and changing load behavior, such as
ramping, reserve services, and voltage support.

Assess risks associated with cresstor dependencies and single points of disruptions.

Develop, acquire, and maintain necessary tools for efficient data collection, management, and
analytics across the ERO Enterprise.

Evaluate the reliability impacts of distributed energy resources @mmihg, operations, and
restoration and recovery, including the identification of data and information sharing needs.

Goal 5

Effective and Efficient ERO  Enterprise Operations

The ERO Enterprise supports and encourages transparency, consistency,eftiaiégpncy, and timeliness
of results and operates as a collaborative enterprise.

Contributing Activities

f

Articulate a shared vision of reliability excellence and support and inspire stakeholders continent
wide in working to attain that vision.

Acquire, engage, develop, and retain highly qualified talent with requisite technical expertise to
SESOdziS GKS 9wh 9y GSNIINARAaASQA adl Gdzi2NE Fdzy Ol A
Understand and manage ERO Enterprise internal risks.

Enhance and implement documented oversight plans for Regioniéy Belegated functions.

Expand the efficiency and productivity of the ERO Enterprise through a disciplined approachto IT
investments.

Continue to efficiently and effectively manage resources within the ERO Enterprise.

NERC 018 Busines®lan and Budget, Final| August 10 2017
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1 Quantitatively measure stakeholdsatisfaction.

Allocation of NERC Resources to Strategic Goals and Risk Priorities

The chars below providean overviewof the allocation oboth NERG Yy R G KS 9 wh2018 y (i S NLIN
resources associated with each strategic gaadl the related contributingctivities discussed above
Usingsurveys, funding sources, alklEs as a guidthe charts reflect the relative amount of total

resources (people and dollars) focused supporting each of the fve strategic goals noted above.

Obviously many departmentsark on multiple activities that further multiple goals, and precision in
forecastingall activitiessupportingeach goal is noteasible Howeverthese charts provide general

picture regardindhow resources areallocated

NERC Resource Allocation to Strategic Goal Areas

Goal 2
Compliance
Goal 1 17%
Standards
10%

Goal 5 Goal 3

T e Risk Management

16% 36%

Goal 4
Emerging Risks
21%
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ERO Enterprise Resource Allocation to Strategic Goal Areas

Goal 2
Compliance
38%

Goal 1 Goal 3

Risk Management
27%

Standards
7%
Goal 5
Effectiveness
11% Goal 4
Emerging Risks
17%

Ongoing Focus on  Cost Con trol and Efficiency
NERC and the Regional Entities continue to work collaboratively to improve efficiency, evaluate resources,

and leverage combined skillsets to improve various ERO Enterprise activities and control leissts.
collaboration and the resulg efficiencies can be found anumber ofareas including but not limited
to:

1 ERO Enterprise IT InvestmenERC and the Regional Entities, working collaborativelgr the
2OSNRAIKG 2F bow/ Qa { GF yRI NRISONEhavedevelgpeda | YR ¢
long-term enterprise information technology prograrasulting in a number of enterprise tools.

The goal iso enhance operationsmprove efficiencyand reduce costs at thidERGegional and
registered entity levelFor exampleenterprisetools have helped@nd will furtherfacilitate
efficiency of registration and data submittals, improved consistency in registered entity resources
devoted to compliance, and improved overall reliability through information sharing on Events
Analysisprotection systemmisoperationsand Situational Awareness

1 EnforcementNERC has worked closely with Regional Entities to streamline enforcement staff in
connection with the development of more efficient and rssed enforcement mechanisms.

1 Standards: As standrds development has matured, NERC managentest reallocated
Standards staff towardsiore criticalactivitieslike cyber security and analytical capabilities.

f Legal:! & | NBadzZ 4 2F GKS I FT2NBYSY(iA2ySRBREBFFAOAS
EnterpiseQ Business processes, the legal department reduced its resourcerequirements
reallocatingimited resources$o more criticalpriorities withoutincreasingi KS 02 YLJ y& Qa 2
staffing requirements

1 Forums As further described in the quarterlpifum reports to the NERC BoafdERC and the
Regional Entities continue to leverage the transmission and generation forums to jointly address
risks to reliability to mitigate their impacts on the reliable operation of the BES.

1 Industry: The ERCEnterprisecontinues to collaborate with and rely on industry resources and
expertise through the various standing committees, working groapd task forceshat are
critical to both identifying and supporting key initiatives and priorities.

NERC [2018 Busines®lan and Budget, Final| August 10 2017
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Additional informatioron the longterm efficiency goals can be found@wal 6 othe draftERO Enterprise
OperatingPlanandin Focus Area 5 of theraft ERO Enterprise Lorigrm Strategythat were posted to
bow/ Qa imXel@alR®u S

201 8 Key Business Planning Assumption S

As part of the annual business planning process, NERC and the Regionaldevidieged a set cshared
business planning assumptiosapporting thedevelopnent of their respective business plans and
budgets. The Regional Entities used these assumptio evaluate their projected workloadand
determine resource levelnd allocatiomequired to complete necessary tasks and meet the obligations
of their Regional Delegation Agreements. $aeommon business plarngassumptions are set forth in
ExhibitA ¢ Shared Assumptions and Key Focus Areas

Application of Section 215 Criteria

Ly Ada 2 NRS N20ULIBudnEsgPlay ahd BugdeERQraquired NERC to establish criteria for
determining whether its proposed activities are eligible for furglunder Section 215. In an order dated

' LINAE MpE HAMOoZ COw/ | LIINRPOSR bow/ QAEXHBNBGI2 4 SR (
Application of NERC Section 215 Critemamarizes the major activities RE proposes to undertake in

2018 and the appoved Section 215 criteria applicable to such activities.

Overview of 201 8 Budget and Funding Requirements

b 9 w/ Q& cormbined expense and fixed asset (tal) budget is approximately78.1M, which
represents a increaseof approximately 3.9M (5.1%) from the 2017 budget. Total expenses are
increasing approximately3M (5.%6) over 201 The total fixed asset (capital) budgetxcluding
depreciationt®is approximately $9M, adecreaseof $49& (11.4%)from 2017. Approximately 8.7M
(190 2 F 2018 hudgstds related taCRISP. As further explained in tBlectricity Information
Sharing and Analysis Centerdl@AC3ection of Section Ahe majority of the NERC CRISP budgebeill
funded by participating utilities, with a small portion fundedaligh assessments.

bow/ Qa LINRdsi2ssBeRt israpproximatel@®aV, which representsm increase of$3.1M
(5.19%) from 20T andreflects theproposed releasef $600k of fund$rom the Assessment Stabilization
Reserve to reduce 28lassessmentd-uther, NERC proposes to depo$800k of Penalty collections
during the 12 months ended June 30, 20itifo the Assessment Stabilization Rese Without the
proposed release of funds from the Assessment Stabilization Reserve to offset assasgaméuntter
RAa0dzaaSR 0St2603 bow/ Q& U2 ($B.IM (6.1805avér DEOne ¢ftheS 3 4 Y Sy
reasonsthat9 w /p@@osed2018budgetincreases5.1%while theproposed 201&ssessment increase

is 6.1% (unadjusted)is that$1.1M of funds was fleased from the Assessment Stabilization Reserve in
2017 to reduce assessmen@ther factors contributing tthe differencebetween the propose thudget
increase and theproposedassessmentincreaseinclude debt (capital financingassumptions and
provisians forreserves, all of which impact assessments in Canada, Mexicd the U.S

In orderto stabilize assessments and align budget and assessment increases more closely, NERC has
undertaken a multiyear strategy to manage assessment increases.w / Qcy Actdanting, Financial
Statement and Budgetary Treatment of Penalties Imposed and Received for Violations of Reliability

8 NERC Strategic Documents webpage

9 North American Electric Reliability Corporation, Order on Compliad8&-ERC 1 61,052 (2013).

10NERC and the Regional Entities budget De preciation &pa&rating Expense with an equal and offsetting credit against
budgeted Fixed Assétapital) alditions. As a result, the budgets do not include depreciation in the funding requirements.
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Standard$'andNERC Rule of Procedure (ROP) §1107.2 specifi¢®tinaties received during the period

July 1 through the followmJune 30 are to be used in tisetbsequent budget period to offséi.S.

assessment billingglowever, ROP §1107gfovides for exceptions or alternatives to this treatment if

approved by the Commissidn.,y’ CS o NHzZE NBE HnampX b9w/ Qdl 2. #iIKNER O2ILIND/ ¢
Working Capital and Operating Reserve Podlié&ymong the approved changes to this policy was the

creation of an Assessment Stabilization ReséVhis reserve was establishedaplementthe strategic

goalof more closely aligningnnualbudget andU.S.assessment increasaadto providea mechanism

to better manage yeato-year assessment increasd$ie eventual goal is to narrow the gap between

Fyydzl £ LISNDODSydl 3S OK hnyiudlfeicentagechdngew is3dssnientsRaeSults I Y R

from yearto-yearvariationsin Penalty collections.

NERC proposesubject to Commission approvad, (1) deposit the $500k of Penalties collected during

the period July 1, 2@L¢ June 30, 204, into the Assessment StabilizatiBeservend (2)release $600k

from the Assessment Stabilization Reserve to reduce82@&kessmentds a result, NERfLoposes an

overall averag@018 assessmentincrease8f1%.The allocation of assessments to Canadian entities will

depend on the final determination @hallocation ofcertain compliance and enforcement costs to
CanadiaSy 0 A G A S& LJzNBdzZl yi G2 bow/ Qa L4 A0e 2y (GKS | f

The following table provides a highvel yearoveryear comparison of the major categories of expenses,
total budget, and FTEs.

11 Accounting, Financial Statement and Budgetary Treatment of Pesaitiposed and Received for ViolationRefiability
StandardsDecember 8, 2008 and as amended August 15,.2013
2hbow/ Qa 22NJAYI /I LAGLf . NERUGRed & pSfidld witiiFERC ow Blarch BLIZALS for 2 dprbval &f this
policy; the Commission conditionally approved the revised policyin an orderissued June 18, 2015, in Docket-BHOORR15
North American Electric Reliability Corporation, Order Conditionally Accepting Revisions to Working Capital and Operating
Reserve Policyl51 FERC 161,225 (2015). On August 14, 2015, NERC submitted a compliance filing to the June 18, 2015 order
with a mdlification to the policy, which the Commission accepted by | etter order dated September 18, 2015 (Docket No. RR15
8-001).
131n accordance with the approvatlorking Capital and Operating Reserve Polioy Assessment Stabilizatioe$servemay be
funded with Renalty funds and surplus operating reserves. The actual amount of the contribution, as well as releadas fromt
fund to reduce assessments, aRS G SNX¥YAY SR | yydza tte | a LI NI 2F bow/ Qa o0dzaAy
recommendation bythe Boa@da CA Yyl yOS I yR ! dzZRAG /2YYAGGSS | yR NBIj dzA NA y
14Expanded Policy on Allocation of Certain Compliance and Enforcement Costs, July 29, 2008.
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Statement of Activities and Fixed Assets Expenditures 2017 and 2018 Budgets

STATUTORY
Variance Variance
2017 Projectior 2018 Budget %
2017 2017 v 2017 Budget 2018 v 2017 Budget Over
Budget Projection Over(Under) Budget Over(Under) (Under)
Funding
ERO Funding
NERC Assessments $ 59,856,314 $ 59,856,314 $ (0) $ 62,936,968 $ 3,080,655 5.1%
Assessment Stabilization Reserve - Penalties 1,100,000 1,100,000 - 600,000 (500,000)
Third-Party Funding (CRISP) 6,990,447 7,820,788 830,341 7,324,253 333,806
Testing Fees 1,921,900 1,749,315 (172,585) 1,790,000 (131,900)
Services & Software 50,000 50,000 0 50,000 0
Workshops 230,000 305,300 75,300 185,000 (45,000)
Interest 3,000 72,113 69,113 95,000 92,000
Miscellaneous - - - - -
Total Funding $ 70,151,660 $ 70,953,830 $ 802,170 $ 72981221 $ 2,829,561 4.0%
Expenses
Personnel Expenses $ 38,641,331 $ 38,762,038 $ 120,706 $ 40,969,105 $ 2,327,774 6.0%
Meeting Expenses 3,372,886 3,745,105 372,219 3,395,100 22,214 0.7%
Operating Expenses 24,800,690 27,237,596 2,436,906 26,352,371 1,551,682 6.3%
Other Non-Operating 106,725 106,725 - 138,878 32,153 30.1%
Total Expenses $ 66,921,632 $ 69,851,464 $ 2,929,832 $ 70855455 $ 3,933,822 5.9%
Fixed Assets
Depreciation $ (1,691,457) $ (2,661,466) $ (970,009) $ (1,594,299) $ 97,158
Computer & Software CapEx 2,572,000 2,348,141 (223,859) 2,549,000 (23,000)
Equipment CapEx 1,800,000 1,059,772 (740,229) 1,175,000 (625,000)
Leasehold Imrovements - - - 150,000 150,000
Inc(Dec) in Fixed Assets $ 2680543 $ 746,447 $ (1,934,096) $ 2,279,701 $ (400,842) -15.0%
Total Budget $ 69,602,175 $ 70,597,911 $ 995,735 $ 73,135,156 $ 3,532,981 5.1%
FTEs 189.88 187.47 (2.41) 199.28 9.40 5.0%

b 9 w/ (Bdudget and funding requirements reflect the resources necessary to support achievement
of the goals and objectives set forth in tBeategicPlan. The 208 budget is comprised of both operating
and fixed asset (capitalgosts. Operating costgenerallyinclude personnelconsulting office space,
software licensing, thirgharty data management, and communications and other customary services to
support office operations. Fixeabset (capital) costs primarily reflect invesnts in equipment and
software to support operations, including investments in the development of software applications and
infrastructure to facilitate improved business processes and efficiency.

Key Budget Assumptions o
Key assumptions used inthe devely Sy u 2 ¥ Sbhuwigef irelademedallowing

1 Increase 09€.40full time equivalents (FTE) to provide additional support to tH&ACincluding
the addition of 6 FTEs as outlinedxhibit F§ EISAQ.ong TermStrategy Management routinely
reviewsresource allocatiosto ensure that the appropriate amount and type of resources are
being dedicated to key priorities and activitiess operations in some areas become more
efficient and/or major initiatives are completed, resources aedeployed to piority areas.

1 Applying a6.0% reduction to FTEs (vacancy ratehich is the same as 201G account for
attrition and hiring delays. This assumption is based on a review and analysis of laitstidion
and vacancy rates, as well as the time it takesetcruit and onboard new staff.

1 Market-based compensatiofor personnel Executive and staff compensation and benefits are
Sadlof AaKSR olFlaSR 2y 3JIdzARStAySa SadlofAakKSR
Resources Committed CGHRC)and comprehensivemarket compensation and benefit
information provided by aationally recognized compensation and benefits consulting firm, as
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well as other available data. An updated market studgsweompleted ihate 2015 under the
2PSNBEAIKECGHRE b9w/ Qa

1 Anticipatedmarket increases in medical and dental benefit plan costedical and dental
LINBYAdzy 024G SaidAyYriSa FINB o6FaSR 2y YIN)SG
consutant. Current2080 dzZR3ISG SadA Yl GSa INB Ay GKS dzLJLISNI S
benefits consultantNo other changes to retirement or other benefit plans have been assumed
for 2018.

1 Meeting and travel expensese beingheld flatbased on a review of 26land 20T costs. The
company has undertakea number ofsignificant efforts ovethe past several years to reduce
travel and meeting expensdsor example lie company has worked closely with Regional Entities
to share meeting space where possible, which has helped reduce meeting costs

1 Contractand consulting expenses are develogmd a departmeniby-department basis and
reflect both known and anticipated expenses, based on hisébaad current information.
Expenses for the 2018 budget increas&®@, primarily due to HESAC portal support and
maintenance needs, as well the CR38€&urityreview for which better costinformation is known
for the 2018 budgetAdditional information on contract and consulting expenses can be found in
Exhibit @; Contractor and Consulting Costs

Fixed Asset (Capital) Budget and Capital Financing

NERQ a 8mgapital budgetis approximatel3®M (excluding depreciationyvhich represents decrease
of $49& from 20L7. This decrease rimarily the result ofeasingaudio visual and certain computer
equipment resulting in a reduction of Fixedgetsand an increase i@ffice Costinthe 2018 budgetThe
table belowprovides a summary of the major capital budget components.

Variance
2018 Budget

Budget Budget v 2017
NERC Capital Budget 2017 2018 Budget Variance 9
ERO Application Development $ 700,000 $ 2,148,000 $ 1,448,000 206.9%
E-ISAC Portal Improvement 1,000,000 - (1,000,000) -100.0%
Document Management Program 335,000 - (335,000) -100.0%
Hardware (storage, servers) 991,000 805,000 (186,000) -18.8%
Other Equipment 885,000 370,000 (515,000) -58.2%
Disaster Recovery 150,000 100,000 (50,000) -33.3%
NERC Software Licenses 311,000 301,000 (10,000) -3.2%
Leasehold Improvements - 150,000 150,000 100.0%
Total $ 4,372,000 $ 3,874,000 $ (498,000) -11.4%

NER®@as budgete®3.4M (both operatingexpensesnd capitaéxpenditure$in 2018for services related
to the planning, desig, and implementation of software applications supportthg development of
enterprise tools focommon NERC and Regional Entity operations. Thes&RR(riserelated costs
include £.1M in capital expenditures andl$3V in other IT operating cost@dditional information

regardingthe EROEnNterprise ITstrategy,the current status of the development &RCEnterprise IT
applications and projectsthat will be under development in 28Lcan be found irthe Information

Technologgection of Section NER Q a 8 capitalibudget also includesmgoingfunding forl T security,
disaster reovery, datsstorage, replacement of servers and laptops, and software license costs.

Compliance Monitoring and Enforcement Program (CMEP) Technology Project

NERC 018 Busines®lan and Budget, Final| August 10 2017
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The $2.1M irfixed assetgapital) expenditures for 2018 relates to a new entity registration tool ($600k)
and a new CMEP tool ($1.5MhelTdepartment is working closely with the Regional Entitiesin 2017 and
through the 2018¢ 2020 budget cycleto evaluate and implemnt strategic investments in tools that
replace the current three applications with a singlegmmon CMEP application. Items under
consideration at this time include how Reliability Standards data is stored and maintained, as well as how
best to support tke various parts of the compliance and enforcement process (e.g., analysis of risk,
development of implementation plans and audit schedules, actual compliance monitoring, and
enforcement processingJhecapital expenditure for th€MEP tool is expected b@ approximately $

6M in total, with work spanning from 2017 thru 20ZBunding fothis workwill be subject to review and
approval as part of the business plan and budgetess each yednvestments are being made in 2017

to evaluate and scope the hgrterm project, with a final determination on the project scope expected
laterin 2017 If the 2018 business plan and budgetis approved with the recommended funding, but the
project does not go forward, the related funding will be held in the Operatongi@gency Reservé&or
additional information on the CMEP technology program, pleasdeséiébit G; Compliance Monitoring

and Enforcement Prograifechnology Project

The 208 budget projection assumes thapproximately$2. 1M of the total $8.9M capitalbudgetwill be
financedthroughthe capital financing program that was described antlin placeas partob 9 w 20Q4a
Business Plan and Budg€&urther informaton regarding capital financing cée found inExhibit D¢
Capital Financing

Working Capit al and Operating Reserves
Managementis proposing an overall reserve buddé&?.5M for Working Capitalthe four categories of

OperatingReservesandthe AssessB iy i { GF 0 At AT FGA2Yy wSASNIBS dzy RSNJ ¢

Operating Reserve Policihis representa decrea® of $28%k (3.76) fromthe total reserve amounts
included inb 9 w/ Q7abudget.¥he working capital and resenimalancesare broken down in the
following manner:

f  Working CapitalRepresents the amount of funds necessary to saiisfyS 02 YLJ y & Qa
cash flow needs during the budget year, takinginto account the projected timing of the receipt of
funding and timing of capital and operatiagpenseswWhile individual categories reflect increases
and decreases resulting from oping needs and uses, th2018 budget does not reflect
additional working capital requirements in total.

1 Future Obligation Reservdncludes funding that has been received to satisfy future obligations
under lease, credit, loan, or other agreements toierhthe company is a partythis reserve is
primarily comprised of existing funds andosdgeted tobe $..8M for 2018.

1 System Operator Certification Resendacludes surplus funding frooperator certification and
testing fees that are above incurredganses and shall be used solely to support operator testing
and certification need9'he2018 System Operator Certification Reserve isbudgete @@dgand
comprised of existing funds

1 CRISP ReservBepresents funds dedicated to support CRIBfese regrves are established
pursuantto a CRISP budget agreed to and funded entirely by utilities participating in CRISP. The
reserveshave no impact on assessments and they are segredetedother reserves pursuant
to the terms of the CRISP agreemeiitse CRISP reserves gamjected to be $00kin the 2018
budget.

1 Operating Contingency Reservéncludes funds for contingencies that were not anticipated,
assumed to be likely or the timing of which was uncertain, at the time of preparation and approval
oftkS O2YLI yeQa o0dzaAANSEAQAN OFPZNNFRU o HIRASO® 2V
Reservesrequires areserve target ok3.8% except as otherwise approved by the Board after
review and recommendation by the NERC Finance and Audit Committé® pecentage is
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OF f Odzft F GSR F3aFAyad bow/ Qa G2aGlrf o06dzZRISG F2N 2L
related to CRISP dnSystem Operator Certificatiprach of which has a separate reserve
category For the 208 budget,managementis recommending ®perating Contingency Reserve
of approximately$3.0M, or4.7% oftotal budgetedoperating andixed asset¢apital) costs

1 Assessment Stabilization ReservEo date, this reserve has been funded entirelypbgviously
receivedPenalties ands projectedto have abalance of$2.2M as of January 1, 28lincluding
the proposed deposit of $500k of Penaltiesreceived during the period Julygk, 20de 30, 2017
(subject to requisite approval®) C2 NJ LJdzN1J2 & Sa BBRRE K&agénent LI vy & Q3
proposesthe releaseof $600k of Assessment Stabilization Reserve furidsoffset U.S.
assessment3.heremainingbalance of $.6Min the Assessment Stabilization Resemilebe used
to reducelU.S.assessments ione or morefuture periods, subject to review and appvalby the
NERC Board and the Commissiothimapplicable yedR Business plan and budget.

Department Budget and FTE Comparisons

The following table safforth a 2077¢2018 total budgetcomparison by departmenthe amounts shown

below reflect all diretand indirect departmental costs, including fixed agsapital)costs. Costsincured

for general and administrative and other overheads are considered indirect and are allocated to the
A0FGdzi2NE RSLI NLIYSyYyGa o0l aSR ®RdFTHEs O BtalbddgedstatutdngF G K | {
FTEs.

2017¢2018 Total Budget by Department

Change
2018 2018 Budget

Total Budget Budget 2017 Budget % Change
Reliability Standards $ 8,100,282 $ 6,821,893 $ (1,278,389) -15.8%
Compliance Monitoring and Enforcement Programs* 17,305,535 20,465,126 3,159,591 18.3%
Reliability Assessments and System Analysis 7,535,594 7,312,956 (222,638) -3.0%
Reliability Risk Management 14,387,923 13,641,560 (746,363) -5.2%
Training, Education, and Personnel Certification 3,757,501 3,043,024 (714,477) -19.0%
NERC Budget, excluding E-ISAC $ 51,086,835 $ 51,284,559 $ 197,724 0.4%
E-ISAC (non-CRISP) $ 10,222,901 $ 13,130,686 $ 2,907,785 28.4%
E-ISAC (CRISP) 8,292,440 8,719,912 427,471 5.2%
Total E-ISAC Budget $ 18515341 $ 21,850,597 $ 3,335,256 18.0%
Total Budget $ 69,602,175 $ 73,135,156 $ 3,532,981 5.1%

*Includes Entity Registration and CMEP Tool Development

The primary areas of increase are in Compliance Monitoring and Enforceme il 8&€CHhe increase in

the Compliance Monitoring and Enforcement department costs are pilyndue to the transfer of
resourcesincluding previously budgeted and open positiamsl related coststo these departments
from other departments, as well &ise capitalcosts associated with development of the CMEP and Entity
Registration applicatios as further discussed belowthe Information Technologsection of Section A.
The EISAC reflects additional staff related primarily to the léegn strategy discussed xhibit F¢ &
ISAC Londerm StrategyAs noted in the Exhibit, the increase &X18 due to the implementation of this
strategy was approximately $1.8Mlost of the additional costs noted in the above table reflect the
allocation of general and administrative overhead costs based on the additional FTEs.
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The decrease in the ReliabilStandardsand Training, Education, and Persoraepartments is largely
the result of the transfer opersonnekesourcesromthese departments as part of the ongoing process
of internal reorganization to better align resources to support strate ggdgand risk prioritiesvhichalso
results in lower indirect costs and allocation of fixed assets to these departm@imdarly, whilehe
Reliability Risk Managemelmidget doeshot have a decrease in personnel resources départment is
allocated faverindirect costs andixed assetbecauseof the increase of personnel in othsetatutory
programs

The following table presentsa 2018 versus 2017 comparison of budgeted FTEs by department and reflects
2017 personnel additions, interdepartmental trapsfof previously budgeted positionand attrition
assumptionsThe number of FTEs represents the number of employees employed full time during the
year, plus the number of employees employed part time (less than full schedubi)ring a portion of

the year converted to a fultime basis. Headcount represents the total nuenlof personnel employed

during the year, regardless of the length of their employment during that gearhether they are full

time or parttime employeesFTEs will be less thanddcount, unless thee are no partime employees
andnoSYLJ 288534 gK2 | NB SYLX 28 SR { Spedoniekolidgetisbed dzf f & S
upon existing headcount and associated compensation and benefit costs, as well as assumptions on the
number and cost of new hires and the assumed vacancy rate, all within an overall FTE budget. An average
vacancy rate is applied to each position and its associated costs to arrive at an overall personnel cost
budget. The vacancy rate represents an adjustmesich is applied in the calculation of budgeted
personnel costs to account for attrition and for variations from the budget assumptions on the timing of
new hires.

20172018 YeaOverYear Comparison of FTEs by Department

Change

2017 2018 2018 Budget v
Budget Budget 2017 Budget % Changg¢
Reliability Standards 17.16 15.51 (1.65) -9.6%
Compliance Monitoring and Enforcement Programs 36.19 40.89 4,70 13.0%
Reliability Assessments and System Analysis 14.10 14.10 - 0.0%
Reliability Risk Management 26.32 26.32 - 0.0%
Training, Education, and Personnel Certification 7.05 5.88 (1.17) -16.6%
Administrative Programs 69.33 67.45 (1.88) -2.7%
NERC FTEs, excluding E-ISAC 170.15 170.15 (0.00) 0.0%
E-ISAC (non-CRISP) 16.92 25.38 8.46 50.0%
E-ISAC (CRISP) 2.82 3.76 0.94 33.3%
Total E-ISAC FTEs 19.74 29.14 9.40 47.6%
Total FTEs 189.89 199.29 9.40 5.0%

* Reflects 2018 additions and transfers between departments, anticipated timing of 2018 hires, and assut
attrition in all programs

TotalFTEs ithe Reliabiliy Standards, Training, Education, and Personnel Certificatiod@mdhistrative
programs iglecreasingoy 4.70FTE (5.0%), reflectingthe reallocation ofpreviously budgeted andpen
positionsto the ComplianceAssuranceand Compliance Analysis, Orgaaiion Certification and
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Registrationdepartments The increase in -ESAC department FTEsldresses immediate analytical
capability needs andlso the additional costs related to the lotgrm strategy outlined ifexhibit F¢ B
ISAQ.ongTermStrategy

TheNERC 2@Llorganizational chart can be found in AppendiXtedifference between the number of
positions reflected in th€018 organizational chart and tot&018 budgeted FTEs is due to assumptions
regarding vacancy rates and timing of newesifhe 2A8 organizéonal chart in Appendixihcludesthe
additional positions discussed Exhibit Ff EISAC Longerm Strategy

The followingableincludesa statement ohctivities comparing th€017 budget and the2018 budgest.

NERC 2018 Busines®lan and Budget, Final| August 10 2017
19



Introduction and Executive Summary

Statement of Activities and Fixed Assets Expenditures 2017 and 2018 Budgets

STATUTORY
Variance Variance % Inc
2017 Projection 2018 Budget 2018
2017 2017 v 2017 Budget 2018 v 2017 Budget over
Budget Projection Over(Under) Budget Over(Under) 2017
Funding
ERO Funding
NERC Assessments $ 59,856,314 $ 59,856,314 $ 0) $ 62,936,968 $ 3,080,655 5.1%
Assessment Stabilization Reserve - Penalties 1,100,000 1,100,000 - 600,000 (500,000)
Total NERC Funding $ 60,956,314 $ 60,956,314 $ (0) $ 63536968 $ 2,580,655
Third-Party Funding (CRISP) $ 6,990,447 $ 7,400,905 $ 410,458 $ 7,324,253 $ 333,806
Testing Fees 1,921,900 1,749,315 (172,585) 1,790,000 (131,900)
Services & Software 50,000 50,000 0 50,000 0
Workshops 230,000 305,300 75,300 185,000 (45,000)
Interest 3,000 115,999 112,999 95,000 92,000
Miscellaneous - - - - -
Total Funding (A) $ 70,151,660 $ 70,577,832 $ 426,172 $ 72,981,221 $ 2,829,561 4.0%
Expenses
Personnel Expenses
Salaries $ 30,073,438 $ 30,222,616 $ 149,177 $ 31,791,098 $ 1,717,659
Payroll Taxes 1,847,130 1,822,452 (24,678) 1,949,557 102,426
Benefits 3,643,806 3,736,337 92,531 3,988,886 345,080
Retirement Costs 3,076,956 2,961,287 (115,670) 3,239,565 162,608
Total Personnel Expenses $ 38,641,331 $ 38,742,691 $ 101,360 $ 40,969,105 $ 2,327,774 6.0%
Meeting Expenses
Meetings $ 1,071,500 $ 1,053,168 $ (18,332) $ 1,071,500 $ (0)
Travel 2,203,786 2,248,220 44,434 2,204,000 214
Conference Calls 97,600 157,553 59,953 119,600 22,000
Total Meeting Expenses $ 3372886 $ 3458942 $ 86,056 $ 3,395,100 $ 22,214 0.7%
Operating Expenses
Consultants & Contracts $ 13,127,749 $ 14,378,546 $ 1,250,797 $ 13,724,185 $ 596,437
Office Rent 3,117,009 3,124,992 7,983 3,091,804 (25,205)
Office Costs 4,359,340 4,599,488 240,148 5,365,084 1,005,744
Professional Services 2,468,135 2,419,577 (48,558) 2,537,500 69,365
Miscellaneous 37,000 52,613 15,613 39,500 2,500
Depreciation 1,691,457 2,661,466 970,009 1,594,299 (97,158)
Total Operating Expenses $ 24,800,690 $ 27,236,682 $ 2,435993 $ 26,352,371 $ 1,551,682 6.3%
Total Direct Expenses $ 66,814,907 $ 69,438,316 $ 2,623,408 $ 70716577 $ 3,901,669 5.8%
Indirect Expenses $ 03 - $ 0) $ 0 3 0
Other Non-Operating Expenses $ 106,725 $ 115,797 $ 9,072 $ 138,878 $ 32,153 30.1%
Total Expenses (B) $ 66,921,632 $ 69,554,112 $ 2,632,480 $ 70855455 $ 3,933,822 5.9%
Change in Assets $ 3,230,028 $ 1,023,720 $ (2,206,308) $ 2,125,766 $ (1,104,262)
Fixed Assets
Depreciation $ (1,691,457) $ (2,661,466) $ (970,009) $ (1,594,299) $ 97,158
Computer & Software CapEx 2,572,000 2,417,441 (154,559) 2,549,000 (23,000)
Furniture & Fixtures CapEx - - - - -
Equipment CapEx 1,800,000 1,189,772 (610,229) 1,175,000 (625,000)
Leasehold Improvements - - - 150,000 150,000
Allocation of Fixed Assets 0 - 0) 0 0
Inc(Dec) in Fixed Assets (C) $ 2,680,543 $ 945,747  $ (1,734,796) $ 2,279,701 $ (400,842) -15.0%
TOTAL BUDGET (=B+C) $ 69,602,175 $ 70,499,859 $ 897,684 $ 73,135,156 $ 3,532,981 5.1%
TOTAL CHANGE IN WORKING CAPITAL (éA—B—C) $ 549,485 $ 77973 $ (471,511) $ (153,935) $ (800,578)
FTEs 189.88 189.24 (0.64) 199.28 9.40 5.0%

1 Refer to Table B-1 for a complete analysis of the Working Capital and Operating Reserve balance.
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Introduction and Executive Summary

FERC Order 830 i Geomagnetic Disturbance ) R )
Ly CoO9w/ Qa hNRSNJ b2d yon | -QQEINEréhanysdion ByStenk Planied A U €
Performance for Geomagnetic Disturbance EVERtSERC directed NERCSile a research work plan
describing how NERC will conduct reséairto the specific geomagnetic disturbance (GM8&lpted

topics identified in the order. Since that time, NERVelopgdapreliminary GMD research work plan
containing a set of GMD research adiies, which wasiled with FERC on May 30, 2017 in accoo#a

with the Order No. 830 directiv@he research activitiedentified in the preliminary plan are expected to
advancehe understanding of GMD evendsdthe risks these higimpact, lowfrequency events pose to

the reliability of the BPS.

NERC is ctently in the process of establishing the administrative components of the GMD research work
plan, including the budget, project timeline, and assignment of project responsibilities. NERC expects that
executing a GMD research plan of the type contempldtg®rder No. 830 would require an extensive,
multi-year effort requiring scientific and technical expertise from a variety of disciplifeasaging darge

scale research projestich as this inot aNER@ O 2cdtitpetencyé which can accentuate and amplif

the risks associated with executing the research called for in the plather, NERC expects the costs to
have a substantial impact ats budget andconsequenthits annual assessments.

Therefore, NERC plans to continue to conduct outreach indheéry months with representatives from
governmental agencies in the U.&uropeand Canada, academia, vendors, and industry to identify the
GMDrelated work that is currently in progresdetermine where opportunities exist for research
synergiesdevel@ an appropriate research management structure, and identify alternative sources of
funding NERC will be conducting outreach to stakeholders regaogitimal approacheto structure the

funding requirementsincluding opportunities for sharing costearch management alternativesnd
leveragingesearch responsibilities. These efforts, along with any comments and Commission guidance
wouldA Yy F2N)XY GKS FAYyIlLf d02LIS yR aiGNHzOGdZNE 2F bow/ Q.

With this uncertainty of project management andding alternatives, costs related to this research are
not included in the 2018P&B Once the way forward beconselearer in the next@ months, NERC will
develop any additional budgetary materiasd requestas needed.

E-ISAC Long -Term Strategy

Overthe past several years tHelISAQas focused on improving its technical and analytical capabilites
with a goal of becominf KS St SOGNAOA(GE AYyRdAGNEQA fSIRAYy3IS
security information Significant support from thBectricity Subsector Coordinating Council (ESIBE)

ESCC Members Executive Committee (MEC), the U.S. Department of Energy, and other stakeholders have
helpedthe L { ! / ©6S NBaALRYaiA@gS (G2 GKS AyRdzaGNEBQA, ySSRa
and coordination for security matters.

At the request of the NERC Board and under the guidance of the ESCC and MEC, executive leadership of
the EISAC developed a lorigrm strategic plan, which is included Bxhibit F¢ EISAC Longem

Strategy TheEISAC Long Term Strategic Plan was approved by the MEC on April 24, 2017 and accepted
by the NERC Board of Trustees on May 11, 2017. Thedomgstrategic plan is toransform the HSAC

into aworld-classntelligence collecting and analytical capadtyifor the electricity industry.

To carry forth this vision, the EAC s planning a continuous and deliberate growth strategy over the next
five years thatincreases both staff and technical resouBased on industry and stakeholder feedback,

15 EIRC Order 830Reliability Standard for Transmission System Planned Performance for Geomagnetic Disturbance Events
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Introduction and Executive Summary

the2018 BP&Bincludesi KS FANRG &SI NRA& NBO2 YYSy RRariljrétded G A 2 y a
to analytical capabilitigsasfurther describedn Exhibit Ff EISAC Londerm Strategy

The assumptions and projectiomsluded herein and that follofior 2019 and 2020ncludethe impacts
of the EISAC strategic plan discusse&xhibit g EISAC Londerm StrategyThe strategy discussed i
that exhibitreflects additional resources, technology, and facilities for the {targh success of the-E
ISAC

Projections for 2@ 9¢2020

Managementas developegreliminary operating and fixed asset (capital) projections fof201d 2020
The significant assumptions considered in preparing these projections include:

1 Noincreassintotal FTEs ovehe 2018 budgetexcept for theimpacts of the longerm EISAC
strategy discussed iBxhibit Ff EISAC Londerm Strategy

Personnel and benefit costincreages FTEre consistent with the 208 budget assumptions

Operating costs, including contractor and consgtexpenses, afeigherdue to increases in costs
for rentandmaintenance costs associated with software applications supporting ERO Enterprise
Operations

1 5500 aASNBAOS NBLI &YSyild 206t A3dlrGAz2ya Ay 02yySoOi
are consistent with the projected Enterprise IT Applications capital foreGast most significant
work over the next three yearsvill relate to the Compliance Monitoring and Enforcement
Technology Progran€urrent estimates are approximatelg-$M between 207 and 2020NERC
anticipates using the Capital Financing Program as the primary funding source for that project.
For additional information on th€ompliance Monitoring and Enforcement Technology Program
please sedxhibit G Compliance Monitoring andhEorcement Program Technology Project

1 No increase in CRIS®ated expenditures, except for personnel and benefit cost increases as
noted above

bow/ Qa 32 IssessientandBuddefinkréhyges ¢losely together over the nextthree to five years.
The goal is taninimizefluctuations so thayearto-year variations in receipt d®enalties will not cause
largeyearto-yearvariations in futurdJ. Sassessmenturrently, NERC projects assessments to increase
5.1% in 20188.9% in 2019, and.® in 2@0 with a planned release of Assessment Stabilization Reserves
for 2018 of $60R. The projected increases for 2019 and 2020 do not assume any releases of funds from
the Assessment Stabilization Reselveture releases of these reserves will be determieadh year
during the budget approval procesSERC models future periods without assuming the receipt of
Penalties beyond thosBIERCurrently expecs to receiveAsPenalties are received, NEBRSSumes that

the NERC Board and the Commission will apprtveePenalties ascontributions to the Assessment
Stabilization Reservefor use when appropriate to prevent large yedaryear fluctuations in
assessment&®

1K S 02 Y Wibrkyhg Ceaiital and Operating Reserve Palexyuires thatin determining the amount of the Assessment
Stabilization Reservthat isreleased eaclyear, the NERC Finance and Audit Committee and Bsdodeview a threeyear
forecast ofassessments, as well as the availability of fundiniy éohssessment StabilizatiGeserve from surplus funds and
Penalty fundsThe actuakontributions to and releases from the Assessment Stabilization Reserve in any year must be
I LILINE SR o6& GKS . 2FNR IyR GKS /2YYA&aaizy |a LINI 2F bow/ Qa
review and input by stakeholders.
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Introduction and Executive Summary

The budget and assessment increases for 2019 and 2020 are projections that will be refined as those
budgets are finalizedn particular, the 2019 year includes the intersection of various projects that cause
that budget and assessment increase to be high€tRC will be working to prioritize projects and costs
ahead of the 2019 budget yearto ensuretimost reasonable budget and assessment increases possible.
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Introduction and Executive Summary

Statement of Activities and Fixed Assets Expenditures

2018 Budget & Projected 2019 and 2020 Budgets

2018 2019 $ Change % Change 2020 $ Change % Change
Budget Projection 19v18 19v18 Projection 20v 19 20v19
Funding
ERO Funding
NERC Assessments $ 62936968 $ 68,552,100 $ 5,615,132 89% $ 71,308,353 $ 2,756,253 4.0%
Assessment Stabilization Reserve - Penalties 600,000 - (600,000) -100.0% - - 0.0%
Total NERC Funding $ 63,536,968 $ 68,552,100 $ 5,015,132 79% $ 71308353 $ 2,756,253 4.0%
Third-Party Funding (CRISP) $ 7,324,253 $ 7,351,310 $ 27,057 04% $ 7,366,464 $ 15,154 0.2%
Testing Fees 1,790,000 1,790,000 - 0.0% 1,790,000 - 0.0%
Services & Software 50,000 50,000 - 0.0% 50,000 - 0.0%
Workshops 185,000 185,000 - 0.0% 185,000 - 0.0%
Interest 95,000 95,000 - 0.0% 95,000 0 0.0%
Miscellaneous - - - 0.0% - - 0.0%
Total Funding (A) $ 72981221 $ 78,023,410 $ 5,042,189 69% $ 80,794,817 $ 2,771,407 3.6%
Expenses
Personnel Expenses
Salaries $ 31,791,098 $ 33,898,558 $ 2,107,460 6.6% $ 35526511 $ 1,627,953 4.8%
Payroll Taxes 1,949,557 2,055,989 106,432 5.5% 2,126,649 70,660 3.4%
Benefits 3,988,886 4,286,714 297,828 7.5% 4,534,750 248,036 5.8%
Retirement Costs 3,239,565 3,461,443 221,878 6.8% 3,632,191 170,748 4.9%
Total Personnel Expenses $ 40,969,105 $ 43,702,703 $ 2,733,598 6.7% $ 45,820,101 $ 2,117,398 4.8%
Meeting Expenses
Meetings $ 1,071,500 $ 1,071,500 $ - 0.0% $ 1,071,500 $ - 0.0%
Travel 2,204,000 2,204,000 - 0.0% 2,204,000 - 0.0%
Conference Calls 119,600 139,600 20,000 16.7% 139,600 - 0.0%
Total Meeting Expenses $ 3,395,100 $ 3,415,100 $ 20,000 06% $ 3,415,100 $ - 0.0%
Operating Expenses
Consultants & Contracts $ 13724185 $ 14,131529 $ 407,344 3.0% $ 14,009,707 $ (121,822) -0.9%
Office Rent 3,091,804 3,091,804 0 0.0% 3,091,804 - 0.0%
Office Costs 5,365,084 5,877,971 512,887 9.6% 6,572,148 694,177 11.8%
Professional Services 2,537,500 2,535,340 (2,160) -0.1% 2,544,295 8,955 0.4%
Miscellaneous 39,500 39,500 - 0.0% 39,500 - 0.0%
Depreciation 1,594,299 1,321,972 (272,326)  -17.1% 1,073,181 (248,791)  -18.8%
Total Operating Expenses $ 26352371 $ 26,998,116 $ 645,745 25% $ 27,330,636 $ 332,519 1.2%
Total Direct Expenses $ 70,716,577 $ 74,115920 $ 3,399,343 48% $ 76565837 $ 2,449917 3.3%
Indirect Expenses $ 0 $ 0% 0 0.0% $ 03 0) 0.0%
Other Non-Operating Expenses $ 138,878 $ 171,744 $ 32,866 23.7% $ 205,335 $ 33,591 19.6%
Total Expenses (B) $ 70855455 $ 74,287,664 $ 3,432,209 48% $ 76,771,172 $ 2,483,508 3.3%
Change in Assets $ 2,125,766 $ 3,735,746 $ 1,609,980 75.7% $ 4,023,645 $ 287,899 7.7%
Fixed Assets
Depreciation $  (1594,299) $  (1.321,972)% 272,326  -171% $  (1,073,181)$ 248,791  -18.8%
Computer & Software CapEx 2,549,000 3,519,000 970,000 38.1% 2,858,000 (661,000) -18.8%
Furniture & Fixtures CapEx - - - 0.0% - - 0.0%
Equipment CapEx 1,175,000 1,480,000 305,000 26.0% 1,530,000 50,000 3.4%
Leasehold Improvements 150,000 100,000 (50,000) -33.3% 100,000 - 0.0%
Allocation of Fixed Assets 0 0 0 0.0% (0) (0) 0.0%
Inc(Dec) in Fixed Assets (C) $ 2,279,701 $ 3,777,028 $ 1,497,326 65.7% $ 3414819 $  (362,209) -9.6%
TOTAL BUDGET (=B+C) $ 73135156 $ 78,064,692 $ 4,929,535 6.7% $ 80185991 $ 2,121,299 2.7%
FTEs 199.28 207.74 8.46 4.2% 212.44 470 2.3%
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Section A T 201 8 Business Plan and Budget Program Area
and Department Detail

Reliability Standards

Reliability Standards Program
(in whole dollars)
Increase

2017 Budget 2018 Budget (Decrease)
Total FTEs 17.16 15.51 (1.65
Direct Expenses $ 3,861,666| $ 3,332,944| $ (528,722
Indirect Expenses 4,180,279 3,470,011 (710,268
Other Non-Operating Expenses - - -
Inc(Dec) in Fixed Assets 58,337 18,939 (39,399
TOTAL BUDGET $ 8,100,282 $ 6,821,893 $ (1,278,389

Background and Scope

¢CKS NBfAFOAfAGE aidl yRI BRuoryrds@ridibilityYo dévieldNaloBtfobtandzii
approval of, and modify (as and when appropriate) mandatory reliability standards (both contvitent

standards and regional reliability standards) for the reliable planning, operation, and criticatindtare

protection of the North American BEBhe major activities undertaken by the Standards department

include:

1 Delivering highquality, continentwide reliability standards NERC standard developers and
other standards staff provide project managenhand leadership to develop solutions necessary
to address reliability risks identified through the Reliability Risk Management Process (RRMP).
These may include the development of, or modifications to, NERC reliability standards through
standard developmet outreach activities, facilitation of drafting team activities, drafting support,
assisting drafting teams in maintaining adherence to the development process as outlined in the

Standard Processes Manpahd ensuring that the quality of documents proedds appropriate
for approval by industry and the Board.

1 Facilitating continentwide industry engagementNERC manages the work of over 200 industry
contributors who serve on the Standards Committee, subgroups, and other project teams for the

developmentof NERC reliability standards through the standards development program.

1 Conducting balloting, disseminating information, and supporting regulatory filingfrough

bow/ Qa O2 YYS y-acérefifed baoting praeesd, industry consensus is built by
engaging thousands of industry volunteers within hundreds of registered entities throughout
North America who review, comment on, and approve the standards created by the standard

drafting teams. The department also supports the filing of standards apthicableregulatory
authorities and provides support with regulatory proceedings.

The reliability standards program provides a mechanism for the eight Regional Entities to process regional
standards when unique regional reliability gaps are detected, corfporate Regional variances into
continentwide standards. The NERC Standards department staff supports regional standards
development processes by providing technical advice, final quality review of regional standards,
presentation to the Board, and prapation of regional standards materials for submission for standard

adoption to the applicable regulatory authorities in theS.and Canada.
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Section Ag 2018 Business Plaemd Budget Program Area and Department Detall

Stakeholder Engagement and Cost Effectiveness Project

As part of the standard development process, industry techl experts scope, draft, and review the new

or revised NERC reliability standards for approval by the industry ballot body, adoption by the Board, and
filing with regulatory authorities in thé).S.and CanadaAdditionally, Federal, State and Provincial
regulatory authoriies, the NERC Boar@egional Entities, and many industry stakeholders have expressed
interestin the identification of costs incurred from implementing NERC reliability standards compared to
risks they address. The objective is to emsthat these elements are considered during the standards
development and revision process. A pilot was conducted in 2016 to develop an approach to determine
the level of cost versus the reliability benefit to mitigate an identified risk. Work will coatim2017 on
refining the approacland developing additional means to evaluate cost impacts of the existing body of
standards

Key Efforts Underway

NERC will ensure that the Reliability Standards Development Plan (RSDP) is effectively executed and that
reliability standards are focused on and mitigate significant risks to BES reliability. Department resources
will be focused on supporting the ERO Enterprise Strategic Plan, including but not limited to support of
the RRMP and resolving FERC directivesStdradards department will:

1. Focus on the selection of projects undertakeResources will be expended on issues determined
to be a reliability risk through the RRN#tso see the Reliability Assessment and System Analysis
section and the Performance Alyais section below for additional detail)he department will
apply broader project management skills to implement a variety of solutions to a reliability
concern. An effective solution to an identified reliability risk may be a Reliability Standdtrd, or
may be aguideline, information request, training, NERC Alert, technical conference, research, or
a combination of these or other toals

2. Address FERC directives and respond to FERC attuersgh standards development projects,
as necessary. Each projedill determine whether: (1) the directive will be complied with as
issued, (2) there is an equally effective and efficient way to address the concern that fostered the
directive, or (3) there is technical justification (including that the directive leanlmvercome by
events, processes, or advances in technology) that resolution of the directive is no longer needed.

3. Performperiodicreviews.In 20T, industryandNERC will determine whetherthere isaneedto
make further improvements to the standard&rough periodic reviews that include: (1) a
measured review of the content of standards, considering whether the requirements could more
effectively mitigate risksto the BRR) whether the standards are results based and drafted with
high quality (3) whether the standards are concise or if the number of requirements could be
reduced and (4) whether compliance expectations are clear.

4. Facilitate smooth transition to new standardsThis includes working with the Compliance
Monitoring and Enforcement andOrganization Registration and CertificatioReliability
Assessment and System Analysis, and Performance Anailggimms to develop guidelines,
webinars, and other activities to support auditor and industry training for the new standards.

5. Perform a compehensive review of standarddn 2017, NERC and industry will complete a
O2YLINBKSYyaA@dS NBOGASg 2F bow/ Qa wStAlFLoAfAle {4
to mitigate the risks to the reliability and security of the bulk power system, contpreéhe
industry burden for theirimplementation. An outcome of this review will inform the needto retire
or enhance requirements based on operational experience. This will include an analysis of
reliability risk and cost effectiveness. In 2018, projedts be initiated to address the results of
this review to retire or modify Reliability Standards.
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Section Ac 2018 Business Plan and Budget Program Area and Department Detail

The 208¢2020 RSDP will be developed in Z0h conjunction with the Standards Committee, RISC, and
RRMP. It will outline the work plan for the continuedatuation of NERC reliability standards, the
{ulFryRINRa RSLI NLYSyuQa adzLlll2 N 27T oWwrERQ diréctivésA U e
Additionally,standards gradingetrics will beusedto measure the overall quality @fach enforceable
reliability standard as a basis for measuring needed improvements.

201 8 Goals and Deliverables

In 2016 the majority of FERC directive®re addressed, as well as the remaining recommendations for
retiring requirements made by the Paragraph 81 project and the peselent expertsin 2017, he body

of standards will beeviewed for potentialmprovementswhile considering quality and content critgria

as well as resultbased standards principles. The NERC Standards staff will continue to address any new
directivesssued by FERE&s well anyeliability risks identified through RRMP or by the RISC for which a
reliability standard is part of the solution.

Resource Requirements

Personnel
The 1.65 reductionin FTEgs the result of resource allocatiorthat began in2016 and will continue
throughout 20170 realign staff withcurrent needs

Consultants and Contracts
Noconsultants and contractsupport is budgeted in 2@l which is consistent with the 2@0budget.
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Section Ac 2018 Business Plan and Budget Program Area and Department Detail

Statement of Activities and Fixed Assets Expenditures
2017 Budget & Projection, and 2018 Budget

Funding
ERO Funding
NERC Assessments
Assessment Stabilization Reserve - Penalties
Total NERC Funding

Third-Party Funding

Testing Fees

Services & Software

Workshops

Interest

Miscellaneous
Total Funding

Expenses
Personnel Expenses
Salaries
Payroll Taxes
Benefits
Retirement Costs
Total Personnel Expenses

Meeting Expenses
Meetings
Travel
Conference Calls
Total Meeting Expenses

Operating Expenses
Consultants & Contracts
Office Rent
Office Costs
Professional Services
Miscellaneous
Depreciation

Total Operating Expenses

Total Direct Expenses
Indirect Expenses
Other Non-Operating Expenses
Total Expenses (A)
Change in Assets
Fixed Assets
Depreciation
Computer & Software CapEx
Furniture & Fixtures CapEx

Equipment CapEx
Leasehold Improvements

Allocation of Fixed Assets
Inc(Dec) in Fixed Assets (B)

TOTAL BUDGET (=A+B)

FTEs

RELIABILITY STANDARDS

Variance

2017 Projection

Variance
2018 Budget

2017 2017 v 2017 Budget 2018 v 2017 Budget
Budget Projection Over(Under) Budget Over(Under)
$ 7835213 $ 7835213 $ 0o 3 6,689,437 $ (1,145,776,

159,642 159,642 0) 71,739 (87,903)
$ 7994855 $ 7,994855 $ 0 $ 6,761,176 $ (1,233,679
$ - $ - $ - $ - $ -
105,000 105,000 - 50,000 (55,000)
427 14,316 13,889 10,717 10,291
$ 8,100,282 $ 8,114,171 $ 13,889 $ 6,821,893 $ (1,278,389
$ 2,340,405 $ 2,193,752 $ (146,653) $ 2,207,431 % (132,975)
151,658 137,199 (14,459) 145,638 (6,020)
307,085 294,123 (12,962) 299,194 (7,891)
259,407 231,949 (27,459) 246,107 (13,300)
$ 3058556 $ 2,857,023 $ (201,533) $ 2,898,370 $ (160,186)
$ 207000 $ 103,500 $ (103,500) $ 105,000 $ (102,000)
271,988 230,000 (41,988) 240,000 (31,988)
40,565 19,848 (20,717) - (40,565)
$ 519553 $ 353,348 $ (166,206) $ 345,000 $ (174,553)
$ - $ 40,000 $ 40,000 $ - $ -
51,336 44,033 (7,303) 49,796 (1,540)
500 250 (250) 500 -
231,721 253,432 21,711 39,278 (192,443)
$ 283556 $ 337,715 $ 54,159 $ 89,574 $ (193,983)
$ 3,861,666 $ 3,548,086 $ (313,580) $ 3,332,944 % (528,722)
$ 4,180,279 $ 3,986,697 $ (193,582) $ 3,470,011  $ (710,268)
$ - $ - $ - $ - $ -
$ 8041945 $ 7534783 $ (507,162) $ 6,802,955 $ (1,238,990
$ 58337 $ 579388 $ 521,051 $ 18,939 $ (39,399)
$ (231,721) $ (253/432) $ (21,711) $ (39,278) $ 192,443
- 68,114 68,114 - -
290,058 (3,796) (293,854) 58,217 (231,841)
$ 58,337 $ (189,114) $ (247,451) $ 18,939 $ (39,399)
$ 8,100,282 $ 7,345,669 $ (754,613) $ 6,821,893 $ (1,278,389,
17.16 1591 (1.25) 15,51 (1.65)
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Section Ag 2018 Business Plan and Budget Program Area and DepartmentiDeta

Compliance Monitoring and Enforcement and

Organization Registration and Certification

The Compliance Monitoringnd Enforcement, and Organization Registration and Certificgirogram
02 Y2YyAG2NE Sy¥2NDS:
reliability standards This program area iaddressed bythree operational groups:1) Compliance
Assurance (addressing compliance monitorirglcompliance Analysis, Certification and Registration
(addressingassurancegprganizationregistration andcertification),and 3) Compliance Enforcement.

area@

Compliance Assurance

Background and Scope

LJdzN1J2 &S A &

FYR Sy &dzNB

Compliance Assurance

(in whole dollars)

Increase

2017 Budget 2018 Budget (Decrease)
Total FTEs 15.51 19.27 3.76
Direct Expenses $ 3,816,924| $ 4,520,550 $ 703,625
Indirect Expenses 3,779,431 4,311,226 531,795
Other Non-Operating Expenses - - -
Inc(Dec) in Fixed Assets 262,244 72,330 (189,914
TOTAL BUDGET $ 7,858,599 $ 8,904,105| $ 1,045,506

| 2YLIX AL yOS

l 84dzNJ yOS
section of theCMEPb 9 w/ Qa
Entities toensure effective implementation of riskasedcompliance monitoring under the CMEEross

the entire ERO Enterpris&his program ensures that Regional Entities monitor registered entities for

I RRNBaasSa
I 2YLX AFyOS

6KS wS3IA2ylf

9y A

I & & dzNJ yitDtBe eyhRetzibdal 6 2 NJ &

compliance accordingtothiid 2 6y aLISOAFAO TI Ol a

evaluation of controls in place to mitigate the inherent risks, and any aggravating faCt@<CMEP
provides for Regional Entities to develop customized compliance oversighs §COPs) for each
registered entity that identifies: 1) the standards requirements to be monitored) the monitoring
processes (tools) for use by the Regional Entities, including compliance audisg giéitfation, spot
checking, selfeporting,and 3) theinterval of monitoring.NERC and the Regional Entities ensure that
inherent risk assessments (IRAS) for registered entities begin with a consistent framework and that
OYGAGASAQ AYLX SYSyYyGl GA2yYy datE man&gément a 9t
procedures that address data reporting requirements, integrity, retention, security, and confidentiality.

wSaAA2YyLI ¢

tKS

f

Oversght of thew S 3 A 2 y I fimpBeyidntatibnioStheQiskased compliance monitoring

/| 2YLIX Al yOS
activities and functions:

programand NERC ROR North America

l 3adzN> yOS 3INERdzZLIQa

YR OANDdzYadl yos

Developmentand executiorof the annual CMEP Implementation Plan (IP);

Oversight of the use of necessary complianekated processs, procedures, IT platforms, toals,

and templates;

Development and delivery of education and training for ERO Enterprise staff;

29
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Section Ag 2018 Business Plan and Budget Program Area and Department Detail

9 Critical Infrastructure Protection (CIP) Version Reliability Standards andsubsequent
enhancementsto the CIP Standaadsivities related to education programs that support industry
compliance andgecurity,

1 CIR0142 training and outreach activities related to effective implementation of the Physical
Security Reliability Standard;

1 Coordination with the NERC Standards depamifor standard development to assist in the
smooth transition for standards from development to enforceabdityfeedback on risks seen
in the field that are not addressed by a standard, as well as information on where a standard is
too broad and

1 Support for Regional Entity and industry committees, working groups, and task forces, such as
the NERCC@nd NERC Critical Infrastructure Protection Commi(ekC)

Strategic Goal Relatedto CMEP
Strategic Goal :20bjective and Riskhformed Compliance Muaitoring, Enforcement, and Organization
Certification and Registration

Goal Description: The ERO Enterprise is a strong enforcement authority that is objective,
fair, and promotes a culture of reliability excellence through-irgbrmed compliance
monitoring, enforcement, certification, and registration.

The riskbasedcompliance monitoringpproach allows for the appropriate allocation of resources to the
issues that pose a higher level of risk to the reliability of the BPS.

Stakeholder Engagement and Benefit

bow/ O2yliAydzSa G2 LINRBY2(dS GKS wS3aiaz2ylt 9yuaAdASa
entities. As the ristbased compliance monitoring approach was implementedin 2015 and 2016, Regional
Entities worked closely with stakeholders to deyelBAs and appropriately scope compliance monitoring
activities. As this proces®ntinues tomature, Regional Entities will continue to customize compliance
monitoring tools and frequency of monitoring for each registered entity, based on itesRiellas

additional considerations such as risk elements, entity performance, internal coraralsmitigating

activities to informthe development of their COPs.

Compliance Assurance continues to work closely with the standard development program to provide
compliance information, statistics, and perspectives to drafting teams fostering the development of
standards that provide an increased reliability benefit and clarify compliance risks. This collaboration with
industry and Standards department staff wilkaur early in the standard development process by
providing draft compliance monitoring guidance, including information on how compliance with draft
standards will be determined, as well as input to the drafting teams on the auditability and enforceability
of the draft standards. This will ensure that ERO Enterprise tools used in the auditing process, such as the
reliability standards auditing worksheet (RSAW), do not expand or modify standards requirements.

NERC also continues to provide indudbygused? dzii NS OK S@Syida FyR 6So0Ayl N&
approaches to rislbbased CMEP activities. The ERO Enterprise staff will continue its webinar series
providing guidance on standards and requirements associated with the 2017 risk elements identified for
consideration for compliance monitoring.
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Section Ag 2018 Business Plan and Budget Program Area and Department Detail

Key Efforts Underway

RiskBased CMEP Implementation

BfadzZNAyYy 3 (GKS &adzOOS a a ¥ dzf -baged CMEB réSajns thelpliaity of @cofpliangew / Q &
Assuranc® & 2 @SNBR A IKG LI |y dandlindadditidn Mibffednd redulirifeaddba@KAid A A 3 K (i
Regional Entities, NERC will continue to identify areas for improvement or promoting consistency through
training, guidance, or adjustmesturinghe following year. NERC also produces an ERO Enterpfiie C

annual report, which includes an assessment of the-baged CMEP implementation.

bow/ LISNF2NXA& 23S Nk A ebrpliangefnonitdtiiprograni prigngfily throu@hitié A G A S & ¢
review of the processes, supporting evidenobservationsand other information provided by the

Regional Entities over the course of focused engagements of program areas that are scheduled
throughout the year. NERC communicates the recommendations and findings to the Regional Entities to

help the ERO Enterprise dewplresponsive strategies and solutions to potential issues and ensure

uniform and consistent implementation of the CMEP. Such recommendations and findings also help
identify priority areas for training of ERO Enterprise staff during the year.

NER®versidt of RiskBased Compliance Monitoring

Consistent with the goals and objectives set forth in the strategic plan, NERC will continue to implement

risk-based compliance monitoring and enforcement as part of its stated objectives of ensuring BES

reliability,consistencyimproving the efficiency and effectiveness of NERC and Regional Entity compliance

and enforcement operations, focusing on identified risks and reducing unnecessary burdens on registered
entities.

CIP Compliance

NERC and the Regional Enstamntinue to manage the smooth implementation of compliance activities

for CIP Version 5 and subsequent enhancementsto the CIP Standards by providingtraining, webinars, and
other forms of outreachThe RO Enterprise will continue to provide educatiopadgrams to support
industry compliance and the integration of risk assessment and internal controls. In addition, NERC and
the Regional Entities will continue supporting the successful implementation and monitoring of the
physical security reliability ahdard.

Compliance Monitoring and Enforcement Process Tool

For 2017 and through the 20X82020 budget cycleNERC witlevelop and implemerthe CMEP Process

tool that supports the CMEP, including the various processes and activities of the compliance an
enforcement program (e.g., analysis of risk, development of implementation plans and audit schedules,
actual compliance monitoring, and enforcement processing).

Regional Entity Training

NERC Compliance Assurance will provide training to Regionaldtatityn the most important elements

of riskbased compliance monitoring, including enhancements to registered entity IRAs, internal controls
reviews, compliance oversight plan development, as well as Reliability Standards monki&RG. will
develop thstraining based on observations from its oversight activitigk@Regional Enties,as well as

the process reviews described above.

Emerging Technology Roundtables

NERC Compliance Assurawdécontinue to periodically hostnEmerging Technolodgoundtable with
industry and vendors that includés-depth discussionaroundthe integration of emerging technologies
associated with BPS operations to address and mitigate cyber and plsgsiaaty risks of the BPS.
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201 8 Goals and Deliverables
The @mpliance Assurance group has several goals and deliverables that support {h@(20IERO

Enterprisestrategic PlarResources will be focused onprovements implemented as a result of the risk
based compliance monitoring activities2016 and2017. Sgecific 20B objectives for this group are:

1 Continue to mature the riskased compliance monitoring programcluding omgoing oversight
of the riskbased CMEP, includitigAs consideration of internal controlspordinated oversight
of multi-region regiséred entities,and ensuring thaCOPsre addressing the relevant risks
f 22N)] Of2aSfeée GgAGK bow/ Qa 9y TF2NDSYSyid FyR L¢
Entities to help develop application business requirements and to test business functiofoalit
ERO EnterprisEMEP Process Tool

1 Support the continued successful implementation of the CIP VerdratiébilitySandards and
subsequent enhancements that become effective in 2017 and beyond.

1 Continue to monitor and support effective implementaui of the Physical Security Reliability
Standard.

1 Continue to enhance and implemetmaining to supportmonitoring of Reliability Standas]
integrating principles from the ERO Auditor Capabilities and Competencies Guide.

1 Continue feedback to Standardgtiugh integration and coordination betweenthe standards and
compliance functions for clear stakeholder implementation and feedback on risks seen in the field
that are not addressed by a standard, as well as information on where a standard is too broad.
This effort will be supported througacommon set of RSAWS, guidance, and outreach

1 Support International CMEP activities including reliability and security subject matter expertise
and outreach.

f  Provide support and leadership to (1) t@#PGind (2) standf 3 02 YYA (1 GSSaQ &dzo O
working groups, and task forcesrvingthe standing committe&upport theClIPTeadership and
development and implementation of thennualCIPGQvork plan

f  Provide support and leadership to (1) ti@CCand (2) standingcommitS S& Q & dz 02 YYA i
working groups, and task forces serving the standing conemitbupport the CG€adership and
the development and implementation of thennualCCQvork plan

These 208 activities are necessary to furtherimplement risksed compliace monitoring, including the

CIP standards, and integrate the standards and compliance functions. A number of activities that support

the implementation of the strategic riskased reforms are intended teduce regulatory burden by

focusing monitoring@®2 NRA Y 3 (2 S OK NBIAAGSNBR SyidAadeQa LR

Resource Requirements

Personnel

The3.76increase in Compliandsssurancd-TEswhich is reflective of reallocating resources from other
departments tothis ongsii K S NB & dzf éntozstfength8nie fpie médation and oversight of
the riskbased CMERisk analysisand feedback loops. This includes:

9 Data analysis and trending for emerging reliability and security yisks

1 Supporthe developmenif the CMERrocessool to improvedocumentation, sharing, analysis,
and more closely align CMEP processes;

1 Identification and mitigation of significant risks;
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1 Subject matter expertise for training and oversight of Reliability Standards;

Participation and input into the Reliability Standafocess including providing compliance and
subject matter expertise

Support international compliance activities; and
Support the NERC CIPC.

Consultants and Contracts

Funds budgeted for outside consultants to assist in successful implementation-bbsskl compliance
monitoringremains unchanged 0k.The budgeted amounts for 2017 and 2018 are shovixinibit C

¢ Contractor and Consulting Cos®me consultant resources continue to be needed to support the
GNI yaF2NXIGA2Y 27T toridgendEdforcergent Rifogramyo@ 8bksed dédigrihe

IT budget includes funding for the maintenance of existing software tools supporting compliance
assessment, registration, certification, and enforcement activities, as well as the investigation and
development of a business case for future tools supporting ERO Enterprise compliance assessment,
registration, and certification and enforcement activities.
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Statement of Activities and Fixed Assets Expenditures
2017 Budget & Projection, and 2018 Budget

Funding
ERO Funding
NERC Assessments
Assessment Stabilization Reserve - Penalties
Total NERC Funding

Third-Party Funding

Testing Fees

Services & Software

Workshops

Interest

Miscellaneous
Total Funding

Expenses
Personnel Expenses
Salaries
Payroll Taxes
Benefits
Retirement Costs
Total Personnel Expenses

Meeting Expenses
Meetings
Travel
Conference Calls
Total Meeting Expenses

Operating Expenses
Consultants & Contracts
Office Rent
Office Costs
Professional Services
Miscellaneous
Depreciation

Total Operating Expenses

Total Direct Expenses
Indirect Expenses
Other Non-Operating Expenses
Total Expenses (A)
Change in Assets
Fixed Assets
Depreciation
Computer & Software CapEx
Furniture & Fixtures CapEx

Equipment CapEx
Leasehold Improvements

Allocation of Fixed Assets
Inc(Dec) in Fixed Assets (B)

TOTAL BUDGET (=A+B)

FTEs

COMPLIANCE ASSURANCE

Variance

2017 Projection

Variance
2018 Budget

2017 2017 v 2017 Budget 2018 v 2017 Budget
Budget Projection Over(Under) Budget Over(Under)
$ 7,713879 $ 7713879 $ 0o 3 8,801,659 $ 1,087,780
144,334 144,334 0 89,130 (55,204)
$ 7,858,213 $ 7,858,213 $ 0 3 8,890,790 $ 1,032,577
$ - $ - $ - $ - $ -
386 14,609 14,223 13,316 12,930
$ 7858599 $ 7872822 $ 14,223  $ 8,004,105 $ 1,045,506
$ 2509618 $ 2738350 $ 228,732 % 2,936,161 $ 426,543
163,335 180,120 16,784 192,067 28,732
333,557 357,220 23,663 398,424 64,867
276,273 306,359 30,086 324,835 48,562
$ 3,282,783 $ 3,582,050 $ 299,266 $ 3,851,487 $ 568,703
$ 60,000 $ 123418 $ 63,418 $ 200,000 $ 140,000
276,343 277,000 657 375,000 98,657
6,100 9,420 3,320 - (6,100)
$ 342443 $ 409,838 % 67,395 $ 575,000 $ 232,557
$ 50,000 $ 35800 $ (14,200) $ 50,000 $ 0
141,198 124,702 (16,496) 43,563 (97,635)
500 250 (250) 500 -
$ 191698 $ 160,752 $ (30,946) $ 94,063 $ (97,635)
$ 3816924 $ 4152639 $ 335,715 % 4,520,550 $ 703,625
$ 3779431 $ 4,299,920 $ 520,489 $ 4,311,226  $ 531,795
$ - $ - $ - $ - $ -
$ 7596355 $ 8452559 $ 856,205 $ 8,831,775 $ 1,235,421
$ 262244 $ (579,738) $ (841,982) $ 72330 $ (189,914)
$ - $ - $ - $ - $ -
262,244 (4,094) (266,338) 72,330 (189,914)
$ 262244 $ (4,094) $ (266,338) $ 72,330 $ (189,914)
$ 7858599 $ 8448465 $ 589,866 $ 8,004,105 $ 1,045,506
1551 17.16 1.65 19.27 3.76
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Compliance Analysis , Organization Registration and Certification

Compliance Analysis, Organization Registration and Certification
(in whole dollars)
Increase

2017 Budget 2018 Budget (Decrease)
Total FTEs 7.52 9.40 1.88
Direct Expenses $ 1,686,689 $ 2,148,762| $ 462,073
Indirect Expenses 1,832,451 2,103,037 270,586
Other Non-Operating Expenses - - -
Inc(Dec) in Fixed Assets 127,149 635,283 508,134
TOTAL BUDGET $ 3,646,289| $ 4,887,082] $ 1,240,793

Background and Scope

TheCompliance AnalysiRegistration and Certificatiagroupis responsible for a range céquirements

and activities embodied in Section 500 (Organization Registration and Certification) anddigesesA

and 5B of the NERROP The group provides technical resource support to standards development,
compliance monitoring, and enforcement afij ensures that all entities impacting the BES are registered
commensurate withris2) ensuresthaall Reliability Coordinat@(RCs)Transmission Operate(TOPS)

and Balancing Authoritis(BAs)re certified (3)conductandustryreliabilityassurance activitieand (4)
ensures thatompliance gapslentified in reportable events are assessed andradded if appropriate.
Specific activities of the group include:

1 Registrationg Identifies and registers BES users, owners, and operators who are responsible for
compliance withreliability standardsOrganizations that are registered are included on tiERN
Compliance Registry (NCR) and are responsible for knowing the content of and complying with all
applicablereliability standardsMaintains the current registration for the entire ERO for entities
as they take on and drop functional responsibilities.

1 Certification ¢ Evaluates and certifies the competency of reliability entifies., those that
perform certain key reliability functions, specifically the RC, BA, and TOP functonisies
performing these three functions must bevaluated for having he necessary personnel,
knowledge, facilities, programs, and other qualifications to carry out these important
responsibilities, including demonstrating the ability to meet the requirements and- sub
requirements of all of theeliability standardspplicabé to the reliability function(s). This also
includes confirming through the certification review process that a reliability entity continues to
KIgS GKS ljdzZr t ATAOFGA2ya YSYGA2ySR 020S FT2ftf:
operation.

1 Reliabilty Assurance; Conducts reliability assurance activities, including:

A Reliability Assurance Conducsactivities to reasonably assure the ERO that certain actions
have been taken as reported in response to NERC Alerts or guidance to industry.

A Oversightc Providesoversight of Regional Entity implementation refgional registration,
compliance, certification, investigation, complaint programs, and processes.

A Investigations ¢ Conducts nonpublic, confidential investigations to identify Possible
Violations oNERGCeliability standard$n response to complaints, BES disturbances, or other
similar triggersTheCompliance Analysi€ertification and Registratiataff participates on
all Regional Entityed investigations ands observersas requested on FEREd reliability
investigations and inquiries.
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Section A¢ 2018 Business Plan and Budget Program Area and Department Detail

A Compliance evaluationg Works closely with regional staff to confirm that qualified events
and disturbances are evaluated against the relevant approetability standardand ensure
formal compliance monitang occurs if indicated. These analyses are also shared with FERC
staff.

A Complaints¢ Addresses formal complaints that allege the violationafability standards,
through a confidential process.

Key Efforts Underway
In 2016, NERC registration conducgggarogram review to identify areas forimprovements. These areas
included:

1 Conducting NERIEd Review Panels and identifying process improvements;
NER®RORhanges;

Coordinating Functiondegistratiorresearch on process and model efficiencies;

1

)l

1 Suppoting the entity registration xRM database initiative;

1 Doing ahorough review of the NERC wske for any modifications;
1

Reviewing internal processes and procedures; and

1 ContinuingRegional Entity oversight activities.

NERC Reliability Assuranicecanjunction withRegionalEntities, performed a review of the Certification
LINEANIY AY Hamc NBIFINRAY3I Ala STFTSOGAGBSySaa Ay RS
operational, and to begin to incorporate changes to the program, if apblég based on the outcomes of

the review. The team concludekat the certification process is necessary and is effective in determining

an entity's ability to become certified and operational. The team recommended two improvements to the
existing certifcation process which will be acted on in 2017.

1 Clearly establish the focus on certification on evaluation of an entity's capability to perform the
reliability function of transmission operator, balancing authorégpd/or reliability coordinator
through the use of standard templates to be used by eRelgionalkntity's certification team.

1 Conduct an evaluation of the certification review process to determine effectiveness of the
current triggers of the certification revieandexecution of the actual procgsandimplement
any neededRORchanges.

1 Continue Regional Entity oversight activities.
201 8 Goals and Deliverables
The Compliance Analysi€ertification and Registratiagroup has several goals adeliverablesthat

support the2017-2020 ERO EnterprsStrategic Plamnd Metrics Resources will be focused bailding
upon the improvementsdentifiedin 20L7. Specific 20objectives for this group are:

1 Continue toconductNER&ed ReviewPanels on registration requests

1 Continue to mplement registrabn program improvementslentified in the 2016 projecand
conduct any additional actions identified by the project.

1 Implement certification program improvements identified in the 2016 project and conduct
training as necessary.

1 Evaluate BES disturbancesleevents for potential gaps in compliance monitoring or reliability
standards.
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Resource Requirements

Personnel
The 1.88 increase IiRTEs is the result sésource allocations that began in 2016 and will continue
throughout 2017 to realign staff with ctent needs

Contractor Expenses
No contractor and consulting support is budgeted in&Q@thich is consistent with the 2@budget.
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Statement of Activities and Fixed Assets Expenditures
2017 Budget & Projection, and 2018 Budget

COMPLIANCE ANALYSIS, ORGANIZATION REGISTRATION and CERTIFICATION

Funding
ERO Funding
NERC Assessments

Assessment Stabilization Reserve - Penalties

Total NERC Funding

Third-Party Funding

Testing Fees

Services & Software

Workshops

Interest

Miscellaneous
Total Funding

Expenses
Personnel Expenses
Salaries
Payroll Taxes
Benefits
Retirement Costs
Total Personnel Expenses

Meeting Expenses
Meetings
Travel
Conference Calls
Total Meeting Expenses

Operating Expenses
Consultants & Contracts
Office Rent
Office Costs
Professional Services
Miscellaneous
Depreciation

Total Operating Expenses

Total Direct Expenses
Indirect Expenses
Other Non-Operating Expenses
Total Expenses (A)
Change in Assets
Fixed Assets
Depreciation
Computer & Software CapEx
Furniture & Fixtures CapEx

Equipment CapEx
Leasehold Improvements

Allocation of Fixed Assets
Inc(Dec) in Fixed Assets (B)

TOTAL BUDGET (=A+B)

FTEs

Variance

2017 Projection

Variance
2018 Budget

2017 2017 v 2017 Budget 2018 v 2017 Budget

Budget Projection Over(Under) Budget Over(Under)

$ 3576122 $ 3576,122 $ 0o 3 4,837,109 $ 1,260,987

69,980 69,980 0) 43,478 (26,502)

$ 3,646,102 $ 3,646,102 $ 0 3 4,880,587 $ 1,234,485
$ - $ - $ - $ - $ -

187 8,386 8,199 6,495 6,308

$ 3,646,289 $ 3,654,488 $ 8199 $ 4,887,082 $ 1,240,793

$ 1,125,154 $ 1477441 $ 352,287 $ 1514712 $ 389,558

76,383 91,610 15,227 95,616 19,233

174,014 191,939 17,925 194,709 20,695

126,651 158,431 31,780 168,791 42,139

$ 1502,203 $ 1919422 $ 417,219 % 1,973,828 $ 471,626

$ 4,000 $ 8,000 $ 4,000 $ 2250 $ (1,750)

155,146 180,000 24,854 150,500 (4,646)

610 2,527 1,917 - (610)

$ 159,756 $ 190,527 $ 30,771 $ 152,750 $ (7,006)
$ - $ - $ - $ - $ -

24,231 19,461 (4,771) 21,684 (2,547)
500 250 (250) 500 -

$ 24731 $ 19,711 $ (5,021) $ 22,184 $ (2,547)

$ 1686689 $ 2129659 $ 442969 % 2,148,762 % 462,073

$ 1832451 $ 2,272,743 $ 440,292  $ 2,103,037  $ 270,586
$ - $ - $ - $ - $ -

$ 3,519,141 $ 4,402,402 $ 883,261 $ 4,251,799 $ 732,659

$ 127149 $ (747914) $ (875,063) $ 635,283 $ 508,134
$ - $ - $ - $ - $ -

- 501,800 501,800 600,000 600,000

127,149 (2,164) (129,313) 35,283 (91,866)

$ 127149 $ 499636 $ 372,487 % 635,283 $ 508,134

$ 3,646,289 $ 4,902,038 $ 1,255,749 $ 4,887,082 $ 1,240,793

7.52 9.07 155 9.40 1.88
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Compliance Enforcement

Compliance Enforcement
(in whole dollars)
Increase

2017 Budget 2018 Budget (Decrease)
Total FTEs 13.16 12.22 (0.94
Direct Expenses $ 2,371,347 $ 2,451,137 $ 79,790
Indirect Expenses 3,206,790 2,733,948 (472,842
Other Non-Operating Expenses - - -
Inc(Dec) in Fixed Assets 222,510 1,488,854 1,266,344
TOTAL BUDGET $ 5,800,647 $ 6,673,939 $ 873,292

Background and Scope

The ComplianceEnforcemendepartmentisresponsibldor overseeingenforcementprocesseshe
application of Penalties or sanctions,and activities to mitigate and prevent recurrence of
noncompliance with reliability standards The Compliance Enforcement department works
collaborativelywith the eightRegionaEntitiesto ensureconsistentand effectiveimplementationof
the risk-basedComplianceMonitoringand EnforcemenfrogramImportantly,the departmentalso

focusenensuringhatthe ERCEnterprisededicategesourceso the mattersthat posethe greatest
riskto reliability.

The NERC Compliance Enforcement department performs its responsibilities by:

f a2y Ad2NAY3I wSIAA2yILf 9YyIAGASEAQ SYyF2NOSYSyYy il LINE
to ensure due process, to identify best practices and procélsiency opportunities, and to
LINEY2(1S O2yaAraidSyoe IY2y3a wSaAAz2ylft 9yuAldASaqQ

1 Collecting and analyzing compliance enforcement data and trends to assist with the identification
of emerging risks and to help inform the development of e@nément policies and processes;

1 Filing notices oPenalty and other submittals associated with noncompliance discovered through
Regional Entity compliance monitoring and enforcement activities;

1 Processing and filing noticesfénalty and other submittalassociated with violations discovered
through NER@ed investigations and audits;

1 Collaborating with other NERC departments, including Compliance Assurance, Standards, Event
Analysisand Regional Entity Coordination; and

91 Delivering training of the EREMterprise stafand registered entitiesas well as supportingther
outreach efforts

¢CKS 9wh 9YGSNILINARASQa SYyF2NDOSYSyild 2dzZNAARAOGAZ2Y A&
addedSection 215 to the Federal Power Act (FPA). Sectidm2dde compliance with electnieliability
standardsmandatory and authorized the creation of an ERO and Regional Entities to establish and enforce
reliability standardsUnder section 215(e)(1) of the FPA, NERC or a Regional Entity may irfRpoakya

on a user, owner, or operator of the BPS for a violation of a Reliability Standard approved by FeRC. As

ERO, NERC has set forth Sanction GuidelineROmBS K . 32 S NY { KdSter@imations9 y i S NI
of Penalties and nofmonetary sanctions for@iability Standard violations. The Sanction Guidelines

provide information on the factors that affect penalty determinations and the behaviors, e.g., self

reporting, timely mitigation, and cooperation, that the ERO Enterprise seeks to encourage to promote
compliance and reliable operations.
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ERO Enterprise Core Values and Guiding Principles

¢KS 9wh 9y F-30ruSNKRegicPRQAINE Y2 (1S4 GKS 9wh 9y GiSNLINR&SQ
principles! 321 f 2F GKS 9wh 9y i 8mehiddhari§ that s obje@ivedidd, addl & G N
promotes a culture of reliability excellence through riskormed compliance monitoring, enforcement,
OSNIATFTAOIGAZ2Y S FYR NBIAAGNI GA2Yy dE

a
J

The following principles serve as guidelines for the conduct and behaivat involved in the ERO
Enterprise enforcement program to ensure alignment witls goalandwithii KS 9 wh 9y i S NLINA 3
values.

Compliance Enforcement Authorities are independent, without conflict of interest, objective, and fair

The ERO Enterge strives to be a strong enforcement authority that is independent, without conflict of

interest, objective, and faiNERC and each of the Regional Entities has a code of conduct addressing the
professional and ethical standards applicable to its perednForemost among these standards is the
NBIljdZANBYSyYyd GKIG y2 LISNER2Y ¢2N)] 2y | YIFGGSN 6 KSNE
The ERO Enterprise also expects its personnel to conduct themselves professionally and respectfully when
engaging with registered entities or other stakeholders. Personnel who do not meet these standards are
subject to discipline, up to and including termination.

Enforcement program promotes culture of reliability excellence through a-isised approach

The h 9y (i S NIBhskdiebf@cmeNtiphildsophy generally advocates reserving enforcement
actions under section 5.0 of the Compliance Monitoring and Enforcement Program for those issues that
pose a higherrisk to the reliability of the BPS. The riskkohaompliance is determined based on specific
facts and circumstances, including any controls in place at the time of the noncompliance. The ERO
Enterprise works with registered entities to ensure timely remediation of potential risks to the reliability

of the BPS and prevent recurrence of noncompliance. The enforcement process allows parties to address
risks collaboratively and promote increased compliance and reliability through improvement of programs
and controls at the registered entities.

The ERO Harprise applies a presumption of neenforcement treatment of minimal risk noncompliance

to entities with demonstrated internal controls who are permitted to skl§ such minimal risk issues.
Regarding other issues posing a minimal risk, NERC and tfenRegntities may exercise appropriate
judgment whether to initiate a formal enforcement action or resolve the issue outside of the formal
enforcement processes. The availability of streamlined treatment of minimal risk noncompliance outside
of the formalenforcement process encourages sepection by registered entities. When sg&léntified

minimal risk noncompliance is more than likely not going to be subject to a finderialty, registered
entities are encouraged to establish more robust intero@htrols for the detection and correction of
noncompliance. This approach allows the ERO Enterprise to oversee the activities of registered entities in
a more efficient manner and to focus resources where they result in the greatest benefit to reli&bility

this context, efficiency does not necessarily meanless time or effort. Rather, itis using the requisite time,
knowledge, and skills required for each circumstance. In addition, this approach allows the ERO Enterprise
to continue to provide clear sigls to registered entities about identified areas of concern and risk
prioritization, while maintaining existing visibility into potential noncompliance and emerging areas of
risk. Outcomes for noncompliance are based on the risk of a specific noncoogxiad may range from
streamlined, norenforcement processes, to significant monet&gnalties.

Enforcement actions are used arnalties are imposed when warranted, commensurate with risk

An element of a rislbased approach to enforcement is accountély of registered entities for their
noncompliance. No matter the risk of the noncompliance, the registered entity still bears the
responsibility of mitigating that noncompliance. Based on the risk, facts, and circumstances associated
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with that noncomplance, the Regional Entity decides on an appropriate disposition track, inside or
outside of an enforcement action, as described abowed whether a Penalty is appropriate for the
noncompliance.

Penalties are generally warranted for serious risk vioretie.g.uncontrolledlioss of load, CIP program
failures) and for when repeatinoncompliance constitutes an aggravating factor. In addition to the use
of significanPenalties to deter undesired behavior, the ERO Enterprise also incents desired beHaviors
Specifically, Regional Entities may offBenalties to encourage valued behavior. Factors that may
mitigate Penalty amounts include registered entity cooperation, accountability (including admission of
violations), culture of compliance, and sédientification of noncompliance.

Regional Entities may also grant creditin enforcement determinations for certain actions undertaken by
registered entities for improvements in addition to mitigating factors. For example, Regional Entities may
consider gynificant investments in reliability made by registered entities, beyond those otherwise
planned and required, as an offset for proposeehalties in enforcement determinations. Regional
Entities do not award credits or offsets for actions or investmemnidertaken by a registered entity that

are required to mitigate noncompliance.

NERC engages in regular oversight of Regional Entity enforcement activities to confirm that the Regional
Entities have followed the CMEP. This oversight evaluates the comeysté disposition methods,
including assessment of Benalty or sanction, with previous resolutions of similar noncompliance
involving similar circumstances. The NERC Board Compliance Committee (the Compliance Committee)
considers the recommendations oBRC staff regarding approval of Full Notices of Pe(&d®P)and
monitors the handling of noncompliance through the streamlined disposition methods of Spreadsheet
NOPsFFTs, an@ompliance Exceptiof€E)

Actions are timely and transparent

b 9 w R@Rncluding the CMEP and Sanction Guidelines) and program documents are available to the
public® NERC also posts information on enforcement actions on a monthly Basiiereover,
information on the efficiency of the enforcement program is avdiato regulators, industry
stakeholdersandthe public on a quarterly bas#s.

Noncompliance information is used as an input to other processes

When developing risk elements, NERC annually identifies and prioritizes tisksatiability of the BB,

taking into account factors such as compliance findings, event analysis experiences, and data analysis. In
addition, Regional Entities consider factors such as noncompliance information when condudi®dg an

of a registered entity. The ERO Enterprimasesnoncompliance information as part of a feedback loop

to the standards development procesBhis allowgnhancedeliability standardshrough appropriate
information flows from compliance monitoring and enforcement to the standards drafting psoamacs

other NERC program®NERC regularly provides analysis and lessons learned from noncompliance
information toindustry stakeholders anthe public??

7AsreqizA NBR 08 2umMpoS00c0 2F (GKS CSRSNIft t2¢SN! hédSdngioR G(KS /2
Guidelines, Appendix 4B to the NERC Rules of Procgatorédethat Penalties and sanctions imposed for the violation of a
Reliability Standal shall bear a reasonable relation to the seriousness of the violation while also reflecting consideration of
the otherfactors specified in the Sanction Guidelines. Baaction Guidelineare availableonb 9w/ Qa $So0aA (8§
18NERC Rules of Procedure
19Posted compliance exceptions, Spreadsheet Notices of Penalty, and Full Notices of Penalty
20The Compliance Monitoring and Enforcement Program Reports can be found in the Compliance Committee meeting agenda
packages on theBoard of Trustees Compliance Committee website
21 1d.
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Stakeholder Engagement and Benefit

Overthe past few years, NERC and the Regional Entities hawesumastantial progress in reducing the
number of instances of noncompliance remaining to be evaluated and processed. The ERO Enterprise has
held registered entities accountable for instances of noncompliance that posed a risk to the reliability of
the BPSvhile ensuring that enforcement actions are timely and transparent. NERC promotes a culture of
NEfALFLOATAGE SEOSttSyOS o0& SEFYAyAy3d NBIAAGSNBR
them as mitigating factors indhalty determinations.

N>

Pro cessing Efficiencies
In an effort to improve the efficiency of enforcement processing throughout the ERO Enterprise, NERC

developed a series of key enforcement processing metrics, which are tracked and analyzed throughout
the year.

9y F 2 NOS Y S ylibQave morethan 78 @etcent of issues of noncompliance beidettified was

met in 2016.22 The selfassessment and identification of noncompliance metric is used to compare the

number of noncompliance discovered internally versus externally to prordoef F il 84 SaaYSy
AYGSNYIFE ARSYUGAFAOFIGAZ2Y 2F y2yO02YLIX AlFyOSed C2NJ asSH
is 70 percent and the targetis 75 percent. Enforcement met the threshold and target for this goal, closing

the year at an 87 peent selfidentification rate.

The ERO Enterprise has continued to promote timely mitigation of noncompliance with over 99 percent
of noncompliance discovered before 2013 having completed Mitigation Plans or mitigating activities,
reducing risk to the BRShe ERO Enterprise successfully met its mitigation targets for noncompliance
discoveredin 2014 and 2015 by ensuring at least 90 percent of noncompliance discovered in 2014 and 75
percent of noncompliance discovered in 2015 have been mitigated. Signifidhese target goals were

both exceeded, with almost 99 percent of 2014 noncompliance and 90 percent of 2015 noncompliance
being mitigated. Enforcement also met its goal of having 100 percedOR sapproved by FERC.

The ongoing use ofE throughoutthe ERO Enterprise, combined with the influx of noncompliance
discovered in the second half of 2016, has contributed to the average age of noncompliance in Q4 2016
dropping to less than 8 months. The average age has not been this low since 2013. Typically
noncompliance has a relatively consistent average ageiicRO Enterprise inventasyapproximately

10 to 11 monthsFurther, eightyone percent of the ERO Enterprise noncompliance inventory is less than
one year old, and only sevgrrcentis over two years old.

Finally, atthe beginning of 2016, there were 368 federal entity violations that were on hold pending the
result of a case before the DC Circuit Court of Appeals. Federal violations have been prioritized in 2016,
and there are only 17 stilleeding to be processed, less than five percent of the initial total.

Continued Outreach Efforts in 201 7 and Beyond

In 2077, NERC and the Regional Entities will continue to conduct outreach activities that focus on self
logging, compliance exceptiorand risk assessment of noncomplianddERC plans to use existing
industry events, such as the Standards and Compliance workshops and industry webinars, to provide
information on compliance enforcement activities.

NERC Oversight of Risk -Based CMEP Implementat ion o
For201Z Sy adzNAyYy3d UKS a&adzOOS a a ¥-tdated EMERHM&NStBey/plidrity af2 y 2 F
[ 2YLX ALy OS 9y FT2NOSYSyidiQa 20SNBAIKG LI Fyod ! a LI NI

223elfidentification includes noncompliance discovered through-Relports, Sel€ertifications, andPeriodic Data Reporting.
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feedback to the Regional Entities, NERCaeittinue toidentify areas for improvement or promoting
consistency through training, guidance, or adjustment the following year. NERC also produces an ERO
EnterpriseCMERannualreport, which includean assessment of the ridkased CMEP implementation.
NER@xpects topublish that report during Q1 281

bow/ LISNF2N¥a 28SNEAIKGI 2F GKS wSIA2ylf 9yiGAlGASaAC
the processes, supporting evidence, and other information provided by the Regional Entities over the

coure of focused engagements of program areas that are scheduled throughout the year. NERC
communicates the recommendations and findings to the Regional Entities to help the ERO Enterprise
develop responsive strategies and solutions to potential issues andrensiform and consistent
implementation of the CMEP. Such recommendations and findings also help identify priority areas for
training of ERO Enterprise staff during the year.

Other Key Enforcement Efforts Underway

Regional Entit y Training

NERC Enforcesnt will provide training to Regional Entity staff on th@st important elements ofisk
basedenforcementincluding risk assessment of noncompliance and the determination of appropriate
penalties and sanctions for noncomplianBEERC is developing tivigining based oobservations from

its oversight activities of Regional Entity settlement agreements, as well as the process reviews described
above

201 8 Goals and Deliverables
Specific 208 objectives for the Compliance Enforcement department include:

1 Continuing to refineandimprovethe riskbased CMEP processes;

1 Continuing to implemenin a transparent manner an ERO Enterprise enforcement philgabph
is riskfocused and drives desired behaviors by registered entities;

1 Expanding the feedback loap information from Enforcement to Standards and other program
areas; and

f 22N} Ay3 Of2asSte gAGK bow/ Qa / 2YLX Al yOS ! &adzNJ
well as staff in the Regional Entitiesgarding the evaluation of improvemenits the existing
compliance, reporting, analysis tracking system, and other compliance tools to suppdasesk
activities.

Resource Requirements

Personnel
The 0.94 reduction in FTEs is the result of resource allocations that began in 2016 and will continue
throughout 2017 to realign staff with current needs

Contractor Expenses

No contractor and consultargxpenses are budgeted in Compliance Enforcemer2018, which is
consistent with 2017However, the IT budget includes funding for the maintenance, evdloa, and
development of enterprise tools supportitgchnical feasibility exceptions, registration, and enforcement
activities.

NERC 018 Busines®lan and Budget, Final| August 10 2017
43



Section Ac 2018 Business Plan and Biet Program Area and Department Detail

Statement of Activities and Fixed Assets Expenditures
2017 Budget & Projection, and 2018 Budget

Funding
ERO Funding
NERC Assessments
Assessment Stabilization Reserve - Penalties
Total NERC Funding

Third-Party Funding

Testing Fees

Services & Software

Workshops

Interest

Miscellaneous
Total Funding

Expenses
Personnel Expenses
Salaries
Payroll Taxes
Benefits
Retirement Costs
Total Personnel Expenses

Meeting Expenses
Meetings
Travel
Conference Calls
Total Meeting Expenses

Operating Expenses
Consultants & Contracts
Office Rent
Office Costs
Professional Services
Miscellaneous
Depreciation

Total Operating Expenses

Total Direct Expenses
Indirect Expenses
Other Non-Operating Expenses
Total Expenses (A)
Change in Assets
Fixed Assets
Depreciation
Computer & Software CapEx
Furniture & Fixtures CapEx

Equipment CapEx
Leasehold Improvements

Allocation of Fixed Assets
Inc(Dec) in Fixed Assets (B)

TOTAL BUDGET (=A+B)

FTEs

COMPLIANCE ENFORCEMENT

Variance

2017 Projection

Variance
2018 Budget

2017 2017 v 2017 Budget 2018 v 2017 Budget
Budget Projection Over(Under) Budget Over(Under)
$ 5677854 $ 5677854 $ ) $ 6,608,973 $ 931,119
122,465 122,465 0 56,522 (65,943)
$ 5,800,319 $ 5,800,319 $ 0 $ 6,665495 $ 865,175
$ - $ - $ - $ - $ -
327 11,966 11,639 8,444 8,117
$ 5800647 $ 5812286 $ 11,639 $ 6,673,939 $ 873,292
$ 1,790,859 $ 1,799,026 $ 8,166 $ 1,792,112 $ 1,252
117,205 113,789 (3,417) 115,916 (1,290)
184,106 185,301 1,195 168,533 (15,573)
198,694 193,748 (4,946) 200,403 1,708
$ 2,290,865 $ 2,291,863 $ 998 $ 2,276,963 $ (13,902)
$ 2500 $ 1,250 $ (1,250) $ 2,000 $ (500)
56,736 55,000 (1,736) 47,500 (9,236)
366 4,042 3,676 - (366)
$ 59,602 $ 60,292 $ 690 $ 49,500 % (10,102)
$ - $ - $ - $ - $ -
20,379 18,835 (1,544) 19,160 (1,220)
500 750 250 500 -
- 105,014 105,014 105,014 105,014
$ 20,879 $ 124600 $ 103,720 $ 124,674  $ 103,794
$ 2371347 $ 2476,755 $ 105,408 $ 2,451,137 % 79,790
$ 3,206,790 $ 3,194871 $ (11,919) $ 2,733,948 % (472,842)
$ - $ - $ - $ - $ -
$ 5578,137 $ 5671626 $ 93,489 $ 5,185,085 $ (393,052)
$ 222510 $ 140,660 $ (81,850) $ 1,488,854 $ 1,266,344
$ - $ (105,014) $ (105,014) $ (105,014) $ (105,014)
- - - 1,548,000 1,548,000
222,510 (3,042) (225,552) 45,868 (176,642)
$ 222510 $ (108,056) $ (330,566) $ 1,488,854 $ 1,266,344
$ 5800647 $ 5563570 $ (237,077) $ 6,673,939 $ 873,292
13.16 12.75 (0.41) 12.22 (0.94)
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Reliability Assessment and System Analysis

Reliability Assessment and System Analysis
(in whole dollars)
Increase
2017 Budget 2018 Budget (Decrease)
Total FTEs 14.10 14.10 -
Direct Expenses $ 3,986,965| $ 4,256,247| $ 269,282
Indirect Expenses 3,435,846 3,154,555 (281,291
Other Non-Operating Expenses - - -
Inc(Dec) in Fixed Assets 112,782 (97,847 (210,629
TOTAL BUDGET $ 7,535,594| $ 7,312,956| $ (222,638
Background and Scope
The Reliability Assessment and System Analysis (RSB} dNII YSy G OF NNA S &

responsibility to conduct assessments of the reliability and adequacy of the BES. These assessments are

2 dzi

usedto provide insight and guidance about reliability riskhese insights provide a foundation for the

devdopment of new reliability standards or modifications to mandatory reliability standandsther

initiatives, such as guidelines, alert(s), webinars, etc., all focused on enhancing overall relideility.
majority of the activities in the RASA departntatirectly address the risk priorities established by the
RISCIn particular, the risks pertaining to changing resources and planning noted in t6&2BC report

are of particular importance to the assessment and analysis work being performed in RASA.

NERC staff works closely with stakeholders on creagsgssmentevelopment schedules, including
schedules with adequate stakeholder review at every |le&INERC reliability assessments have a
sponsoring technical committee, subcommittee, or other gudup. The Longrerm and Seasonal

assessments are conducted by the Reliability Assessment Subcommittee, and ultimately endorsed by the
Planning CommitteeSpecial Assessments often require a separate and specialized task force or advisory

group to help costruct, conduct, and produce special topic assessments such asehe Eower Plan
assessments, Natural Gas interdependency assessment, and distributed energy report.

The department focuses on developing a technical framework and understanding the ageigbility
risks facing the industry. It also provides guidance and insights to stakeholders across North America. The
departmentrelies on its own engineering and analysis expertise, as well as Regional Entity and stakeholder

resources. RASA is ressiole for:

1

Independentreliability assessments on the overall reliability and adequacy of the BES and

associatee@mergingeliability risks that could impact the sheymid-and the longterm (e.g., 10

year) planning horizasyand other reliability issueequiringan indepth analysis.

Support for the development and improve ment of leteym sustainable interconnectiebased
power flow, dynamic, and load models that exhibit the accuracy and fidelity reflecting actual BES

reliability performance and dynamiconditions.

Interconnectionwide analysiof steadystate and dynamic conditions, including frequency,

Essential Reliability Services, stabilgiyort circuit rato, and oscillatory behavior aspects.

Il RO yOSYSyi

2T

i K

A Y Rdza i NB oflpgwRr systérs ch&asthrigtis andy R S NA&
behaviors bygathering largePhasor Measurement Un{PMU datasetsfor advanced data
analytics and modeling improvements.

45
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1 Assurance oversight thahe BESlectrical elements necessary fits reliable operationare
identified, requiring the elements to follow the appropriate NERC Reliability Standards

1 Establishment of reliability leadership and consistent, technically sound guidance and
recommendations that position industry and policy makers to enhance reliabiliuth
effective outreach and communications.

Stakeholder Engagement and Benefit

RASA works with industry leaders to create a reliability strategy that is relevant, timely, and eféective
address the mostimportant reliability risks. This effort inclugegewing and addressing key priority risks

A RSy (AT A SRSCsyatheifingéyriiormation identified through analysis and assessment
efforts; extracting and prioritizing the associated reliability risks; sharing and integrating risk analysis
insights across the ERO Enterprise; and translating that knowledge into actionable guidance and
recommendations for NERC management, the Board, and engtoesy withstate, federal, and provincial
policy makers.

Inaddition,the ERAQnonitorsthe ongoingandhistoricreliability performanceof the BEShroughdata
gatheredto analyzehistorictrends. The EROprovidesreports and recommendationsegardingthe
anticipatedconditionsthat couldimpactthe reliability,security andstabilityof the BPSo the industry,
RegionaEntities,regulatoryentities,andother designatecentities.

201 8 Enhancements
Enhancements in the 28BP&B are a reflection of the strategic goals and objectives identified in the
ERO Enterprisgtrategic Plamand Metrics 2012020

The following enhancements are attributableStrategic Goal and the objectives and valued outcomes
noted within Strategic Goal 1.

1 Interconnectionwide analysis of steadgtate and dynamic conditions, including frequency,
Essential Reliability Seces, stability, Short Circuit Ratio and oscillatory behavior aspects.

1 Perform model validations at the interconnection level and compare with internal transmission
owner models. (Short circuit model validation)

The following enhancements are attributateSrategicGoal4 and the objectives and valued
outcomes noted withirstrategicGoal 4.
1 Improve resource adequacy assessments with increased probabdistidsk analysis

f Conduct interconnectiom A RS 'y I f @aAa G2 &dzJJ2 Nandim@owe Q&
industry planning

1 Increase technical analysis and assessment focus on natural gas, wind, and solar resource and fuel

availability,

1 Develop technical references and guidelines that advance and improve reliability using new
technologiesand

1 Dewlop quality/fidelity assessments of interconnection models
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The followingenhancement isittributable to Strategic Goal 5 and the objectives and valogidomes
noted within Strategic Goal 5:

1 Enhance and implement documented oversight plans for Regkemtély delegated functions.

Key RASA Efforts Underway
RASA focuses its efforts in the following key areas:

Reliability Assessment

Reliability assessments serve to evaluate the expected reliability of the BES through extensive
deterministic and probabistic analyses to identify potential reliabilitisks and potential mitigation
approaches These reviews include both evaluations at the edge of the planning horizon, as well as
assessments of the anticipated performance during the siemn (12 to 18- month outlook). These
analyses involved planned and anticipated chartgg®neration resources, transmission infrastructure,

and load behaviocompared to basdine needs of the system to remain reliable afmmulate
recommendations and related guidancéhis assessment iaften completed byexamining special
scenarios and unique situations withinthe BES. These analyses provide a technical platform for important
policy discussions on challenges facing the interconnected BES, as well as focused recoiomaendat
mitigation toimprove overall reliability or lessen reliability risks.

By identifying and quantifying emerging reliability issues, NERC is able to providefosied
recommendations and support a learning environment for industry to address@ng risks and pursue
improved reliability performance. These efforts are expected to expaadsess the impacts on reliability
fromthe changing resource mix, reliability behavior of resourdestibuted energy resourceand loads.

Many resource aditions are asynchronous and eneftlysited, requiring assessment of a substantial
number of scenarios rather than just seasonal peak conditions. Reliability assessments must therefore
includea greater focus on probabilistic approachesssessing the su€iency of essential reliability
services as well dscusing seasonal assessments on stienn horizorsto encompass more than peak
condition reserve margin analyses.

Key assessments include:
1 LongTerm Reliability Assessment (supplemented by the Prdistici Assessment)
1 Summer and Winter Reliability Assessments (condensed report)

I ShortTerm and Special Reliability Assessments

a. Betweenoneand four shoriterm reliability assessments are expectediven by the
need to assess emerging shaoerm risks to eliability

b. Special Assessments are selected based onpiighity/high-risk issues that require
an independent assessment from the ERO.

A significant ongoing effort anticipated to involve RASA, Regional Entity staff, and stakeholders focuses
on the contnued development of effective Essential Reliability Services. These efforts are expected to
lead to a broad set of recommendations that will culminate with defined elements, an evaluation of initial
metrics and data compilation of actual performance, aatimement about the ongoing assessment of
Essential Reliability Services measures.

System Analysis
Understanding the technical behavior of the North American grid is the foundation for identifying crucial
aspects of performance that are importantforgsui A YAy 3 2@SNIft NBfAFOALAGE
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behavior is achieved through a comprehensive evaluation of system behavior through constant
observation and study, analytic simulations, and forensic analysis of system disturbances. Methodically
comparing thesimulationresults of powerflow angystemdynamicperformanceto actual system
behaviorimproves models critical for industry use to simulate system conditions as weribies RASA

to gain insights to enhance predictive system analysis.

The ERO Enterprise RAgam also supports the following objectives:

1 /2yGAydzS ft SFRAY3I YR AYLINRGAY3A bow/ Qa |ylfeda
engineering topics,

1 SupportNERC Reliabilitygiidards developmenwith subject matter expertise

Support and lead technical analysis of emerging risks requiring advanced analytics and
interconnectionrwide assessment,

1 Detailed forensic analysis of significant system disturbances

Key focus areas:
1 PMU Measurement, use, and analysis improvements
o Synchropasor technology
o Power plant model verification
o Oscillation analysis

1 Frequency Response Analysis, Interconnection Frequency Response Obligation Analysis, and
forward-lookingreliability assessment

InterconnectionWide system inertia study

InterconnectionrWide short circuit ratio assessment

InterconnectionWide Model Building Designation and Criteagchmninistration
InterconnectiorWide model validation

Improving model quality and fidelity

Analysis of TPL Footnote 12

Load and distribute@nergyresource modehg

Event analysig simulationand forensic analysis majorevents

=A =4 =4 =4 -4 A4 -4 -4 -

Reliability Sandards support

=

BES Exception and S€@étermined Notification Processing

Further, RASA will continue to work closely with other organizations, including but not liroitad t
Electric Power Research Institute (EPRI), the Department of Energy (DOE), the Institute of Electrical and
Electronic Engineers (IEEE), the Institute of Nuclear Power Operations (INPO), the North American
Transmission Forum (NATF), the North Amerganeration Forum (NAGF), and the Canadian Electricity
Association (CEA). RASA collaborates with these groups on a number of fronts, including geomagnetic
disturbance (GMD), vegetation management, and variable generation integration. RASA will continue
working with the InterstateNatural Gas Association of America (INGAA) and the Natural Gas Supply
Association (NGSA) regarding studies pertaining to the interdependency of gas and electric systems.
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201 8 Goals and Deliverables

In 208, RASA will seek to aelvie several specific goals and objectives as part of the strategic focus of the
ERO EnterprisesfrategidGoak 1, 4, and

1 Pioneer implementation of advanced reliabiligsessment and system analysis methods to
address the changing nature of the gridsue reliability assessment reports, guidelirss]
recommendationgo address high priority evolving performance trends and address emerging
risks to reliability.

A Expand the use of probabilistic assessment tools across the ERO and gain consistency in
approach

A Special assessments on identified hjgiority risks (from RISC prioritization and
recommendations}

o Changing resource mix and maintaining Essential Reliability Services
0 Increased penetration of Distributed Energy Resources

0 Increasing dependency @eneration fueled by natural gas
0

Broaden understanding of inteareaandlocalsystemoscillations in all interconnections
and their potential impact on interconnection reliability.

A As part of its oversight of the Regional Entities, build and sustaimtnfise RAPA team
(ERGRAPA) that encompassé®e consistent development and implementation k
informed approaches and structured methods to identify and address reliability risks.

91 Develop technical analyses ikey reliability areas, resulting in d¢hnically accurate and
comprehensive reports addressing aressconcern (eg., Frequency Response, Short Circuit
Strength, Interarea Oscillation, Distributed Energy Resource (DER) and etc.). The purpose of these
technical analyses are to understand andkiate the Bulk Power System (BPS) characteristics,
behavior and performance due to the changing resource mix and integration of new technology.
It is also intended to vide oversight, guidance, directipand technical expertist address
key planningelated issues and interconnectiemide concerns.

1 Provide technical expertiseesearcland feedback tehe industry Provide foundational technical
efforts that support the key reliability plannirglated standards developmenin addition to
providingF SSRo I O1Z bow/ gAff faz2z az2tA0A0 AYyRdzad NE
research that has been done by the industry.

1 Continue to explore the use of state of the art software to conduct power system analysis.

Enhance the usage of redime tools used by the industry to sharpen and fine tune our models as
the system evolves with the integration of new technology.

Support NERC Reliability Standard development by provalibgect matterexpertise.

Provide support and leadershipto (1) thée P Y YAy 3 [/ 2YYAUGGSS YR O0HU
subcommittees, working groups, and task forces serving the standing commi8apport the
development of technical reference documents and Reliability Guidelines with support of the PC
leadership and estalshed in theannualPC work plan

1 As necessary,upport major event investigations, analyses, and reporting of findings,
recommendations, and lessons learn@dmprove reliability.

23 R|SC Recommendations to the NERC Board of Trustees
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1 Provide feedback tinterconnectionwide modetbuilding groupn improve ments to system
model quality and fidelity.

1 Assistinthe development of approaches to registration and provide input to NERC staffin support
of the developmenbf CMEP risk elementas well asgpport and lead the BES Definition
Exception Process.

Resou rce Requirements

Personnel
No alditional personneivere allocated to RASH 2018.

Contractor Expenses

Thetotal contractor and consultant expenses for tRASAlepartment remain unchanged from 2017 to
2018 at $525k The components ofhe budgeted 2017 ad 2018 expenses are listéd Exhibit Cg
Contractor and Consulting Costs
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Statement of Activities and Fixed Assets Expenditures
2017 Budget & Projection, and 2018 Budget

RELIABILITY ASSESSMENT and SYSTEM ANALYSIS

Variance Variance
2017 Projection 2018 Budget
2017 2017 v 2017 Budget 2018 v 2017 Budget
Budget Projection Over(Under) Budget Over(Under)
Funding
ERO Funding
NERC Assessments $ 7,339,030 $ 7,339,030 $ o $ 7,212,995 $ (126,035)
Assessment Stabilization Reserve - Penalties 131,213 131,213 (0) 65,217 (65,995)
Total NERC Funding $ 7,470,243 $ 7,470,243 $ o $ 7,278,213 $ (192,030)
Third-Party Funding $ - $ - $ - $ - $ -
Testing Fees - - - - -
Services & Software 50,000 - (50,000) - (50,000)
Workshops 15,000 15,000 - 25,000 10,000
Interest 351 11,034 10,683 9,743 9,392
Miscellaneous - - - - -
Total Funding $ 7535594 $ 7,496,277 $ (39,317) $ 7,312,956 $ (222,638)
Expenses
Personnel Expenses
Salaries $ 2247826 $ 2,159,424 $ (88,401) $ 2,334,967 $ 87,141
Payroll Taxes 142,919 133,017 (9,902) 144,330 1,411
Benefits 263,230 254,714 (8,517) 283,513 20,283
Retirement Costs 246,609 236,358 (10,251) 258,277 11,668
Total Personnel Expenses $ 2900585 $ 2,783513 $ (117,071) $ 3,021,087 $ 120,502
Meeting Expenses
Meetings $ 74,000 $ 74,000 $ 0o 3 121,000 $ 47,000
Travel 208,338 230,000 21,662 250,000 41,662
Conference Calls 5,270 7,365 2,094 - (5,270)
Total Meeting Expenses $ 287608 $ 311365 $ 23,757 % 371,000 $ 83,392
Operating Expenses
Consultants & Contracts $ 525,000 $ 438,025 $ (86,975) $ 525,000 $ -
Office Rent - - - - -
Office Costs 147,652 131,200 (16,452) 187,889 40,238
Professional Services - - - - -
Miscellaneous 500 250 (250) 500 -
Depreciation 125,621 151,409 25,788 150,771 25,150
Total Operating Expenses $ 798,773 $ 720,884 $ (77,888) $ 864,160 $ 65,387
Total Direct Expenses $ 3,986,965 $ 3,815,763 $ (171,203) $ 4,256,247  $ 269,282
Indirect Expenses $ 3435846 $ 3,167,307 $ (268,539) $ 3,154555 $ (281,291)
Other Non-Operating Expenses $ - $ - $ - $ - $ -
Total Expenses (A) $ 7,422,812 $ 6,983,070 $ (439,742) $ 7,410,803 $ (12,009)
Change in Assets $ 112782 $ 513,208 $ 400,425 % (97,847) $ (210,629)
Fixed Assets
Depreciation $ (125,621) $ (151,409) $ (25,788) $ (150,771) $ (25,150)
Computer & Software CapEx - 31,145 31,145 - -
Furniture & Fixtures CapEx - - - - -
Equipment CapEx - - - - -
Leasehold Improvements - - - - -
Allocation of Fixed Assets 238,403 (3,016) (241,419) 52,924 (185,479)
Inc(Dec) in Fixed Assets (B) $ 112,782 $ (123,280) $ (236,063) $ (97,847) $ (210,629)
TOTAL BUDGET (=A+B) $ 7535594 $ 6,859,789 $ (675,805) $ 7,312,956 $ (222,638)
FTEs 14.10 12.64 (1.46) 14.10 -
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Reliability Risk Management

bow/ Qa wStAFOAfAGE WOARNNREN I A&Y SYKS 6 vwia GeffomdNR dal Hzi 2
assessments (real time or near real égontinual awareness, detailed analysis of significant events, and
longerterm broad performance assessmehtsf the reliability and adequacy of the BES, including
identifying potential issues of concern relating to system, equipment, entity, and hum#orpgnce

that may indicate the need to develognd implement targeted interventionsRRM has hree
departments: Situation Awareness (also referred to as Bulk Power System Awar&vesg)Analysis
and Performance AnalysiShese departments are respobte for six primary functions: (1) BES
awareness(2) event analysis and determination of root and conttibg causeg,3) assessment of human
performance challenges that affect BES reliability and identi@inaif improvement opportunitieg4)
continent-wide analysisiad reporting of BES performang®) support of the NERC Operating Committee
and (6) support of the NERZIPC

wwaQad FdzyOlAz2ya FyR NB&a2dz2NDSa NB RANBOGf & T2 0dz
events over a threshold afertain risk or impact. Through awareness and continuous assessment, RRM
identifies potential reliability risks to the BES. RRM analyzes events in detail, addresses the most
significant risks to BES reliability, and ensures that industry is well infoofrgstem events, emerging

trends, risk analysis, and lessons learned. Through performing these functions, RRM provides data and
Fylrfeara G2 AYyF2NY (GKS 2G0KSNJ FaLlsSoda 2F bow/ Qa
direction for using riskbased concepts in planning and executing its responsibilities.

N\

Situation Awareness

Situation Awareness
(in whole dollars)
Increase
2017 Budget 2018 Budget (Decrease)
Total FTEs 5.64 5.64 -
Direct Expenses $ 2,570,828| $ 2,566,215| $ (4,613
Indirect Expenses 1,374,338 1,261,822 (112,516
Other Non-Operating Expenses - - -
Inc(Dec) in Fixed Assets 87,695 18,610 (69,084
TOTAL BUDGET $ 4,032,862| $ 3,846,648| $ (186,214

Background and Scope

bow/ Qa {Aldza GAzy ! g1 NBySaada RSLINIYSYyG FyR GKS S
significant occurrences and emerging risks, arrddls across the 14 Reliability Coordinator regions in

North America to maintain an understanding of conditions and situations that could impact the bulk

St SOGUNRO aeaitisSyQa NBtAFIOES 2LISNIGA2yd ¢KA S I NP dzLJ
and awareness products and facilitates information sharing among industry, Regions, and the govemment
during crisis situations and major system disturbances. The process for understanding the potential
threats or vulnerabilities to the reliability ot BPS starts with understanding occurrences and events in

the context in which they occur.

Stakeholder Engagement and Benefit

BES conditions continually change and provide recognizable signatures through automated tools,
mandatory reports and voluntaryformation sharing, and thirgharty publicly available sources. The
significant majority of these signatures represents conditions and occurrences that have little or no
reliability impact, either positive or adverse, on the BES. However, being cognizaet shortterm
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condition of the BES and the signatures associated with the entire range of reliability performance helps
the ERO identify significant occurrences and events more accurately and efficiently. Registered entities
continue to robustly sharenformation and collaborate withthe ERO in an effort to maintain and improve
the overall reliability of the grid.

Key Efforts Underway

Several reliabilityelated situation awareness and monitoring tools will undergo enhancement,
replacement, streamliningor modification. The following tools are being focused on durin@:201)
operation and maintenance of Situation Awareness for NERC, FERC, and Regions, Version 2 (SAFNRv2)
software application used for monitoringo include preparation for a new RFRpess in late 2016 to
enhance the tool fromits current state with no changes to the data y&@dperation and maintenance

of thecurrent securdNERC Alertsol while planning foa streamlinedNERC Alefrocessand platform
appropriately integrated \Wh related ongoing NERCGJEAC and ERO Enterprise IT initiati@sefresh

of the Reliability Coordinator Information System (RCIS) legacy application for operability and
maintainability reasons, with no significant changes to functionality; and @¢4jiruing to set the
conditions to bring limited streaming Synchrophasor data into NERC foraveesituational awareness

and event triage applications

201 8 Goals and Deliverables
In 20%7, the Situation Awareness department will seek to accomplishifdhlewing specific goals and
deliverables:

1 Ensure that the ERO is aware of all BES events above adldeghmpact;
1 Enable the sharing of information and data to facilitate watea situational awareness

9 During crisis situations, facilitate the exaige of information among industry, Regions, and the
U.S. and Canadian governments

1 Keepindustry informed of emerging reliability threats and risks to the BES, including any expected
actions

1 Conduct the annual NERC Monitoring and Situational Awarenaste@nce and Human
Performance Conference

1 Administerthe NERC Alerts process as specifie@ifg810 to issue Advisory (Level 1) Alerts on
significant and emerging reliabilityand securityrelated topics as needed, and facilitate the
tracking of actios specified in Recommendation (Level 2) and Essential Action (Level 3) Alerts
and

1 Perform oversight, as per the Situation Awareness Oversight Plan, of the activities and
performances of the Regional staffs.

The department uses the followingajorreliahility-related tools to support department activities:

Resource Adequacy (ACE Frequency) Tool

This software applicatigorovides continuous monitoring of key resource adequacy performance metrics,
including preestablished thresholds and limits defingdstandards. It alerts Reliability Coordinators and
resource subcommittees to conditions that could resultin critical inadequacies, such as majortie errors,
inaccurate load forecasts, and inadequate frequency response.

NERC 018 Busines®lan and Budget, Final| August 10 2017
53



Section Ac 2018 Business Plan and Budget Program Area and Department Detail

Inadvertent Interchange

This tod facilitates the entering of monthly scheduling data and submittal of monthly inadvertent
performance standards reports to NERC. It also assists inthe monitoring and resolution of reliability issues
originated by inadvertent interchange imbalances.

Freguency Monitoring and Analysis Tool

This tool etects frequency events and captures key frequency response information for each
interconnection.

Intelligent Alarms Tool

This tool detects shotterm and longterm frequency deviations using data transmittedNERC by the
BAs When coupled with the FN&tand Frequency Monitoring and Analysis tools, this tool allows
immediate differentiation of the cause of a frequency deviatiaamgenerator trip or a scheduling error.

Genscape
The PowerlQ and PowerRT tooteyide more detailed insight into curresttay conditions impacting BPS
conditions in both normal operations and stressed conditions.

Resource Requirements

Personnel
There is no change in personriedm the 2017 to 2018 budget.

Contractor Expenses

The wverall funding of approximately $3M for contractors and consultants (which includes the cost of
the tools set forth above) to support the department in 30% consistent with 2017The components of
the budgeted 2017 and 2018 expenses are listelxhbit C¢ Contractor and Consulting Costs

24FNetc Operated by thePower Infornation Technology Laboratoat the University of Tennesse€&Netis a lowcost, quickly
deployable global positioning system (GB#)jchronized widarea frequency measurement network. High dynamic accuracy
Frequency Disturbance Recordesse used to meage the frequency, phase angle, and voltage of the power system at ordinary
120V outlets. The measurement data are continuously transmitted viintemet to the Fét servers hosted at the University
of Tennessee anWirginia Tech
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Statement of Activities and Fixed Assets Expenditures
2017 Budget & Projection, and 2018 Budget

Funding
ERO Funding
NERC Assessments
Assessment Stabilization Reserve - Penalties
Total NERC Funding

Third-Party Funding

Testing Fees

Services & Software

Workshops

Interest

Miscellaneous
Total Funding

Expenses
Personnel Expenses
Salaries
Payroll Taxes
Benefits
Retirement Costs
Total Personnel Expenses

Meeting Expenses
Meetings
Travel
Conference Calls
Total Meeting Expenses

Operating Expenses
Consultants & Contracts
Office Rent
Office Costs
Professional Services
Miscellaneous
Depreciation

Total Operating Expenses

Total Direct Expenses
Indirect Expenses
Other Non-Operating Expenses
Total Expenses (A)
Change in Assets
Fixed Assets
Depreciation
Computer & Software CapEx
Furniture & Fixtures CapEx

Equipment CapEx
Leasehold Improvements

Allocation of Fixed Assets
Inc(Dec) in Fixed Assets (B)

TOTAL BUDGET (=A+B)

FTEs

SITUATION AWARENESS

Variance

2017 Projection

Variance
2018 Budget

2017 2017 v 2017 Budget 2018 v 2017 Budget
Budget Projection Over(Under) Budget Over(Under)
$ 3,980,236 $ 3,980,236 $ ) $ 3,816,664 $ (163,572)

52,485 52,485 0) 26,087 (26,398)
$ 4,032,721 $ 4,032,721 $ o $ 3,842,751  $ (189,971)
$ - $ - $ - $ - $ -
140 5,331 5,191 3,897 3,757
$ 4032862 $ 4,038,052 $ 5191 $ 3,846,648 $ (186,214)
$ 873869 $ 810,775 $ (63,094) $ 888,593 $ 14,724
58,749 54,308 (4,441) 59,143 394
156,328 135,060 (21,269) 144,353 (11,976)
96,159 89,880 (6,278) 98,676 2,517
$ 1,185,105 $ 1,090,024 $ (95,081) $ 1,190,764 $ 5,659
$ 6,500 $ 6,500 $ 0o 3 2,000 $ (4,500)
33,005 33,005 0) 33,000 (5)
305 1,868 1,563 - (305)
$ 39,810 $ 41373 % 1563 $ 35,000 $ (4,810)
$ 1295850 $ 1,295850 $ 0o $ 1295495 $ (355)
41,897 40,056 (1,841) 41,897 0)
500 100 (400) 500 -
7,667 8,948 1,282 2,559 (5,107)
$ 1345914 $ 1,344955 $ (959) $ 1,340,451 $ (5,462)
$ 2570828 $ 2476351 $ (94,477) $ 2,566,215 $ (4,613)
$ 1374338 $ 1498457 $ 124,119 $ 1,261,822 $ (112,516)
$ - $ - $ - $ - $ -
$ 3,945,167 $ 3,974808 $ 29,641 % 3,828,038 % (117,129)
$ 87,695 $ 63,245 $ (24,450) $ 18,610 $ (69,084)
$ (7,667) $ (8,948) $ (1,282) $ (2,559) $ 5,107
95,361 (1,427) (96,788) 21,170 (74,192)
$ 87,695 $ (10,375) $ (98,070) $ 18,610 $ (69,084)
$ 4,032,862 $ 3964433 $ (68,429) $ 3,846,648 $ (186,214)
5.64 5.98 0.34 5.64 -
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Event Analysis

Event Analysis
(in whole dollars)
Increase
2017 Budget 2018 Budget (Decrease)

Total FTEs 11.28 11.28 -
Direct Expenses $ 2,592,388| $ 2,680,449| $ 88,061
Indirect Expenses 2,748,677 2,523,644 (225,032
Other Non-Operating Expenses - - -
Inc(Dec) in Fixed Assets 105,141 (42,604 (147,745
TOTAL BUDGET $ 5,446,206| $ 5,161,490| $ (284,717

Background and Scope
The Event Analysis departmepdrforms assessments of the reliability and adequacy of the BES. This

includesidentifying potentialissues of concern related to systenguepment, entity, and human
performance that may indicate a need to develop remediation strategies, action plans, or data used to
reviseor retire reliability standard®r consider neweliability standardsThe department analyzes and
determines the causeof the events, promptly ensures tracking of corrective actions to prevent
recurrence, and provides lessons learned to the industry. Event Analysis ensures that reporting and
analysis are consistent to allow widgea assessment of trends and risks. Theattment analyzes all
reportable events for sequence of events, root cause, risk to reliability, and mitigation and keeps the
industry well informed of system events, emerging trends, risk analysis, lessons learned, and expected
actions.

Additional resouces within this department focus on identifying humamnor risks and those precursor

factors that allow human error to impact system reliability. The department educates industry regarding

risks, precursors, and mitigation methods. Resources also supporpliance and standards training

initiatives and trending and analysis to identify emerging reliability risks to the BES. These efforts are
O2yRdzOGSR Ay O2ftfl02NrdiA2y AGK AYyRdzaOGNE KdzYly
Performance Working@rdzLJX G KS b9w/ hLISN}GAY3 /2YYAGGSSQa 938

Stakeholder Engagement and Benefit

The Event Analysis departmerdordinates event analyses to support the use of collective resources,
consistency in analysis, and timely deliy of event analysis reporf§.The ERO disseminates to the
electric industry lessons learned and other useful information obtained from or as a result of event
analysis. The Event Analysis team conductdgpth analyses of approximately 150 events pearyen
average. In 2014, the team also conducted calls facilitated by the Regional Entities with over 140
registered entities to discuss in detail and finalize root and contributing causes for the categorized events
analyzed. Major analyste date includesontinuing assessment of Energy Management System (EMS)
outagesgcontinued collaboration witlRRASAn frequency response performanamalyses of substation
equipment failureeventsandprotective relay trends includinground overcurrent relay misoperatis

relay communication system failures, and the importance of commissioning testing

25The core process f&Event Analysis is outlined in the approved process: Electric Reliability Organization Eve nt Analysis Process
-Version 3 (January 2016
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Collaboration with the Trade Associations and Forums

The activities of the NATF, the NAGF, trade associations, and other industry groups are expected to
complimentERO Enterprise activities and limit the need to add incremental resources to the NERC and
Regional EntitBP&Bghat might otherwise be required in the absence of these forums.

NATF has been invited to participate in several reliability initiativesatetxpected to continue into
2018, including protection systems misoperations reduction, physical security, various activities related
to reliability assurance initiatives, improvement of modeling practices, and complementary efforts on
addressing the GMEhallenges.

201 8 Goals and Deliverables
In 208, the Event Analysis department will seek to accomplish several specific goals and objectives as
part of the strategic focus of the ERO Enterprise:

1 Work with the Regional Entities to obtain and review infatian from registered entities on
qualifying events and disturbances to advance awareness of events above a threshold level;
facilitate analysis of root and contributing causes, risks to reliability, \&rda assessments, and
remediation efforts; and dissminate information regarding events in a timely manner

1 Ensure that all reportable events are analyzed for sequence of events, root cause, risk to
reliability, and mitigation

1 Continue to refine riskased methods to support better identification of rddikity risks, including
the use of more sophisticated cause codes for anajysis

1 Conducttraining (webinars, workshops, and conference support) to inform industry and the ERO
of lessons learned, root cause analysis, trends, human performanceexineme weather
preparedness and recommendatigns

1 Develop reliability recormendations and alerts as needed amdck industry accountability for
critical reliability recommendations

1 Ensure that industry is well informed of system events, emerging trends, risksigdlssons
learned, and expected actions

1 Conduct major event analysis and reporting of major findings and recommendations that will
improve reliability and

1 Perform oversight, as perthe Event Analysis Oversight Plan, of the activities and performance o
the Regional staffs.

The Event Analysis department will also support several of thetagrity reliability risk projects during
2018 through 20D, as identified and described under the Performance Analysis department section of
this document.

Resour ce Requirements

Personnel
There is no change in personnel from the 2017 to 2018 budget.

Contractor Expenses
Nofundingis budgetedor contract and consultantsn 2018, which is consistent wi2017.
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Statement of Activities and Fixed Assets Expenditures
2017 Budget & Projection, and 2018 Budget

Funding
ERO Funding
NERC Assessments
Assessment Stabilization Reserve - Penalties
Total NERC Funding

Third-Party Funding

Testing Fees

Services & Software

Workshops

Interest

Miscellaneous
Total Funding

Expenses
Personnel Expenses
Salaries
Payroll Taxes
Benefits
Retirement Costs
Total Personnel Expenses

Meeting Expenses
Meetings
Travel
Conference Calls
Total Meeting Expenses

Operating Expenses
Consultants & Contracts
Office Rent
Office Costs
Professional Services
Miscellaneous
Depreciation

Total Operating Expenses

Total Direct Expenses
Indirect Expenses
Other Non-Operating Expenses
Total Expenses (A)
Change in Assets
Fixed Assets
Depreciation
Computer & Software CapEx
Furniture & Fixtures CapEx

Equipment CapEx
Leasehold Improvements

Allocation of Fixed Assets
Inc(Dec) in Fixed Assets (B)

TOTAL BUDGET (=A+B)

FTEs

EVENT ANALYSIS
Variance Variance
2017 Projection 2018 Budget
2017 2017 v 2017 Budget 2018 v 2017 Budget
Budget Projection Over(Under) Budget Over(Under)
$ 5300955 $ 5300955 $ o $ 5061521 $ (239,434)
104,970 104,970 0) 52,174 (52,796)
$ 5405926 $ 5405926 $ ©0) $ 5113695 $ (292,230)
$ - $ - $ - $ - $ -
40,000 115,300 75,300 40,000 0)
281 10,143 9,862 7,794 7,514
$ 5446206 $ 5,531,368 $ 85,162 $ 5,161,490 $ (284,717)
$ 1,708,049 $ 1,759,073 $ 51,024 $ 1,783,120 $ 75,072
108,739 110,729 1,990 110,619 1,880
212,232 243,635 31,403 227,802 15,570
189,397 179,727 (9,670) 198,179 8,782
$ 2218416 $ 2,293,163 $ 74,747  $ 2,319,720 % 101,304
$ 81500 $ 170,000 $ 88,500 $ 81,500 $ 0)
152,487 158,000 5,513 150,000 (2,487)
4,270 4,414 144 - (4,270)
$ 238257 $ 332414 $ 94,157  $ 231,500 $ (6,757)
$ - $ - $ - $ - $ -
49,634 41,238 (8,396) 43,786 (5,848)
500 700 200 500 -
85,582 85,582 0 84,943 (639)
$ 135715 $ 127,519 $ (8,196) $ 129,229 $ (6,487)
$ 2592388 $ 2,753,097 $ 160,708 $ 2,680,449 $ 88,061
$ 2,748,677 $ 2,856,590 $ 107,913  $ 2,523,644 $ (225,032)
$ - $ - $ - $ - $ -
$ 5341065 $ 5609687 $ 268,622 $ 5,204,093 $ (136,972)
$ 105141 $ (78,318) $ (183,460) $ (42,604) $ (147,745)
$ (85,582) $ (85,582) $ ) $ (84,943) $ 639
190,723 (2,720) (193,443) 42,339 (148,383)
$ 105141 $ (88,302) $ (193,443) $ (42,604) $ (147,745)
$ 5446206 $ 5521385 $ 75,179 $ 5161490 $ (284,717)
11.28 11.40 0.12 11.28 -
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Performance Analysis

Performance Analysis
(in whole dollars)
Increase

2017 Budget 2018 Budget (Decrease)
Total FTEs 9.40 9.40 -
Direct Expenses $ 2,459,356| $ 2,639,101 $ 179,746
Indirect Expenses 2,290,564 2,103,037 (187,527
Other Non-Operating Expenses - - -
Inc(Dec) in Fixed Assets 158,936 (108,716 (267,652
TOTAL BUDGET $ 4,908,855| $ 4,633,422] $ (275,433

Background and Scope

The Performance Analysis department (PA) has reorganized to integrate significant additional leadership
responsibilities as well as workload into its role within Reliability Risk Manage theutrently consists

of Balancing and Frequency Control (B&#) Data Analytics (DA) and provides significant statistical
analysis and support for NERS well as the ERO Enterprise from the Sr. Manager of Statistical Analysis
& Outreach. The outreach activity includes initiatives with Regions and highly teclehecaticity
industry-related organizations.

B&FC focuses on balancing related technical requirements and risk identifitatitre BPShat are
SaaSyidAalt F2NIAGa O2yiGAydzSR NBtAlFLoAf A& ICOGAYT )
coordinates activities performed by other organizations within NEBR@vell as by groups such as the
wSa2dzNOS {dzoO2YYA(GGSS 6AGKAY b9 w/BREChasyRodmssume® a dzLJl
its own significantactivities including providing admstration of, or often performance of, tasks assigned

to NERC within standards such as B8&1. B&FC is also providing valuable leadership to integrate

Process InformationR) Historian into NERC, and to ensure the development of its applicatiotrgefor

near and long termDescriptions of B&FC are accorded more specificity within this document because it

is so new within the PA organization.

DA performs the legacy role of data collection and analysis necessary to document and communicate the

.t { etaricakperformanceiathe annuabOR Repoaind other reports, as well as to support reliability
assessments and other initiatives conducted by peer organizations within NERC and the ERO Enterprise.
DA also administers a significant, newly formalizedrenmght of functions delegated by NERC to the
Regions within the ERO Enterprigelditionally, DA is providing business guidance and support as it

LI NIYSNBE 6AGK bow/ Qa L¢ 2NEHFYATFGA2y (2 RS@St 2L

Balanci ng & Frequency Control Scope

B&FC provides support and services necessary for thetiraal operation of the BPS in the areas of
balancing resources and demand, interconnection frequency, interchange scheduling, and control
performance. B&FC is responsildie providing technical assistance in the development and
administration of the NERC Balancing StandéBdd_yhat include BAI001 Real Power Balancing Control
Performance, BADO2 Disturbance Control Performance, Frequency Response and Frequency
Bias Setting, BADO4 Time Error Correction, and BBQ6 Inadvertent Interchange. B&FC is also
instrumental in performing the analysis and development of annual reports and informational filings that
satisfy the FERC directives set forth in the Ordersdparoved the balancing standards.

B&FC supports the Resources Subcommittee (RS), Frequency Working Group (FWG), Inadvertent
Interchange Working Group (IIWG), and Reserves Working Group (RWG) through facilitation of quartery
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in-person meetings, organiay and hosting of teleconferences as needed, drafting and posting of agendas
and meeting minutes, and hosting subcommittee and industry webinars. B&FC also maintains the RS
website and Balancing Authority Submittal Site (BASKh are critical to indusy stakeholders by
providing operational information and a submittal mechanism for the aforementioned balancing standard
requirements.

The NERC Planning Commétend Operating Committee jointtyeated the Essential Reliability Services
Working Group (ESWG) to advance the work initiated by the Essential Reliability Services Task Force
(ERSTF) in consideration of the technical and operational impacts to BPS reliability that could result from
the changing generation resource mix throughout North AmeB&-C provides support through data
collection, analysis, and reporting for five of the ERS measures that include Measure 1 Synchronous
Inertial Response at an Interconnection Level, Measure 2 Initial Frequency Deviation Following Largest
Contingency, Meage 3 Synchronous Inertial Response at a Balancing Authority (BA) Level, Measure 4
Frequency Response at an Interconnection Level, and Measure 6 Net Demand Ramping Variability.

In 2017 B&FC partnered with RRM SA, NERC IT, and OSlsoft to accompligttifieasipn, development

and installation of a Pl Historian system that will allow NERC to retrieve, analyze, and report on data that
iscurrently hosted and analyzed by external parties. The initial data includes interconnection frequency
and BA Area Cdrol Error across North America and provides enhanced wide area visualization and
analysis of the North American BES. B&FC is leading the effouild the Asset Framewotkerarchy

that will further enhance analysis and reporting that support the earf NERC staff and standing
committees. Neaterm project initiatives will include the retrieval of high speed s@zond frequency

data from the University of Tennessee at Knoxville into the NERC PI Historian. While the implementation
of Pl Historian aNERC is a very large step forwdhe maintenance of this database and continued
development of visualization, analysis, and reporting tools will be a considerable effort and resource
requirement going forward.

Data Analytics Scope

DA isresponsible foine collection, management, and analysis of data related to the performance of five
areas of BPS operations: transmission, conventional generation, wind generation, protection system
misoperations, and demand response. DA also proviagplication trainig and enduser support to
reporting entities and regional stafiDA collaborates with internal and external stakeholders through
working groups associated with the industry sectors reporting performance data to define and revise
reporting requirements ancelated applications. Analysis performed byiD&ludesdentifying potential

risks of concern related to system, equipment, entity, and organizational performance that may indicate
a need to develop remediation strategies, improvements to the reportingliaptions, new data
collection or analysis tools, or data used to create, revise, or retire reliability standards or consider new
reliability standards or reporting areas. Such analgsisides the foundation for the annu8iOR Repaort

the annual Misopeations report, and technical papers to the industry.

DA continues the 2016 emergenttrend of highly concentrated business engage meptapeldts. 2017
projects include deployment of the Wind data collection system; development and implementation of
the data sharing process to comply with FERC Order 824; development of the first portal application on
the NERC enterprise platform; integration of the next application data set for the ERO data warehouse;
and contributed to the document management projentplementation for RRI. Throughout these
projects, DA has developed effective and efficient processes and work products that are being adopted
bytheb 9w/ Q& t N2 2S Ol aarhoddisToBowi& NERC prajeria.i@Bove data quality, DA
conducted nultiple multi-day inperson training sessions for eausers that provide datato the reporting
applicationsIn addition to its legacy work with data collection and analysis, DA will continue to provide
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business subject matter expertise for several IT@ctg including new data reporting and analytical tools,
projects to support FERC data needs, ERO data sharing, as well as projects with other NERC groups.

Stakeholder Engagement and Benefit

The EROmonitorsthe reliability performanceof the BESn North Americathroughdata gatheredto

analyzehistorictrends. The EROprovidesreports and recommendationgegardingthe anticipated
conditionsthat couldimpactthe reliability, security,andstability of the BPSo the industry,Regional
Entities,regulatory entities,andother designatecentities.

The ERO works with industry leaders to create a reliability strategy thatis relevant, timely, and effective

at addressing the mostimportant reliability risks. This effortincludd® B O2 y (I NRA 0 dadaE2 y 0 Ay (
AL GKSNAY3I YR aidldAadAaolrt ylrteaSa 2F Rofkeys GNBY
information identified through analysis and assessment efforts; extraction and prioritization of the
associated reliability risks from that infoation; communication and integration of those risk analysis

insights across the ERO Enterprise; and translation of that knowledge into actionable guidance and
recommendations for NERC management, the Board, and entities, and state, federal, and proatiacial
YF{SNE® ¢KA&A 2FFSNA adl{SK2ft RSNE 'y 2Ly FyR {NJ
reliability strategy, ultimately ensuring the ERO is accountable to industry, regulators, and the public at

large.

B&FC will continue to support theS ERSWGand industry stakeholders through performance based
webinars, technical whitepapers, reliability guidelines, and individual outreach. These efforts have prove
successful throughout 2016 and 201With an emphasis on frequency response performaaoe
operational capabilities.

Key Efforts Underway

In addition to support of th&Sand itsworkinggroups, the maintenance and administration of tBAlLis
a major effort for B&FQwith particular current focus on BAI03-1 Frequency Response and Fregoy
Bias Setting. B&FC fulfils the ongoing tasks assigned to the EROC-00&EAAttachment A and the
Procedure for ERO Support. These taskkide, but are not limited to:

1 Ongoing quarterly identification, review, selection, and posting of838.1 ard M-4 frequency
events for use bydAsand other industry stakeholders;

Calculation and posting of Minimum Frequency Bias Settings for each BA;
Calculation and assignment of BA Frequency Response Obligations for the upcoming year;

1 Calculation and assignmenf BA annual Frequency Bias Settings and L10 values for April
implementation into BA control systems;

1 Performing ongoing maintenance of and necessary modifications teéOBAL FRS Forms used
by BAs to calculate frequency response performance and docubilatéral purchase or sale of
frequency response and/or participation in a Frequency Response Sharing Group in accordance
with BAEL003-1; and

1 Maintaining theBalancing Authority Submissi Site BASRused by BAs for BA1I03 1 submittals
and performance bvetting for stakeholders requesting access to the BASS.

A major effortin 2018 will be the development of the technical report to be filed with HRRE&ordance
with the directives set forth in Order 79¢h addition to development of thE€requencyresponse Amal
Analysis Report
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B&FC supports the annud&tate of Reliabilit(SOR Report by providing data and analysis for
interconnection frequency response (8) and related statistical analysis.

Another major effort in 2018 will be the expansiohthe PI Historian to include high speed frequency
data from the Univesity of Tennessee at Knoxvilées well as interconnection inertia data to support
efforts of the RS and ERSWG.

The key trends, findings, and recommendations fieAserve astechnict A y LJdzi (2 GKS 9wh
standards and standards project prioritization, compliance process improvements, event analyses,
reliability assessment, and critical infrastructure protection efforts. This analysis of BES performance
provides an industryeference for historical BES reliability, but it also offers analytical insights that lead

toward the prioritization of specific actionable risk control steps for industry. These analyses and results

are summarized in the annu@8lORReport which provideguidance and recommendations for enhanced

bulk system reliability? Ahas added GADS Wind Data to the data collected uR&EC RCEction 1600,

requiring the development of a new software tool to enable this. In 208wl begin development for

the requirements for solar data collection.

PAis working with Bto develop alink between their databases. Specific equipment outages will be linked
to disturbance reports filed with NERC, enabling better association of transmission and generation
outages. e continued alignment between these efforts is expected to enhance the ability to conduct
effective event analyses as well as to identify key reliability areas for trend analyses of multiple databases.
This is expected to improve the depth of event anabmcross the ERO Enterprise and expand the quality

of data gathered for sophisticated statistical and probabilistic analyses. This will lead to trends and insights
about reliability performance, as well as effective measures and actions to addre sditg islis PAhas

begun data mining of completed\Ngfforts to see if any insight might be gained from these events as the
grid evolves that were not first and foremost or particularly relevant to enhanced grid reliability at the
time of the original eveninvestigation.

PAAd OdzNNByilfeée NBEFAYAYI BaRepdrio¥xiand theiGADY da Fend 9 w/ Q2
analysis and, for 2017, has begun reflecting pesasonal reliability review, insights from analysis of
transmission, generator, and demadresponse data systems (TADS, GADS, and DADS), and integration of
eventanalysis and misoperations. Also, in 2018, the departmentwill implement the decision of whether

the SORReportshould move from a calendar year (QY) report to a fiscal year (Q43) report. Current

dynamics around validation and reporting of corporate metrics might even move@i®eporto a Q3

Q2 reporting to accommodate the needs of this activity within a common reporting framework.

Further, Awill continue to work closely ith other organizations, including but not limited to the EPRI,
the DOE, the IEEE, INPO, the NATF, the NAGF, and tiRAC&Ekborates with these groups on a number
of fronts, including TADS, GADS, and DADS.

201 8 Goals and Deliverables
In 208, PAhasa number of specific goals and deliverables in support oER® Enterprisgtrategic Plan,
including:

1 Issue theSOR Repartguidelines, recommendations, and alerts as needed (including the
verification and validation of data and information through Rewil Entities and technical
committees, as required);

1 Provide support and leadership to the Operating Committee, Operating Reliability Subcommittee,
andRSand itsworkinggroups the FWGIIWG andRWG with emphasis on balancing operations
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and analysisadministration of balaning standards, and performandesed outreach to
functional entities responsible for redime BPS reliability;

1 B&FC beganthe administration of the BAL Balancing Standards in 2017 with current emphasis on
BALO03-1. This effort wil continue in 2018;

1 B&FC will provide technical assistance to NERC Compliance and Enforcement with emphasis on
BALO031 Frequency Response for the BA performance requirements that becaméafiac
the 2017 operating year;

1 B&FC will acquire the ongoimgnual development of the Frequency Response Annual Analysis
Report from RASA in 2017. This report is necessary to identify changes in frequency response
performance and recommend changes in Interconnection Frequency Response Obligations in
accordance wittBAL003-1;

1 FERC Order 794 approving tBALL0031 standard directedNERC to submit a report in 2018
addressing an (1) evaluation of the use of linear regression methodtbagculate frequency
responseand (2) the availability of resources for applit@lentities to meet the Frequency
Response Obligation. B&FC will lead this effort;

1 B&FC will begin the development of quarterly BPS performance reports using PI Historian data
and functionality to support the demands of the Operating Committee R§d

1 Ovesee and evaluate reliability trends that identify reliability risks by analyzing data contained in
bow/ Qa D! 5{3 ¢!5{% FyR 5!5{3x [f2y3 gAGK NBfAL
misoperations data;

Support NERC Reliability Standard developtiny providing subject matter expertise;

t NEGARS &AdzLILIR2 NI yR f SFRSNEKALI G2 GKS tflyyAy:
task forces (primary focus on the Performance Analysis Subcommittee (PAS) and its subgroups);

1 Assistinthe developmenff approaches to registration and provide input to NERC staffin support
of the development of CMEP risk elements;

1 Conduct major eventinvestigations, analyses, and reporting of major findings, recommendations,
and lessons learned that will improve reliéty; and

1 Provide insight on emerging system protection issues, and{uffrahy issues gleaned with future
implications to RASA.

Resource Requirements

Personnel
There is no change in personnel from the 2017 to 2018 budggingoing growth in PA respsibilities
and activities may drive future resource needs.

Contractor Expenses

PAQ3d H A My cantlaBd &d Gisultant expensase $572k, which is a $44ncrease over 2017,
primarily due to an increased neéat OATtechnology updatesA comparson of the budgeted 2017 and
2018 expenses is shovim Exhibit @; Contractor and Consulting Costs
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Statement of Activities and Fixed Assets Expenditures
2017 Budget & Projection, and 2018 Budget

PERFORMANCE ANALYSIS

Funding
ERO Funding
NERC Assessments
Assessment Stabilization Reserve - Penalties
Total NERC Funding

Third-Party Funding

Testing Fees

Services & Software

Workshops

Interest

Miscellaneous
Total Funding

Expenses
Personnel Expenses
Salaries
Payroll Taxes
Benefits
Retirement Costs
Total Personnel Expenses

Meeting Expenses
Meetings
Travel
Conference Calls
Total Meeting Expenses

Operating Expenses
Consultants & Contracts
Office Rent
Office Costs
Professional Services
Miscellaneous
Depreciation

Total Operating Expenses

Total Direct Expenses
Indirect Expenses
Other Non-Operating Expenses
Total Expenses (A)
Change in Assets
Fixed Assets
Depreciation
Computer & Software CapEx
Furniture & Fixtures CapEx

Equipment CapEx
Leasehold Improvements

Allocation of Fixed Assets
Inc(Dec) in Fixed Assets (B)

TOTAL BUDGET (=A+B)

FTEs

Variance
2017 Projection

Variance
2018 Budget

2017 2017 v 2017 Budget 2018 v 2017 Budget
Budget Projection Over(Under) Budget Over(Under)
$ 4,821,146 $ 4,821,146 $ 0o 3 4,533,448 $ (287,698)

87,475 87,475 0) 43,478 (43,997)
$ 4908621 $ 4,908,621 $ 0 3 4,576,927 $ (331,695)
$ - $ - $ - $ - $ -
- 50,000 50,000 50,000 50,000
234 8,086 7,852 6,495 6,261
$ 4908855 $ 4,966,707 $ 57,852 % 4,633422 $ (275,433)
$ 1,349,579 $ 1,340,257 $ 9,322) $ 1372376 $ 22,796
92,093 88,681 (3,411) 92,361 268
143,104 144,794 1,691 154,799 11,696
149,018 151,137 2,120 154,224 5,206
$ 1,733,794 $ 1,724871 $ (8,923) $ 1,773,760 $ 39,966
$ 1,000 $ 15,000 $ 14,000 $ 11,000 $ 10,000
118,172 98,000 (20,172) 80,000 (38,172)
2,965 2,872 (93) - (2,965)
$ 122137 $ 115872 $ (6,265) $ 91,000 $ (31,137)
$ 528082 $ 571,132 $ 43,050 $ 572,030 $ 43,948
74,843 63,310 (11,533) 57,812 (17,031)
500 250 (250) 500 -
- 179,910 179,910 143,999 143,999
$ 603,426 $ 814,602 $ 211,177  $ 774341 $ 170,916
$ 2459356 $ 2655345 $ 195989 $ 2,639,101 $ 179,746
$ 2,290564 $ 2,197,570 $ (92,994) $ 2,103,037  $ (187,527)
$ - $ - $ - $ - $ -
$ 4749920 $ 4852915 $ 102,995 $ 4,742,138 $ (7,781)
$ 158936 $ 113,793 $ (45,143) $ (108,716) $ (267,652)
$ - $ (179,910) $ (179,910) $ (143,999) $ (143,999)
- 462,725 462,725 - -
158,936 (2,093) (161,028) 35,283 (123,653)
$ 158936 $ 280,722 $ 121,787  $ (108,716) $ (267,652)
$ 4908855 $ 5,133,637 $ 224,781 % 4,633,422 $ (275,433)
9.40 8.77 (0.63) 9.40 -
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Electricity Information Sharing and Analysis Center (E -ISAC) 2¢
E-ISAC (including CRISP)
(in whole dollars)
Increase

2017 Budget 2018 Budget (Decrease)
Total FTEs 19.74 29.14 9.40
Direct Expenses $ 12,276,689 $ 15,056,942 $ 2,780,253
Indirect Expenses 4,810,185 6,519,415 1,709,230
Other Non-Operating Expenses - - -
Inc(Dec) in Fixed Assets 1,428,467 274,241 (1,154,227
TOTAL BUDGET $ 18,515,341 $ 21,850,597 $ 3,335,256

Background and Scope

The Electricity Sector Information Sharing and Analysis CEE®&EAC) was formed in 1998 when the
U.S. Secretary of Energy requested that NERC serve as thé fi8ARe Electricity Subsectd?. This
department was rebranded to the Electricity Information Sharing and Analysis Cenrlt8A@ in
September 2015. The-ISAC reduces cyber and physical risk to d@hextricity industryacross North
America by providing unique insights, leadership, and coordination. The vision is to be the trusted, timely,
actionable resource of grid risk information and analysis to enhateetricity reliability. The SAC
facilitateselectricityindustryand crosssector coordination regarding physical security and cybersecurity
events affecting therid.

Maintaining Separation from Compliance and Enforcement

In February 2012and as ameded in March 2013the Board of Trustees approved @&lSAC Policy
Statementthat established a separation betweenthd § ! / | YR b9w/ Qad O2YLX Al yO
program. In 2015, physical separation of tREFAC was complete@ihe company also has itgge an&

ISAC Code of Cond&tandPolicy onthe Role ofthelSACvi&-@A & b 9w/ Q& [/ 2YLX Al yOS
Enforcement Prograi.

Key Efforts Underway

With industry support, in coordination with tHESC@&nd itsMembersExecutive CommittedEQ, senor
management is committed to enhancing the effectiveness and capabilitie$AE operations. These
efforts include ongoing enhancement in organizational structure, operational and analytical capabilities,
as well as the development of metrics to trabk effectiveness of operations. Management will also take
steps to improve the quality and value 1&AC products, including ongoing review of registered user
needs.

During 2015, as part of a periodic review of companywide resource needs and reatbacegion, NERC
allocated additional resources to support thelE#AC. Management recruited personnel to fill open
positions, and recruited and appointed a senior vice president and chief security officer in charge of E

26]n 2015, NERC combinediits Critical Infrastructure Department (CID) intd 8#¢Hor both operational and déincial re porting
purposes.

27 The Information Security Analysis Center (ISAC) construct was conceived and operates under US Government authorities
derived from Presidential Decision Directive 63, which was signed in 1998. The ISAC focuses speciffoatiyation sharing,
analytics and sector activities directly related to the protection of critical infrastructure.

28Subsequent administrations have sought to continue and strengthen information sharing in other sectors by establishing other
sectorspecift ISACs. In 2013, the Department of Energy (DOE) again reaffirmed its desire for NERC to continue to operate the
EISAC.

29EISAC Code of Conduct

30Policy on the Role of the-BSACvii-@PA & b9w/ Qa [/ 2YLI AL YyOS a2yAiG2NAy3a | yR 9y T2
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ISAC operation©ngoing resourceaiquirements consist primarily of personnel, contractors, consultants,
software, hardware and communications infrastructure to gather, analyze, and provide information
regarding cyber and physical security threats.

In the fourth quarter of 2014 and with bad industry support, NERC also assumed management
responsibility for the Cybersecurity Risk Information Sharing Program (CRISP). CRISP ipavateblic
partnership whose Ppurpose is to facilitate the sharlng of cyber threat information and to dev&lapm

g NBySaa Gz22ta GKI SYyKIFIyO0S GKS St SOGNROAGe aSCcC
protection of its critical infrastructure. CRISP provides critical infrastructure owners and operators the
capability to voluntarily share cgl threat data, analyze this data, and receive machioenachine

mitigation measures. Informaticdh K NAy 3 RS @A 0Sa GKIFG FFNB Ayadlffs
encrypted datato a CRISP analysis center operated by the Pacific Northwest NatiorRRNMb)s (vhich

analyzes the data it receives and sends alerts and mitigation measures back to CRISP participants and the
EISAC through secure communications. CRISP became fully operational iff20EESAC will continue

to work with PNNL, CRISP particitmand HSAC registered users to strengthen program execution,
including both quality and timeliness aspects of information sharing. The RIBAC budget maintains

the same percentage allocation of CRISP funding requirementsassessmentés0% )andfrom CRISP
participants(50%)as 20%. In connection with the growth of the program and related supp@réds from

EISAC staff, the 201£ISAC budget also reflects an increase in the number of budgetl8AE FTEs

allocated to support CRISP.

Other rewinformation sharin@nd analysis tools deployment wilirtherincrease the speed and ease of
sharing cyber threat informatian

E-ISAC Long -Term Strategy

Over the past several years tRdSACas focused on improving its technical and analytical cagia®ili

with a goal of becoming KS St SOUGNAROAGE AYRdAdAUGNR QA f SIFRAYy3ISZ G
security information Significant support from thElectricity Subsector Coordinating Council (ESK&C)

ESCC Members Executive Committee (MEE18. Department of Energy, and other stakeholders have
helpedtheEL { | / 68 NBalLRyairdsS (42 (KS AyRdzAGNEQa ySSRa
and coordination for security matters.

At the request of the NERC Board and under the guidarfithe ESCC and MEC, executive leadership of
the EISAC developed a lotigrm strategic plan, a copy of which is includedasibit ¢ EISAC Long

Term StrategyThe HSAC Long Term Strategic Plan was approved by the MEC on April 24, 2017 and
acceptal by the NERC Board of Trustees on May 11, 2017. Thedangstrategic plan is toransform

the EISAC into avorld-clasdntelligence collecting and analytical capabifiby the electricity industry.

To carry forth this vision, the EAC s planniraycontinuous and deliberate growth strategy over the next
five years that increases both staff and technical resourfiess 2018 BP&B includéise recommended
increases to accommodate tHieng-term strategy, as further described Exhibit F¢ EISAC Lagr Term
Strategy This strateggignificantly expands on the resources and activities discussed in this section, and
those incremental costs are reftted in this 2018 budget based on the positive feedback and support of
industry and stakeholder representaes.

Program Level Support

CRISP
During 20 and 2018,NERC will continue to subcontract to PNNL the majority of the resource
requirements and associated costs to operate and maintain CRISP.
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EISAC PortaReplacement

The EISAC communicain portal capailities includepublishing immediate notifications and other
informational products, exchanging threat indicator information, and providingsseifice access to user

security awareness services. ThdSAGs workingwith NERC Infonation Technologyo completely

replace theportal in 2017 to provide mportant new enhancements and improved capabilities. These

include facilitating direct data exchange withEAC members, other ISACs and government partners, and
establishing user communities where indididt f & Oy RA&A0dzaa aSOdzZNAG& Aaa
capabilities supportfSAC analystsin their information analysis functions and directly tie themwith their
counterparts in other sectors and national laboratories.

The 2017 BSAC budget include®lM for the portal enhancements ($250k of which is allocated to
CRISP). The MEC has provideditten commentsn support of thisnvestment3? The 2018 ESAC budget
includes $350k for ongoing portal maintenance and licensing costs.

Software and Services

Watch Operations Technology

The EISAC operations center includes monitors used to display intelligence information provided from
various software applications. Software integration services are routinely required from vendors providing
existing and newoftware applications. Additional software must be licensed and maintained to display
and integrate BES maps that haggber intelligence informatiorA technology refresh of displays is
planned for 2018.

Threat Analysis Tools

A strong technical analyticapability is needed to develop baselines and identify patterns and
understandings of potential cybeelated threats. The analyst workbench toolset maintains historical
information and allows a team to use and deliver consistent and repeatable analysihism operational
(during an event)as well as nonoperational capacity. This workbench will include a threat database for
historical correlation and various tools for netwednd hostbased analysis of malicious software.

CyberAutomated InformationSharingSystem (CAISS)

The EISAGroadenedautomated information sharing beyond CRISP, looking at programs stk as
Structured Threat Information Expression/Trusted Automated Exchange of Indicator Information
(STIX/TAX)Initiative hosted by the I& Department of Homeland Securitpds part of a work plan
developed in onsultation with the MEC, in 201fie EISAGilotedthese technologies, leveraging existing
implementations at Argonne National Lahto CAISS he pilohelpedthe EISAC understanitie nuances

of bi-directional communication, workflow, handling rules, vetting information, and learning from the
technology and processes overdlhe CAISS pilot will transition to an operational program in Q3 of 2017.

Intelligence Reporting Services

EISAC analytic personnel maintain a detailed understanding of emerging vulnerabilities and threats
within the broad industrial control systems community, as well as within the more focused BES
community. To support this intelligence role, the FAC budgencludes the costs for intelligence services
from a specialized sectyiinformation service providdghat focuses closely on the electricity subsector.
This service gives-ISAC staff increased understanding of continuing trends, breaking news, and

31 The annual impact of the proposed $1M investment on assessments will jrexmately $250,000 since projects of this
VI GdzNB I NB (LA OFfte FTAYlFIYOSR GKNRdzZAK bow/ Qa OFLIAGEE FAYL Yy
32 MEC comments
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implications to the BES, whidhISAC staftitilizesto keep registered entities informed of emerging BES
risks through immediate notifications and portal security postings.

Events and Outreach

Grid Security Exercises

Since 2011, NERC has sponsored a sefrt@sionial grid security exercises (GridEx). These geographically
RAAGNAOdzi SR SESNDA&Sa NB RSaaA3aySR (2 SESNDAAS
coordinated cybersecurity and physical security threats and incidents, to strengthdnitN Sa Q ONX 3
response functions, and to provide input forlessons learned. GridEx Ill, in November 2015, consisted of a
two-day gridfocused operational exercise for participants across North America and-ddwatibletop

discussion for executives. TR@SAC manages the program and collects industry information during and

after the exercise subject to existing data collection policies. During the exereiS&@E&watch and

analysis staff exercise thelEAC mission and share severe crisis informatiaharalysis towards

mitigating the threats and attacks. Lessons learned and recommendations are turned over to groups like
bow/ Qa .2FNR FyR / Lt/ FTYR (42 GKS 9{// F2NJ 02y aaAi
government stakeholders. GridEx \s@dseduled for November 186, 2017.Funding for the tweyear

planning cycle for GridEx V will be required in 2018 and 2019.

Grid Security Conferences

Since 2011, NERC has sponsored a series of annual grid security conferences (GridSecCon). These
conferencedring together industry and government subject matter experts on cyber, physical and
operations technology threats and solutions, with training sessions and classified or official use briefson
topics vital to grid security. ThelEAC provides expertiaad gathers appropriate speakers, panelists and
training providers. GridSecCon 204 scheduled for Octobdi7-20in St. Paul, Minnesotavith the 20B

planned for the SPP region in October.

Stakeholder Engagement

EISAC staff routinely engage staketesklin virtual and irperson meetings, to include CIPC, ESCC, MEC,
and BOT meetings, monthly briefings, threat workshops, and presentationsto regions, entities, and other
stakeholder groups.

Resource Requirements

Personnel
In 2018, resourceare beingaddedto provide support to the #SAC, resulting in a net increase9of
FTEsThisisprimarily to address immediateeeds foranalytical capabilities.

The EISAC staffing and organizational structure has been updated to reflect two primary focag&yea
Operations and (2) Programs and Engagement. Operations consists of watch operations, cyber securnty
and CRISP analysis, and physical security analysis gryogseams and Engagement consists of member
engagement, crossector engagement, training dnexercises, products and services, and program
management.

Due to the highly technical nature and evolving threat vectors, tHSAC staff requires ongoing
specialized training and education.

The EISAC will continue to receive shared servicessuppt®2 ¥ b 9w/ Qa O2NILI2 N} S &S
(i.e. Finance and Accounting, Information Technolddynan Resourcesegal andRegulatoryAffairs).
Personnel providing such shared services will do so only in accordance with strict operating protocols
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governng access to and use ofl§AC information as noted aboua.addition, the HSAC will provide
opportunities for qualified interns.

Contractand ConsultanExpenses

The total budgetectonsultants and contractexpense for the ESAC for 2@, including RISPjs
approximately ¥.4M, an increase of % from the 20% budget./ wL { t Q& O2yadz G yia
expense is $6.3Mwhich is$403k nore than was in the 2017 budgethis change is largely due to
increased project support needs, as well as higleeusity review costsA further breakdown of the
budgeted 2017 and 2018 costs is providedxhibit @; Contractor and Consulting Costs
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Statement of Activities and Fixed Assets Expenditures

2017 Budget & Projection and 2018 Budget
E-ISAC (including CRISP)

Variance Variance
2017 Projection 2018 Budget
2017 2017 v 2017 Budget 2018 v 2017 Budget
Budget Projection Over(Under) Budget Over(Under)
Funding
ERO Funding
NERC Assessments $11,270,705 $ 11,270,705 $ 0) $ 14297524 $ 3,026,819
Assessment Stabilization Reserve - Penalties 183,698 183,698 0 134,783 (48,915)
Total NERC Funding $ 11,454,403 $ 11,454,403 $ o $ 14,432,307 $ 2,977,904
Third-Party Funding $ 6,990,447 $ 7,400,905 $ 410,458 $ 7,324,253 $ 333,806
Testing Fees - - - - -
Services & Software - - - - -
Workshops 70,000 70,000 (0) 70,000 0)
Interest 491 26,231 25,739 24,038 23,546
Miscellaneous - - - - -
Total Funding $ 18,515,341 $ 18,951,538 $ 436,197 $ 21,850,597 $ 3,335,256
Expenses
Personnel Expenses
Salaries $ 3,417,398 $ 3573271 $ 155,873 $ 4,634,838 $ 1,217,440
Payroll Taxes 204,023 213,551 9,528 290,702 86,679
Benefits 397,467 404,155 6,688 578,849 181,381
Retirement Costs 363,482 339,727 (23,754) 499,793 136,311
Total Personnel Expenses $ 4382370 $ 4,530,705 $ 148,335 $ 6,004,182 $ 1,621,812
Meeting Expenses
Meetings $ 230,000 $ 159,000 $ (71,000) $ 127,000 $ (103,000)
Travel 256,488 256,488 0) 291,000 34,512
Conference Calls 6,710 23,295 16,585 - (6,710)
Total Meeting Expenses $ 493,198 $ 438,783 $ (54,415) $ 418,000 $ (75,198)
Operating Expenses
Consultants & Contracts $ 6,788,429 $ 7,728528 $ 940,099 $ 7,391,794 $ 603,365
Office Rent - - - - -
Office Costs 431,895 359,035 (72,860) 907,330 475,435
Professional Services 175,000 173,107 (1,893) 250,000 75,000
Miscellaneous 500 1,250 750 500 -
Depreciation 5,297 86,092 80,795 85,136 79,838
Total Operating Expenses $ 7,401,121 $ 8,348,012 $ 946,891 $ 8,634,760 $ 1,233,639
Total Direct Expenses $12,276,689 $ 13,317,500 $ 1,040,811 $ 15,056,942 $ 2,780,253
Indirect Expenses $ 4,810,185 $ 5,209,519 $ 399,334 $ 6,519,415 $ 1,709,230
Other Non-Operating Expenses $ - $ - $ - $ - $ -
Total Expenses (A) $ 17,086,873 $ 18,527,019 $ 1,440,145 $ 21576357 $ 4,489,483
Change in Assets $ 1428467 $ 424520 $ (1,003,948) $ 274,241 $ (1,154,227
Fixed Assets
Depreciation $ (5,297) $ (86,092) $ (80,795) $ (85,136) $ (79,838)
Computer & Software CapEx 1,100,000 761,624 (338,377) 100,000 (1,000,000
Furniture & Fixtures CapEx - - - - -
Equipment CapEx - 21,477 21,477 - -
Leasehold Improvements - - - 150,000 150,000
Allocation of Fixed Assets 333,765 (4,960) (338,725) 109,377 (224,388)
Inc(Dec) in Fixed Assets (B) $ 1,428,467 $ 692,047 $ (736,420) $ 274,241 $ (1,154,227
TOTAL BUDGET (=A+B) $ 18,515,341 $ 19,219,066 $ 703,725 $ 21,850,597 $ 3,335,256
FTEs 19.74 20.79 1.05 29.14 9.40
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Training, Education, and Personnel Certification

Training, Education, and Personnel Certification
(in whole dollars)
Increase

2017 Budget 2018 Budget (Decrease)
Total FTEs 7.05 5.88 (1.18
Direct Expenses $ 1,922 295| $ 1,708,013| $ (214,282
Indirect Expenses 1,717,923 1,314,398 (403,525
Other Non-Operating Expenses - - -
Inc(Dec) in Fixed Assets 117,283 20,613 (96,670
TOTAL BUDGET $ 3,757,501 $ 3,043,024| $ (714,477

Background and Scope

Training and Education
The Traning and Educatioprogram providesoversight for coordination and delivery of learning
materials, resources, and activities to allow for training and education of:

1. ERO Enterprise staff supporting statutory and delegatilated activities and
2. BPSndustry participants consistent with ERO functional program requirements.

The Training and Educatigmograma dzLJLJ2 NIia b9w/ Q&4 NBalLlRyaArAoAfAldAaSa
approval ofreliability standardsnd to monitor, enforce, and achieve compliance witle imandatory

standards. Section 901 of the NERORaddresses theN2 3 NdbNg&ians to industry stakeholders and

ERO Enterprise staffhe responsibilityo participate in the program is shared among the NERC
departments?, in conjunction with the Opet@nal Leadership Team working groups.

System Operatagertification is maintained by completing NER@proved continuing education courses

and activities. The Personnel Subcommittee, composed of industry training experts, provides oversight of
the Continuing EducatiorProgram. Section 902 of the NEROPaddresses thespecific continuing
education program expectations and activities.

PersonnelCertification

The System OperatoCertification program ensurdblat personnel operating the EB°have the skd)
training, and qualifications needed to operate the systeeliably. NERC maintains credentials for over
7,500 system operatocredential holdes who work in various industry areaacross North America.
bow/ Qa aéaidsSy 2LISNI i 2eNdo@sdp&cifickiodledientiop skisiand veliabilly RS & A
standards. It also prepares operators for complying with requirements of reliability standantls an
appropriately operating the B® during normal and emergency operations. The System Operator
Certification Program is governed by the Personnel Certification Governance Committee (PCGC), an
industry group of operations experts, trainers, and supervisors. Certification exams are created by the
Exam Working Group (EWG), an industry group of operatiobigsumatter experts. Under the PCGC
oversight, the EWG reviews and updates job tasks and certification exams. Section 600 of tiRONERC
addresses the Personnel Certification activities in the area of Operator Certification.

33The HUman Resources departmeid also engaged in training initiatives.
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Key Efforts Underway

Trainingand Education
TheERQprovidedearningmaterials resourcesandactivitiesto assisindustryand ERCEnterprisestaff
intheir understandingof keyprogramareas.Theseareasinclude:

1. RiskBased Compliance Monitoring and Enforcement

2. Standards an€ompliance;

OrganizatiorRegistration and Certification;

Event Analysis, Cause AnalyBisiformance Analysiand Lessons Learngd

Reliability Assessment and System Anajysid

S

Continuingeducation for system operators.
Personnel Certification
During2018,the departmentplanson performingthe followingactivities:

1. Continuing to update System Operator Certification Exam Item Bank to ensure relevance to
current Reliability Standards and promote reliability of the BPS;

2. 5808t 2LIAY I 9Bl Y& GLONBPAGStasa !(52s aSAVISHYND | 554848 GKS

Operators;
DevelopingStrategic Plan fdiuture SystemOperator Certification program; and

4. Evaluating credential review and rationalization to maintain credentials.

201 8 Goals and Deliverables

Trainingand Education

The annualNERC and ERO Enterprise Learning Priorities Plan articulates and prioritizes the accumulated
learningneeds for theERO Enterprisand thepotentialdelivery vehicles supporting achievement of the
corporate metrics for te strategic goalevelopment and mnage ment of the planis exercised through
monthly meetings to ensure priorities are reviewed and updated based on the changing business
landscape informed through input received by the various functional program masagédre half of their
respective program€&RCEnNterprise working groups, and leadership teams.

A themebased approach describing audience needs facilgatdentification and formulation of
appropriate productshroughout the yearltinspiresmodularo Zay § SNOK I y3SF 6t S LI NI a
thought in implementing a crossutting multruse product model. Production igccomplishedoy
combining irhouse expertise and tools with vendor support to increase throughput that positively
impacts the qualityand timeliness of customer service.

NERC program leads spearhead the effort to identify gaps in program knowledge and associated leaming
needs of theiemployeesindustry stakeholdersand ERO Enterprise partnef$e following 2017 themes

serve as buding blocks for ongoing learning development work and will inform the prioritiésafsin

2018 and beyond

1 Reliability risk management techniquehare knowledge for maintaining the reliability of the
bulk power system through assessment, analgsidhuman interaction. (Industry)
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1 Riskbased compliance performana@nhance compliance monitoring personnel performance
through a deeper understanding BRCEnterprise compliance monitoring processes and
technical aspects of thBP $perations. (ERO Enteipe)

1 Functionaland technical enhancemegrthance employee understanding of NERC functions and
core technical knowledge for regulating tB® S(NERC employees)

Thesethemes provide connectivity of thannuallearning development plan with the strategjoals
through consideration and analysis of the associatdtegicmetrics

NERC will alsteliver training and education by hosting workshops and webinars, as well as computer

based and instructeledtraining coursesThe responsibility fosubject matter expertise input to the

learning development process is shared among multiple departments at NBRTraining and Education
departmentprovides coordination and synchronization efforts for shared NERC and ER&prise

training responsibilitesih RRAGA 2y (2 Ry OAYy3a YR AYLNReZAY3I (l
Human Resources department budgahd managsthe delivery of more traditional corporate employee

training and continuing education programs in concert with the coordinatiorsgmghronizing efforts of

the Training and Educatiatepartment

The Continuing Educatigmogram evaluatsand revisathe current program criteria as reflected in the
program manual. The evaluation consigifte growth and maturation of industry progmas, as well as
ongoing research in the area aflult learning to ensure that the Continuing Educatpsogramefforts
improve core objectives in addition to fostering improvement of training and promoting quality training
programs in general.

Personnel Cawification

The Personnel Certification program delivered new exams one year in advance of the documented exam
cycle. Linear On the Fly Testing (LOFT), which is the dynamic creation of exams, was implemented in the
newly published 2017 examAs part of tle ongoing exam development cycl&gEWQGwill continue to

develop andanalyze new items$or future certification elamsand ensure relevancy to current NERC
Reliability Standards

Key deliverables for the System Operator Certification Program:
Annualanalsis of exam Item Bank
New exam items;

New credential maintenance tool; and

=A =4 =4 =

Strategic plan for program enhancements.

NERC will continue to work with industry stakeholders and the exam development vendor to create
certification exams that will promote f&bility of the BPS.

Resource Requirements

Personnel
Thecombinedl.18reduction in FTE®r both departmentdsthe result of resource allocations that began
in 2016 and will continue throughout 2017 to realign staff with current needs
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ContractorExpenses

Theconsulting and contractor budgédr 2018is approximately $9%K, which is $18k higherthanin 2017

A detailed breakdown of the 2017 and 2018 contractor and consulting budgets for Personnel Certification
and Training and Education is set fom Exhibit G; Contractor and Consulting Costs
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Statement of Activities and Fixed Assets Expenditures
2017 Budget & Projection, and 2018 Budget

Funding
ERO Funding
NERC Assessments

Assessment Stabilization Reserve - Penalties

Total NERC Funding

Third-Party Funding

Testing Fees

Services & Software

Workshops

Interest

Miscellaneous
Total Funding

Expenses
Personnel Expenses
Salaries
Payroll Taxes
Benefits
Retirement Costs
Total Personnel Expenses

Meeting Expenses
Meetings
Travel
Conference Calls
Total Meeting Expenses

Operating Expenses
Consultants & Contracts
Office Rent
Office Costs
Professional Services
Miscellaneous
Depreciation

Total Operating Expenses

Total Direct Expenses
Indirect Expenses
Other Non-Operating Expenses
Total Expenses (A)
Change in Assets
Fixed Assets
Depreciation
Computer & Software CapEx
Furniture & Fixtures CapEx

Equipment CapEx
Leasehold Improvements

Allocation of Fixed Assets
Inc(Dec) in Fixed Assets (B)

TOTAL BUDGET (=A+B)

FTEs

TRAINING, EDUCATION, and PERSONNEL CERTIFICATION
Variance

2017 Projection

Variance
2018 Budget

2017 2017 v 2017 Budget 2018 v 2017 Budget
Budget Projection Over(Under) Budget Over(Under)
$ 1,822,089 1,822,089 $ 0o 3 1,309,031 $ (513,058)
43,738 43,738 0 17,391 (26,346)
$ 1865827 $ 1865827 $ 0 3 1,326,422 $ (539,405)
$ - $ - $ - $ - $ -
1,921,900 1,749,315 (172,585) 1,790,000 (131,900)
175 5,897 5,722 4,060 3,884
$ 3,787,902 $ 3,621,039 $ (166,863) $ 3,120,482 $ (667,420)
$ 852,091 $ 721344 $ (130,746) $ 701,307 $ (150,783)
62,727 51,912 (10,815) 52,088 (10,638)
139,239 94,579 (44,660) 95,207 (44,032)
97,624 80,875 (16,749) 79,353 (18,272)
$ 1151681 $ 948,710 $ (202,970) _$ 927,956 $ (223,725)
$ 55,000 $ 42500 $ (12,500) $ 44250 $ (10,750)
21,139 28,000 6,861 17,000 (4,139)
11,133 34,654 23,521 - (11,133)
$ 87,272 $ 105154 $ 17,882 $ 61,250 $ (26,022)
$ 580,600 $ 796,624 $ 216,024 $ 598,900 $ 18,300
100,323 99,060 (1,263) 117,969 17,646
500 100 (400) 500 -
1,919 1,919 - 1,439 (480)
$ 683342 $ 897,703 $ 214,361 $ 718,808 $ 35,465
$ 1922295 $ 1951567 $ 29,272 $ 1,708,013 3% (214,282)
$ 1,717,923 $ 1593677 $ (124,246) $ 1,314,398 $ (403,525)
$ - $ - $ - $ - $ -
$ 3,640,218 $ 3545244 $ (94,974) $ 3,022,411 $ (617,807)
$ 147684 $ 75,795 $ (71,889) $ 98,071  $ (49,614)
$ (1,919) $ (1,919) $ - $ (1,439) $ 480
119,202 (1,517) (120,719) 22,052 (97,150)
$ 117,283 $ (3,436) $ (120,719) $ 20,613  $ (96,670)
$ 3,757,501 $ 3,541,807 $ (215,693) $ 3,043,024 % (714,477)
7.05 6.36 (0.69) 5.88 (1.18)
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Administrative Services

Administrative Services
(in whole dollars)

Direct Expenses and Fixed Assets FTEs
Increase Increase
2017 Budget 2018 Budget (Decrease) 2017 Budget 2018 Budget (Decrease)

General and Administrative| $ 10,205,977| $ 10,096,147| $ (109,829 16.92 15.98 (0.94
Legal and Regulatory 3,292,379 2,914,377 (378,002 11.28 10.34 (0.94
Information Technology 12,480,846 11,266,626 (1,214,220 23.27 22.33 (0.94
Human Resources 1,608,583 1,704,459 95,876 2.82 2.82 -
Finance and Accounting 3,827,050 4,008,326 181,276 15.04 15.98 0.94
Total Administrative Servicep$ 31,414,834 $ 29,989,934| $ (1,424,899 69.33 67.45 (1.88

Program Scope and Functional Description

bow/ Qa ! RYAYAAUNrAGS { SNBAOSa | NBIF AyOf dzRSa
the organization, icluding (1) technical committees and member fory(@ General and Administrative,
which includes Board fees and expenses, @0 chief reliability officer (CRO) and support staff,
communications, external affairs and governmta relations, and officeent, (3) Legal and Regulatory,
(4) Information Technology, (5) Human Resour¢@sFinance and Accountingnd (7) other general
administrative expenses necessary to support program area activities. These functions are necessary to

the existenceandfuicA 2y Ay3 2F GKS 2NAIFYAT FGA2Y | YR &dzLJLJ2 NI
activities. The costs of the Administrative Servitggctions are allocated to thstatutory programs as

indirect expenses. The resource requirements and comparative budémmation for each of these
functionsare described below.

iKS

CSOKYAOFE /2YYAUGSSa yR aSYOSNEQ C2NHzY t NEINF Y
While NERC management and staff will continue to interact withand support numerous re lisghiey

forums (e.g., theNATF and NAGE) b 92048 ddget does not contain specific funding for any forum
activities.

General and Administrative

Background and Scope

The Generadnd Administrative area is responsible for the administration and general management of

the organization. Expenses allocdia this area include office rent, as well@rsonnel and related costs

2F GKS /9hx GKS /whX GKS / 9h estensl BfbiGatmigov@Bmenta & A & i |
relationsstaff, andBoard costsThe0.94reductionin FTEss the result of reource allocations that began

in 2016 and will continue throughout 2017 to realign staff with current needs

The following table details the Board costs included in the total costs oBdreeral and Administrative
area:
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Variance

Budget Budget 2018 Budget
Board of Trustee Expenses 2017 2018 v 2017 Budget Variance %

Meeting and Travel Expenses

Quarterly Board Meetings $ 244,000 $ 185,000 $ (59,000) -24.2%
Trustee Travel 157,329 130,000 (27,329) -17.4%
Total $ 394,000 $ 315,000 $ (79,000) -20.1%

Professional Services

Independent Trustee Fees $ 1,226,000 $ 1,237,500 $ 11,500 0.9%
Trustee Search Fees 100,000 100,000 - 0.0%
Total $ 1,326,000 $ 1,337,500 $ 11,500 0.9%
Total $ 1,720,000 $ 1,652,500 $ (67,500) -3.9%

The reduction in Quarterly Bo& Meeting and Trustee Travel expenses is the resuthofe closely
aligning the2018budget with historical actuals.

Legal and Regulatory

Background and Scope

¢CKS [S3rf YR wS3dzf  G2NE RSLI NLIYSYy(iQa on2anehst 21 R A ¢
Compliance Analysi€ertificationand RegistratiofRASAReliability Risk Managemeiarpd Standarddn

addition, the Legal and Regulatory department is also responsible for providing a wide range of legal
support to the NERC management teamarjng antitrust, corporate, commercial, insurance, contract,
employment, real estate, copyright, tax, legislation, and other legal matters. The department also
addresses legal and regulatory matters that arise in connection with the delegation agre emrite

Regional Entities.

Resource Requirements

Personnel
The0.94 reductionin FTEsreais the result of resource allocations that began in 2016 and will continue
throughout 2017 to realign staff with current needs

Professional Services

Outside lawfirms and consultants supporting this area are budgeted and tracked as Professional Services.
The Professional Services budget for@2@hs $B2 lower than in 2017primarilydue to the transfer of

those budget dollars to othedepartmentsin orderto better align the responsibility associated with
certain legal cost® those departments

Information Technology

Background and Scope

bow/ Qa L¢ RSLINIYSYy(d LIy AyOfdzRSa OFLAGIE FYyR 21
and enhance apptationsthat serveregistered entitiesRegionaEntities,and NERC staffhe plan also

includes work related to ERO Enterpraga analysisas well a®ngoing NERC internal operations.

The focus of the 2@L¢ 2020 budgetis primarilyontwo programs @signedto better support consistency
and effectiveness across the ERO Enterprise in the areas of Standards, Compliance, and the associated
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assessmendf Reliability Risk. These programs are the Entity Registration program a@ebthpliance
Monitoring andEnforcement Technology PrograBothprograms are expected to continue from 2017
through to 2020.The Entity Registration application will consolidate core registration functions currently
distributed across three applications into a single registratioplecation.In similar fashion, the three
applications used across NERC and the Regional Eftitiexsforcement processingill be replaced by a
single common applicatiothat also provides additional compliance monitoring functionalitijese
investmens will provide broad benefits across the ERO Enterprise in terms of the efficiency and
effectiveness obperations and meetingeliability goalsAdditionally, by working to provide more services

to the registered andRegional Entities in terms of tools@deystems, associated economies of scale will
result in these initial investments providing increasing value across the ERO Enterprise in the years to
come.

The 2019¢ 2020 budget year projection also includesprovements to our public facing website,
NERC.com.

The budget is broken down into four categories as follows:

1. ERO Enterprise New Functionalifytems listedin this category are those items designed to add,
enhance, or improve capabilities for registered entities, Regional Entities, and NERThs$a
includesEntity Registrationthe Compliance Monitoring and Enforcement Technology Prggram
NERC.com, and other legacy applications

2. ERO Enterprise Infrastructure & Suppayitems listed in this category are those infrastructure
and support itemsequired for applications used by registered entities, Regional Entities, and
NERC stafftems includeSecurity and applications used by the ERO Enterprise sUtiedsvents
Analysis Management System (TEAMS), the Bulk Electric System Notificationcapdok
System tool (BESnet), the Standards Balloting System (SBS), the Reliability Coordinator
Information System (RCIS)ser Management and Records (UMRjd numerous other
applications.

3. NERC New FunctionaligyThere is no new functionality targetenhtil the 2019 budget yea2018
¢ 2020 is heavily focused on improving tleggistered and Regional Entity experience.

4. NERC Infrastructure & Suppartitems listed in this category are primarily those items required
to maintain and run the internal officenfrastructure, and support NERC staff operatidiesms
include server hardware and software licenses, network equipment, data and telecommunication
circuits, and data storage, as well as office administrative applications (e.g., Microsoft Office) and
user hardware such as laptops and peripherals.

A further discussion of each iteimoutlined below.

ERO Enterprise New Functionality

As noted above, this category is primarily those applications or systems designed to improve or add
capability to registere@ntities, Regional Entities, and NERC staff. Over the past two years, IT has been
successful at deploying a number of new applications and functionality for the ERO Enterprise that have
now moved into support. In 2018 and beyond, IT will continue thanttevith a heavy focusn Entity
Registration andhe Compliance Monitoring and Enforcement Technology Program

a. Entity Registration¢ The objective of the Entity Registration program is to take the core
registration functions currently distributed acrodsrée systems- OATI webCDMS, Guidance
CITS, and Guidance CRAT&d move those functions to a single, consolidated registration
system. Doing so will allow for an expansion of current functionality, more control over the future
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of the application, andltimate reductionin costs through the lortigrm transfer of the remaining
functions provided by those three systems into a singemmonsystem.

This program will be implemented via multiple projects during the next four years. This first
projectin 2A7 will address the registration, tracking, and management of Coordinated Functional
Registrations (CFRs). Subsequent projects will address Joint Registration Organizations (JROs),
tracking Coordinated Oversight of MuRegion Registered Entities (MRREshsolidating all

existing entity registration functions into a single platform, adding validation of business
relationships and functional responsibilities, and the capability to integrate reliability and
compliance data for risk analysis purposes (sipjpoA Y3 G KS ONBIF A2y 2F |y

b. Compliance Monitoring andEnforcement Process TootdT will work closely with the Regional
Entities in 2017 and through the 20182020 budget cycle to evaluate and implement strategic
investments in toolshat replace the current three applicatiomsentioned abovewith a single,
consolidated Compliance Monitoring and Enforcemd®riocessapplication Items under
consideration at this time include how Reliability Standards data is stored and maintaine, as w
as how best to support the various parts of the compliammitoring and enforcemengrocess
(e.g., analysis of risk, development of implementation plans and audit schedules, actual
compliance monitoring, and enforcement processing).

Funding for angapital investmenten these areas will be subjectto review and approval as part

of the business plan and budget application in the year when such investments are proposed to

be made. Priorto actual start of each project, the project will be reviewsaligph the enterprise
AYF2NXYEGA2Yy GSOKy2f238 Ay@SaidyYSyd LI FyyAy3a LIN
benefits are reasonable and justify investmefbr more information on this process, seebust

Planning for NevCapital Projectbelow.

ERO Enteprise Infrastructure & Support

Thiscategoryprimarily consists of items used by registered entities, Regional Entities, and NERC Staff.
Information Technology hagorked closely with the Regional Entities to design and configure a number
of ERO Herprise applications, with a bias toward using Commeroféthe-Shelf (COTS) technology
whenever possibldnfrastructure and support for these COTS tools (such as SharePoint and the Dynamics
XRM platform), as well as custom built applications develdpede past, require ongoing investment to
maintaincontinuous operationg-or many applications and systems, thisincludes the cost of maintaining
development, quality assurance, and staging and production environments, which are required to ensure
the security and operational integrity and stability of the multiple applications supported for the ERO
Enterprise. These applications and systems are monitored, tested (including penetration and vulnerability
testing), and maintained in a manner as to ensure highest level of integrity, security, and availability

to the roughly 4,000 users across North America.

IT continues toplace emphasis on ensuring the environmestonfigured in a manner consistent with
enterprise best practices, ensuring the setyand integrity of the environment while allowing ERO
Enterprise users to obtain the information and resources required to perform various anaBsgsng

support for applications such as TEAMIBoperations Information Data Analysis SysténiAS, SIS,

the Reliability Analysis Data System (RADS), inadditionto numerous legacy ERO Enterprise products, make
up this portion of the IT budget.

NERC New Functionality
There is no new functionality planned for the NERC environmentigh@ budget yeatn 2019 funding
is projected for implementation of a separate document management application forASAE.
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NERC Infrastructure & Support

As previously noted, NERC Infrastructure & Support are those items required to maintain and support the
internal infrastructure for NERC staftems such as file servers, network equipment, storage, Microsoft
Office (Word, Excel, PowerPoint, Email, SharePoint, etc.), along with security and telecommunications
are required to ensure staff have the necessary toolstatinology to perform their daily opational
functions. Emphasis the 2018; 2020 planning cycle will continue to be placed on optimizing the amount

of effort placed on NERC infrastructure and support in order to minimize spend on internal office steady
state operations, allowing a larger portion of IT resources to focus on new ERO Enterprise functionality,
as well as ERO Enterprise infrastructure and suppbst.a result of this effort, the 2018 NERC
Infrastructure & Support is expected to be less th20il7. Examples of items included in intemal
operations are outlined below

a. Compliance Reporting and Tracking System (CRATS)s compliance database is used to track
violations, mitigation plans, and reporting required by NERC as the certified ERSOnijiieance
database has additional modules, such as the Standards, Technical Feasibility Exceptions (TFES),
and Registration module, which contains a list of all registered entities. Funding requirements
include ongoing maintenander the CRATS compliantmols.

b. Meeting Manager, ERO Membershig;entral Repository of Curtailment Events NERC
maintains a number of legacy applications. Many of the legacy applications were developed and
implemented five to ten years ago and are unable to benefit from conteaycapplication
development. Some of these applications may have to be completely rewritten, or moved to the
XRM application platform, as IT was able to do with Application Broker, NERC MyAerwlint
User Management ProgrardiMP)in 2016.Funding in 208 is required for ongoing maintenance
and enhancements until the applications can be rewritten or moved to the xRM platform or, in
some cases, potentially divested or transferred to industry support.

c. Quarterly Penetration and Vulnerability Testing All NER@tworks and Systems Expert
consulting services to provide ongoing intrusion detection and vulnerability testing of the NERC
LJzof AO 6S60aAidS YR bow/ Qa ySOg2N] = | LILX AOIGAz
ongoing operations. NERC is subjedtequent intrusion attempts where external parties try to
gain access to its systems and infrastructukay vulnerability identified is documented and
provided to NERC IT for rapid remediation.

d. NERC Security Progragb 9 w/ Q& L ¢ RS LI NibéoftechnhigNFmtiaiMd e |y dz
ensure the security of the network and infrastructure. However, in order to continually improve
security, a more holistic approach is required that implements technology improvements and
constructs an overarching securiprogram to ensure all aspects of security have been
considered, including information classification, review of retention policies, and enforcement of
security guidelinesSecurity remains an area of focus during the 22820 budget cycle.

Robust Planing for New Capital Projects

The company has adopted an enterprise information technology investment planning methodology that
ensures only projects with compelling and approved business cases are funded. The approval process uses
four approval gates:

1 A Business Unit Sponsor approval gate;
ANERC VP/CTO approval gate

An ERO Technology Leadership T€HaT)comprised of the NERC CEO and two Regional Entity
CEOs) approval gatend

1 The full EREMG (CEOs of NERC and each Regional Entities) approval gate.
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This gated process provides the required rigor and discipline to etisatenly high value enterprise IT
investments are pursued. The company will continue to use this process for t8th20agh2020budget
planning cycle.

TEAMS, RADS, and the docutmaanage ment program are three examples of applications or programs
for which investments were approved 2016 Foreach of these threproject b §plannidg process
and associated approval gatessulted inthorough review of both costs and benefa§the proposed
technologyprojectprior to moving forwaradvith the project The benefits of a given project are evaluated
within the context of six identified value domains:

1 Reducing Reliability Rigke project is expected to address one or mofadentified risks to the
reliability of the BES

1 Increasing Capabilifffhe project is expected to make possible activities or analysisateatot
currently possible given existing process, resource, or system limitations

1 Reducing Corporate Risk (the grofis expected to address one or more corporate risks, such as
reputational risk, contract riskgr litigation risk;

1 Increasing Work Qualitthe project is expected reduce the probability of errors or provide
information of better quality;

1 Increasing Bductivity (the project is expected to increase the amount of work that can be
completed within the same amount of timeand

1 Reducing Cost (the project is expected to provide a net reduction in costs related to the area(s)
being addressed by the project)

As the planning process has matured, NERC has also begun to consider potential benefits to the Regional
Entities and registered entities when considering potential IT investméfds. example Entity
Registration Project 1 addresses the submission, msiog, and updating of Coordinated Functional
Registrations (CFR#).the business case brought before the ERO TLT in March and April of 2017, NERC
included estimates of productivity gains in terms of NERC staff, Regional Entity staff, and registgred enti
staff. NERC estimated that across the ERO Enterprise, in the first year of operation:

1 23Regional EntitRegistration Full Time Equivalents (FF&8)uldeach increase productivity by
roughly30hoursper year

Another23 Regional Entity FTEs wouldtkancrease productivity by roughly 3 hours per year
3 NERGETEsvouldeach increase productivity npughly15hours peryear, and

416 Registered Entity FT&srently involved in the negotiation and submission of Gk&4d
each increase productivity npughly 6 hours per year

Benefits would increase slightly in the following years as users become more familiar with the system.
These gains representincreased productivity for those FTEs, allowing them to focus on higher level tasks
instead of managintheir submission manually via email chains and multiple telephone calls. The business
case also identified benefits in terms of Reducing Reliability RiskeasingCapability, Reducing
Corporate Risk, anlshcreasing Work Quality

34 The review, processing, and maintenance of a CFR may involve compliance staff, registratiemfstagment staff, legal

staff, etc. Rather than specifically itemizing each of these elements as fractional FTEs, for the purposes of conuenience, a
assumption wasisedthat aggregatinghese elementsnto a single FTE number per class of impactedtiestwould achieve
roughly equivalent results.

NERC 018 Busines®lan and Budget, Final| August 10 2017
81



Section Ag 2018 Business Plan and Budget Program Area and Department Detail

The same planning metlawlogy will be used during 201firough2020 for Entity Registration and the
Compliance Monitoring and Enforcement Technology Progaaplication.As the planning process
continues to develop and mature, NERC will continue to expand incorporation of e git@ffing and

budget impacts into its business case analysis, as well as identifying economies of scale, efficiency
improvements, and enhancements to reliability through IT investment.

Resource Requirements

Personnel
The 0.94 reductionn FTESs theresult of resource allocations that began in 2016 and will continue
throughout 2017 to realign staff with current needs

Contracbr Expenses

The 208 budgeted amounts are set forth iExhibit C¢ Gontractor and Consulting Costwith a
comparison to 201 budgeted amounts. Th§189 decreasen the 20B budget compared to 20Lis
primarily due to the transfer of budgeted funds from contracts and consultants to cover needs in fixed
assetq capital)additions

ITOffice Costs

The below table showsthe majcategories ofT Office Costand a short description of certain categories
follows thereafter Explanations for the major areas of increase from the 2017 Budget to the 2018 Budget
are provided in Table-Bin Section B.

Variance
Budget 2018 Budget

Office Costs AONRS v 2017 Budget Variance
Telephone $ 230,000 $ 162,100 $ (67,900) -29.5%
Telephone Answering Service 2,500 - (2,500) -100.0%
Internet 358,920 358,920 - 0.0%
Computers 25,000 - (25,000) -100.0%
Computer Supplies 98,100 98,100 - 0.0%
Maintenance and Service Agreements 1,706,088 1,606,080 (100,008) -5.9%
Software 59,000 166,950 107,950 183.0%
Subscription and Publications 108,300 126,200 17,900 16.5%
Dues 2,500 2,500 - 0.0%
Express Shipping 5,000 7,500 2,500 50.0%
Audio/Visual Lease - 494,988 494,988 100.0%
Hardware Lease - 145,348 145,348 100.0%
Total $ 2595408 $ 3,168,686 $ 573,278 22.1%
Telephone

Telephone costs arétems associated with cellular phone, mobile laptop cellular air candi Session
Internet Protocol (SIP) data circuits

Internet
Internet expene is comprised of data circuiggd redundant capability in the event of primary service
provider failure.

GComputer Supplies and Maintenancand Service Agreements
Computer supplies are expense items required for infrastructure support. Maintenance and service
agreementsarerequired to support internal and external access to routers, switches, firewalls,iortrus
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protection, file servers, audiovisual equipment, storage area networks, data backup services, network and
security monitoring, cdocation data center services, video conferencing, digital certificates, and
development and virtualization softwar8enrce agreements related to the docation data center,
offsite backup of data, conference calling, and network and security monitooimgprisea large portion

of the maintenance and service agreements budget.

Software

Tools such as Adobe Creativity Suiemote support tools, and various other IT support tools are included
under this line item. The tools are primarily used for NERC infrastructure purfgossgsport and manage
the application, server, and network environment.

Audio/Visualand Hardwareleases

These items consist of audidsual equipment, computersaptops servers, and switchebhat were
leased, in lieu of purchasingg ginning in January 20M/hereaghese items were included infixed assets
in the 2017 budget, they are included irfické supplies in the 2018 budget.

Fixed Asset (Capital) Expenses
¢CKS F2ftf26Ay3 (Fof S UINESH S dsset (bapitalpayogdconiparedothd 9 w/ Qa
2017 budget:

Variance
2018 Budget

Budget Budget v 2017
IT Capital Budget 2017 2018 Budget  Variance 9
ERO Application Development* $ 700,000 $ - $ (700,000) -100.0%
Document Management Program 335,000 - (335,000) -100.0%
Hardware (storage, servers) 891,000 705,000 (186,000) -20.9%
Other Equipment 885,000 370,000 (515,000) -58.2%
Disaster Recovery 150,000 100,000 (50,000) -33.3%
NERC Software Licenses 311,000 301,000 (10,000) -3.2%
Total $ 3,272,000 $ 1,476,000 $(1,796,000) -54.9%

* NERC's total 2018 ERO Application Development budget is $2,148,000 and includes $1,54
budgeted in the Compliance Enforcement department for the CMEP Tool and $500,000 budg
the Compliance Analysis, Organization Registration and Certification department for the Entity
Registration Tool.

As in prior years, the goal of thfexed assetgcapital)program forthe 2018;2020 planning period is to
provide access, visibility, and analysis of data frmany different sourcesThis requires ongoing
investmensin hardware, software, and associated tools. The overarching theme is to securely gather,
analyze, and matain data across the ERO Enterprise to support ERO operations. Adding the capability to
centralize and mine datain addition to foundational elements such as the Microsoft xRM application,
SharePoint 2013, and disaster recovery and enhanced setws#is he stage for vastly improved
reporting and business intelligence. It also allows the capability for collaboration and sharing of
AYTF2NYEGA2Y @GAGEHE G2 GKS 9whQa YAaairzyo

Bhow/ Qa (24l f (capitalylyudgetis B3S6IR6,0008 BdSNEludes $2,100,000 for ERO Application Development, as
discussedin the note below the table, as wel$&60k budgeted in CRI&R othercosts
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In addition to the investments describ&dthe preceding paragrapb support efficiecy and consistency
across the Enterprise, the 20Ibudget also includes the cost of, network assets, software, servers,
laptops, and other hardware to support daily operations.

Human Resources

Background and Scope o .

| dzY''y wSaz2dzNOSa Y §umahSdesourteSunctiofst inclodngstaffing benefits
administration employeerelations, performance and compensation management, and training and
development Management has implemented a robust, objective, and auditable performance
management systemot track corporate and individual performance against -pstablished goals,
objectives, and measures. Each year NERC continues to refine and improve this system.

Leadership, Management, and Professional and Administrative Staff Training and Development
As part ofthe ERO Enterpri2d 2 y 3 2 A YeRgad: Bid 2ehadin &ighly ualified talent with the
leadership and technical skills to suppidsty A & & A 2 yeXecutigsy hanagers, and professional and
support staff participate in ongoirigaining anddevelopment to improveompetencies critical to success
and succession planning for critical ralAs suchNERC wiltontinue toinvestin learning opportuties

in several areas. First, Human Resoum#isontinue to host and optimize arleaning patform, Skill Soft,
to provide staff resources for improving soft and technical skills. Secamdahll Resourcesill provide
broad-basedstaff development training though realorld access via tours of and training on control
centers, electric substationand power generation plants. Finally, stafill have access to additional
education, including but not limited to degreaiented university education, pursuit of specialized
certifications, and other ifhouse and external training that provides essent@npetenciesand skills
development that will lead to improvedrganizationperformance.

Compensation Strategy

NERC relies on data and advisory from multiple perspectives to hire and retain the necessary technical
and other staff to supportthe goalsBn 20 2SO0 A @S a Ay (K Snder2hindindae Q& & 41
of the Corporate Governance and Human Resources Committee (CGHRC), the company performs periodic
market compensation studiesto benchmark the pay practices of similar organizations anarevegh

NERC hires. To ensure that NERC is able to attract thejhabtied staff to meet our mission, the CGHRC
recommended a compensation philosophy of paying between tiedb@l 73" percentiles, which has
historically enabled the company to hire@opriate skills at prevailing market rates. Management will
continue to closely monitor market conditions through periodic compensation studies and neeapay

trends of our candidate pool and expect that our pay philosophy will sustain the abilityet@balified

talent consistent with appropriate market levels.

Compensation Consulting

Gonsultants are periodically retaineth examineappropriate compensation based @urrent market
data. Thissnsuresthat decisions affecting compensation are mad&ght of the current market climate
and that qualified employees are attracted and retained within a defined total remuneration ratRC
also periodicallyetainscompensation subject matter experts to perform periodic assessments of the
Boardcompens#éion model to ensure alignment with market practices.

Surveys

NERC periodicalhgtainsa vendor to conduct Board ancbmmittee effectiveness surveys to identify
improvement opportunitiesHuman Resourcesill also launch additional surveys as appropgjdiased
on business needs, which may include periodic internal climate surveys.
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Succession Planning

Minimizing disruption of knowledgskillande&e LISNA Sy OS 2F 1Sé adGlFF A& ONAI
Human Resouroa&orks with senior managemendtidentify essential roles and develop strategies to build
succession and contingency plans for any loss of staff.

Human ResourceBroducts and Services Automation

Human Resourcwill continue to operate, maintain, and investigate investment in additiehattronic
platforms forHuman Resourcaupport servicethat reduce administrative burden and improve employee
access to tools and information

Resource Requirements

Personnel
There is no change RTEs$n 2018 compared to 2017.

Contractor Expenses

Gontractor and consultant expenses are set forth in additional detaibhibit C¢ Contractor and
Consulting CostsThe increase over 2@lis primarily due to increased investments for additional
leadership and staff trainings well as funding fdhe bi-annualcompensation study

Miscellaneous Expenses
Miscellaneous expensesclude community responsibility and employee engagemdm, yearend
employee appreciation evenand employee rewards and recognition.

Finance and Accounting

Backgroundand S cope . . ] o o R
bow/ Qa CAYlIYyOS |yR ! 0O02dzyuAy3 RSLI NUYSYU YIyl3Sa
employee payroll, 401jk 457(b) and 457(f) plans, travel and expense reporting, monthly financial

reporting, sales and use tax, meeting and events pilagand services, insurance, internal auditing, and

facilities management. This area also holds primary responsibility for the development of the annual
odzaAySaa LIy FyR 0dzZRISGZ a ¢Stf +a bow/ Qa 9wh N
bow/ Qa CAYlIYyOS IyR ! 002dzyGAy3 RSLINIYSYd AYLX SYS
governing dayto-day practices including contract and personnel procurements, megtoumnference

planning and travel, expense reimbursement, and baclcef§iystems and procedures. The department

will continue to refine, improve andvhere necessarymplement additional procedures and controls.

Resource Requirements

Personnel
The 0.94 reductionin FTESs the result of resource allocations that began L& and will continue
throughout 2017 to realign staff with current needs

Contractor Expenses

Cutside contractor and consulting suppobtudgeted at $427k, represenésdecreaseompared to the
2017 budget. These costs are primarily for outside profesaisupport for auditors to support various
risk management and internal contrahd audit intiatives, as well as to provide finance and accounting
support.
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Statement of Activities and Fixed Assets Expenditures
2017 Budget & Projection, and 2018 Budget

ADMINISTRATIVE SERVICES

Variance Variance
2017 Projection 2018 Budget
2017 2017 v 2017 Budget 2018 v 2017 Budget
Budget Projection Over(Under) Budget Over(Under)
Funding
ERO Funding
NERC Assessments $ 519,083 $ 519,083 $ o $ (231,393) $ (750,476)
Assessment Stabilization Reserve - Penalties - - - - -
Total NERC Funding $ 519,083 $ 519,083 $ 0 $ (231,393) $ (750,476)
Third-Party Funding $ - $ - $ - $ - $ -
Testing Fees - - - - -
Services & Software - - - - -
Workshops - - - - -
Interest - - - - -
Miscellaneous - - - - -
Total Funding $ 519,083 $ 519,083 $ 0 $ (231,393) $ (750,476)
Expenses
Personnel Expenses
Salaries $11,858,590 $ 11,649,901 $ (208,688) $ 11,625482 $ (233,108)
Payroll Taxes 669,299 647,536 (21,763) 651,076 (18,223)
Benefits 1,333,443 1,430,816 97,373 1,443,502 110,059
Retirement Costs 1,073,642 993,093 (80,549) 1,010,928 (62,714)
Total Personnel Expenses $ 14,934,974 $ 14,721,347 $ (213,627) $ 14,730,988 _$ (203,986)
Meeting Expenses
Meetings $ 350,000 $ 350,000 $ o $ 375,500 $ 25,500
Travel 653,945 702,728 48,783 570,000 (83,945)
Conference Calls 19,307 47,249 27,943 119,600 100,294
Total Meeting Expenses $ 1,023251 $ 1,099,977 $ 76,726 $ 1,065,100 $ 41,849
Operating Expenses
Consultants & Contracts $ 3,359,787 $ 3,472587 $ 112,800 $ 3,290,966 $ (68,821)
Office Rent 3,117,009 3,124,992 7,983 3,091,804 (25,205)
Office Costs 3,275,952 3,658,559 382,607 3,874,198 598,246
Professional Services 2,293,135 2,246,470 (46,665) 2,287,500 (5,635)
Miscellaneous 32,000 48,463 16,463 34,500 2,500
Depreciation 1,233,650 1,789,158 555,508 981,159 (252,491)
Total Operating Expenses $ 13,311,534 $ 14,340,230 $ 1,028,696 $ 13,560,127 $ 248,594
Total Direct Expenses $ 29,269,759 $ 30,161,554 $ 891,795 $ 29,356,216 _$ 86,457
Indirect Expenses $(29,376,484) $(30,277,351) $ (900,867) $ (29,495,094) $ (118,610)
Other Non-Operating Expenses $ 106,725 $ 115,797 $ 9,072 $ 138,878 $ 32,153
Total Expenses (A) $ - $ 0 $ o $ 0o 3 0
Change in Assets $ 519,083 $ 519,083 $ 0 $ (231,393) $ (750,476)
Fixed Assets
Depreciation $ (1,233,650) $ (1,789,158) $ (555,508) $ (981,159) $ 252,491
Computer & Software CapEx 1,472,000 592,033 (879,967) 301,000 (1,171,000
Furniture & Fixtures CapEx - - - - -
Equipment CapEx 1,800,000 1,168,295 (631,705) 1,175,000 (625,000)
Leasehold Improvements - - - - -
Allocation of Fixed Assets (2,038,350) 28,830 2,067,180 (494,841) 1,543,509
Inc(Dec) in Fixed Assets (B) $ - $ 0 $ - $ 0 $ 0
TOTAL BUDGET (=A+B) $ - $ o) $ o $ 0o 3 0
FTEs 69.33 68.41 (0.92) 67.45 (1.88)
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Breakdown by Statement of Activity Sections

The following detailed schedules support the consolidated Statement of Activities. All significant variances
were described by program area in the preceding pages.

Table B -1 i Operating Reserve and Assessment Analysis

Operating Reserve and Assessment Analysis

Statutory
System
Future Operating Operator Assessment
Total Obligation  Contingency  Certification CRISP Stabilization
Reserves Reservé Reserve Reserve Reserve Reserve

Beginning Operating Reserves Balance - 1/1/2017$ 8,782,011 $ 2,875,467 $ 2,307,531 $ 828,013 $ 500,000 $2,271,000

Generation or (Use) from 2017 Operations

From 2017 budgeted operations $ 79,336 $ - $ 284,507 $ (205,171) $ - $ -
From 2017 approved addition/(use) of reserves (1,363) 84,623 (85,986) - - -
Proceeds from financing activities (non-current portion onf"y) 966,667 - 966,667 - - -
Debt service® (719,522) - (719,522) - - -
Other adjustments to reserved _ (1,128,397) (727,165) 198,768 - - (600,000)

Projected Operating Reserves - 12/31/17_$ 7,978,733 $ 2,232,925 $ 2,951,965 $ 622,842 $ 500,000 $1,671,000

Required Working Capital and Operating Reserves - 12/31/18% 7,475,734 $ 1,752,468 $ 2,951,965 $ 700,300 $ 500,000 $1,571,000

Adjustment in funding to achieve required reserve balance (402,999) (480,457) - 77,458 - -
Penalty sanctions received 7/1/2016 - 6/30/2017 (See Table B-2) 500,000 - - - - 500,000
Less: Assessment Stabilization Reserve Release - Penalties (600,000) - - - - (600,000)
Total Adjustments to Reserves _$ (502,999) $  (480,457) $ - $ 77,458 $ - $ (100,000)

Assessment Reconciliation
2018 Expenses and Capital Expenditures$73,135,156
Less: Assessment Stabilization Reserve Release - Penalties (600,000)
Adjustment in funding to achieve required reserve balance 77,458
Less: Other Funding Sources (9,444,253)
Less: Proceeds from financing activities (non-current only) (1,432,000)
Plus: Debt service 1,200,607

2018 NERC Assessment $62,936,968

As further explained in the discussion of the Working Capital Reserve amount in Exhibit E, the Future Obligations Reserve offsets future, non-current liabilitit
calculation of Working Capital and Operating Reserve balances per 2016 audited financials and as projected for 2017 and 2018 is included with the Statemen
Financial Position that follow iSection D - Supplemental Financial Statements.

Proceeds from financing activities amount is equal to two-thirds of the amount financed or to be financed in the year. See Exhibit D.
Debt Service amount is equal to Annual Payments for Debt Service less Interest Expense. See Exhibit D.

“Represents transactions recorded only on the Statement of Financial Position (balance sheet) and do not impact the Statement of Activities (income stateme
including recording of capitalized leases, amortization of future obligations, and funding the 457f plan.
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Table B -2 7 Penalties

Penalty Sa nctions

TheNERC Poliay Accounting, Financial Statement and Budgetary Treatment of Penalties Imposed and
Received for Violations of Reliability Standasiwell as Section 1107.2 of tROR specify thaPenalty
monies received by NERC during tharidhths ended June 30 are to be used in the subsequent budget
year to offset assessmenis 2015, he NERC Board approved an updated Working Capital and Operating
Reserves Policy thatas approved by FER This updatedoolicy allows NERC, wiBoard andFERC
approval pursuant to Section 1107.4 of tfROR to placePenalty funds into a new Assessment
Stabilization Reserve for use in future years to offset assessntemtthe 208 budget,NERC proposes
subject to Commission approvab, deposit$500,000 ofPenalty funds receiveduring the 12 months
endedJune 30, 201 into the Assessment Stabilization Reserve, resulting in a balar® 1f1,0000n
January 1, 2@ NERGQurther proposes tha$600,0000f those funds be used to offset assessmentke

2018 budgetand that the balancéield in the Assessment Stabilization Reselpeeusedfor future
assessment offsets.

AllPenalties receiveduring the 12 month period endetune 30, 204 are detailed below, including the
amount and date received.

Allocation Met  hod

Penalty sanctiogreleased from the Asset Stabilization Resetrveffset 20B assessmenthave been
allocated to the following statutory programs to reduce assessmeb)tReliability Standards?)
Compliance Assuranc®,CompliancénalysisOrganiation Registration and Certificatiof) Compliance
Enforcement5) RASAG) Situation Awareness?) Event Analysis8) Performance Analysis) BISAC
(including CRISRNd10) Trainingand Education Penalty sanctions are allocated based on the number
of FTEs in therogram divided by the aggregate total FTEs inghegrams receiving the allocation.

Penalty Sanctions Date Received Amount Received

Penalties received between 7/1/2016 and 6/30/2017

May-17 $ 500,000

$ 500,000

Penalties received prior to 6/30/2016, held in the assessment stabilization reserve $ 1,671,000

Total penalties available on 1/1/2018 to offset assessments $ 2,171,000
Adjustments

Total penalties released to offset assessments in the 2018 Budget $ (600,000)

Total penalties held in Assessment Stabilization Reserve 12/31/2018 $ 1,571,000
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Table B -3 7 Outside Funding

Variance

Outside Funding Breakdown By Program 2018 Budget
(Excludes Penalty Sanction) v 2017 Budget

Reliability Standards

Workshops $ 105,000 $ 50,000 $ (55,000)
Interest Income Allocation 427 10,717 10,291
Total $ 105,427 $ 60,717 $ (44,709)

Compliance Analysis, Registration and Certification
Interest Income Allocation $ 187 $ 6,495 $ 6,308
Total $ 187 $ 6,495 $ 6,308

Compliance Assurance
Interest Income Allocation $ 386 $ 13,316 $ 12,930
Total $ 386 $ 13,316 $ 12,930

Compliance Enforcement
Interest Income Allocation $ 327 $ 8,444 $ 8,117
Total $ 327 $ 8,444 $ 8,117

Reliability Assessment and System Analysis

Services and Software $ 50,000 $ - $ (50,000)
Workshops 15,000 25,000 10,000
Interest Income Allocation 351 9,743 9,392
Total $ 65,351 $ 34,743 $ (30,608)
Performance Analysis

Services and Software $ - $ 50,000 $ 50,000
Interest Income Allocation 234 6,495 6,261
Total $ 234 $ 56,495 $ 56,261
Training, Education, and Personnel Certification

Testing Fees $ 671,900 $ 540,000 $ (131,900)
Certificate Renewals 650,000 650,000 -
Continuing Education Fees 600,000 600,000 -
Interest Income Allocation 175 4,060 3,884
Total $ 1,922,075 $ 1,794,060 $ (128,016)
Event Analysis

Workshops $ 40,000 $ 40,000 $ (0)
Interest Income Allocation 281 7,794 7,514
Total $ 40,281 $ 47,794 $ 7,514
Situation Awareness

Interest Income Allocation $ 140 $ 3,897 $ 3,757
Total $ 140 $ 3,897 $ 3,757
E-ISAC

Third Party Funding (CRISP) $ 6,990,447 $ 7,324,253 $ 333,806
Workshops 70,000 70,000 0)
Interest Income Allocation 491 24,038 23,546
Total $ 7,060,938 $ 7,418,290 $ 357,352
Grand Total $ 9,195,347 $ 9,444,253 $ 248,906
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1 Workshopg; The$45kdecrease is due to one less Reliability Standards workshop being held in
2018, whichis partiallgffset by an increase iRASAnodelingworkshop feeshat arebased on
2016actuals

1 InterestIncoméllocationc The$9 increases the result of higher anticipated interest rates
in 2018

1 Services and Softwargrhe netchange is $6ince $50k foP&GARsoftware was incorrectly
budgeted in RASA 2017and is beingeclasseda Performance Analysis in 2018.

1 Testing FeesThe $132k decrease is due to a reduction in the numbers of tests to be takenin
2018

1 Third Party Funding (CRI&Fne$334k increaseis due to the increase in NERC costs, which are
funded equally by participants in CRISP and through assessments.

Table B -4 7 Personnel

Variance
Budget 2018 Budget
Personnel 2018 v 2017 Budget Variance %
Salaries $ 30,073,438 $ 31,791,098 $ 1,717,659 5.7%
Payroll Taxes 1,847,130 1,949,557 102,426 5.5%
Benefits 3,643,806 3,988,886 345,080 9.5%
Retirement 3,076,956 3,239,565 162,608 5.3%
Total $ 38641331 $ 40,969,105 $ 2,327,774 6.02%
FTEs 189.88 199.28 9.40 5.0%

Cost per FTE

Salaries $ 158,381 $ 159,530 $ 1,149 0.7%
Payroll Taxes 9,728 9,783 55 0.6%
Benefits 19,190 20,016 826 4.3%
Retirement 16,205 16,256 52 0.3%
Total $ 203,504 $ 205,586 $ 2,082 1.02%

Below is some additional information on the components of personnel expense:

i Salaries Total Salaries expensed¢omprised of base salaries, incentive compensation, defemed
compensation, employment agency fe@sd temporary office expensefhe 208 budget for
base salaries assumas3% increase over actual Z0base salarieand is inclusive of market
adjustmens and promotionsThe 208 budget for incentive compensation is based on historical
actuals andis comparable to prior yearsThe 208 budgets for deferred compensation,
employment agency feesnd temporary office expenses are generally consistent wittr.20

i Benefits are budgeted to increa8% based on a 5% increase in health and dental premiums,
as well as an increase in training expenses to supgiaff development

1 ¢KSNBE KIFI @S 06SSy y2 OKIFy3aSa G2 bow/ Qa NBGANBYS
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Table B -5 17 Meetings

Variance
Budget Budget 2018 Budget
Meetings 2017 2018 v 2017 Budget Variance %
Meetings $ 1071500 $ 1,071,500 $ 0) 0.0%
Travel 2,203,786 2,204,000 214 0.0%
Conference Calls 97,600 119,600 22,000 22.5%
Total $ 3372886 $ 3,395100 $ 22,214 0.7%

1 The$22kincrease in Conference Calls reflects an adjustment for WebEx expenses based on
historicalusage

Table B -6 i Consultants and Contracts

NOTE: This table has been repladgdExhibit G; Contractor and Consulting Costs

Table B-7 17 Rent

Variance
Budget Budget 2018 Budget
Office Rent 2017 2018 v 2017 Budget Variance %
Office Rent $ 2,838,144 $ 2,819,554 $ (18,590) -0.7%
Maintenance 278,866 272,250 (6,616) -2.4%
Total $ 3,117,009 $ 3,091,804 $ (25,205) -0.8%
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Table B-8 i Office Costs

Variance
Budget Budget 2018 Budget
Office Costs 2017 2018 v 2017 Budget Variance %
Telephone $ 539,737 $ 422,387 $ (117,350) -21.7%
Telephone Answering Service 2,500 2,750 250 10.0%
Internet 383,366 383,966 600 0.2%
Office Supplies 194,000 190,750 (3,250) -1.7%
Computer Supplies & Maintenance - - - 0.0%
Computers 25,000 - (25,000) -100.0%
Computer Supplies 101,400 106,100 4,700 4.6%
Maintenance and Service Agreements 2,426,139 2,102,966 (323,173) -13.3%
Software 122,500 851,976 729,476 595.5%
Network Supplies - - - 0.0%
Subscription and Publications 180,460 194,970 14,510 8.0%
Dues 49,316 66,911 17,595 35.7%
Postage 16,221 15,540 (681) -4.2%
Express Shipping 28,216 26,992 (1,224) -4.3%
Copying 110,123 115,842 5,719 5.2%
Audio/Visual Lease - 494,988 494,088 100.0%
Hardware Lease - 145,348 145,348 100.0%
Reports 362 - (362) -100.0%
Stationary/Forms 2,500 - (2,500) -100.0%
Equipment Repair/Service Contracts 75,000 132,497 57,497 76.7%
Bank Charges 25,000 25,000 (0) 0.0%
Merchant Card Fees 77,500 86,100 8,600 11.1%
Total $ 4,359,340 $ 5,365,084 $ 1,005,744 23.1%

1 Telephoneg The 41% decreases due toa change in our lorgistance provider.

1 Computers; The $25k decreass due to the decision to lease desktop computers in lieu of
purchasing them in 2018.

1 Maintenance and Service AgreememtsThe 823X decrease is primarily the result of the
following:

>\

$100k decrease in Compliandssurancealue the elimination of araudit tool;

A $100k decreasin FinanceandAccounting department due to the reclass of its budgeting and
financial reporting sdfvare fromthis account tothe Software account; and

A $10k decreasen Information Technology department due to the reclassafous tools to
other accounts

1 Software¢ The ¥§2% increase is largely the resulttbfe following:

A $108k combined increaseff new analytic data software fothe RASAdepartmentand
budgeting and financial reporting software for ti@nance and Accountirmg partment that
were bothreclassed fronthe Maintenance and Service Agreement accdorthis account
and

A $500k for new teehnology toolgelated to the HHSAC strategy.
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A $110k increase in Information Technology departmentdue to the reclass of varioustools from
other accounts.

Subscriptions an@ublications; The #5k increase is due thigher fees for a research and
advisorysubscriptionin the Information Technology department

Dues; The $17k increase primarily results fromeaxsnmembership in an organization that allows
NERC to partner with other entities in addressing strategic issues facing the electric industry.

Audio/Veual Leasg The $495kincreaseis the result ofthe reclass of costs related to the
audio/visual equipment to this accoufom fixed assets.

HardwareLease; The 345 increase is due tboth the reclass o€ertainhardwarecosts from
otheraccounts to his account due to the decision to leas&tain hardwaren lieu of purchasing
itin 2018 as well as the anticipated lease costs related to purchases that will be made in 2018

Equipment Repair/Service Contract857k ncrease due to building securitmd HVAC needs in
2018.

Table B -9 1 Professional Services

Variance
Budget Budget 2018 Budget

Professional Services 2017 AONRS] v 2017 Budget Variance %
Independent Trustee Fees $ 1,226,000 $ 1,237,500 $ 11,500 0.9%
Trustee Search Fees 100,000 100,000 - 0.0%
Outside Legal 515,000 595,500 80,500 15.6%
Lobbying 60,000 72,000 12,000 20.0%
Accounting and Auditing Fees 159,135 128,000 (31,135) -19.6%
Insurance Commercial 230,000 231,000 1,000 0.4%
Outside Services 178,000 173,500 (4,500) -2.5%
Total $ 2,468,135 $ 2,537,500 $ 69,365 2.8%

1 Outside Legalincrease primarily due to the addition of $75k fegal costs related to the-ESAC
strategy.

1 Lobbyingg higherdue to an increase in the retainer of the firm that NERC LBls expense is
LINAYI NAf e NBflFITUSR U2 bow/ Qa YZ2YAUZ2NAYy3I 27T
information requests related to these activities.

1 Accounting and Auditing Feeslecreased based on historical actual information
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Table B -10 7 Miscellaneous

Variance
Budget Budget 2018 Budget
Miscellaneous Expenses 2017 2018 v 2017 Budget Variance %
Miscellaneous Expense $ 6,500 $ 7,000 $ 500 7.7%
Employee Rewards and Recognition* 25,500 28,000 2,500 9.8%
Community Responsibility & Employee Engagement 5,000 4,500 (500) -10.0%
Total $ 37,000 $ 39,500 $ 2,500 6.8%

* Includes costs associated with the year-end employee recognition event

Table B-11 i Other Non -Operating Expenses

Variance
Budget Budget 2018 Budget
Other Non-Operating Expenses 2017 2018 v 2017 Budget Variance %
Property Tax Expense $ 50,000 $ 50,000 $ - 0.0%
Interest Expense 56,725 88,878 32,153 56.7%
Total $ 106,725 $ 138,878 % 32,153 30.1%

Budgeted interest expense is calculated based on expected draws on the capital financifglieamo
Exhibit D¢ Capital Financingn pagel142 for more detaled information related to debt repayment and
the interest expense calculation.

Table B -12 i Fixed Assets

Variance
Budget Budget 2018 Budget
Fixed Assets 2017 2018 v 2017 Budget Variance %
Depreciation $ (1,691,457)% (1,594,299) $ 97,158 5.7%
Computer & Software CapEx 2,572,000 2,549,000 (23,000) -0.9%
Furniture & Fixtures CapEx - - - 0.0%
Equipment CapEx 1,800,000 1,175,000 (625,000) -34.7%
Leasehold Improvements - 150,000 150,000 100.0%
Total $ 2,680543 $ 2,279,701 $ (400,842) -15.0%

As discussed ithe Executive Summaon pagel5 and inthe Information Technologgectionof Section
Abeginningonpage77, expenditures for fixed assets, excluding the reversal of Depreciation expense, are
budgeted to be 89& lowerin 2018compared t02017. This decrease is primarily the result of leasing
audio visual and certain computer equipmergsulting in a reduction of Fixed Assets and an increase in
Office Costs in the 2018 budgédihere is also $150,00ihcluded inthe 2018 budget for leasehold
improvements related to the lonterm EISAC strategy.
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Table B-13 7 2019-2020 Projections
NOTERefer to the Executive Summasgction onpage22
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Section C T Non -Statutory Activity

NERC has no nestatutory activities.
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Section D T Supplemental Financial Statements

NORTH AMERICAN ELECTRIC RELIABILITY COPORATION
STATEMENT OF FINANCIAL POSITION

12/31/2016 12/31/2017
Per Audit Projection
ASSETS
Cash $54,523,918 $54,561,722 $55,657,561
Trade Accounts receivable 3,784,075 3,784,075 3,784,075
Prepaid expenses and other current assets 2,046,006 2,046,006 2,046,006
Security deposit 125,585 125,585 125,585
Plan Assets - 457b 1,109,883 1,459,883 1,809,883
Plan Assets - 457f 473,741 673,741 873,741
Property and equipment 10,791,214 11,599,127 12,873,127
Total Assets $72,854,421 $74,250,138 $77,169,977
LIABILITIES AND NET ASSETS
Liabilities
Current Portion
Accounts payable and accrued expenses (incl, vacation accrual) $4,288,119 $4,288,119 $4,459,078
Accrued Incentive Comp 4,979,436 5,021,322 5,302,006
Deferred rent-current 396,121 480,457 566,808
Deferred compensation-current - - -
Capital lease obligations - current 74,212 74,212 74,212
Accrued retirement liabilities 1,903,342 1,903,342 1,828,837
Debt Service - Current Portion 1,238,940 1,200,607 1,594,021
Deferred income 12,301,736 12,301,736 12,301,736
Deferred revenue - penalties - - -
Deferred revenue - CRISP 2,418,927 2,418,927 2,418,927
Regional assessments 23,471,153 23,471,153 23,471,153
Total Current Portion $51,071,987 $51,159,876 $52,016,778
Long-Term Portion
Deferred compensatioh $1,527,436 $2,077,436 $2,627,436
Capital Project Financing - non-current 625,433 1,361,354 1,915,333
Deferred rent - non-current 3,015,784 2,535,327 1,968,519
CRISP Insurance Reserve 500,000 500,000 500,000
Deferred Revenue - Assessment Stabilization Reserve - - -
Capital lease obligations - non-current 77,541 77,541 77,541
Total Non-Current Portion $5,746,195 $6,551,659 $7,088,830
Total Liabilities $56,818,183 $57,711,535 $59,105,609
Net Assets - unrestricted $13,265,238 $14,367,603 $16,493,368
Net Assets - restricted $2,771,000 $2,171,000 $1,571,000
Total Liabilities and Net Assets $72,854,421 $74,250,138 $77,169,977

Yncludes 457b liability, life insurance for former executive, and retiree medical
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Exhibit A T Shared Assumptions and Key Focus Areas

Shared Business Plan and Budget
Assumptions 2018 -2020
Key Focus Areas for 2018

NERC and the eight RegioBatities (together the ERO Enterpriae® committedto a common operating

model that describesthe characteristics of a higéfficient andeffectiveElectric Reliability Organization

(ERO) Enterprise. This operating model includes action items to address coordinated strategic and
business planing, as well as performance monitoring processes across the enterprise. These processes
NBYFAY ONIYyAaLINBYy(Gs gAGK NBadzZ Ga NBLR2NISR 2y ||
Human Resources Committee aiié NERC Board of Trustees (Board) ippsut of the ER@nterprise

corporate oversight function.

At its November 2016 meeting, the Board approved #04 72020 ERO Enterprise Strategic Plaith

goals, objectives, and deliverables for the 2Z8A@0 planning period-he strategic planlays ofive goals

that the ERO Enterprise will focus on over the next three yddmgse goals includdl) riskresponsive
ReliabilitySandards, (2) objective and riskformed compliancenonitoring and enforcement, as well as
organization certification and reggration, (3) identification and mitigation of significant reliabilitgks

(4) identification and assessment of emergirgiability risks, and (5) effective and efficient ERO
Enterprise operations. The plan also identifies a number of associatedlwatirig activities to achieve

the goals of the ERO Enterprise. There are sésgenoverarching performance metrics to assess the
overall effectiveness of the ERO Enterprise in addressing risk to the Bulk Electric System (BES) and
improving BES reliabilitg 2017.These metrics concentrate on (1) experiencing fewer, less severe events,

(2) allowing no gaps in Reliability Standards and compliance monitoring, (3) foreseeing resource
deficiencies, (4) preventing unauthorized physical or cyber security atastisrupts BE&cilities (5)

reducing reliability risk from noncompliance, (6) decreasing risksin targeted areas, and (7) managing NERC
operations in an efficient and effective manner.

The following set of common assumptions has been developeduidegERO Enterprise resource
projections for the 201&2020 period Specifically, it supports the strategies heading into 2@h8l
establishes common assumptions, goals, and objectives as the ERO Enterprise begins the 2018 Business
Plan andBudget (BP&B)ycle. Additionally, it outlines how these goals and objectives set the stage for
periods beyond 2018, all in supportaéhievinghe goals and objectives set forth in the Strategic Plan.

Immediately bllowing each list of assumptions for the respectpregram areas is guidance for the

Regional Entities in drafting each of their 2018 BP&B narratNERC will describe these key focus areas

in the text of its BP&B and expects each Regional Entity to do the same for the applicable delegated
functions.Thegoal is to ensure that NERC and the Regional Entity BP&Bs reflect the collaboration within

the ERO Enterprise regarding significant operations and key activdtdeltionally, the text of the

wSIA2y L 9yGAGASAQ .tg.a |IbdtbuahdduppPdtidionggingselegaid NB F f ¢
functions andactivities.

The relevant ERBExecutive Management Group (ERRQG working groups are encouraged to discuss
the common assumptions and kicus areas to address impacts to their area of operatithe Regional

1ERO Enterprise Operating Model

2ERO Enterprise Strategic Plan and Metrics 220020

3NERC recognizes there are oftenuniquedath G KIF G RNA ZS RATFTFSNByYO
resource needs and budgdtegional Entitgpecificassumpiy 8 +F NB adGF §SR Ay

Ay SIOK Sydaride
- OK wS3A2yLt 9y

w ?
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Exhibit A¢ Shared Assumptions and Key Focus Area

Entity operating leads and corresponding NERC staff have collaborated on the content included herein.
The results of this collaboration guide the initial drafting of the NERC and Regional Entity BP&B
R2O0dzySyGaz &iaNBI Y feiniid draft9ofthe®RagiohabEdtity BB&BL ahd mikgate the
need for material changes prior to (or after) posting of the draft BP&Bs.

Similar to prior planning cycles, the specific resource needs and budgets of NERC and the Regional Entities
willbelddzo f A Of @ LI2&AGSR FYR YIRS I @FrAftlFL6tS 2y bow/ Qa
approves its BP&B after an extensive review process that includes consideration of stakeholdém input.
addition, the BP&Bs of NERC and each Regional Entity k@& @SR Ay 2LISy aSaairzy
YR ! dzRAG /2YYAGGSS FYR .2FNR & LINI 2F GKS Iyyd
BP&Bs will be primarily focused on ensuring alignment of activities with the Strategic Plan and adequacy

of resaurces to support performance of delegated functions and key effor)18 BP&B schedulas

been developed to identify important meeting dates, review periods, posting dates, etc. associated with

the development and completion of the NERC and RegiondalBP&Bs.

Theassumptions noted below witbntinue to be refined based on comments received from stakeholders

and the ongoing work conducted by NERC and Regional Entity leadership regarding specific goals,
objectives, and supporting activities over thnning period.

LEGAL AND OPERATING FRAMEWORK

NERC and the Regional Entities will continue to wader the existing regulatory framework goveming

the establishment and enforcement d®liability Sandards for the BES established by applicable
govenmental authorities in thdJ.S., provincial regulatory and/or governmental authorities in Canada,

and portions of Mexico, as well as the authorizations contained in the Federal Energy Regulatory

/| 2YYAAaA2yQa o6C9w/ 0 hNRSNJ | biiaPirdpkiof gears, thevibllowing G K S
responsibilities will continue:

1 NERC enhancement of Regional Entity oversight for performance of their delegated functions.

1 NERC and Regional Entity development of goals, measures, and reports to assess and evaluate
0KS wS3IA2y It 9YyUGAGASAQ LISNF2NXI YOS 2F GKSAN w!
of Proceduré (ROP), the Compliance Monitoring and Enforcement Program (CMEP), FERC
requirements, and directives that are in effect pursuant to Section 8(tf)eoRDAS.

NERC feedback and direction to the Regional Entities on performance improvements.

NERC and Regional Entity collaboration to refine and revise processes and proceduresto eliminate
duplication, increase operational efficiencies, enhance #Rf{2 consistency, and achieve
measureable reliability outcomes.

1 Regional Entity primary responsibility for dey-day operations and interactions with registered
entities.

STAKEHOLDER PARTICIPATION

bow/ |yR (GKS wS3IA2y Ll 9 yupdnthd Ssumpiich af Sontiduel siakeBolklel] . t 9 .
participation in support of key program areas, while recognizing that stakeholder resource limitationsmay

4NERC Rules of Procedure
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Exhibit A¢ Shared Assumptions and Key Focus Areas

affect specific levels of participation in any given activity. The availability and adequacy of industry
resource support will be evaluated on an ongoing basis.

EXTERNAL FACTORS

tKS

|l

LISNF2NXI yOS yR SESOdziAzy 2F .ts. Qa FT2N St OK
external factors. These factors include, but are not limited to, the following:

FERC Orders, other applicable governmental authority actions, directives, audits, mitigation
efforts, and performance assessments.

Environmental Protection Agency (EPA) rules in the US and, likewise, provincial or Federal rules
in Canada or Mexico that coupmbtentially impact the reliability and/or operation of the BES.

Other governmental agencies or departments that may issue rules, guidelines, orders, or
directives that may impact the operation of the BES.

The number and significance of changes within BalaA y3 | dz K2 NR G A Sa
I 22NRAYFG2NAQ F NBF &S LINE Y-téitificatian addkSiabifyPBm T
assessments.

The unanticipated rise in the rate and severity of entity violations.

The unanticipated rise in the rate and sewgf system events requiring formal investigations
beyond historic volumes, and causal drivers of these events.

New technologies and changes in resource or demand composition that require additional
reliability studies and reliability risk analysis, imhg new techniques for conducting relevant
assessments.

Changes in applicable laws and regulations, including environmental laws and others.

Priority risk activitiesidentified by the Reliability Issues Steering Committee (RISC), committees of
and reportng to the Board, and through other stakeholder input.

The ability of stakeholders to support the pace and scope of the various activities while
implementing the results of earlier efforts.

COLLABORATION WITH THE TRADE ASSOCIATIONS AND FORUMS

The activites of the North American Transmission Forum (NATF), North American Generator Forum
(NAGF), and other forums and trade associations are expected to complement ERO Enterprise activities
and mitigate incremental resource needs of NERC and Regional Emtitégtain areas. NERC has a
memorandum of understanding with the NATF and NAGF to ensure that the common objectives of each
organization are achieved in the most efficient and effective manner. Increased collaboration between
NERC and the NATF and NA@Kkpected to continue.
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Exhibit A¢ Shared Assumptions and Key Focus Areas

KEY ASSUMPTIONS AND FOCUS AREAS BY PROGRAM AREA °

[Reliability Standard$

Assumptions (201:2020)

1

The number of continentwide Reliability ndards development projects is expectedéwonain
relatively stable, except as requiréal address any new FERC directives to create or modify
Reliability Standards, or industry submittals of standard authorization requests.

Continentwide Reliability Standards projects will consist primarily of conducting enhanced
periodic reviews on existgReliability Standards to improve their content and quality, respond

to identified risks to reliability (including those that may be identified through the implementation

of riskbased Compliance Monitoring and Enforcement), and address FERC dire cliviesiyh

arise. This activity will require the allocation of technical resources from several internal NERC
departments (e.g., Reliability Assessment and Performance Analysis (RAPA), Reliability Risk
Management, Compliance Analysis and Certification, andgllante Assurance) and support

from across the ERO Enterprise.

During the enhanced periodic review of Reliability Standards, any associated Regional Reliability
Standards will be reviewed for potential incorporatiag variances or as improvements to the
continentwide requirements. Regional and NERC Reliability Standards development processes
may require modification to efficiently accomplish this task. Each Regional Entity will work with
NERC and other Regional Entities as necessary on projects whezégtzeRegional Reliability
Standard/variance.

Regional Reliability Standards development activity is expected to remajdrieen by requests
that the Regional Entity may receive or reliability issues that the Regional Entity may identify.

In coordiration with Standard Drafting Teams and consistent with current approaches, Regional
Entities may support outreach during standard development and participate in the standard
development activities as may be required to address reliability and stake heklers that may
arise within their respective regions.

Following FERC approval, NERC and the Regional Entities collectively will assist the transition of
Reliability Standards to compliance monitoring and enforcemensugporting industry and
auditor trainingor providing information regarding the intent of the Reliability Standard.

The number oktandard interpretations iexpected to remain low. Howevemplementation
guidance requests may increase.

As noted in theassumptions for Information TechnolgglT) Regional Entities will be asked to
participate in teams to help develop applicati business requirements arnést business
functionality for ER@nterpriseapplications projectshese teams will primarily be business area
subject matter expertaotITstaff. The success of the Compliance Monitoring and Enforcement
Process Tool project will be dependent on Regional Entity participatiben planning, Regional
Entities should consider allocating resources at an adequate level of participatiopgos the
success of this project.

5 These statements, which are generally organized by program, ame intended to help guide resource allocation decision
making in the development of the 26 BP&Bs.
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Key Focus Areas (2018)

1

Sustainingfeedback loops, including audit and enforcement experience, contHaéod
perspectives, lessodsarned, and events analysis for enhanced periodic reviews focused on
conducting measuwad, indepth reviews to improve Reliability Standards using the enhanced
periodic review template.

Incorporate RegionaReliability &andardsinto continentwide Reliability $andards as the
continentwide Reliability Standards are reviewed through thbamced periodic review process.

[ComplianceMonitoring and Enforcement, and OrganizationRegistration and Certificatior]

Compliance Assurance and Enforcement

Assumptions (201:2020)

f

The implementation of the riskased CMEP requires the allocation eticcated resources from
NERC and the Regional Entities for both compliance and enforcement. Regional Entities will
require resources to complete the Inherent Risk Assessments (IRAs) for all registered entities in
20172019. Imaddition, Regional Entitiesilvrequire resourcesto continuously update previously
completed IRAs based on identified triggers and focus on creating compliance oversight plans that
include compliance monitoring tools, the interval of compliance monitoring, and the Reliability
Standads that are to be monitored.

NERC and the Regional Entities will continue to evaluate business practices, implementation, and
consistency within the risbased compliance monitoring and enforcement program.

NERC and the Regional Entities will contirugupport the training and education requirements
and guidelines necessary to meet the criteria set forth by ERO Enterprise Compliance
Monitoring and Enforcement Manuahd theCompetency Guide

Planning and operating Reliability Standardlations ae expected taemain constantis most
registered entities have been auditenhd, thus, have a greater understanding of compliance
expectationsA modest increase may also occur as revisions of certain standards or new Reliability
Standards become effectv

Campliance personnel will need to continseipportof the implementation of cybesecurity
Reliability Standards:

-

A NERC wiltontinue Critical Infrastructure ProtectionQIB V5 training, coordination, and
facilitationwith the ERnterpriseCIP audites andthe industry. ER@nterpriseClPsubject
matter expertswill support these activities to ensure appropriate knowledge and guidance is
developed, understootby industry and administered.

A The allocation of resources in 2018 should be responsiveribrooed implementation by
registered entities of new versions of the CIP Reliability Standards, while recognizing that the
risk-informed focus will be used.

Additional resourceallocationmay be necessary for increased Physical Secaooypliance
monitoringactivitiesfor CIR0O14and the compliance monitoring activities related to the Supply
Chain Risk Management Reliability Standard-(18).

6 ERO Enterprise Compliance Monitoring and Enforcement Manual and the Competency Guide
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Exhibit A¢ Shared Assumptions and Key Focus Areas

1 ERO Enterprise CMEP staff, particularly staff with visibility into risks existing in the field, will
provide fealback to the ERO Enterpriskhis feedback may include information on risks seenin
the field that are not addressed by a standard, as well as information on where a standard is too
broad.ERO Enterprise CMEP staff will participate in the developmergaigion, regardless of
whether therisk is addressed through a new or modified Reliability Stanaerdther means

1 ERO Enterprise CMEP staff will provide input for standards development teams on the risks seen
in the field relating to a standard unddevelopment, as well as for how a Reliability Standard
would be monitored.

1 As notedintheassumptions fofT, Regional Entities will be asked to participate in teams to help
develop application business requirements and to test business functionalisRGEnterprise
applications projectsThese teams will primarily be business aseiaject matter expertsnotIT
staff. The success of the Compliance Monitoring and Enforcement Process Tool project will be
dependent on Regional Entity participatioWhen danning, Regional Entities should consider
allocating resources at an adequate level of participation to support the success of this project.

1 NERC and the Regional Entities will continue to maintain the necessary resources to support the
existing systemsntil ERO Enterprise application projects have been approved and implemented.
KeyFocus Areas (2018)

I Monitoring and management of compliance monitoring and enforcement metrics in support of
9wh 9y (i SthdetidParfaf@MEFOversight Program

1 Ongong implementatiorand oversighof the riskbased CMEP, including IRAsnsideration of
internal controls and ensuring that Compliance Oversight Plans are addressingiévantrisks

1 Implementationand oversightof the CIP V5CIRP013, and CIF014 canpliance monitoring
programs, while recognizing thatisk-informed focus will baised.

1 Continued ERO Enterprisd@de collaboration and implementation of consistent compliance
monitoring and enforcement practices focused on higher reliability risks.

Conpliance Analysis, Certification, and Registration

Assumptions (201:2020)

1 Two central reforms have been identified as a result of the completion of thebaskd
registrationactivity in 2015:

1. Modifications to the NERC Registry Criteria have been apprarcluding the elimination of
three functional entities (Purchasiagelling Entities, Interchange Authorities, and L-oad
Serving Entities), modifications to the threshold criteria for Distribution Providers, and
alignment of five registration categoriegth the BES definition.

2. The NERdreview mnel, which vets requests for Deactivan or decisions not to register
an entity that does not meet the Registry Criteria, as well as disputesregarding the application
of the Registration Criteria and requegor a subset list of applicable Reliability Standards
(which may specify the Requirements/s&tequirements)has been incorporated into the
rules.
tKSaS NBF2NX¥a ai0NBy3IdKSy GKS NBIAAGNI GAZ2Y  LIN
approach to manging risks to reliability. Deployment and implementation of these revisions
began in 2015, with continued work 2017 and2018.
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1 No further enhancements are anticipated to support the ongoing next phases of thbasskl
registration activity.

1 The resuis from the 2016 registration program review will result in modifications to the program
in 2018. The recommendations from the Organization Registration Program review are
summarized below and will be prioritized by the Organization Registration andi€iii Group
(ORCG) for work to be conducted2017 and2018:

A NERC staff shall develop ERO Enterprise monitoring activitideXar

A The NER@dreviewpanel should compile alist of possible ROP enhancementsrelated to the
NER&edreviewpanel proceses and procedures.

A NERC and the Regional Entities should develop and conduct outreach for industry to inform
how the NER@ed reviewpanel is conducted and how a submittal is processed.

A NERC and the Regional Entities should conduct atepth review onJoint Registration
Organizations (JROs)/Coordinated Functional Registrations (CFRs). This may include how a
JRO/CFR works, what the obligations are, different models implemented across the ERO
Enterprise, forms/formats and communication, and examples ofvhio document the
agreements.

A NERC should review its internal processes and procedures based on the recommendation
from the independent audit.

A NERC and the Regional Entity staffs should work collaboratively with the ERO CMEP
technology staff in reachinipeir milestones.

A NERC and the Regional Entities should draft a more defined procedure for its role in changes
to BES Element status.

A NERC should review the website to 1) ensure the NERC Registration website is up to date,
with documents in the appropriatiocations and 2) ensure documents posted to the NERC
Registration website are accurate. NERC should seek any ORCG inputinto ideas-{gr clean
and document migration.

A NERC and the Regional Entities should prioritize any current or future identifies s
focus to resolve the higher priority issues in a timely manmelrr@port progress to the ORCG.

1 The activities associated with the implementation of the BES definition have decreased and,
therefore, no additional resource demands are expected erdgistration area. However, with
applications for Selbetermined Notifications no longer being accepted through the ERO
Enterprise BESnet application, Regional Entities will need to validatie NERC oversight,
submittalsto determine complete and poer application of the BES definition.

1 Planned oversight activities f@018will be aligned with the ERO Enterprise Operating Model
whichshould not affec2018 resource allocation and have little effect on overall NERC resource
requirements. NERC und¢aisds that each Regional Entity will need to evaluate its individual
resource needs and allocations.

1 As notedintheassumptions fofT, Regional Entities will be asked to participate in teams to help
develop application business requirements and to tessibess functionality for EREnterprise
applications projectsThese teams will primarily be business ase@ject matter expertsnotIT
staff. The success of the Entity Registration project, the Enterprgmi@ng data warehouse
project,and the Comphance Monitoring and Enforcement Process Tool project will be dependent
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on Regional Entity participatioWVhen planning, Regional Entities should consider allocating
resources at an adequate level of participation to support the success of these projects.

Key Focus Areas (2018)

1 Implementation of riskbased registration activities, collaboratidevelopment of a consistent
registration program throughout the enterprise, and implementation of any registration program
changes identified ithe 2016review, adisted above.

1 Continued use of the NER& review panel, which may require four to six engagements per year
that may require travel from each of the regional representatives.

| Reliability Assessmentind PerformanceAnalysis(RAPA)

Reliability Assesment

Assumptions (201-2020)

1 NERC and the Regional Entitveidl continue to focus resources on high quality reliability
assessments that address goals déimeir associated@ontributing activities identified in th&RO
9 v (i S Nrougee®SRategic Bhfor Goal 3 Identification and Mitigation of Significant Risks
to Reliabilityand Goal 4¢ Identification and Assessment of Emerging Risks to Reliability

1 NERC and the Regional Entitieli continue to supporta common approach for NERC reliability
assessments and ensure consistent evaluation, aligned withR@#®Section 800, Reliability
Assessment Guidebook, and the Reliability Assessment OversighoPlanieveloped in 2017

1 NERC and the Regional Entities will advance data management strategieanatytical
capabilities for identifying and determining reliability risks and conducting reliability assessments
by:

A Integratingthe analysis and measures of essential reliability services (ERS) into thégnong
Reliability AssessmenfThe processencanpasses new data collection and analysis
approaches needed to address assessment objectives of identifying reliability demiEsa
changing resource mix

A Providingtechnical resources to examine transmission and deliverability studies and
providing high-level evaluation for the Longlerm Reliability Assessment.

A Providing technical resourcemdvanced statistical analysis topddjective expert inputand
reliability leadership for the advancement of probabilistic analyses supporting the Tesng
Reliadility Assessment.

A Supporingthe NERC Enterprise Reporting Project to ensure Reliability Assessment data is
integrated and supported by analytical reportimata checkingand validation tools.

1 NERC and the Regional Entities witiypde technical expeise, research, and feedback to the
industry, as well as provide foundational technical efforts that support reliability plarmeiaged
a0FyRIFENRa&a RS@OSt2LISyliod LY FRRAGAZ2Y G2 LINRJDARA
while leveraging anyndustryresearch.

 NERC and the Regional Entities may require contractor and consultant services to maintain
continued support and technical expertise associated with activities listed in the above
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assumptions with supporting special assessment, scenariather technical research efforts.
Thiscould potentially impact both NERC and Regional Entity resource allocation including:

A Contractor services may be necessary to support special assessment analyses (e.g., EPA 111(d)
evaluation or ERS), scenario arsas (e.g., polar vortelike severe event analyses and-gas
electric interdependence), and other technical research efforts (e.g., similar to geomagnetic
disturbancefGMDs)and FAE03 Vegetation Management).

A Contractor services may be needed to suppedearch into GMDs and their impact on BPS
operations (see FERC Order 830).

A Contractor services may be needed to support increase in data analysis to support ERS
measures, CPS1/CPS2 control performance, and frequency trending.

1 AsnotedintheassumptionsdrIT, Regional Entities will be asked to participate in teams to help
develop application business requirements and to test business functionality foEER@rise
applications projectsThese teams will primarily be business asei@ject matter expertsnotIT
staff. The success ahe Enterprise Bporting data warehouse proje@nd the Compliance
Monitoring and Enforcement Process Tool project will be dependent on Regional Entity
participation. When planning, Regional Entities should consider allogatésources at an
adequate level of participation to support the success of this prgject

Key Focus Areas (2018)

1 NERC and the Regions will prioritize their work products according to the ERO Reliability Risk
Priorities developed by the RISC, includidgChanging Resource Mix (Risk Profile Z1BPS
Planning (Risk Profile #2), and 3) Resource Adequacy and Performance (Risk Profile #3).

1 Ongoing support for the Planning and Operating Committees and associated subcommittees,
working groups, and task fags.

Develop Reliability Guidelines and Technical Reference Documents based on priority and risk.

Produce three required reliability assessments reflective of the common approach developed for
NERC reliability assessments to ensure consistent treatmentesburce and reliability
evaluations: 1)LongTerm Reliability Assessment (incorporated probabilistic assessment), 2)
Summer Reliability Assessment, and 3) Winter Reliability Assessment.

9 Conduct special reliability assessmemts necessarylirected athigh priority risks identified by
RISC.

Performance Analysis

Assumptions (201-2020)

1 Ongoingsupport forthe technical committeeand associated subcommittees, working groups,
and task forces.

1 NERC and the Regional EntitvaHl continue to focus resourceon system insights from high
quality performance analysis, including:

A Development and implementation of expanded and enhanced entergiased data
collection and analysis systems, and capabilities for performance analygearea includes
Transmissio Availability Data System (TADS), Generating Availability Data System (GADS),

7ERO Reliabity Risk Priorities
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Exhibit A¢ Shared Assumptions and Key Focus Areas

Demand Response Availability Data System (DADS), Event Analysis, stilestation
equipment failure and protection systems misoperations data.

0 Support of the integration ofiiformation systems for assessments and associated data
requirements (in support of data cleansing, blendiagd validation).

0 Maturing and developing interconnectienide analysis groups to support the
assessment of interconnectiewide risks, such as fregncy response.

A Providing technical resources, analytical tools, and expextipe rformanalysessneeded,
includingsupportingandidentifyingrisk priorities for standardsdevelopment,compliance,
andenforcementactivities.

i Supportthe NERC Enterpei Reporting Project to ensure Performance Analysis data is integrated
into consolidated system and supported by analytical reporting tcadsvell asdedback loops
to other parts of the ERO Enterprise such as compliance, standards, enforcement, etc

1 Asnoted in theassumptions fofT, Regional Entities will be asked to participate in teams to help
develop application business requirements and to test business functionality foOEER@rise
applications projectsThese teams will primarily be businessasubject matter expertsnotIT
staff. The success of the Enterprise Reporting data warehouse project will be dependent on
Regional Entity participationVhen planning, Regional Entities should consider allocating
resources at an adequate level of parpation to support the success of this project.

KeyFocus Areas (2018)

1 Ongoing support fothe technical committeeand associated subcommittees, working groups,
and task forces.

9 High quality performance analysis, including:

A Development and implementatio of expanded and enhanced enterpribased data
collection and analysis systems, and capabilities for performance analyssareaincludes
TADS, GADS, DADS, Event Analysis, Alerts, substation equipment failure, and protection
system misoperations data

A Support of the integration of RAPA information systems for assessments and associated data
requirements, supporting delivery of higfuality reports (e.g., lorkgrm, shortterm, special
or scenario assessments, and State of Reliability Report)

A Providirg technical resources and expertige perform analysesas needed,including
supporting and identifying risk priorities for standardsdevelopment, compliance,and
enforcementactivitiesand feedbackoopsto other parts of the EROEnterprise suchas
compliance,standardsenforcement,etc.

|SystemAnain|$

Assumptions (201:2020)

 NERC and the Regions are advancing their analytical capabilities to assess and report on the
reliability of the BPS. Additionally, newer and maturing technologies, such ahreyhasor
measurement unit (PMU) technology, are enabling innovative approaches for event analysis,
power system analysis, and model validation. NERC and the Regions are uniquely situated to
perform analyses that require a wieirea view of the interconactions, as well as supporting
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industry in advancing software and analytical capabilities where appropriagport and
leadership to the System Analysis Subcommittee and any of the subcommittees, working groups,
and task forces will continue.

NERC will@gvocate to improve existing commercially available software capabilities and perform
power system analysis that creaenore profound understanding of system behavior (e.g.,4nter
area oscillationsfrequency response, system strength, voltage/reactivefpenance,signal
processingand signature detection).

NERC will provide direction and oversight of the interconnection-basiding designees in
support of interconnection model building and widgea system analysis

A Mature and developnterconnectionwide analysis groups to support the assessnant
interconnectionwide risks:

0 Conduct special reliability assessments based on recommendation from load modeling
task force modeling to capture the impact of composite load modeling on transmission
and distrbution system-for example, Fault Induced Delayed Voltage Recovery.

0 Requirepowerflow, short circuitand stability analysis tools amibjectiveexpertinput
for transmissioradequacy andelivembility assessments and studies

A NERC and the Regional E&iti Q NB &2 dNDSa o00KNRdIdAK (GKS OFas
At & dzLJLJ2 NJi GKS tflyyAy3a [-eaNRdtahbbie2 NE Q
interconnectionwide powerflow, short circuit, and dynamics cases that exhibit the accuracy

and fidelity reflecting etual BES reliability performance and dynamic conditions.

NERC and the Regional Entities will advancdeatingimprovementcapabilities to ensur¢he
power systenplanning and operatiomodels closely resemble actual operating conditions.

A Perform periodianodel validation against measured quantities and operational practices of
the power system

A Perform case quality and fidelity assessment on interconnection wide models:
0 Casdalataquality.
0 Case performance fidelity.
A Drive the advancement angseof dynamt load modeling on an interconnectiemde basis.

0 Formulate and guide thERCEnterprisevision andassociatedctivitiesto promote the
advancementnd use of dynamic load models and modeling practices.

0 Establish guidelines and technical reference docutseelated to dynamic load modeling
practices, including explanations of existing dynamic load models and their structure, data
sets, and parameter derivation.

0 Serve as the industry focal point and open forum for discussing dynamic load modeling
practicesfor system planning and operations studié¥ovide industry guidance and
support to entities seeking direction on dynamic load modeling across North America.

A Drive the advancement angseof inverter-basedmodelingon interconnection wide basis

0 Establsh guidelines and technical reference documents relatedirtgerter-based
resource modeling on transmission and distribution system.

0 The recommended modeling practides utility scale renewable energy resouragsing
new inverter based technology.
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1 NERC Wil support the maintenance of the BESnet application and manage processing of the BES
Exception Requests (ERSs), including technical validati@vigw and approval of RegionalsER
periodic reviews of network changes affecting B&8e ptiondeterminatians, recertification of
previously approved BES BR well as requests foertainregistration and certification reviews.

The Regional Entities will continue to process BES ERs per guidelines establishéiOi®the
Recertification for exceptions begins2018.

 NERC and the Regional Entities will work collaboratively to enhance the ERO Erdaiprise
capability foreventand forensi@nalysis, including:

A Development of a process to ensure the compilation and creation of steady, statet
circuit,and dynamic simulation model cases for use in the investigation and analysis of major
power system disturbance events

A Evaluation of event disturbances using phasor measurements and other methods to assess
sufficiency of data and models.

T NERC will mvide technich expertise, researchand feedback to the industryas well as
foundational technical efforts that support the key reliability plannietated standards
RSOSt2LIYSyid® LY FRRAGAZ2Y (G2 LINPGARAY3IsinF SSRoOI C
resouces and leveraging any research that has been done by the industry.

1 NERC and the Regional Entities may reqcorgractor and consultant services to maintain
continued support and technical expertise associated watttivitieslisted in the above
assumptons, supporting special assessment, scenaitalysis or other technical efforts
potentially impacingboth NERC and Regional Entggource allocation, including

A If significant events occur, contractor services may be required to support-aiele sptem
analyses and root cause evaluations.

-

A Contractor services may be necessary to support speiabilityassessment analyses (e.g.,
Inertia Response and Primary Frequency Response Analysis, Voltage and reactive
performance study, and InteArea Osclation Analysis)

A Contractor services are needed to support Dynamic model developments (e.g., Composite
Load Modeling, utility scale renewable energy modeling and distributed energy resources).
For 2018, the Load Modeling Task Force is requesting loaginesting (approximately
$100k).

A Contractor services are needed to support the Synchronized Measurement Subcommittee
with a PMUbased assessment (approximately $100k).

i As notedinthessumptions fofT, Regional Entities will be asked to participategarhs to help
develop application business requirements and to test business functionality foEER@rise
applications projectsThese teams will primarily be business ase@ject matter expertsnotIT
staff. The success of the Enterprise Reportingadaarehouse project will be dependent on
Regional Entity participationVhen planning, Regional Entities should consider allocating
resources at an adequate level of participation to support the success of this project.

KeyFocus Areas (2018)

i Stakeholderand Committee Support- Ongoing support for the Planningnd Operating
Committeesand associated subcommittees, working groups, and task forces.
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1 ERO Enterprise Technicglpport- Ongoing support foBES exception processing, Risised
Registration, Stadards, and Compliance support.

1 Modeling Improvement Initiatives- Perform periodic model validation against measured
guantities and event models to ensure case quality and fidelity and also case creation for event
analysis.

1 Power System AnalysiDevel@ technical analysesin key reliability areas, resulting in technically
accurate and comprehensive reports addressing areas of concern (e.qg., frequency response, short
circuit strength, intefarea oscillation, distributed energy resource and load compmsithanges,
etc.) to evaluate the characteristics and performance of the BPS with changes to the resource mix
and integration of new technologies:

A Synchrophasor technology Collect strategically selected PMU data in near téak for
improved situationdawareness and monitoring, and to gather larger PMU datasets for
advanced data analytics and modeling improvemeiigpand use of synchrophasor
technology for power plant model verification and compliance with M@B/-027
standards.

A Oscillation analysis Broaden understanding of intarea, local, and forced oscillations in all
interconnections; use widarea synchrophasor data to provide industry with better
understanding of phenomena, available tools, and findings

A Load and distributed resource modelgy Drive education of dynamic load modeling and
development of improved dynamic load models; supporting compliance witrOUR4.
Support study and policy development related to eask load behavior; advocate for grid
friendly load response

A Frequency esponse analysis and visionMeet regulatory requirements per BAI03-1;
exploratory understanding of frequency response; support interconneetie studies of
frequency response

A Case quality metricsmodel validation and improvement- Improve case quiy and
robustnesssupportindustry developments for MOGOB3 tools and processes feedback loop
with MOD032 designeedroactively seek to address deficiendge$nterconnectionwide
models anceliminate incessant problem&nsure models can recreateapt behavior.

A Event ForensicsSupport NERG/Ent Analysisn event of major grid disturbance; simulation
and data analysis expertise across multiple platforms.

A System Strength& Reactive/Voltage Performancénalysis- Support ERS measure with
advanced sidies of potential phenomena under future end states; perform assessment of
short circuitratio study andmplications based on regional/local studies

A Geomagneti®isturbances Conduct research on geomagnetic disturbances to address FERC
Order 830 (threeo four year research plan).

1 Technical Support,Standard Support,Implementation, and Outreach- Provide technical
expertiseandunique insights to the industry. The department will also develop white papers,
technical reportsand reference documents, ageded, to address emerging issues and industry
concerns related to system planning and operations. The department will also develop and
produce Reliability Guidelines for the Planning and Operating Committees. In addition to
providing feedback, NERC Wilf &2 &a2f A OA (i sihgfeRedzdhiweik i hakid®dénlLd 0 & ¢
done by the industry and academia.

A 2-3in-person workshops.
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)l

A Participation at industry technical groups, such as Institute of Electrical and Electronics
Engineers (IEEE), North AmericancByoPhasor Initiative (NASPI), International Council on

Large Electric Systems (CIGRE), Power Systems Engineering Research Center (PSERC), etc., as

needed.

Advanced Software Capabilitiesin order to conduct analysis and produasults in a timely
manner, additional and improved data collection, data management, and analytical tools will be
required. Robust analytical tools will increase the effectiveness of NERC staff to functionally
correlate disparate data sources to ensure fstbpe analyses and assgnents of situations
relevant to reliability risks are performed more broadly than in historical NERC analyses and
assessmentsUsing state of the art software and technology is crucial to effective analysis
especially considering the size of the North é&man electric footprint

[Situation Awarenessand Infrastructure Security (including EventAnalysis|)

Situation Awareness

Assumptions (201:2020)

1

Ongoing support for the technical committees and associated subcommittees, working groups,
and task force. Regional Entity involvement is expected to remain at current levels with no
additional resources required from the Regional Entities.

Registered entity articipationin the ER@nterprise Event Analy$socesswhich involves active
participation by Rgional Entity staffayill continue at or above current levels through 3€4020.

NERC will continu® requirethe software application known as Situational Awareness for FERC,
NERC, and Regional Entities, Version 2 (SAFfoRsi2)iation awareness, arithe Event Analysis
Management System (TEAMS) for Events Analy$is allocation of dditional resource
investmentdsexpected to maintain the capabilities of SAFNRv2 throughout the planning period.
Any such investments will be NERC funded and not resait allocation of codb the Regional
Entities

Regional Entities will continue to buddg®er event analysis and situationalvareness activities

0lFlaSR 2y GKSANI NBALISOGAGS wSIA2yQa KA&AG2NRAOI §

Entities wil continue to qllocate resourcesas part 9f the activitie§ qccountedjor u,nQertheir RAAPAA
LINRINY}Y YR aK2dzE R Of SINIé& RSftAYSIUS 6KSNB

Regional Entities will support critical infrastructure security activities in dmext of situation
awareness, using those designated resources, unless specifically budgeted and managed
elsewhere.

As noted in theassumptions fofT, Regional Entities will be asked to participate in teams to help
develop application business requirenisrand to test business functionality for EEferprise
applications projectsThese teams will primarily be business ase@ject matter expertsnotIT

staff. The success of the Enterprise Reporting data warehouse project will be dependent on
Regional gtity participation. When planning, Regional Entities should consider allocating
resources at an adequate level of participation to support the success of this project.
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Exhibit A¢ Shared Assumptions and Key Focus Areas

KeyFocus Areas (2018)

1 Ongoing support fothe technical committeeand associatedubcommittees, working groups,
and task forces.

1 Supportfor ERO Enterpridata collection and analysias well as the Enterprise Reporting Project
designed to transfer the data to an integrated platfarm

1 Support for critical infrastructure security by gmoting rapid and appropriate sharing of
situational awareness information regarding security occurrences

1 Analysis of significant events to identify gaps in standards, compliance effectiveness, registration,
and risk controls effectiveness

1 Work on overoming barriers to the timely release BE&nd securityeports to industry through
a secure portal

Providing of lessons learned and recommendatiansifevents and identified risks.

Enhancement of risk analysis capabilities by integrating risk dateasssuch as event analysis,
TADSGADS, and protection systemisoperationsnto situation awareness assessments.

1 Participation as appropriate in periodic wideea security exercises (e.g., Grid@rnitoring and
Situation Awareness Workshop, NERC HieZence, Eedback loops to other parts of the ERO
Enterprise such as compliance, standards, enforcenegnt).

Event Analysis

Assumptions (201:2020)

1 Ongoing support for the technical committees and associated subcommittees, working groups,
and task foces.Regional Entity involvement is expected to remain at current levels with no
additional resources required from the Regional Entities.

1 Registered entityarticipationin the ER@nterpriseeventAnalysidrocesswhich involves active
participation byRegional Entity staffsyill continue at or above current levelsthrough 2€202Q

1 Regional Entities will continue to budget for event analysis and situational awareness activities
0lFldSR 2y UGKSANI NBaLISOGAGS wsS 3k pagtOSomeRegioia? NA Ol f
Entities will continue to allocate resources as part of the activities accounted for under their RAPA
LINEANI Y YR aK2dz R Of SINI & RStAYSIGS gKSNB (K

1 Regional Entities will support critical infrastture security activities in the context of situation
awareness, usinghose designated resources, unless specifically budgeted and managed
elsewhere.

1 As notedintheassumptions fofT, Regional Entities will be asked to participate in teams to help
develop application business requirements and to test business functionality folHBR@Dprise
applications projectsThese teams will primarily be business aseiaject matter expertsnotIT
staff. The success of the Enterprise Reporting data warehouse @rejgl be dependent on
Regional Entity participatiolWhen planning, Regional Entities should consider allocating
resources at an adequate level of participation to support the success of this project.

KeyFocus Areas (2018)

1 Ongoing support fothe techrical committeesand associated subcommittees, working groups,
and task forces.
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1 Supportfor ERO Enterpridata collection and analysias well as the Enterprise Reporting Project
designed to transfer the data to an integrated platfarm

1 Support for critich infrastructure security by promoting rapid and appropriate sharing of
situational awareness information regarding security occurrences

1 Analysis of significant events to identify gaps in standards, compliano&oringeffectiveness,
registration, andisk controls effectiveness

1 Work on overcoming barriers to the timely releaseBESeports to industry through a secure
portal.

Providing ofessonslearned and recommendations from events and identified risks

Continue to provide industry leadershipthre analysis, understanding, and prevention of human
error and improved human performance with regards to increased BPS reliability.

1 Enhancement of risk analysis capabilities by integrating risk data sources, such as event analysis,
TADSGADSand relaymisoperations

9 Participation as appropriate in periodic wideea security exercises (e.g., Gridiad feedback
loops to other parts of the ERO Enterprise such as compliance, standards, enforcemént, etc

[Electricity Information Sharingand AnalysisCenter (EISAQ)

Assumptions (201:2020)

1 NERC will continue to fund, operatsd maintain the ESAGn performing its mission to reduce
cyber and physical securityrisk to the electricity sector across North America by providing unigue
insights, leadersp, and coordinationThreat information and mitigation best practices will be
shared across the community, emphasizing reliability and resiliesleged physical and cyber
security considerations with a continued focus on potential impacts to an evoleotgrint of
essential reliability services

1 The stakeholder community served by thelFAC includes the ERO Enterprise and NERC
registered entities and importantly extends into distribution system asset owners and operators;
local, state, provincial, arféderal (US, Canada, Mexico) government departments and agencies
with electricity policy, information sharing, intelligence, research and development, and law
enforcement roles, and additional cresgctor organizations and supply chain vendors. All
information sharing with these stakeholders will continue to be subject to 84 Code of
Conduct®

1 EISAC budgeting for FTE staff and programs will need to increase during this period to improve
security analysis and stakeholder support.

A With additional saff, there will be an increased budget requirement for staff security training,
as well as travel within North America to utilities and stakeholder meetings for threat
briefings, training, and exercises. Staff will provide subject matter expertise arysear
physical and cyber security information requests from stakeholders, includingfskning
ERO Enterprise standards functions subject to Code of Conduct limitations.

A Programs and capabilities to mature and enhance include{E! / &t # MIUIFE2 Nv& IR | td
analysis center functionality and stakeholder communication tools and meeting protocols for

8 EISAC Code of Conduct
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rapid information sharing. Programs, such as the Cybersecurity Risk Information Sharing
Program (CRISP) and other Department of Energy initiativéls,cantinue to apply
supplementary participant funding approaches with no increased cost to the Regional
Entities, except as elective participants.

1 NERC will continue to fund antthrough the HSACg¢onductsecurity exercises and training to
includethe biennialGrid Security Exercig&ridEx)program,I & ¢St f & GGNI AY
Cybersecurity Risk Assessment Program events, and timely emergent issues risk mitigation
training (e.g., Ukraine, Internet of Things, eteij}h no increased cost to the Regial Entities
other than travel expenses foniperson meetings and briefings

1 NERC will continue to fun8ISAC conductedecurityrelated meetings and threat briefs to
includethe Grid Security Conferen¢éridSecCorgs an annual evenmonthly conferace calls,
and other regular or emergent issue threat briefings as required with coordination from
appropriate government entitieOther than funding registration fees and travel expenses for
individual attendees from their Regional Entity, no Region&tfEfunding is anticipated.

KeyFocus Areas (2018)

1 Stakeholders: The -ESAC will continue to add value for stakeholders through member
engagement, information sharing and analysis, and function as a coordinating hub within the
electricity subsector forte ERO Enterprise and the Electricity Subsector Coordinating Council
(ESCC) Playbook communications with industry and government:8#&Bwill work closely with
emerging, resourcaledicated Regional Entity security functidiisat are rigorously separetl
from compliance and enforcement areas. The ESCC Member Executive Committee will provide
industry guidance to help the-ESAC improve.-ESAC staff will continue to interface with
important securityrelated stakeholder groups (such as the Critical Inftecture Protection
Committee) as subject matter experts and continue developing relevant security metrics.

i Staff: Resourcing requirementsdicateappropriate expansion for additional cyber and physical
analytic staff to fulfill value delivery elementstbis plan. Additionally, adequate resourcing is
planned to ensure NERC support for standard, recurring professional security tfairstaff, as
well as North American travel to fulfill thelEAC mission.

1 Systems an@rograms:The centerpiece of £SAC collaboration with members is tiertal, which
gAft dzyRSNH2 Yy AYLERNIFY(d dzLJANF RS AY HAMT AY
support and coordinate key initiatives, including: improved collaboration capaliéitg analysis
center functionaliy,improved stakeholder managemeny' | £ 6 NB @& R NB/IR. loy2ENS
2018, lessons learned from GridEx IV (November 2017) will also be available to drive further
enhancements of the Portalatform. CRISP and other key progranmspartnership with DQE
will continue to support expanded membership engagement and ditalgapability
advancements.

9 Regional Entities should designate in writing the person(s) who will be separate from ERO CMEP functions to prowede securit
focused point(s) of contact to the-ISAC who will receive access to security products on the portal. A security designation
template is available from the-ESAC.
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[Training, Education, and Continuing Educatior

Assumptions (201:2020)

1

NERC will continue tmnd the ERO Enterprise Learning Portal (EBXBRC will worlith the
Regional Entitieto consolidatdearningresources and promote better coordination, planning,
delivery and management dearning activitiesicross theeRO Berprisein concert withRegion
specifidearning activitiesfequirements.

Regional Erities will allocate resources to meet their statutory and delegation agreement
requirements.The Regional Entities, in collaboration with NERIG jointly contributeto the
assesmentand determiration of ERO Enterprise learnirmgnd outreach needs. Thiscludes
advocatindlexibility inthe approach between Regional Entitesd anticipating areas of support

for their staff and stakeholden®gardingd KS 9wh 9y G4 SNILINAR aSQa LINERINIY

CMEP stafraining andeducationare expected taemain a focal point fothe ERO &terprise.
NERC will continue leadthe development o compliancdearning curriculumvith assistance

of qualified subject matter experts from the Regional Entjti@perational Leadership Team (OLT)
working groupsand incorporation of outsle expertise/services.

adzOK 2F GKS FTAYIFIYOALFf O2aid F2NJOGKS wS3IAazylf 9\
is through the functional program support cycldowever, Regional Entities should continue to

budget travel funds for attendance atlevelopment meetings that result from special
requirements as business needs are clarified throughout the year. These funds may also support
attendance at future joint ERO Enterprise training meetings/workshipsse potential meetings

will likely not exeed three in a year with a requirement for one or two persons attending at any

one time.

Regional Entities musilocate resources to addresempliance and enforcement sta#aming
needsthat are associated with the implementation of the riskormed QVEP.

Contractor and consultant servicase imperativeto the development, deliverand technical
supportload anticipated for ERhierpriselearningneeds/ctivities.

The NERC Continuing Educatiorogram is expected to remain at steady statesupportof
system operator certificatiarPotential expansion to other functional programs would be known
well in advance and additional funding will be allocated to support the expansion.

KeyFocus Areas (2018)

1

Participate in the ERO Enterprise staff learniliegelopment process through the OLT working
groups, NERC functional area program leagsrd coordinating/working meetings. This requires
commitment of resources, subjechatter expertiseand trainers in identifying learning needs,
content development/cordination, product review/feedback, and delivery.

Provide and maintain administrative support to the EEItRsincludes maintaining the Regian
Entity-specific portion of the system and coordinating/collaborating with the NERC administrator
in improvement and operation of the system for theERCEnterprise.

Facilitate ERO Enterprise learning by analyzing events, communicating lessons learned, tracking
recommendationsand supporting the use of the EELP for learning scheduling, dekiwvety
records managment.

Support coordination, planning, delivery, and management of learning efforts across the ERO
Enterprise in concert with Regiespecific training, educatigrand outreach needactivities.
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1 In collaboration with NER@rogram leaderssupport learning deelopment effortsfor ERO
Enterprisestaff and stakeholderasidentified/needed in the course of program management
activities, development, and outreach.

[PersonnelCertificatior|

Assumptions (201:2020)

1 NERC will continue to provide required suppartideadership for the Personnel Certification
Governance Committee (PCGC) and working groups serving the PCGC.

1 ThePersonnel Certification program is expected to renetia steady statevith no additional
resources required from the Regional Entities.

Key Focus Areas (2018)

1 Continue to update System Operator Certification Exam Item Bank to ensure relevance to current
Reliability Standards and promote reliability of the BPS.

1 5808t 21 9EI'Y a{ 1Atfta 'aasSaavySyié¢ {édisydenae (2
Operators.

1 Evaluate Credential Review and Rationalization to maintain credential.

(Information Technologly

Assumptions (201:2020)

1 NERC and the Regional Entities will work collaboratively to refine existing strategies and
governance and pragement practices applicable to the development, operation, and
maintenance of enterprise architecture, including software and data systems supporting both
NERC and Regional Entity operations.

T bo9w/ Qa .t g. g At f Ay Of dzRS 2y Dpndent, Dperbtidry, BEl Yy 3 & dz
maintenance ofERO Technology Leadership Team (TLT) andBEBRE&pproved enterprise
applications. Enterprise application funding in any given year will be subject to the budget and
Fdzy RAy3 tAYAGaAa aSia T2 Njibkal Ehtifies shduld/indldde appdidie & S R
funding for applications and supporting systems designed to satisfy Regional business needs

1 Regional Entities may be required to provide or augment business teams to help develop
application business requiremesnaind to test business functionality within the ER@erprise
applications such as the CMEP Technology Program Steering Committee.

1 Ongoing investments will be required to develop, implement, and maintain enhancements to the
NERC and Regional Entity websi EROEnterpriseapplications, and ERE@nterprisedata
repositories, which are required to improve access to information and data. NERC and the
Regional Entities will separately fund any enhancements to their own websites.

KeyFocus Areas (2018)

i Followingadisciplined processwith appropri&RO TLApproval, along with budgetary controls,
the EROEnterprise Project Management Office wdkliveragreed upon ERO Enterprise IT

NERC 2018 Business Plan and BudggFinal| August 10 2017
117



Exhibit A¢ Shared Assumptions and Key Focus Areas

applications designed to be used by NHRE Regional Entitieand, in somecases, registered
entities.To ensure close coordination, collaboratjand efficiency, to the extent the agreedarp
applications are in progress widely available, NERC and the Regional Entities will not build or
duplicate ERO Enterprise applicatimmctionality.

T bow/ Qa .tsg. @gAff AyOfdzZRS 2y3a2Ay3a TFdzyaRd y3I & dz
maintenance of NERC and Regional Entity approved enterprise applications. Enterprise
application funding in any given year will be subject to the budgetfanding limits set forth in
bow/ Q& | LILWINEPOSR .tg. ®

 When ro ERO Enterprise applications aneailable to satisfy the requirement, Regional Entities
should provide a description of the maintenance and capital investment in software required in
performance dtheir delegated functions. The NERC IT budget does not supplant Regional Entity
need for IT expenditures for specific regional projects

Key focus area projects include:

 9yKFEyOAy3 O02ftl02NXiGA2Yy YR AYyT2N)YI plafany &K NA
At the first phase (2012017) of the project, NERC is scheduled to delav&ocument
Management system and NERC Intranet interface. The second phase includes delivery of
SYyKIFyOSYSyida G2 b9 w/Thethirdjdeséisschedudod20FD0an8 6 & A (G S
will deliver NERC extranet, as well as replace email dociime®2 f £ 6 2 N>F GA 2y 6 A
SharePoint collaboration System.

1 Improving entity specific communication and information sharing across the ERO Entétarise.
include anewintelligent announcements and alert solutiom be delivered in 20:2019.

1 Implementing new Enterprisevide support toolsfor CMEP. Its first phase to deliver a centralized
entity registration solution is scheduled for 2017he £cond phase enables NEREIliability
Standards to be used as shared data and is scheduled forZ0B7 The third phase delivering
new solutions and retiring current solutions that support the CMEP is scheduled fo22pQ.7

1 Consolidating data collected by NERC and makingatlable for analysis by authorized
organizationsThe build out of an ERO Enterprise Data Warehouse is currently underway.
Additional data will be extracted, transformed, and loaded during 28020. Data to be loaded
includes generation, transmission,@&ws, misoperations, and compliance data.

|ERCEnterpr|seW|de RiskManagemenyg

Assumptions (201:2020)

1 A common ERO Enterprise risk management framework commenced in 2014 to focus on
identifying, assessing, prioritizing, and mitigating risks assatiatth the performance of both
NERC and the Regional Entities. Wi#i-year activityis progressing as expected and will reach
steady state by 2017.

T bow/ Q& S5lateNdRIAGd2 Al @cfporate Risk Managemerneisponsible for the overall
development of this framework, with the approval of the ERO Regional Executives and under the
2PSNBRAIKG 2F -bideRKCOMNEtEEl S NLINRK a S

1 NERG@nNd the Regional Entities will continue to devote resourcesiplement this framework.
Theresultswillservea 'y Ay Ldzi Ay di2 bow/ Q& Fdzidz2NB I dzRA G L

NERC 2018 Business Plan and BudggFinal| August 10 2017
118



Exhibit A¢ Shared Assumptions and Key Focus Areas

by the NERC Board of Trustees Enterprise Risk Management ComRétgenal Entities may
addrisk management and internal control resources as needed.

KeyFocus Areas (2018)

1 NERCand Regional Entities key focus areas include continued refinement, validation, and
prioritization of inherent and residual risks; greater precision inthe identification of risk mitigation
activities and internal controls; and enhanced consolidated rssidt ERO EMG review and

approval.
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DISCUSSION OF HOW THE NERC MAJOR ACTIVITIES
IN THE2018 BUSINESS PLAN AND BUDGET
MEET THE NERC WRITTEN CRITERIA FOR DETERMINING WHETHER A
RELIABILITY ACTIVITY ISIBLE TO BE FUNDED UNDER
FEDERAL POWER ACT SECTION 215

Introduction

This Exhibit discusses how tifid 2 2 NJ | O A 2a18Bisthdss Rlaf artll Budde@riet the
NERC written criteria for determining whether a reliability activity is eligible fobded under 8215 of

GKS CSRSNIf t26SNIJ! Ol 6aCt! QumMpéuvd ¢KAA 9EKAOAL
FNRY (GKS FAYFYOALFf LISNF2NXIYyOS 2F bow/ O2yRdz0GSR
2013 and adopted bythe Comdmd a A2y Ay AG0& b2OSYOSNI HXEX HamH 2NRS

Budget! NERC submitted the written criteria to the Commission in a compliance filing dated February 21,
2013 in Docket No. FAPMN-0002 The Commission approved the NERC written catewwith
modifications, in an order issued in that docket on April 18, 20IBe NERC written criteria as used in
this Exhibit incorporate the modifications specified in the Compliance Crder.

Il. Reliability Standards Program 28Major Activities

Themajor activities of the Reliability Standards Program are descrilgatm25-270f the 2018 Business
PlanandBudget. KS wSf Al oAf AGe {dF yRFNRa t NP 3INJpradépt NNX S a
obtain approval of, and modify as and when appropriate, mandatory Reliability Standards for the reliable
planning, operation, and critical infrastructure protection of the North AmeriBatk Electric System
(BE$. The major activity areas forihprogram include (1) providing project management and leadership

to the reliability standard development process to deliver highality, continentwide reliability
standardspoth new and modifiedincluding standard development outreach activities,lisation of
drafting teamactivities, drafting support, assistimyafting teams m adhering to the processes in the
Standard Processes Manuahd ensuring that the quality of documents produced are appropriate for
approval by industry and the NERC Bod4R) facilitating continentvide industry engagement in the
standard development processes; and (3) conducting industry balloting on standards, disseminating
information on standards and the standard development processes, and supporting regulatosyafiling
proceedings relating to standards. Additionally, the Reliability Standards Program provides technical
advice and final quality review for Regional Enttgndards developmerprocesses, presents proposed
regional standards to the NERC Board, anghares submissions for approval of regional standards to the
applicable regulatory authorities in the U.S. and Canada.

For 208, the major activities of the Reliability Standards Programawiitinue tofocus on (1)
selection of standards projects to dertaken based on theature of the reliability issue@nd whether

1 North American Electric Reliability Corporation, Order Accepting 2013 Business PBundgetiof the North American Electric Reliability
Corporation and Ordering Compliance Flingmnm C9w/ ¥ cMInyc OHAMHUO O0dHnmo .dzRASHE hNRS
.dzR3ISG hNRSNE AdY aLy Ada |y ystdulfl]provitteiah ¢xplanationlss tb why the/pRoposedzacivilies to BeA £ A y
undertaken by each program area for the budget year are statutory, including, ata minimum: a description and the pufgosajfr activiies

to be taken by each program areaanda SELJ | yI A2y F2N) gKé (KRB.atPAG.AGAGE A& | adl GdzizN
2 Compliance Filing of the North American Eledeliability Corporation ireRponse tdParagraph 30 of November 2, 2012 Commission Qrder

NERC Written Criteria for Determining ®ttrer a Reliability Activity is Eligible to be Funded Under Federal Power Act Sectitad?EBbruary

1,2013 inDocketNo.FA2L-n nn 604G CSONHzt NBE MI Hnmo [/ 2YLX AlFyYyOS CAfAyIE0LD

3 North American Electric Reliability Corporation, Order on Complidd@€ 9w/ ) cMIApH O6HAMOU 64/ 2YLIX Al yOS
4For ease of reference, the complete NERC written criteria, as modified in accordance with the Compliance Order, arapriogided of this

Exhibit.
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a standard or another solution is most appropriate to address the issue; (2) addressing Commission
directives and responding to Commission orders as necessary through the standardsspi@}es
performing peiodic reviews of standard$4) facilitating smooth transitions to new standards through
developing guidelines, webinars, and other activities to support auditor and industry training for new
standards.ldentification of need forany new standards projects will be based on sources such as
Commission directives and reliability risks identified by the Reliability Risk Management Process or the
Reliability Issues Steering Committee (Rl&Ad (5) implementing the results of the comprehigas
review of standards conducted in 2017 by initiating projects to review or retire standards.

The major activities of the Reliability Standards Program satisfy the following criteria:

[.LA: s the activity necessary or appropriate for Reliability Stadd development projects
pursuant to the NERRules of Procedure (RCP)

[.B: Is the activity necessary or appropriate for providing guidance and assistance to Regional
Entities in carrying out Regional Reliability Standards development activities?

I.C. Isthe activity necessary or appropriate forinformation gathering, collection and analysis
activities to obtain information for Reliability Standards development, including for purposes of
identifying areas in which new Reliability Standards could be lidgpeel, existing Reliability
Standards could be revised, or existing Reliability Standards could be eliminated?

[.D: s the activity necessary or appropriate for the provision of training and education
concerning Reliability Standards development procegzexedures, and topics for/to (i) NERC
personnel, (ii) Regional Entity personnel, (iii) industry personnel?

[I.LF.1: Is the activity necessary or appropriate for the provision of training, education and
dissemination of information for/to (i) NERC persah, (ii) Regional Entity personnel, and (ii)
industry personnel with respect to compliance monitoring and enforcement topics and topics
concerning reliability risks identified through compliance monitoring and enforcement activities,
such as (1) Requiremts of Reliability Standards, including how to comply and how to
demonstrate compliance®his includes development of guidance and interpretation documents.

IV: Is the activity one that was required or directed by a Commission order issued pursuant
to 82157 (Reliability Standards development projeate often initiated in response to directives
in Commission ordejs

V: La GKS OGA@AGe 2yS GKIFIG A& NBIldzZA NBR 2NJ &L
ROPthat have been approved by the Com@ia 2y | & a9t SOGNARO wSft Al 0Af
(defined in 18 C.F.R. 839.1) pursuant to FPA 8216Tf)@ applicabl&ORprovisions for these

major activities are 8300 and Appendix 3A.)

VI Is the activity necessary or appropriate for the supervisind aversight of Regional
Entities in the performance of their delegated responsibilities in accordance with FPA 8215, 18
C.F.R. Part 39, the Commissapproved delegation agreement between NERC and the Regional
Entity, the NERC ROP, and applicable prowssof Commission orders?

IX. Is the activity necessary or appropriate for NERC and Regional Entity committees,
subcommittees and working groups engaged in activities encompassed by one or more of the
other criteria?
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X. Is the activity necessary or appnagte for the analysis and evaluation of activities
encompassed by one or more of the other criteria for the purpose of identifying means of
performing the activities more effectively and efficiently?

. Compliance Monitoring and Enforcement and Orgagtibn Registration andCertification
Program Area 208 Major Activities

The major activities of the Compliance Monitoring and Enforcement and Organization
Registration and Certification Program Area are describ@ahgées?9-33, 37-37, and39-43 of the 2018
Business Plan and Budg&his Program Area is comprisedliofee operational groups: (1Lompliance
Assurancgaddressing compliance monitoring), @pmpliance Analysis, OrganizatiRagistratiorand
Certification(addressing assurance, organization registration and certification),(@nh@ompliance
Enforcement.

The Compliance Assurance group works collaboratively with the Regional Entities to ensure
effective implementation ofisk-based compliance monitoringnderthe Compliance Monitoring and
QY TFT2NDOSYSYyild tNRINIY 06d/ adt ¢ 0¢ KAONPHANE dalkBa S yOIMNEL (e
following major activities and functions: {@hsuring that Regional Entities monitor registered entities for
complianceaccording to their specific facts and circumstances, developing customized compliance
oversight plans (COPs) for each registered entity based on its inherent risk assessment (IRA); (2)
2OSNESSAYI wSIA2Yy It 9y dAlA S doxhelqualipdmpfmentstiBrobitng G S NS R
risk-based compliance monitoring program; (4) development of the annual CMEP Implementation Plan;
(5) oversight of use of necessary compliametated processes, procedures, IT platforms, tools and
templates; (6) devlpment and delivery of education and training for ERO Enterprise staff; (7) conducting
CIP V5 training and education programs and other outreach that support industry compliance and
security (8)conducting CI®142training and outreach activities reladl to effective implementation of
the Physical Security Reliability Standard; ¢®prdinating with the NERC Standards department for
standards development to provide compliance information, statistics, and perspectives to standard
drafting teams to fostedevelopment of standards that provide increased reliability benefit and clarify
compliance risks, and to assist in smooth transitions for standards from development to enforceability;
(10 supporting Regional Entity and industry committees, working gramgistask forces, such as the
NERQCompliance and Certification Committé€CC) and Critical Infrastructure Protection Committee
(CIPC)(11) industryfocused outreach events and webinars on fisdssed CMEP activities; ant)
promoting registered entitida Q RS @FSt 2LIYSyid 2F SFFSOUGADS O2YLIX ALY

The ongoing and new major activities of the Compliance Assurance groR@Iwill include:
(1) continuing to implement the riskased compliance program, includioggoing oversigtof the risk
based CMEP, IRAs, internal controls, and ensuring that COPs are addressing the releM@)tvisiking
with NERC Enforcementand IT and with Regional Entity staffs development of the CMEP Process tool; (3)
supporting the continued successimplementation of CIP V5 standards and subsequent enhancements
that became or become effective in 2017 and beyond; (4) continuing to monitor and support effective
implementation and monitoring of the Physical Security Reliability Standard; (5) comgithg training
programfor Regional Entity statb supportthe ERO Auditor Capabilities and Competencies G#le
continuing toprovide feedback to the Standards Progranmtiegrate standards and compliance functions
for clear stakeholder implementain, including through a common set of Reliability Standards Audit
Worksheets(7) supporting international CMEP activities including reliability and security subject matter
expertise and outreachy(8) providing support and leadership to applicable comnatteand
subcommittees including the CIPC and the C&M@ (9) continuing to periodically host an Energy
Technologies Roundtable for-trepth discussion of integrating emerging technologies associated with
BPS operations to address cyber and physical sgausks.
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The Compliance Analysi3rganizatiorRegistratiorand Certificationgroupisresponsible for a
range of requirements and activities embodied in Section 500 and Appendices 5A and 5B of the NERC
ROPjncluding providing technical resource suppartdtandards development, compliance monitoring,
and enforcementensuringthat all entities impacting the BES are registered commensurate with risk;
Syadz2NAy3a |ff wStAFoAfAGE /22NRAYFG2NR oaw/ é¢03x .|
0 G ¢hdt | NB conSudting ifdasByReTiability assurance activities; and ensuring that compliance
gaps identified in reportable events are assessed and addressed if appropejte.activities of this
group include (1) registration of BES users, ownand operators who are responsible for compliance
with Commissiorapproved Reliability Standards; @jaluating and certificationf the competency of
RG, BAsand TOB;, (3) conducting activities to reasonably assure the ERO that certain actions reave be
taken as reported in response to NERC Alerts or guidance to industry; (4) providing oversight of Regional
Entity implementation of regional registration, compliance, certification, investigation, and complaint
programs and processes; (5) conducting istigations to identify Possible Violations of Reliability
Standards in response to complaints, BES disturbances, or other triggers, including participating on all
Regional Entityed investigations and as observers as requested on Commiksioreliabiliy
investigations and inquiries; (6) working with Regional Entity staff to confirm that qualified events and
disturbances are evaluated against the relevant Reliability Standards and to ensure formal compliance
monitoring occurs if indicated; and (7) adds&sg formal complaints that allege violations of Reliability
StandardsSpecific major activities of Compliance Analy3rganization RegistratiandCertificationfor
2018 will include continuing to conducNERGled panes on registration requestsontinuing to
implementregistration program improvements and certification program improvements identified in
prior years including condating training as necessary; and evaluating BES disturbances and events for
potential gaps in compliance monitoring odi@bility standards.

The Compliance Enforcement department is responsible for overseeing enforcement processes,
the application of Penalties or sanctions, and activities to mitigate and prevent recurrence of
noncompliance with Reliability Standardehe Department works collaboratively with the Regional
Entities to ensure consistent and effective implementation of the-biaked CMERNcluding evaluating
the consistency of disposition methods including assessmdpeiodlties or sanctionst also focuse on
ensuring that the ERO Enterprise dedicates resources to the matters that pose the greatest risk to
reliability.¢ KS / 2YLIX Al yOS 9y F2NOSYSyid RSLINIYSYy(d Y2yAaidz
and provides oversight over the outcomes of suabgaisses, to ensure due process, identify best practices
YR LINRPOS&da STFAOASYyOe 2L NIdzyAGASas yR LINBY?2
practices; collects and analyzes compliance enforcement data and trends to assist with identification of
emerging risks and help to inform development of enforcement policy and processe §ditiess of
PSylfde oabht €0 FyYyR 20KSNJ &dzo YA (G fodghRegional Bty G SR &
compliancemonitoring and enforcement activities; pcesses and files NOPs and other submittals
discovered through NEREd investigations and audits; collaborates with other NERC departments,
including Compliance Assurance, Reliability StandardsRegional Entity Coordinatioand delivers
training of theERO Enterprise staff and outreach to registered entities on compliance and enéotcem
topics Compliance Enforcement also conducts outreach activities that focus ctoggihg, compliance
exceptionsandriskassessment of noncompliances

During 208, the Compliance Enforcement department wbhtinue tofocus on the successful
implementation of as well as refining and improvintlpe riskbased CMEPThe major activities of
Compliance Enforcement will includentinuingto refine and improveisk-based CMEP processes;
continuing to implementin a transparent manner the risfocused ERO Enterprise enforcement
philosophy; expanding the feedback loop of information from Enforcement to Standards and other
program areas; and working with Compliance Aagsge, IT, and Regional Entity stafégarding

NERC 2018 Business Plan and BudggFinal| August 10 2017
123



Exhibit B¢ Application of NERC Section 215 Criteria

improvements in the existing compliance, reporting, analysis system and other compliance tools to
support riskbased activities.

The major activities of the Compliance Monitoring and Enforcement and Omgjianiz
Registration and Certification Program Area satisfy the following criteria:

[.LA: Is the activity necessary or appropriate for Reliability Standards development projects
pursuant to the NERROP

I.C: Isthe activity necessary or appropriate foranhation gathering, collection and analysis
activities to obtain information for Reliability Standards development, including for purposes of
identifying areas in which new Reliability Standards could be developed, existing Reliability
Standards could beevised, or existing Reliability Standards could be eliminated?

[ILA: Is the activity necessary or appropriate for the identification and registration of users,
owners, and operators of the Bulk Power System that are required to comply with Requirements
of Reliability Standards applicable to the reliability functions for which they are registered?

[I.B: Is the activity necessary or appropriate for the Certification of Reliability Coordinators,
Transmission Operators and Balancing Authorities as having réwpiisite personnel,
qualifications and facilities and equipment needed to perform these reliability functions in
accordance with the applicable Requirements of Reliability Standards?

[I.D: Is the activity necessary or appropriate for conducting, paréitiy in or overseeing
compliance monitoring and enforcement activities pursuant to the NERC ROP and (through the
Regional Entities) the Commissiapproved delegation agreements?

IlLE: Is the activity necessary or appropriate for information gatheringjection and analysis
activities to obtain information to monitor and enforce compliance with Reliability Standards,
including evaluating the effectiveness of current compliance monitoring and enforcement
processes, the need for new or revised compliammmitoring and enforcement processes, and
the need for new or different means of training and education on compliance with Reliability
Standards.

Il.LF: Is the activity necessary or appropriate for the provision of training, education and
dissemination oinformation for/to (i) NERC personnel, (ii) Regional Entity personnel, and (iii)
industry personnel with respect to compliance monitoring and enforcement topics and topics
concerning reliability risks identified through compliance monitoring and enforce aivities,

such as: (1) Requirements of Reliability Standards, including how to comply and how to
demonstrate compliancehis includes development of guidance and interpretation documents.
(2) Compliance monitoring and enforcement processes, inclutmgto conduct them, how to
participate in them, and the expectationsfor the proce$his includes development of guidance
documents. 3 Disseminating, through workshops, webinars,

| ROAA2NASakwSO2YYSYRIGA2yakoaaSyfaaeya OG5 NKS
information on compliance concerns and reliability risks obtained through compliance monitoring
and enforcement activities, monitoring and investigation of Bulk Power System major events, off
normal occurrences and near miss events, ancoBulk Power System monitoring activitié4)?
Registered Entity internal processes for compliance with Reliability Standards, such as
development, implementation and maintenance of internal reliability compliance programs?
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V: Is the activity one thatiBlS Ij dzA NBER 2NJ aLISOAFTASR o6& 2NJ OF N
ROPOUKI G KIF@S 0SSy ILIWNBOPSR o6& GKS [/ 2YYAaarzy
(defined in 18 C.F.R. 839.1) pursuant to FPA 82161f)@ applicabl&ORprovisions for these

major activities are 8400 and 500 and Appendices 4B, 4C, 5A, 5B and 5C.)

VI Is the activity necessary or appropriate for the supervision and oversight of Regional
Entities in the performance of their delegated responsibilities in accordance with FPA18215,
C.F.R. Part 39, the Commissapproved delegation agreement between NERC and the Regional
Entity, the NERC ROP, and applicable provisions of Commission orders?

IX: Is the activity necessary or appropriate for NERC and Regional Entity committees,
subcanmittees and working groups engaged in the activitiesencompassed by one or more of the
other criteria?

X: Is the activity necessary or appropriate for the analysis and evaluation of activities
encompassed by one or more of the other criteria for the msp of identifying means of
performing the activities more effectively and efficiently?

V. Reliability Assessment anflystemAnalysis Program 2@IMajor Activities

The major activities of the Reliability Assessment &ystem AnalysifR{SA Program a&
described at page45-50 of the 20B Business Plan and Budget. The RASt N2 A NJ Y Ol NNX Sa 2 ¢
responsibility to conduct assessments of the reliability and adequacy of the BES to provide insight and
guidance about reliability riskRAS focuses on developing a technical framework and understanding of
the emergingeliability risks facing the industryhe principal activity aread the RA3 Program include:
independent assessments and reports on thell reliabilityandadequacyf the BESand associated
reliability risks that could impac¢he short-term, mid-term and longterm planning horizosand other
reliability issues requiring an4depth analysignterconnectionwide analysi$or analyzingteadystate
and dynamic conditions, including frequency, Essential Reliability Services, s&iwlitgircuitratio,and
oscillatory behavioaspectsassurance oversight that electrical elements necessary for reliable operation
of the BES are ideni#d; support for development and improvement of loftgrm sustainable
interconnectionbased power flow, dynamic and load modéhat exhibitthe accuracy and fidelity
reflecting actual BES reliability performance and dynamic conditahsancement of indstry and the
OwhQa dzyRSNRGFIYRAY3I 2F LIRoSNI aeaidSy OKI NI OGSNRaIG:;
data for advanced data analytics and modeling improvemeamis establishing reliability leadership and
consistent, technically sound guidanand recommendations that position industry and polisgikers to
enhance reliability through effente outreach and communications.

The RAA Program works with industry leaders to create a reliability strategy that is relevant,
timely, and effective aaddressing the most important reliability risksroughreviewing and addressing
key priority risks identified by the NERC RISC, synthesizing information identified through analysis and
assessment effortextracting and prioritizing the associated relldf risks;sharing and integrating risk
analysis insights across the ERO Enterprise; and translating that knowledge into actionable guidance and
recommendations for NERC management, the Board, and entities, and government policy rRAKBZs.
monitors theongoingand historic reliability performance of the BES through data gathered to analyze
historic trends and provides reports and recommendations regarding #méicipatedconditions that
could impact reliability, security and stability of the BRASAonducts reliability assessments to evaluate
the expected reliability of the BES through extensive deterministic and probabilistic analyses to identify
potential reliability risks and mitigation approach&®y assessments include the Lergym Reliability
Assessment (supplemented by the Probabilistic Assessment), Summer and Winter Reliability
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Assessments, and Sheérerm and Special Reliability AssessmeXsignificant ongoing effort focuses on

the continued development of effective Essential RelialigyviceSRASA also focuses on understanding
the technical behavior of the North American grid, as the foundation for identifying crucial aspects of
performance that are important for sustaining overall reliability.

RA®works closely with other organitians such as the Electric Power Research Insti{thER))
Department of Energ¢DOE) Institute of Electrical and Electronics Engin€HeEE)Institute of Nuclear
Power OperationgINPO) North American Transmission FordMATF) North American Generan
Forum(NAGF)Canadian Electricity Associati@EA)Interstate Natural Gas Association of America, and
Natural Gas Supply Association, on a number of energy industry reliability issues such as geomagnetic
disturbances, vegetation management, variabneration integration, and interdependency of gas and
electric systems.

The ongoing and new major activities of theFRArogram for 2@ include:(1) implementing
advanced reliability assessment and system analysis methods to address the changiegfidte grid,
including issuing reliability assessment reports, guidelines, and recommendationsto address high priority
evolving performance trends and address emergigigs to reliability; (2) issuirgpecial assessments on
identified highpriority risks as prioritized and recommended by the RISC, including on changing resource
mix and maintaining Essential Reliability Services, increased penetration of distributed energy resources,
increasing dependency on generation fuel by natural gasjmted-area and local system oscillations in
all interconnections and their potential impact on interconnection reliabili8);developing technical
analyses in key reliability areas, such as Frequency Response, Short Circuit Strengtreéster
Oscillation, anistributed Energy resourcg@) providing technical expertise, research and feedback to
the industry;(5) continuing to explore use of statd-the-art software to conduct power system analyses
and enhancing the use of reime tools by industry(6) supporting Reliability Standard developmentby
providing subject matter expertis€/) providing support and leadership to the NERC Planning Committee
and to standing committees and subcommittees, working groups, and task fonchsding supporting
the dewelopment of technical reference documents and Reliability Guidel{@gsupportingmajor event
investigations, analyses, and reporting of findings, recommendations, and lessons learned that will
improve reliability (9) providing feedback to interconndon-wide modetbuilding groups on
improvements to system model quality and fidelity; adf))(assisingin developmenbf approaches to
registration and provide inputto NERC staff in support of the development of CMEP risk elements, as well
as supportingand leading the BES Definition Exception process.

The major activites of the RAS Program satisfy the following criteria:

I.LA: is the activity necessary or appropriate for Reliability Standards development projects
pursuant to the NERROP

[.C.1: Is the activity necessary or appropriate forinformation gathering, collection and analysis
activities to obtain information for Reliability Standards development, including for purposes of
identifying areas in which new Reliability Standards could be dgeel existing Reliability
Standards could be revised, or existing Reliability Standards could be eliminated, such as: (1)
Measuring reliability performance past, present and future; publishing or disseminating the
results of such measurements; analyzihg results of such measurements; identifying and
analyzing risks to reliability of the Bulk Power System based on such measurements; and/or
identifying approaches to mitigating or eliminating such risks?
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IILA: Is the activity necessary or appropriater fihe identification and registration of users,
owners, and operators of the Bulk Power System that are required to comply with Requirements
of Reliability Standards applicable to the reliability functions for which they are registered?

[IlLA: Isthe actvity necessary or appropriate for the preparation or dissemination ofieng,
seasonal, and special assessments of the reliability and adequacy of the Bulk Power System?

[1.B: Is the activity necessary or appropriate for measuring reliability perfoceg past,
present and future; publishing or disseminating the results of such measurements; analyzing the
results of such measurements; identifying and analyzing risks to reliability of the Bulk Power
System based on such measurements; and/or identifgpmroaches to mitigating or eliminating
such risks?

IIl.LF: Is the activity necessary or appropriate for the development and dissemination of
Advisories/Recommendations/Essential Actions regarding lessons learned and potential
reliability risks to userggwners, and operators of the Bulk Power System?

IV: Is the activity one that was required or directed by a Commission orderissued pursuant

to §215?76 COw/ 2NRSNE RANBOGSR bow/ (G2 RS@OSt2L) I yF
9f SO NA O {ré@cadirsforéequesfig ard retdiving exceptions from the BES definition,

YR &dzoaSlidzsSyidte | LIWINPOSR bow/ Qa LINRPLI2ASR NB
exception procedure.)

V. Is the activity one thatis required or specified by, or carriesdl, S LINR2 A & A 2 Yy 2
ROPIKI G KI @S 0SSy FLIINRPGSR o0& GKS /2YYAAaah
(defined in 18 C.F.R. 839.1) pursuant to FPA 821F(f¥applicabl®&ORprovisions for this major

activity are 8804806 and 809810 and Apendix 50

a
2y

VI Is the activity necessary or appropriate for the supervision and oversight of Regional
Entities in the performance of their delegated responsibilities in accordance with FPA 8215, 18
C.F.R. Part 39, the Commissapproved delegation agraeent between NERC and the Regional
Entity, the NERC ROP, and applicable provisions of Commission orders?

IX: Is the activity necessary or appropriate for NERC and Regional Entity committees,
subcommittees and working groups engaged in activities encongodasg one or more of the
other criteria?

X: Is the activity necessary or appropriate for the analysis and evaluation of activities
encompassed by one or more of the other criteria for the purpose of identifying means of
performing the activities more efigively and efficiently?

Reliability Risk Management (Situation Aareness Event Analysisind Performance Analysis
2018 Major Activities

¢KS YI22NJ I QOUAGAGASE 2F GKS wSEtAFOAEAGE wAaal

Situaton Awareress Department, th&vent AnalysiBepartmentand the Performance Analysis group,

are described at pages?-54, 56-57, and59-63 of the 2018 Business Plan and Budget. The RRM group
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continual awareness, detailed analysis of significant events, landerterm broad performance
assessmen}of the reliability and adequacy of the BE&Iuding identifying potential issues of concem
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