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Member Representatives Committee
Pre-Meeting Informational Session
Conference Call and Webinar
January 9, 2019 | 11:00 a.m. – 12:00 p.m. Eastern
Dial-in: 1-800-581-5838 | Conference ID: 993673
Click here for: Webinar Registration
Introduction and Chair’s Remarks
NERC Antitrust Compliance Guidelines and Public Announcement*
Agenda Items

1. Preliminary Agenda Topics for the February 2019 Board, Board Committees, and MRC Meetings*
2. Overview of Policy Input Letter
a. 2019 ERO Enterprise Dashboard and ERO Performance Objectives*
b. Special Reliability Assessment Development*

*Background materials included.

Antitrust Compliance Guidelines
I. General

It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably
restrains competition. This policy requires the avoidance of any conduct that violates, or that might
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement
between or among competitors regarding prices, availability of service, product design, terms of sale,
division of markets, allocation of customers or any other activity that unreasonably restrains
competition.
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s
compliance with the antitrust laws to carry out this commitment.
Antitrust laws are complex and subject to court interpretation that can vary over time and from one
court to another. The purpose of these guidelines is to alert NERC participants and employees to
potential antitrust problems and to set forth policies to be followed with respect to activities that may
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel
immediately.
II. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should refrain from
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings,
conference calls and in informal discussions):
•

Discussions involving pricing information, especially margin (profit) and internal cost
information and participants’ expectations as to their future prices or internal costs.

•

Discussions of a participant’s marketing strategies.

•

Discussions regarding how customers and geographical areas are to be divided among
competitors.

•

Discussions concerning the exclusion of competitors from markets.

•

Discussions concerning boycotting or group refusals to deal with competitors, vendors or
suppliers.

•

Any other matters that do not clearly fall within these guidelines should be reviewed with
NERC’s General Counsel before being discussed.

III. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and subgroups) may
have a negative impact on particular entities and thus in that sense adversely impact competition.
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If
you do not have a legitimate purpose consistent with this objective for discussing a matter, please
refrain from discussing the matter during NERC meetings and in other NERC-related communications.
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.
In addition, all discussions in NERC meetings and other NERC-related communications should be within
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as
within the scope of the published agenda for the meeting.
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an
industry participant or group of participants a competitive advantage over other participants. In
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability
standards should not be influenced by anti-competitive motivations.
Subject to the foregoing restrictions, participants in NERC activities may discuss:
•

Reliability matters relating to the bulk power system, including operation and planning matters
such as establishing or revising reliability standards, special operating procedures, operating
transfer capabilities, and plans for new facilities.

•

Matters relating to the impact of reliability standards for the bulk power system on electricity
markets, and the impact of electricity market operations on the reliability of the bulk power
system.

•

Proposed filings or other communications with state or federal regulatory authorities or other
governmental entities.

Matters relating to the internal governance, management and operation of NERC, such as nominations
for vacant committee positions, budgeting and assessments, and employment matters; and procedural
matters such as planning and scheduling meetings.

NERC Antitrust Compliance Guidelines
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Member Representatives
Committee (MRC)
Pre-Meeting and Informational Webinar
January 9, 2019
Month XX, 20XX

Objectives – Pre-Meeting and
Informational Session
• Review preliminary agenda topics for:
 Open Board of Trustees (Board) Committee conference calls prior to
February meetings
 February 6 MRC meeting
 February 6-7 Board and Board Committee meetings

• Review policy input letter topics
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Schedule of Quarterly NERC Meetings
and Conference Calls
Wednesday, February 6, 2019
7:00-8:00 a.m.
Room name:

Public Breakfast

8:00-9:15 a.m.
Room name:

Corporate Governance and Human Resources Committee—Open

9:30–10:30 a.m.
Room name:

Compliance Committee Meeting—Open

10:45–11:15 a.m.
Room name:

Finance and Audit Committee— Open

11:30 a.m.–12:15 p.m.
Room name:

Technology and Security Committee — Open

12:15–1:15 p.m.
Room name:

Lunch

1:15–5:15 p.m.
Room name:

Member Representatives Committee Meeting—Open

5:30-7:00 p.m.
Room name:

Reception
Thursday, February 7, 2019

7:30–8:30 a.m.
Room name:

Public Breakfast

8:30 a.m.–12:00 p.m.
Room name:

Board of Trustees Meeting—Open
*Times are tentative and subject to change
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Corporate Governance and Human Resources
Committee 8:00 - 9:15 a.m., February 6

• Approve Board Committees’ Self-Assessment Surveys
• 2019 Board of Trustees Committee, Chair and Vice Chair
Appointments
• 2019 ERO Enterprise Dashboard and ERO Performance
Objectives
• Board Self-Assessment and MRC Assessment of Board of
Trustees Effectiveness Results and 2019 Work Plan
• 2018 Year-End Performance Report
• NERC Governance Guidelines Annual Review
• Annual Conflict of Interest and Independence Report
• Annual Review of Committee Mandate
• Human Resources and Staffing Update
4
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Compliance Committee
9:30 – 10:30 a.m., February 6
• Case Study of Selected Compliance Monitoring and Enforcement
Program Matters
• Compliance Monitoring and Enforcement Program Annual
Report
• Annual Review of Compliance Committee Mandate

5
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Finance and Audit Committee
10:45 – 11:15 a.m., February 6
• 2018 Year-End Unaudited Results of Operations
• Annual Review of Committee Mandate
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Technology and Security Committee
11:30 a.m. – 12:15 p.m., February 6
• E-ISAC Update
• ERO Enterprise Information Technology Strategy and IT Projects
Update
• Annual Review of Committee Mandate

7
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Member Representatives Committee
1:15 – 5:15 p.m., February 6
• Election of NERC Trustees
• MRC Effectiveness Survey
• Responses to the Board’s Request for Policy Input
 2019 ERO Enterprise Dashboard and ERO Performance Objectives
 Special Reliability Assessment Development

•
•
•
•

Additional Policy Discussion of Key Items from Board Committee Meetings
MRC Input and Advice on Board Agenda Items and Accompanying Materials
Effectiveness and Efficiency: Stakeholder Engagement
Standing Committee Highlights: Personnel Certification Governance
Committee
• Update on FERC Reliability Matters
• Accountability Matrix
• Regulatory Update
8
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Board of Trustees
8:30 a.m. - 12:00 p.m., February 7
• Committee Membership and Charter Amendments
 Standing Committees’ Membership or Charter Amendments

• Report on Board of Trustees January 28 and February 5, 2019
Closed Sessions
• Board of Trustees Self-Assessment Results
• Approve Election and Appointment of Board Chair and Vice
Chair, Board of Trustees Committee Assignments, and NERC
Officers
• Board Committee Reports
 Approve 2019 ERO Enterprise Dashboard and ERO Performance Objectives
 Accept 2018 Year-End Unaudited Results of Operations
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Board of Trustees
8:30 a.m. - 12:00 p.m., February 7
• Standards Quarterly Report and Actions
 Accept Supply Chain Activities Final Report and Preliminary
Recommendations
 Update Standards Efficiency Review
 Adopt TPL-007-3, CIP-008-6, CIP-002-6, CIP-003-8
 Approve Revised Retirement Date for PRC-004-WECC-2

• Approvals in Connection with the Termination of the Regional
Delegation Agreement with Florida Reliability Coordinating
Council, Inc.
• Reliability Coordinator Function in the Western Interconnection
• Committee, Forum, and Group Reports
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January 9 – MRC Informational
Session
• Overview of Policy Input Letter
 2019 ERO Enterprise Dashboard and ERO Performance Objectives
 Special Reliability Assessment Development

11

RELIABILITY | ACCOUNTABILITY

Upcoming Dates
• January 2: Policy input letter issued
• January 23: Written comments on policy input topics and
preliminary agenda topics
• January 24: Board and MRC agenda packages and policy input
letter comments posted
• January 31: Board and MRC presentations posted

12
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Agenda Item 2a
MRC Informational Session
January 9, 2019
2019 ERO Enterprise Dashboard and ERO Performance Objectives
Action

Information
Summary

The ERO Enterprise continues to refine its metrics to accurately measure industry and
organizational performance, and has developed a proposal that further enhances the metrics
for 2019. The proposal contemplates an ERO Enterprise Dashboard and ERO Performance
Objectives.
The proposed 2019 ERO Enterprise Dashboard is intended to track reliability indicators across
the bulk power system (BPS) as an awareness tool for the NERC Board of Trustees (Board),
MRC, and stakeholders. These metrics will also enable stakeholders and NERC to monitor
changes in system performance that might guide work prioritization to address increasing or
decreasing risks to reliability and security. Many of these metrics are similar to those seen over
the past several years.
The proposed 2019 ERO Performance Objectives identifies key accomplishments that align
closely with the performance goals in the ERO Enterprise Operating Plan. Once approved, NERC
will track and report on these sets of metrics throughout the year.
In October 2018, the Board requested MRC policy input on the first drafts of the ERO Enterprise
Dashboard and ERO Performance Objectives. Enhancements have been made as a result of
MRC Policy Input, as well as additional Board and stakeholder input, as outlined below. The
Board is seeking additional policy input on the revised 2019 ERO Enterprise Dashboard and ERO
Performance Objectives. Specifically, the Board is requesting input as to whether the ERO
Enterprise Dashboard captures a meaningful set of BPS reliability and security trends, and
whether the ERO Performance Objectives capture the highest priority activities for NERC and
the ERO Enterprise to address in 2019.
ERO Enterprise Dashboard Metrics Enhancements

1. The three-color scale used as a visual representation of performance was revised:
a. “Yellow” was replaced with no color (“white”) so as to not suggest caution when
in the middle between “red” and “green.”
b. Definitions for the colors have changed: “getting better” (green), “between
getting better and getting worse” (neutral/white), and “getting worse” (red). In
certain cases, the metric is simply tracked as green or red (pass/fail).
2. Added four dashboard metrics (data was unavailable for some of the suggested
metrics). Data back-casting is being performed to define the boundary values:
a. Metric 3: Enhance to include Protection System misoperations with loss of load
for qualified events.

b. Metric 4: Separated the annual measurement into two measures: one for firm
load loss due to cold weather and another for firm load loss due to fuel
unavailability.
c. Metric 7: Disturbance control events greater than the most severe single
contingency.
d. Metric 8: Interconnection Frequency Response.
3. Removed the word “trends” throughout.
4. Added the Goals from the Operating Plan that each metric is meant to support.
5. Metric 1: Added to the bullet in How is it Measured?: “(see pages 2-3 of ERO Event
Analysis Process for category determination)”
6. Metric 2: Defined “Compliance History” as quoted in the CMEP Quarterly Report.
7. Metric 5c: Added “excluding fall-ins” to the first measure, as the second measure is
solely about fall-ins.
ERO Performance Objectives Enhancements

1. Goal 1:
o Objective 1: Added “Launch phase II of the O&P Standards Efficiency Review”.
o Objective 2: Added “and establish a process and timeline.”
o Removed Objective 4: Risk-Informed Reliability Standards, as it is redundant with
Goal 3: Reduction of Known Reliability Risks. Consolidated into Goal 3.
2. Goal 2:
o Objective 4: Changed to “Improve alignment in processes across Regional Entities
and, when appropriate, memorialize the aligned processes into CMEP Tool
design”.
3. Goal 3:
o Objective 1: Enhanced to include Risk-Informed Reliability Standards (from Goal
1).
o Objective 1: Added “and other tools.”
4. Goal 4:
o Removed Objective 2: Finalize development and implement a risk-based
evaluation scheme for use in the 2020 Long-Term Reliability Assessment.
o New Objective 2: Changed from “considerations of fuel security risks” to
“considerations of energy assurance risks.” Also changed from “State of
Reliability Report” to “Long-Term Reliability Assessment.”
5. Goal 5:
o Removed third bullet in Objective 2: Develop a data storage and management
system.
o Consolidated first bullet in Objective 2 with the new third bullet in Objective 1:
Implement E-ISAC Watch 24 hours/5 days per week by executing hiring plan (4

watch officers, 4 cyber analysts, 1 threat and countermeasures analyst),
recognizing the need for some flexibility to address changing needs.
6. Goal 6: Objective 1
o Removed first bullet as its redundant: Execute E-ISAC Strategy and Standards
Efficiency Review (discussed elsewhere).
o Removed third bullet as this is always an ongoing operational task: Continue the
search for staff efficiencies with realignment.
o Added separate bullet “Develop plans to address key findings from the 2018
biennial Effectiveness Survey.”
o Added separate bullet: “Work with the Members Executive Committee to develop
metrics measuring the effectiveness of the E-ISAC.”
2. Goal 6: Objective 2
o Second bullet: Added “and/or standardize” to represent both aspects, not just
centralize.
o Removed third bullet as it’s a matter of internal work: Continue to leverage the
ERO Operations Leadership Team to improve effectiveness and efficiency of
program oversight processes.
Attachments

1. 2019 ERO Enterprise Dashboard
2. 2019 ERO Performance Objectives

2019 ERO Enterprise
Dashboard

Proposed 2019 Industry Dashboard Metrics

1. Fewer, less severe events (Goals 1-5)*
2. Compliance violations (Goals 1 & 2)
3. Protection system misoperations rate and misoperations with
loss of load (Goals 1-4)
4. Events caused by generating unit forced outages due to cold
weather or fuel unavailability (Goals 1-4)
5. Reduce AC Transmission line forced outages (Goals 1-4)
6. Unauthorized physical or electronic access (Goals 1-3 & 5)
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Proposed 2019 Industry Dashboard Metrics

7. Disturbance control events greater than the most severe
single contingency (Goals 1-4)
8. Interconnection Frequency Response (Goals 1-4)

* 2017 ERO Enterprise Operating Plan Goals: 1) Risk-responsive Reliability Standards, 2) Objective, risk-informed entity registration,

compliance monitoring, mitigation, and enforcement, 3) Reduction of known reliability risks, 4) Identification and assessment of
emerging reliability risks, 5) Identification and reduction of cyber and physical security risks, & 6) Improving ERO Enterprise
efficiency and effectiveness

Inferential statistics will be calculated when sample sizes are appropriate at a 95% confidence
interval

3
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Metric Status Definitions*

*Dashboards are for illustrative purposes only and are not meant to
represent current status or projections.

Green

Neutral

Red

Pass/Fail

4

Risk indicator getting better

Risk indicator between getting better and getting worse

Risk indicator getting worse

Risk indicator either met or not
RELIABILITY | ACCOUNTABILITY

Metric 1: Fewer, Less Severe Events
• Why is it important?
 Measures risk to the bulk power system (BPS) from events on the Bulk Electric System
(BES)

• How is it measured?
 Cumulative eSRI line in the composite daily event Severity Risk Index (eSRI) for
Category 1–3 events (see pages 2-3 of ERO Event Analysis Process for category determination)
Data (Annual Measurement)

2019 Status

 No Category 3 or above events: Zero is green, else is red

Data (Compared to a 3-year rolling average)

 Slope of eSRI line is flat to decreasing and does not show an
increase above zero that is statistically significant (95% Confidence
Interval)

5

Positive
slope

Increasing

Flat

Negative
slope

Decreasing
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Metric 2: Compliance Violations
• Why is it important?
 Reduce risk to BPS reliability from Standard violations by registered entities

• How is it measured?
 Compliance History* of with moderate/serious risk noncompliance
 The number of violations discovered through self-reports, audits, etc.
 Risk to the BPS based on the severity of Standard violations
2019 Status

Data (Annual Measurement)

 Moderate and serious risk repeat violations filed with FERC on
organizations that have Compliance History (based on 2017 metric)

48

45

Data (Annual Measurement)

75%

80%

Data (Compared to a 3-year rolling average)

5%

4%

 Percent of noncompliance self-reported (Self-certified
noncompliance is not included) (same as 2018 metric)
 The number of serious risk violations resolved compared to the
total noncompliance resolved (based on 2018 metric)

6

* To measure the effectiveness of the risk-based CMEP in reducing noncompliance, NERC reviews moderate and serious risk violations and includes them in
one of three categories: 1) noncompliance with no prior compliance history; 2) noncompliance with prior compliance history that does not involve similar
conduct; and 3) noncompliance with compliance history that includes similar conduct.
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Metric 3: Protection System
Misoperations Rate
• Why is it important?
 Protection system misoperations
exacerbate the impacts

• How is it measured?
 Annual Misoperations rate and the
annual cumulative loss of load for
events with misoperations (cumulative
rate through Q2 2019)
Data (Year-Over-Year Comparison)

 Q3-Q2 comparison misoperations rate based on collection interval
(95% Confidence Interval) (Based on 2018 Metric)

Data (Year-Over-Year Comparison)

 Q3-Q2 comparison for qualified events with misoperations and
loss of load (load loss/number of events) during the collection
interval (95% Confidence Interval) (New)
7

2019 Status
7.5%

76

7.0%

162
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Metric 4: Events Caused by Generating Unit Forced
Outages Due to Cold Weather or Fuel Unavailability
• Why is it important?
 Reduce risk to BPS reliability due to cold weather or
fuel unavailability

• How is it measured?
 Firm load loss due to cold weather or fuel
unavailability
 MWh of potential production lost initiated by cold
weather and fuel unavailability

Percent of MWHrs Lost Due to Lack of Fuel
vs Winter Storms
0.00500
0.00400
0.00300
0.00200
0.00100
0.00000
2014

2015
Lack of fuel

2016

2017

2018

Storms (ice, snow, etc)

2019 Status

Data (Annual Measurement)
 No firm load loss due to cold weather: Zero is green, else is red
Data (Annual Measurement)
 No firm load loss due to fuel unavailability: Zero is green, else is red
Data (Compared to a 5-year rolling average)
 Percentage of winter period net MWh of potential production lost
due cold weather (December – March)
Data (Compared to a 5-year rolling average)
 Percentage of annual net MWh of potential production lost due
fuel unavailability (Q2 to Q2)
8

0.004%

0.00034%

0.002%

0.00017%
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Metric 5: Reduce AC Transmission
Line Forced Outages
• Why is it important?
 Measures risks to BPS reliability from three priority causes:
1. Operator or other human performance issues
2. Substation equipment failures or failed circuit equipment
3. Vegetation encroachment

9
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Metric 5a: Operator or Other Human
Performance Issues

• How is it measured?
 Line outage rates with human error outage causes

Data (Compared to a 5-year rolling average)

 Outage rate decreasing, Q2-Q2 comparison based on collection
interval (95% Confidence Interval) (Based on 2018 metric)

10

2019 Status
Flat
Increasing

Decreasing
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Metric 5b: Substation Equipment Failures or
Failed Circuit Equipment

• How is it measured?
 Line outage rates with equipment outage causes

Data (Compared to a 3-year rolling average)

 Outage rate decreasing, Q2-Q2 comparison based on collection
interval (95% Confidence Interval) (Based on 2018 metric)

2019 Status
Flat
Increasing

11

Decreasing
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Metric 5c: Vegetation Encroachment
• How is it measured?

**

 Number of potential FAC-003 violations*
Year: #
2017: 6
2016: 0
2015: 3
2014: 0
Mean = 2.25 Standard deviation = 2.9

Data* (Compared to a 5-year rolling average)

 Number of vegetation encroachments, excluding fall-ins,
decreasing (within one standard deviation, based on small sample
size) (Based on 2018 metric)

Data** (Compared to a 5-year rolling average)

 Fall-ins: Number of vegetation encroachments decreasing (within
one standard deviation, based on 6-year sample)

5

2019 Status

Increasing

24

Increasing

12

Flat

2

Decreasing

Flat

15

Decreasing
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Metric 6: Unauthorized Physical or
Electronic Access
• Why is it important?
 Measures risk and impact to the BPS from cyber or physical security attacks

• How is it measured?
 Based on industry-submitted OE-417 and/or EOP-004 Electric Emergency Incident
and Disturbance Reports*
*As more data becomes available this metric will be enhanced to provide increased granularity of this risk

Data (Annual Measurement), based on 2018 metric

 No disruption** of BES operations due to cyber attacks
 No disruption** of BES operations due to physical attacks: Zero is
green, else is red

2019 Status

**A disruption means that a BES facility was removed from service as a result
of the cyber or physical incident
13
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Metric 7: Disturbance control events greater
than the most severe single contingency
• Why is it important?
 Measures risk to the BPS by monitoring the number of Disturbance Control
Standard (DCS) events that are greater than the Most Severe Single Contingency
(MSSC)

• How is it measured?
 Information received by NERC based on the BAL-002 Reliability Standard
 Measures a rolling 7 year quarterly time trend testing for statistical significance

Data (Quarterly Measurement), New

 Green: a time trend line of the most recent 7 years of quarterly DCS
events > MSSC has a statistically significant negative slope
 Middle: no statistically significant trend for the slope
 Red: a time trend line of the most recent 7 years of quarterly DCS
events > MSSC has a statistically significant positive slope

14

2019 Status
No
statistical
trend
Increasing
trend

Decreasing
trend
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Metric 8: Interconnection Frequency
Response
• Why is it important?
 Measures risk and impact to the BPS by measuring the interconnection frequency
response performance measure (IFRM) for each BAL-003-1 event as compared to
the Interconnection Frequency Response Obligation (IFRO)

• How is it measured?
 IFROs are calculated and recommended in the Frequency Response Annual Analysis
Report for Reliability Standard BAL-003-1.1 implementation
 IFRM performance is measured for each event by comparing the resource (or load)
MW loss to the frequency deviation
Data (Quarterly & Annual Measurement), New

 IFRM for each BAL-003-1 event is compared to the IFRO for each
quarter of the 2019 operating year
 Success is no Interconnection experiencing a BAL-003-1 frequency
event where IFRM performance is below their respective IFRO:
Zero is green, else is red

15

2019 Status
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Proposed ERO Performance
Objectives

ERO Enterprise
Operating Plan Goals
1. Risk-responsive Reliability Standards
2. Objective, risk-informed entity registration, compliance
monitoring, mitigation, and enforcement
3. Reduction of known reliability risks
4. Identification and assessment of emerging reliability risks
5. Identification and reduction of cyber and physical security risks
6. Improving ERO Enterprise efficiency and effectiveness

2
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Goal 1: Risk-informed Reliability Standards
2019 Key Objectives
1.

Complete phase I of the Operating & Planning (O&P) Standards Efficiency
Review and gain FERC approval for sought-after retirements. Launch phase II
of the O&P Standards Efficiency Review.

2.

Initiate CIP Standards Efficiency Review, and establish a process and timeline

3.

Complete Supply Chain efforts
• Complete the final report and gain Board acceptance
• Develop a plan to realize the recommendations in the report
• Begin plan implementation
• Develop a plan to evaluate the effectiveness of the supply chain standard

3
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Goal 2: Risk-informed Entity Registration, Compliance
Monitoring, Mitigation, and Enforcement

2019 Key Objectives

4

1.

Complete registration and certification of the new Western Reliability
Coordinators on-time, consistent with dissolution of Peak Reliability

2.

Review effectiveness of the Compliance Guidance program and develop plan
to enhance; evaluate opportunities to expand the concept to other program
areas

3.

Integrate Internal Control reviews in all scheduled ERO Enterprise audits and
spot checks; provide training and education on control evaluations to
industry with supporting guidance to the Regional Entities for consistent
implementation

4.

Improve alignment in processes across Regional Entities and, when
appropriate, memorialize the aligned processes into CMEP Tool design
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Goal 3: Reduction of Known Reliability Risks

2019 Key Objectives
1.

For five priority risk areas 1) Protection system misoperations, 2)
Performance of inverters and associated control systems during frequency
and voltage perturbations (PRC-024), 3) Planning and operating a bulk power
system with increased dependency on natural gas, 4) Compromised
situational awareness from the loss of Energy Management Systems, and 5)
Distributed energy resources
• Identify the extent of condition and bulk power system reliability risks
from loss of situation awareness and distributed energy resources
• Develop and begin to execute strategy for mitigating the these risks:
 Enhancements to existing Reliability Standards
 New Reliability Guidelines and other tools
 Best Practices

2.

5

Finalize business case and begin implementation (as appropriate) of new
SAFNR Tool
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Goal 4: Identification and Assessment of
Emerging Reliability Risks
2019 Key Objectives

6

1.

Develop and implement a plan to expand the consistent use of probabilisticbased assessment processes for reliability assessments with common tools
and practices

2.

Expand the 2020 Long-Term Reliability Assessment to include considerations
of energy assurance risks

3.

Scope out options and determine if work should be undertaken on the use of
reserve margin targets given a) changing levels of resource “firmness,” b)
uncertainty around actual loads due to DER expansion, and c) recent
experiences at managing tight reserve margins without incident (e.g.,
summer 2018 in ERCOT)
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Goal 5: Identification and Reduction of
Cyber and Physical Security Risks

2019 Key Objectives

7

1.

Information sharing:

2.

Analysis:

3.

Engagement:

• Enhance data collection capabilities (membership, technology improvements, range of
collected data)
• Establish two-way sharing of machine readable cyber indicators through the Cyber
Automated Information Sharing System
• Implement E-ISAC Watch 24 hours/5 days per week by executing hiring plan (4 watch
officers, 4 cyber analysts, 1 threat and countermeasures analyst), recognizing the need for
some flexibility to address changing needs
• Increase the identification of indicators of compromise
• Expand the Industry Engagement Program (IEP) and host minimum of 6 IEP sessions
covering each Regional Entity footprint
• Execute Canadian Engagement Strategy, including meetings with each interconnected
province and gain Canadian support for 2020 Business Plan and Budget
• Design and execute GridEx V with expanded participation with special focus on cross –
sector interdependencies and international collaboration
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Goal 6: Improving ERO Enterprise Efficiency
and Effectiveness
2019 Key Objectives
1.

NERC-based initiatives:
• Develop and implement meeting and travel policy to support NERC stakeholder groups
• Finish the 2019 year within 1% over or under budget and maintain at least $3.0M in
operating reserves
• Develop plans to address key findings from the 2018 biennial Effectiveness Survey
• Work with the Members Executive Committee to develop metrics measuring the
effectiveness of the E-ISAC

2.

ERO-Enterprise “coordination” initiatives
• Meet all milestones associated with CMEP tool development
• Evaluate opportunities to “centralize” and/or “standardize” processes (e.g.,
Consolidated Hearing Body)
• Develop and implement meeting and travel policy for ERO Enterprise working groups

3.

Stakeholder Engagement:
• In concert with Stakeholder Committees (MRC, Technical Committees), develop and
implement plan to reconceive and transform Technical Committees to a lower cost
model that preserves/improves effectiveness of stakeholder engagement

8
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Agenda Item 2b
MRC Informational Session
January 9, 2019
Special Reliability Assessment Development

Action

Information
Background

NERC’s Special Reliability Assessments, as called for in NERC’s Rules of Procedure, provide an
independent focused evaluation of important emerging risks that includes a stakeholder input
and outreach process. The goal is to identify the extent of the risks, inform and educate policy
makers and industry leaders of potential reliability consequences, and pursue
recommendations that assure the continued reliable operation of the bulk power system.
In April 2017, NERC requested input from the MRC on the following Special Reliability
Assessments under consideration (see Item 2a):
1. Accelerated Nuclear Retirements
2. Contingency Response for Distributed Energy Resources and Other Inverter-Based
Resources
3. Changing Resource Mix Impacts on Demand and Variable Resource Forecasting
4. Changing Resource Mix Impacts on Planning and Operational Reserves
5. Evaluation of Resource Adequacy Approaches
6. Capacity Value for Generation with Non-Firm Fuel
7. Changing End-Use Load Characteristics and Dynamic Load Modeling
Based on input from the MRC, NERC staff grouped and prioritized the potential topics under
consideration into four scopes to be considered for further assessment and presented these
potential topics at the May 2017 MRC meeting (see Item 4a). The four were:
1. Reliability Value of Baseload Generation and Implications of Accelerated Retirements
2. Contingency Response of DER and Other Inverter-Based Resources
3. Changing Resource Mix on Reserves, Forecasting, and Resource Adequacy
4. Changing End-Use Load Characteristics and Dynamic Load Modeling
Since that time, a number of assessments and technical committee activities related to the
above topics have been completed, including:
•

NERC Alert: Loss of Solar Resources during Transmission Disturbances due to Inverter
Settings – June 2017

•

Special Reliability Assessment: Potential Bulk Power System Impacts Due to Severe
Disruptions on the Natural Gas System – November 2017

•

Reliability Guideline: Operating Reserve Management – Version 2 – December 2017

•

Resource Loss Protection Criteria Assessment: NERC Inverter-Based Resource
Performance Task Force (IRPTF) White Paper – February 2018

•

NERC Alert: Loss of Solar Resources during Transmission Disturbances due to Inverter
Settings – II – May 2018

•

Reliability Guideline: Distributed Energy Resource Modeling – August 2018

•

Reliability Guideline: BPS-Connected Inverter-Based Resource Performance – September
2018

•

Special Reliability Assessment: Generation Retirement Scenario – December 2018

•

2018 Long-Term Reliability Assessment: Probabilistic Assessment – December 2018

Next Steps for Special Reliability Assessments

One potential topic identified by NERC management for a 2019 Special Reliability Assessment is
the integration of significant amounts of battery storage. Several states have set out aggressive
goals for deployment of batteries to help balance Variable Energy Resources and
technology/costs are improving significantly. Batteries are also likely to play a significant role in
the development of micro-grids. Namely, the calls for and use of micro-grids continues to rise
as a way to take advantage of distributed variable energy resources. More specifically, microgrids can use local renewable resources coupled with energy storage. Further, micro-grids are
seen as a way to enhance the resilience of the system. For example, Recommendation 3 in the
National Infrastructure Advisory Council’s (NIAC’s) recently released report, Surviving a
Catastrophic Power Outage: How to Strengthen the Capabilities of a Nation, recommends to
“[d]evelop guidance and provide resources for states, territories, cities, and localities to design
community enclaves—areas that co-locate critical services and resources to sustain surrounding
populaces, maintain health and safety, and allow residents to shelter in place.” In support of
community enclaves, demonstrations are called for in the report which may range from
traditional hardening of infrastructure to micro-grids that combine distributed energy
resources, energy storage, and innovative consumer technologies.
Accommodating the integration of large amounts of energy storage and variable energy
resources as part of micro-grids presents risks to grid reliability that require study so mitigations
can be implemented. For example, the dynamic and steady-state behavior, system protection,
control coordination, cyber implications, resource visibility, generation/load balancing and
operational impacts, and the NERC functional model may be impacted. While micro-grids would
be developed and almost certainly regulated by State authorities, they will have reliability
implications for the BPS that are not, as yet, well understood. A reliability assessment to study
the implications of storage technology integration at the bulk power level and develop
recommendations on the way forward could be an important first step towards understanding
related risks and mitigation strategies.
The NERC Board of Trustees is seeking input on whether the MRC supports a Special Reliability
Assessment in 2019 on the integration of significant amounts of battery storage as a feature of
the evolving BPS as well as part of the development of micro-grids, and any additional topic(s)
and their priority for consideration as a future Special Reliability Assessment.
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Special Assessments
• The ability to perform Special Reliability Assessments specifically
called for in Rules of Procedure
• NERC leverages technical committees to support development
• Based on findings from the Long-Term Reliability Assessment
• Seeking input from MRC provides front-end guidance as topics
are selected for further assessment
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2017 Special Assessment Topics
Brought to the MRC for input in May 2017:
• Accelerated Nuclear Retirements
• Contingency Response for Distributed Energy Resources and
Other Inverter-Based Resources
• Changing Resource Mix Impacts on Demand and Variable
Resource Forecasting
• Changing Resource Mix Impacts on Planning and Operational
Reserves
• Evaluation of Resource Adequacy Approaches
• Capacity Value for Generation with Non-Firm Fuel
• Changing End-Use Load Characteristics and Dynamic Load
Modeling
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Updated 2017 Special Assessment
Topics Based on MRC Policy Input
• Reliability Value of Baseload Generation and Implications of
Accelerated Retirements
• Contingency Response of DER and Other Inverter-Based
Resources
• Changing Resource Mix on Reserves, Forecasting, and Resource
Adequacy
• Changing End-Use Load Characteristics and Dynamic Load
Modeling

4

RELIABILITY | ACCOUNTABILITY

Next Steps
• Potential topic for 2019 Special Reliability Assessment
• Integration of significant amounts of battery storage

• Request for MRC policy input
• Does the MRC support this potential topic for a 2019 Special Reliability
Assessment?
• Are there any additional topics that should be considered for future
Special Reliability Assessments and, if so, what is their relative priority?
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