Agenda
Member Representatives Committee
May 8, 2019 | 1:00 p.m. - 4:00 p.m. Central

(Please note the schedule may be adjusted real-time should meetings conclude early and/or extend past their scheduled end time.)

The Ritz-Carlton, St. Louis
100 Carondelet Plaza
St. Louis, MO 63105
Conference Room: Ritz Carlton Ballroom (Lobby Level)
Introduction and Chair’s Remarks
NERC Antitrust Compliance Guidelines and Public Announcement*
Consent Agenda

1. Minutes - (Approve)
a. February 6, 2019 Meeting*
b. April 9, 2019 Conference Call*
2. Future Meetings*
Regular Agenda

3. General Updates and Reports
a. NERC Participant Conduct Policy Update
b. Board of Trustees Nominating Committee Update*
c. Business Plan and Budget Input Group Update*
d. Regulatory Update*
4. Policy and Discussion Items
a. MRC Self-Assessment and Effectiveness Survey Results and Next Steps*
b. Responses to the Board’s Request for Policy Input*
i. Supply Chain Report Recommendations*
c. Additional Policy Discussion of Key Items from Board Committee Meetings*
i. Corporate Governance and Human Resources Committee
ii. Finance and Audit Committee

iii. Technology and Security Committee
d. MRC Input and Advice on Board Agenda Items and Accompanying Materials*
e. ERO Enterprise Effectiveness Survey*
f. Effectiveness and Efficiency Update*
g. Task Force to Address Resilience to Electromagnetic Pulses*
Technical Updates

5. Update on FERC Reliability Matters*
6. 2019 Summer Reliability Assessment Preview*
7. 2019 State of Reliability Report Preview*
8. Standing Committee Highlights: Compliance and Certification Committee*

*Background materials included.
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Antitrust Compliance Guidelines
I. General

It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably
restrains competition. This policy requires the avoidance of any conduct that violates, or that might
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement
between or among competitors regarding prices, availability of service, product design, terms of sale,
division of markets, allocation of customers or any other activity that unreasonably restrains
competition.
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s
compliance with the antitrust laws to carry out this commitment.
Antitrust laws are complex and subject to court interpretation that can vary over time and from one
court to another. The purpose of these guidelines is to alert NERC participants and employees to
potential antitrust problems and to set forth policies to be followed with respect to activities that may
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel
immediately.
II. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should refrain from
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings,
conference calls and in informal discussions):
•

Discussions involving pricing information, especially margin (profit) and internal cost
information and participants’ expectations as to their future prices or internal costs.

•

Discussions of a participant’s marketing strategies.

•

Discussions regarding how customers and geographical areas are to be divided among
competitors.

•

Discussions concerning the exclusion of competitors from markets.

•

Discussions concerning boycotting or group refusals to deal with competitors, vendors or
suppliers.

•

Any other matters that do not clearly fall within these guidelines should be reviewed with
NERC’s General Counsel before being discussed.

III. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and subgroups) may
have a negative impact on particular entities and thus in that sense adversely impact competition.
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If
you do not have a legitimate purpose consistent with this objective for discussing a matter, please
refrain from discussing the matter during NERC meetings and in other NERC-related communications.
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.
In addition, all discussions in NERC meetings and other NERC-related communications should be within
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as
within the scope of the published agenda for the meeting.
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an
industry participant or group of participants a competitive advantage over other participants. In
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability
standards should not be influenced by anti-competitive motivations.
Subject to the foregoing restrictions, participants in NERC activities may discuss:
•

Reliability matters relating to the bulk power system, including operation and planning matters
such as establishing or revising reliability standards, special operating procedures, operating
transfer capabilities, and plans for new facilities.

•

Matters relating to the impact of reliability standards for the bulk power system on electricity
markets, and the impact of electricity market operations on the reliability of the bulk power
system.

•

Proposed filings or other communications with state or federal regulatory authorities or other
governmental entities.

Matters relating to the internal governance, management and operation of NERC, such as nominations
for vacant committee positions, budgeting and assessments, and employment matters; and procedural
matters such as planning and scheduling meetings.
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Draft Minutes
Member Representatives Committee
February 6, 2019 | 1:15 p.m. - 5:15 p.m. Pacific

westdrift Manhattan Beach, Autograph Collection
1400 Park View Avenue
Manhattan Beach, California 90266

Outgoing Chair Jason Marshall, with incoming Chair Greg Ford and incoming Vice Chair Jennifer Sterling
present, called to order a duly noticed meeting of the Member Representatives Committee (MRC) of the
North American Electric Reliability Corporation (NERC) on February 6, 2019, at 1:15 p.m., Pacific, and a
quorum was declared present. The agenda and MRC members and their proxies in attendance are
attached as Exhibits A and B, respectively.
Introduction and Chair’s Remarks

Mr. Marshall welcomed Committee members and attendees, and expressed his appreciation for the
privilege of serving as Chair and Vice Chair of the Committee. He thanked the NERC Board of Trustees
(Board), MRC members, Mr. Ford, and past MRC chairs for their support and highlighted several activities
from the past year.
Mr. Ford welcomed new and returning MRC members, acknowledging the Board, Andy Dodge and others
from Federal Energy Regulatory Commission (FERC), Katie Jereza from the Department of Energy, State
Commissioners David Clark and Matt Schuerger, CAMPUT representative David Morton, and Brad Little
from Natural Resources Canada. He noted the retirement of Steve Naumann, former MRC member and
chair. Mr. Ford reminded attendees that full presentations were conducted at the Board committee
meetings and would not be repeated during the MRC meeting. He acknowledged the MRC’s responses to
the policy input request from Roy Thilly, Chairman of the Board.
NERC Antitrust Compliance Guidelines and Public Announcement

Ms. Iwanechko directed the participants’ attention to the NERC Antitrust Compliance Guidelines included
in the agenda package, and indicated that all questions regarding antitrust compliance or related matters
should be directed to Charlie Berardesco.
Minutes

Upon motion duly made and seconded, the MRC approved the minutes of the November 6, 2018, and
January 9, 2019, meetings as presented at the meeting.
Future Meetings

The schedule of future meeting dates, including the pre-meeting and informational webinars for 2019,
was included in the agenda package.

Election of NERC Trustees

Board members eligible for election or re-election were excused from the room. Fred Gorbet, Chair of the
Board Nominating Committee (BOTNC), provided a report and recommendation for election of four Board
members. The MRC unanimously approved the re-election of Bob Clarke, Ken DeFontes, and Dave
Goulding and election of Colleen Sidford for three-year terms ending in 2022. Mr. Ford welcomed the new
trustees and thanked continuing trustees for their continued service. Mr. Ford also solicited volunteers
from the MRC to serve on this year’s BOTNC.
NERC Participant Conduct Policy

Mark Lauby, senior vice president and chief reliability officer at NERC, explained that the purpose of the
NERC Participant Conduct Policy (Policy) is to ensure meetings are professional, constructive, and
respectful to all participants. He provided an overview of the four sections of the Policy: (1) general
purpose; (2) policy; (3) restrictions on participation; and (4) NERC email list use. Mr. Berardesco added the
Policy would be clarified to add an opportunity for groups to share embargoed reports to a slightly larger
group, with NERC staff approval, and that the final Policy would be posted on the NERC website. He also
added that the Policy only applies to committees created through the Board, which does not include the
MRC. Therefore, Mr. Berardesco will work with Mr. Ford and Ms. Sterling to develop a similar MRC policy
for sharing embargoed reports.
MRC Effectiveness Survey

Mr. Ford noted that the MRC completed a self-assessment in January which was similar to a selfassessment completed in 2012. Separately from the self-assessment, current voting MRC members and
Board members can expect to receive an MRC effectiveness survey on February 19, 2019, with responses
due March 11, 2019. Mr. Ford noted that action plans would be developed based on responses to both
the self-assessment and effectiveness survey and would be discussed during the May 2019 meetings.
Responses to the Board’s Request for Policy Input

Mr. Ford acknowledged the MRC’s responses to Mr. Thilly’s January 2, 2019, letter requesting policy input
on the 2019 ERO Enterprise dashboard and ERO work plan priorities and special reliability assessment
development, in addition to the preliminary agenda topics for the February meetings.
2019 ERO Enterprise Dashboard and ERO Work Plan Priorities
Mr. Ford noted that the 2019 ERO Enterprise Dashboard and ERO Work Plan Priorities discussed during
the Corporate Governance and Human Resources Committee meeting in the morning. MRC members
expressed appreciation for NERC addressing the comments provided.
Special Reliability Assessment Development
James Merlo, vice president of reliability risk management at NERC, noted that the NERC Rules of
Procedure calls for the development of special reliability assessments focusing on emerging risks. Mr.
Merlo stated that the Board requested policy input in January 2019 on the integration of significant
amounts of battery storage. He discussed the policy input received and highlighted potential additional
assessment topics based on policy input. Mr. Merlo noted that some topics may be more suited for an
engineering study than a special assessment.
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•

MRC members generally supported looking at storage on the grid. Some suggestions included
doing a study first, ensuring consideration of cyber security aspects, and considering excluding
micro-grids.

•

MRC members expressed interest in visibility on the list of potential topics, how each topic will be
addressed, and the priority for each.

Additional Policy Discussion of Key Items from Board Committee Meetings

Attendees did not have any additional comments related to the Board’s Compliance Committee, Finance
and Audit Committee, and Technology and Security Committee meetings.
Corporate Governance and Human Resources Committee
An MRC member asked how responses to the 2018 ERO Enterprise Effectiveness Survey would feed into
the effectiveness and efficiency efforts. Scott Jones, senior vice president, chief financial and
administrative officer at NERC, discussed the remaining timeline for the final report on the survey results,
which will be presented and discussed at the May MRC meeting, and noted that some of the results and
actions identified will inform activities related to the effectiveness and efficiency efforts.
MRC Input and Advice on Board Agenda Items and Accompanying Materials

Attendees did not have any comments on the items on the Board’s agenda for the following day.

Supply Chain Report

Howard Gugel, senior director of engineering and standards at NERC, reviewed the Board resolutions on
the supply chain standard and discussed the interim supply chain risk study prepared at the request of the
Board. He reviewed risks, mitigation factors, and recommendations around electronic access control or
monitoring systems, physical access control systems, low impact Bulk Electric System cyber systems, and
protected cyber assets, and highlighted the preliminary conclusions in the interim report. Mr. Gugel noted
that policy input will be requested on the recommendations included in the revised report. A summary of
all policy input and a final draft report will be submitted to the Board for its acceptance at the May
meetings. The final report will be filed with FERC after Board acceptance, and a SAR will be developed in
June to address the final recommendations, as appropriate.
•

MRC members encouraged NERC to consider endorsing the method of using third-party
accreditation processes, potentially through either Implementation Guidance or a Reliability
Guideline.

Effectiveness and Efficiency: Stakeholder Engagement

Mr. Lauby reviewed the objectives of the effectiveness and efficiency effort through a “four-legged”
approach: (1) NERC initiatives; (2) Regional Entity initiatives; (3) ERO Enterprise coordination costs and
opportunities; and (4) stakeholder engagement opportunities. He provided an update on the efforts
specifically related to stakeholder engagement opportunities, noting that a stakeholder engagement team
was formed to consider whether there is a more effective and efficient structure for the NERC standing
committees (i.e., Operating Committee, Planning Committee, and Critical Infrastructure Protection
Committee). The stakeholder engagement team met on January 18, 2019, to refine the scope and work
plan, begin the evaluation process, and gather lessons learned from Regional Entities that have
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transformed their committee structures. During the meeting, the stakeholder engagement team
established project work streams, identified deliverables, and developed a project work schedule. The
work streams include reviewing the existing ERO committee structure, assessing best practices and
lessons learned, and developing a proposed structure, participation model, implementation plan, and
proposed committee and task force charter templates. Mr. Lauby noted that the current plan is to
distribute a draft report for policy input in July and present the results and recommendations to the MRC
and Board in August 2019.
Standing Committee Highlights: Personnel Certification Governance Committee

Brett Hallborg, PCGC member, provided an overview of the Personnel Certification Governance
Committee (PCGC) which provides oversight to the policies and processes used to implement and
maintain the integrity and independence of the NERC System Operator Certification (SOC) program. He
reviewed membership representation, the purpose of the exam working group, and recent PCGC projects
including linear on-the-fly testing in 2016, the SOC continuing education database (SOCCED) transition in
2017, and a SOC program survey in 2017. Mr. Hallborg explained the purpose of the survey was to gather
information from industry stakeholders related to the evolving NERC SOC program, noting that the
current program consists of four credentials. Based on responses to the survey, the PCGC will issue a
whitepaper on February 11, 2019, proposing to change the program to have one credential and require
140 continuing education hours to maintain the credential. Mr. Hallborg encouraged industry to provide
comments on the whitepaper when it is issued.
Update on FERC Reliability Matters

Andy Dodge, director of the Office of Electric Reliability (OER) at FERC, provided an update on the
following FERC reliability activities: Geomagnetic Disturbance Reliability Standard; removing barriers to
storage participation; transmission incentives; market actions with reliability implications; the ERO fiveyear self-assessment; and Reliability Coordinator transitions in the west.
Regulatory Update

Mr. Berardesco invited questions or comments regarding the regulatory report, which highlights Canadian
and Mexican affairs, as well as past and future significant FERC filings.
Adjournment

There being no further business, the meeting was adjourned.
Submitted by,

Kristin Iwanechko
Secretary
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Draft Minutes
Member Representatives Committee
Pre-Meeting Informational Session
Conference Call and Webinar
April 9, 2019 | 11:00 a.m. – 12:00 p.m. Eastern
Introduction and Chair’s Remarks

Chair Greg Ford convened a duly-noticed open meeting by conference call and webinar of the North
American Electric Reliability Corporation (NERC) Member Representatives Committee (MRC) on April 9,
2019, at 11:00 a.m., Eastern. The meeting provided the MRC and other stakeholders an opportunity to
preview proposed agenda topics for the MRC, Board of Trustees (Board), and Board Committee meetings
scheduled to be held May 8-9, 2019, in St. Louis, MO. The meeting announcement and agenda are
attached as Exhibits A and B, respectively.
NERC Antitrust Compliance Guidelines and Public Announcement

Kristin Iwanechko, MRC Secretary, directed the participants’ attention to the NERC Antitrust Compliance
Guidelines and the public meeting notice included in the agenda.
Schedule of Quarterly NERC Meetings and Conference Calls

The draft schedule of events for the upcoming meetings in St. Louis was included in the agenda package.
Review of Proposed Board and Board Committees Meeting Agenda Items

Charlie Berardesco reviewed the preliminary agenda items for the Board and Board Committee meetings
scheduled for May 8-9, 2019, in St. Louis that were identified in the slide presentation included in the
informational session agenda package. MRC members should review all agenda materials for the Board
and Board Committee meetings, once posted and available on April 25, 2019, and attend as many of these
meetings as possible in advance of the MRC’s meeting on May 8, 2019.
Review of Proposed MRC Agenda Items for May 8, 2019

Mr. Ford reviewed the following preliminary MRC agenda items for the upcoming May 8, 2019, meeting in
St. Louis that were identified in the slide presentation included in the informational session agenda
package:
•

NERC Participant Conduct Policy update;

•

Board of Trustees Nominating Committee update;

•

Business Plan and Budget Input Group update;

•

Regulatory update;

•

MRC self-assessment and effectiveness survey results and next steps;

•

Discussion of the responses submitted to the policy input request from the Board;

•

Additional discussion of the issues presented at the Board Committee meetings;

•

MRC input and advice on Board agenda items and accompanying materials;

•

ERO Enterprise Effectiveness Survey;

•

Effectiveness and Efficiency update;

•

Electromagnetic Pulse next steps;

•

Update on FERC Reliability Matters;

•

2019 Summer Reliability Assessment preview;

•

2019 State of Reliability Report preview; and

•

Compliance and Certification Committee Highlights.

Informational Items

NERC staff provided updates regarding cloud computing and Reliability Issues Steering Committee
activities.
Policy Input Reminder

Mr. Ford announced that the Board’s request for policy input was released on April 2, 2019, and
responses are due by Tuesday, April 23, 2019, to Kristin Iwanechko, committee secretary. Mr. Ford noted
that the Board requested input on the supply chain report and recommendation. The Board also
requested input on the preliminary agenda topics presented during the MRC Informational Session. There
will be time dedicated on the MRC’s May 8, 2019, agenda for MRC members to provide input and advice
on the Board agenda items after the final package has been posted. NERC staff provided updates on the
topics included in the policy input letter.
Proxy Reminder

Proxy notifications for the May 8, 2019, meeting must be submitted in writing to Ms. Iwanechko.
Meeting Adjourned

There being no further business, the call was terminated.
Submitted by,

Kristin Iwanechko
Secretary
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Agenda Item 2
MRC Meeting
May 8, 2019
Future Meetings
Action

Information
Summary

The following are the future meeting dates for 2019 and 2020. The dates for the 2019 premeeting and informational webinars are also included below.
2019 Dates
July 16

Pre-Meeting and Informational Session

August 14-15

Quebec City, Canada

October 9

Pre-Meeting and Informational Session

November 5-6 1

Atlanta, GA

2020 Dates
February 5-6

TBD-Florida (Orlando/Tampa)

May 13-14

Washington, DC

August 12-13

TBD-Canada (Vancouver)

November 4-5

Atlanta, GA

1

Please note that this follows an alternate date pattern, with open meetings on Tuesday and Wednesday.

Agenda Item 3b
MRC Meeting
May 8, 2019
Board of Trustees Nominating Committee Update
Action

Information
Summary

The following MRC members are serving on this year’s Board of Trustees Nominating
Committee (BOTNC):
1. Greg Ford – MRC Chair
2. Jennifer Sterling – MRC Vice Chair
3. Sylvain Clermont – Federal/Provincial Utility
4. Roy Jones – State-Municipal Utility
5. Lou Oberski – Investor-Owned Utility
George Hawkins, chair of the BOTNC, will provide a status report on the planned activities and
schedule for the BOTNC.

Agenda Item 3c
MRC Meeting
May 8, 2019
Business Plan and Budget Input Group Update
Action

Information
Summary

The Business Plan and Budget (BP&B) Input Group was established several years ago as a means
of getting MRC and stakeholder feedback toward each year’s budget. The group meets at least
once per month during the normal budget season and additionally in other months to receive
updates on NERC’s financial position and discuss upcoming budget strategies. The following
MRC members are serving on this year’s BP&B Input Group:
1. Sylvain Clermont (chair) – Federal/Provincial Utility
2. Greg Ford – MRC Chair
3. Katherine Prewitt – Investor-Owned Utility
4. Carol Chinn – State/Municipal Utility
5. Lloyd Linke – Federal/Provincial Utility
6. Bill Gallagher – Transmission-Dependent Utility
7. John Twitty – Transmission-Dependent Utility
In addition to the above MRC members, the BP&B Input Group also includes a representative
from a Regional Entity (Ed Schwerdt – NPCC) and a representative from the RISC (Peter
Brandien – past RISC chair).
Sylvain Clermont, chair of the BP&B Input Group, will provide an update on behalf of the group
at the May 8, 2019, MRC Meeting.

Agenda Item 3d
MRC Meeting
May 8, 2019
Update on Regulatory Matters
(As of April 9, 2019)
Action

Information
FERC Orders Issued Since the Last Update

FERC orders are available on the NERC website FERC Orders/Rules page.
NERC Filings to FERC Since the Last Update

NERC filings to FERC are available on the NERC website NERC Filings to FERC page.
NERC Filings in Canadian Jurisdictions Since the Last Update

NERC filings to Canadian applicable governmental authorities are available on the NERC website
Canadian Filings and Orders page. This page also contains links to the websites of each of the
Canadian applicable governmental authorities, where orders, consultation records, and other
records related to NERC matters may be found.
Processes for making standards enforceable and monitoring and enforcing compliance are
specific to each jurisdiction in Canada. The Federal, Provincial, and Territorial Monitoring and
Enforcement Sub-group (MESG) has developed provincial summaries of each province’s electric
reliability standard-making and enforcement functions, with U.S. comparators. The Canada
page of the NERC website contains these summaries, as well as a link to the Canadian MOUs
page.
Anticipated NERC Filings

Highlights of NERC filings that will be submitted to applicable governmental authorities in the
U.S. and Canada appear below:
1. May 15, 2019 – Within 45 days of the end of each quarter, NERC must submit the
unaudited report of the NERC budget-to-actual spending variances during the preceding
quarter. Docket No. FA11-21-000
2. May 31, 2019 – NERC will submit a quarterly filing in Nova Scotia of FERC-approved
Reliability Standards.
3. May 31, 2019 – NERC will submit a petition for the approval of Reliability Standard IRO002-6 Reliability Coordination – Monitoring and Analysis.
Pending Board adoption
4. May 31, 2019 – NERC will submit a petition for approval of Reliability Standard CIP-0038 - Cyber Security — Security Management Controls.
Pending Board adoption
5. May 31, 2019 – NERC will submit the final report, Cyber Security Supply Chain Risks:
Staff Report and Recommended Actions. Docket No. RM17-13-000.

Pending Board approval
6. May 31, 2019 – NERC will submit a petition for the approval of several revised and
retired Reliability Standards developed in response to the retirement recommendations
from the Standards Efficiency Review Project.
Pending Board approval
7. July 22, 2019 – NERC will submit a filing of its Five-Year Performance Assessment.

Agenda Item 4a
MRC Meeting
May 8, 2019
MRC Self-Assessment and Effectiveness Survey Results and Next Steps
Action

Information
Summary

Per Article VIII, Section 1 of the NERC Bylaws, the MRC has the following primary
responsibilities:
a. Electing the independent trustees;
b. Voting on amendments to the Bylaws; and
c. Providing advice and recommendations to the NERC Board of Trustees (Board).
Periodically, MRC members complete a self-assessment to evaluate whether their
responsibilities are being satisfactorily met. In January 2019, MRC members completed their
most recent self-assessment. In addition to the self-assessment, an effectiveness survey was
distributed to Board and MRC members on February 19, 2019 to gather feedback on MRC
effectiveness. An analysis of the anonymized results of the effectiveness survey was conducted
by an outside party and are included as an attachment hereto. Based on the results and
feedback from both the self-assessment and effectiveness survey, the following areas of focus
were identified for further action and consideration:
•

MRC Business Plan and Budget Input Group roles and responsibilities;

•

MRC members internal communication;

•

Frequency and length of MRC meetings;

•

Preparation for MRC members for meetings;

•

Balanced participation of members at MRC meetings;

•

Awareness of outside influences on NERC;

•

Communication between the Board and MRC; and

•

Timing of MRC input to the Board.

Next Steps

Greg Ford, MRC chair, will work with Janice Case, Board vice chair, to begin addressing
initiatives and governance principles that address these focus areas.
Attachments

1. 2018 MRC Effectiveness Survey Final Results (prepared by Survey Design & Analysis)

NERC
2018 MRC Effectiveness Survey
Final Results
Prepared by Survey Design & Analysis
Ed Halteman, Ph.D., 303-818-3679
March 29, 2019
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Objectives



To assess the effectiveness of the Member Representative
Committee (MRC).
To provide feedback to MRC members on performance.

Methods






The MRC developed the assessment questionnaire which SDA reviewed and to
which SDA provided input.
The assessment was sent to 40 respondents; 28 MRC members and 12 Board
Members.
12 out of 12 board members participated in the assessment. 27 of 28 MRC
members participated, for an overall response rate of 97.5%.
The assessment had nine total questions of which board members answered
only eight. A comment field was provided at the end of the questionnaire.
4
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Methods: Notes on Analysis








Breakouts (MRC vs. Board) are shown only when differences are noteworthy.
Differences exist between board and MRC members for three of the eight
questions answered by all.
For this report “Effectiveness Level” is defined as the percent of respondents
selecting “Very effective” or “Effective;” the top two boxes of the 5-point
effectiveness scale.
For this report “Satisfaction Level” is defined as the percent of respondents
selecting “Very satisfied” or “Satisfied;” the top two boxes of the 5-point
satisfaction scale.
For this report “Agreement Level” is defined as the percent of respondents
selecting “Strongly agree” or “Agree;” the top two boxes of the 5-point
agreement scale.
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Executive Summary
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Positive Highlights








Excellent response rate, Board of Trustees (BOT), 100% (12 of 12); Member
Representatives Committee (MRC), 96% (27 of 28).
BOT & MRC members show commitment to the process by providing
thoughtful comments, a total of 34 comments with suggestions were provided.
92% (36 of 39) of respondents believe the MRC is overall “Effective” (77%) or
“Very effective” (15%).
100% of MRC members “Agree” (59%) or “Strongly agree” (41%) that MRC
meetings are run efficiently.
89% of all respondents “Agree” (63%) or “Strongly agree” (26%) that MRC
agendas include relevant and appropriate topics.
89% of MRC members “Agree” or “Strongly agree” that MRC meetings are an
efficient use of their time and the frequency of meetings is appropriate.
88% (23 of 26) of MRC members are personally “Satisfied” (54%) or “Very
satisfied” (34%) with the job they do working on the MRC.
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Improvement Opportunities


10 of 34 comments mentioned the need for more balanced
participation in discussions at the MRC meetings.
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Question Summaries
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Overall Effectiveness
Overall, how effective is the MRC at performing their responsibilities? N=39

15%

Very Effective
Effective

77%

Neither effective nor
ineffective

8%

Ineffective

0%

Very ineffective

0%
0%

10

50%

100%
March 28, 2019

Primary Responsibilities
Please rate how effective the MRC is at each of their three primary responsibilities. N=38-39

16%

Very effective

Effective

Very ineffective

79%

3%
3%
3% Providing advice to the NERC BOT
Approving amendments to the NERC Bylaws
3%
0% Electing independent NERC trustees
0%
0%
0%
0%
0%

11

72%
58%

26%

Neither effective nor ineffective

Ineffective

39%

20%

40%

60%

80%

100%

March 28, 2019

MRC Meetings – I

Informational Sessions and Quarterly Meetings
MRC meetings are an effective use of my time.

MRC meetings are run efficiently.
MRC N=27

41%

Strongly agree

Board N=12
33%

Strongly agree

8%
59%

Agree

75%

8%
56%

Agree

67%

Neither agree nor
disagree

7%

0%
0%

Disagree

4%
8%

0%
0%

Strongly disagree

Neither agree nor
disagree

0%

Disagree

Strongly disagree

17%

0%
12

MRC N=27

Board N=12

20%

40%

60%

80%

17%

0%
0%

0%

20%

40%

60%

80%

March 28, 2019

MRC Meetings – II

Informational Sessions and Quarterly Meetings
The frequency of MRC meetings is appropriate.
MRC N=26

Board N=12
Strongly agree

35%

Strongly agree

26%

17%
54%
50%

Agree
Neither agree nor
disagree

Agree

63%

17%

Neither agree nor
disagree

5%

17%

Disagree

5%

8%

4%

Disagree
Strongly disagree

MRC agendas include relevant and
appropriate topics. N=38

0%
0%

0%

Strongly disagree
20%

40%

0%

60%
0%
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20%

40%

60%

80%
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Personal Satisfaction with Job
MRC only

Overall, how satisfied are you personally with the job you do working on the MRC? N=26
Very satisfied

34.6%

Satisfied

53.8%

Neither satisfied nor
dissatisfied

11.5%

Dissatisfied

0.0%

Very dissatisfied

0.0%
0%
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Comment Topics, N=34
Balanced participation

29.4%

Shorter meetings

8.8%

New Member

8.8%

Meeting preparation

8.8%

Fewer Technical
Presentations

8.8%

Meeting content

5.9%

Other

26.5%
0%
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Selected Comments

[Note: Please see all comments in the file accompanying this report.]


“Overall, the MRC does a great job, and can be viewed as effective.”



“I think the MRC could be more effective in providing thoughtful comments in Policy Input if
the presentation material for the meeting was published prior to the Policy Input due date.”



“Overall effective, but recently there seems to be less discussion”.



“MRC is generally effective, but one or two people dominate the conversation.”



“Considering the size of the team and venue of discussions, I'm very impressed with how the
MRC functions.”



“The process we have for the Stakeholders to input to the BOT is extremely valuable!”



“Transparency on MRC actions could be improved.”



“I think we need to balance the desire for more effective, shorter meetings with the need to
be inclusive and have good communications. 4 hours is a lot though. 3 would be better.”



“It would be good to see more members contributing.”



“I would also like to see more balanced participation across us.”



“Find ways to better prepare MRC members before the meeting.”
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Assessment Questionnaire




1. [MRC and Board] Overall, how effective is the MRC at performing their
responsibilities? [Very effective, Effective, Neither effective nor ineffective, Ineffective, Very
ineffective, Uncertain]
2. [MRC and Board] Please rate how effective the MRC is at each of their three
primary responsibilities. [Very effective, Effective, Neither effective nor ineffective, Ineffective, Very
ineffective, Uncertain]






3. [MRC and Board] Please indicate your agreement or disagreement with each of
the following statements regarding MRC meetings. This includes the MRC
Informational Sessions and quarterly in-person meetings. [Strongly agree, Agree, Neither
agree nor disagree, Disagree, Strongly disagree, Uncertain]









Electing independent NERC trustees.
Evaluating and approving amendments to the NERC Bylaws.
Providing advice and recommendations to the NERC Board of Trustees.

MRC meetings are run efficiently.
MRC meetings are an effective use of my time.
The frequency of MRC meetings is appropriate.
MRC agendas include relevant and appropriate topics.

4. [MRC Only] Overall, how satisfied are you personally with the job you do working
on the MRC? [Very satisfied, Satisfied, Neither satisfied nor dissatisfied, Dissatisfied, Very dissatisfied,
Uncertain]
5. Comments/Suggestions/Requests regarding MRC effectiveness:
19
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Agenda Item 4b
MRC Meeting
May 8, 2019
Responses to the Board’s Request for Policy Input
Action

Discussion
Background

The policy input letter is issued by the Chair of the NERC Board of Trustees (Board) four to five
weeks in advance of the quarterly meetings and includes relevant materials necessary to inform
and prepare for discussion. Written input from the Member Representatives Committee (MRC)
and stakeholders is due three weeks after issuance and is then revisited during a dedicated
discussion time on the MRC’s agenda, in the presence of the Board.
Summary

For this quarter, the Board requested specific policy input on the Supply Chain Report
Recommendations. In addition, the Board requested input on preliminary Board, Board
Committee, and MRC agenda topics. On May 8, 2019, the MRC can expect to participate in
discussion on the responses received from the policy input request.
Attachment

1. April 2, 2019, Board Letter Requesting Policy Input (without attachments)

April 2, 2019
Mr. Greg Ford, Chair
NERC Member Representatives Committee
Dear Greg:
I invite the Member Representatives Committee (MRC) to provide policy input on an issue of particular
interest to the NERC Board of Trustees (Board) as it prepares for its May 8-9, 2019, meetings in St. Louis,
MO. In addition, policy input is requested on items on the preliminary agendas for the quarterly Board,
Board Committees, and MRC meetings. The preliminary agendas are included in the MRC Informational
Session agenda package (see Item 1) and are attached hereto (Attachment A). As final agenda packages
with background materials are posted after policy input is due, the MRC’s agenda includes an opportunity
for MRC members to provide additional input to the Board on the final agenda and materials. As a
reminder, please include a summary of your comments in your response (i.e., a bulleted list of key
points) for NERC to compile into a single summary document to be provided to the Board for reference,
together with the full set of comments.
Supply Chain Report Recommendations
On July 21, 2016, the Federal Energy Regulatory Commission (FERC) issued Order No. 829, directing NERC
to develop a new or modified Reliability Standard that addresses supply chain risk management for
industrial control system hardware, software, and computing and networking services associated with
Bulk Electric System (BES) operations. In response to this directive, NERC developed new standard CIP013-1 and proposed modifications to CIP-005-6 and CIP-010-3 (collectively, the Supply Chain Standards).
The Supply Chain Standards support reliability by requiring entities to implement plans and processes to
mitigate supply chain cyber security risks to high and medium impact assets. The Board adopted the
Supply Chain Standards at its August 10, 2017 meeting and FERC approved the Supply Chain Standards
with directives for additional modifications in Order No. 850, issued October 18, 2018. In adopting the
Supply Chain Standards, the Board concurrently adopted additional resolutions related to implementation
and risk evaluation.1 The resolutions outlined six actions by NERC management and stakeholders to assist
in the implementation and evaluation of the Supply Chain Standards, as well as other actions to address
potential supply chain risks for assets not currently subject to the standards.

1

The Proposed Additional Resolutions for Agenda Item 9.a: Cyber Security – Supply Chain Risk Management – CIP-005-6, CIP-010-3, and CIP013-1, NERC Board of Trustees Meeting, August 10, 2017, is available here.

3353 Peachtree Road NE
Suite 600, North Tower
Atlanta, GA 30326
404-446-2560 | www.nerc.com

Among those actions was a request that the North American Transmission Forum and North American
Generator Forum (Forums), and the American Public Power Association and National Rural Electric
Cooperative Association (Associations) focusing primarily on smaller system issues, develop white papers
identifying best and leading practices in supply chain risk management.
Another action was a request for NERC to study the nature and complexity of cyber security supply chain
risks, including those associated with low impact assets not currently subject to the Supply Chain
Standards, and develop recommendations for follow-up actions that will best address identified risks.
NERC engaged the Electric Power Research Institute (EPRI) to provide an independent assessment of
industry supply chain risks to facilitate NERC’s supply chain risk study. NERC presented EPRI’s report, titled
EPRI Supply Chain Risk Assessment Report, to the Board in August 2018 as an interim report. Using
information from the EPRI report as a basis, and after review of the white papers from the Forums and
Associations and FERC Order No. 850, NERC staff developed a separate report on supply chain risks
(Attachment B) to be presented to the Board at its May 9, 2019, meeting. NERC’s report includes the
following recommendations:
•

Revise the Supply Chain Standards to address Electronic Access Control or Monitoring Systems
(EACMS) that provide electronic access control (excluding monitoring and logging) to high and
medium impact BES Cyber Systems.

•

Revise the Supply Chain Standards to address Physical Access Control Systems (PACS) that provide
physical access control (excluding alarming and logging) to high and medium impact BES Cyber
systems.

•

Gather information on low impact BES Cyber Systems with External Routable Connectivity to
understand the pervasiveness of their use and, therefore, the potential need for standard
enhancements. Two data gathering approaches will be used: (i) issue a Request for Data or
Information pursuant to Section 1600 of the NERC Rules of Procedure; and (ii) continued
monitoring of the application of the criteria in CIP Reliability Standards that differentiate medium
impact BES Cyber Systems from low impact through the use of pre-audit surveys and
questionnaires following the implementation of the Supply Chain Standards.

•

NERC to work with the Critical Infrastructure Protection Committee (CIPC) Supply Chain Working
Group to develop guidelines to assist entities in applying supply chain risk management plans to
low impact BES Cyber Systems and Protected Cyber Assets (PCAs).

•

NERC to work with the CIPC Supply Chain Working Group to develop a guideline to assist entities in
evaluating their PCAs on a case-by-case basis to determine what, if any, additional supply chain
protections are needed.

•

Entities should refer to industry practices and guidelines, such as those developed by the Forums
and Associations, when developing their CIP-013-1 process(es) for the procurement of BES Cyber
Systems.

The Board requests MRC policy input on the following:
1. Please comment on NERC’s report and recommendations (Attachment B), including any actions
you recommend that the Board take on receipt of the report. Please note that the draft report
provided at the Board’s February meeting has been revised based on comments from
stakeholders and Board members, and further consideration and work by NERC staff.
2. What additional action(s) or recommendation(s), if any, should be considered regarding supply
chain risks?
Written comments on the specific item in this letter, the preliminary agenda topics, or on other matters
that you wish to bring to the Board’s attention are due by April 23, 2019, to Kristin Iwanechko, MRC
Secretary (Kristin.Iwanechko@nerc.net). The formal agenda packages for the Board, Board Committees,
and MRC meetings will be available on April 25, 2019, and the presentations will be available on May 2,
2019. The Board looks forward to your input and discussion of these matters during the May 2019
meetings.
Sincerely,

Roy Thilly, Chair
NERC Board of Trustees
cc: NERC Board of Trustees
Member Representatives Committee

Agenda Item 4bi
MRC Meeting
May 8, 2019
Supply Chain Report Recommendations
Action

Discussion
Background

On July 21, 2016, the Federal Energy Regulatory Commission (Commission) issued Order No.
829, directing NERC to develop a new or modified Reliability Standard that addresses supply
chain risk management for industrial control system hardware, software, and computing and
networking services associated with Bulk Electric System (BES) operations, as follows:
[The Commission directs] NERC to develop a forward-looking, objective-based
Reliability Standard to require each affected entity to develop and implement a
plan that includes security controls for supply chain management for industrial
control system hardware, software, and services associated with bulk electric
system operations. The new or modified Reliability Standard should address the
following security objectives, [discussed in detail in the Order]: (1) software
integrity and authenticity; (2) vendor remote access; (3) information system
planning; and (4) vendor risk management and procurement controls. (P. 45)
Following the issuance of Order No. 829, NERC staff initiated Reliability Standards Project 201603 to address supply chain risk management in the Critical Infrastructure Protection (CIP)
standards. The project resulted in the development of new standard CIP-013-1, and
modifications in CIP-005-6 and CIP-010-3 (collectively, the Supply Chain Standards). The Supply
Chain Standards support reliability by requiring entities to implement plans and processes to
mitigate supply chain cyber security risks to high and medium impact assets. Following industry
approval of the Supply Chain Standards on July 20, 2017, the Board of Trustees (Board) adopted
the Supply Chain Standards at its August 10, 2017 meeting. FERC approved the Supply Chain
Standards with directives for additional modifications in Order No. 850, issued October 18,
2018.1
In adopting the Supply Chain Standards, the Board concurrently adopted additional resolutions
related to implementation and risk evaluation. 2 The resolutions outlined in detail six actions by
NERC management and stakeholders to assist in the implementation and evaluation of the
Supply Chain Standards, as well as other actions to address potential supply chain risks for
assets not currently subject to the standards. Collectively, the activities to address the Board’s
supply chain resolutions are designed to establish a common understanding of the supply chain
risk to the BES and initiate activities to mitigate those risks. The resolutions, in summary form,
include:

1
2

Order No. 850, Supply Chain Risk Management Reliability Standards, 165 FERC ¶ 61,020 (2018).
The Proposed Additional Resolutions for Agenda Item 9.a: Cyber Security – Supply Chain Risk Management – CIP-005-6, CIP010-3, and CIP-013-1, NERC Board of Trustees Meeting, August 10, 2017, is available at:
http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Suppl
y%20Chain%20Follow-up%20v2.pdf.

Support Effective and Efficient Implementation: NERC to commence preparations for
implementation of the Supply Chain Standards using similar methods during the CIP V5
transition, and regularly report to the Board on those activities.
Cyber Security Supply Chain Risk Study: Study the nature and complexity of cyber security
supply chain risks, including those associated with low impact assets not currently subject to
the Supply Chain Standards, and develop recommendations for follow-up actions that will best
address identified risks. (Interim report 12 months after adoption of the resolutions and a
follow-up final report 18 months after adoption).
Communicate Supply Chain Risks to Industry: NERC should communicate supply chain risk
developments and risks to industry and in connection with the Cyber Security Supply Chain Risk
Study.
Forum White Papers: The Board requested that the North American Transmission Forum and
the North American Generation Forum (the “Forums”) develop (and distribute, as permissible)
white papers to address best and leading practices in supply chain management, as described in
the resolution.
Association White Papers: The Board requested that the National Rural Electric Cooperative
Association and the American Public Power Association (the “Associations”) develop (and
distribute, as permissible) white papers to address best and leading practices in supply chain
management, as described in the resolution, focusing on smaller entities that are not members
of the Forums, for the membership of the Associations.
Evaluate Supply Chain Standard Effectiveness: Collaborating with NERC technical committees
and other experts, NERC should develop a plan to evaluate the effectiveness of the Supply
Chain Standards, as described in the resolution, and report to the Board.
NERC engaged the Electric Power Research Institute (EPRI) to provide an independent
assessment of industry supply chain risks to facilitate NERC’s supply chain risk study. NERC
presented EPRI’s report, titled EPRI Supply Chain Risk Assessment Report, 3 to the Board in
August 2018 as an interim report. Using information from the EPRI report as a basis, NERC staff
developed a separate report on supply chain risks to be presented to the Board in accordance
with the Board resolutions.
Summary of Recommendations

Upon evaluation of the potential supply chain risks presented by Electronic Access Control or
Monitoring Systems (EACMS), and in response to the directive of the Commission in Order No.
850 to include such systems within the scope of the Supply Chain Standards, NERC recommends
revising the Supply Chain Standards to address EACMS that provide electronic access control
(excluding monitoring and logging) to high and medium impact BES Cyber Systems.
Additionally, based on the supply chain risks presented by such assets, NERC recommends
revising the Supply Chain Standards to address Physical Access Control Systems (PACS) that
provide physical access control (excluding alarming and logging) to high and medium impact
BES Cyber Systems.
3

EPRI, Supply Chain Risk Assessment Report (July 2018)

At this time, based on the available information, NERC Staff does not recommend modification
of the Supply Chain Standards to include all low impact BES Cyber Systems. NERC Staff
recommends further study to determine whether new information supports modifying the
standards to include low impact BES Cyber Systems with External Routable Connectivity as
follows: (i) first, by issuing a Request for Data or Information pursuant to Section 1600 of the
NERC Rules of Procedure; and (ii) second, by continued monitoring through the use of pre-audit
surveys and questionnaires following the implementation of the Supply Chain Standards. To
address the potential risks associated with the supply chain for such systems prior to
completion of this study, NERC Staff will work with the Critical Infrastructure Protection
Committee (CIPC) Supply Chain Working Group to develop guidelines to assist entities in
applying supply chain risk management plans to low impact BES Cyber Systems and Protected
Cyber Assets (PCAs).
Due to varying levels of risk, NERC Staff will work with the CIPC Supply Chain Working Group to
develop a guideline to assist entities in evaluating their PCAs on a case-by-case basis to
determine what, if any, additional supply chain protections are needed.
NERC recommends that entities refer to industry practices and guidelines, such as those
developed by the Forums and Associations, when developing their CIP-013-1 process(es) for the
procurement of BES Cyber Systems.
The Board requested policy input on the report and recommendations on April 2, 2019. The
report and a summary of the policy input will be presented at the May 8, 2019, MRC Meeting.
Additional Information

A link to the Supply Chain Risk Mitigation Program page is provided for reference:
Supply Chain Risk Mitigation Program
Attachments
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Preface
The vision for the Electric Reliability Organization (ERO) Enterprise, which is comprised of the North American Electric
Reliability Corporation (NERC) and the seven Regional Entities (REs), is a highly reliable and secure North American
bulk power system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and
security of the grid.
The North American BPS is divided into seven RE boundaries as shown in the map and corresponding table below.
The multicolored area denotes overlap as some load‐serving entities participate in one Region while associated
Transmission Owners/Operators participate in another.

FRCC

Florida Reliability Coordinating Council

MRO

Midwest Reliability Organization

NPCC

Northeast Power Coordinating Council

RF

ReliabilityFirst

SERC

SERC Reliability Corporation

Texas RE

Texas Reliability Entity

WECC

Western Electricity Coordinating Council
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Executive Summary
The supply chains for information and communications technology and industrial control systems may provide
various opportunities for adversaries to initiate cyber attacks, thereby presenting risks to Bulk Electric System (BES)1
security. NERC is committed to using its many reliability tools to support industry’s efforts to mitigate supply chain
risks.
In 2017, NERC developed new and revised critical infrastructure protection (CIP) Reliability Standards to help mitigate
cyber security risks associated with the supply chain for high and medium impact BES Cyber Systems. These standards,
collectively referred to as Supply Chain Standards, consist of new Reliability Standard CIP‐013‐1 and revised Reliability
Standards CIP‐010‐3 and CIP‐005‐6. Consistent with the risk‐based framework of the NERC CIP Reliability Standards,
the Supply Chain Standards will be applicable to the highest‐risk systems that have the greatest impact to the grid.
The Supply Chain Standards will require entities that possess high and medium impact BES Cyber Systems to develop
processes to ensure responsible entities manage supply chain risks to those systems through the procurement
process, thereby reducing the risk that supply chain compromise will negatively impact the BPS.
When adopting the Supply Chain Standards in August 2017, the NERC Board of Trustees (Board) directed NERC to
undertake further action on supply chain issues. Among other things, the NERC Board directed NERC to study the
nature and complexity of cyber security supply chain risks, including those associated with low impact assets not
currently subject to the Supply Chain Standards and develop recommendations for follow‐up actions that will best
address identified risks.
In this report, NERC documents the results of the evaluation of supply chain risks associated with certain categories
of assets not currently subject to the Supply Chain Standards and recommends actions to address those risks.
Upon evaluation of the potential supply chain risks presented by Electronic Access Control or Monitoring Systems
(EACMSs), and in response to the directive of FERC in Order No. 850 to include such systems within the scope of the
Supply Chain Standards,2 NERC staff recommends revising the Supply Chain Standards to address EACMSs that
provide electronic access control (excluding monitoring and logging) to high and medium impact BES Cyber Systems.
Additionally, based on the supply chain risks presented by such assets, NERC staff recommends revising the Supply
Chain Standards to address Physical Access Control Systems (PACSs) that provide physical access control (excluding
alarming and logging) to high‐ and medium‐impact BES Cyber Systems.
At this time and based on the available information, NERC staff does not recommend modification of the Supply Chain
Standards to include all low impact BES Cyber Systems. NERC staff recommends further study to determine whether
new information supports modifying the standards to include low impact BES Cyber Systems with External Routable
Connectivity as follows: first, by issuing a Request for Data or Information pursuant to Section 1600 of the NERC Rules
of Procedure; and second, by continued monitoring of the application of the criteria in CIP Reliability Standards that
differentiate medium impact BES Cyber Systems from low impact through the use of pre audit surveys and
questionnaires following the implementation of the Supply Chain Standards. To address the potential risks associated
with the supply chain for such systems prior to completion of this study, NERC staff will work with the Critical
Infrastructure Protection Committee (CIPC) Supply Chain Working Group to develop a guideline to assist entities in
voluntarily applying supply chain risk management plans to low impact BES Cyber Systems.

1

Unless otherwise indicated, capitalized terms shall have the meaning set forth in the Glossary of Terms Used in NERC Reliability Standards
(“NERC Glossary”), https://www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf.
2 Order No. 850, Supply Chain Risk Management Reliability Standards, 165 FERC ¶ 61,020, at P 30 (2018) (“Order No. 850”).
NERC | Supply Chain Risks and Recommended Actions | DRAFT March 2019
v

Executive Summary

Due to varying levels of risk, NERC staff will work with the CIPC Supply Chain Working Group to develop a guideline
to assist entities with evaluating their Protected Cyber Assets (PCAs) on a case‐by‐case basis to determine what, if
any, additional supply chain protections are needed.
NERC staff recommends that entities refer to industry practices and guidelines, such as those developed by the North
American Transmission Forum, the American Public Power Association and National Rural Electric Cooperative
Association, and the North American Generator Forum, when developing their CIP‐013‐1 process(es) for the
procurement of BES Cyber Systems.
Because supply chain risks are complex and constantly evolving, NERC staff also recommends conducting additional
data collection on BES supply chain risk management through the use of pre audit surveys and questionnaires. Such
evaluation may result in additional recommendations for future actions.

Next Steps on Recommendations
NERC will work through its existing processes with stakeholders to review NERC staff’s recommendations and
determine appropriate follow up actions.
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Introduction
Background
In recent years, the Federal Energy Regulatory Commission (FERC or the Commission), NERC, and the industry have
identified risks from the supply chain as a potential threat to BES reliability. Supply chains for information and
communications technology and industrial control systems are long and multidimensional, involving numerous
parties in a multitude of countries across the globe. In procuring products and services for their operations, BPS
owners and operators typically rely on vendors and contractors that may use multiple third‐party suppliers for
components used in their products or technologies. Malicious actors may target one or more vendors in the supply
chain to create or exploit vulnerabilities that could then be used to initiate cyber attacks on BES Cyber Systems and
equipment.
On July 21, 2016, FERC issued Order No. 829,3 directing NERC to develop a new or modified Reliability Standard that
addresses supply chain risk management for industrial control system hardware, software, and computing and
networking services associated with BES operations, as follows:
“[FERC directs] NERC to develop a forward‐looking, objective‐based Reliability Standard to require each
affected entity to develop and implement a plan that includes security controls for supply chain management
for industrial control system hardware, software, and services associated with bulk electric system
operations. The new or modified Reliability Standard should address the following security objectives,
discussed in detail [in the Order]: (1) software integrity and authenticity; (2) vendor remote access; (3)
information system planning; and (4) vendor risk management and procurement controls.”4
Following the issuance of Order No. 829, NERC staff initiated Reliability Standards Project 2016‐03 Cyber Security
Supply Chain Risk Management to address supply chain risk management in the CIP Reliability Standards. The project
resulted in the development of the Supply Chain Standards that consist of new Reliability Standard CIP‐013‐1 and
modifications to Reliability Standards CIP‐005‐6 and CIP‐010‐3.
The Supply Chain Standards support reliability by requiring responsible entities to implement plans and processes to
mitigate supply chain cyber security risks to high and medium impact BES Cyber Systems. Consistent with Order No.
829, the proposed Reliability Standards focus on the following four security objectives: software integrity and
authenticity, vendor remote access protections, information system planning, and vendor risk management and
procurement controls.
Reliability Standard CIP‐013‐1 requires responsible entities to develop and implement plans to address supply chain
cyber security risks during the planning and procurement of high and medium impact BES Cyber Systems.
Modifications in CIP‐005‐6 and CIP‐010‐3 bolster the protections in the currently‐effective CIP Reliability Standards
by addressing specific risks related to vendor remote access and software integrity and authenticity, respectively, in
the operational phase of the system life cycle.
The Board adopted the Supply Chain Standards at its August 10, 2017, meeting. FERC approved the Supply Chain
Standards with directives for additional modifications to address EACMSs in Order No. 850, issued October 18, 2018.5

3

Order No. 829, Revised Critical Infrastructure Protection Reliability Standards, 156 FERC ¶ 61,050 (2016).
Id. at P 2 (internal citation omitted); see also id. at PP 44‐45.
5 Order No. 850, supra note 1.
4
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August 2017 Board Resolutions
In adopting the Supply Chain Standards, the Board concurrently adopted additional resolutions related to
implementation and risk evaluation.6 The resolutions outline six actions for NERC management and stakeholders to
take in assisting with the implementation and evaluation of the Supply Chain Standards as well as other actions to
address potential supply chain risks for assets not currently subject to the standards.
The Board’s August 2017 resolutions include the following:


Support Effective and Efficient Implementation of the Supply Chain Standards: The Board requested that
NERC promptly commence preparations for the implementation of the Supply Chain Standards by using
similar methods during the transition to version 5 of the CIP Reliability Standards and report regularly to the
Board on those activities.



Cyber Security Supply Chain Risk Study: The Board requested that NERC, in collaboration with others, study
the nature and complexity of cyber security supply chain risks, including those associated with low impact
assets not currently subject to the Supply Chain Standards, and develop recommendations for follow‐up
actions that will best address identified risks. The Board requested that NERC submit an interim report within
12 months and a final report within 18 months. NERC presented the interim report to the Board in August
2018.



Communicate Supply Chain Risks to Industry: The Board requested that NERC communicate supply chain
risk developments and risks to industry in connection with the Cyber Security Supply Chain Risk Study (i.e.
this report).



Forum White Papers: The Board requested that the North American Transmission Forum (NATF) and the
North American Generation Forum (NAGF) (collectively, the “Forums”) develop (and distribute as
permissible) white papers to address best and leading practices in supply chain management as described in
the resolution.



Association White Papers: The Board requested that the American Public Power Association (APPA) and the
National Rural Electric Cooperative Association (NRECA) (collectively, the “Associations”) develop (and
distribute, as permissible) white papers to address best and leading practices in supply chain management,
as described in the resolution, focusing on smaller entities that are not members of the Forums, for the
membership of the Associations.



Evaluate Supply Chain Standard Effectiveness: The Board requested that NERC, in collaboration with
technical committees and other experts, develop a plan to evaluate the effectiveness of the Supply Chain
Standards as described in the resolution and report to the Board.

The activities undertaken by NERC, the Forums, and the Associations to address the Board’s supply chain resolutions
are designed to establish a collective understanding of the supply chain risk to the BES and activities to mitigate those
risks.
This report addresses the Board’s second resolution, which is to prepare a study of cyber security supply chain risks.
Building upon the interim report presented to the Board in August 2018 (discussed below), this report addresses the
risks associated with low impact BES Cyber Systems, EACMSs, PCAs, and PACSs and the actions that should be taken
to address those risks. This report also makes reference to certain white papers and guidance documents prepared
by the Forums and Associations in response to the Board’s fourth and fifth directives.
6

The Additional Resolutions for Agenda Item 9.a: Cyber Security – Supply Chain Risk Management – CIP‐005‐6, CIP‐010‐3, and CIP‐013‐1,
NERC Board of Trustees Meeting, August 10, 2017, is available at the following:
http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Supply%20Chain%20
Follow‐up%20v2.pdf.
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All reports are posted on NERC’s website under the Supply Chain Risk Mitigation Program Initiative7 page. In Appendix
A to this report, NERC summarizes the activities taken to address the other Board resolutions.

EPRI Interim Report (August 2018)
NERC engaged the Electric Power Research Institute (EPRI) to provide an independent assessment of industry supply
chain risks to facilitate NERC’s supply chain risk study. NERC presented EPRI’s report, titled EPRI Supply Chain Risk
Assessment Report,8 to the Board in August 2018. In this report, EPRI contributed the following actions:


Performed an assessment of product/manufacturer types used on the BES for Supervisory Control and Data
Acquisition (SCADA), network and telecommunications, and commercial off the shelf operating systems



Provided an analysis of emerging best practices and standards used in other industries to mitigate supply
chain risks, concentrating on practices currently not considered in the scope of the existing CIP Reliability
Standards



Provided a study of the applicability of the CIP Reliability Standards to supply chain risks



Provided a list of recommendations to reduce residual supply chain risks and facilitate the collection of
additional information for future evaluation, so that, prior to any changes in policy, data can be obtained,
assessed, and discussed in a transparent manner

Forum and Association White Papers
In response to the Board’s fourth resolution, the NATF and NAGF each prepared White Papers that provide
considerations for their member entities on implementing robust cyber security risk management plans and
programs.
The NATF White Paper, titled Cyber Security Supply Chain Risk Management Guidance,9 recommends several best
and leading practices for members in establishing and implementing their supply chain risk management programs.
These practices include considerations for procurement, specification, vendor requirements, and managing existing
equipment activities. NATF’s White Paper identifies three hallmarks of an effective program, including foundational
practices that coordinate supply chain and cyber security risk management efforts; organization‐wide communication
where supply chain risk management is supported throughout the business and implemented throughout the system‐
development life cycle; and risk management processes with clearly defined criteria, risk evaluation, and risk
response components.
The NAGF White Paper, titled Cyber Security Supply Chain Management,10 identifies examples for generation entities
to consider when developing and implementing their cyber security risk management plans. The NAGF White Paper
describes a risk‐based approach by which entities conduct an initial screen to determine where additional vendor
supply chain risk assessments are required, taking into account the entity’s cyber assets impact rating criteria, asset
connectivity, vendor connectivity, presence of Transient Cyber Assets and Removable Media, support staff
considerations, security awareness/training considerations, and considerations related to Personnel Risk
7

https://www.nerc.com/pa/comp/Pages/Supply‐Chain‐Risk‐Mitigation‐Program.aspx
EPRI, Supply Chain Risk Assessment Report (July 2018),
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/EPRI_Supply_Chain_Risk_Assessment_Final_Report_public.pdf
(“EPRI Interim Report”).
9 NATF, Cyber Security Supply Chain Risk Management Guidance (June 20, 2018),
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/NATF%20Cyber%20Security%20Supply%20Chain%20Risk%20Manag
ement%20Guidance.pdf (“NATF White Paper”).
10 NAGF, Cyber Security Supply Chain Management White Paper (2018),
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/NAGF%20SC%20White%20Paper%20final.pdf (“NAGF White Paper”).
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Assessments performed for staff and contractors. If the entity determines that a risk assessment is required, the
entity should consider the level of risk posed by the vendor itself and the product or service it provides to determine
the appropriate level of supply chain controls required. The NAGF White Paper describes several vendor risk
attributes and product/service attributes for the entity to consider in evaluating potential risks.
In response to the Board’s fifth resolution, APPA and NRECA prepared a White Paper, titled Managing Cyber Supply
Chain Risk – Best Practices for Small Entities.11 The APPA/NRECA White Paper identified several practices for smaller
entities with low impact BES Cyber Systems to consider in managing risks from the supply chain. APPA and NRECA
identified several best practices for its member entities to consider based on interviews with several smaller entities
regarding their supply chain risk management programs. These best practices include, among other things:
 Organizational aspects, such as having senior leadership support for supply chain risk management and
conducting enterprise‐wide cyber risk assessments;
 Selecting vendors with an eye toward reducing supply chain risk, including using well‐known, trusted, and
established vendors and considering vendors who have completed third‐party accreditation or self‐
certification of their supply chain practices;
 Placing appropriate limitations surrounding vendor remote access to systems; taking steps to ensure
software integrity prior to installation;
 Placing appropriate controls around software updates and patch management.

Order No. 850 Approving the Supply Chain Standards
FERC approved the Supply Chain Standards in Order No. 850, issued on October 18, 2018. While finding that the
standards addressed the Commission’s directive in Order No. 829 and constitute “substantial progress” in addressing
supply chain cyber security risks, the Commission also issued two directives to NERC.
First, noting the significant role that EACMSs play in the protection scheme for medium and high impact BES Cyber
Systems, the Commission found that excluding EACMSs from the scope of the Supply Chain Standards presents risks
to the cyber security of the BES. Therefore, the Commission directed NERC to develop modifications to the standards
to address EACMSs associated with medium and high impact BES Cyber Systems and to submit those modifications
within 24 months of the effective date of the final rule.12
Second, while continuing to express its concern that excluding certain categories of assets (PACSs and PCAs) from the
standards could pose a reliability risk, the Commission found that NERC is taking “adequate and timely steps” to study
whether these items should be included in the standards. The Commission accepted NERC’s commitment to evaluate
the risks of PACSs and PCAs (in addition to low impact BES Cyber Systems) in its study of cyber security supply chain
risks and directed NERC to file the final report with FERC upon its completion. The Commission stated that it would
be in a better position to consider what further steps, if any, should be taken to protect reliability after receipt of this
final report.13
Under the approved implementation plan, the Supply Chain Standards will become effective in the United States on
the first day of the first calendar quarter that is 18 months after the effective date of the final rule, which is July 1,
2020.

11

APPA/NRECA, Managing Cyber Supply Chain Risk – Best Practices for Small Entities (Apr. 25, 2018),
https://www.cooperative.com/programs‐services/government‐relations/regulatory‐
issues/documents/supply%20chain%20white%20paper%204‐25%20final.pdf (“APPA/NRECA White Paper”).
12 Order No. 850 at P 30.
13 Order No. 850 at PP 31, 67.
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Chapter 1: Supply Chain Risks to the Bulk Electric System and
Standards and Practices for Addressing those Risks
Overview
In recognition of the potential risks to BES reliability posed by supply chain vulnerabilities, NERC developed the Supply
Chain Standards. These standards will require responsible entities to take additional actions to address cyber security
risks associated with the supply chain for BES Cyber Systems.
Consistent with the risk‐based approach of the CIP Reliability Standards, and as discussed more fully below, the
Supply Chain Standards are applicable only to certain categories of assets. As discussed in subsequent sections of this
report, revisions to the Supply Chain Standards may be necessary to help ensure that the standards adequately
address supply chain risks related to certain assets that are not within the current scope of the standards.
In addition to the Supply Chain Standards, industry may use other standards and best practices to mitigate potential
supply chain risks. Understanding these standards and best practices helps to create a fuller understanding of supply
chain risks and the steps that may be taken to help address them in the context of BES reliability.

Supply Chain Risks
Supply chains for information and communications technology and industrial control systems are long and
multidimensional, involving numerous parties in countries across the globe. Multiple entities across the globe may
participate in the development, design, manufacturing, and delivery of a single purchased product. Global supply
chains can provide the opportunity for substantial benefits to consumers, but at the same time, a vulnerability at any
link in the chain could result in risks to the end user.
These risks, like the supply chains themselves, are global, multidimensional, and constantly evolving. As observed by
FERC, cyber supply chain risks may stem from insertion of counterfeits, unauthorized production, tampering, theft,
insertion of malicious software and hardware, and poor manufacturing and development processes.14 Even well‐
designed products may have malicious components introduced in the supply chain, and it may prove difficult to
identify these components before they are deployed.
Over time, NERC and the industry have developed a more sophisticated understanding of the potential impacts these
supply chain risks could have on BES reliability:


In its 2018 Guidance, the NATF highlighted several real‐world events that help demonstrate the risk supply
chain vulnerabilities could pose to the electric power industry. These events included the installation of
malicious software and theft of project files on a SCADA offering, insertion of unauthorized code on a firewall
solution that allowed for the execution of remote procedures, and the alleged insertion of a foreign entity
“backdoor” into an anti‐virus company’s security products.15



In its 2018 White Paper, the APPA and NRECA identified the risks posed by the introduction of malicious code
in the supply chain and the employees of vendors who have remote access into their systems as two of the
most significant supply chain risks facing their member entities.16

14

Revised Critical Infrastructure Protection Reliability Standards, 152 FERC ¶ 61,054, at P 62 (2015).
NATF White Paper at 6.
16 APPA/NRECA White Paper at 2.
15
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The EPRI Interim Report17 further highlighted that a compromise in a single vendor’s supply chain could have
widespread impacts where the vendor supplies a substantial portion of a given product market.18

A number of standards and best practices have been developed to address supply chain risks in the electric power
industry and other industries. These standards and best practices provide a more complete understanding of supply
chain risks and the steps entities may take to mitigate them. Additionally, the Supply Chain Standards provide strong
protections for certain categories of high‐risk BES Cyber Assets. In implementing the Supply Chain Standards,
responsible entities should incorporate some of these industry standards and best practices into their Reliability
Standard CIP‐013 Requirement R1 supply chain risk management plan(s). NERC staff will work with the CIPC Supply
Chain Working Group to develop a guideline to assist entities in selecting which standards and best practices are
appropriate.
The Supply Chain Standards, however, do not mandate that entities provide protections for all categories of
potentially vulnerable assets. Different categories of assets would present different risks if compromise based on the
type of asset and its function. In subsequent sections, this report provides further information on these devices,
provides recommendations for the steps entities should take to reduce their exposure to such risks, and, where
appropriate, recommends further changes to the Supply Chain Standards to address the risks associated with these
specific devices.

Industry Standards and Best Practices to Address Supply Chain Risks
Supply chain concerns are not unique to the electric power industry. Other industries that are sensitive to such risks
have developed standards and best practices to mitigate supply chain risks. These standards and best practices, which
are discussed in Chapter 3 of the EPRI Interim Report, may provide considerations for mitigating supply chain risks in
the electric power industry context as well.
Relevant standards and best practices include the following:


Off‐premise Supplier Services: In the government context, where a supplier performs deployments or
services for an entity involving federal information systems that are not on government premises, the Federal
Risk and Authorization Management Program (FedRAMP) standards apply.



Third‐Party Accreditation Processes: Suppliers that follow standards, such as FedRAMP and quality
management and information security management standards published by the International Organization
for Standardization, use independent third parties to assess their adherence to the standards.



Secure Hardware Delivery: The Energy Sector Control Systems Working Group of the U.S. Department of
Energy (DOE) developed Cybersecurity Procurement Language for Energy Delivery Systems that identified
controls for hardware delivery to help reduce the risk of compromise during transport.



Provenance: Provenance is the ability to provide traceability in the supply chain processes and supplier
relationships. Several standards and guidelines address provenance, including the National Supply Chain Risk
Management Practices for Federal Information Systems (NISTIR 7622) published by the National Institute of
Standards and Technology (NIST).

17

EPRI, Supply Chain Risk Assessment Report (July 2018),
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/EPRI_Supply_Chain_Risk_Assessment_Final_Report_public.pdf
(“EPRI Interim Report”).
18 See generally EPRI Interim Report at Chapter 2.
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Threat Modeling: Threat modeling is a process employed to ensure that all products have a threat model
specific to the current development scope of the product as described in International Electrotechnical
Commission standard IEC 62443‐4‐1.



Supply Chain Deficiencies Assessment: Addressing the controls for identifying and mitigating the risk of
assessed vulnerabilities or inherent weaknesses in the supply chain process of certain product or service
providers is an important risk management approach as described in NIST SP 800‐53. The NATF white paper
highlights how such an approach may apply to supply chain risk management for BES cyber systems.19



External Dependencies Recognition: One aspect considered by the DOE’s Cyber Security Capabilities
Maturity Model (C2M2) is considering supply chain as a process of identifying and managing external
dependencies. Recognizing dependencies and those that are most critical to operations can improve an
entity’s ability to highlight and mitigate supply chain risks.



Policy for Handling Supplied Products or Services that Do Not Adhere to Procurement Processes: Entities
may use controls to mitigate risks when products or services are supplied that do not adhere to their specific
supply chain policies. Such an approach is described by the U.S. Nuclear Regulatory Commission in Appendix
B to 10 C.F.R. part 50 in the context of quality assurance. Attachment A of the NATF Cyber Security Supply
Chain Risk Management Guidance document provides examples of controls used when procuring BES Cyber
Assets and services.20



Unsupported or Open‐Sourced Technology Components: Different processes must be considered to
effectively mitigate the risk of legacy or unsupported systems while updating systems or system components.
See NIST SP 800‐53. With respect to open source products, the Open Group21 has created a set of standards
and certification processes titled the “Trusted Technology Provider Standard (O‐TTPS) Certification Program”
to address supply chain controls for purchasers.



Supplier Relationships: An important aspect of managing suppliers is knowing how to terminate relationships
with third parties in a manner that limits the operational impact of losing the product or service. Such
considerations are addressed in the Utilities Telecom Council white paper, Supply Chain Risk Management
for Utilities – Roadmap for Implementation.22

While each of these industry standards and best practices can be informative, NERC has identified several best
practices as particularly pertinent in addressing the supply chain risks faced by the electric power industry. NERC staff
therefore recommends that entities adopt the following practices when developing their supply chain risk
management programs:


Secure Hardware Delivery: Many Cyber Assets purchased and deployed on the BES are hardware appliances
configured to perform very specific real‐time functions; these appliances may possess code that can be
manipulated to cause them to potentially affect the reliable operation of the BES. Instituting hardware
delivery controls like those described by the DOE Energy Sector Control Systems Working Group may help to
reduce the risks those devices are compromised in transport.



Third‐Party Accreditation Processes: Entities should include an independent assessment or third‐party
accreditation process of their vendors as part of their supply chain risk management strategy as identified in
the APPA/NRECA and NATF white papers.23 NERC will work with stakeholders to develop an accreditation

19

NATF White Paper at 8–9.
Id. at 18.
21 The Open Group describes itself as a “global consortium that enables the achievement of business objectives through technology standards.”
The Open Group, https://www.opengroup.org/about‐us/who‐we‐are.
22 Utilities Telecom Council, Cyber Supply Chain Risk Management for Utilities – Roadmap for Implementation (Apr. 2015), available at
https://utc.org/wp‐ content/uploads/2018/02/SupplyChain2015‐2.pdf.
23 See APPA/NRECA White Paper at 16; NATF White Paper at 13.
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model for identifying vendors with strong supply chain risk management practices. Such identification would
not only help entities comply with the proposed Reliability Standards but also increase the level of confidence
that vendors providing BES‐related products and services are effectively implementing supply chain cyber
security controls and measures. The process(es) for third party accreditation or certification should be
developed and submitted to NERC for evaluation. Such process(es) should be implemented within 12 months
of the effective date of Reliability Standard CIP‐013‐1.


Threat‐Informed Procurement Language: Entities should tailor their security specifications to the specific
risks of their environment. This can be accomplished through threat modeling, which is a process to ensure
that all products have a threat model specific to the current development scope of the product. This ensures
the risk of procurement of any application or systems is appropriately weighed against the risk of compromise
to the overall health of the organization or the BES. For example, if an entity is procuring a new remote access
system for its medium impact BES Cyber Systems, the threat model should reflect the impact of the remote
access system’s effect to the BES, and the procurement language for that purchase should be specified
according to its specific risk and system‐specific vulnerabilities.



Processes to Address Unsupported or Open‐Sourced Technology Components: Where patch sources for
systems or components are no longer available, entities should develop a plan to mitigate potential risks
posed by these unsupported systems. Entities should also implement controls when purchasing open source
technology, including responsibility for ongoing support and patching. NERC staff will work with the CIPC
Supply Chain Working Group to develop a guideline on appropriate controls.

Using Supply Chain Controls to Mitigate Common‐Mode Vulnerabilities: The Supply Chain Standards require entities
that possess high and medium impact BES Cyber Systems to develop processes to ensure that supply chain risks are
being managed through the procurement process. As a best practice, NERC staff expects entities that have medium
or high impact BES Cyber Systems will apply CIP‐013‐1 Requirement R1 supply chain risk management plans to low
impact BES Cyber Systems. Risks of common‐mode vulnerabilities can be mitigated if supply chain security practices
are applied uniformly across cyber asset types and BES Cyber System impact levels. Further study is needed to
determine whether there is any reliability benefit to extending the Supply Chain Standards to low impact BES Cyber
Systems.
Additional considerations and guidance for developing robust supply chain risk management programs are provided
in the white papers and guidance prepared by the Forums and Associations.

Reliability Standards to Address Supply Chain Risks
As noted above, NERC developed the Supply Chain Standards to address the risks to reliability posed by supply chain
concerns. These standards require that responsible entities afford certain supply chain protections to their higher
risk assets. This section summarizes the Supply Chain Standards and how the present applicability of those standards
fits in the broader risk‐based framework of the CIP Reliability Standards.
The Framework of the NERC CIP Reliability Standards
The NERC CIP Reliability Standards provide a risk‐based, defense‐in‐depth approach to securing the BES against cyber
and physical security threats. This approach requires systems or Facilities that could have the highest impact to the
grid receive the highest level of protections. In other words, the level of controls required for protecting cyber
systems is in proportion to the risk each system presents to reliable operation of the BPS. This approach was used to
mitigate the risk of malicious actors targeting specific assets or electric power entities because of their potential
impact to the grid.
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This risk‐based construct requires users, owners, and operators of the BES to identify those cyber systems (referred
to as BES Cyber Systems) that could have on adverse effect on BES reliability if lost, compromised, or misused.24 Using
bright‐line criteria, responsible entities must then categorize their BES Cyber Systems as high, medium, or low impact
based on the risks they present to the grid if lost, compromised, or misused. Once these BES Cyber Systems are
identified and categorized, the CIP Reliability Standards require responsible entities to, among other things, establish
plans, protocols, and controls to protect those systems against a cyber or physical attack, train personnel on security
matters, report security incidents, and recover from security events. The Supply Chain Standards will require
responsible entities to take additional actions to address cyber security risks associated with the supply chain for high
and medium impact BES Cyber Systems.
NERC Supply Chain Standards
The Supply Chain Standards consist of new Reliability Standard CIP‐013‐1 (Supply Chain Risk Management) and
revised Reliability Standards CIP‐005‐6 (Electronic Security Perimeter(s)) and CIP‐010‐3 (Configuration Change
Management and Vulnerability Assessments). The Supply Chain Standards focus on the following four security
objectives: software integrity and authenticity, vendor remote access protections, information system planning, and
vendor risk management and procurement controls.
Collectively, the Supply Chain Standard requirements do the following:


Reduce the likelihood that an attacker could exploit legitimate vendor patch management processes to
deliver compromised software updates or patches to a BES Cyber System (CIP‐010‐3 Requirement R1 Part
1.6 and CIP‐013‐1 Requirement R1 Part 1.2 address this concern)



Address vendor remote access‐related threats, including the threat of stolen vendor credentials used to
access a BES Cyber System without the responsible entity’s knowledge as well as the threat that a
compromise at a trusted vendor could traverse over an unmonitored connection into a responsible entity’s
BES Cyber System (CIP‐005‐6 Requirement R2 Parts 2.4 and 2.5 and CIP‐013‐1 Requirement R1 Part 1.2
address this concern)



Address the risk that responsible entities could unintentionally plan to procure and install vulnerable
equipment or software within their information systems or could unintentionally fail to anticipate security
issues that may arise due to their network architecture or during technology and vendor transitions (CIP‐013‐
1 Requirement R1 Part 1.1 addresses this concern)



Address the risk that responsible entities could enter into contracts with vendors who pose significant risks
to their information systems as well as the risk that products procured by a responsible entity fail to meet
minimum security criteria (CIP‐013‐1 Requirement R1 Parts 1.1 and 1.2 addresses this concern)



Address the risk that a compromised vendor would not provide adequate notice of security events and
vulnerabilities and related incident response to responsible entities with whom that vendor is connected
(CIP‐013‐1 Requirement R1 Parts 1.2.1 and 1.2.2 addresses this concern)

Consistent with the general risk‐based framework of the CIP Reliability Standards, the Supply Chain Standards are
subject only to defined categories of Cyber Assets and BES Cyber Systems. Table 1.1 summarizes the applicability of
the Supply Chain Standards.
24

BES Cyber Systems consist of one or more BES Cyber Assets, which the NERC Glossary defines as follows:
“A Cyber Asset that if rendered unavailable, degraded, or misused would, within 15 minutes of its required
operation, misoperation, or non‐operation, adversely impact one or more Facilities, systems, or equipment,
which, if destroyed, degraded, or otherwise rendered unavailable when needed, would affect the reliable
operation of the Bulk Electric System. Redundancy of affected Facilities, systems, and equipment shall not be
considered when determining adverse impact. Each BES Cyber Asset is included in one or more BES Cyber
Systems.”
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Table 1.1: Supply Chain Standard Applicability
Requirement
High Impact BES Cyber Systems

CIP‐013‐1

CIP‐005‐6 R2.4

CIP‐010‐3 R1.6







Protected Cyber Asset associated with
High Impact BES Cyber Systems



Physical Access Control Systems
associated with High Impact BES Cyber
Systems
EACMSs associated with High Impact BES
Cyber Systems
Medium Impact BES Cyber Systems25



Protected Cyber Assets associated with
Medium Impact BES Cyber Systems







Physical Access Control Systems
associated with Medium Impact BES Cyber
Systems
EACMSs associated with Medium Impact
BES Cyber Systems
Low Impact BES Cyber Systems
The Supply Chain Standards will require responsible entities to provide strong protections against the risks posed by
supply chain compromise for those BES Cyber Systems and Protected Cyber Assets that are subject to the standards.
As discussed in subsequent sections of this report, applying these protections more broadly would help reduce the
supply chain risks inherent to categories of assets not currently subject to the standards.
Subsequent sections of this report address those assets not presently included in the Supply Chain Standards and the
risks associated with those assets if compromised in the supply chain. Chapter 2 addresses EACMSs; Chapter 3
addresses PACS; Chapter 4 addresses low impact BES Cyber Systems; and Chapter 5 addresses PCAs. After evaluating
each type of asset and the overall risk environment, NERC makes recommendations for further actions to address
those risks.

25 Reliability Standard CIP‐005‐6 Requirement R2 Part 2.4 and Reliability Standard CIP‐010‐3 Requirement R1 Part 1.6 are applicable to “Medium

Impact BES Cyber Systems with External Routable Connectivity” and their associated PCA.
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Overview
This chapter addresses reliability risks associated with the supply chain for EACMSs, which are not currently subject
to the Supply Chain Standards.
EACMSs are defined in the NERC Glossary of Terms as follows:
Electronic Access Control or Monitoring Systems (EACMSs): “Cyber Assets that perform
electronic access control or electronic access monitoring of the Electronic Security
Perimeter(s)[26] or BES Cyber Systems. This includes Intermediate Systems.”
The components that make up EACMSs are typically used to control access to, secure, and monitor critical systems
on the BES, such as EMS/SCADA and microprocessor‐based relays.
Examples of EACMSs include Electronic Access Points, Intermediate Systems, authentication servers (e.g., RADIUS
servers, active directory servers, and certificate authorities), security event monitoring systems, and intrusion
detection systems.27 EACMS components include firewalls, routers, layer three switches, intrusion‐detection systems,
log monitors, and access control systems.
As discussed in this chapter, the CIP Reliability Standards currently contain protections for EACMSs. These
protections, however, do not extend to risks specific to the supply chain. Because certain EACMSs components could
have a real‐time impact on the reliability of the BES if compromised, misused, or rendered unavailable, and consistent
with FERC’s Order No. 850 directive,28 NERC staff recommends revising the Supply Chain Standards to address
EACMSs. Specifically, NERC staff recommends revising the standard to include those systems that provide electronic
access control (excluding monitoring and logging) to high and medium impact BES Cyber Systems.
In the interim, NERC staff expects that entities will identify and assess supply chain vulnerabilities when procuring
and configuring various cyber asset types associated with EACMSs that provide electronic access (excluding
monitoring and logging) to high and medium impact BES Cyber Systems. That is, an entity should perform a
comprehensive CIP‐013‐1 Requirement 1 Part R1.1 risk identification and assessment process to consider the
potential impact of EACMSs within the entity’s operating environment.

Current CIP Reliability Standard Protections for EACMSs
NERC has existing Reliability Standards that are applicable to EACMSs:


Reliability Standard CIP‐003‐6 requires responsible entities to have policies that address cyber security for
BES Cyber Systems, including EACMSs for high and medium impact BES Cyber Systems and electronic access
controls for low impact BES Cyber Systems.



Reliability Standard CIP‐004‐6 requires responsible entities to implement one or more cyber security training
program(s) appropriate to individual roles, functions, or responsibilities for those individuals that have access
to high and medium impact BES Cyber Systems and associated EACMSs. It also requires responsible entities
to implement one or more documented personnel risk assessment program(s) to attain and retain authorized
electronic or authorized unescorted physical access to high and medium impact BES Cyber Systems and
associated EACMSs. It further requires entities to implement one or more access management program(s)

26 The NERC Glossary defines an Electronic Security Perimeter (ESP) as “[t]he logical border surrounding a network to which BES Cyber Systems
are connected using a routable protocol.”
27 See Background, Reliability Standard CIP‐002‐5.
28 Order No. 850 at P 30.
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and access revocation program(s) applicable to high and medium impact BES Cyber Systems and associated
EACMSs.


Reliability Standard CIP‐006‐6 requires responsible entities to implement one or more documented physical
security plan(s) and documented visitor control program(s) for high and medium impact BES Cyber Systems
and associated EACMSs.



Reliability Standard CIP‐007‐6 requires responsible entities to implement one or more documented
processes(s) that address enabling and disabling ports and services for high and medium impact BES Cyber
Systems and associated EACMSs. It also requires entities to implement one or more documented process(es)
that address patch management and malicious code prevention applicable to high and medium impact BES
Cyber Systems and associated EACMSs. It further requires entities to implement one or more documented
process(es) that address security event monitoring and logging and system access controls applicable to high
and medium impact BES Cyber Systems and associated EACMSs.



Reliability Standard CIP‐009‐6 requires responsible entities to implement one or more documented recovery
plan(s) for high and medium impact BES Cyber Systems and associated EACMSs. It also requires those entities
to test and maintain the recovery plan(s).



Reliability Standard CIP‐010‐2 requires responsible entities to implement one or more documented
processes(s) that address configuration change management and configuration monitoring for high and
medium impact BES Cyber Systems and associated EACMSs. It also requires responsible entities to perform
vulnerability assessments applicable to high and medium impact BES Cyber Systems and associated EACMSs.



Reliability Standard CIP‐011‐2 requires responsible entities to implement one or more documented
information protection program(s) and BES Cyber Asset reuse and disposal process(es) for high and medium
impact BES Cyber System and associated EACMSs.

These requirements work together to form a cohesive security protection for deployed EACMSs; however, they do
not address the concerns specific to the supply chain discussed below.

Potential BES Risks Associated with EACMSs due to Supply Chain Concerns
EACMSs are potentially vulnerable to risks from the supply chain. If compromised, misused, or rendered unavailable,
EACMS components could have a real‐time impact on the reliability of the BES. The risks posed by supply chain
vulnerabilities depend in large part on the specific configuration of the EACMSs, where the EACMS is deployed (i.e.,
at low, medium, or high impact BES Cyber System), and the extent to which certain compensating measures are
employed.
EACMSs can consist of systems that perform electronic access control and systems that perform monitoring and
logging functions. The reliability risks associated with compromise of electronic access control systems are higher
than those associated with monitoring and logging functions.
If a component of an electronic access control EACMSs were to be compromised in the supply chain, such as through
the introduction of an unauthorized “backdoor,” a malicious actor could access (or bar authorized users from
accessing) systems that directly affect the operation of the BES. If the compromised EACMS controls electronic access
to a medium or high impact BES Cyber System, this compromise could negatively impact the reliability of the BES.
If a component of a monitoring EACMS was compromised in the supply chain, such as through the introduction of
malicious code, it could impact the ability of the owner to quickly detect, alert to, and respond to a cyber attack. It
can also result in real‐time access alarms being masked from those that are actively assessing reliability. If a
component of a logging EACMS was compromised, it could hinder the ability to perform forensic analysis after active
or attempted attacks.
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Where EACMSs are configured on a single platform, the risk to all services, including access control, monitoring, and
logging, share a single higher risk level if the management plane29 of the single device is compromised or misused.
This is because such devices control access to critical systems from a single point. Services required for access,
authentication, monitoring, logging, detection, and alerting could be altered or misconfigured, blinding operators
and security personnel to potential unauthorized access and introduction of malicious code to BES Cyber Systems
within an ESP.
The risks posed by vendor‐initiated remote access sessions, whether through interactive remote access or system‐
to‐system remote access, also represent a significant vector for attack into the associated BES Cyber System through
the EACMS.
In evaluating the risks posed by supply chain compromise of EACMSs, NERC staff considered that half of the market
share of substation networking equipment is held by only two vendors, one of which has a 55 percent world‐wide
enterprise network market share in the corporate environment of many industries, including the electric power
industry.30 If a major vendor unknowingly supplied compromised networking equipment, and the compromise was
then exploited to allow access to EACMSs controlling electronic access to medium or high impact BES Cyber Systems,
the compromise could have widespread negative impacts on reliability.
The potential risks of supply chain compromise described above can be mitigated in part by technical controls, some
of which are addressed in the CIP Reliability Standards, while others could be addressed in an entity’s policies and
procedures. For example, strict authorization and authentication, up to and including multi‐factor authentication,
can be used to limit the risk posed by local or remote access to the management services of an EACMS by owner or
vendor personnel. Other technical controls that could be put in place to secure access and communications include
the following: implementing strong password policies; implementing role‐based access control; using authentication,
authorization, and accounting services; implementing access control lists; encrypting remote access sessions; and
using separate secured virtual local area networks for data and management traffic. Testing, verification, and
validation of the architecture, configuration, and management access of EACMSs can also help ensure that EACMSs
are implemented as designed, meet the expected security controls objectives, and protect BES Cyber Systems within
a defined ESP.
While the technical controls mentioned above can provide some protections against certain compromises introduced
in the supply chain, they do not address all potential risks. Given the potential adverse impacts that could be caused
by a compromised EACMS, it is important to identify and assess supply chain vulnerabilities when procuring and
configuring these systems.

Recommended Actions to Address the Risks
Noting that “the vulnerabilities associated with EACMS are well understood and appropriate for mitigation,” FERC
directed NERC in Order No. 850 to revise the Supply Chain Standards to include EACMSs.31
Upon evaluation of the supply chain‐related risks associated with EACMSs, particularly those posed by compromise
of electronic access functions, NERC staff recommends that the Supply Chain Standards be modified to include
EACMSs that perform electronic access control for high and medium BES Cyber Systems.
Consistent with the risk‐based framework of the CIP Reliability Standards, any future revision to the Supply Chain
Standards should account for the fact that EACMSs present different risks based on the functions that they perform.
29

“Management plane” refers to the part of the system that configures, monitors, and provides management, monitoring, and configuration
services to all layers of the system.
30 EPRI Interim Report, at Chapter 2.
31 Order No. 850 at P 30.
NERC | Supply Chain Risks and Recommended Actions | DRAFT March 2019
9

Chapter 2: Electronic Access Control or Monitoring Systems

As described above, the cyber systems that perform electronic access control would, if compromised, present a
higher risk to reliability than a compromise of monitoring or logging systems. This is because these access control
systems serve as “gatekeepers” to critical systems. Work is currently underway on Project 2016‐02 Modifications to
CIP Standards32 to develop new defined terms that separate out EACMS functions so that appropriate controls can
be placed around appropriate risks.
In the interim, NERC staff expects that entities will identify and assess supply chain vulnerabilities when procuring
and configuring various cyber asset types associated with EACMSs. Various risk assessment techniques are provided
in the APPA/NRECA and NATF white papers. For example, entities should perform a comprehensive risk identification
and assessment process under Reliability Standard CIP‐013‐1 Requirement R1.1 that would, at a minimum, consider
the following EACMS factors within the entity’s operating environment:33


Identify the components that comprise the EACMSs (i.e., specific cyber asset types)



Identify the vendor(s) for each EACMS device type



Identify the functions each EACMS device type performs to protect reliability (i.e., firewall, router, switch,
etc.)



Identify and prioritize: the risks presented by each EACMS device type if compromised (e.g., a compromised
firewall could allow unauthorized or malicious traffic34); and informed potential mitigating circumstances
(e.g., logging systems are primarily used for after‐the‐fact analysis rather than real‐time protection)



Assess the identified risks posed by each device type



Develop potential strategies or recommendations to address and mitigate each identified risk



Include recommendations to address EACMS risks in the process(es) used to procure BES Cyber Systems that
would address identified risks specific to CIP‐013‐1 Requirement R1 Parts R1.2.1 through R1.2.6, as
applicable, and identify existing or planned vendor mitigation strategies or procedures that address each
identified risk as follows:


Specific to CIP‐013‐1 Requirement R1 Parts R1.2.3 and R1.2.6, include recommendations relative to
coordinated controls between the entity and applicable vendors associated with CIP‐005‐6 (Parts 2.4 and
2.5) for managing active vendor remote access sessions to and/or through EACMS cyber asset types



Specific to CIP‐013‐1 Requirement R1 Part R1.2.5, include recommendations specific to planned methods
associated with CIP‐010‐3 (Part 1.6) for verifying the identity of software sources and integrity of
software obtained from such sources prior to application to EACMS cyber asset types



Specific to CIP‐013‐1 Requirement R1 Part R1.2.6, include recommendations for controls specific to
identified risks associated with compromised vendor‐initiated remote access sessions

Reliability Standard CIP‐013‐1 Requirement 1 Part 1.2.5 addresses verifying the integrity and authenticity of software
installed on particular assets. This verification helps to ensure that the software installed on high and medium BES
Cyber Systems is not modified prior to installation without awareness of the software supplier and is not a counterfeit
piece of software.
In the EACMS context, this software enables controls and monitoring. This highlights the importance of verification,
especially for the “gatekeeping” monitoring assets. When the Supply Chain Standards are modified as recommended,
32

Project 2016‐02 Modifications to CIP Standards, http://www.nerc.com/pa/Stand/Pages/Project%202016‐
02%20Modifications%20to%20CIP%20Standards.aspx.
33 This list is provided as an example of considerations for the CIP‐013‐1 Requirement R1.1 risk identification and assessment process, but it
should not be considered an exhaustive or prescriptive list of all the variables that should be considered by each entity for EACMS within its
unique operating environment.
34 See, e.g., EPRI Interim Report at 4‐4.
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the integrity and authenticity of the software installed on the particular assets that make up the system for
monitoring and controlling would be covered by Reliability Standard CIP‐013 Requirement 1 Part 1.2.5. This process
would, in turn, support the verification required under Reliability Standard CIP‐010‐3, Requirement 1 Part 1.6. By
verifying the integrity and authenticity of their EACMS software, entities can reduce the risk that software installed
on the BES Cyber Systems (not just EACMSs, but all BES Cyber Systems) could be modified prior to installation without
awareness of the software supplier or be a counterfeit piece of software.
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Overview
This chapter addresses reliability risks associated with the supply chain for PACSs, which are not currently subject to
the Supply Chain Standards.
PACSs are defined in the NERC Glossary of Terms as follows:
Physical Access Control Systems (PACSs): “Cyber Assets that control, alert, or log access to
the Physical Security Perimeter(s),[35] exclusive of locally mounted hardware or devices at the
Physical Security Perimeter such as motion sensors, electronic lock control mechanisms, and
badge readers.”
The systems that make up PACSs are often used to control and monitor physical access to Facilities and systems on
the BES where BES Cyber Systems reside. These include physical intrusion‐detection systems, log monitors, and
systems to control physical access. Examples of PACSs cyber asset types include authentication servers, card systems,
and badge control systems.36
As discussed in this chapter, the CIP Reliability Standards currently contain protections for PACSs. These protections,
however, do not extend to supply chain risk management issues. To address these risks, NERC staff recommends
revising the Supply Chain Standards to address those systems that provide physical access control, excluding alerting
and logging. In the interim, NERC staff expects that entities will identify and assess supply chain vulnerabilities when
procuring and configuring various cyber asset types associated with PACSs. That is, an entity should perform a
comprehensive Reliability Standard CIP‐013‐1 Requirement 1 Part R1.1 risk identification and assessment process to
consider the potential impact of PACSs within the entity’s operating environment.

Current CIP Protections for PACSs
NERC has existing Reliability Standards that are applicable to PACSs listed as follows:


Reliability Standard CIP‐003‐6 requires responsible entities to have policies that address physical security for
BES Cyber Systems, including PACSs for high and medium impact BES Cyber Assets and physical security
controls for low impact BES Cyber Systems.



Reliability Standard CIP‐004‐6 requires responsible entities to implement one or more cyber security training
program(s) appropriate to individual roles, functions, or responsibilities for those individuals that have access
to high and medium impact BES Cyber Systems and associated PACSs. It also requires entities to implement
one or more documented personnel risk assessment program(s) to attain and retain authorized electronic or
authorized unescorted physical access to high and medium impact BES Cyber Systems and associated PACSs.
It further requires entities to implement one or more access management program(s) and access revocation
program(s) applicable to high and medium impact BES Cyber Systems and associated PACSs.



Reliability Standard CIP‐006‐6 requires responsible entities to implement one or more documented physical
security plan(s) and documented visitor control program(s) for high and medium impact BES Cyber Systems
and associated PACSs.



Reliability Standard CIP‐007‐6 requires responsible entities to implement one or more documented
processes(s) that address enabling and disabling ports and services for high and medium impact BES Cyber

35

A PSP is defined in the NERC Glossary as “[t]he physical border surrounding locations in which BES Cyber Assets, BES Cyber Systems, or
Electronic Access Control or Monitoring Systems reside, and for which access is controlled.”
36 See Background, Reliability Standard CIP‐002‐5.
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Systems and associated PACSs. It also requires entities to implement one or more documented process(es)
that address patch management and malicious code prevention applicable to high and medium impact BES
Cyber Systems and associated PACSs. It further requires entities to implement one or more documented
process(es) that address security event monitoring and logging and system access controls applicable to high
and medium impact BES Cyber Systems and associated PACSs.


Reliability Standard CIP‐009‐6 requires responsible entities to implement one or more documented recovery
plan(s) for high and medium impact BES Cyber Systems and associated PACSs. It also requires those entities
to test and maintain the recovery plan(s).



Reliability Standard CIP‐010‐2 requires responsible entities to implement one or more documented
processes(s) that address configuration change management for high and medium impact BES Cyber Systems
and associated PACSs. It also requires entities to perform vulnerability assessments applicable to high and
medium impact BES Cyber Systems and associated PACSs.



Reliability Standard CIP‐011‐2 requires responsible entities to implement one or more documented
information protection program(s) and BES Cyber Asset reuse and disposal process(es) for high and medium
impact BES Cyber Systems and associated PACSs.

These requirements work together to form a cohesive security protection for deployed PACSs; however, supply chain
concerns still exist and are further discussed in this chapter.

Potential BES Risks Associated with PACSs Due to Supply Chain Concerns
PACSs are potentially vulnerable to risks from the supply chain. If compromised, misused, or rendered unavailable,
PACS components could have a real‐time impact on the reliability of the BES. The risks posed by supply chain
vulnerabilities depend in large part on the specific configuration of the PACS, where the PACS is deployed (i.e., at low,
medium, or high impact BES Cyber System), and the extent to which certain compensating measures are employed.
Depending on specific configurations, PACSs could have a real‐time impact on the reliability of the BES if
compromised, misused, or rendered unavailable. Given this potential impact, it is important to consider supply chain
vulnerabilities when procuring and configuring these systems.
A number of methods and systems may be used to control, monitor, and log physical access to BES Cyber Systems.
These methods and systems are typically supplied at least in part by third parties and are thus vulnerable to
compromises introduced in the supply chain.
Methods of physical access control include the following:


Card Key: A means of electronic access where the access rights of the card holder are predefined in a
computer database. Access rights may differ from one perimeter to another.



Special Locks: These include, but are not limited to, locks with “restricted key” systems, magnetic locks that
can be operated remotely, and “man‐trap” systems.



Security Personnel: Personnel responsible for controlling physical access who may reside on‐site or at a
monitoring station.



Other Authentication Devices: Biometric, keypad, token, or other equivalent devices that control physical
access into the Physical Security Perimeter (PSP).
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Methods to monitor physical access include the following:


Alarm Systems: Systems that alarm to indicate interior motion or when a door, gate, or window has been
opened without authorization. These alarms must provide for notification within 15 minutes to
individuals responsible for response.



Video Recording: Electronic capture of video images of sufficient quality to monitor activity at or near
PSPs and/or physical security access points.



Human Observation of Access Points: Monitoring of physical access points by security personnel who
are also controlling physical access.

Methods to log physical access include the following:


Computerized Logging: Electronic logs produced by the responsible entity’s selected access control and
alerting method.



Video Recording: Electronic capture of video images of sufficient quality to determine identity.



Manual Logging: A log book or sign‐in sheet, or other record of physical access maintained by security or
other personnel authorized to control and monitor physical access.

Similar to EACMSs, the PACS cyber systems that perform physical access control present a higher risk than monitoring
and logging systems. A compromise of PACs could allow access to systems that directly affect the operation of the
BES, potentially allowing a threat source to negatively impact the BES reliability. Examples of scenarios applicable to
compromised PACS components (such as those described above) include, but are not limited to, the following:


A combined cyber/physical attack on one or more high impact BES Cyber Systems and their host Facilities,
where external control of previously compromised PACS elements could allow external threat actors to
obtain undetected physical access to Control Centers and other Facilities that control or operate significant
portions of the grid. Once inside the PSP, threat actors could detain, subvert, or eliminate the system
operators and take physical control of the BES Cyber Systems.



Misuse, degradation, or destruction of PACS access control components could also allow internal threat
actors to take adverse actions on BES Cyber Systems without detection. Such a scenario may precede a
physical attack or support a subsequent cyber attack.

While not a specific supply chain risk, there is also a high potential for insider collusion with external threat actors to
ensure PACS supply chain compromises are activated prior to a physical attack.
Compromise of the cyber systems that perform monitoring, while not presenting as high of a risk, could impact the
ability to quickly analyze an attack and may mask real‐time alarms for access from those that are actively assessing
reliability. Compromised PACS monitoring systems may also eliminate the entity’s ability to detect illicit access to
Facilities and their associated BES Cyber Systems. A physical or cyber attack may be preceded by loss of capability to
monitor for unauthorized access and to issue alarms or alerts to monitoring personnel, which may lengthen response
times and allow threat actors to succeed in their attacks.
Compromise of logging systems would present a much smaller risk as these systems are used primarily to perform
forensic analysis after active and potential attacks. Compromised PACS logging systems, however, could prevent
accurate forensic analysis and potentially hamper recovery or restoration efforts.
The potential risks of supply chain compromise described above can be mitigated in part by controls, some of which
are addressed in the CIP Reliability Standards while others can be addressed in entity policies and procedures. For
example, strict operational or procedural controls can be used to limit the risk posed by unauthorized physical access
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to BES Cyber Systems. Other controls that could be put in place to restrict access include implementing a completely
enclosed “six‐wall” boundary and implementing two or more different and complementary physical access controls.
Testing, verification, and validation of the architecture, configuration, and management access of PACSs can also help
ensure that PACSs are implemented as designed, meet the expected security controls objectives, and protect BES
Cyber Systems within a defined PSP.
In addition, a threat actor must be physically present at the facility in order to exploit the vulnerability created by a
compromised PACS system. A threat actor may also need to bypass several physical access or monitoring controls
that have not been compromised in order to gain access.
However, given the potential adverse impacts that could be caused by compromised PACSs, particularly
compromised access control systems, it is important to identify and assess supply chain vulnerabilities when
procuring and configuring these systems.

Recommended Actions to Address the Risks
Upon evaluation of the supply chain‐related risks associated with PACSs, particularly those that control physical
access, NERC staff recommends that the Supply Chain Standards be modified to include PACSs that perform physical
access controls for high and medium BES Cyber Systems.
Consistent with the risk‐based framework of the CIP Reliability Standards, any future revision(s) to the Supply Chain
Standards should account for the fact that PACSs present different risks based on the functions that they perform. As
described above, the cyber systems that perform physical access control would, if compromised, present a higher
risk to reliability than a compromise of alerting and logging systems.
In the interim, NERC staff expects that entities will identify and assess supply chain vulnerabilities when procuring
and configuring various cyber asset types associated with PACSs. Various risk assessment techniques are provided in
the APPA/NRECA and NATF White Papers. For example, a comprehensive risk identification and assessment process
under Reliability Standard CIP‐013‐1 Requirement R1.1 would, at a minimum, consider the following PACSs factors
within the entity’s operating environment:37


Identify the components that comprise the PACSs (i.e., specific cyber asset types), including, but not limited
to, the following:


Servers



Workstations



Cameras and other surveillance equipment



Access control cyber asset components



Monitoring components



Logging components



Identify the vendor(s) for each PACS device type



Identify the functions each PACS device type performs to protect reliability (e.g., authorizing and granting
access, detection, response, monitoring, logging, etc.)

37

This list is provided as an example of considerations for the CIP‐013‐1 Requirement R1.1 risk identification and assessment process, but it
should not be considered an exhaustive or prescriptive list of all the variables that should be considered by each entity relative to supply chain
risk management risks associated with PACS cyber asset types within its unique operating environment.
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Identify and prioritize the risks presented by each PACS device type if compromised (i.e., a compromised
access authorization system could allow unauthorized or malicious access)



Identify potential mitigating circumstances (i.e., logging systems are primarily used for after‐the‐fact analysis
rather than real‐time protection)



Assess the identified risks posed by each device type



Develop potential strategies and/or recommendations to address and mitigate each identified risk



Include recommendations to address PACS risks the process(es) used to procure BES Cyber Systems that
would address identified risks specific to CIP‐013‐1 Requirement R1 Parts R1.2.1 through R1.2.6, as
applicable, and identify existing or planned vendor mitigation strategies or procedures that address each
identified risk:


Specific to CIP‐013‐1 Requirement R1 Parts R1.2.1, R1.2.2, and R1.2.4, entities may include physical
security mitigation plans to minimize threats associated with such notifications and disclosures (e.g.,
increase guard force personnel to provide manual physical access controls at PSP Entry Points until such
identified vulnerabilities are addressed)



Specific to CIP‐013‐1 Requirement R1 Parts R1.2.3 and R1.2.6, integrate recommendations relative to
coordinated controls between the entity and applicable vendors for managing physical access and active
vendor remote access sessions to and/or through PACS cyber asset types



Specific to CIP‐013‐1 Requirement R1 Part R1.2.5, integrate recommendations specific to planned
methods associated with CIP‐010‐3 (Part 1.6) for verifying the identity of software sources and integrity
of software obtained from such sources prior to application to PACS cyber asset types



Specific to CIP‐013‐1 Requirement R1 Part R1.2.6, integrate recommendations for controls specific to
identified risks associated with compromised vendor‐initiated remote access sessions

NERC | Supply Chain Risks and Recommended Actions | DRAFT March 2019
16

Chapter 4: Low Impact BES Cyber Systems
Overview
Under the CIP‐002 standard, responsible entities are required to categorize their BES Cyber Systems as either high,
medium, or low impact using the bright‐line impact rating criteria (IRC) outlined in Attachment 1 to the standard, as
follows:


Section 1 identifies the IRC for high impact BES Cyber Systems. The IRC is limited to BES Cyber Systems
associated with four categories of Control Centers (see IRC 1.1–1.4).



Section 2 identifies medium impact BES Cyber Systems associated with Control Centers, generation and
transmission Facilities as well as specified remedial action and load shedding schemes (see IRC 2.1–2.13).



Section 3 identifies BES Cyber Systems located at all other BES assets that were not previously identified
under Sections 1 or 2. These low impact BES Cyber Systems are associated with smaller BES Facilities, such as
Control Centers, generation and transmission Facilities, systems and Facilities critical to system restoration,
specified transmission protection systems, including certain system protection and restoration systems
owned by Distribution Providers (see IRC 3.1–3.6).

The Supply Chain Standards are applicable only to high and medium impact BES Cyber Systems.
In 2016, registered entities were requested to report the number of BES assets (e.g., Control Center, backup Control
Center, substation, generation plant, etc.) identified in CIP‐002‐5.1 Requirement R1, Attachment 1 with high,
medium, and low impact BES Cyber Systems as of July 1, 2016. Based on the results, NERC determined that
approximately 21 percent of NERC registered entities own high or medium impact BES Cyber Systems; the remainder
own only low impact BES Cyber Systems. It is important to note, however, that these survey results do not represent
the percentage of assets containing low impact BES Cyber Systems. Many of the 21 percent of registered entities that
own and/or operate high and medium impact BES Cyber Systems also own and operate a significant number of low
impact BES Cyber Systems. Thus, additional data is needed to gauge the percentage of assets containing low impact
BES Cyber Systems that are owned or operated by registered entities that also own medium and high impact BES
Cyber Systems. Further study will help assess the residual risk to BES reliability associated with entities that own only
low impact BES Cyber Systems.
NERC staff recommends further study of this issue as discussed below to determine whether the inclusion of low
impact BES Cyber Systems with External Routable Connectivity should be considered while taking into account the
number and nature of such low impact BES Cyber Systems, the benefits of including such systems in the Supply Chain
Standards, and the associated costs of extending CIP‐013 to cover these systems. While this work is underway, NERC
staff recommends that the CIPC Supply Chain Working Group develop a guideline to assist entities in applying supply
chain risk management plans to low impact BES Cyber Systems.

Supply Chain Risks Associated with Low Impact BES Cyber Systems
Low impact BES Cyber Systems are generally comprised of the same types of cyber assets as those in high and medium
impact BES Cyber Systems and are therefore subject to similar supply chain risks, but individually present a lower risk
to BES reliability if they are compromised. For example, these supply chain risks would include those posed by the
introduction of malicious code in the supply chain and the employees of vendors who have remote access into their
systems. These two risks have been cited by NRECA and APPA as two of the most significant supply chain risks facing
their member entities.38

38

APPA/NRECA white paper at 2.
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The applicability of the Supply Chain Standards is consistent with the overall framework of the CIP Reliability
Standards discussed above, which is to focus entity attention and resources on those assets that could pose the
greatest risks to reliability if they were to be compromised. Low impact BES Cyber Systems are typically associated
with isolated, smaller Facilities that are not currently subject to most39 of the CIP Reliability Standards. Although
compromise of an individual low impact BES Cyber System would, by definition, not pose a risk to reliability, the EPRI
Interim Report40 highlighted the potential negative impacts on reliability if numerous low impact BES Cyber Systems
were compromised. This could happen if a major vendor with sizeable market share unintentionally supplied a
compromised product to a sizeable percentage of the industry, and a malicious actor then exploited the single
configuration‐based vulnerability across a number of devices. Viruses, worms, and malware programs target
“common mode vulnerabilities” in this manner.
To better understand this potential risk, EPRI conducted a market data analysis. This analysis consisted of assessing
the product/manufacturer types used on the BES for SCADA/control systems, network and telecommunications, and
operating systems. While this analysis does not break out the percentages of vendors supplying only low impact BES
Cyber Systems, the information is useful as a general representation of the current state of the market. EPRI’s analysis
showed that two vendors, when combined, have half of the market share of substation networking equipment. It
also showed the dominance of the Windows operating system in deployed systems. A further look at the data showed
that a significant number of systems were running outdated (unsupported) operating systems and/or open operating
systems. Also, two vendors, when combined, hold 82 percent of the existing deployment of energy management
systems. By contrast, EPRI determined that no single vendor in the market for remote terminal units exceeded 20
percent market share.41
The risk to reliability posed by the mass exploit of a “common mode vulnerability” introduced in the supply chain for
low impact BES Cyber Systems may be mitigated by several factors. First, while many CIP Reliability Standards are not
applicable to low impact BES Cyber Systems, applying basic cyber hygiene practices could limit the reach and impact
of such an event. Examples of such practices include application whitelisting, patching, minimizing domain or local
administrative privileges, and disabling local administrative accounts where they are unnecessary. Second, the Supply
Chain Standards are expected to have a positive impact on the overall market for electric industry goods and services,
which would ultimately reduce the supply chain risks associated with low impact BES Cyber Systems. As noted in the
APPA/NRECA White Paper, smaller entities that own only low impact BES Cyber Systems often purchase from the
same, well‐established vendors that larger entities with higher risk assets use. As larger entities with medium and
high impact BES Cyber Assets demand certain supply chain practices from vendors, vendors may choose to apply
those supply chain practices to all of their products sold to the electric power industry.42 The Supply Chain Standards
would therefore provide protections to low impact BES Cyber Assets even though the standards do not specifically
cover them.
There is a second potential risk associated with low impact BES Cyber Systems, particularly those owned by an entity
that also owns high or medium BES Cyber Systems. The risk is that a malicious actor could target the supply chain for
a low impact BES Cyber System and, assuming no other controls were in place, exploit that vulnerability to attack
other systems owned by the same entity, including high and medium BES Cyber Systems at larger and more critical
BES Facilities including Control Centers, generation plants, and transmission Facilities.

39

Effective January 1, 2020, Reliability Standard CIP‐003‐7 will be applicable to low impact BES Cyber Systems; Requirements R1.2 and R2 will
require certain programmatic, physical, and electronic access protections.
40
EPRI, Supply Chain Risk Assessment Report (July 2018),
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/EPRI_Supply_Chain_Risk_Assessment_Final_Report_public.pdf
(“EPRI Interim Report”).
41 For more information on the specific market assessment, refer to the EPRI Interim Report at Chapter 2.
42 APPA/NRECA white paper at 9‐10.
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This risk is thought to be mitigated, in large part, by entity supply chain practices. During the standard development
process for the Supply Chain Standards, several procurement professionals stated that, other than for specific
projects, they typically order cyber asset types without regard to the final destination. For example, orders may be
placed for warehouse stock. A comprehensive Reliability Standard CIP‐013‐1 Requirement R1 supply chain risk
management procurement plan that addresses all cyber asset types used by a registered entity in its high and medium
impact BES Cyber Systems would also reduce comparable supply chain cyber security risks for assets deployed in low
impact BES Cyber Systems.

Recommended Actions to Address the Risks
As a best practice, NERC staff expects entities that have medium or high impact BES Cyber Systems will voluntarily
apply CIP‐013‐1 Requirement R1 supply chain risk management plans to low impact BES Cyber Systems. This would
help reduce the residual risks arising from the supply chain to those systems. Any cyber asset types identified as
exclusive to low impact BES Cyber Systems should be evaluated on a case‐by‐case basis to determine the impact and
extent of any supply chain risk management risks, which, if realized, could present a significant threat to the reliability
of the BES. For entities that own both low and medium or high impact BES Cyber Systems, applying such practices to
all assets regardless of destination would not only reduce the risks to its low impact BES Cyber Systems, but would
also help streamline procurement and deployment processes generally.
NERC staff expects entities that own only low impact BES Cyber Systems to develop supply chain risk management
programs tailored to their unique risk profiles and priorities. The APPA/NRECA white paper43 provides considerations
for smaller entities in developing such programs. NERC staff will work with the CIPC Supply Chain Working Group to
develop a guideline to assist entities in voluntarily applying supply chain risk management plans to low impact BES
Cyber Systems.
For several reasons, NERC staff does not recommend revising the Supply Chain Standards to require protections for
all low impact BES Cyber Systems at this time. The risk‐based approach used in the CIP Reliability Standards generally,
and the Supply Chain Standards specifically, enables responsible entities to prioritize controls for high and medium
impact BES Cyber Assets. High and medium impact BES Cyber Systems as categorized in CIP‐002 generally describe
assets that are critical to interconnected operations, including transmission operations, reliability coordination, and
balancing functions. CIP‐013‐1 provides responsible entities with flexibility for determining appropriate steps for
addressing supply chain cyber security risks for low impact BES Cyber Systems. This approach provides an opportunity
for industry to take measured steps to address complex supply chain cyber security risks based on their system needs.
The reliability benefit of a measured and prioritized approach is that it is more manageable for responsible entities
to focus the development of their plans, processes, and controls on the smaller subset of cyber assets that includes
the most significant cyber assets.
As described above, the implementation of the Supply Chain Standards is expected to have broader, positive impacts
on both vendor and entity supply chain practices. Practices adopted by vendors to satisfy purchasers of assets
deployed in high and medium BES Cyber Systems may ultimately be extended to assets deployed in low impact BES
Cyber Systems as well. Following implementation of the Supply Chain Standards, NERC may find that there is no
incremental reliability benefit associated with extending the Supply Chain Standards to low impact BES Cyber
Systems.
Further, extending the Supply Chain Standards to low impact BES Cyber Systems could have unintended effects that
may inadvertently increase the risk of common‐mode vulnerabilities due to the reduction in diversity of vendors. For
example, some vendors may choose not to provide small entities with the services required by the standards, such
43

APPA/NRECA, Managing Cyber Supply Chain Risk – Best Practices for Small Entities (Apr. 25, 2018), https://www.cooperative.com/programs‐
services/government‐relations/regulatory‐issues/documents/supply%20chain%20white%20paper%204‐25%20final.pdf (“APPA/NRECA White
Paper”).
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as providing notification of vendor identified incidents that pose a cyber risk to the small entity, and owners of low
impact BES Cyber Systems may thus have a smaller pool of potential vendors from which to choose. This smaller
vendor pool could result in an increased risk that a common mode vulnerability in any one vendor’s products or
services could affect a substantial number of low impact BES Cyber Systems. Further study is necessary to determine
the costs, reliability benefits, and potential unintended consequences of extending the Supply Chain Standards to
low impact BES Cyber Systems.
Nevertheless, given the potential risk of a common mode vulnerability affecting numerous low impact BES Cyber
Systems, NERC staff recommends further study to determine whether low impact BES Cyber Systems with External
Routable Connectivity should be included within the scope of CIP‐013. External Routable Connectivity is defined in
the NERC Glossary as follows:
“The ability to access a BES Cyber System from a Cyber Asset that is outside of its associated
Electronic Security Perimeter via a bi‐directional routable protocol connection.” Given this
connectivity, these low impact BES Cyber Systems may pose a higher risk that could warrant
mandatory supply chain protections.
First, NERC staff will propose to the Board a Request for Data or Information under Section 1600 of the NERC Rules
of Procedure to obtain more information about the nature and number of BES Cyber Systems currently in use. NERC
staff will work with the CIPC Supply Chain Working Group to determine the appropriate scope of the request. NERC
staff expects that the request would address, at a minimum, the following considerations:


The approximate total number of BES Cyber Assets in high/medium impact BES Cyber System(s): Of this
number, the approximate number that have External Routable Connectivity



The approximate total number of BES Cyber Assets in low impact BES Cyber Systems: Of this number, the
approximate number that have External Routable Connectivity



Questions to determine incremental costs to extend CIP‐013 to low impact BES Cyber Systems with External
Routable Connectivity:


The costs for entities that have high/medium impact BES Cyber Systems



The costs for entities that have only low impact BES Cyber Systems

Second, NERC staff will monitor the issue through the use of pre audit surveys and questionnaires following the
implementation of the Supply Chain Standards to determine whether new information supports modifying the
standards to include low impact BES Cyber Systems with External Routable Connectivity and to determine if there is
consistent application of the criteria in CIP Reliability Standards that differentiate medium impact BES Cyber Systems
from low impact. This new information would include actual market and entity practices following implementation
of the Supply Chain Standards and the extent to which these practices may help reduce risks to reliability stemming
from the supply chains for low impact BES Cyber Systems, including those with External Routable Connectivity. With
this information, NERC and its stakeholders may make an informed analysis of whether mandatory requirements for
all or a subset of low impact BES Cyber Systems are appropriate while taking into account the costs, expected benefits,
and all other relevant considerations.
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Overview
This chapter addresses the supply chain risk management risks posed by PCAs, which are currently subject to only a
limited subset of the Supply Chain Standards.
PCAs are defined in the NERC Glossary of Terms as follows:
Protected Cyber Assets (PCAs): “One or more Cyber Assets connected using a routable
protocol within or on an Electronic Security Perimeter that is not part of the highest impact
BES Cyber System within the same Electronic Security Perimeter. The impact rating of
Protected Cyber Assets is equal to the highest rated BES Cyber System in the same ESP.”
Since there is a wide range of assets that fall under the category of PCAs, it is not possible to clearly define a general
risk to the BES in the event they are compromised due to supply chain vulnerabilities. NERC staff recommends that
entities, as a best cyber security practice, evaluate each PCA type on a case‐by‐case basis to identify any specific risks
associated with supply chain risk management. This evaluation will allow each entity to determine whether supply
chain risk management procurement processes are needed to mitigate the risk to associated BES Cyber Systems.
NERC staff will work with the CIPC Supply Chain Working Group to develop a guideline to assist entities in evaluating
their PCAs to determine what, if any, additional supply chain protections are needed.

Potential BES Risks Associated with PCAs due to Supply Chain Concerns
It is difficult to provide a general assessment of the risks that supply chain‐compromised PCAs could present to the
BES. By definition, PCAs do not represent an immediate 15‐minute adverse impact to the reliability of the BES. PCA
types, however, are sometimes identical to those cyber asset types identified as BES Cyber Assets. As a result, supply
chain risk management practices should be highly dependent on the specific function of the PCA in question and the
exposure risk to the BES Cyber Systems in the same ESP.
Overall PCAs are cyber assets most likely to be typical information technology assets like workstations, servers,
printers, scanners, and other peripherals that support the work of operators and staff in the Control Center, data
center, or security operations center environment. Based on type and configurations, PCAs could have the same risk
profile of BES Cyber Assets associated with a high or medium BES Cyber System. Compounding the risk is that these
systems may reside on the same network segments as a BES Cyber System while not being part of the BES Cyber
System. Due to the potential interconnectedness of the PCA with the BES Cyber System, a compromise or misuse of
the PCA could pivot to the BES Cyber System. The potential risk can be mitigated in part by technical controls, some
of which are addressed in the CIP Reliability Standards and others which can be addressed in policies and procedures.
For example, implementing access control lists, intrusion prevention systems, and malicious software prevention
tools can be used to limit the risk posed by PCAs possibly impacting interconnected BES Cyber Systems.

Recommended Actions to Address the Risks
As a best practice, NERC staff recommends that entities evaluate each PCA type on a case‐by‐case basis to identify
any specific risks associated with supply chain risk management and to determine whether supply chain risk
management procurement processes are needed to mitigate risks to associated BES Cyber Systems. NERC staff will
work with the CIPC Supply Chain Working Group to develop a guideline to assist entities in evaluating their PCAs to
determine what, if any, additional supply chain protections are needed.
Entities should seek assurance that hardware or software components for PCAs are authentic and have not been
modified prior to provisioning the PCA and when deploying required operational or security updates. Approved
configuration management and change management processes should be followed for PCAs. A best practice would
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be to also include PCAs in a registered entity’s baselining program to track and monitor the state of PCAs within their
critical infrastructure networks.
Since PCAs are often the same cyber asset type as many common BES Cyber Assets, they may be subject to “common
mode vulnerabilities” and represent an attack vector to BES Cyber Systems contained within the same ESP as the
PCA. A comprehensive CIP‐013‐1 Requirement R1 supply chain cyber security risk management plan could be
effective to support mitigation of PCA cyber assets obtained under the same supply chain risk management
procurement plan as BES Cyber Systems associated with high and medium impact BES Cyber Systems. The specific
processes should be made on a case‐by‐case basis after evaluating the potential risks associated with the supply chain
for that device.
NERC staff does not recommend revising the Supply Chain Standards at this time to include PCAs. While PCAs are on
the same network as BES Cyber Systems, other controls deployed on the BES Cyber Systems under the CIP‐007 and
CIP‐010 standards would protect the actual assets that could have a 15‐minute impact if rendered unavailable,
degraded, or misused. Since there is a wide range of assets that fall under the category of PCA, the case‐by‐case
approach described above would provide a flexible and cost effective approach to addressing supply chain risks
associated with specific PCAs while avoiding unnecessary regulatory burden.

NERC | Supply Chain Risks and Recommended Actions | DRAFT March 2019
22

Chapter 6: Conclusion
Compromise of certain cyber assets in the supply chain could pose a threat to BES reliability. The Supply Chain
Standards require responsible entities that possess high and medium impact BES Cyber Systems develop processes
to ensure that supply chain risks are being managed through the procurement process. The Supply Chain Standards
will be applied to the higher‐risk systems that have the greatest impact to the grid.
NERC staff recommends that the Supply Chain Standards be modified to include certain assets associated with high
and medium impact BES Cyber Systems in light of the risks that may be posed by compromise of such devices in the
supply chain. In light of the risks posed by compromise of such devices, and to address FERC’s Order No. 850 directive,
NERC staff recommends revising the Supply Chain Standards to address EACMSs. Specifically, NERC staff recommends
revising the standard to include EACMSs that provide electronic access control (excluding monitoring and logging).
NERC staff also recommends revising the Supply Chain Standards to include PACSs that provide physical access
control (excluding alarming and logging) to high and medium impact BES Cyber Systems. In the interim, NERC staff
expects that entities will apply supply chain security practices to EACMSs and PACSs to help mitigate supply chain
risks associated with these devices.
At this time, NERC staff does not recommend that the Supply Chain Standards be modified to include all low impact
BES Cyber Systems. As a best practice, NERC staff expects entities that have medium or high impact BES Cyber Systems
will voluntarily apply CIP‐013‐1 Requirement R1 supply chain risk management plans to low impact BES Cyber Systems
to ensure risks are identified and assessed without regard for the ultimate destination of such common cyber assets.
Additional consideration may need to be given to processes used by vendors and entities to mitigate supply chain
risk to lower impact systems. Risks of common‐mode vulnerabilities, as described in Chapter 4, can be mitigated if
supply chain security practices are applied uniformly across cyber asset types and BES Cyber System impact levels.
Further study is needed, however, to determine whether there is any reliability benefit to extending the Supply Chain
Standards to low impact BES Cyber Systems.
NERC staff expects entities that own only low impact BES Cyber Systems will develop supply chain risk management
programs tailored to their unique risk profiles and priorities. The APPA/NRECA white paper provides considerations
for smaller entities in developing such programs. NERC staff will work with the CIPC Supply Chain Working Group to
develop a guideline to assist entities in voluntarily applying supply chain risk management plans to low impact BES
Cyber Systems.
Due to the wide variation in risks associated with PCAs and mitigating controls already in place, NERC staff does not
recommend that the Supply Chain Standards be modified to further address PCAs. NERC staff does, however,
recommend that entities evaluate the risks on a case‐by‐case basis and adopt supply chain controls as appropriate to
address those risks. NERC staff will work with the CIPC Supply Chain Working Group to develop a guideline to assist
entities in evaluating their PCAs to determine what, if any, additional supply chain protections are needed.

Applying Industry Practices and Guidelines
Chapter 1 identified several noteworthy supply chain risk management techniques that are not required by the CIP
Reliability Standards. While these standards address many fundamental elements of effective processes to manage
the risk of a supply chain, the following noteworthy approaches, if applied correctly, can reduce residual supply chain
risks:


Independent Assessment or Third‐Party Accreditation Processes: Entities should verify that standardized
processes and measures were achieved to mitigate supplier risks.



Secure Hardware Delivery: Entities should take steps to ensure that hardware and software are protected
during physical transport.
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Threat‐Informed Procurement Language: Entities should tailor their security specifications to the specific
risk of their environment.



Unsupported or Open‐Sourced Technology Component Processes: Entities should employ processes to
mitigate residual risks for unsupported systems and for open source technology.



Using Supply Chain Controls to Mitigate Common‐Mode Vulnerabilities: Entities should voluntarily apply
similar techniques to manage supply chain risks at lower impact levels.

NERC staff recommends entities include these practices in developing their supply chain risk management programs.

Going Forward
NERC will work through its existing processes with stakeholders to review NERC staff’s recommendations in this
report and determine appropriate follow up actions.
The following additional work should be undertaken to evaluate the recommendations included in this report:


Section 1600 Data Request: NERC staff, working with the CIPC Supply Chain Working Group, will develop a
Request for Information or Data under Section 1600 of the NERC Rules of Procedure in an expedited manner.
The results of this request will inform whether low impact BES Cyber Systems with External Routable
Connectivity should be included within the scope of CIP‐013.



Security Guidelines: NERC staff, working with the CIPC Supply Chain Working Group, will develop security
guidelines to assist entities in managing supply chain risks for EACMSs, PACSs, PCAs and low impact BES Cyber
Systems.



Practice Guides: The ERO will develop CMEP practice guides to create clear expectations on the types of
questions registered entities may expect regarding their low impact BES Cyber Assets and the supply chain
risk management activities afforded to those assets.



Pre Audit Surveys and Questionnaires to Help Identify and Assess Industry Practices: Voluntary efforts to
obtain risk data in the preliminary stages of Compliance Monitoring and Enforcement Program activities can
be used to obtain information about the installed base of systems used on the BES, the procurement language
in contracts negotiated with key vendors, and data describing which CIP applicable systems have benefited
from procurement language stemming from the Supply Chain Standards.



Targeted Outreach to Vendors that Support the Reliability of the BES: Various vendors support the secure
operations of the BES. Next steps should consider coordinated outreach to vendors that have a high market
share of supplied products and services to the BES to ensure that they have awareness to their products’
potential impact to reliability and their customers’ responsibility to meet the rigor required by the CIP
Reliability Standards. It is encouraged that industry work with their vendor points of contacts to ensure that
technical and contractual considerations are addressing the standards.



Development of Standardized Vendor Data Sheets: One of the challenges identified during the analysis of
information used to prepare this report was the availability of vendor supply chain practices. The CIPC is
working to develop a document for vendors about the CIP Reliability Standards. Further consideration should
be given to the creation of a standardized method to provide product and supply chain security facts and
features regarding vendor capabilities to help mitigate supply chain risks.



Third Party Accreditation/Certification Processes: Process(es) for third party accreditation or certification
should be developed and submitted to NERC for evaluation. NERC will work with stakeholders to develop an
accreditation model for identifying vendors with strong supply chain risk management practices. Such
identification would not only help entities comply with the proposed Reliability Standards but also increase
the level of confidence that vendors providing BES‐related products and services are effectively implementing
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supply chain cyber security controls and measures. Such process(es) should be implemented within 12
months of the effective date of Reliability Standard CIP‐013‐1.


Independent Testing of Legacy Applications and Products: As discussed in NERC’s plan to address supply
chain risks, partnerships with independent organizations used to test and communicate product
vulnerabilities used on the BES will be a key activity going forward. Understanding known vulnerabilities of
the installed base will support the industry’s effort to become more effective in negotiating contracts and
resolving security issues in the procurement of upgraded systems and implementation of greenfield systems.

Future Considerations
In developing this report, NERC has identified several issues that, while outside the scope of this report, should be
considered as part of future evaluations of supply chain risks and the effectiveness of the Supply Chain Standards.
As technologies and attacks have advanced and become more complex, entities are expressing interest in partnering
with outside and government security services. These includes services like NERC’s Cyber Security Risk Information
Sharing Program (CRISP), Cybersecurity for the Operational Technology Environment, and those of external vendors
and internal monitoring centers. It may prove difficult to understand and manage any supply chain risks for these
systems. However, these providers have visibility into emerging threats and trends that comes through their
extensive collections of information. Analysis of this information can then be shared more broadly, improving the
overall cyber security posture of the customers and reliability of the BES through early detection of compromise.
Under the current body of CIP Reliability Standards, using these types of security services (that may also include
electronic access or monitoring) may bring all Cyber Assets involved into scope as an EACMS. This may discourage or
even preclude entities from using these services based on the associated BES Cyber System level requirements of an
EACMS. These limitations affect patching, baselines, and other requirements as outlined in the CIP Reliability
Standards, and may also be impacted by the Supply Chain Standards. There is great value in correlating security events
seen across those networks that could be expanded to include an entity’s other non‐BES Cyber Assets. This activity
could be precluded or discouraged through the administration of the current CIP Reliability Standards.
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Board Resolutions on Supply Chain
Support Effective and Efficient Implementation
The Board requested NERC to commence preparations for implementation of the Supply Chain Standards by using
similar methods during the CIP V5 transition and regularly report to the Board on those activities.
To support this action, NERC engaged in several activities. NERC created a Supply Chain Risk Mitigation Program
webpage to provide a single source for resources. The CIPC has established an advisory task force to provide input
on activities to support standard implementation (e.g., webinars, workshops, and technical conferences) in
coordination with NERC and the Regional Entities. Efforts are also underway to document existing risks and develop
security guidelines for use by industry in managing known supply chain risks.
NERC and the Regional Entities hosted several small group advisory sessions with registered entities and NERC
standards developers to discuss the preparation for and implementation of the Supply Chain Standards. Each session
consisted of closed one‐on‐one discussions between a registered entity’s supply chain security experts and ERO
Enterprise staff about concerns pertinent to the entity’s implementation of the proposed Supply Chain Standards.
These sessions resulted in the development of a Frequently Asked Questions document.44 The document addresses
many of the questions and concerns voiced during those sessions.
In addition, NERC and the Regional Entities presented on the Supply Chain Standards and the security concerns
regarding supply chain during regional workshops and outreach engagements. These presentations highlighted some
of the costs regarding cyber attacks, risks identified in the EPRI Interim Report, and well‐known public supply chain
compromises. NERC also presented similar presentations to industry and other independent industry groups.
Going forward, NERC is considering additional small group advisory sessions and providing targeted outreach to
entities and stakeholders.
In addition to actions taken to support the Board Resolutions, industry is also using existing NERC structures to
improve reliability, security, and compliance. For instance, several prequalified organizations have already submitted
compliance implementation guidance to support effective implementation of the Supply Chain Standards.

Cybersecurity Supply Chain Risk Study
The Board requested NERC to study the nature and complexity of cyber security supply chain risks, including those
associated with low impact assets not currently subject to the Supply Chain Standards, and develop
recommendations for follow‐up actions that will best address identified risks. The interim report would be due 12
months after adoption of the resolutions and a follow‐up final report would be due 18 months after adoption.
The following activities have occurred to support this action and are listed as follows:


Interim Report


NERC contracted the Electric Power Research Institute to prepare an interim report on supply chain
risks. The report focuses on the following areas:
o

An assessment of product/manufacturer types used on the BES

o

An analysis and applicability to BES Cyber Assets

44

Frequently Asked Questions, Supply Chain – Small Group Advisory Sessions:
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/SGAS%20FAQ%2006252018.pdf. (June 28, 2018).
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o

An analysis of best practices and standards in other industries to mitigate supply chain risks

o

An analysis of generalized vendor practices and approaches used to mitigate supply chain risks

NERC staff presented the interim report at the August 2018 Board meeting and posted the report on
the Supply Chain Risk Mitigation Program webpage.

Final Report
This report, Supply Chain Risks: Final Report and Recommended Actions, was presented in draft to the
Board in February 2019 and will be presented for acceptance to the Board in May 2019.

Communicate Supply Chain Risks to Industry
The Board requested NERC to communicate supply chain risk developments and risks to industry in connection with
this report.
The following activities have occurred to support this action:


NERC and E‐ISAC have used NERC Alerts to communicate supply chain risks to industry.



E‐ISAC included a supply chain risk topic in NERC’s Grid Security Exercise (GridEx IV).



NERC and Regional Entities have included supply chain topics at workshops in 2018.



CIPC is in the process of developing supply chain security guidelines.

Forum White Papers
The Board requested that the Forums (NATF and the NAGF) develop (and distribute, as permissible) white papers to
address best and leading practices in supply chain management as described in the resolution.
To support this action, the Forums have developed white papers, which are posted on the Supply Chain Risk
Mitigation Program webpage.

Association White Papers
The Board requested that the Associations (NRECA and APPA) develop (and distribute, as permissible) white papers
to address best and leading practices in supply chain management, focusing on smaller entities that are not
members of the Forums, for the membership of the Associations.
To support this action, the Associations jointly developed a white paper, which is posted on the Supply Chain Risk
Mitigation Program webpage.

Evaluate Supply Chain Standard Effectiveness
The Board requested that NERC, collaborating with NERC technical committees and other experts, develop a plan to
evaluate the effectiveness of the Supply Chain Standards, as described in the resolution, and report to the Board.
The plan to evaluate the effectiveness of the Supply Chain Standards will be developed by NERC staff in 2019, with
assistance of the CIPC advisory group and Regional Entities.

Additional Information

NERC’s Supply Chain Risk Mitigation Program webpage45 provides more information on these and other ongoing
efforts to support the implementation of the Supply Chain Standards and address ongoing supply chain
considerations.
45

NERC, Supply Chain Risk Mitigation Program: https://www.nerc.com/pa/comp/Pages/Supply‐Chain‐Risk‐Mitigation‐Program.aspx.
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NERC wishes to take this opportunity thanks the following members of the CIPC Supply Chain Working Group and
their organizations for their valuable contribution to this report.
Table B.1: CIPC Supply Chain Working Group
Member Name

Amelia Anderson
Andy Bochman

Company

CenterPoint Energy
IBM

Bob Lockhart

Utilities Technology Council

Brenda Davis

CPS Energy

Brian Bouyea

New York ISO

Brian Millard

Tennessee Valley Authority

Brian Tooley

Vectren

Celia Sieg

New York ISO

Chip Wenz

AES Corporation

Christopher Keane

Duke Energy

Christopher Plensdorf

DTE Energy

Christopher Walcutt
Dalini Khemlani

Direct Defense
Amazon Web Services

Darrell Klimitchek

South Texas Electric Cooperative

Darren Hulskotter

CPS Energy

David Godfrey

Garland Power & Light Company

David Jacoby

Boston Strategies International

David Sampson
Donald Hargrove

DTE Energy
Oklahoma Gas and Electric Co.

James Brown

California ISO

James Howard

Lakeland Electric

Jeffrey Kimmelman

Network and Security Technologies

Jerrod Montoya

Open Access Technology International

Jim McNierney

New York ISO
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Table B.1: CIPC Supply Chain Working Group
Member Name

Company

John Hochevar

American Transmission Company

Jose Flores

North American Transmission Forum

Joseph Smith

Public Service Enterprise Group

Kaitlin Brennan

Edison Electric Institute

Kara White

NRG

Karl Perman

EnergySec

Keith St. Amand
Ken Keels

Midwest ISO
North American Transmission Forum

Kevin Weber

Entergy

Lee Maurer

Oncor Electric Delivery

Marc Child

Great River Energy

Marina Rohnow

San Diego Gas and Electric

Mark Henry

Texas Reliability Entity

Matt Anglin

New York ISO

Michael Aukerman
Michael Meason
Mike Mertz

Denton Municipal Electric
Western Farmers Electric Cooperative
PNM Resources

Michele Wright

FoxGuard Solutions

Michelle Coon

Open Access Technology International

Mike Kraft

Basin Electric Power Cooperative

Mike Prescher
Monika Montez

Black and Veatch
California ISO

Nathan Shults

Kiewit Engineering and Design

Patricia Ireland

DTE Electric

Patricia Meara

Network and Security Technologies

Peter Nelson

Network and Security Technologies

Pierre Janse van Rensburg

ENMAX Power Corporation
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Table B.1: CIPC Supply Chain Working Group
Member Name

Reed Thompson

Company

Public Service Enterprise Group

Robert Koziy

Open Systems International

Ryan Carlson

Proven Compliance Solutions

Sarah Stevens

North American Transmission Forum

Scott Webb

Network and Security Technologies

Sharla Artz

Utilities Technology Council

Sheranee Nedd

Public Service Enterprise Group

Steen Fjalstad

Midwest Reliability Organization

Steve Brain
Steven Briggs

Dominion Energy
Tennessee Valley Authority
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Agenda Item 4c
MRC Meeting
May 8, 2019
Additional Policy Discussion of Key Items from Board Committee Meetings
Action

Discussion of specific items presented at the Board of Trustees (Board) Committee meetings.
Staff presentations made at the Board Committee meetings will not be duplicated at the
Member Representatives Committee (MRC) meeting.
Summary

On May 8, 2019, the MRC can expect to continue its increased participation and dialogue during
the Board Committee meetings. The MRC will have additional time for policy discussion, as part
of its own agenda, to respond to the information that is presented during the Committee
meetings.
The May 8, 2019, Board committee agendas and associated background materials will be
posted on the following webpages:
Corporate Governance and Human Resources Committee
Finance and Audit Committee
Technology and Security Committee

Agenda Item 4d
MRC Meeting
May 8, 2019
MRC Input and Advice on Board Agenda Items and Accompanying Materials
Action

Discussion
Background

Article VIII, Section 1 of the NERC Bylaws states that the MRC shall have the right and obligation
to “provide advice and recommendations to the board with respect to the development of
annual budgets, business plans and funding mechanisms, and other matters pertinent to the
purpose and operations of the Corporation.”
In the policy input letter issued on April 2, 2019, the NERC Board of Trustees (Board) requested
comments on the preliminary agenda topics for the February Board meeting that were
reviewed during the April 9, 2019 MRC Informational Session. At the May 8, 2019, meeting,
MRC members should come prepared to provide input on behalf of their sectors on the Board’s
formal agenda package posted on April 25, 2019.

Agenda Item 4e
MRC Meeting
May 8, 2019
ERO Enterprise Effectiveness Survey
Action

Information
Summary

The ERO Enterprise initiated a stakeholder survey in 2015 as one measure of the effectiveness
of the ERO Enterprise in executing program activities. Results are used to identify opportunities
to improve ERO Enterprise effectiveness and to inform future ERO Enterprise strategic and
business planning activities.
The ERO Enterprise issued its latest survey on July 27, 2018, comprised of 76 questions rated on
a five-point scale, with one being “strongly disagree” and five being “strongly agree.” The
survey was issued to a broad list of stakeholders, including those on NERC’s primary distribution
list related to all NERC matters, Member Representatives Committee members, trades and
forums representatives, primary compliance contacts, and registered users of the Electricity
Information Sharing and Analysis Center (E-ISAC).
There were 576 total individual responses to the 2018 survey, representing a significant
increase over the 2016 survey. Of the 576 respondents, 509 represented 730 unique NERC
Compliance Registry numbers and 67 represented other organizations not registered as a NERC
registered entity.
NERC analyzed the results of the survey, including the raw comments, to identify areas for
focus. As part of its analysis, NERC identified the five lowest rated questions, five most
unfavorable questions, and questions with higher than six percent unfavorable ratings but also
lower than 60 percent favorable ratings. In addition, NERC reviewed the raw comments and
identified areas of focus grouped into four broad categories: (1) ERO Enterprise Principles; (2)
Reliability Standards Development; (3) Compliance Monitoring and Enforcement; and (4) EISAC.
NERC developed a final report that includes analyses of the results by topic area, highest and
lowest rated, favorability, and year-over-year comparisons. The report also identifies current
activities and action plans as needed for addressing the areas of focus.
Attachments

1. July 2018 ERO Enterprise Effectiveness Survey Results, May 2019
2. Supplemental Report for July 2018 ERO Enterprise Effectiveness Survey Results, May
2019

2018 ERO
Enterprise
Effectiveness
Survey
Summary of Results
May 2019
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Executive Summary
The ERO Enterprise initiated a stakeholder survey in 2015 as one measure of the effectiveness of the ERO Enterprise
in executing program activities. Results are used to identify opportunities to improve ERO Enterprise effectiveness
and to inform future ERO Enterprise strategic and business planning activities. The ERO Enterprise issued its latest
survey on July 27, 2018.
After evaluating the results of the July 2018 survey, several items were identified for focus within the following areas:
(1) ERO Enterprise Principles; (2) Reliability Standards Development; (3) Compliance Monitoring and Enforcement;
and (4) E-ISAC. Action plans, including both current and new activities to address these areas of focus, have been
developed.
The ERO Enterprise thanks the industry for their participation and the feedback provided in the survey, and looks
forward to continued feedback in future surveys.
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Introduction
Background

The ERO Enterprise Effectiveness Survey is issued in partnership with TalentQuest to obtain stakeholder feedback on
the effectiveness of the ERO Enterprise in executing program activities. The content is developed with a working
group consisting of representatives from NERC, the Regions, and industry. The latest survey, which serves as the basis
for this report, was issued on July 27, 2018.
The survey was comprised of 76 rated items that addressed the following topic areas:
•

Reliability Standards Development

•

Compliance Monitoring and Enforcement

•

Organization Registration and Certification

•

Personnel Certification

•

Reliability Assessment and Performance Analysis

•

Training and Education

•

Situation Awareness and Infrastructure Security

•

Annual Business Plan and Budget Development

•

Stakeholder Communications and Public Relations

•

Electricity Information Sharing and Analysis Center

•

International ERO

•

Effectiveness and Efficiency

Respondents were asked to evaluate the survey questions in various ways; some for the ERO Enterprise collectively,
some for only NERC, some for each of the Regional Entities, and some for NERC and each of the Regional Entities.
Items were evaluated via a five-point, agreement-based rating scale (“Strongly Disagree” to “Strongly Agree”), with
the option to select not applicable:
1 = Strongly Disagree
2 = Disagree
3 = Neutral
4 = Agree
5 = Strongly Agree
Qualitative data was gathered for each topic area with the ability to leave open-ended comments for each survey
question. The qualitative data was analyzed by TalentQuest and NERC to ascertain broad themes from the openended responses.
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The survey was issued to a broad list of stakeholders, including NERC’s primary distribution list related to all NERC
matters, primary compliance contacts, and registered users of the Electricity Information Sharing and Analysis Center
(E-ISAC). Recipients had the option to respond with a single survey on behalf of multiple NERC Compliance Registry
(NCR) numbers or separate surveys for each NCR number represented. If a survey recipient responded with a single
survey on behalf of two NCR numbers, for example, that survey was counted twice in the results, once for each NCR
represented. Additionally, multiple responses were allowed for a single NCR number. There were 509 individuals that
responded on behalf of 730 NCR numbers and 67 individuals that responded with no NCR number, for a total of 576
survey respondents. Figure 1.1 identifies the number of respondents by Regional Entity.

Figure 1.1: Regional Representation
For those that responded on behalf of an NCR number, TalentQuest used the NERC Compliance Registry as of August
2018 to identify the registered functions for each respondent. Figure 1.2 provides respondent demographics by
registered function and Regional Entity. Figure 1.3 provides respondent demographics by entity sector in 2016 versus
2018.

Figure 1.2: Registered Functions by Regional Entity
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Appendix A: Survey Composition

Figure 1.3 Respondent by Entity Sector in 2016 vs. 2018
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Chapter 2: Summary of Survey Responses
Topic Area Analysis

The first level of analysis, shown in Figure 2.1, was conducted at the topic-area level and considered all survey
responses in aggregate (NERC and Regional Entities combined). Personnel Certification was the highest-rated topic
area (mean = 4.14) and Reliability Standards Development was the lowest-rated topic area (mean = 3.57).

Figure 2.1: Aggregate Ratings by Topic Area

Highest and Lowest Rated Items

The survey’s highest rated items ranged from 4.09 to 4.14 and were distributed across the following topic areas: (1)
Personnel Certification; (2) Compliance Monitoring and Enforcement; (3) Reliability Standards Development; and (4)
ERO Enterprise Principles. The lowest-rated items ranged from 3.12 to 3.41 and were distributed across the following
topics areas: (1) Reliability Standards Development; (2) ERO Enterprise Principles; and (3) E-ISAC. Figure 2.2 shows the
highest- and lowest-rated items overall (NERC and the Regions combined).

Figure 2.2: Highest and Lowest-Rated Items - Overall
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Favorability Analysis

Favorability analysis provides an additional perspective on the strength of stakeholder perception. All responses were
re-characterized as “Unfavorable” (rating of 1 or 2), “Neutral” (rating of 3), and “Favorable” (rating of 4 or 5). The
analysis excluded “Not Applicable” or missing responses.
Figure 2.3 reflects the five items with the greatest percentage of favorable ratings (86–88 percent), which were from
the topic areas of Reliability Standards Development, Compliance Monitoring and Enforcement, Personnel
Certification, and Reliability Assessment and Performance Analysis. Conversely, Figure 2.4 reflects the five items with
the greatest percentage of unfavorable ratings (14–21 percent), which were from the topic areas of Reliability
Standards Development, Compliance Monitoring and Enforcement, and E-ISAC.

Figure 2.3: Most Favorable Items

Figure 2.4: Most Unfavorable Items

Year-Over-Year Analysis

The following analysis used a subset of 58 items to evaluate a year-over-year comparison. Only those questions
included in both 2016 and 2018 (or appropriately similar) were used in the year-over-year analysis. Figures 2.5 and
2.6 identify the year-over-year comparison by program area, using only those relevant questions.
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Figure 2.5: Overall Year-Over-Year Averages

Figure 2.6: Overall Year-Over-Year Averages (Cont.)
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Chapter 3: Analysis of Results
NERC analyzed the results of the survey to identify areas for focus. As part of its analysis, NERC identified the 5 lowest
rated questions, 5 most unfavorable questions, and questions with higher than 6 percent unfavorable ratings but also
lower than 60 percent favorable ratings, as shown in Table 1. In addition, respondents were able to leave open-ended
anonymous comments for each survey question and over 5,000 comments were received. NERC shared the raw
comments with NERC program areas as well as the Regional Entities, and reviewed the comments for recurring
themes and additional areas of focus. This quantitative and qualitative analysis determined focus areas grouped into
four broad categories noted below. Focus areas are either a low rated or unfavorable question (noted with a “Q”) or
derived from an evaluation of the raw comments (noted with a “C”). Focus areas related to the E-ISAC were
determined in conjunction with the Members Executive Committee (MEC).
•

•

•

•

ERO Enterprise Principles


The ERO Enterprise ensures efficiencies and minimizes duplication and activities not affecting reliability
outcomes. (Q)



The ERO Enterprise activities should build relationships that are founded on mutual trust. (Q)



Outreach and communication should be improved, especially with smaller entities and balancing
between generation and transmission. (C)

Reliability Standards


NERC and Regional Reliability Standards address risk to reliability in a cost-effective manner. (Q)



NERC Reliability Standard requirements are clearly stated. (Q)



NERC and Regional Reliability Standards are practical to implement. (Q)

Compliance Monitoring and Enforcement


ERO Enterprise compliance activities are efficient and effective. (Q)



The process for developing and submitting Implementation Guidance for ERO endorsement is welldefined and understood. (Q)



Continue maturing risk-based CMEP and focus on increasing education and messaging on the history of
the program’s development and current activities. Consider reviewing foundational documents to ensure
they support the current direction of the program. (C)



Explore ways to dispose of minimal risk violations more efficiently. (C)



Increase the level of education to registered entities on Reliability Standards. Consider more targeted
plans around educating on CMEP activities for standards, internally as well as externally (consider for
more than standards). (C)

E-ISAC


The E-ISAC is a resource for threat information and analysis. (Q)



The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, weekly/monthly
reports, etc.) that is actionable. (Q)



My organization trusts the E-ISAC to safeguard information. (Q)



The new E-ISAC portal (launched in December 2017) is a useful resource. (Q)



Conduct separate, E-ISAC member-only surveys in the off-years of the ERO Enterprise Effectiveness
Survey. (C)
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Table 1: Areas for Focus from Data Analysis
Topic Area
ERO Enterprise
Principles
Reliability
Standards
Development
Reliability
Standards
Development
Reliability
Standards
Development
Reliability
Standards
Development
Reliability
Standards
Development
Compliance
Monitoring and
Enforcement
Compliance
Monitoring and
Enforcement
Electricity
Information
Sharing and
Analysis Center

Survey Question
The ERO Enterprise ensures
efficiencies and minimizes duplication
and activities not affecting reliability
outcomes. [ERO Enterprise]
Reliability Standards address risk to
reliability in a cost-effective manner.
[NERC]
Reliability Standards address risk to
reliability in a cost-effective manner.
[Regional Entities]

Five
Lowest
Rated 1

X

Average
Rating (1-5)

Unfavorable
Percentage

Favorable
Percentage

3.41

8.91%

63.70%

X

3.12

21.15%

33.40%

X

3.25

13.32%

37.59%

X

X

3.49

16.09%

59.69%

X

X

3.27

18.11%

44.09%

X

3.44

8.77%

50.09%

X

3.41

13.72%

49.13%

X

3.45

9.63%

51.83%

X

3.39

18.12%

50.49%

X

X

X

Reliability Standards are practical to
implement. [Regional Entities]
ERO Enterprise compliance activities
are efficient and effective.
[ERO Enterprise]
The process for developing and
submitting Implementation Guidance
for ERO endorsement is well-defined
and understood. [ERO Enterprise]
The E-ISAC is my primary resource for
threat information and analysis.
[NERC]

Additional
Favorability
Analysis 3

X

The Reliability Standard requirements
are clearly stated. [NERC]
Reliability Standards are practical to
implement. [NERC]

Five Most
Unfavorable 2

X

X

X

Survey questions were rated on a scale of 1 (strongly disagree) through 5 (strongly agree). This column shows the five survey questions that
were rated the lowest overall.
2 The favorability analysis presents the number of times an item was rated on the 5-point scale as compared to the number of responses to
each question, where a 1 or 2 rating is unfavorable, a 3 rating is neutral, and a 4 or 5 rating is favorable. This column shows the five survey
questions that showed the highest unfavorable percentages (i.e., receiving a 1 or 2 rating).
3 This analysis includes questions with higher than 6% unfavorable ratings but also lower than 60% unfavorable ratings.
1
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Chapter 4: Current Activities and Action Plans
The narrative below summarizes the activities either underway or planned that will address the areas of focus
identified in the previous chapter.

ERO Enterprise Principles

Based on the comments and scorings from the 2018 ERO Enterprise Effectiveness survey results, three high-level,
ERO Enterprise-wide areas were identified:
1. The ERO Enterprise ensures efficiencies and minimizes duplication and activities not affecting reliability
outcomes.
2. The ERO Enterprise activities should build relationships that are founded on mutual trust.
3. Outreach and communication should be improved, especially with smaller entities and balancing between
generation and transmission.
The action plans below, some of which are underway, support NERC’s continued efforts to improve effectiveness and
efficiency.
1. The ERO Enterprise ensures efficiencies and minimizes duplication and activities not affecting reliability
outcomes. As part of the ERO Enterprise’s ongoing operations, processes and procedures are continually
evaluated to ensure that they are efficient. Meetings of the ERO Enterprise staff focus on sharing best
practices, eliminating duplication, and identifying potential areas for leverage resources. Two areas will be
focused upon in the coming years:
a. Increase communications with industry on ongoing activities ensuring efficiencies and minimizing
duplication: As mentioned above, the ERO Enterprise continually works towards improving
efficiencies and reducing duplication. For example, the ALIGN tool will not only reduce
inconsistencies, but eliminate the need for regional customization avoiding duplication and
improving efficiencies. This is also true for the availability data systems (ADS). Separately, reports
and assessments have been streamlined. For example, the Reliability Issues Steering Committee has
transitioned to a biennial rather than annual report. The LTRA has been reduced in volume and
structure, while other assessments and reports, like the supply chain report, involve outreach to
industry stakeholders. NERC is now evaluating its stakeholder engagement and reviewing
opportunities to eliminate duplications, and more effectively engage industry leadership and subject
matter experts. Further, NERC is evaluating whether regional workshops provide enough coverage
so that NERC can eliminate nation-wide workshops such as the Standards and Compliance workshop.
b. Leverage NERC and Regional Entity staff expertise: Rather than each organization garnering the
same expertise, resource and expertise sharing can enable best practices, reduce duplication, and
provide an avenue for knowledge sharing and innovation. Namely, deploy centers of excellence
around certain practice areas. The ERO Enterprise will pilot this concept initially with the analytical
staff (Analytical Center of Excellence or ACE). If meaningful results are realized, additional areas will
be explored.
2. The ERO Enterprise activities should build relationships that are founded on mutual trust. The ERO
Enterprise, in its compliance and enforcement role, has built approaches that focus on efficiency while still
maintaining oversight rigor. Much of what the ERO Enterprise does is transparent, and requires mutual trust
between the ERO and our stakeholders. For example, the ERO has implemented a standard violation selfreporting program and voluntary information provided by industry on events to enable learning across the
industry. These efforts do not reduce the ERO Enterprise regulatory role, but rather strengthen it as a partner
sharing in the overall success of assuring the reliability of the bulk electric system. That said, more can be
done:
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a. Compliance Monitoring Action Plan: NERC and the Regional Entities are concentrating on the
following critical areas: (a) efficiency in data gathering and analysis tools, (b) implementation of riskbased compliance monitoring, and (c) outreach and education.
b. Enforcement Action Plan: Further streamlining of minimal risk noncompliance to address registered
entities reported concerns about delays in the following areas: 1) initial review of the noncompliance
after it has been reported to the Regional Entity; and 2) acceptance and verification of mitigation.
3. Outreach and communication should be improved, especially with smaller entities and balancing between
generation and transmission. The ERO Enterprise has a number of ongoing efforts to reach out to smaller
entities, especially relating to compliance with Reliability Standards. This takes the form of assist visits,
webinars, Standards and Compliance workshops, and one-on-one meetings (called small group advisory
meetings) hosted at the ERO Enterprise facilities. Recent focus has been on the Critical Infrastructure
Protection Standards. The ERO Enterprise will continue and improve upon its outreach:
a. Continue small entity outreach: This effort is ongoing and provides a foundation to support medium
and small entities an opportunity to understand the extent that the Reliability Standards pertain to
their organizations and provides resources for them on compliance approaches.
b. Work with the Trade organizations to develop more targeted outreach programs: The ERO
Enterprise works with the Trade organizations on an ongoing basis on multiple activities. We will
seek to engage a broader trade footprint, and will add a focused activity to provide increased
outreach and communications tailored for medium and small entities. Discussions with the trade
organizations and stakeholder groups will continue to seek new forums to provide information
related to the ERO Enterprise.

Reliability Standards Development

Based on the comments and scorings from the 2018 ERO Enterprise Effectiveness survey results, three areas related
to Reliability Standards were identified:
1. NERC and Regional Reliability Standards address risk to reliability in a cost-effective manner.
2. NERC Reliability Standard requirements are clearly stated.
3. NERC and Regional Reliability Standards are practical to implement.
The action plans below, some of which are underway, support NERC’s continued efforts to address concerns in these
areas.
1. NERC and Regional Reliability Standards address risk to reliability in a cost-effective manner. NERC staff
and the Standards Committee (SC) have remained committed to developing ideas and approaches to consider
cost effectiveness of Reliability Standards. The following activities address cost effectiveness surrounding the
development of Reliability Standards:
a. The periodic review process directly solicits an evaluation of the implementation costs. Industry
feedback on implementation cost effectiveness is currently included in the final periodic review
assessment.
b. Criteria measuring actual industry experience in the cost effectiveness of implementing approved
standards as part of assessing requirement-level quality of each Reliability Standard (i.e., the grading
metric).
c. Standard drafting teams include questions about cost effectiveness considerations during public
comment periods to provide this perspective as part of drafting team assessment of the standard.
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d. NERC will engage the SC to evaluate ways to incorporate into the periodic review template or team
analysis cost effectiveness measures to comprehensibly consider compliance and enforcement costimpacts (including audits).
e. NERC staff directly addresses cost effectiveness information when Reliability Standards are brought
to the Board of Trustees for approval, by adding a section to the standard description, similar to the
section on unresolved minority opinions. Additionally, NERC staff presents this information as part
of the public description on the project website.
f.

NERC will continue the Standards Efficiency Review, which is evaluating NERC Reliability Standards
using a risk-based approach to identify potential efficiencies through retirement or modification of
Reliability Standard Requirements. Considering that many Reliability Standards have been mandatory
and enforceable for 10+ years in North America, this project seeks to identify potential candidate
requirements that are not essential for reliability, could be simplified or consolidated, and could
thereby reduce regulatory obligations and/or compliance burden.

2. NERC Reliability Standard requirements are clearly stated. To improve the noted concerns in clarity of
Reliability Standard requirements, NERC is focusing on the following critical areas:
a. Periodic Reviews: The NERC Standard Processes Manual requires a periodic review of NERC
Reliability Standards at least once every ten years. That requirement is met through the Periodic
Review (PR) process, which provide a wide view of the standards to determine whether a particular
group of standards is effective in mitigating risk to the bulk power system. Additionally, the PR
comprehensively reviews standards to evaluate whether the requirements are clear and
unambiguous.
b. Reliability Standard Metric: The NERC Board of Trustees expressed interest in NERC developing a
metric to evaluate the content and quality of NERC Reliability Standards. In 2016, NERC implemented
a standards grading metric to grade all standards eligible for a PR, which includes all standards in
effect in the United States (compliance enforcement date) for at least one year. The PR standing
review team grades the standards using a grading template. Standards grades are harmonized in
public meetings with the initial PR standing review team grades posted for stakeholder comment.
After consideration of comments, the PR standing review team finalizes the grades and provides the
results to the PR teams and the results are published annually in the Reliability Standard
Development Plan (RSDP) for informational purposes.
3. NERC and Regional Reliability Standards are practical to implement. The ERO Enterprise has a number of
ongoing efforts to assist entities in implementing Reliability Standards. This takes the form of assist visits,
webinars, and Standards and Compliance workshops. The ERO Enterprise will:
a. Continue outreach: This effort is ongoing and provides an opportunity for all entities to understand
the extent that the Reliability Standards pertain to their organizations and provides resources for
them on compliance approaches.
b. Continue training webinars: The NERC Standards department has a goal to produce a training
webinar for each new Reliability Standard within 90 days of FERC approval.
c. Continue periodic reviews: The periodic review process directly solicits an evaluation of the
implementation costs. Industry feedback on implementation cost effectiveness is currently included
in the final periodic review assessment. That information is provided to standard drafting teams to
consider in future modifications of standards.

Compliance Monitoring and Enforcement

Based on the comments and scorings from the 2018 ERO Enterprise Effectiveness survey results, five areas related to
Compliance Monitoring and Enforcement were identified:
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1. ERO Enterprise compliance activities are efficient and effective.
2. The process for developing and submitting Implementation Guidance for ERO endorsement is well-defined
and understood.
3. Continue maturing risk-based CMEP and focus on increasing education and messaging on the history of the
program’s development and current activities. Consider reviewing foundational documents to ensure they
support the current direction of the program.
4. Explore ways to dispose of minimal risk violations more efficiently.
5. Increase the level of education to registered entities on Reliability Standards. Consider more targeted plans
around educating on CMEP activities for standards, internally as well as externally (consider for more than
standards).
The following action plans identify the actions that NERC has taken, or will take, to improve effectiveness,
transparency, and efficiency.
Compliance Monitoring
To improve effectiveness and efficiency in compliance monitoring, NERC and the Regional Entities are concentrating
on the following critical areas: (a) Efficiency in data gathering, workflow, and analysis tools, (b) Implementation of
risk-based compliance monitoring, and (c) Outreach and education.

a. Efficiency in data gathering, workflow, and analysis tools: The ERO Enterprise is deploying the Align tool

(formerly the CMEP Technology Project) in order to provide a common database and tool for use during
Compliance Monitoring and Enforcement Program (CMEP) activities. The Align tool development resulted in
harmonization of several CMEP-related business practices, improving the efficiency and effectiveness of
CMEP processes, and it increases consistency. The ERO Enterprise also continues to evolve the CIP Evidence
Request tool, which is a common request for information that each Region can use to be more consistent
and transparent in its CIP audit approach.
Timeline

Actions

Q3 2019 – Q4 2020

Align tool rollout (three releases covering different components
of the CMEP)

Q3-Q4 2019

CIP Evidence Tool Version 3 release

b. Implementation of risk-based compliance monitoring: To improve risk-based compliance monitoring

consistency and effectiveness, NERC and the REs continue to work on evolving and aligning registered entity
Compliance Oversight Plan (COP) summaries and the CMEP Implementation Plan (IP). The COP provides
registered entities with an understanding of the entity-specific risks identified by the ERO Enterprise, the
prioritization of those risks, and the expected interval of engagements and monitoring tools (e.g. audit, spot
check, self-certification, etc.). The risk elements and areas of focus in the CMEP IP highlight specific risks for
increased focus by the ERO Enterprise under the CMEP. Enhanced for 2019 to provide more discreet risk
elements and areas of focus, the ERO Enterprise is working to make the 2020 CMEP IP even more focused.
The ERO Enterprise will also review and update its rules and guides as needed in support of the above.
Timeline
Ongoing

Actions
Review and update rules and guides as needed
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September – November 2019

Release of the 2020 CMEP IP (including streamlined risk
elements and areas of focus)

Q3-Q4 2019

Finish COP evolution work and start sharing COP summaries with
registered entities

c. Outreach and education: To provide consistency and transparency, the ERO Enterprise will provide outreach
on several topics in 2019 to promote awareness and a common understanding of how the ERO Enterprise
operates and interacts with registered entities through its risk-based CMEP.
•

NERC provided outreach to the Compliance and Certification Committee (CCC) on NERC oversight of
the risk-based CMEP and NERC’s oversight of RE’s implementation.

•

NERC will conduct outreach on the Implementation Guidance process, highlighting how it is
developed and submitted to the ERO Enterprise for endorsement. NERC is developing a webinar and
presenting during workshops in 2019.

•

The ERO Enterprise will continue to offer Supply Chain small group advisory sessions (SGAS).

•

NERC and the CCC Alignment Working Group (AWG) will continue outreach and awareness on the
ERO Enterprise Program Alignment Process (Program Alignment).
Timeline

Actions

March 2019

Presentation to CCC on NERC oversight of the CMEP

Q2-Q3 2019

Outreach on Implementation Guidance

July 2019

2019 Compliance and Standards workshop

October 2019

Small Group Advisory Sessions – Supply Chain Standards

Enforcement
To improve effectiveness and efficiency in Enforcement, NERC and the Regional Entities are concentrating on further
streamlining of minimal risk noncompliance.

a. Further streamlining of minimal risk noncompliance: Since 2011, through the Find, Fix, Track, and Report and

Compliance Exception programs, the ERO Enterprise has implemented multiple enhancements to risk-based
enforcement to expedite the resolution of minimal risk noncompliance. Despite these enhancements,
however, many registered entities continue to report that it takes too long to resolve minimal risk
noncompliance. Registered entities report undue delays in: 1) the initial review of the noncompliance after
it has been reported to the Regional Entity; and 2) the acceptance and verification of mitigation.

The ERO Enterprise Enforcement Group’s (EG) primary project in 2019 is to identify program enhancements to further
streamline the resolution of minimal risk noncompliance. The EG will evaluate the following program elements for
potential modification: 1) the registered entity’s reporting of noncompliance, including through the Self-Logging
Program; 2) the Regional Entity’s review of noncompliance, including what information is necessary to support a
minimal risk determination; and 3) the disposition of noncompliance as Compliance Exceptions.
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The ERO Enterprise has already begun to implement enhancements to mitigation to reduce administrative burdens
for registered entities. Expanded use of mitigation activities, instead of formal Mitigation Plans, allows registered
entities to submit information regarding planned or completed mitigation actions through Self-Reports or Self-Logs.
Mitigation activities will be the default method for submitting mitigation information in Align when it is released for
use later in 2019. The ERO Enterprise has also established a guideline for sampling of verification of mitigation
completion for minimal risk noncompliance. With sampling, the registered entity would only be required to submit
evidence of mitigation completion if the minimal risk noncompliance were selected as part of a sampling program.
This reduces the burden on registered entities of having to submit evidence of mitigation completion for all
noncompliance.
Timeline

Actions

Completed

Implementation of Guideline for Sampling Verification of
Mitigation Completion

Q2 to Q3 2019

Review of Regional Entities’ processes for evaluating
noncompliance and identification of potential enhancements,
including to the Self-Logging Program

Q3 2019

Release of Align

Q4 2019

Identification of necessary program modifications to enable
further streamlining of minimal risk noncompliance

Q1 2020

Seek approvals, as needed, for program modifications

Q1 to Q2 2020

Implement program modifications

E-ISAC

Based on the comments and scorings from the 2018 ERO Enterprise Effectiveness survey results, the MEC identified
five high-level, areas for focus:
1. The E-ISAC is a resource for threat information and analysis.
2. The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, weekly/monthly reports,
etc.) that is actionable.
3. My organization trusts the E-ISAC to safeguard information.
4. The new E-ISAC portal (launched in December 2017) is a useful resource.
5. Conduct separate, E-ISAC member-only surveys in the off-years of the ERO Enterprise Effectiveness Survey.
The following is a summary of the recommendations to address the areas of focus:
1. Significant but not only resource to industry: The E-ISAC should be a significant but not the only resource to
industry for threat information and analysis.
2. Provide more actionable information: The E-ISAC should continue to focus on providing actionable
information, recognizing that different organizations require different degrees of details or assistance and
many organizations will have standard operating procedures in place or their own ways of addressing an
issue.
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3. Determine ways in which we can improve trust: Continue external messaging regarding relationships
between the E-ISAC, FERC, and NERC and applicable controls around information sharing for compliance and
enforcement of NERC standards.
4. Portal: The E-ISAC has made significant improvements to the Portal since the time of the survey; E-ISAC
management should continue to implement improvements to Portal functionality taking into account user
feedback and incorporate the technology road map, which is subject to ongoing review with the MEC
Working Group and incorporated in the NERC board approved annual E-ISAC budget.
5. Future surveys: The E-ISAC should conduct separate, E-ISAC member-only surveys in the off-years of the ERO
Enterprise Effectiveness Survey. For the ERO Enterprise Effectiveness Survey, NERC should include some highlevel questions, but save the detailed questions for the following year survey of its members.
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A total of 576 responses were received in response to the 2018 ERO Enterprise Effectiveness Survey, with rated items
ranging from 3.12 to 4.14. Industry’s relative perceptions of program strengths and opportunity areas were delineated
through quantitative and qualitative analysis.
When evaluating both the ratings and favorability of each question, the highest scoring questions were within the
following broad topic areas:
•

Personnel Certification

•

Situational Awareness and Infrastructure Security

•

Reliability Assessment and Performance Analysis

•

Annual Business Plan and Budget Development

•

Compliance Monitoring and Enforcement

•

ERO Enterprise Technical Expertise

•

Reliability Standards (communication)

One of the questions provided in the survey was an open-ended question that solicited the respondents’ three most
important recommendations for NERC or the ERO Enterprise. The primary themes of those responses coincide with
the three primary focus areas for NERC in its current effectiveness and efficiency goals:
•

Standards Efficiency Review

•

Compliance Monitoring and Enforcement Program tool (Align)

•

Stakeholder Engagement

These three areas are the most immediate focus areas for this effectiveness and efficiency initiative and are all
underway. In the work related to each of these priorities, a significant number of stakeholder survey comments will
be addressed related to standards, consistency, stakeholder interactions, and other areas.
NERC also identified several areas for focus based on the following: (1) the five lowest rated items; (2) the five most
unfavorable items; and (3) the items with higher than 6% unfavorable ratings but also lower than 60% favorable
ratings. Four action plans were developed related to the areas of focus within ERO Enterprise principles, Reliability
Standards development, compliance monitoring and enforcement, and E-ISAC. Each action plan summarizes activities
currently underway or to be taken to address the areas of focus.
In addition to this report summarizing the results and action plans, a supplemental report provides the following
additional information:
•

List of all questions rated in the survey, identifying the applicable entity for each question and which
questions were used in the year-over-year analyses;

•

Favorability analysis for each survey question; and

•

Year-over-year analysis for each relevant question.

NERC | 2018 ERO Enterprise Effectiveness Survey: Summary of Results | May 2019
15

2018 ERO
Enterprise
Effectiveness
Survey
Supplemental Information
May 2019

NERC | Report Title | Report Date
I

Table of Contents
Chapter 1: Survey Composition ................................................................................................................................. 1
Chapter 2: Favorability Analysis ................................................................................................................................. 6
Chapter 3: Year-Over-Year Analysis ......................................................................................................................... 14

NERC | 2018 ERO Enterprise Effectiveness Survey: Supplemental Information| May 2019
ii

Chapter 1: Survey Composition
The individual items included in the survey are identified below by topic area. Respondents were asked to evaluate
the survey questions in various ways; some for the ERO Enterprise collectively, some for only NERC, some for each of
the Regional Entities, and some for NERC and each of the Regional Entities. The brackets before each item below
identifies which organization level applied to the question. The 58 items used in the year-over-year analysis are
identified with an asterisk.
ERO Enterprise Principles
1. *[ERO Enterprise] The ERO Enterprise has the requisite technical expertise to execute the ERO’s statutory
functions.
2. *[ERO Enterprise] The ERO Enterprise acquires, engages, and retains highly qualified talent suited to the
mission.
3. *[ERO Enterprise] The ERO Enterprise uses its technical expertise to focus on significant risks to the BPS
and important reliability outcomes.
4. *[ERO Enterprise] The ERO Enterprise has established processes and procedures that are implemented
consistently.
5. *[ERO Enterprise] The ERO Enterprise shares common goals and measures of success.
6. *[ERO Enterprise] The ERO Enterprise builds relationships that are founded on mutual trust.
7. *[ERO Enterprise] The ERO Enterprise acts in a coordinated and collaborative manner with stakeholders.
8. *[ERO Enterprise] The ERO Enterprise ensures efficiencies and minimizes duplication and activities not
affecting reliability outcomes.
9. *[ERO Enterprise] The ERO Enterprise avoids undue burden, discrimination, or capriciousness affecting
registered entities.
Reliability Standards Development
10. *[ERO Enterprise] The ERO Enterprise communicates information about Reliability Standards, their
development, and opportunities for stakeholder participation in an efficient and effective manner.
11. [NERC and the Regional Entities separately] The Reliability Standard requirements are clearly stated.
12. [NERC and the Regional Entities separately] Reliability Standards address significant risks to reliability and
security.
13. [NERC and the Regional Entities separately] Reliability Standards are practical to implement.
14. [NERC and the Regional Entities separately] Reliability Standards address risk to reliability in a cost-effective
manner.
Compliance Monitoring and Enforcement
15. *[ERO Enterprise] The value of risk-based compliance and enforcement activities is well understood by the
organization(s) I represent.
16. *[ERO Enterprise] ERO Enterprise compliance activities are efficient and effective.
17. *[Regional Entities] Regional Entity staff performing inherent risk assessments are competent in that area.
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18. *[Regional Entities] Regional Entity staff performing audits and internal controls evaluations are competent
in those areas.
19. *[Regional Entities] Regional Entity staff performing enforcement activities are competent in that area.
20. [Regional Entities] The risks related to my organization are appropriately identified using inherent risk
assessments, evaluation of internal controls and compliance oversight plans to tailor compliance activities.
21. *[Regional Entities] The Regional Entities provide registered entities with the information they need to
engage with the ERO Enterprise in risk-based compliance and enforcement activities.
22. *[Regional Entities] The tools, processes, and templates related to risk-based compliance and
enforcement activities are consistent where consistency is important.
23. *[NERC and the Regional Entities separately] The level of transparency for risk-based compliance and
enforcement is appropriate, balancing efficiency and the confidentiality needs of the organization(s) I
represent with the needs of industry as a whole to learn from others.
24. [ERO Enterprise] The ERO Enterprise Program Alignment Process is an effective approach to raise issues of
inconsistency across the ERO Enterprise.
25. [ERO Enterprise] The ERO Issues and Recommendations Tracking Spreadsheet is providing useful information
to the organization(s) I represent.
26. [ERO Enterprise] The process for developing and submitting Implementation Guidance for ERO endorsement
is well-defined and understood.
27. [ERO Enterprise] The organization(s) I represent uses the ERO Enterprise-Endorsed Implementation Guidance
to achieve and demonstrate compliance.
Compliance Monitoring
28. *[Regional Entities] The audit process (including pre- and post-audit activities) for the most recent audit of
the organization(s) I represent was well-defined, organized, and followed established procedures.
29. *[Regional Entities] The audit report from the most recent audit of the organization(s) I represent identified
clear, definitive, and actionable items to address.
30. *[Regional Entities] The implementation of spot checks was well-defined, organized, and followed
established procedures.
31. *[Regional Entities] The self-reporting process is well defined, organized, and followed established
procedures.
32. *[Regional Entities] The self-certification process is well defined, organized, and followed established
procedures.
Compliance Enforcement
33. *[Regional Entities] Communication of violations clearly and specifically describes the manner in which a
requirement was violated.
34. *[Regional Entities] Communication of violations clearly and specifically describes the risk of possible
violation, both actual and potential.
35. *[Regional Entities] The mitigation plan submission and approval process is efficient and effective.
36. *[Regional Entities] Settlement results are transparent, consistently applied, and clearly communicated.
37. *[Regional Entities] Penalty results are transparent, consistently applied, and clearly communicated.
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Organization Registration and Certification
38. *[ERO Enterprise] The risk-based registration process ensures that appropriate entities are registered or
deregistered commensurate with risk to the Bulk Electric System (BES).
39. *[ERO Enterprise] The organization registration process is well-defined and the definitions are clear.
40. *[ERO Enterprise] The organization Deactivation/deregistration process is well-defined and implemented in
a timely manner.
41. *[ERO Enterprise] The recent experience with the registration and/or Deactivation/deregistration process, if
any, was appropriate for the organizations(s) I represent.
42. *[NERC] The Joint Registration Organization and Coordinated Functional Registration (JRO/CFR) process is
clear.
43. *[Regional Entities] The Joint Registration Organization and Coordinated Functional Registration (JRO/CFR)
process is consistently implemented.
44. *[NERC] There is a timely and effective response during the Registry Appeals Process.
45. *[NERC] The certification process ensures that entities are certified commensurate with risk to the BES.
46. *[NERC] Organization certification/re-certification rules and procedures are clear and consistently
implemented.
Personnel Certification
47. *[NERC] The personnel certification program is valuable in promoting skilled, trained, and qualified BPS
operators.
Reliability Assessment and Performance Analysis
48. *[NERC] NERC is effective in preparing and communicating reliability assessments (e.g., Long-term, seasonal,
and special) and recommendations to stakeholders, policy makers, and the public.
49. *[NERC] NERC effectively reports on bulk power generation and transmission reliability, including the highest
risk emerging and long-term reliability issues of specific regional and North American concern.
50. [ERO Enterprise] The ERO Enterprise compiles and publishes useful information on BES reliability performance
metrics, benchmarks, and trends.
51. *[ERO Enterprise] The ERO Enterprise identifies and prioritizes risks based on reliability impacts, cost and
practicality of mitigation, and projected resources.
52. *[NERC and the Regional Entities separately] NERC and the Regional Entities consistently and effectively
analyze events and system performance to identify reliability risks, trends, and mitigating activities.
53. *[NERC and the Regional Entities separately] NERC and the Regional Entities develop and disseminate timely
and useful information about system events and specific reliability risks affecting reliable operation of the BES.
54. *[NERC] NERC effectively uses the Alert process as described in Rule of Procedure 810.
Training and Education
55. *[ERO Enterprise] The ERO Enterprise provides effective training to registered entities on Reliability Standards.
Situational Awareness and Infrastructure Security
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56. [NERC] NERC serves as an effective leader and facilitator of the industry’s efforts to gain, maintain, and
communicate awareness of conditions on the BPS.
Annual Business Plan and Budget Development
57. *[NERC and the Regional Entities separately] NERC and the Regional Entities provide reasonable opportunity
for members and other stakeholders to provide input in the annual business plan and budgeting process.
58. *[NERC and the Regional Entities separately] NERC and the Regional Entities provide sufficient information in
support of its business plan and budget and its quarterly and annual financial reporting.
Stakeholder Communications and Public Relations
59. *[NERC and the Regional Entities] NERC and the Regional Entities provide public websites that are useful in
meeting stakeholder needs, including ease of access and up-to-date information.
60. *[NERC and the Regional Entities] NERC and the Regional Entities provide newsletters, conferences, and other
stakeholder communications that provide stakeholders with useful and timely information regarding reliability
and ERO Enterprise activities.
61. *[NERC and the Regional Entities] NERC and the Regional Entities provide effective outreach to stakeholders,
including smaller entities with limited ability to travel to meetings and conferences.
Electricity Information Sharing and Analysis Center
62. *[NERC] I use the E-ISAC portal: (a) daily; (b) weekly; (c) monthly; (d) never; (e) other.
63. *[NERC] The new E-ISAC portal (launched in December 2017) is a useful resource.
64. [NERC] The E-ISAC a resource for threat information and analysis.
65a. *[NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments,
weekly/monthly reports, etc.) that is timely.
65b. *[NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments,
weekly/monthly reports, etc.) that is informative.
65c. [NERC] The E-ISAC shares information on threats and incidents (e.g., bulletins, assessments, weekly/monthly
reports, etc.) that is actionable.
66. *[NERC] The E-ISAC provides unique insights on information about threats and incidents.
67a. *[NERC] The E-ISAC offers products and services (security awareness information, webinars, briefing
sessions, security conferences and training and security exercises, etc.) that are timely.
67b. [NERC] The E-ISAC offers products and services (security awareness information, webinars, briefing sessions,
security conferences and training and security exercises, etc.) that are informative.
67c. [NERC] The E-ISAC offers products and services (security awareness information, webinars, briefing sessions,
security conferences and training and security exercises, etc.) that are actionable.
68. *[NERC] The E-ISAC offers products and services that provide unique insights (security awareness
information, webinars, briefing sessions, security conferences and training and security exercises, etc.).
69. [NERC] My organization trusts the E-ISAC to safeguard information.
70. [NERC] Please tell us about a positive experience you have had with the E-ISAC.
71. [NERC] Please tell us about a negative experience you have had with the E-ISAC.
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72. [NERC] Which of the E-ISAC’s products or services do you find the most valuable?
73. [NERC] Which of the E-ISAC’s products or services do you find the least valuable?
74. [NERC] What type of product or service would you like to see the E-ISAC consider for the future?
International ERO
75. *[ERO Enterprise] The ERO Enterprise has taken appropriate steps to support North American reliability
efforts in non-U.S. jurisdictions.
Effectiveness and Efficiency
76. [ERO Enterprise] Identify the top three opportunities for improving the effectiveness and efficiency of ERO
Enterprise operations, including stakeholder engagement.
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Chapter 2: Favorability Analysis
Favorability analysis provides an additional perspective on the strength of stakeholder perception. All responses were
re-characterized as “Unfavorable” (rating of 1 or 2), “Neutral” (rating of 3), and “Favorable” (rating of 4 or 5). The
analysis excluded “Not Applicable” or missing responses. Figures 2.1 through 2.21 identify the favorability analysis
for each rated item by program area.

Figure 2.1: ERO Enterprise Principles

Figure 2.2: ERO Enterprise Principles, Cont’d.

NERC | 2018 ERO Enterprise Effectiveness Survey: Supplemental Information | May 2019
6

Chapter 2: Favorability Analysis

Figure 2.3: Reliability Standards Development

Figure 2.4: Reliability Standards Development, Cont’d.

Figure 2.5: Compliance Monitoring and Enforcement, Cont’d.
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Figure 2.6: Compliance Monitoring and Enforcement, Cont’d.

Figure 2.7: Compliance Monitoring and Enforcement, Cont’d.

Figure 2.8: Compliance Monitoring and Enforcement, Cont’d.
NERC | 2018 ERO Enterprise Effectiveness Survey: Supplemental Information | May 2019
8

Chapter 2: Favorability Analysis

Figure 2.9: Compliance Monitoring and Enforcement, Cont’d.

Figure 2.10: Organization Registration and Certification

Figure 2.11: Organization Registration and Certification, Cont’d.
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Figure 2.12: Personnel Certification

Figure 2.13: Reliability Assessment and Performance Analysis

Figure 2.14: Reliability Assessment and Performance Analysis, Cont’d.
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Figure 2.15: Training and Education

Figure 2.16: Situational Awareness and Infrastructure Security

Figure 2.17: Annual Business Plan and Budget Development
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Figure 2.18: Stakeholder Communication and Public Relations

Figure 2.19: E-ISAC

Figure 2.20: E-ISAC, Cont’d.
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Figure 2.21: International ERO
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Chapter 3: Year-Over-Year Analysis
Figures 3.1 through 3.14 reflect the year-over-year comparison for each of the 58 items used for this analysis by
program area.

Figure: 3.1: ERO Enterprise Principles

Figure 3.2: Reliability Standards Development
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Figure 3.3: Compliance Monitoring and Enforcement

Figure 3.4: Compliance Monitoring and Enforcement, Cont’d.
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Figure: 3.5: Compliance Monitoring and Enforcement, Cont’d.

Figure 3.6: Organization Registration and Certification
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Figure 3.7: Personnel Certification

Figure 3.8: Reliability Assessment and Performance Analysis

Figure 3.9: Training and Education
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Figure 3.10: Annual Business Plan and Budget Development

Figure 3.11: Stakeholder Communications and Public Relations

Figure 3.12: E-ISAC
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Figure 3.13: E-ISAC, Cont’d.

Figure 3.14: International ERO
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Agenda Item 4f
MRC Meeting
May 8, 2019
Effectiveness and Efficiency Update
Action

Information
Background

The ERO Enterprise Long-Term Strategy and ERO Enterprise Operating Plan, approved by the
Board on November 9, 2017, recognize the importance of achieving greater Electric Reliability
Organization (ERO) Enterprise-wide effectiveness and efficiency. Over the course of 2018 to
date, NERC and the Regional Entities identified current and ongoing efforts related to
effectiveness and efficiency, and explored future initiatives with the following objectives in
mind:
1. Enhance ERO effectiveness in executing its statutory functions, recognizing the value of
industry expertise.
2. Improve the efficiency of ERO operations and the use of stakeholder resources.
A number of activities are part of day-to-day operations and budget processes that continually
improve the effectiveness and efficiency of the ERO operations. That said, the ERO is focused
on three main areas in 2019: (1) stakeholder engagement; (2) Standards Efficiency Review; and
(3) the Compliance Monitoring and Enforcement Program tool (Align).
Stakeholder Engagement
The current technical committee model has been in place for over ten years and has served
NERC well. However, it is an expensive model and become time consuming for NERC members
and staff. Further, the industry model is changing. For example, advances in new and unfamiliar
technologies (e.g., inverters, batteries) have resulted in current and potentially high levels of
integration. Risk profiles are also evolving with accelerating changes in fuel mix and associated
system characteristics. Finally, the time horizons for technology integration are also gathering
speed, with the time horizons and activities between the existing technical committees
blurring. As the ERO Enterprise has matured, it’s time to review and prepare for the kind of
engagement that meets these challenges.
With the industry evolution described above, a future state of stakeholder engagement is
needed that addresses these areas:
•

Pivots quickly and refocuses resources rapidly
o We are in an ever-changing world and the pace of change is accelerating
o Agile teams need to be readily deployed to address emerging issues
o How do we meet accelerated schedules for solving problems?

•

Brings multi-disciplined teams together to develop “complete” solutions
o Complex issues facing the industry that don’t fit into one basket

o What is the mix of knowledge/skills/abilities (participation model): Planning,
Operations, CIP, and Legal?
•

Leverages scarce talent to solve problems and maximize our return
o The old model may not survive

•

Works collaboratively to solve problems:
o Efficiently
o Eliminate silos
o Eliminate redundancies
o Able to support standards and compliance


Address risks that are inevitable.



Standard or guidelines may be needed

Based on the aforementioned, a Stakeholder Engagement Team (SET) was formed to enhance
the ERO effectiveness in executing its statutory functions and to improve the efficiency of ERO
operations and use of stakeholder resources while recognizing the value of industry expertise.
The SET is reviewing the existing NERC technical committee structure, drawing upon the
experience of Regional Entities who have successfully enhanced their committee models, and
developing recommendations to improve the efficiency and effectiveness of the committees.
The SET consists of:
Board of Trustees members:
Ken DeFontes
Fred Gorbet
SET members:
Marc Childs (GRE/Critical Infrastructure
Protection Committee Chair)
Jeffrey Cook (BPA)
Michael Desselle (SPP)
Brian Evans-Mongeon (Utility Services/
Planning Committee Chair)
Jennifer Flandermeyer (KCPL)
Greg Ford (GSOC/Chair of the MRC)
NERC Staff:
Stephen Crutchfield

SET Co-Chairs:
Jennifer Sterling (Exelon/MRC Vice Chair)
Mark Lauby (NERC)
Lloyd Linke (WAPA/Operating Committee
Chair)
Jason Marshall (Wabash Valley Power
Association)
Patti Metro (NRECA)
David Short (IESO)
Martin Sidor (NRG Energy)
Scott Tomashefsky (Northern California
Power Agency)
Nina Jenkins-Johnston

In 2019, the SET held meetings on January 18, February 20, March 20 and April 25 to develop
project work streams, identify deliverables, develop a project work schedule and begin
development of a committee restructuring proposal. Members were asked to volunteer to
support the work streams developed during the January 18, 2019 meeting. Sub-teams of the
SET examined the existing ERO committee structure for effectiveness and efficiency
improvements by addressing the following initiatives:

1. Reviewing deliverables from each NERC technical standing committee (except the
Reliability Issues Steering Committee (RISC)) and determine if those deliverables are still
needed and what is needed for the future as well as overlapping responsibilities;
2. Reviewing statutory obligations of NERC as well as obligations per the NERC Rules of
Procedure, Federal Power Act, etc.;
3. Investigating Personnel Certification and Governance Committee/Personnel
Subcommittee;
4. Reviewing the RISC Report and consider whether risk items should be assigned to a
specific committee or group for accountability; and
5. Assessing "best practices" and "lessons learned" from Regional Entity restructuring
efforts.
During the April 25, 2019 meeting, the SET will discuss the pros and cons of four different
committee models and identify a preferred model(s) to solicit industry comment on to make a
more informed decision regarding a final proposal.
Once the SET analyzes the feedback from industry through the comment period, a proposed
committee structure will be further developed along with a participation model, proposed
committee and task force charter templates, and an implementation plan. The SET will draft a
report for industry policy input and present the results and recommendations to the MRC and
Board of Trustees.
The next face-to-face meeting is scheduled for May 21, 2019. The focus of this meeting is to
incorporate stakeholder and MRC input to the proposed structure and to develop supporting
documentation to provide a recommended structure to the MRC at the August 14, 2019
meeting. A final proposal is anticipated to be presented to the NERC Board of Trustees at the
November 6, 2019 meeting for final approval.
Compliance Monitoring and Enforcement Program (CMEP)
To improve effectiveness and efficiency in Compliance Monitoring, NERC and the Regional
Entities are concentrating on the following critical areas:
a) Efficiency in data gathering and analysis tools, especially through the implementation of

the Align program, the new technology tool for CMEP activities;

b) Continued implementation of risk-based compliance monitoring, including Compliance

Oversight Plans tailored to registered entities and CMEP Implementation Plans focusing
on the greatest risks to reliability and security; and

c) Outreach and education describing how the ERO Enterprise executes its compliance

monitoring responsibilities.

In Enforcement, NERC and the Regional Entities are identifying ways to further streamline the
resolution of minimal risk noncompliance. This effort includes examination of the processes for
reporting, reviewing, and mitigating minimal risk noncompliance.

Standards Efficiency Review
NERC will continue the Standards Efficiency Review (SER), which is a project to evaluate NERC
Reliability Standards using a risk-based approach to identify potential efficiencies through
retirement or modification of Reliability Standard Requirements. Considering that many
Reliability Standards have been mandatory and enforceable for 10+ years in North America, this
project seeks to identify candidate requirements that are not essential for reliability, could be
simplified or consolidated, and could thereby reduce regulatory obligations and/or compliance
burden.
In Phase 1 of the SER project, teams of industry participants compiled a list of requirements and
corresponding justification for their retirement. A Standard Authorization Request (SAR) was
developed and a drafting team was appointed by the Standards Committee to ballot the
proposed retirements. Nearly 80 requirements are now being considered for retirement based
on the Phase I results.
In Phase 2 of SER, project teams will transition their efforts to address requirements that were
not initially flagged for retirement in Phase 1, but were identified as potential alternatives to
retirement, such as consolidation with other requirements or a modification. Some concepts
also under consideration include:
•

Concept 1: Evidence Retention Overhaul

•

Concept 2: Prototype Standard

•

Concept 3: Move Requirements to Guidance

•

Concept 4: Consolidate & Simplify Training Requirements

•

Concept 5: Consolidate Information/Data Exchange Requirements

•

Concept 6: Relocate Competency-based Requirements to the Certification Program or
Compliance Monitoring and Enforcement Program Control Review process

In addition, the project team is reviewing candidate requirements that can be transferred to
North American Energy Standards Board that involve market-related requirements. These
concepts have been posted for industry comment including suggested enhancement, removal,
and additions. The SER Advisory Group is currently considering the timing and scope of
including the Critical Infrastructure Protection Reliability Standards in Phase 2.

Agenda Item 4g
MRC Meeting
May 8, 2019
Task Force to Address Resilience to Electromagnetic Pulses
Action

Information
Background

In an effort to share knowledge and collaboration on Electromagnetic Pulses (EMP), the Electric
Power Research Institute (EPRI) and DOE have been studying EMP for several years. In
February of 2016, EPRI released a report “Electromagnetic Pulse (EMP) Grid Resiliency:
Transmission Vulnerability and Mitigation.” In November of 2017, they published a report
“High-Altitude Electromagnetic Pulse Effects on Bulk-Power Systems: An Overview.” The next
EPRI report, released in late April of 2019, defined the EMP threat, assessed
vulnerabilities/risks, and made mitigation recommendations, in addition to laying the
groundwork for the technical basis to develop a potential standard.
The EPRI report complements a DOE action plan that was released in January 2017 on EMP
Resilience. The action plan identified five goals: 1) improve and share understanding of EMP
threats, effects, and impacts; 2) identify priority infrastructure; 3) test and promote mitigation
and protection approaches; 4) enhance response and recovery capabilities; and 5) share best
practices across government and industry.
On March 26, 2019, the President of the United States issued an Executive Order on
Coordinating National Resilience to Electromagnetic Pulses (EMP). The Executive Order calls for
collaboration and information sharing among government agencies and private industry as
appropriate to promote resilience to EMPs, particularly with regard to threat and vulnerability
assessments. The Executive Order also directed the federal government to provide incentives as
appropriate to “encourage innovation that strengthens critical infrastructure against the effects
of EMPs through the development and implementation of best practices, regulations, and
appropriate guidance.” Various agencies were assigned different areas of focus. Of particular
relevance, the Secretary of Energy was tasked to perform initial research and development and
develop pilot programs that would identify potential failures modes, contingency preparedness,
and mitigations with regard to the risk to the electric power grid.
Protecting the Bulk Power System and assuring the effective reduction of risks to reliability are
integral pieces the Electric Reliability Organization (ERO) mission. NERC will immediately launch
efforts to identify reliability concerns associated with EMPs and potential methods for
promoting resilience. A task force will be created to first identify key issues and scope areas of
improvement for the industry. The task force will also submit, as necessary, best practices and
reliability guidelines to the NERC technical committees for review and endorsement. Further,
the task force will evaluate whether a new or revised Reliability Standard may help promote
resilience to EMPs and would be responsible for submitting any necessary Standards
Authorization Request(s) (SAR) to the Standards Committee (SC). In addition, NERC will
continue to work with DOE and EPRI to clearly understand EMP, their effective mitigations, and
the proper ways to engage industry.

Key EMP Task Force Deliverables and Timeline

•

Solicit for task force participation (Ongoing until the end of April)

•

Initial meeting of task force via WebEx (May 2019)

•

Publish initial draft recommendations (Mid-July to early August 2019)

•

Present guidelines and best practices to the NERC technical committees (September
2019)

•

Present SAR(s) to the SC, if applicable (October 2019)

•

Initiate Standards Development project, if applicable (December 2020)

Agenda Item 5
MRC Meeting
May 8, 2019
Update on FERC Reliability Matters
Action

Information
Summary

At the May 8, 2019, MRC meeting, Andrew Dodge, Deputy Director, Office of Electric Reliability,
FERC, will provide an update on recent FERC activity.

Agenda Item 6
MRC Meeting
May 8, 2019
2019 Summer Reliability Assessment Preview
Action

Information
Background

The NERC 2019 Summer Reliability Assessment (SRA) identifies, assesses, and reports on areas
of concern regarding the reliability of the North American bulk power system (BPS) for the
upcoming summer season. In addition, the SRA will present peak electricity supply and demand
changes, as well as highlight any unique regional challenges or expected conditions that might
impact the BPS. The reliability assessment process is a coordinated reliability evaluation
between the Reliability Assessment Subcommittee (RAS), the Regional Entities, and NERC staff.
The final report reflects NERC’s independent assessment and is aimed at informing industry
leaders, planners and operators, as well as regulatory bodies in order that they can be better
prepared to take necessary actions to ensure BPS reliability. The report also provides an
opportunity for the industry to discuss their plans and preparations for ensuring reliability
throughout the upcoming summer period.
Pursuant to delegated authority from the Board of Trustees, NERC management expects to
issue the 2019 Summer Reliability Assessment on or about May 30, 2019. The review schedule
below identifies key milestones for the report.
2019 Summer Reliability Assessment Review Schedule

Date
May 1
May 14
May 21
May 24
May 30

Description
Draft sent to NERC Planning and Operating Committees
Planning Committee webinar to review report
Report sent to NERC Executive Management
Final report sent to NERC Board and MRC
Report release

Agenda Item 7
MRC Meeting
May 8, 2019
2019 State of Reliability Report Preview
Action

Information
Background

The State of Reliability Report (SOR) is prepared annually to objectively review and evaluate the
performance of the bulk power system (BPS). The objective of this report is to provide
objective, credible, and concise information to policy makers, industry leaders, and the NERC
Board of Trustees (Board) on issues affecting the reliability and resilience of the North American
BPS. Specifically, the report:
•

identifies system performance trends and emerging reliability risks,

•

determines the relative health of the interconnected system, and

•

measures the success of mitigation activities deployed.

The key findings and recommendations of the report serve as the technical foundation for
NERC’s range of risk-informed efforts addressing reliability performance and serve as key inputs
to the ERO Reliability Risk Priorities Report prepared by the Reliability Issues Steering
Committee (RISC). The metrics measured in the report address the characteristics of an
adequate level of reliability (ALR).
In developing the 2019 SOR, NERC staff and the Performance Analysis Subcommittee have
undertaken a significant effort to tailor content for the policy maker and industry leader
audience. NERC management expects to issue the 2019 SOR on or about June 10, 2019. The
review schedule below identifies key milestones for the report.
2019 State of Reliability Report Review Schedule

Date
April 22
April 29
Mid-May
Early June
June 13
June 17

Description
Planning Committee and Operating Committee webinar to review report
Report sent to NERC Executive Management
Report sent to NERC Planning and Operating Committees for acceptance
Final report sent to NERC Board and MRC
Report presented to NERC Board for acceptance
Report release (Tentative)

Agenda Item 8
MRC Meeting
May 8, 2019
Standing Committee Highlights: Compliance and Certification Committee
Action

Information
Background

The NERC Compliance and Certification Committee (CCC) is a Board-appointed stakeholder
committee that supports and advises the NERC Board of Trustees (Board) and NERC compliance
staff regarding all facets of NERC’s Compliance Monitoring and Enforcement Program (CMEP)
and Organization Registration and Certification Program (ORCP). Since the committee operates
independent from the execution of these programs, the CCC is also responsible for the ongoing
monitoring of NERC’s compliance with the Rules of Procedure for these programs. In a similar
manner, as a committee independent of the Reliability Standards development process, the
CCC is responsible for monitoring NERC’s compliance with the Rules of Procedure regarding the
Reliability Standards development process, except for appeals of substantive or procedural
action or inaction associated with a Reliability Standard, or the standards process as defined in
the appeals section of the Reliability Standards Development Procedure. Membership consists
of 33 representatives from the U.S. and Canada, designed to provide a balance of regional,
technical, and policy expertise to the committee. CCC members are appointed by the NERC
Board to serve three-year terms.
Highlights and Collaboration Initiatives

The CCC, in addition to its chartered responsibilities, is committed to and strongly focused on
collaboration in support of the ERO Mission. In this capacity, the CCC partners with NERC to do
the following:
•

•

•

Support CMEP and Registration/Certification processes


Actively participate in annual audit and risk planning



Support regional entity compliance program audits executed by NERC’s internal
auditing group

Collaborate with the ERO on a variety of ERO Initiatives


Provide direct feedback to NERC staff regarding ERO Initiatives, such as the ERO
Enterprise Program Alignment and the Align project, on behalf of industry



Develop portion of biennial ERO Stakeholder Effectiveness Survey focusing on
compliance monitoring, organization registration and certification



Shape input on development of Implementation Guidance process

Serve as a resource for NERC as a barometer for industry response


Conduct focused discussions to bridge stakeholder understanding of key technical
and policy issues



Work with the ERO Enterprise to address clarity issues related to RSAWs



Participate in discussions to identify emerging risks to reliability

