Agenda
Technology and Security Committee
May 9, 2018 | 11:00 a.m.-12:00 p.m. Eastern
The Ritz-Carlton, Pentagon City
1250 S. Hayes Street
Arlington, VA 22202
Conference Room: Ritz-Carlton Grand Ballroom
Call to Order
Introductions and Chair’s Remarks
NERC Antitrust Compliance Guidelines
Agenda Items

1. Minutes* — Approve
a. February 7, 2018 Meeting
2. ERO Enterprise Information Technology Projects Update* — Review
3. E-ISAC Update* — Review
a. Preliminary 2019 E-ISAC Budget Forecast
4. Misoperations Application Demo* — Review
5. Adjournment

*Background materials included.

Antitrust Compliance Guidelines
I. General

It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably
restrains competition. This policy requires the avoidance of any conduct that violates, or that might
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement
between or among competitors regarding prices, availability of service, product design, terms of sale,
division of markets, allocation of customers or any other activity that unreasonably restrains
competition.
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s
compliance with the antitrust laws to carry out this commitment.
Antitrust laws are complex and subject to court interpretation that can vary over time and from one
court to another. The purpose of these guidelines is to alert NERC participants and employees to
potential antitrust problems and to set forth policies to be followed with respect to activities that may
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel
immediately.
II. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should refrain from
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings,
conference calls and in informal discussions):
•

Discussions involving pricing information, especially margin (profit) and internal cost
information and participants’ expectations as to their future prices or internal costs.

•

Discussions of a participant’s marketing strategies.

•

Discussions regarding how customers and geographical areas are to be divided among
competitors.

•

Discussions concerning the exclusion of competitors from markets.

•

Discussions concerning boycotting or group refusals to deal with competitors, vendors or
suppliers.

•

Any other matters that do not clearly fall within these guidelines should be reviewed with
NERC’s General Counsel before being discussed.

III. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and subgroups) may
have a negative impact on particular entities and thus in that sense adversely impact competition.
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If
you do not have a legitimate purpose consistent with this objective for discussing a matter, please
refrain from discussing the matter during NERC meetings and in other NERC-related communications.
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.
In addition, all discussions in NERC meetings and other NERC-related communications should be within
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as
within the scope of the published agenda for the meeting.
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an
industry participant or group of participants a competitive advantage over other participants. In
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability
standards should not be influenced by anti-competitive motivations.
Subject to the foregoing restrictions, participants in NERC activities may discuss:
•

Reliability matters relating to the bulk power system, including operation and planning matters
such as establishing or revising reliability standards, special operating procedures, operating
transfer capabilities, and plans for new facilities.

•

Matters relating to the impact of reliability standards for the bulk power system on electricity
markets, and the impact of electricity market operations on the reliability of the bulk power
system.

•

Proposed filings or other communications with state or federal regulatory authorities or other
governmental entities.

•

Matters relating to the internal governance, management and operation of NERC, such as
nominations for vacant committee positions, budgeting and assessments, and employment
matters; and procedural matters such as planning and scheduling meetings.
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DRAFT Minutes
Technology and Security Committee Meeting
February 7, 2018 | 11:15 a.m. – 12:15 p.m. Eastern
Hilton Fort Lauderdale Marina
1881 SE 17th Street
Fort Lauderdale, FL 33316

Chair George S. Hawkins called to order a duly noticed open meeting of the Technology and Security
Committee (the “Committee”) of the Board of Trustees (“Board”) of the North American Electric
Reliability Corporation (“NERC” or the “Company”) on February 7, 2018, at 11:15 a.m. Eastern, and a
quorum was declared present. The agenda is attached as Exhibit A.
Present at the meeting were:
Committee Members
George S. Hawkins, Chair
Janice B. Case
Kenneth W. DeFontes, Jr.
Roy Thilly

Board Members
Charles A. Berardesco, Interim President and Chief Executive Officer
Robert G. Clarke
Frederick W. Gorbet
David Goulding
Jan Schori

NERC Staff
Tina Buzzard, Associate Director to the Office of the President and CEO
Howard Gugel, Senior Director of Standards and Education
Stan Hoptroff, Vice President, Chief Technology Officer, and Director of Information Technology
Scott Jones, Vice President, Chief Financial and Administrative Officer, and Corporate Treasurer
Bill Lawrence, Senior Director of E-ISAC
Mark G. Lauby, Senior Vice President and Chief Reliability Officer
Ken McIntyre, Vice President and Director of Standards and Compliance
Sonia C. Mendonҫa, Vice President, Acting General Counsel and Corporate Secretary, and Director of
Enforcement
Janet Sena, Senior Vice President and Director of Policy and External Affairs
Michael Walker, Senior Vice President and Chief Enterprise Risk and Strategic Development Officer
NERC Antitrust Compliance Guidelines
Mr. Hawkins directed the participants’ attention to the NERC Antitrust Compliance Guidelines included
in the agenda, and indicated that all questions regarding antitrust compliance or related matters
should be directed to Ms. Mendonça.
Chair’s Remarks
Mr. Hawkins welcomed everyone to the first meeting of the Committee. He referred to the new
mandate on the NERC website, and discussed the role of the Committee.

Minutes
Upon motion duly made and seconded, the Committee approved the minutes of the Standards
Oversight and Technology Committee (“SOTC”) November 8, 2018 meeting as presented at the
meeting.
Compliance Monitoring and Enforcement Program (CMEP) Technology Project Update
Mr. Hoptroff provided an updated of the CMEP Technology Project including status and timeline.
Responding to a question regarding the benefits of the project for registered entities, Mr. Hoptroff
referenced the business case presented at the November SOTC meeting, and highlighted increasing
consistency, improving operational efficiency and effectiveness, automating workflows, and reducing
IT application costs.
ERO Enterprise Applications Update
Mr. Hoptroff provided an overview of the ERO Enterprise projects, referencing the materials that had
been included in the advance agenda package. He reviewed recent issues with the membership
renewal process and lessons learned. Mr. Hoptroff also discussed enhancements the NERC public
website’s search features.
Information Technology Cost Optimization Update
Mr. Hoptroff provided an update on strategy for IT cost optimization.
E-ISAC Quarterly Update
Mr. Hawkins noted the Board Chair is an observer to the Electricity Subsector Coordinating Council and
will attend meetings as often as possible. Mr. Lawrence provided an update on recent E-ISAC activities.
The Committee commented positively on GridEx and the enhanced relationship between the E-ISAC
and Member Executive Committee.
Adjournment
There being no further business, and upon motion duly made and seconded, the meeting was
adjourned.
Submitted by,

Sonia C. Mendonҫa
Acting Corporate Secretary

Agenda Item 2
Technology and Security
Committee Meeting
May 9, 2018
ERO Enterprise Information Technology Projects Update
Action

Review
Background

At the February 7, 2018 open meeting of the Technology and Security Committee, management
provided an update on the Compliance Monitoring and Enforcement Program (CMEP)
Technology Project.1 Key points made during the update included the status of vendor
references, selection of the software vendor, and status of the detailed technical evaluations.
Several additional issues were discussed, including configuration for international entities,
management of historical data, interfacing with the Federal Energy Regulatory Commission,
and software licensing terms and conditions.
Other updates included the status of the new portal for misoperations data management, a
new registration system for Consolidated Functional Registrations (CFRs), and new technology
solutions for the Electricity Information Sharing and Analysis Center (E-ISAC). Benefits for the
new misoperations data management portal include an improved user experience, the ability to
update and edit submissions, and access to various reports. The Entity Registration CFR solution
will provide several benefits, including the elimination of manual email submissions, improved
access to data, and consolidation of existing systems and practices into a single point for the
management of all CFR requests and information. Regarding the E-ISAC, a new portal was
launched in December 2017 and provides better content organization, usability improvements,
and security enhancements.
Summary

Since the February meeting, a software vendor has been selected for the CMEP Technology
Project and the harmonization of the core CMEP business processes has begun. This includes
self-reporting, enforcement processing, mitigation plans and tracking, self-certifications,
compliance planning, compliance audits, and spot checks. Planning for future investments in
Entity Registration continues, including the development of the implementation and integration
with the new CMEP Technology solution.
For the E-ISAC Portal, based on stakeholder feedback, email notifications have been enhanced
to include richer content, improving the rapid dissemination of information to users that have
elected to subscribe to notifications. Additionally, work to support the creation of selforganizing communities and user discussion forums is ongoing. The goal of both efforts is to
provide a more interactive and collaborative experience for portal users, within which they can
both formally and informally exchange information related to security and threats.
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The CMEP Technology Project is a strategic initiative designed to support the ERO Enterprise as it continues to evolve as a riskinformed regulator. It supports three ERO Enterprise goals: implementation of a risk-informed CMEP (Goal 2), reduction of
known risks to reliability (Goal 3), and improving the efficiency and effectiveness of the ERO (Goal 6).

NERC Information Technology (IT) is also working closely with its business partners (internally at
NERC as well as externally with Southwest Power Pool Regional Entity, Inc. (SPP RE), Midwest
Reliability Organization, and SERC Reliability Corporation) to assist in the technology needs
associated with the dissolution of SPP RE.
The draft ERO Enterprise Applications and Infrastructure Support Budget Draft 1 for 2019 is
forecasted to increase by $900k, primarily for the items noted below, when compared to the
2018 budget. The original forecast from the 2017 budget cycle for 2019 was $10.4M. The
current Draft 1 proposal for 2019 represents an $800k reduction from the original forecast.
Major spend items in 2019 include the CMEP Technology Project, Entity Registration integrated
with a database for NERC Standards, funding for NERC’s participation in the Cyber Security Risk
Information Sharing Program, and other cyber security enhancements.
2019 Draft 1 comparison (non-personnel cost):

$

Draft 1
2019
9,690,935

Over/(Under) 2018
$
910,482

$

Forecast
2020
8,990,967

Over/(Under) 2019
$
(699,968)

$

Forecast
2021
8,878,612

Over/(Under) 2020
$
(112,355)

There are no new major functionality items planned for NERC’s internal corporate IT needs in
the 2019-2021 time period and the budget for internal NERC applications and infrastructure is
forecasted to remain flat.
In summary, NERC IT is progressing well in its mission to deliver technology solutions that support
the effective and efficient use of resources for registered entities, the ERO Enterprise, and the EISAC.

Agenda Item 3
Technology and Security
Committee Meeting
May 9, 2018
E-ISAC Quarterly Update
Action

Review
Background

The E-ISAC is implementing the Long-Term Strategic Plan in 2018, following a strategic
framework developed with the Member Executive Committee (MEC) with the focus areas of
information sharing, analysis, and engagement.
Summary

In late 2017, the E-ISAC and the Electricity Subsector Coordinating Council’s MEC developed a
graphical strategic framework to execute the Long-Term Strategic Plan. In 2018, the MEC has
met in January and March and reviewed all of the ongoing projects and initiatives at the E-ISAC.
Key activities from those projects and initiatives include the Critical Broadcast Program, CRISP,
E-ISAC Portal enhancements and the Industry Augmentation Program.

E-ISAC Quarterly Update
Bill Lawrence, Director of the Electricity Information Sharing and
Analysis Center
Technology and Security Committee Meeting
May 9, 2018

1

Agenda
• Strategic Plan Framework Review
• Key Activities
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Strategic Plan
Vision: To be a world class, trusted source of quality analysis
and rapid sharing of electricity industry security information

E-ISAC Strategic Plan

Information Sharing

Accelerate sharing
and high priority
notifications

CRISP

Enhance
portal

CYOTE

Analysis

Engagement
Build trust and
show value

Improve
information flow
and security

CAISS

Strategic
Vendor
Partnerships

Hire and develop
exceptional
employees

World Class ISAC
3

Supported by:
• NERC Board of Trustees
• Electricity Subsector Coordinating Council (ESCC)
• ESCC Member Executive Committee (MEC)

Leverage
information sharing
technologies and
resources
to enhance
analytical capability

Prioritize
products and
services

Metrics
benchmarking

Evaluate
24x7
Operations
(future)

Key Activities Update
E-ISAC Critical Broadcast Program

• Launched a rapid information sharing capability of the E-ISAC on February
7; 1,208 individuals from 245 organizations joined the call
• Exercise on February 22 had over 960 individuals from 220 organizations;
added CRISP information from PNNL

CRISP

• Expanding membership Base – NERC, Regions, and five other companies
joining
• Identifying and evaluating opportunities to lower cost of participation
• Exploring DOE funding for broader participation of DCEI utilities and support
APPA and NRECA member participation
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Key Activities Update
Portal Enhancements

• Improving email notification capabilities; user acceptance testing
underway
• Reviewing and developing user community requirements; targeting Q2
for user acceptance testing and deployment

Industry Augmentation Program

• Completed a week with analysts from NYPA/SRP and NPPD/NYPA;
ConEd next
• Attended LPPC Task Force meeting to discuss lessons learned
• Builds trust, exchanges expertise, and increases understanding of
threats and response
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Agenda Item 4
Technology and Security
Committee Meeting
May 9, 2018
Misoperations Application Demonstration
Action

Information
Background

Protection Systems are designed to ensure that, during a system event, damage to the
electrical system and service interruptions are minimal. Essentially, Protection Systems monitor
one or more measures of system performance (e.g., current flow, voltage, etc.), and if certain
thresholds are met or exceeded, the Protection System will operate, removing protected
equipment from service to avoid or reduce the likelihood of any permanent damage to that
equipment.
Setting these thresholds can be very complex. In order to ensure that only the equipment at
risk of damage is removed from service, coordination of multiple Protection System settings
across various zones of protection is required. When a Protection System does not operate as
expected or planned, it is referred to as a Protection System “Misoperation.” Historically,
Protection System Misoperations have exacerbated the severity of most bulk power system
outages and severe events. For example, Protection System Misoperations played a significant
role in expanding the impacts of the August 14, 2003 Northeast blackout. Misoperations of a
Protection System could include failure to operate, slowness in operating, or operating when
not required, either during a Fault or non‐Fault condition.
NERC’s PRC-004 standard requires registered entities to identify and correct the causes of
Protection System Misoperations. Additionally, NERC’s Section 1600 Data Request of August 14,
2014 (“Request for Data or Information: Protection System Misoperation Data Collection”),
requires that registered entities report relay operation numbers and misoperations data to
NERC for performance analysis. NERC analyzes the data to:
•

Develop meaningful metrics to assess Protection System performance;

•

Identify trends in Protection System performance that negatively impact reliability;

•

Identify remediation techniques to reduce the rate of occurrence and severity of
misoperations;

•

Provide focused assistance to entities in need of guidance; and

•

Publicize lessons learned for the industry.

Summary

To facilitate the collection of Protection System Misoperation data across the ERO Enterprise,
NERC developed the Misoperation Information Data Analysis System (MIDAS). The application

was developed on NERC’s core application platform, providing the ability to reuse code,
configurations, and lessons learned from previous development projects using this same
application platform. NERC staff will provide a demonstration of the MIDAS system and answer
any questions the Technology and Security Committee may have regarding the application or its
delivery.

