Agenda
Technology and Security Committee
February 7, 2018 | 11:15 a.m.-12:15 p.m. Eastern

Hilton Fort Lauderdale Marina
1881 SE 17th Street
Fort Lauderdale, FL 33316
Conference Room: Grand Ballroom (1st Floor)
Call to Order
Introductions and Chair’s Remarks
NERC Antitrust Compliance Guidelines
Agenda Items

1. Minutes* — Approve
a. SOTC November 8, 2017 Meeting
2. CMEP Technology Project Update* — Information
3. ERO Enterprise Applications Update* — Information
4. Information Technology Cost Optimization Update* — Information
5. E-ISAC Quarterly Update* — Information
6. Adjournment

*Background materials included.

Antitrust Compliance Guidelines
I. General

It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably
restrains competition. This policy requires the avoidance of any conduct that violates, or that might
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement
between or among competitors regarding prices, availability of service, product design, terms of sale,
division of markets, allocation of customers or any other activity that unreasonably restrains
competition.
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s
compliance with the antitrust laws to carry out this commitment.
Antitrust laws are complex and subject to court interpretation that can vary over time and from one
court to another. The purpose of these guidelines is to alert NERC participants and employees to
potential antitrust problems and to set forth policies to be followed with respect to activities that may
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel
immediately.
II. Prohibited Activities

Participants in NERC activities (including those of its committees and subgroups) should refrain from
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings,
conference calls and in informal discussions):
•

Discussions involving pricing information, especially margin (profit) and internal cost
information and participants’ expectations as to their future prices or internal costs.

•

Discussions of a participant’s marketing strategies.

•

Discussions regarding how customers and geographical areas are to be divided among
competitors.

•

Discussions concerning the exclusion of competitors from markets.

•

Discussions concerning boycotting or group refusals to deal with competitors, vendors or
suppliers.

•

Any other matters that do not clearly fall within these guidelines should be reviewed with
NERC’s General Counsel before being discussed.

III. Activities That Are Permitted

From time to time decisions or actions of NERC (including those of its committees and subgroups) may
have a negative impact on particular entities and thus in that sense adversely impact competition.
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If
you do not have a legitimate purpose consistent with this objective for discussing a matter, please
refrain from discussing the matter during NERC meetings and in other NERC-related communications.
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.
In addition, all discussions in NERC meetings and other NERC-related communications should be within
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as
within the scope of the published agenda for the meeting.
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an
industry participant or group of participants a competitive advantage over other participants. In
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability
standards should not be influenced by anti-competitive motivations.
Subject to the foregoing restrictions, participants in NERC activities may discuss:
•

Reliability matters relating to the bulk power system, including operation and planning matters
such as establishing or revising reliability standards, special operating procedures, operating
transfer capabilities, and plans for new facilities.

•

Matters relating to the impact of reliability standards for the bulk power system on electricity
markets, and the impact of electricity market operations on the reliability of the bulk power
system.

•

Proposed filings or other communications with state or federal regulatory authorities or other
governmental entities.

•

Matters relating to the internal governance, management and operation of NERC, such as
nominations for vacant committee positions, budgeting and assessments, and employment
matters; and procedural matters such as planning and scheduling meetings.
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DRAFT Minutes
Standards Oversight and Technology
Committee
November 8, 2017 | 11:30 a.m.-12:15 p.m. Central
JW Marriott New Orleans
614 Canal Street
New Orleans, LA 70130

Mr. Kenneth W. DeFontes, Jr., Acting Chair, called to order a duly noticed meeting of the Standards
Oversight and Technology Committee (the “Committee”) of the Board of Trustees (“Board”) of the
North American Electric Reliability Corporation (“NERC”) on November 8, 2017, at 11:30 a.m. Central,
and a quorum was declared present. The agenda is attached as Exhibit A.
Present at the meeting were:
Members
Kenneth W. DeFontes, Jr., Acting Chair
Frederick W. Gorbet
David Goulding
George S. Hawkins
Roy Thilly

Board Members
Gerry W. Cauley, President and Chief Executive Officer
Janice Case
Robert G. Clarke
Jan Schori

NERC Staff
Charles A. Berardesco, Senior Vice President, General Counsel, and Corporate Secretary
Tina Buzzard, Associate Director
Howard Gugel, Senior Director of Standards
Stan Hoptroff, Vice President, Chief Technology Officer, and Director of Information Technology
Mark Lauby, Senior Vice President and Chief Reliability Officer
Ken McIntyre, Vice President of Standards and Compliance
Michael Walker, Senior Vice President and Chief Financial and Strategic Development Officer
Acting Chair’s Remarks
Mr. DeFontes acknowledged Ken Peterson’s resignation earlier in the year, and thanked him for his
invaluable service as chair of the Committee.
NERC Antitrust Compliance Guidelines
Mr. DeFontes directed the participants’ attention to the NERC Antitrust Compliance Guidelines
included with the agenda materials, and stated that any additional questions regarding these
guidelines should be directed to Mr. Berardesco.

Minutes
Upon motion duly made and seconded, the Committee approved the minutes of the August 3, 2017
meeting as presented at the meeting.
Compliance Monitoring and Enforcement Program (CMEP) Technology Project
Mr. Hoptroff outlined the goals of the CMEP Technology Project, emphasizing that the goals are tied to
the goals of the ERO Enterprise. Ken McIntyre presented the major benefits of the project for the
CMEP, including a single portal for the Regional Entities and registered entities, real-time access to
data, improved analytics, increased productivity, and reduced application costs.
Mr. Hoptroff discussed the project’s constraints, such as the complexity of the work. He also stated
that, given the request for proposal responses, NERC management believes the project can be
accomplished within the financial projections. Mr. Hoptroff presented the options considered by NERC
management, including status quo and regional implementation of differing solutions. He noted
support from all Regional Entities. Mr. Hoptroff summarized stakeholder engagement efforts, and
related stakeholders’ recommendation to enlist more small entities. Upon motion duly made and
seconded, the Committee approved the CMEP Technology Project, and recommended approval to the
Board.
Registered Entities and ERO Enterprise IT Applications
Mr. Hoptroff provided an overview of the ERO Enterprise IT projects that were focused on registered
entity interactions, referencing the materials that had been included in the advance agenda package.
He reviewed the enhancement to the registration system for Coordinated Functional Registrations and
the addition of the misoperations portal. Mr. Hoptroff also discussed enhancements to the NERC public
website’s search features and the E-ISAC portal upgrade.
Information Technology Investment Review Procedure
Mr. Hoptroff presented the proposed investment technology review procedure. He outlined the
attributes of the review procedure, including that it provides accountability for investment decisions,
transparency, quantitative and qualitative analyses, and determinations of whether expected benefits
were realized. Mr. Hoptroff stated the procedure delivers value to the ERO Enterprise and the
registered entities by helping to allocate resources. He summarized the scope of the procedure, use in
IT business cases, and creation of a numerical score.
2018-2020 Reliability Standards Development Plan
Mr. Gugel presented the 2018-2020 Reliability Standards Development Plan with a three-year forecast.
He noted the inclusion of information on cost/benefit analysis, standard grading, periodic review, FERC
directives, and Reliability Issues Steering Committee rankings. Upon motion duly made and seconded,
the Committee approved the 2018-2020 Reliability Standards Development Plan, and recommended it
to the Board.
Standards Efficiency Review
Mr. Gugel presented the Standards Efficiency Review, noting the establishment of an advisory group
and its role. He stated that the team is discussing the scope of its work, and that the review will not

include CIP in the first phase. Mr. Gugel stated that review teams will be formed to identify candidates
for retirement, and he outlined the 2018 schedule for the review.
Reliability Standards Quarterly Status Report
Mr. DeFontes referenced the Reliability Standards Quarterly Status Report, included in the advance
agenda package.
Adjournment
There being no further business, and upon motion duly made and seconded, the meeting was
adjourned.
Submitted by,

Charles A. Berardesco
Corporate Secretary

Agenda Item 2
Technology and Security
Committee Meeting
February 7, 2018
CMEP Technology Project Update
Action

Information
Background

At the November open meeting of the Standards Oversight and Technology Committee,
management provided an update on the business case for the Compliance Monitoring and
Enforcement Program (CMEP) Technology Project. Based on the business case, the NERC Board
of Trustees approved the Information Technology (IT) investment for a new, common CMEP
solution for the Electric Reliability Organization (ERO) Enterprise.
CMEP Technology Project
The CMEP Technology Project is a strategic initiative designed to support the ERO Enterprise as
it continues to evolve as a risk-informed regulator. The project is focused on the following key
objectives:
•

Implement auditing best practices and professional standards, where applicable, across
planning, fieldwork, reporting, and quality assurance.

•

Align common CMEP business processes across the ERO Enterprise, increasing
consistency for registered entities and improving ERO Enterprise operational efficiency
and effectiveness.

•

Increase ERO Enterprise capabilities in support of the Risk-Based Compliance Oversight
Framework, including enhanced quality assurance and oversight to ensure consistent
application of the CMEP.

•

Automate workflows and enhance collaboration between registered entities and the
ERO, further supporting the improvement of ERO Enterprise operational efficiency and
effectiveness.

•

Share and analyze data and information supporting risk-informed compliance oversight
across the ERO Enterprise within a single-technology platform, eliminating delays
between systems, and reducing the need for manual communications.

•

Provide a single, common portal for registered entities, enabling consistency of
experience.

•

Provide registered entities additional data and services in support of achieving their
reliability goals, such as preserving and enhancing compliance data entry, increasing
availability of information, and offering standards data and supporting information in
ways that can be more easily consumed by third-party compliance tools.

•

Reduce IT application costs across the ERO Enterprise by $420k annually.

This project supports three ERO Enterprise goals: 1) implementation of a risk-informed CMEP
(Goal 2), 2) reduction of known risks to reliability (Goal 3), and 3) improving the efficiency and
effectiveness of the ERO (Goal 6).
Summary

NERC and the Regions continue to make progress on the selection and implementation of a
new technology solution and process changes for CMEP. The initial phase of the CMEP
Technology Project request for proposal (RFP) has completed, and two vendor finalists have
been chosen based on the strength of their offerings, their capabilities, and their overall
alignment with the goals of the project. The second phase of the RFP, an in-depth technical
evaluation of the two vendors by the CMEP Architecture Team, is in progress. This evaluation
includes detailed training on each vendor’s products, interactive proof-of-concept configuration
workshops, and question/answer sessions. Vendor demonstrations to the Technology
Leadership Team (TLT) are scheduled for February 5, with final evaluation results expected to
be completed by February 14, after which a final selection will be made and the RFP awarded to
the chosen vendor.

Agenda Item 3
Technology and Security
Committee Meeting
February 7, 2018
Registered Entities and ERO Enterprise Information
Technology Applications Update
Action

Information
Background

At the November open meeting of the Standards Oversight and Technology Committee,
management provided an update on software application projects currently planned or
underway that will be used by registered entities, NERC, Regional Entities, and the Electricity
Information Sharing and Analysis Center (E-ISAC). In addition, NERC presented a new
Information Technology (IT) Investment Review Policy and Procedure that includes a method
for both identifying and evaluating the benefits of proposed IT software application
investments and for post completion verification of expected benefits to the ERO Enterprise.
This approach will be applied to evaluate projects going forward and will be refined and
updated, as additional experience is gained using the approach.
Since the November meeting, several IT projects have been completed, including the
implementation of a new portal platform for the E-ISAC, a new xRM Entity Registration module
for Coordinated Functional Registrations (CFRs), and a new xRM portal for registered entities to
submit and manage misoperations data. The new E-ISAC portal provides easier access to
bulletins and documents, the ability to rate portal content, and improvements for the
submission of content to the portal.
The new Coordinated Functional Registration solution in xRM replaces manual processing and
spreadsheets with a more secure, reliable, and automated solution. It also supports
development of entity registration, including the next phase registration of Joint Registration
Organizations.
The new xRM portal for misoperations data allows registered entities to submit and edit their
own misoperations data, rather than relying on the Regional Entities to perform this task on
their behalf. The portal also provides a number of useful reports for registered entities to
access and perform benchmarking studies.
Summary

NERC IT will continue to focus on delivering IT solutions for registered entities, the ERO
Enterprise and the E-ISAC. Specific examples include entity registration for Joint Registration
Organizations and additional enhancements to the new E-ISAC portal. In addition, NERC IT will
provide enhancements to our public facing website, including enabling a new search feature,
adding improved security features, and updating the software platform to the latest version.

Agenda Item 4
Technology and Security
Committee Meeting
February 7, 2018
Information Technology Cost Optimization Update
Action

Information
Background

During the summer of 2017, Information Technology (IT) at NERC and the Regional Entities
undertook an initiative to map budget categories into five broad categories:
•

ERO Enterprise New Functionality

•

Registered Entity New Functionality

•

Regional Entity New Functionality

•

Enterprise Infrastructure and Support

•

Regional Infrastructure and Support

Additionally, actual IT spend, in some areas, was mapped to determine if there were
opportunities to synergize and take advantage of economies of scale between NERC and the
Regional Entities. Categories such as cellular phones, server and storage hardware, laptops,
Data Center hosting, etc., were examined.
The initial effort was undertaken in order to start the process of aligning the Enterprise IT
(NERC and Regional Entities) budget and actual spend into technology categories for
benchmarking, in order to determine opportunities for IT Optimization.
While no real outliers stood out during the initial calibration, there is more work to be done to
review all areas of budget and spend (e.g., Microsoft Licenses, Data Circuits, Security, etc.).
As such, during the first quarter of 2018, IT at NERC and the Regional Entities will work
collaboratively to map the 2018 budget into technology accepted categories to determine
opportunities to reduce cost or possible risk to the technology enterprise by consolidating IT
vendors.
A summary of findings, along with recommendations for IT Optimization will be provided in the
Q3 report.

E-ISAC Quarterly Update
Bill Lawrence
Director of the Electricity Information Sharing and Analysis Center
Technology and Security Committee Meeting
February 7, 2018
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Agenda
• Long-Term Strategic Plan Background
• 2017 Accomplishments
• Strategic Plan Framework
• Key Activities
• GridEx IV Update
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Background
• The E-ISAC underwent a strategic review with the Electricity
Subsector Coordinating Council (ESCC) in 2015
• Under the ESCC, the Member Executive Committee (MEC) was
created and serves as a CEO-led stakeholder advisory group
• MEC input was used on the E-ISAC Long-Term Strategic Plan
developed in 2017
• The plan was approved by the NERC Board of Trustees (Board)
in 2017 and included in the NERC Business Plan and Budget for
implementation in 2018
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2017 Major Accomplishments
• Information Sharing: provided subject matter expert content to
three NERC Alerts
• Analysis: launched the Embedded Industry Augmentation
program
• Engagement: conducted GridEx IV with over 6,500 participants
(up 50% from GridEx III), over 450 organizations (up 30% from
GridEx III)
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Strategic Plan
Vision: To be a world class, trusted source of quality analysis
and rapid sharing of electricity industry security information

E-ISAC Strategic Plan

Information Sharing

Accelerate sharing
and high priority
notifications

CRISP

Enhance
portal

CYOTE

Analysis

Engagement
Build trust and
show value

Improve
information flow
and security

CAISS

Strategic
Vendor
Partnerships

Hire and develop
exceptional
employees

World Class ISAC
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Supported by:
• NERC Board of Trustees
• Electricity Subsector Coordinating Council (ESCC)
• ESCC Members Executive Committee (MEC)

Leverage
information sharing
technologies and
resources
to enhance
analytical capability

Prioritize
products and
services

Metrics
benchmarking

Evaluate
24x7
Operations
(future)

Key Activities Update
E-ISAC Critical Broadcast Notifications

• Procedures established and prepping for exercise in Q1

CRISP Program and CRISP Governance Committee Activities
•
•
•
•
•

Established E-ISAC local access to CRISP data
Governance Committee organized, charter under development
Further expanding Membership Base – target minimum of four companies joining
Identifying and evaluating opportunities to lower cost of participation
Developing Strategic Plan

Portal Launch

• Launched December 19, 2017
• Providing post-production support
• Commence planning for portal enhancements, including potential data
visualization, authentication, user management, and registration
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Key Activities Update
MEC Working Group

• Ongoing stakeholder feedback on enhancement activities with pilot program
support and feedback

User Communities

• Developing user communities governance and implementation plan
• Implementing and testing user community capability

Automated Information Sharing

• Developing and piloting CAISS analytic capabilities
• Evaluating pros and cons in moving ahead with ThreatConnect platform

Products and Services

• Gathering requirements, developing plan, and issuing RFP for data
warehouse, analyst workbench, and event management tool
• Evaluating deployment of DOE malware forensics tools and dropbox
7

GridEx Objectives

• Exercise incident response plans
• Expand local and regional response
• Engage critical interdependencies
• Improve communication
• Gather lessons learned
• Engage senior leadership
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GridEx IV Participation Map
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GridEx IV Communications
Electricity Subsector
Coordinating Council (ESCC)

NERC
Crisis Action Team

Regional Entities

NERC
Bulk Power
System
Awareness
(BPSA)

E-ISAC
Electricity
Information
Sharing &
Analysis Center

Energy GCC
Other SCCs

Trade
Associations

Executive
Coordination

Unified Coordination Group (UCG) or
non-US equiv.

DOE
Department
of Energy

DHS
NCCIC
ICS-CERT
US-CERT

Other Federal Agencies
US: FBI, FERC, DOD
Canada: Public Safety
Canada, NRCan, RCMP, CSIS,
CCIRC

Coordination
with
Government
Vendor
Support
IT, ICS, ISP,
Anti-virus

Other Critical
Infrastructures
Telecommunications
Oil & Gas
others

Bulk-Power System Entities
Coordinated Operations
Reliability Coordinators,
Balancing Authorities,
Generator Operators,
Transmission Operators, Load
Serving Entities, etc.

ExCon

GridEx IV Exercise Control
NERC staff, GEWG, Booz Allen, Nat’l Labs, SMEs for Sim-cell, etc.
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Local,
State/Provincial
Government
• Emergency
Management
Organizations
• Emergency
Operations
Centers / Fusion
Centers
• Local FBI, PSAs
• National Guard
• PUCs, PSCs

GridEx Participation
500

GridEx Exercise Participation

450
400

117

26%

335

74%

350
300

155
43%

250
200

109

150

47%

209

100
50
0

40

53%

36

47%

GridEx I

122

GridEx II

Active

11

53%

57%

GridEx III

Observing

GridEx IV

Executive Tabletop
• GridEx IV Executive tabletop events with senior industry and
government participants were held in parallel in the U.S.,
Canada, and Australia
• The tabletops engaged senior leaders in a robust discussion of
the policy issues, decisions, and actions needed to respond to a
grid security emergency caused by severe coordinated cyber
and physical attacks
• Participants discussed security and electricity reliability
challenges, cross-sector interdependencies, and the decisions
needed to support timely response and recovery of the grid
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GridEx IV Reports
• Three reports are under construction:
 Distributed play lessons learned (limited release)
 Executive tabletop recommendations (limited release)
 Public report

• Reports will be out for comment and edits in February
• Reports issued in March
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Backups
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2017 Accomplishments
Information Sharing
Launched portal

Analysis

Engagement

Launched recruiting efforts, hired one cyber Conducted GridEx IV: over 6,500 participants (up 50% from
analysis specialist in 2017
GridEx III), over 450 organizations (up 30% from GridEx III)

Shared over 210 cyber bulletins (140 member-posted; 71
Launched
the
Embedded
E-ISAC-posted) and 165 physical bulletins (64 memberAugmentation program
posted; 101 E-ISAC-posted)

Industry Conducted GridSecCon 2017 with over 500 participants (an
increase of 20% from GridSecCon 2016)

Provided content to three NERC Alerts on:
• Modular Malware Targeting Electric Industry Assets in
Ukraine
• Advanced Persistent Threat Actor Targeting Electric
Industry and Other Critical Sectors
• Supply Chain Risk

Enhanced CRISP
Collaborated with CIPC Security Metrics • Participation from 25 to 27 companies
Working Group on new security metrics and • CRISP governance group of 15 companies
data sources
• Independent audit of PNNL security practices, data
handling

Gathered GridEx IV lessons learned and recommendations

Produced a security risk assessment for the
Formalized partnership with Downstream Natural Gas ISAC
MRO Security Advisory Council

Adopted internationally accepted Traffic Light Protocol for Produced 51 Weekly, 12 Monthly, 1 Mid-Year, Established MEC user group governance team (UNITE,
information handling
and 1 End of Year reports
ISO/RTO Council, Large Public Power Council)
Facilitated 12 monthly E-ISAC and CRISP webinars

Produced 12 Monthly CRISP Analysis reports

Increased active E-ISAC Portal membership from 2,500 to
over 3,200 from Q1 to Q3

Facilitated two CRISP member workshops and threat
briefings

Partnered with DARPA on a cyber security program for
electric utilities linked to the GridEx program

Participated in NRECA RC3 Cyber Security Summits for
information sharing best practices

Partnered with the University of Illinois at
Urbana-Champaign and its new Industry – University
Cooperative Research Center
Discussed “malware solutions pipeline” research effort with
DOE and National Laboratory system
Enhanced international engagement:
• Performed Cyber Risk Preparedness Assessment in
Mexico
• Initiated collaboration with the Japan Electricity ISAC and
European E-ISAC (to be continued in 2018)
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