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Dragos and the E-ISAC Announce Initiative to Bring ICS/OT
Collective Defense to the Electricity Sector
Washington D.C – Dragos Inc., a provider of cybersecurity for industrial controls systems
(ICS)/operational technology (OT) environments and the North American Electric Reliability
Corporation’s (NERC) Electricity Information Sharing and Analysis Center (E-ISAC) have
announced a joint initiative to strengthen collective defense and community-wide visibility for
industrial cybersecurity in the North American electricity industry.
The joint initiative enables E-ISAC analysts to gain greater visibility into ICS cyber threats facing
the electric sector through Dragos’s Neighborhood Keeper technology. E-ISAC analysts will have
the ability to view aggregate information about threat analytics and Indicators of Compromise (IOC)
as they are detected within Neighborhood Keeper and then share insights and trends gleaned from
this information more broadly with all E-ISAC members, thus enabling the community to
collectively defend itself against cyber adversaries.
Originally developed with the support of an award from the U.S. Department of Energy,
Neighborhood Keeper is a free, opt-in, anonymized information-sharing network available to all
Dragos Platform customers. Dragos customers in the electricity sector will benefit from access to a
larger pool of E-ISAC cybersecurity experts trained to analyze and provide feedback on threats and
vulnerabilities and collectively influence detection capabilities.
“The electric community is keenly aware of the kind of cyber threats they face but to date has had
to defend against those threats in isolation,” said Robert M. Lee, chief executive officer and cofounder, Dragos, Inc. “Defending against state and criminal actors is entirely doable when the
community operates as a collective and ensures that an attack on one member is seen by all of us.
This new capability for the E-ISAC will amplify their important role and responsibility in helping
our electric sector customers and members of the E-ISAC.”
Cyber threats targeting ICS/OT networks continue to increase in frequency and sophistication, but
data collection and analysis is extremely limited for industrial defenders. Because adversaries can
move through ICS/OT networks undetected, they are able to continually train and prepare for the
next cyber attack. Neighborhood Keeper is a fundamentally new approach to information sharing
that drastically diminishes risk to organizations by reducing the sensitivities around sharing and
performing this task at machine-speed.
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“The E-ISAC remains focused on threats to ICS/OT networks across the entire North American
electricity industry. Staying ahead of our adversaries is vital, and our collaboration with Dragos on
programs like Neighborhood Keeper underscores the importance we place on collective defense and
threat intelligence sharing,” said Manny Cancel, senior vice president of NERC and CEO of the
E-ISAC. “One of our goals is to establish near real-time situational awareness, indications,
warnings, and response capabilities in ICS/OT networks across the electricity sector. Our E-ISAC
members want timely, relevant, and actionable insight to allow them to prioritize their efforts and
secure their networks.”
###
About E-ISAC
The E-ISAC provides its members and partners with resources to prepare for and reduce cyber and
physical security threats to the North American electricity industry.
The E-ISAC offers products and services that give timely, relevant, and actionable situational
awareness and analysis to asset owners and operators as well as cross-sector and government
partners. As the threat landscape continues to evolve, the E-ISAC fulfills its role as a trusted leader
and source of security information within the electricity industry in collaboration with the
Department of Energy, the Department of Homeland Security, and the Electricity Subsector
Coordinating Council.
About Dragos, Inc.
Dragos has a global mission: to safeguard civilization from those trying to disrupt the industrial
infrastructure we depend on every day. The practitioners who founded Dragos were drawn to this
mission through decades of government and private sector experience.
Dragos codifies the knowledge of our cybersecurity experts into an integrated software platform
that provides customers critical visibility into ICS and OT networks so that threats are identified and
can be addressed before they become significant events. Our solutions protect organizations across
a range of industries, including power and water utilities, energy, and manufacturing, and are
optimized for emerging applications like the Industrial Internet of Things (IIOT).
Dragos is privately held and headquartered in the Washington, D.C. area with regional presence
around the world, including Canada, Australia, New Zealand, Europe, and the Middle East.
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