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• Introduction

• Training Topics:
 Reporting Schedule

 ERO Portal (Creating Account, Reporting Confirmation, and Requesting 
Access to GMD Reporting Application)

 Reporting Process (Import Devices, Check Events, Import Data, Provide 
Missing Data Reports)

o Imports and validations

o Manual Entry

 Download Process (Selecting Criteria, Data Packages, Exports)

Topics 
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• Understand how the GMD data collection requirement was 
established

• Who must report?

• What is reported?

• Reporting Deadlines

Objectives 
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• FERC Order No. 830 directs NERC to collect GMD data to 
“improve our collective understanding” of GMD risk 

• NERC developed the GMD Data Request with GMD Task Force 
(GMDTF) and technical committee input
 In August 2018, NERC Board approved Rules of Procedure Section 1600 

data request for collecting GMD data

• Reporting entities must report data annually by June 30
 First collection deadline June 30, 2021

GMD Data Collection Background
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[The Commission] also direct NERC, pursuant to Sections 1500 and 
1600 of the NERC Rules of Procedure, to collect and make GIC 
monitoring and magnetometer data available. We determine that 
the dissemination of GIC monitoring and magnetometer data will 
facilitate a greater understanding of GMD events that, over time, 
will improve Reliability Standard TPL-007-1. The record in this 
proceeding supports the conclusion that access to GIC monitoring 
and magnetometer data will help facilitate GMD research, for 
example, by helping to validate GMD models.

- Order No. 830 P 93

Purpose of Collecting GMD Data
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• Transmission Owners (TO) and Generator Owners (GO) must 
provide information and data as indicated in the data request
 Registered entities without GMD equipment are required to confirm 

annually

o See “Completing the Section 1600 Reporting Confirmation: No GMD Equipment” 
document available at: 
https://www.nerc.com/pa/RAPA/GMD/Pages/GMDHome.aspx

• TOs and GOs that collect GIC data or magnetometer data are 
considered Reporting Entities for GMD events specified in the 
GMD Data Request 

• The GMD data request applies to only U.S. registered entities
 Registered entities in other NERC jurisdictions including Canada are 

encouraged to participate in order to obtain relevant GMD data for the 
North American Bulk-Power System.

Who Must Report

https://www.nerc.com/pa/RAPA/GMD/Pages/GMDHome.aspx
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• Reporting Entities will provide the following types of data for 
time periods during which GMD events KP= 7 or greater

 GIC data for designated GMD events 

 Geomagnetic field data for designated GMD events

• Continuously-sampled GIC measurements (amps) (e.g., 10-
second sample rate) throughout the GMD event

• NERC will designate GMD events of interest in collaboration 
with NOAA Space Weather Prediction Center (SWPC)
 On average, 200 KP=7 or greater GMD events occur in 11-year solar cycle

What is Reported
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• Reporting for historical events and any 2021 events occurring 
through March 31 is due by June 30, 2021

• Reporting for GMD Events of Interest must be reported annually 
by June 30 of each reporting year

Reporting Deadlines

First GMD Data Collection Reporting Period and Timeline

First Mandatory 
Reporting Deadline

Annual GMD Data Collection Reporting Period and Timeline

Annual Collection Period

Events occurring between April 1 (Yr 1) and March 31 (Yr 2) Annual reporting 

period deadline

April 1 (Yr 1) March 31 (Yr 2) June 30 (Yr 2)



RELIABILITY | RESILIENCE | SECURITY10

• NERC’s GMD Data web page has 
instructions and links

• Data Reporting Instruction (DRI) 
has been developed by NERC with 
GMDTF support
 Assists NERC and reporting entities in 

fulfilling the GMD Data Request 
reporting requirements

 Specifies processes, formats, and 
timelines for data collection

 NERC Planning Committee (PC) 
reviewed in January and provided 
comments

Data Reporting Information

https://www.nerc.com/pa/RAPA/GMD/Pages/GMDHome.aspx

https://www.nerc.com/pa/RAPA/GMD/Pages/GMDHome.aspx
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• Learn how to create an ERO Portal Account

• Learn how Entity Administrators complete the Section 1600 
Reporting Confirmation

• Learn how to request access to the GMD Reporting Application

Objectives 
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ERO Portal Account

https://eroportal.nerc.net/ 

*An ERO Portal account is required to access the GMD reporting application

https://eroportal.nerc.net/
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Section 1600 Reporting Confirmation
My Entity Page

Brief description about 

reporting confirmation and 

associated process for 

annual confirmation for each 

application and region
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• The Section 1600 Reporting Confirmation view is only available 
to the Entity Administrator

• Process
 Annual confirmation required by January 15

o Description of reporting criteria provided for each application

o Confirmation requested for each region in which the registered entity 
has a reporting obligation

o Entity Administrators will be sent reminder e-mails for the next year’s 
annual confirmation, at the beginning of December

o If Reporting Confirmation is not completed by Jan. 15, reminder will be 
sent on Feb. 1

• All registered entities with TO and/or GO scope will be required 
to complete the 2020 Section 1600 Reporting Confirmation for 
GMD – by close of business on November 15, 2020

Section 1600 Reporting Confirmation
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My Entity Menu
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Section 1600 Reporting Confirmation
Incomplete
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Section 1600 Reporting Confirmation
Complete
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Updated Access Request Process

Entity 
Administrator 

reviewed access 
request?

System sends 
response to ERO 

Portal user

Yes
Access Request 

complete

Request 
pending for three 

business days?

System sends 
reminder email to 

Entity Administrator

System sends 
reminder email to 

Entity Administrator, 
Primary Compliance 
Contact, and NERC

NERC contacts 
Primary Compliance 
Contact to address 

pending access 
request

Yes

No

No

Access Request 
complete

User has 
ERO Portal 
Account?

User Requests 
Access to 

application

Access Request 
sent to Entity 
Administrator

User Creates 
ERO Portal 

Account

Yes

No
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• A user with an ERO Portal account must request permission to 
access the GMD Reporting application
 This request is for registered entities who have confirmed that they meet 

the reporting requirements for GMD

• Process:
 User logs into the ERO Portal

 User selects “My Applications” > “Request Application Access”

 User selects “Create New Application Access Request”

 User indicates the NCR ID of the entity

 User selects the permissions level:  

o For submitting data:  GMD User

o For read-only access: GMD Read-Only

 The request will be sent to the Entity Administrator of the registered entity

o NERC will not grant a user access to a registered entity‘s data, only the Entity 
Administrator may do so

ERO Portal:
Requesting Access to GMD Reporting
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• Separate menus for requesting access to Resources and 
Applications
 Resources – Request access to distribution lists

 Applications (New) – Request access to an ERO Portal application as a user 
for a specific entity

• New “Research” menu
 Will be available to GMD application users (October 2020)  and ERO Portal 

users not associated with a registered entity (mid-2021) to access data 
download functions of GMD

Revised ERO Portal Menu
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• Displays list of all roles for the user, ability to filter by role type, and menu 
item to create/check the status of application access requests

• Hyperlink to access request form at the top

My Applications Screen
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Ability to Filter by Role Type
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Ability for User to Remove Access to 
Application

Selecting “Delete” will remove 

application access

Selecting “Cancel” will not 

cancel the action and will not 

remove application access
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Request Application Access
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• User selects Entity using search capability

• User selects Application Role

• User may add a comment

Detail – Entity and Role Request
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Detail – Entity Search and Completed 
Access Request Form
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• Includes option to Create a New Application Access Request and 
Request Application Access from the menu on this screen

Application Access Request Status 
Screen
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ERO Portal E-mails to Users:
Access Request and Approval 

Receipt of Access Request

Approval e-mail
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• There are three types of data to be reported : 

 GMD monitoring equipment (GIC Monitor, Magnetometer)

 GIC measurement data for designated GMD events

 Geomagnetic field measurement data for designated GMD 
events

• Data Reporting Instruction (DRI) chapters describe data 
fields (format, units, narrative description, etc.) and 
provide example data  

Types of Data
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• Event information will be displayed in the data collection 
application and will be posted on the NERC website on the GMD 
page 

• Templates for device and data uploads will be available on the 
GMD page on nerc.com and on the individual pages in the portal

• Training information will be available on the GMD Training page
on nerc.com

• GMD@nerc.net has been created to allow all GMD questions to 
be routed to the proper NERC staff

Reporting Resources

https://www.nerc.com/pa/RAPA/GMD/Pages/GMDHome.aspx
https://www.nerc.com/pa/RAPA/GMD/Pages/GMDHome.aspx
https://www.nerc.com/pa/RAPA/GMD/Pages/GMD-Training.aspx
mailto:GMD@nerc.net
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The GMD Reporting Process

Overview – GMD Reporting Process

Device Management Event Management Data Reporting Data Download

P
h

as
e

Set up Devices (GIC 
Monitors and or 
Magnetometers)

Get 
Information 
about Event 
Collection 

Period

Prepare and Submit Event Data

Provide Missing Data Reports

Check Submission Status

Export Event Data

Manual Entry 
OR

Prepare Import Templates for 
GIC Monitors and or 

Magnetometers

System assigns 
Device ID to 

each GiC 
Monitor and 

Magnetometer

Passed 
Validation?

User makes 
corrections 

and 
resubmits

User may 
view, edit, or 
export device 
information

NERC initiates e-
mail notification 

of event collection 
period 

information

Yes

No

Device set up 
for reporting 

complete

User reviews event information and 
prepares CSV file(s) for import

Data gaps 
>10 

minutes?

User selects event and imports data 
to GMD reporting application

User prepares and 
submits Missing 

Data Report

Event data 
reporting 
complete

Yes

No

User checks Submission 
Status report for event

Event 
submission 
complete?

Yes

No

User retrieves 
event information 

from NERC 
website or the 
GMD reporting 

application

OR

User specifies the search 
criteria for an event to 

download 

System presents list of 
devices with data that 
meet criteria specified 

for the event

User selects devices to 
download

System prepares files 
and downloads file 
 package  to user s 

computer

Event data 
download 
complete



RELIABILITY | RESILIENCE | SECURITY36

Start GMD Application from 
GMD Page on NERC.com

https://www.nerc.com/pa/RAPA/GMD/Pages/GMDHome.aspx

https://www.nerc.com/pa/RAPA/GMD/Pages/GMDHome.aspx
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Start GMD Application from 
ERO Portal Home Page
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GMD Home Page

NCR22222 Test Company 2                                                     GMD Read-Only

NCR44444 Test Company 4                                                     GMD Submitter

NCR33333 Test Company 3                                                     GMD Read-Only

NCR55555 Test Company 5                                                     GMD Submitter
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Device Management

Overview – GMD Reporting 
Process

Device Management

Ph
as

e

Set up Devices (GIC 
Monitors and or 
Magnetometers)

Manual Entry 
OR

Prepare Import Templates for 
GIC Monitors and or 

Magnetometers

System assigns 
Device ID to 

each GiC 
Monitor and 

Magnetometer

Passed 
Validation?

User makes 
corrections 

and 
resubmits

User may 
view, edit, or 
export device 
information

Yes

No

Device set up 
for reporting 

complete

• GIC Monitor and Magnetometers are set up 
in the GMD system through manual entry or 
bulk import 
 After device information passes validation, the 

GMD system will assign a Device ID to the device

 The Device ID will be used for reporting event data 
and Missing Data Reports

• GIC Monitor and Magnetometer information 
may be updated at any time
 Changes to location or ownership of a device must 

be done by contacting NERC

• Device information may be exported
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GIC Device Information

1

2

3 4

5

6
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Magnetometer Device Information

1

3 4

5

2

6
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1. A list of devices is displayed for which the user has permission 
to access

2. For each device, there are options to view details and edit (for 
users with submit permission)

3. The Summary Device List view is the default; the Device Detail 
view is also available

4. The Create Device button is used to manually enter a device 
(for users with submit permission)

5. The Import option allows for bulk import of multiple devices 
using the device templates

6. The Export button allows the user to export the Summary 
Device List or Device Detail List

Device Information Details
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• Two ways to upload Device Information

 Manual Entry
o Helpful when an user is entering or updating one to two devices

o Real-time validations provided

 Bulk Device Import
o Helpful when an user is adding or updating multiple devices

o Real-time validations provided

Uploading Device Information
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Device - Manual Entry
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Device - Manual Entry

• Manually Creating a New Device 

• The user must submit all fields marked with a red asterisk(*)

• The GIC Monitor/Magnetometer will be assigned a Device ID after the 
required information is submitted

• Manually Editing a Device  

 The user must update the device configuration data

 The user must update the Status Effective Date

• Manually Deactivating a Device

 The user must change the Device Status from AV to IV

 The user must update the Status Effective Date
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Device - Bulk Import
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Device – Bulk Import

• Creating a New Device using Bulk Import
• The user can import GIC Monitor/Magnetometer device information for 

one or more GIC Monitor/Magnetometer devices. The template can also 
include multiple entities.

• The Device ID and Status Effective Date must remain blank. The device will 
be assigned a Device ID after the required information is submitted.

• The Device Status of “ID” must be entered on the template.  

• Editing a Device using Bulk Import
 The user must update the desired device information

 The Device Status of “AV” must be entered on the template. 

 The user must update the Status Effective Date

• Deactivating a Device using Bulk Import
 The user must change the Device Status from “AV” to “IV” on the template

 The user must update the Status Effective Date
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Device - Bulk Import Details

1

2

3

4
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Device – Bulk Import Details

1. After submitting GIC Monitor/Magnetometer device(s) 
through bulk import, the user will be able to view the bulk 
import details

2. Button Options are available to the user to view devices or re-
import devices due to invalid submissions

3. Validation Errors Descriptions are displayed at the bottom of 
the Bulk Import Details Page, along with a file containing the 
errors

4. All valid devices will be written to the system, while invalid 
devices will not be written to the system
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Event Management

• Device information is posted on NERC’s GMD 
page and is available under the “GMD 
Events” menu in the GMD application

• Any new events will be added to the existing 
list once the event has been announced

• NERC will send an e-mail to GMD users to 
notify them that the collection period for a 
GMD event of Kp-7 or greater has been 
established

Overview – GMD 
Reporting Process

Event Management

Ph
as

e

Get 
Information 
about Event 
Collection 

Period

NERC initiates e-
mail notification 

of event collection 
period 

information

User retrieves 
event information 

from NERC 
website or the 
GMD reporting 

application

OR
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A GMD Event is 
predicted

A GMD Alert is Issued

• Space Weather 
monitors issue 
prediction (e.g., 
NOAA SWPC)

• Predictions issued 1-3 
days prior to GMD 
event 

• Warnings issued ~30 
minutes prior to 
onset

• Space Weather monitors 
issue Alert (e.g., NOAA SWPC 
Alert message)

• Will indicate onset of GMD 
above threshold (e.g., KP-7) 

NERC GMD 
Data 

Collection 
Event is 

Announced

Return to 
normal 
(quiet)

• Dashboards 
(e.g., NOAA 
SWPC website) 
provide 
continuous 
information that 
will indicate 
when normal 
conditions have 
returned

NOAA SWPCC

• NERC 
Announces 
Start and End 
Date/Times 
for GMD Data 
Collection 
Period

GMD Event Timeline

GMD Event Timeline

NOAA SWPC
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GMD Events

Overview – GMD 
Reporting Process

Event Management

Ph
as

e

Get 
Information 
about Event 
Collection 

Period

NERC initiates e-
mail notification 

of event collection 
period 

information

User retrieves 
event information 

from NERC 
website or the 
GMD reporting 

application

OR
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Data Reporting

• Prepare and submit event data for each 
device (GIC Monitors & Magnetometers)

• Prepare and submit Missing Data Reports

• Check Submission Status of data reporting 
for each device

Overview – GMD Reporting Process

Data Reporting

Ph
as

e

Prepare and Submit Event Data

Provide Missing Data Reports

Check Submission Status

User reviews event information and 
prepares CSV file(s) for import

Data gaps 
>10 

minutes?

User selects event and imports data 
to GMD reporting application

User prepares and 
submits Missing 

Data Report

Event data 
reporting 
complete

Yes

No

User checks Submission 
Status report for event

Event 
submission 
complete?

Yes

No
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Data – Bulk Import
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Data – Bulk Import

• The user must select the GMD Event for which data will be 
uploaded 

• The user must upload GIC Monitor/Magnetometer event data 
that is within the bounds of the start and end times of the 
selected GMD Event

• The template may contain event data for multiple devices 
and/or multiple entities, but only for the selected event

• The GIC Monitor/Magnetometer data template must be 
submitted as a comma-separated value (CSV) file and the 
SampleDateTime field must be submitted as YYYY-MM-DD 
HH:MM:SS format

• All rows of event data must be valid to complete a successful 
submission
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Data – Successful Import
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Data – Failed Import



RELIABILITY | RESILIENCE | SECURITY61

Data – Import Details

• After importing event data, the user will be able to view the GIC 
Monitor/Magnetometer data submissions details

• Button options are available in the data submissions details, 
which allow the user to download their data submission file, 
export successful and/or failed data records and re-import 
corrected event data from a failed submission
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Missing Data Reports

• Gaps of data of more than 10 minutes from one or more devices 
for all or portions of a GMD Event are required to be reported 
on a Missing Data Report for the event

 Examples that may lead to missing data include data measuring device or 
data recording system malfunction

• Missing Data Reports may be entered manually or through a 
bulk import
 The Missing Data Report template is available on the GMD page

• The user has the ability to deactivate a Missing Data Report for a 
device if event data later becomes available
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Missing Data Reports – Manual Entry
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Missing Data Reports - Manual Entry

• A user can manually create a GIC Monitor/Magnetometer 
Missing Data Report for an event, for the selected registered 
entity  

• The user must submit all fields marked with a red asterisk(*) to 
create a Missing Data Report
 If the user selects “5. Other” for the Missing Data Reason, a text 

description is required in the Narrative field

• To manually create a GIC Monitor/Magnetometer Missing Data 
Report for a different entity, choose an entity from the selection 
box located in the top right-hand corner of the page
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Missing Data Reports – Bulk Import
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Missing Data Reports – Bulk Import

• The user may include missing data for multiple devices (GIC 
Monitors & Magnetometers) and events within the same 
template

• The user is required to complete all fields on the template
 The list of reason codes is provided in the GMD Data Reporting Instructions 

available on the GMD page of NERC.com

 When the Reason Code “5” is used, a text description is required in the 
Data Narrative cell

o A validation error will occur if the Data Narrative field is left blank with a Reason 
code of “5”

• Missing Data Reports may be submitted as a comma-separated 
value (CSV) or Excel (xlxs, xls) 
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Missing Data Reports – Bulk Import 
Details

1

2

3

4
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Device – Missing Data Report Bulk 
Import Details

1. After submitting Missing Data Reports through bulk import, 
the user will be able to view the bulk import details

2. Button Options are available to the user to view devices or re-
import devices due to invalid submissions

3. Validation Error Descriptions are displayed at the bottom of 
the Bulk Import Details Page, along with a file containing the 
errors

4. All valid Missing Data Reports will be written to the system, 
while invalid devices will not be written to the system



RELIABILITY | RESILIENCE | SECURITY69

Submission Status Report

1 1a-c 22a

3 4
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Submission Status Report

• The Submission Status Report displays the reporting status for 
all devices to which the user has access

1. The user must select the timeframe for the Submission Status 
Report:
a. Event ID – choose from a list of events

b. Calendar Year – choose the year to see data reported for events in a 
calendar year (Jan-Dec) 

c. Reporting Year - choose the time period to see data reported for events 
during a reporting year (April 1 [Yr 1] – March 31 [Yr 2]) 

2. The user may specify devices using the “Add Device” button
a. If no devices are specified, all devices that are required to report for the 

selected time period will be displayed

3. When the Start/End Dates/Times are blank next to a device ID in 
the report, no event data has been reported for the device

4. Submission is incomplete if data is not reported for the entire 
collection period of the event
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Data Search & Download

• Export event data
 Specify criteria such as location parameters and  

device IDs

 For GMD reporters: ability to specify by NCR ID

• Data package includes:
 Compressed event data fields by device ID 

 List of devices included in the data package

 Missing data reports for devices in the data package

Overview – GMD 
Reporting Process

Data Download

Ph
as

e

Export Event Data

User specifies the search 
criteria for an event to 

download 

System presents list of 
devices with data that 
meet criteria specified 

for the event

User selects devices to 
download

System prepares files 
and downloads file 
 package  to user s 

computer

Event data 
download 
complete
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Complete Device List

1
2
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• The Complete Device List displays all GIC Monitors and 
Magnetometers within the GMD Portal
1. The user can toggle back and forth between the GIC Monitors and 

Magnetometers

a. The Device Lists contain limited characteristics

2. The user has the ability to export all GIC Monitors and/or 
Magnetometers from each view

Complete Device List
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Data Search

1

2

3 4a

4b

5

4a

4b
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Data Search

1. The user must specify an event for the data download

2. The user may enter a location range using the latitude and 
longitude filters

3. The user may specify device type (GIC Monitor and/or 
Magnetometer)

4. The user may enter specific Device IDs
a. The user may specify GIC Monitors and/or Magnetometers

b. If the user specifies any Device IDs, they will be added to the “Selected 
Devices” list

o If no Device IDs are selected, all devices that meet any other specified criteria 
will be included in the data download package

5. Available to GMD entity users: Ability to download by NCR ID 
for which the user has permission to access the data
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Data Download

4 1 2 3

5
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• Once the search is implemented, all results will be displayed 
below the search criteria:

1. The number of records for each device that meets the 
specified criteria 

2. The start/end date/time for each device included 

3. Whether a Missing Data Report is included for each device

4. The results allow the user to check the box of any/all device 
data files to download

5. When the user clicks “Download Selected Files,” the download 
for all of the selected data packages begins

Data Download
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Data Packages

1

2a
3a

3b
2b
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• The system will provide the user with a zip file with the 
following information:

1. All event device data files associated with all selected GIC 
Monitors and Magnetometers

2. Any GIC Monitor and Magnetometer Missing Data Reports 
associated with the selected device data files

3. Device characteristic lists of GIC Monitors and Magnetometers 
that were selected

Data Packages
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