Standard PRC-004-5 — Protection System Misoperation Identification and Correction

Standard Development Timeline

This section is maintained by the drafting team during the development of the standard and will
be removed when the standard becomes effective.

Project Development Background

The undervoltage load shedding (UVLS) standard drafting team (SDT) was tasked.wi
addressing Misoperation of UVLS equipment during the development of version one of PRC-010
and version three of PRC-004-3 in Project 2010-05.1 (i.e., Mlsoperatlon)&lils pr ect has been

named phase 2 of Project 2008-02 (i.e., UVLS) for clarity purposes.’Eac e two
projects outlined work necessary to address Misoperation of UVLS LS equip |s work was
deferred, at the time, because both PRC-010-1 and PRC-004-3 contalne ependencies with
other projects requiring their completion. This phase two is a continu f the work
performed under the Standards Authorization Request (S ject 2008-02.

The revisions proposed in Reliability Standard P Qhe’following objectives:

e Address the UVLS Misoperation the a| due to the retirement of PRC-022-1
(Undervoltage Load Shedding Program orma during the development of PRC-
010-1 (Undervoltage Load Sheddin

e Ensure UVLS equipment (i.e., operation or non-operation) within the UVLS Program is
assessed and mitigated ﬁ

\ 4
Basis for Revisi

Originally, Misoper(&VLS equipment was planned to be appended to a future version of
PRC-004 (Protectlon System Misgperation Identification and Correction). The SDT is proposing a

two-prong appr re‘)g both PRC-004 and PRC-010 to address the concern of
identifying Misoper of UVLS equipment in PRC-022-1.

Fir@T proposesan addition to the Applicability section of PRC-004 to include UVLS that
is intended to triNe or more Bulk Electric System (BES) Elements. This is consistent with
previousicommunication to industry about addressing Misoperation of UVLS equipment.!
Entities wilhbé required to address UVLS that trips a BES Element similarly to other Protection
Systems in PRC-004. While the revision to PRC-004 consistent with the communicated
approach, the SDT determined that the proposed revision fails to address the performance
(operation or non-operations) of UVLS Program equipment not covered by the strict processes
of PRC-004.

! Refer to Implementation Plan for PRC-010-1 (http://www.nerc.com/pa/stand/Pages/PRC0101RI.aspx) and PRC-
010-1 (http://www.nerc.com/pa/Stand/Pages/ReliabilityStandards.aspx), Introduction in the Guidelines and
Technical Basis, last paragraph.
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Second, the SDT is proposing clarifying revisions in PRC-010-2, Requirements R4 and R5 to
address UVLS Program equipment performance. These revisions are not requiring UVLS entities
to address UVLS protective relays not covered by the strict processes of PRC-004; however,
PRC-010-2 is requiring UVLS entities to address the deficiencies (e.g., Misoperations) identified
in the assessment performed by Planning Coordinator or Transmission Planner in Requirement
R4. Deficiencies include the performance (operation or non-operation) issues of UVLS Program
equipment. These deficiencies, if any, are addressed by the UVLS entities through a Corrective
Action Plan (CAP) developed in Requirement R5 and executed by the UVLS entities in
Requirement R2 of PRC-010.

The term “Misoperation” as defined by the Glossary of Terms Used in NERC Reliabili
Standards is not used within the Requirements of PRC-010; however, the term isdised in‘the
Guidelines and Technical Basis section of the standard to provnde‘Iarl’c&w & P o%ram
equipment deficiencies include Misoperations that are to be corrected VLS:entities. The
PRC-010-2 Reliability Standard mandates that UVLS entities,are to correct e\de iciencies

U
identified by the Planning Coordinator or Transmission Plann uchias h@operation of UVLS
equipment. Deficiencies are identified through either the o assessment or an assessment

performed following an event and included in a CAP to th UV Se he structure used by
the SDT allows the Planning Coordinator and Tr ion‘Planner to assess UVLS equipment
for Misoperation under PRC-010 rather than the , Transmission Owner, and

Distribution Provider applicable to the strlc ce ses C 004

The two-pronged approach ensures that any UVL Pr am equipment containing a deficiency
is identified and corrected under PRC-010 and UVLS that trips a BES Element under is corrected
under PRC-004 to address the requw in the retired PRC-022-1.

Description of Current D X

The UVLSSDT is posti raft 1 of -004-5 — Protection System Misoperation Identification
and Correction for g%initial formal comment period and concurrent/parallel initial ballot
in the last ten days of the ¢ t period. The draft contains revisions to the Applicability
section to addresssVLS equip

Completed Actions

:RC Board ofiTrustees (“Board”) adopted PRC-004-4 and PRC-010- | November 13, 2014
landyretired PRC-022-1

Anticipated Actions

45-day formal comment period with ballot February 2015
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10-day final ballot April 2015

Board adoption May 2015
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New or Modified Term(s) Used in NERC Reliability Standards

This section includes all new or modified terms used in the proposed standard that will be
included in the Glossary of Terms Used in NERC Reliability Standards upon applicable regulatory
approval. Terms used in the proposed standard that are already defined and are not being
modified can be found in the Glossary of Terms Used in NERC Reliability Standards. The new or
revised terms listed below will be presented for approval with the proposed standard. Upon
Board adoption, this section will be removed.

Term(s):
~\
\ A) \
\\)
Fo%
\?

L

&

N
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A. Introduction
1. Title: Protection System Misoperation Identification and Correction
Number: PRC-004-5

3. Purpose: Identify and correct the causes of Misoperations of Protection Systems for
Bulk Electric System (BES) Elements.

4.  Applicability:
4.1. Functional Entities:

4.1.1 Transmission Owner

4.1.2  Generator Owner ( \c

4.1.3 Distribution Provider

4.2. Facilities:
4.2.1 Protection Systems for BES Element wmg exclusions:
4.2.1.1 Non-protective fu |on ha mbe ded within a Protection
System.
4.2.1.2 Protective func mten operate as a control function

during SW|tch|ng
4.2.1.3 Special Pr&:n Systems (SPS).
4.2.1.4 [Reme Schemes (RAS).
4215 n Systems of individual dispersed power producing
ntified under Inclusion 14 of the BES definition where

x the peratlons affected an aggregate nameplate rating of less
( than or equal to 75 MVA of BES Facilities.

4.2.2 _Underfrequency load shedding (UFLS) that is intended to trip one or more
K ments
&.3 ndervoltage load shedding (UVLS) that is intended to trip one or more

o BES Elements.
Effective &te See Project 2008-02.2 Implementation Plan.

N

2 For additional information and examples, see the “Non-Protective Functions” and “Control Functions” sections in
the Application Guidelines.
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B. Requirements and Measures

R1.

M1.

Each Transmission Owner, Generator Owner, and Distribution Provider that owns a
BES interrupting device that operated under the circumstances in Parts 1.1 through 1.3
shall, within 120 calendar days of the BES interrupting device operation, identify
whether its Protection System component(s) caused a Misoperation: [Violation Risk
Factor: Medium][Time Horizon: Operations Assessment, Operations Planning]

1.1 The BES interrupting device operation was caused by a Protection System or by
manual intervention in response to a Protection System failure to operate; and

1.2 The BES interrupting device owner owns all or part of the Composite Protection

System; and

1.3 The BES interrupting device owner identified that its Prot tlon S
component(s) caused the BES interrupting device(§pop |on caused by
manual intervention in response to its Protection Systan fa perate

Each Transmission Owner, Generator Owner, and Dlstrlbutlon Provider shall have
dated evidence that demonstrates it identified the Misoperation.of its Protection System
component(s), if any, that meet the circumstancemReq nt R1, Parts 1.1, 1.2,
and 1.3 within the allotted time period. Acceptab dencefor Requirement R1,
including Parts 1.1, 1.2, and 1.3 may include, limited to the following dated
documentation (electronic or hard form orts, databases, spreadsheets,
emails, facsimiles, lists, logs, records, Iarati analyses of sequence of events,
relay targets, Disturbance Monitoring Equm nt (DME) records, test results, or

transmittals. \

g/

A

4 %
~©

N
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R2. Each Transmission Owner, Generator Owner, and Distribution Provider that owns a
BES interrupting device that operated shall, within 120 calendar days of the BES
interrupting device operation, provide notification as described in Parts 2.1 and 2.2.
[Violation Risk Factor: Medium][Time Horizon: Operations Assessment, Operations
Planning]

2.1 For a BES interrupting device operation by a Composite Protection System or by
manual intervention in response to a Protection System failure to operate,
notification of the operation shall be provided to the other owner(s) that share
Misoperation identification responsibility for the Composite Protection System

under the following circumstances:

2.1.1 The BES interrupting device owner shares the Composite Protection
System ownership with any other owner; and

3
2.1.2 The BES interrupting device owner has dete‘r 'n&watwlsoperation
n

occurred or cannot rule out a Misoperation; ar

2.1.3 The BES interrupting device owner has determined that its Protection
System component(s) did not cause thesBESinterrupting device(s)
operation or cannot determine whet%Pro on System components

caused the BES interruptixdev' ( eration.
2.2 For a BES interrupting deviceyoperatio Protection System component
intended to operate as backup protection condition on another entity’s BES

Element, notification of the operationishall be provided to the other Protection
System owner(s) for which that backup protection was provided.

M2. Each Transmission @Qwner r Owner, and Distribution Provider shall have
dated evidence that rates notification to the other owner(s), within the allotted
time period for either in;t 2, Part 2.1, including subparts 2.1.1, 2.1.2, and
2.1.3 and Requirement art2.2. Acceptable evidence for Requirement R2,
including art%and 2.2 may include, but is not limited to the following dated
documenta eleetronic or hardcopy format): emails, facsimiles, or transmittals.

R3. Each Tramsmissien Owner, Generator Owner, and Distribution Provider that receives
notificationpursuant to Requirement R2 shall, within the later of 60 calendar days of
no#atio @ 20 calendar days of the BES interrupting device(s) operation, identify

ﬁe er its Protection System component(s) caused a Misoperation. [Violation Risk
Factor: M‘('adium] [Time Horizon: Operations Assessment, Operations Planning]

M3.%Each, Transmission Owner, Generator Owner, and Distribution Provider shall have
ted evidence that demonstrates it identified whether its Protection System
component(s) caused a Misoperation within the allotted time period. Acceptable
evidence for Requirement R3 may include, but is not limited to the following dated
documentation (electronic or hardcopy format): reports, databases, spreadsheets,
emails, facsimiles, lists, logs, records, declarations, analyses of sequence of events,
relay targets, DME records, test results, or transmittals.
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R4. Each Transmission Owner, Generator Owner, and Distribution Provider that has not
determined the cause(s) of a Misoperation, for a Misoperation identified in accordance
with Requirement R1 or R3, shall perform investigative action(s) to determine the
cause(s) of the Misoperation at least once every two full calendar quarters after the
Misoperation was first identified, until one of the following completes the
investigation: [Violation Risk Factor: Medium] [Time Horizon: Operations
Assessment, Operations Planning]

The identification of the cause(s) of the Misoperation; or
A declaration that no cause was identified.

M4. Each Transmission Owner, Generator Owner, and Distribution Providler $hall‘have
dated evidence that demonstrates it performed at least one investigative action

according to Requirement R4 every two full calendar qu‘tersﬂ acalises identified
ma&1

or a declaration is made. Acceptable evidence for Requirement

include, but is

not limited to the following dated documentation (electronic orhardcopy format):

reports, databases, spreadsheets, emails, facsimiles, li
analyses of sequence of events, relay targets, DME rec

R5. Each Transmission Owner, Generator Owner, and.Distribu

logs, recgrds, declarations,
s, test results, or transmittals.

Provider that owns the

folation Risk Factor: Medium]

Protection System component(s) that c&ed ereﬁion shall, within 60 calendar
operation
g-T

days of first identifying a cause of the
[Time Horizon: Operations Plannin n

lanning]

Develop a Corrective Action,Plan (CARP)for the identified Protection System
component(s), and an evaluation of the CAP’s applicability to the entity’s other

Protection Systems iWn ther locations; or

Explain in a de tion why corrective actions are beyond the entity’s control or
would not impr ESueliability, and that no further corrective actions will be
take

MS5. Each Transmi Owner, Generator Owner, and Distribution Provider shall have
dated evidenceythat demenstrates it developed a CAP and an evaluation of the CAP’s

(.EV.

ith
alu

applicaez:lit 0 other Protection Systems and locations, or a declaration in accordance
ui

t R5. Acceptable evidence for Requirement R5 may include, but is not

rr{i tot wing dated documentation (electronic or hardcopy format): CAP and

tion, or declaration.

R6y. Each Transmission Owner, Generator Owner, and Distribution Provider shall

p

Ilement each CAP developed in Requirement R5, and update each CAP if actions or

Y o

timetables change, until completed. [Violation Risk Factor: Medium][Time Horizon:
Operations Planning, Long-Term Planning]

(SDT working draft for February 3, 2015 webinar)
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M6. Each Transmission Owner, Generator Owner, and Distribution Provider shall have
dated evidence that demonstrates it implemented each CAP, including updating actions
or timetables. Acceptable evidence for Requirement R6 may include, but is not limited
to the following dated documentation (electronic or hardcopy format): records that
document the implementation of each CAP and the completion of actions for each CAP
including revision history of each CAP. Evidence may also include work management
program records, work orders, and maintenance records.

C. Compliance

1.  Compliance Monitoring Process -

1.1. Compliance Enforcement Authority g‘ > '
As defined in the NERC Rules of Procedure, “Comp?a %‘or ent Authority”
(CEA) means NERC or the Regional Entity ingtheir respective teles of monitoring
and enforcing compliance with the NERC Reliabili Standarc&.

1.2. Evidence Retention e
The following evidence retention periodsidentify the period of time an entity is
required to retain specific evidence'to,demonst empliance. For instances where
the evidence retention period specified,b is shorter than the time since the last
audit, the CEA may ask an entity rovid r evidence to show that it was

compliant for the full time period sinceithe last audit.

The Transmission Owner, Generator Owner, and Distribution Provider shall keep
data or evidenceto sho nce as identified below unless directed by its CEA
to retain specific evidence foria longer period of time as part of an investigation.

The Transm n Ner]Generator Owner, and Distribution Provider shall
retai idence equirements R1, R2, R3, and R4, Measures M1, M2, M3,
r a minimum of 12 calendar months following the completion of

ea Requirwnt.

§ The Transmission Owner, Generator Owner, and Distribution Provider shall
r vidence of Requirement R5, Measure M5, including any supporting
a

per Requirements R1, R2, R3, and R4, for a minimum of 12 calendar

o « months following completion of each CAP, completion of each evaluation,

A

and completion of each declaration.

The Transmission Owner, Generator Owner, and Distribution Provider shall
retain evidence of Requirement R6, Measure M6 for a minimum of 12
calendar months following completion of each CAP.

If a Transmission Owner, Generator Owner, or Distribution Provider is found non-
compliant, it shall keep information related to the non-compliance until mitigation
is complete and approved, or for the time specified above, whichever is longer.

The CEA shall keep the last audit records and all requested and submitted
subsequent audit records.

(SDT working draft for February 3, 2015 webinar)
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1.3. Compliance Monitoring and Assessment Processes
Compliance Audit
Self-Certification
Spot Checking
Compliance Investigation
Self-Reporting

Complaint \
1.4. Additional Compliance Information
None. ® \Q

N
I
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D. Table of Compliance Elements

Time
Horizon

Lower VSL

R1 | Operations Medium | The responsible entity
Assessment, identified whether its
Operations Protection System
Planning component(s) caused a

Misoperation in
accordance with
Requirement R1, but
in more than 120
calendar days and less
than or equal to 150
calendar days of the
BES interrupting
device operation.

Violation Severity Levels

Moderate VSL

identified whether its
Protection System

ES interrupting
ice operation.

The responsible entity 4| Th

High VSL

"' CO
m. ation in

seordance with
Requirement R1, but
in more than 165
calendar days and less
than or equal to 180
calendar days of the
BES interrupting
device operation.

Severe VSL

The responsible entity
identified whether its
Protection System
component(s) caused a
Misoperation in
accordance with
Requirement R1, but
in more than 180
calendar days of the
BES interrupting
device operation.

OR

The responsible entity
failed to identify
whether its Protection
System component(s)
caused a Misoperation
in accordance with
Requirement R1.

(*&
N
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Time
Horizon

Operations Medium
Assessment,
Operations

Planning

Lower VSL

The responsible entity
notified the other
owner(s) of the
Protection System
component(s) in
accordance with
Requirement R2, but
in more than 120
calendar days and less
than or equal to 150
calendar days of the
BES interrupting
device operation.

Violation Severity Levels

Moderate VSL

The responsible entity
notified the other
owner(s) of the
Protection System
component(s) in
accordance with

High VSL

nent(s) in
ce with
irement R2, but

CCOr

calendar days and less
than or equal to 180
calendar days of the
BES interrupting
device operation.

Severe VSL

The responsible entity
notified the other
owner(s) of the
Protection System
component(s) in
accordance with
Requirement R2, but
in more than 180
calendar days of the
BES interrupting
device operation.

OR

The responsible entity
failed to notify one or
more of the other
owner(s) of the
Protection System
component(s) in
accordance with
Requirement R2.

(*&

Y
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Time
Horizon

Operations Medium
Assessment,
Operations

Planning

Lower VSL

The responsible entity
identified whether or
not its Protection
System component(s)
caused a Misoperation
in accordance with
Requirement R3, but
was less than or equal
to 30 calendar days
late.

Violation Severity Levels

Moderate VSL

The responsible entity
identified whether or
not its Protection

System component(s)
caused a Misope ation

High VSL

3 Misoperation
ccordance with
irement R3, but
Was greater than 45
calendar days and less
than or equal to 60
calendar days late.

Severe VSL

The responsible entity
identified whether or
not its Protection
System component(s)
caused a Misoperation
in accordance with
Requirement R3, but
was greater than 60
calendar days late.

OR

The responsible entity
failed to identify
whether or not a
Misoperation of its
Protection System
component(s) occurred
in accordance with
Requirement R3.

&

Y
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Time
Horizon

Lower VSL

Violation Severity Levels

Moderate VSL High VSL

Severe VSL

R4 | Operations Medium
Assessment,
Operations

Planning

The responsible entity
performed at least one
investigative action in
accordance with
Requirement R4, but
was less than or equal
to one calendar quarter
late.

The responsible entity

performed at least one | perf da @l one
investigative action in “} investigative action in
accordance with QRL ith
Requirement R4,"qut g¥iRequirement R4, but
was greater than one greater than two
calendar quarterand, endar quarters and
less than or.equal sS than or equal to

two ndar:quarters

N

three calendar quarters
late.

The responsible entity
performed at least one
investigative action in
accordance with
Requirement R4, but
was more than three
calendar quarters late.

OR

The responsible entity
failed to perform
investigative action(s)
in accordance with
Requirement R4.

(SDT working draft for February 3, 2015 webinar)
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Time
Horizon

Lower VSL

Violation Severity Levels

Moderate VSL

Severe VSL

R5 | Operations
Planning,
Long-Term
Planning

Medium

The responsible entity
developed a CAP, or
explained in a
declaration in
accordance with
Requirement R5, but
in more than 60
calendar days and less
than or equal to 70
calendar days of first
identifying a cause of
the Misoperation.

OR

(See next p;

X

The responsible entity
developed a CAP, or
explained in a
declaration in
accordance with
Requirement R5, b

in more than 70‘

calendar

next page)

High VSL

The respansible,en

developed @

uMent R5, but
re than 80
ndar days and less
than or equal to 90
calendar days of first
identifying a cause of
the Misoperation.

OR
(See next page)

The responsible entity
developed a CAP, or
explained in a
declaration in
accordance with
Requirement R5, but
in more than 90
calendar days of first
identifying a cause of
the Misoperation.

OR

The responsible entity
failed to develop a
CAP or explainina
declaration in
accordance with
Requirement R5.

OR
(See next page)

O
\V
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The responsible entity

calendar days and less

Violation Sev
Moderate VSL

The responsible entity
developed an
evaluation in
accordance with
Requirement R5
in more than 70

calendar days andrless

than or equal to 80
0 {
se

cale da

identi
th is

erity Levels

High VSL

The respansib

O

endar days and less
an or equal to 90
calendar days of first
identifying a cause of
the Misoperation.

Severe VSL

The responsible entity
developed an
evaluation in
accordance with
Requirement R5, but
in more than 90
calendar days of first
identifying a cause of
the Misoperation.

OR

The responsible entity
failed to develop an
evaluation in
accordance with
Requirement R5.

Time
Horizon
Lower VSL
R5 | (Continued)
developed an
evaluation in
accordance with
Requirement R5, but
in more than 60
than or equal to 70
calendar days of first
identifying a cause of
the Misoperation.
R6 | Operations Medium
Planning,
Long-Term
Planning

N/A

N/A

The responsible entity
failed to implement a
CAP in accordance
with Requirement RG6.
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E. Regional Variances
None.

F. Interpretations
None.

G. Associated Documents

NERC System Protection and Controls Subcommittee of the NERC Plan
Assessment of Standards: PRC-003-1 — Regional Procedure for Analysi
Transmission and Generation Protection Systems, PRC-004-1& Analysis

Transmission and Generation Protection Misoperations, PRC-Ol\

System Misoperations, May 22, 2009.3

Version History '
Version Action Change
Tracking
0 April 1, 2005 Effective Date New
1 December 1, 20 ed incorrect use of certain 01/20/06
(-) to “en dash” (=) and “em
(—).”

appropriate.
Changed “Timeframe” to “Time Frame”
initem D, 1.2.

2 Modified to address Order No. 693 Revised
Directives contained in paragraph 14609.

u 5, 2010 Adopted by NERC Board of Trustees

la ruary 17, 2011 Added Appendix 1 - Interpretation Project 2009-17
regarding applicability of standard to interpretation
protection of radially connected
transformers

la February 17, 2011 Adopted by NERC Board of Trustees

3

http://www.nerc.com/comm/PC/System%20Protection%20and%20Control%20Subcommittee%20SPCS%20DL/PR
C-003-004-016%20Report.pdf

(SDT working draft for February 3, 2015 webinar)
Project 2008-02.2 Phase 2 UVLS: Misoperations Page 17 of 40



Standard PRC-004-5 — Protection System Misoperation Identification and Correction

la September 26, 2011 | FERC Order issued approving the
interpretation of R1 and R3 (FERC’s
Order is effective as of September 26,
2011)

2a September 26, 2011 | Appended FERC-approved
interpretation of R1 and R3 to version 2

2.1a Errata change: Edited R2 to add “...and | ReviSion under
generator interconnection Facility...”

2.1a February 9, 2012 Errata change adopted by NERC Board
of Trustees

2.1a September 19, 2013 | FERC Order issued approving PRC-
004-2.1a (approval becomeg'effective
November 25, 2013) h

3 August 14, 2014 Adopted by NER Bw‘ Trustees

4 November 13, 2014 Adopteh Board of Trustees

Applicability
revised to clarify
application of
Requirements to

\ ’ BES dispersed

power producing

x resources.
November 13,

2014

(SDT working draft for February 3, 2015 webinar)
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Guidelines and Technical Basis
Introduction

This standard addresses the reliability issues identified in the letter* from Gerry Cauley, NERC
President and CEO, dated January 7, 2011. @

“Nearly all major system failures, excluding perhaps those caused by sewvere
weather, have misoperations of relays or automatic controls as a factoﬁ
contributing to the propagation of the failure. ...Relays can misoperate, eigro
operate when not needed or fail to operate when needed, for a namber of reasons.
First, the device could experience an internal failure — but thiSis rare.

commonly, relays fail to operate correctly due to inchs, improper
coordination (of timing and set points) with other devices, ineffective
maintenance and testing, or failure of communicatiens,channels or power
supplies. Preventable errors can be introduced by field ?so%l and their
supervisors or more programmatically byathe organi |0n.”

The standard also addresses the findings in the 2012 Ri sessment of Reliability
Performance®; July 2011.

“...a number of multiple outage events were in&ted by protection system
Misoperations. These events, which .go beyond their design expectations and
operating procedures,sepres &ej threat to reliability. A deeper review of
the root causes of dependent.and co mode events, which include three or
more automatic outage a high p:&rity for NERC and the industry.”

The State of Reliability 2014° repor ntinued to identify Protection System Misoperations as a
significant contribu omatic transmission outage severity. The report recommended

completion of the de opmen%PRC-OO4-3 as part of the solution to address Protection

System Misoperations.
' 6'
Defi ‘

The Misoperation definition is based on the IEEE/PSRC Working Group 13 “Transmission
Protective Relay System Performance Measuring Methodology’.” Misoperations of a Protection
System include failure to operate, slowness in operating, or operating when not required either
during a Fault or non-Fault condition.

4

http://www.nerc.com/pa/Stand/Project%20201005%20Protection%20System%20Misoperations%20DL/201102091
30708-Cauley%?20letter.pdf

542011 Risk Assessment of Reliability Performance.” NERC. http://www.nerc.com/files/2011_RARPR_FINAL
.pdf. July 2011. Pg. 3.

6 “State of Reliability 2014.” NERC. http://www.nerc.com/pa/Stand/Pages/RelaibilityCoordinationProject
20066.aspx. May 2014. Pg. 18 of 106.

" “Transmission Protective Relay System Performance Measuring Methodology.” Working Group 13 of Power
System Relaying Committee of IEEE Power Engineering Society. 1999.
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For reference, a “Protection System” is defined in the Glossary of Terms Used in NERC
Reliability Standards (“NERC Glossary”) as:

e Protective relays which respond to electrical quantities,
e Communications systems necessary for correct operation of protective functions,
e Voltage and current sensing devices providing inputs to protective relays,

e Station dc supply associated with protective functions (including station batteries, battery
chargers, and non-battery-based dc supply), and

e Control circuitry associated with protective functions through the trip c‘ws the circuit
breakers or other interrupting devices.

A BES interrupting device is a BES Element, typically a circuit breaker off€ircuit switcher that

has the capability to interrupt fault current. Although BES interru&r&{ice chanisms are

not part of a Protection System, the standard uses the operation of a BES interrupting device by a

Protection System to initiate the review for Misoperation.
The following two definitions are being proposed for inclugml e ReGlossary:

Composite Protection System — The total complement of Prote System(s) that function
collectively to protect an Element. Backup protection providedby a different Element’s
Protection System(s) is excluded.

The Composite Protection System definitiomed on rinciple that an Element’s multiple
layers of protection are intended to function collectively. This definition has been introduced in
this standard and incorporated into the prgposed definition of Misoperation to clarify that the
overall performance of an Element’sﬁ plement of protection should be considered while

evaluating an operation.
\ 5

Composite Prot ie*ystem Line Example
on

The Composite Prot ystem of the Alpha-Beta line (Circuit #123) is comprised of current
differential, permissive overreaehing transfer trip (POTT), step distance (classic zone 1, zone 2,
and zone 3), instantaneous-evercurrent, time-overcurrent, out-of-step, and overvoltage
protection. Thexp otﬁsﬂoused at the Alpha and Beta substations, and includes the

assocCi relays, co ications systems, voltage and current sensing devices, DC supplies,
and‘control*eircuitry.
\ 4

Compche Pfotection System — Transformer Example

The Composite Protection System of the Alpha transformer (#2) is comprised of internal
differential, overall differential, instantaneous-overcurrent, and time-overcurrent protection. The
protection is housed at the Alpha substation, and includes the associated relays, voltage and
current sensing devices, DC supplies, and control circuitry.
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Composite Protection System — Generator Example

The Composite Protection System of the Beta generator (#3) is comprised of generator
differential, overall differential, overcurrent, stator ground, reverse power, volts per hertz, loss-
of-field, and undervoltage protection. The protection is housed at the Beta generating plant and at
the Beta substation, and includes the associated relays, voltage and current sensing devices, DC
supplies, and control circuitry.

Composite Protection System — Breaker Failure Example

Breaker failure protection provides backup protection for the breaker, and theref 1$,part of the
breaker’s Composite Protection System. Considering breaker failure protection t& e part of
another Element’s Composite Protection System could lead to an i * sion that a
breaker failure operation automatically satisfies the “Slow Trip” crite crlte a0 operatlon
definition.

e Anexample of a correct operation of the breaker’s Gemposite P otectlon System is when
the breaker failure relaying tripped because the line relaying ated, but the breaker
failed to clear the Fault. The breaker fall rel Wat,d because of a failed trip
coil. The failed trip coil caused a Mlsop 10R.0 s Composite Protection
System.

e Anexample of a correct operation of the breaker’s Composite Protection System is when

the breaker failure relaying trlppe ecause the line relaying operated, but the breaker
failed to clear the Fault. Only ker failure relaying operated because of a failed
breaker mechanism. This w peration because the breaker mechanism is not
part of the breaker’s C St otectlon System.

e Anexample of an “Unnec I’Ip During Fault” is when the breaker failure relaying
tripped at the same time as th I|ne relaying during a Fault. The Misoperation was due to
the breaker faildre timer belng set to zero.

Misoper ilure a Composite Protection System to operate as intended for
ﬁ urpo y of the following is a Misoperation:
Fail

ute to Trlp During Fault — A failure of a Composite Protection System to operate
for a Fault condition for which it is designed. The failure of a Protection System

ponent is not a Misoperation as long as the performance of the Composite Protection
System Is correct.

2. Failure to Trip — Other Than Fault — A failure of a Composite Protection System to
operate for a non-Fault condition for which it is designed, such as a power swing,
undervoltage, overexcitation, or loss of excitation. The failure of a Protection System
component is not a Misoperation as long as the performance of the Composite Protection
System is correct.

(SDT working draft for February 3, 2015 webinar)
Project 2008-02.2 Phase 2 UVLS: Misoperations Page 21 of 40



PRC-004-5 — Application Guideline

3. Slow Trip — During Fault — A Composite Protection System operation that is slower
than required for a Fault condition if the duration of its operating time resulted in the
operation of at least one other Element’s Composite Protection System.

4. Slow Trip — Other Than Fault — A Composite Protection System operation that is slower
than required for a non-Fault condition, such as a power swing, undervoltage,
overexcitation, or loss of excitation, if the duration of its operating time resulted in the
operation of at least one other Element’s Composite Protection System.

5. Unnecessary Trip — During Fault — An unnecessary Composite Protection System
operation for a Fault condition on another Element.

6. Unnecessary Trip — Other Than Fault — An unnecessary Composite PfotectiomSystem
operation for a non-Fault condition. A Composite Protection System ope;ﬁn that is

caused by personnel during on-site maintenance, testing, i@pecw co& tion, or

commissioning activities is not a Misoperation. Q
The Misoperation definition is based on the principle that an‘Element’s total cemplement of
protection is intended to operate dependably and securely. L
e Failure to automatically reclose after a Fault condition is.notineluded as a Misoperation

because reclosing equipment is not included wi
e A breaker failure operation does not, in itself, c

e A remote backup operation resultingm N
in itself, constitute a Misoperation.

i efliﬁi n of Protection System.
tit isoperation.

to Trip” or a “Slow Trip” does not,

Misoperation is the failure of a Composite'RProtection System to operate as intended for

protection purposes. The definition 0 categories which provide further differentiation
of what constitutes a Misoperation. These categories are discussed in greater detail in the
following sections. \ y

Failure to Trip —&ingiFault
)

This category of Miseperation typically results in the Fault condition being cleared by remote
backup Protec jon' S operation.

e la: ure of a transformer's Composite Protection System to operate for a
transformer Fault is a Misoperation.

This proposed definition of Misoperation provides additional clarity over the current version. A
&

Example 1b: A failure of a "primary" transformer relay (or any other component) to
operate for a transformer Fault is not a “Failure to Trip — During Fault” Misoperation as
longas another component of the transformer's Composite Protection System operated.

Example 1c: A lack of target information does not by itself constitute a Misoperation.
When a high-speed pilot system does not target because a high-speed zone element trips
first, it would not in and of itself be a Misoperation.

Example 1d: A failure of an overall differential relay to operate is not a “Failure to Trip
— During Fault” Misoperation as long as another component such as a generator
differential relay operated.
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Example 1e: The Composite Protection System for a bus does not operate during a bus
Fault which results in the operation of all local transformer Protection Systems connected
to that bus and all remote line Protection Systems connected to that bus isolating the
faulted bus from the grid. The operation of the local transformer Protection Systems and
the operation of all remote line Protection Systems correctly provided backup protection.
There is one “Failure to Trip — During Fault” Misoperation of the bus Composite
Protection System.

In analyzing the Protection System for Misoperation, the entity must also consider whether the
“Slow Trip — During Fault” category applies to the operation.
N

Failure to Trip — Other Than Fault

This category of Misoperation may have resulted in operator interention. The
Other Than Fault” conditions cited in the definition are examples only; andhdo
all-inclusive list. o

’ -
\ re to Trip —
not.constitute an

Example 2a: A failure of a generator's Composite Protection Systerm to operate for an
unintentional loss of field condition is a Misoperatim

Example 2b: A failure of an overexcitation relay ( y otper component) is not a
"Failure to Trip — Other Than Fault" Mis%‘era ion.as as the generator's Composite
Protection System operated as intendedisolatin enerator from the BES.

In analyzing the Protection System for Misoperatiofythe entity must also consider whether the
“Slow Trip — Other Than Fault” category,applies to the operation.

h

This category of Misoperation ty Msu‘fts in remote backup Protection System operation
before the Fault is

Slow Trip — During Fault

Example 3a: A Composite Protection System that is slower than required for a Fault
condition is.a Miseperation if the duration of its operating time resulted in the operation
of at least on er ﬂement’s Composite Protection System. The current differential
elemiof a le function relay failed to operate for a line Fault. The same relay's
-overcur lement operated after a time delay. However, an adjacent line also
< operated from a time-overcurrent element. The faulted line's time-overcurrent element
was found to be set to trip too slowly.

&mpfe 3b: A failure of a breaker's Composite Protection System to operate as quickly
as intended to meet the expected critical Fault clearing time for a line Fault in
conjunction with a breaker failure (i.e., stuck breaker) is a Misoperation if it resulted in
an unintended operation of at least one other Element’s Composite Protection System. If
a generating unit’s Composite Protection System operates due to instability caused by the
slow trip of the breaker's Composite Protection System, it is not an “Unnecessary Trip —
During Fault” Misoperation of the generating unit’s Composite Protection System. This
event would be a “Slow Trip — During Fault” Misoperation of the breaker's Composite
Protection System.
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Example 3c: A line connected to a generation interconnection station is protected with
two independent high-speed pilot systems. The Composite Protection System for this line
also includes step distance and time-overcurrent schemes in addition to the two pilot
systems. During a Fault on this line, the two pilot systems fail to operate and the time-
overcurrent scheme operates clearing the Fault with no generating units or other Elements
tripping (i.e., no over-trips). This event is not a Misoperation.

The phrase “slower than required” means the duration of its operating time resulted in the
operation of at least one other Element’s Composite Protection System. It would be impractical
to provide a precise tolerance in the definition that would be applicable to every type of
Protection System. Rather, the owner(s) reviewing each Protection System operati ould
understand whether the speed and outcome of its Protection System operation/metthel
objective. The intent is not to require documentation of exact Protection System atlon times,
but to assure consideration of relay coordination and system stability b;* rewewmg
each Protection System operation. \R

The phrase “resulted in the operation of any other Composite\Protéction System” refers to the
need to ensure that relaying operates in the proper or planned sequence(i.e.pthe primary relaying
for a faulted Element operates before the remote backup relqi-n the faulted Element).

In analyzing the Protection System for Misoperation, t mu so consider the
“Unnecessary Trip — During Fault” category to determi |f i ecessary trip” applies to the
t

Protection System operation of an Element ﬂan ulted Element.

If a coordination error was at the local terminal (i.€y,Set too slow), then it was a "Slow Trip,"
category of Misoperation at the local terminal.

Slow Trip — Other Than Faul ‘

The phrase “slower than requi (&thﬁ duration of its operating time resulted in the
operation of at leas er Ele ’s Composite Protection System. It would be impractical
to provide a precise% e in the definition that would be applicable to every type of
Protection System. Rather, the er(s) reviewing each Protection System operation should
understand whethemthe speed and outcome of its Protection System operation met their
objective. The_intent is\not toyrequire documentation of exact Protection System operation times,
but to assuresconside @ of relay coordination and system stability by the owner(s) reviewing
|o Systemioperation.

Example 49A phase to phase fault occurred on the terminals of a generator. The
erat r's Composite Protection System and a transmission line's Composite Protection
oth operated in response to the fault. It was found during subsequent
mvestlgatlon that the generator protection contained an inappropriate time delay. This
caused the transmission line's correctly set overreaching zone of protection to operate.
This was a Misoperation of the generator’s Composite Protection System, but not of the
transmission line’s Composite Protection System.

The “Slow Trip — Other Than Fault” conditions cited in the definition are examples only, and do
not constitute an all-inclusive list.
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Unnecessary Trip — During Fault

An operation of a properly coordinated remote Protection System is not in and of itself a
Misoperation if the Fault has persisted for a sufficient time to allow the correct operation of the
Composite Protection System of the faulted Element to clear the Fault. A BES interrupting
device failure, a “failure to trip” Misoperation, or a “slow trip” Misoperation may result in a
proper remote Protection System operation.

Example 5: An operation of a transformer's Composite Protection System which trips
(i.e., over-trips) for a properly cleared line Fault is a Misoperation. The Faultds cleared
properly by the faulted equipment’'s Composite Protection System (i.e., ling i
without the need for an external Protection System operation resulting imn
trip of the transformer protection; therefore, the transformer Protectlon.Sy

is a Misoperation.

Example 5b: An operation of a line's Composite Protectlon *ﬁ rlps (| e.,
over-trips) for a properly cleared Fault on a differengline is a |so rat . The Fault is
cleared properly by the faulted line's Composite Protection System ;\ , line relaying);
however, elsewhere in the system, a carrier blockln% is nat transmitted (e.g., carrier
ON/OFF switch found in OFF position) resulting in the eperation of a remote Protection
System, single-end trip of a non-faulted line. The o ion,of the Protection System for
the non-faulted line is an unnecessary triﬂurin F Therefore, the non-faulted line
Protection System operation is an “Lﬁ Sa — During Fault” Misoperation.

Example 5c: If a coordination error was at'ithe remote terminal (i.e., set too fast), then it
was an "Unnecessary Trip — DuringFault” category of Misoperation at the remote

terminal.

Unnecessary TI‘Ip Other ult,

Unnecessary trips f uIt conditions include but are not limited to: power swings,
overexcitation, loss tlon frequency excursions, and normal operations.

Example 6a: Anyoperatioh of a line's Composite Protection System due to a relay failure
during no‘m eratlon is a Misoperation.

Example 6 mg a generator by the operation of the loss of field protection during
0 min quency condition while the field is intact is a Misoperation assuming
the Composne Protection System was not intended to operate under this condition.

tée 60 An impedance line relay trip for a power swing that entered the relay’s
istic is a Misoperation if the power swing was stable and the relay operated
because power swing blocking was enabled and should have prevented the trip, but did
not.

Example 6d: Tripping a generator operating at normal load by the operation of a reverse
power protection relay due to a relay failure is a Misoperation.

Additionally, an operation that occurs during a non-Fault condition but was initiated directly by
on-site (i.e., real-time) maintenance, testing, inspection, construction, or commissioning is not a
Misoperation.
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Example 6e: A BES interrupting device operation that occurs at the remote end of a line
during a non-Fault condition because a direct transfer trip was initiated by system
maintenance and testing activities at the local end of the line is not a Misoperation
because of the maintenance exclusion in category 6 of the definition of “Misoperation.”

The “on-site” activities at one location that initiates a trip to another location are included in this
exemption. This includes operation of a Protection System when energizing equipment to
facilitate measurements, such as verification of current circuits as a part of performing
commissioning; however, once the maintenance, testing, inspection, construction, or
commissioning activity associated with the Protection System is complete, the "on;site"
Misoperation exclusion no longer applies, regardless of the presence of on-sitemsR

Special Cases
Protection System operations for these cases would not be a Mlsoperﬁtlo \

Example 7a: A generator Protection System operationyprior jor'to clasingthe unit breaker(s)
is not a Misoperation provided no in-service Elements are.tripp

This type of operation is not a Misoperation because the gener tlng IS not synchronized and
is isolated from the BES. Protection System ope onstha ur v'hen the protected Element is
out of service and that do not trip any in- serV|ce Misoperations.

In some cases where zones of protection over he ow ) of Elements may decide to allow
a Protection System to operate faster in order to gaimbetter overall Protection System
performance for an Element.

Example 7b: The high-side ﬁ ormer connected to a line may be within the zone
of protection of the supplying line*sirelaying. In this case, the line relaying is planned to
protect the area of the Si fth transformer and into its primary winding. In order
to provide faster protectio I| e, the line relaying may be designed and set to
operate without direct coordi tlon (or coordination is waived) with local protection for
Faults on thehigh-side of the connected transformer. Therefore, the operation of the line
relaying for a*high-sideitransformer Fault operated as intended and would not be a
Mlsoperaeo

Below aree ples dltions that would be a Misoperation.

e7c A 230 kV shunt capacitor bank was released for operational service. The
capacuor bank trips due to a settings error in the capacitor bank differential relay upon

eg'g:zatlon

Example 7d: A 230/115 kV BES transformer bank trips out when being re-energized due
to an incorrect operation of the transformer differential relay for inrush after being
released for operational service. Only the high-side breaker opens since the low-side
breaker had not yet been closed.
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Non-Protective Functions

BES interrupting device operations which are initiated by non-protective functions, such as those
associated with generator controls, excitation controls, or turbine/boiler controls, static
voltampere-reactive compensators (SVC), flexible ac transmission systems (FACTS), high-
voltage dc (HVdc) transmission systems, circuit breaker mechanisms, or other facility control
systems are not operations of a Protection System. The standard is not applicable to non-
protective functions such as automation (e.g., data collection) or control functions that are
embedded within a Protection System.

Control Functions \

The entity must make a determination as to whether the standard is appli able to ﬁh operatlon
of its Protection System in accordance with the provided exclusiofis in

Applicability, see Section 4.2.1. The subject matter experts (SME) dévelo standard
recognize that entities use Protection Systems as part of a routinespractice,to control BES
Elements. This standard is not applicable to operation of protective funetions within a Protection
System when intended for controlling a BES Element as a p-t\wty’s process or planned
switching sequence. The following are examples of conditions4o w this standard is not

applicable: ’
Example 8a: The reverse power protective funetion that operates to remove a generating
unit from service using the entity’s normal, orrouting:process.

Example 8b: The reverse power relay enablesia permissive trip and the generator
operator trips the unit.

The standard is not applicablé to opm of‘the protective relay because its operation is
intended as a control function rt of a controlled shutdown sequence for the generator.
However, the standard remain ic tdoperatlon of the reverse power relay when it
operates for conditi ssomat with the controlled shutdown sequence, such as a motoring
condition caused b\& the prime mover.

The following is anothefexampleiof a condition to which this standard is not applicable:

Example’8c: Operation of a capacitor bank interrupting device for voltage control using
functions embedded within a microprocessor based relay that is part of a Protection

ﬁe
The above are examples only, and do not constitute an all-inclusive list to which the standard is

not applicable.
"G{ ,

Extenuating Circumstances

In the event of a natural disaster or other extenuating circumstances, the December 20, 2012
Sanction Guidelines of the North American Electric Reliability Corporation, Section 2.8,
Extenuating Circumstances, reads: “In unique extenuating circumstances causing or contributing
to the violation, such as significant natural disasters, NERC or the Regional Entity may
significantly reduce or eliminate Penalties.” The Regional Entities to whom NERC has delegated
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authority will consider extenuating circumstances when considering any sanctions in relation to
the timelines outlined in this standard.

The volume of Protection System operations tend to be sporadic. If a high rate of Protection
System operations is not sustained, utilities will have an opportunity to catch up within the 120
day period.

Requirement Time Periods

The time periods within all the Requirements are distinct and separate. The applicable entity in
Requirement R1 has 120 calendar days to identify whether a BES interrupting device@peration
is a Misoperation. Once the applicable entity has identified a Misoperation, it has completed its
performance under Requirement R1. Identified Misoperations without an identifi&ause
become subject to Requirement R4 and any subsequent Requireménts ece dentified
Misoperations with an identified cause become subject to Requiremeﬁt R5%and any subsequent
Requirements as necessary.

In Requirement R2, the applicable entity has 120 calendard*f sed on the date of the BES
interrupting device operation, to provide notificationgo the other Jon System owners that
meet the circumstances in Parts 2.1 and 2.2. For the case o pplicable entity that was notified
(R3), it has the later of 120 calendar days from t date th S*nterrupting device operation
or 60 calendar days of notification to identi hetheri otection System components caused
a Misoperation. f&

Once a Misoperation is identified in eithergRequirement R1 or R3, and the applicable entity did
not identify the cause(s) of the Misoperation, the time period for performing at least one
investigative action every twosfull cﬁr rters begins. The time period(s) in Requirement
R4 resets upon each period. When the applicable entity’s investigative actions identify the cause
of the identified Misoperation a*llnaple entity declares that no cause was found, the

rfo

applicable entity has completed it ance in Requirement R4.

The time period in %ent R5 begins when the Misoperation cause is first identified. The
applicable entity is allotted 60ycalendar days to perform one of the two activities listed in
Requirement R5 (exg., CAR or declaratlon) to complete its performance under Requirement R5.

Requirement ’m iod Ts determined by the actions and the associated timetable to
com hose actio tified in the CAP. The time periods contained in the CAP may
change fromytime,to time and the applicable entity is required to update the timetable when it
changes.

Time pNS provided in the Requirements are intended to provide a reasonable amount of time
to perform each Requirement. Performing activities in the least amount of time facilitates prompt
identification of Misoperations, notification to other Protection System owners, identification of
the cause(s), correction of the cause(s), and that important information is retained that may be
lost due to time.
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Requirement R1

This Requirement initiates a review of each BES interrupting device operation to identify
whether or not a Misoperation may have occurred. Since the BES interrupting device owner
typically monitors and tracks device operations, the owner is the logical starting point for
identifying Misoperations of Protection Systems for BES Elements. A review is required when
(1) a BES interrupting device operates that is caused by a Protection System or by manual
intervention in response to a Protection System failure to operate, (2) regardless of whether the
owner owns all or part of the Protection System component(s), and (3) the owner identified its
Protection System component(s) as causing the BES interrupting device operation as caused

by manual intervention in response to its Protection System failure to operate.

Since most Misoperations result in the operation of one or more BES interrupting devices; these
operations initiate a review to identify any Misoperation. If an Element i anuaﬁsokited in
response to a failure to operate, the manual isolation of the EIemthng% for

Misoperation.

Example R1a: The failure of a loss of field relay on a generatlng un|t Where an operator
takes action to isolate the unit.

£,
Manual intervention may indicate a Mlsoperatlon has occ thus iring the initiation of an
investigation by the BES interrupting device ow.

For the case where a BES interrupting deV| e and remote clearing occurs due to
the failure of a Composite Protection System t erate ES interrupting device owner

would still review the operation under Requirement'R1:However, if the BES interrupting device
owner determines that its Protection Syst component operated as backup protection for a

condition on another entity’s BES El e owner would provide notification of the
operation to the other Protection Sy wn s) under Requirement R2, Part 2.2.
Protection Systems are made mponents. These components may be owned by

different entities. Fo example a erator Owner may own a current transformer that sends
information to a Transm on Owner’s differential relay. All of these components and many
more are part of a P ctlo System. It is expected that all of the owners will communicate with
each other, sharing informationifiréely, so that Protection System operations can be analyzed,
Misoperations |dsnt|f' and corrective actions taken.

Each entity *pec @ se Judgment to identify those Protection System operations that meet
m Misoperation regardless of the level of ownership. A combination of available
information from fesources such as counters, relay targets, Supervisory Control and Data
Acquisition (SCADA) systems, or DME would typically be used to determine whether or not a
Misoperatienoccurred. The intent of the standard is to classify an operation as a Misoperation if
the available‘information leads to that conclusion. In many cases, it will not be necessary to
leverage all available data to determine whether or not a Misoperation occurred. The standard
also allows an entity to classify an operation as a Misoperation if entity is not sure. The entity
may decide to identify the operation as a Misoperation to satisfy Requirement R1 and continue
its investigation for a cause of the Misoperation under Requirement R4. If the continued
investigative actions are inconclusive, the entity may declare no cause found and end its

investigation. The entity is allotted 120 calendar days from the date of its BES interrupting
device operation to identify whether its Protection System component(s) caused a Misoperation.
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The Protection System operation may be documented in a variety of ways such as in a report,
database, spreadsheet, or list. The documentation may be organized in a variety of ways such as
by BES interrupting device, protected Element, or Composite Protection System.

Repeated operations which occur during the same automatic reclosing sequence do not need a
separate identification under Requirement R1. Repeated Misoperations which occur during the
same 24-hour period do not need a separate identification under Requirement R1. This is

consistent with the NERC Misoperations Report® which states: &‘

“In order to avoid skewing the data with these repeated events, the NERS S should
clarify, in the next annual update of the misoperation template, that all/misoperations due

to the same equipment and cause within a 24 hour period be recorded as . -
misoperation.” & \
The following is an example of a condition that is not a Misoperatiori:

Example R1b: A high impedance Fault occurs within‘a, transfoer The sudden
pressure relaying detects and operates for the Fault, but the differential relaying did not
operate due to the low Fault current levels. This is I tion because the
Composite Protection System was not required (@A bgc se the Fault was cleared
by the sudden pressure relay. \ S

Requirement R2

Requirement R2 ensures notification of t&who have a role in identifying Misoperations, but
were not accounted for withingRequi t' R1. In the case of multi-entity ownership, the entity
that owns the BES interrupting, device that'eperated is expected to use judgment to identify those
Protection System operations t meﬂht:3 d’efinition of Misoperation under Requirement R1,
however, if the entity that owns a BES interrupting device determines that its Protection System
component(s) did r(c}&the BES interrupting device(s) operation or cannot determine
whether its ProtectiomSystem components caused the BES interrupting device(s) operation, it
must notify the other ProtectiomSystem owner(s) that share Misoperation identification
responsibility wt'n cri*a in Requirement R2 is met.

This Requir@nt dages not preclude the Protection System owners from initially communicating
anéjm together to'determine whether a Misoperation occurred and, if so, the cause. The

BES interrupting ‘device owner is only required to officially notify the other owners when it: (1)
sharesthe Composite Protection System ownership with other entity(ies), (2) determines that a
Misoperatien.occurred or cannot rule out a Misoperation, and (3) determines its Protection
System component(s) did not cause a Misoperation or is unsure. Officially notifying the other
owners without performing a preliminary review may unnecessarily burden the other owners
with compliance obligations under Requirement R3, redirect valuable resources, and add little
benefit to reliability. The BES interrupting device owner should officially notify other owners
when appropriate within the established time period.

8 “Misoperations Report.” Reporting Multiple Occurrences. NERC Protection System Misoperations Task Force.
http://www.nerc.com/docs/pc/psmtf/PSMTFE_Report.pdf. April 1, 2013. pg. 37 of 40.
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The following is an example of a notification to another Protection System owner:

Example R2a: Circuit breakers A and B at the Charlie station tripped from directional
comparison blocking (DCB) relaying on 03/03/2014 at 15:43 UTC during an external
Fault. As discussed last week, the fault records indicate that a problem with your
equipment (failure to transmit) caused the operation.

Example R2b: A generator unit tripped out immediately upon synchronizing to the grid
due to a Misoperation of its overcurrent protection. The Transmission Owner owns the
230 kV generator breaker that operated. The Transmission Owner, as the owner of the
BES interrupting device after determining that its Protection System components did not
cause the Misoperation, notified the Generator Owner of the operation, . Fhe rator
Owner investigated and determined that its Protection System components ausedithe
Misoperation. In this example, the Generator Owner’s Protection System components did
cause the Misoperation. As the owner of the Protection Sy&em ﬁ at caused
the Misoperation, the Generator Owner is responsible for crealng ementlng the
CAP.

A Composite Protection System owned by different functi(@e
entity does not necessarily satisfy the notification criteria in Part,2.
example, if the same personnel within a registered entit p tZ}
for both the Generator Owner and Transmlssmnmner
identification would be completely covered ir R1, and therefore notification would
not be required. However, if the Misoperation identification'is handled by different groups, then
notification would be required because the Misoperation, identification would not necessarily be
covered in Requirement R1.

jthin the same registered
Requirement R2. For
isoperation identification
en the Misoperation

Example R2c: Line A Com ction System (owned by entity 1) failed to

operate for an internal sa resul the zone 3 portion of Line B’s Composite

Protection System (ow ty 2) and zone 3 portion of Line C’s Composite
ned

Protection System (ow 3) operated to clear the Fault. Entity 2 and 3 notified
entity 1 of tg e zone 3 peratlon

For the case where a BES mteerg device operates to provide backup protection for a non-
BES Element, the entity reviewing the operation is not required to notify the other owners of
Protection S ms f on-BES Elements. No notification is required because this Reliability

Standarg IS appll 0 Protection Systems for non-BES Elements.

Requirement R3

For Reqhme’ﬁt R3 (i.e., notification received), the entity that also owns a portion of the
Composite Protection System is expected to use judgment to identify whether the Protection
System operation is a Misoperation. A combination of available information from resources such
as counters, relay targets, SCADA, DME, and information from the other owner(s) would
typically be used to determine whether or not a Misoperation occurred. The intent of the standard
is to classify an operation as a Misoperation if the available information leads to that conclusion.
In many cases, it will not be necessary to leverage all available data to determine whether or not
a Misoperation occurred. The standard also allows an entity to classify an operation as a
Misoperation if an entity is not sure. The entity may decide to identify the operation as a
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Misoperation to satisfy Requirement R1 and continue its investigation for a cause of the
Misoperation under Requirement R4. If the continued investigative actions are inconclusive, the
entity may declare no cause found and end its investigation.

The entity that is notified by the BES interrupting device owner is allotted the later of 60
calendar days from receipt of notification or 120 calendar days from the BES interrupting device
operation date to determine if its portion of the Composite Protection System caused the
Protection System operation. It is expected that in most cases of a jointly owned Protection
System, the entity making notification would have been in communication with the other
owner(s) early in the process. This means that the shorter 60 calendar days only co into play
if the notification occurs in the second half of the 120 calendar days allotted toﬁ

interrupting device owner in Requirement R1.

The Protection System review may be organized in a variety of ways suchras,in agpf)rs
database, spreadsheet, or list. The documentation may be organizéd in rlet& ys such as

by BES interrupting device, protected Element, or Composite Protecfion System.The BES
interrupting device owner’s notification received may be documented, in‘a variety of ways such

as an email or a facsimile. )
i,

Requirement R4 \ ‘ )
tio

The entity in Requirement R4 (i.e., cause identificati ether it is the entity that owns the
BES interrupting device or an entity that Wa&ied, is cted to use due diligence in taking
investigative action(s) to determine the cause(s) of anjidentified Misoperation for its portion of
the Composite Protection System. The S S developlng this standard recognize there will be
cases where the cause(s) of a Misope Il not be revealed during the allotted time periods
in Requirements R1 or R3; therefor uirement R4 provides the entity a mechanism to
continue its investigative wor etKne ;he cause(s) of the Misoperation when the cause is

not known.

A combination of I nformat n from resources such as counters, relay targets, SCADA,
DME, test results, a s would typically be used to determine the cause of the
Misoperation. At leas one investigative action must be performed every two full calendar
quarters until the‘nv gatlon is completed.

The foIIowv‘s an € e of investigative actions taken to determine the cause of an identified

Example R4a: A Misoperation was identified on 03/18/2014. A line outage to test the
P&fctl n System was scheduled on 03/24/2014 for 12/15/2014 as the first investigative

n (i.e., beyond the next two full calendar quarters) due to summer peak conditions.
The protection engineer contacted the manufacturer on 04/10/2014 (i.e., within two full
calendar quarters) to obtain any known issues. The engineer reviewed manufacturer’s
documents on 05/27/2014. The outage schedule was confirmed on 08/29/2014 and was
taken on 12/15/2014. Testing was completed on 12/16/2014 (i.e., in the second two full
quarters) revealing the microprocessor relay as the cause of the Misoperation. A CAP is
being developed to replace the relay.

Periodic action minimizes compliance burdens and focuses the entity’s effort on determining the
cause(s) of the Misoperation while providing measurable evidence. The SMEs recognize that
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certain planned investigative actions may require months or years to schedule and complete;
therefore, the entity is only required to perform at least one investigative action every two full
calendar quarters. If an investigative action is performed in the first quarter of a calendar year,
the next investigative action would need to be performed by the end of the third calendar quarter.
If an investigative action is performed in the last quarter of a calendar year, the next investigative
action would need to be performed by the end of the second calendar quarter of the following
calendar year. Investigative actions may include a variety of actions, such as reviewing DME
records, performing or reviewing studies, completing relay calibration or testing, requesting
manufacturer review, requesting an outage, or confirming a schedule.

The entity’s investigation is complete when it identifies the cause of the Mlsoper n.ormakes a
declaration that no cause was determined. The declaration is mtended to sed he entity
determines that investigative actions have been exhausted or have i otp fon for
identifying the Mlsoperatlon cause. Historically, approximately 12% ‘of soper ons are

cause(s) of an identified Misoperation, the entity should ¢ efits of formally
organizing (e.g., in a report or database) its actlo s and:fin documented investigative
actions and findings may be helpful in future inv tlgatl S|m|Iar event or circumstances.
A thorough report or database may contain %ed tion of the event, information
gathered, investigative actions, findings, possibleicauses, tified causes, and conclusions.
Multiple owners of a Composite Protection,System might consider working together to produce
a common report for their mutual benefit:

unknown or unexplainable.® \k
Although the entity only has to document its specific |nvest|:a taken to determine the
I
S0

The following are examples of'a dewon here no cause was determined:

Example R4b: A Mis t| was identified on 04/11/2014. All relays at station A and
B functioned properly g‘bn 08/26/2014 as the first investigative action. The
carrier systmxned pr rIy during testing on 08/27/2014. The carrier coupling
equipment ioned properly during testing on 08/28/2014. A settings review
completed on 09/03/2014 indicated the relay settings were proper. Since the equipment
mvolved("u t:op tion functioned properly during testing, the settings were reviewed
and found'to , and the equipment at station A and station B is already

e i stlgatlon is being closed because no cause was found.

Example 4c: A Misoperation was identified on 03/22/2014. The protection scheme was

replaced before the cause was identified. The power line carrier or PLC based protection

mrep)aced with fiber-optic based protection with an in-service date of 04/16/2014. The
system will be monitored for recurrence of the Misoperation.

Requirement R5

Resolving the causes of Protection System Misoperations benefits BES reliability by preventing
recurrence. The Corrective Action Plan (CAP) is an established tool for resolving operational
problems. The NERC Glossary defines a Corrective Action Plan as, "A list of actions and an

9 NERC System Protection and Control Subcommittee. Misoperations Report. April 1, 2013: http://www.nerc.com/
docs/pc/psmtf/PSMTFE_Report.pdf. Figure 15: NERC Wide Misoperations by Cause Code. pg. 22 of 40.
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associated timetable for implementation to remedy a specific problem.” Since a CAP addresses
specific problems, the determination of what went wrong needs to be completed before
developing a CAP. When the Misoperation cause is identified in Requirement R1, R3 or R4,
Requirement R5 requires Protection System owner(s) to develop a CAP, or explain why
corrective actions are beyond the entity’s control or would not improve BES reliability. The
entity must develop the CAP or make a declaration why additional actions are beyond the
entity’s control or would not improve BES reliability and that no further corrective actions will
be taken within 60 calendar days of first determining a cause.

The SMEs developing this standard recognize there may be multiple causes for a Misoperation.
In these circumstances, the CAP would include a remedy for the identified caus CAP may
be revised if additional causes are found; therefore, the entity has the option tg create a'single or

multiple CAP(s) to correct multiple causes of a Misoperation. The 60 calendar d |od for
developing a CAP (or declaration) is established on the basis of industr p h|ch
includes operational coordination timeframes, time to consider aIteertl s, coordination

of resources, and development of a schedule.

The development of a CAP is intended to document the specific:corrective actions needed to be
taken to prevent Misoperation recurrence, the timetable for@xecu such actions, and an
evaluation of the CAP's applicability to the entity’s other Protection Systems including other
locations. The evaluation of these other Protectign,Systems aims ta'reduce the risk and
likelihood of similar Misoperations in other Protection ems. The Protection System owner is
responsible for determining the extent of itsNtion rning other Protection Systems and
locations. The evaluation may result in the owner teluding actions to address Protection
Systems at other locations or the reasoning for not taking any action. The CAP and an evaluation
of other Protection Systems mcludlng other locations must be developed to complete
Requirement R5.

The following is an example 0 r a relay Misoperation that was applying a standing trip
due to a failed capacitor within ncfthe evaluation of the cause at similar locations
which determined Xr Iace nt was not necessary.

For completion of ea in Examples R5a through R5d, please see Examples R6a through
R6d.

Example'R5a:"Actiohs: Remove the relay from service. Replace capacitor in the relay.
Test the rela Q n to service or replace by 07/01/2014.

Applicability to other Protection Systems: This type of impedance relay has not been
experiencing problems and is systematically being replaced with microprocessor relays as

tection Systems are modernized. Therefore, it was assessed that a program for
wholesale preemptive replacement of capacitors in this type of impedance relay does not
need to be established for the system.
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The following is an example of a CAP for a relay Misoperation that was applying a standing trip
due to a failed capacitor within the relay and the evaluation of the cause at similar locations
which determined the capacitors need preemptive correction action.

Example R5b: Actions: Remove the relay from service. Replace capacitor in the relay.
Test the relay. Return to service or replace by 07/01/2014.

Applicability to other Protection Systems: This type of impedance relay is suspected to
have previously tripped at other locations because of the same type of capacitor issue.
Based on the evaluation, a program should be established by 12/01/2014 for wholesale
preemptive replacement of capacitors in this type of impedance relay.

The following is an example of a CAP for a relay Misoperation that was aplea standing trip
due to a failed capacitor within the relay and the evaluation of the cause at similarflocations
which determined the capacitors need preemptive correction actio& v

Example R5c: Actions: Remove the relay from service. Replace achin the relay.
Test the relay. Return to service or replace by 07/01/2014am,

Applicability to other Protection Systems: This type of I eda e relay is suspected to

have previously tripped at other locations because of the e sa e of capacitor issue.
Based on the evaluation, the preemptive replace e ap cttors in this type of
impedance relay should be pursued fort iden A through I by 04/30/2015.
A plan is being developed to replace elay capacitors at stations A, B, and

C by 09/01/2014. A second plan is being velope replace the impedance relay
capacitors at stations D, E, and F by»11/01/2014.:The last plan will replace the impedance
relay capacitors at stations G, H, | by 02/01/2015.

The following is an example ©f a Cﬁ a relay Misoperation that was due to a version 2
firmware problem and the eva on of the'cause at similar locations which determined the
firmware needs preemptive co \lori

Example :mns: Provide the manufacturer fault records. Install new firmware
pending manufaeturer, results by 10/01/2014.

Applicability.to other Pr\oﬁction Systems: Based on the evaluation of other locations and
a risk asstshwewer firmware version 3 should be installed at all installations that

are i ified version 2. Twelve relays were identified across the system. Proposed
s 12/31/2014.

¢p ion d

The Tollowingare ‘examples of a declaration made where corrective actions are beyond the
entity’s ntroI/or would not improve BES reliability and that no further corrective actions will
be takerx

Example R5e: The cause of the Misoperation was due to a non-registered entity
communications provider problem.

Example R5f: The cause of the Misoperation was due to a transmission transformer
tapped industrial customer who initiated a direct transfer trip to a registered entity’s
transmission breaker.
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In situations where a Misoperation cause emanates from a non-registered outside entity, there
may be limited influence an entity can exert on an outside entity and is considered outside of an
entity’s control.

The following are examples of declarations made why corrective actions would not improve
BES reliability.

Example R5g: The investigation showed that the Misoperation occurred due to transients
associated with energizing transformer ABC at Station Y. Studies show that de-
sensitizing the relay to the recorded transients may cause the relay to fail to operate as
intended during power system oscillations.

Example R5h: As a result of an operation that left a portion of the povMyst inan
electrical island condition, circuit XY Z within that island tripped, resulting iniloss of load
within the island. Subsequent investigation showed an ov req n@)n bersisted
after the formation of that island and the XYZ line protective e& & Since this
relay was operating outside of its designed frequency. rangg_and would not be subject to
this condition when line XYZ is operated normally connected to the BES, no corrective
action will be taken because BES reliability would n ﬂb ed.”

Example R5i: During a major ice storm, fouref six ci uits lost at Station A.
Subsequent to the loss of these circuits, ywite (i.€., shigld wire) broke near station A

on line AB (between Station A and B) resulting ima p -phase Fault. The protection
scheme utilized for both protection g iSa i

sive overreaching transfer trip
(POTT). The Line AB protection at StationB tripped timed for this event (i.e., Slow Trip
— During Fault) even though this line had been‘identified as requiring high speed
clearing. A weak infeed condition'was created at Station A due to the loss of 4
transmission circuits resultl ence of a permissive signal on Line AB from
Station A during this F orrectlve action will be taken for this Misoperation as
even under N-1 conditi is normally enough infeed at Station A to send a proper
permissive signal to statio changes to the protection scheme to account for this
would not i rcWES relia iIity.

A declaration why corrective actiens are beyond the entity’s control or would not improve BES
reliability should |ncI de'the Misoperation cause and the justification for taking no corrective
action. Furth claration that no further corrective actions will be taken is expected to

be used sEar

Requirement R6

To achiev the/stated purpose of this standard, which is to identify and correct the causes of
Misoperations of Protection Systems for BES Elements, the responsible entity is required to
implement a CAP that addresses the specific problem (i.e., cause(s) of the Misoperation) through
completion. Protection System owners are required in the implementation of a CAP to update it
when actions or timetable change, until completed. Accomplishing this objective is intended to
reduce the occurrence of future Misoperations of a similar nature, thereby improving reliability
and minimizing risk to the BES.

(SDT working draft for February 3, 2015 webinar)
Project 2008-02.2 Phase 2 UVLS: Misoperations Page 36 of 40



PRC-004-5 — Application Guideline

The following is an example of a completed CAP for a relay Misoperation that was applying a
standing trip (See also, Example R5a).

Example R6a: Actions: The impedance relay was removed from service on 06/02/2014
because it was applying a standing trip. A failed capacitor was found within the
impedance relay and replaced. The impedance relay functioned properly during testing
after the capacitor was replaced. The impedance relay was returned to service on
06/05/2014.

CAP completed on 06/25/2014.

The following is an example of a completed CAP for a relay Misoperation that was lying a
standing trip that resulted in the correction and the establishment of a program urt

replacements (See also, Example R5b). &) .
Example R6b: Actions: The impedance relay was remove@ from servi 6/02/2014
because it was applying a standing trip. A failed capacitor waSfound within the
impedance relay and replaced. The impedance relay functioned properly during testing

after the capacitor was replaced. The impedance relay returnedto service on
06/05/2014. w
acito

A program for wholesale preemptive replaceme t in this type of impedance
relay was established on 10/28/2014.

CAP completed on 10/28/2014.

The following is an example of a completed CAP ofieorrective actions with a timetable that
required updating for a failed relay and preemptive actions for similar installations (See also,
Example R5c¢).

Example R6c: Actions: Th edancewelay was removed from service on 06/02/2014
because it was applyin tan% g trip. A failed capacitor was found within the
impedance relay and repla pedance relay functioned properly during testing
after the capacitorwas replaced. The impedance relay was returned to service on

06/05/2014.

The impedance relay caﬁﬁitor replacement was completed at stations A, B, and C on
08/16/2014. impedance relay capacitor replacement was completed at stations D, E,
and 10/ . The impedance relay capacitor replacement for stations G, H, and |

ﬁ tpon e to resource rescheduling from a scheduled 02/01/15 completion to
04/01/2015 completlon Capacitor replacement was completed on 03/09/2015 at stations
G, H, and 1. All stations identified in the evaluation have been completed.

c&npleted on 03/09/2015.
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The following is an example of a completed CAP for corrective actions with updated actions for
a firmware problem and preemptive actions for similar installations. (See also, Example R5d).

Example R6d: Actions: fault records were provided to the manufacturer on 06/04/2014.
The manufacturer responded that the Misoperation was caused by a bug in version 2
firmware, and recommended installing version 3 firmware. Version 3 firmware was
installed on 08/12/2014.

Nine of the twelve relays were updated to version 3 firmware on 09/23/2014. The
manufacturer provided a subsequent update which was determined to be bengficial for the
remaining relays. The remaining three of twelve relays identified as having version 2
firmware were updated to version 3.01 firmware on 11/10/2014.

CAP completed on 11/10/2014.

The CAP is complete when all of the actions identified within theCAP{ b\Cﬁpleted
O
4
Q
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N
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Process Flow Chart: Below is a graphical representation demonstrating the relationships
between Requirements:

BES interrupting device owner must
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Rationale

During development of this standard, text boxes were embedded within the standard to explain
the rationale for various parts of the standard. Upon BOT approval, the text from the rationale
text boxes was moved to this section.

Rationale for Introduction

The only revisions made to version of PRC-004-4 are revisions to section 4.2 Faciliti
applicability of the Requirements of the standard at generator Facilities. Thesesapp
revisions are intended to clarify and provide for consistent application of the‘Re\i{'re

to clarify
bility
its to

BES generator Facilities included in the BES through Inclusion 14 — Disperséd,Power Producing
Resources. ® \
«
N
) J
Rationale for Applicability
Misoperations occurring on the Protection Syst of d| al g’neratlon resources
identified under Inclusion 14 of the BES defi t|o ve a material impact on BES
reliability when considered individually; howe the a ate capability of these resources

may impact BES reliability if a number of Protection Sy\»tems on the individual power producing
resources incorrectly operated or falled perate as designed during a system event. To
recognize the potential for the Prote tems of individual power producing resources to
50 the cilities section reflects the threshold consistent
with the revised BES definitio RC Order Approving Revised Definition, P 20, Docket No.
RD14-2-000. The intent of 4.2.1. th acilities section is to exclude from the standard

requirements thesqm?n Systems for “common- mode failure” type scenarios affecting
M

affect the reliability of the BES, 4.2.

less than or equal to aggregated nameplate generating capability at these dispersed
generating facilities.

4 %
~©
N
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