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&RC- Purpose of the Transition Program

RELIABILITY CORPORATION

Provide a clear
roadmap for V5
steady-state.

Address V3 to V5
Transition issues.

Justify budget for Foster
V5 implementation communication and
and compliance. knowledge sharing.

Support all entities in the timely, effective, and
efficient transition to CIP Version 5
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NERC

s CIP V 5 Transition Program Elements

RELIABILITY CORPORATION

=4 Periodic Guidance

* A new transition guidance will be provided after V5 Order

s IMplementation Study

* 6 entities with strong compliance cultures
* 6-8 month implementation of V5 for certain facilities
» Lessons learned throughout and after study phase

s Compliance and Enforcement

* Integration with RAI

« Identify means and method to address self-corrective processes and
internal controls

Outreach & Communications

* New website created for all Transition Program activity

mmmal I7aining

» Quarterly training opportunities will be provided to industry
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NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Purpose of RAI

e A strategic initiative to transform the current compliance
monitoring and enforcement program that:
= Focuses on high reliability risk areas
= Reduces unnecessary administrative burdens

e Main goals:
= Building on the success of Find, Fix, Track and Report (FFT)

= Design a compliance program that:
O Recognizes an entity’s risk to reliability
O Appropriately scopes audits and applies proper audit techniques and
approaches
O Evaluates and uses management controls to gain reasonable assurance of
compliance which promotes reliability
= Reduce unnecessary administrative burdens of the compliance
monitoring and enforcement program on all stakeholders.
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NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

2013 Year End Progress Report

e The first version of auditor handbook was completed.
e Training and rollout efforts to occur in 2014.

Auditor Handbook
Gy

Prototypes and
Pilot Programs

e The results to-date of pilot programs are being compiled.
e Evaluation criteria has been finalized
e The assessment timeline and 2014 deliverables are set.

J

e User guide to support improved self reporting process completed
Improvements to in December 2013.

Self'REportmg e Request for broader industry review in January 2014.
4

e Triage process implemented across ERO by January 1, 2014 to
expedite disposition of minimal risk issues.

e Enforcement pilots to test aggregation and exercise of
enforcement discretion underway.

FFT Enhancements

v
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NERC V5 Compliance and Enforcement

NORTH AMERICAN ELECTRIC
RELIABILITY CORPGRATION Steady State

e V5/RAI Key Program Elements (based on Evaluation Criteria)

= Risk Assessment

0 The Regional Entity will develop a transparent but customized compliance profile
based on the Registered Entity’s impact to the grid.

0 The Risk Assessment will be shared with the Registered Entity so that it understands
how it will be monitored as part of the compliance profile.

" |nternal Controls Reliance

O The Registered Entity’s internal control practices will be provided and reviewed by
the Regional Entity.

O The Regional Entity will evaluate the level of the entities internal control program to
tailor compliance activities in conjunction with the Risk Assessment.

= Aggregation of Noncompliance

O Based on the level of controls reliance and the Risk Assessment, Registered Entities
may be able to log minimal risk noncompliance.
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NORTH AMERICAN ELECTRIC RAI ApproaCh

RELIABILITY CORPORATION

'f?unctions Performed
on BPS ) Applicable
— — Requirements
( Reg'Ste'?th_"t'tV Higher Risk Violations
rganization ‘ Significant
p et ~  Processed by
[ BPSSystem \_ ENTITY RISK Enforcement
~ Information Compliance
l/ ControlSystem \_ ASSESSMENT » Moni}qring s
Information SCOPE ‘ Actity
p f Lower Risk Violations
(_ Trends and History} Internal Controls /' —» Tracked to Resolution
) " Qutside Enforcement
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NERC

NORTH AMERICAN ELECTRIC HypOtheticaI . Mega

RELIABILITY CORPORATION

Facts:

On January 1, the Mega Electric Co. discovers, during a routine
patch assessment, that it did not assess security patches on 1 (1 of
393 systems) Protected Cyber Asset (PCA) issued in November of
the prior year. The missing patch was for the Adobe application

running on a Historian.

Mega has an instance of noncompliance with
CIP-007-5 R2 Part 2.2.
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I
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

CIP-007-5 R2 Part 2.2

CIP-007-5 — Cyber Security — Systems Security Management

R2.

M2.

Each Responsible Entity shall implement, ira-manmertiatidentifiesassessesand-correctsdeficiencies;-one or more
documented processes that collectively include each of the applicable requirement parts in CIP-007-5 Table R2 — Security
Patch Management. [Violation Risk Factor: Medium] [Time Horizon: Operations Planning].

Evidence must include each of the applicable documented processes that collectively include each of the applicable
requirement parts in CIP-007-5 Table R2 — Security Patch Management and additional evidence to demonstrate
implementation as described in the Measures column of the table.

CIP-007-5 Table R2 — Security Patch Management

Applicable Systems Requirements Measures
2.2 High Impact BES Cyber Systems and At least once every 35 calendar days, | An example of evidence may include,

their associated: evaluate security patches for but is not limited to, an evaluation
1. EACMS; applicability that have been released | conducted by, referenced by, or on
2. PACS; and since the last evaluation from the behalf of a Responsible Entity of
3. PCA source or sources identified in Part security-related patches released by

2.1. the documented sources at least once
every 35 calendar days.

Medium Impact BES Cyber Systems

and their associated:
1. EACMS;
2. PACS; and
3. PCA

9
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e Hypothetical: Mega

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Mega determines, based on
an analysis of all of the
facts and circumstances, ERO Enterprise
) Self-Report User
that the noncompliance Guide
posed a minimal risk January 2014

to the reliability of the BPS.

A draft is available at:
www.nerc.com/pa/comp/Pages/Reliability-Assurance-Initiative.aspx
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NERC

Hypothetical: Mega

I
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Mega identifies and completes
mitigating activities that address:

ERO Enterprise
1. the missed patch evaluations, Mitigation Plan

and Guide

2. the reasons why it failed to
conduct the evaluations in
November.

January 2014

A draft is available at:
www.nerc.com/pa/comp/Pages/Reliability-Assurance-Initiative.aspx
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%&ELE:TDM End_State RAI PrOCGSSGS

RELIABILITY CORPORATION

Mauurity Continuum

Mature controls / ;
: Controls not provided
Risk assessment

4 N 4 N

May require increased
scope, monitoring or
testing

Eligible for adjustment
in scope, monitoring
and related testing

Not eligible for
— aggregation/logging

May be eligible for
aggregation/logging

Presumption of
discretion

No presumption of
— discretion

\. J
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NERC

T S Scenario A: Aggregation Path

RELIABILITY CORPORATION

Scenario A:

Mega had previously demonstrated mature cyber security
controls to its Regional Entity according to an accepted
methodology. Therefore, it had been allowed to aggregate its
minimal risk issues.

Because Mega has identified this issue as posing a minimal risk to
reliability, it will track the facts and circumstances surrounding
this noncompliance in a tracking spreadsheet (or in the Regional
Entity portal, once that is available).
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NERC

I
NORTH AMERICAN ELECTRIC
CORPORATION

RELIABILITY

Sample Aggregation Tracker

REGION NAME |ENTITY INCRXOX [Make swre  |R Include discovery date, applicable registered functions. and |Desenbe the factors that mutizated the actual nsk and potential nsk To mutigate this 1ssue, ENTITY ACRONYM
(REGION NAME XX the version Standard and Requirement at issue This 1s5ue posed a mimimal nisk and did not pose a serious or substantial nsk to the reliability of]
ACRONYM) (ENTITY was [fthe the bulk power system 1) past tense activity;
ACRONYM) mandstory |violation |OnDATE, ENTITY ACRONYM determined that, asa 1) past tense activity; and
and mmplicates|[Function(s) applicable to the viclation] it had an issue of [0 Discuss mitigating factors in place during the duration of the violation which prevented 3) past tense activity.
Exactly how it enforceable |muitiple |[[Standard and Requrement] because .. moderate to semous or substantial nsk
appears m the durng the  [sub- o Risk assessments must be based on facts, not assumptions OR
NERC duration of |requirems o Risk assessments also should specifically identify and desentbe any defensive measures or
compliance the violation |nts compensating mechanisms that were available to mitigate nisk posed by the ki as [To this violation, ENTITY ACRONYM will complete the
registry well as the extent to which these measures and mecharisms actually performed to almu(e nsk |following mitigation activities within XX days:
ex. - CIP-D04{R1;R11; during the penod in which a responsible entity was m violation.
3 R12 o Size and location can be an element of the nisk assessment but should not be the prmary 1) future activaty;
putizating factor 2) future activaty; and
o “No actual impact™ to the BPS 15 not necessanly a mimmal risk and 15 not sufficient to 3) futare activaty.

'nppmammaimkﬁndmz

o Cannot be cunimal nsk if the noncompliance reveals a serious shorteoming m the regstered
entity’s rehiability-related processes

o No “after-the-fact” determinations of n:k. Additionally. if the subsequent application of 2

sed process or methodology resulted m the same outcome. that by itself is not a sufficient
mitizating factor
. Example of a deficient nisk statement: “After frther review of the entity’s nsk based
assessment methodology, the facility i question was not a enitical asset and dad not require the
same protections afforded to cnitical assets.”
o “Documentation Only” 1ssues
. Noncompliance occurred because the entity failed to document that the action was
performed, not because the entity fatled to perform an action
. Ne¢ L witha listing the “action” as kupmz records, procedure,

signature, efc., 1s perf: ce, and not “doc only” none

Describe mitigating activities that fix ¢
recumence

1350 and also prevent

Mamtam evidence to support completion of mtigation activity

14
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NERC

I
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Issue Description

Desenption of Remediated Issue

Include discovery date, applicable rezistered functions, and
Standard and Requirement at 1s5ue.

On DATE, ENTITY ACRONYM deternuned that, as a
[Function(s) applicable to the violation], it had an 1s5ue of
[Standard and Requuwement] because . .

15

Mega should provide sufficient details to
assist its Regional Entity in making a fair and
informed assessment of the noncompliance.

These details should include method of
discovery, corrective actions taken, time
horizon of compliance, duration of
noncompliance, and the full details
surrounding the noncompliance itself.
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NERC

— 1 Risk Assessment

RELIABILITY CORPORATION

Description of the Risk Assessment

Dezenbe the factors that mutizated the actual nsk and potential nsk
This 135ue posad a mimimal nsk and did not pose a serious or substantial nsk to the reliability of]

. In assessing risk, Mega should
o Discuss miigating factors mn place dunng the duration of the violstion which prevented cons Ide ra // fa ctors th at

moderate to semous or substantial nsk .

o Risk assessments must be based on facts, not assumptions mltlthEd the actual and

o Risk assessments also should specifically identify and desenbe any defensive measures or H H H

compensating mechanisms that were available to mitigate nsk posed by the noncompliance, as p Ote.n tial f'ISk, taklng care to
well as the extent to which these measures and mechamisms actually performed to alleviate nzk GVOId after-the-fact

during the peniod 1n which a responzible entity was mn violation.

o Size and location can be an element of the nisk assessment but should not be the pnmary determinations.

putigating factor

o “No actual impact™ to the BPS 15 not necessanly a mimimal nisk and 15 not sufficient to .. . q s
etttk Only minimal risk issues are

o Cannot be pumimal nsk if the noncompliance reveals a senous shortcomung in the registered e//glb/e for aggregation.

entity s reliability-related processes . .

o No “after-the-fact” determinations of nsk. Additionally, if the subsequent application of 2 Moderate risk issues should be
revised process or methodology resulted m the same outcome. that by itself i1z not a sufficient self-reported.

mutizating factor

. Example of a deficient nsk statement: “After frther review of the entity’s nzk based
assessment methodology, the facility mn question was not a entical asset and did not require the
same protections afforded to entical assets.”

o “Documentstion Only™ 155ues

. Noncomphance occurred because the entity failed to document that the action was
performed. not because the entity farled to perform an action

. Noncomphance with a requirement listing the “sction” as keeping records, procedure,
signature efc., 15 performance, and not “documentation only” noncompliance
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NERC

e Mitigating Activity

RELIABILITY CORPORATION

Description and Status of Mitigation Activity

To mutigate this 1zsue, ENTITY ACRONYM

1) past tense activity;
1) past tense activity; and

3) past tense activiy. Mega must log its efforts to
OR mitigate the

To mitigate this violation, ENTITY ACRONYM will complete the noncompliance.

followimg mitigation activities within XX days:

1) future activity. i+ i it

= e i Mitigating activities should
3) future activity both resolve the

Describe mitizating activities that fix the 1ssue and also prevent non Comp/I(Jn ce and prevent
A recurrences.

Maimntamn evidence to support completion of mihization activity.
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NEIRC Scenario A: Mature Controls and

I
RECABILITY ComEoRATION Aggregation

e Mega will submit its aggregation tracker to its Regional Entity
on a periodic basis for review.

e There is a presumption that the noncompliance will not trigger
an enforcement action and will qualify for enforcement
discretion.

e During the Triage Process, the Regional Entity will either
confirm the presumption or determine whether:

= More information is required prior to determining the level of risk and
disposition track; or

= The noncompliance does not qualify for discretion and will be enforced.
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NERC

e 1 What i1s Enforcement Discretion?

RELIABILITY CORPORATION

* For a registered entity with demonstrated internal controls that
has been allowed to aggregate minimal risk issues, there is a
rebuttable presumption that a Regional Entity will decline to
enforce self-identified, minimal risk issues.

e If Mega’s Regional Entity exercises discretion, Mega will be
informed of the result, and the noncompliance will not be
enforced.

e NERC and FERC will review the exercise of discretion, and NERC
will provide guidance and training to Regional Entities as
necessary.
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NERC Rebutting the Presumption of

[
NORTH AMERICAN ELECTRIC Discretion

20

Mega’s Regional Entity may decide to enforce the
noncompliance if the circumstances suggest that Mega’s
management practices surrounding the implementation of its
patch assessment procedure are failing:

= Mega failed to identify its noncompliance in a timely manner;

= Mega mischaracterized the risk posed by the noncompliance; the
noncompliance actually posed a moderate or greater risk to reliability;

= Mega has missed patch assessments on several recent occasions,
demonstrating a failure to mitigate properly in the past;

= Mega failed to mitigate this issue properly, resulting in repeat
occurrences a few months later; or

= QOther facts and circumstances indicate broader programmatic failures.
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NERC

1 C End-State RAI Processes

RELIABILITY CORPORATION

Maturity Continuup-

Mature controls /

: Controls not provided
Risk assessment

4 N 4 N

May require increased
scope, monitoring or
testing

Eligible for adjustment
in scope, monitoring
and related testing

May be eligible for
— aggregation/logging

Not eligible for
aggregation/logging

Presumption of

No presumption of
— discretion

discretion
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NERC Scenario B: Controls Not

I
NORTH AMERICAN ELECTRIC

RELIABILITY CORPORATION Demonstrated

Scenario B:

Mega has not demonstrated to its Regional Entity that it has
mature cyber security controls and has not been allowed to
aggregate minimal risk issues.

Mega has identified its noncompliance with CIP-007-5 R2 Part 2.2
as posing a minimal risk to reliability and has decided to submit a
Self-Report to its Regional Entity.
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NEIRC Scenario B: No Demonstrated

I
NORTH AMERICAN ELECTRIC

Controls/Self-Report

e Mega submits its Self-Report to its Regional Entity for review.

e During the Triage Process, the Regional Entity will determine
whether:

= The issue in fact poses a minimal risk and qualifies for the exercise of
enforcement discretion;

= More information is required prior to determining the level of risk and
disposition track; or

= The noncompliance does not qualify for discretion and will be enforced
(the noncompliance could qualify for FFT treatment).
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NERC

e 1 Scenario B: Enforcement Discretion

RELIABILITY CORPORATION

A Regional Entity may decline to enforce self-identified,

24

minimal risk issues — even from an entity without mature
internal controls.

Mega’s noncompliance will be eligible for enforcement
discretion. However, there is no presumption of discretion.

If Mega’s Regional Entity exercises discretion, Mega will be
informed of the result, and the noncompliance will not be
enforced.
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NERC

NORTH AMERICAN ELECTRIC Scenario C: A TWiSt

RELIABILITY CORPORATION

Scenario C;:

Mega missed its patch assessments in November. |t resumed
patch assessments on January 1 for patches released in
December.

During an Audit two years later, Mega’s Regional Entity discovers
the noncompliance.

The Regional Entity has identified this issue as posing a minimal
risk to reliability.
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NERC Scenario C:

I
NORTH AMERICAN ELECTRIC

Triage and Enforcement Discretion

e During the triage process, the Regional Entity will determine
whether:

= To decline to pursue this minimal-risk Spot Check finding through the
exercise of enforcement discretion;

= More information is required prior to determining the level of risk and
disposition track; or

= The noncompliance does not qualify for discretion and will be enforced.

 While discretion is still available, there is no presumption of
discretion for minimal risk issues that are not self-identified.

e Failure to self-identify noncompliance could indicate broader
programmatic failures, weighing against discretion in this case
and potentially future cases.
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I
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Finalize
Evaluation
Criteria
for RAI Pilots

CIP V5 Revisions and RAI Timeline

RAI
Enforcement
Pilot
Evaluation

Enforcement

FERC
Compliance
& Filing of
revised CIP V5
Standards
(Jan)

Filing
if necessary

JAN |

FEB | MAR | APR | May

2014

§June |

2015 2016

RAI Compliance

Pilot Evaluation
&

CIP V5
Implementation
Study
Integration

27

CIP V5 Standards
Ballot Periods (Q2-Q3)

CIP V5
Effective
April 1,
2016

RAI & CIP V5
Training and
Awareness

RAI
Compliance
Design
Finalized
(Dec)

RAI Steady State
Compliance
and
Enforcement
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NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

‘Nank VyC
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