Group Name (23 Responses)
Lead Contact (23 Responses)
Contact Organization (23 Responses)

IF YOU WISH TO EXPRESS SUPPORT FOR ANOTHER ENTITY'S COMMENTS WITHOUT
ENTERING ANY ADDITIONAL COMMENTS, YOU MAY DO SO HERE. (9 Responses)
Comments (80 Responses)

Question 1 (61 Responses)

Question 1 Comments (68 Responses)

Question 2 (65 Responses)

Question 2 Comments (68 Responses)

Question 3 (62 Responses)

Question 3 Comments (68 Responses)

Question 4 (51 Responses)

Question 4 Comments (68 Responses)

Question 5 (O Responses)

Question 5 Comments (68 Responses)

Group

Northeast Power Coordinating Council

Guy Zito

Northeast Power Coordinating Council

Yes

No

It must be made clear in the requirements that functional entities can incorporate exceptions (to
address emergencies for example) in the protocols that are developed. Both of these requirements
are too prescriptive. The sub-requirements drill down too deeply into the communications needed to
conduct system operations.

No

It is unclear what identified reliability gap this Standard’s development project is intending to fulfill
given the recent adoption of the new COM-002-3 along with the OC white paper on communications
protocols.

The white paper written by the OC addressed the issues covered by this Standard.

Individual

Yes

Yes

No

No

Modify R1 accordingly... R1. Each Balancing Authority, Reliability Coordinator, and Transmission
Operator shall have and follow documented communication protocols for Operating Instructions that
incorporate the following: R3 & R4 Delete R3 and R4 and M3 and M4 and associated VRFs and VSLs
Although R1 and R2 provide for better communications, R3 & R4... « Have little or no impact to the
protection or reliable operation of the BES in the event that no responsible entity performed the
requirement « Have little, if any, value as a reliability requirement Are requirements for monitoring
and enforcina Reliability Standards and do not provide for Reliable Operation... = Includina without




limiting the foregoing, requirements for the operation of existing Facilities = Including cyber security
protection, and = Including the design of planned additions or modifications to such Facilities to the
extent necessary for Reliable Operation M1 should read... « M1. Each Balancing Authority, Reliability
Coordinator, and Transmission Operator, shall provide its documented communications protocols
developed for Requirement R1 and results of their internal compliance program’s processes which
assure that deficiencies with adherence to the documented communication protocols are identified,
assessed, and corrected. M2 should read « M2. Each Distribution Provider and Generator Operator
shall provide its documented communications protocols developed for Requirement R2 and results of
their internal compliance program’s processes which assure that deficiencies with adherence to the
documented communication protocols are identified, assessed, and corrected. In addition, we
recommend revision to the RSAW to be reflective of the removal of both R3 and R4.

Individual

No

The definition of the new term, “Operating Instruction,” uses the NERC Glossary term “System
Operator,” which is defined as “An individual at a control center...whose responsibility it is to monitor
and control that electric system in real time.” The lack of clarity regarding what constitutes a control
center leaves doubt as to which instructions would be covered by the standard.

No

The SDT shift from a zero-tolerance standard to a procedure required standard is admirable. Thank
you for the open-mindedness and willingness to change direction after much hard work went into the
original proposal. However, the requirements for specific content in the required procedure still goes
beyond the proper role of the standard. Suggested revision - eliminate R1 and R2, replace with new
R1: "Each (covered entity) shall have documented procedure(s) for communications with other users
of the Bulk Power System. Such procedure(s) shall have provisions which, in the judgment of the
registered entity, reduce the opportunity for miscommunications." This lowers the chances of
miscommunications without dictating the content of business practices.

No

There is no statement of periodicity in R4, leaving entities guessing until the time of audit regarding
the criteria for sufficient review. R4 also would appear to require a great deal of review of
communications in order to satisfy the requirement to identify potential defects. One of the
suggestions on the NERC Webinar for COM-003 was to review a "half-hour of communications" every
week. This is especially intrusive on smaller entities with a single compliance individual, as more than
an hour of that person's work-week would be spent randomizing, retrieving and listening to routine
communications. This effort would reduce the reliability of the bulk power system as efforts with
greater effect are reduced to comply with this requirement. Suggest requiring an annual review of
communications procedures with staff instead.

No

The need for a prescriptive standard remains in doubt. The SDT has responded to comments
questioning this need with a cite of a single study. The applicability of this study to GOPs is unclear.
We do not know the details, and question the number of cited miscommunications which involved
GOPs. Further, we are unclear as to the number of miscommunications which involved two entities, as
opposed to an entity giving direction to their own field operator. Such single-entity communications
would not be covered by the proposed standard. Lowering miscommunications is an admirable goal,
and again the SDT deserves commendation for their willingness to rethink the direction of the
proposed standard. However, the standard, if needed, should be limited to requiring an entity to have
communications procedures, and to reinforce those procedures on a periodic basis. The content of
those procedures should properly be left to the best judgement of the individual entity.

Individual

No

Requirement R1.6 provides inadequate protection against a misunderstanding when directives are
issued. Granted. the Reauirement does obliaate the partv receivina the directive to repeat back the




directive. However, if the recipient repeats the directive back to the person issuing the directive, and
the "repeat back" indicates the recipient has misunderstood the directive, this Requirement merely
obligates the person issuing the directive to state the directive again. The Requiremnt places no
obligation on the person issuing the directive, who knows he has been misunderstood, to explicitly
and clealy bring to the attention of the recipient that the recipient has misunderstood. All the party
issuing the directive has to do is repeat what he has already said. The party issuing the directive is
under no obligation to make it clear that there has been a misunderstanding. With respect, | suggest
having the person issuing the directive merely repeat it if he's been misunderstood, with no explicit
statement that there has been a mistake, leaves open the potential for the recipient to be unaware he
has misunderstood and to execute a misunderstood directive. As an example, consider the following
exchange. Transmission Operator to Field Operator: "Jim, open Breaker 104-696". Field Operator
repeats back "l understand open Breaker 104-699". Transmission Operator, noting the error, states
"Open Breaker 104-696". The field operator, having not been explictly made aware there has been an
error, opens Breaker 104-699. (Presumably, he would not do so had the Transmission Opeartor made
him aware of the misunderstaing with an exlicit statement that there has been an error.) Suggestion:
Add verbiage to R1.6 obligating the person issuing the directive to make an explicit statement to the
recipient that there has been an error if the recipient repeats the order back incorrectly. Presently,
the standard imposes no such obligation on the person issuing the directive. One possibe way to re-
word the standard might be: " ...shall ensure the recipient of the directive repeats the information
back correctly; and, if the repeat back is correct, shall acknowledge the response as correct. If the
repeat back is incorrect, the person issuing the directive will state "You are wrong and have
misunderstood the directive". The person issuing the directive will then repeat the directive correctly.
This process will continue until the recipient repeats the directive back correctly.

Individual

Individual

Yes

Yes

Yes

Yes

No additional comments.

Individual

Yes

Yes

Yes

Yes

Individual

Yes




Yes

Yes

Yes

VSLs for R3 and R4: There is no contemplation of the entity failing to assess deficiencies (3.2 and
4.2) or failing to correct deficiencies (3.3, 4.3).

Section C. Measures: The measures are unclear as to what exactly the requirement to ‘provide’
entails? Would this be upon request or periodically? Please clarify. Section D. Compliance: Compliance
Enforcement Authority is defined as CEA and then the full term Compliance Enforcement Authority is
continually used throughout. The acronym or words should be used consistently. Section D.
Compliance: There is no specification for R1 and R2 retention.

Group

ACES Power Marketing Standards Collaborators

Ben Engelby

IACES Power Marketing

No

The current definition of Operating Instruction, particularly “command from a System Operator”
sounds like a Reliability Directive. We recommend revising the SAR of COM-003-1 to retire the
definition of Reliability Directive and COM-002-3. There is no delineation between when COM-003-1
and COM-002-3 would apply, which could potentially subject registered entities to double jeopardy.
For example, an Operating Instruction that occurs during an Emergency could open up the potential
for a finding of non-compliance under both COM-002-3 and COM-003-1. We suggest that the SDT
work with the RC SDT to clearly define when COM-002-3 and COM-003-1 would apply. A single
communication should not result in multiple penalties.

No

(1) The SDT should strike all sub-parts of R1 and R2 and allow registered entities to define their own
communications protocols based on internal policies and procedures; not from overly-prescriptive
reliability standards. The SDT stated that COM-003-1 is shifting paradigms and putting the
responsibility on the registered entity to monitor, assess and correct its own deficiencies. If that is
true, then the registered entity should have the freedom to decide what elements are to be included
in its communication protocols. R1 and R2 are administrative in nature and unnecessary. There is no
need to include 9 sub-parts on how to achieve proper communications. (2) The standard, as currently
written, does not allow a registered entity to implement superior practices, such as multi-modal
communication (multiple mediums of communicating) or other superior communication methods and
technologies. There are other ways to achieve efficient and accurate operating communications and
the drafting team should modify the requirements to allow the registered entity to determine the best
method of communication. There will be a disincentive for registered entities to seek out new
technologies to improve communication if the standard remains with the current sub-parts. More
discussion on each sub-part below. (3) R1, part 1.1, use of the English language. The SDT should not
require use of the English language because the vast majority registered entities in North America
speak English, except for a small number of entities in Canada and Mexico. If anything, the
requirement should be modified to state that, “If the English language is not used by System
Operators, there must be a legal justification, such as another language is mandated by law or
regulation.” Not using the English language is a much greater risk to reliability. The majority of
companies that speak English should not have to maintain compliance policies to reaffirm something
that everyone knows that they are doing. The real issue here is if an entity does not use English
language, auditors should verify how they communicate internally and what controls are in place
when the non-English speaking entity communicates with English-speaking neighbors. The SDT
should not put the burden of compliance on English speakers. The team should focus on the entities
that pose a risk to the BES by not using the English language and the increased potential for
miscommunications from translation errors. (4) R1, part 1.2, the 24-hour clock, daylight/standard
time. This sub-part does not take into account real time, such as “perform an action in 5 minutes.”




The purpose statement of the SAR is to provide System Operators with uniform communications
protocols that reduce the possibility of miscommunication that could lead to action or inaction harmful
to the reliability of the BES. Requiring an operator to use the 24-hour clock for an action that is about
to occur could cause more confusion and increase the possibility of miscommunication. The SDT
should consider either inserting exceptions for the 24-hour clock for real time activities, or strike the
24-hour clock from the requirements. (5) R1, part 1.3, Standard or Daylight Savings. This sub-part
also poses a risk for actions performed during real time operations and could increase the likelihood
for error. For example, if WECC RC (daylight) was trying to communicate to a registered entity
located in Arizona (no daylight savings time) to open a breaker. What is more effective, asking the
entity to open a breaker in 5 minutes or at 11:05? In that scenario, 11:05 may be an hour difference
because WECC RC is on daylight and Arizona is not, and the operators would be focusing on whether
they accounted for the time changes and could potentially lose focus of the task at hand — opening
the correct breaker. The SDT should consider either inserting exceptions for daylight savings/standard
time for real time activities, or strike daylight savings/standard time from the requirements. (6) R1,
part 1.4, Transmission interface Element or Facility. As discussed above, this sub-part is unnecessary
and should be struck from the standard. A registered entity should be able to define its own
communication protocol and the associated internal controls to ensure effective operating
communications. Further, the Real-time Transmission Operations SDT (Project 2007-03) eliminated
TOP-002 R18 which referred to the same concept as part 1.4, “uniform line identifiers when referring
to transmission facilities.” The reason the Real-time TOP SDT removed the language from the new
standard was because the “requirement adds no reliability benefit. .. There has never been a
documented case of the lack of uniform line identifiers contributing to a System reliability issue.”
Project 2007-03 was approved by the NERC Board of Trustees on May 9, 2012. Why is the OPCP SDT
introducing language that the NERC Board has approved to remove from the requirements? There
needs to be more awareness of the other projects and actions by the NERC Board. To be consistent,
we recommend striking this sub-part in its entirety. (7) R1, part 1.5, Alpha-numeric Clarifiers. As
discussed above, this sub-part is unnecessary and should be struck from the standard. A registered
entity should be able to define its own communication protocol and the associated internal controls to
ensure effective operating communications. (8) R1, part 1.6 and 1.7, Three-part Communication. As
discussed above, these sub-parts are unnecessary and should be struck from the standard. There are
more effective methods of communicating besides using three-part communication. Multi-modal
communication utilizes several mediums (verbal, visual and other sensory cues) to enhance
communication and may include three-part, but could also include other equally efficient and effective
methods to communicate, such as through interactive smart phones and other remote communication
devices. Different strategies may be needed for different utilities and their communication objectives.
For instance, strategies and tools may be combined to meet a wide variety of communication
functions to meet the needs of system operations, including utilizing new technologies to improve
human performance when performing day-to-day operations. Three-part communications could be a
part of the protocol, but three-part should not be in the requirements because it limits utilities from
employing other methodologies are equally effective or superior to three-part communications. A
registered entity should be able to define its own communication protocol and the associated internal
controls to ensure effective operating communications. (9) R1, part 1.8 and 1.9, One-way Burst
Messaging. As discussed above, these sub-parts are unnecessary and should be struck from the
standard. An all call communication that is incorrect has just a big of an impact on reliability than one
that is not understood. Also, the SDT does not take into account all the various technologies that exist
in the marketplace; what does an entity do for an “all call conference call” where there are numerous
humans on the line? R1, part 1.6 refers to “two party, person to person” and part 1.8 is limited to
“one-way” communication. There is a gap here — does the SDT intend to exclude the “all call
conference call” from the requirements? What happens if there are errors in the sent message? Would
internal controls be the remedy? If the all call communication is not understood and there was no
request for clarification, would an internal control resolve this issue or would the auditor find a PV?
Also, sub-part 1.8 only requires confirmation from one party, even though the burst message could
have been a request for eight parties to reply. There is a gap in reliability if all parties do not reply in
that example. These sub-parts need additional information for clarity. Same comment for DP/GOP
below. (10) R2 should allow DPs and GOPs to define their own communications protocols based on
internal policies and procedures and there should not be a requirement to include sub-parts 2.1 and
2.2. (11) R2, part 2.1, Receiving a Three-part Communication. As discussed above, this sub-part is
unnecessary and should be struck from the standard. There are more effective methods of




communicating besides using three-part communication. Multi-modal communication utilizes several
mediums (verbal, visual and other sensory cues) to enhance communication and may include three-
part, but could also include other equally efficient and effective methods to communicate, such as
through interactive smart phones and other remote communication devices. Different strategies may
be needed for different utilities and their communication objectives. For instance, strategies and tools
may be combined to meet a wide variety of communication functions to meet the needs of system
operations, including utilizing new technologies to improve human performance when performing day-
to-day operations. Three-part communications could be a part of the protocol, but three-part should
not be in the requirements because it limits utilities from employing other methodologies are equally
effective or superior to three-part communications. A registered entity should be able to define its
own communication protocol and the associated internal controls to ensure effective operating
communications. (12) R2, part 2.2, One-way burst messaging for DP and GOP. As discussed above,
this sub-part is unnecessary and should be struck from the standard. Please see (9) above for more
discussion of one way burst messaging.

No

(1) We support the concept of internal controls that the SDT has proposed. We agree that finding a
violation for each instance is burdensome and unreasonable and evaluating internal controls is a more
efficient use of resources. However, we are concerned about the evaluation of internal controls from
Regional audit staff. How is NERC planning to train the Regional auditors to ensure consistency during
compliance audits? There is too much room for auditor subjectivity, especially when evaluating
whether a single communication was deficient. There are so many communications that could occur
on a daily basis and there is not clear guidance when the Regions will find or not find a possible
violation in an audit. (2) In the webinar, SDT chair stated that a registered entity that catches a high
percentage of deficiencies, then their process is working, but if the entity is only catching 50% then
the entity needs to correct the process. There is currently no percentage or other guideline or metric
to determine if an entity’s process is sufficient. If this is the SDT’s intent, please provide further
detail. (3) We recommend the SDT provide additional information in the Rationale and Technical
Justification document to include a guideline to show how the Regional auditors would assess
compliance with a control-based standard. It seems that the trend in both COM-003-1 and CIP V5 is
to find the errors and fix them without the need to self-report. How are the Regions going to
determine when a PV is to be issued? The Technical Justification and the RSAW do not provide enough
information when a communication deficiency crosses the threshold of becoming a violation. How
does a registered entity know when to self-report? (4) We recommend adding more detail, perhaps
including an application guidelines section as other risk-based standards, for acceptable remediation
of deficient communications. For example, if an operator failed to use the 24-hour clock during an
Operating Instruction, would a simple reminder be sufficient or would the operator need to attend a
full-blown training session? What documentation would be required? It seems that a reminder would
remedy the deficiency, but then that would have to be documented. The internal controls used to
remedy deficiencies could turn into another documentation exercise instead of focusing on effective
communication. We recommend the SDT consider ways of satisfying remediation without creating an
unnecessary administrative burden for maintaining compliance. (5) Please clarify R3, part 3.4,
“deficiencies found external to Part 3.1.” Does the SDT mean that there would be deficiencies found in
an audit? Who is the external entity finding these deficiencies? Does the SDT intend for registered
entities to hire external consultants? Is this the RC notifying the DP that it has not communicated
appropriately? Would these externally found deficiencies result in audit report recommendations?

No

(1) We agree with the VRF classifications. (2) We agree with the VSLs for R1 and R2. We note that
there is a typo in Severe VSL for R2 — there is no part 2.3 in the standard. (3) We disagree with the
Time Horizons for R1 and R2. Developing documented communications protocols are not long term
planning, these activities are operations planning. (4) We disagree with the VSLs for R3 and R4. In
particular, the binary nature of implementing communication protocols needs to be reconsidered.
During the September 6 webinar, both Gerry Cauley and Mike Moon stated that internal controls
should focus on fixing deficiencies and auditors were not to find PVs for single instances of
noncompliance. Based on these statements, the VSLs should not be binary if the auditors are not to
find PVs for single instances. Also during the webinar, Mike Moon stated that the auditors are to make
recommendations in their audit reports to improve their processes, and not to be an “enforcement
hammer” for each individual deficiency. The way the VSLs are drafted, each instance will be severe.




We recommend that the SDT revise the VSLs to allow for auditors to make recommendations instead
of findings of potential noncompliance. (5) R3 VSL, “The Responsible Entity did not demonstrate that
no modificiation to the process was necessary to address the deficiencies found external to Part 3.1.”
This is a documentation issue and should not result in a severe VSL classification. (6) There was a lot
of discussion in the webinar about Regional auditors not finding a violation, but there needs to be
clear guidelines describing when an auditor will find a PV. The VSLs currently describe a violation
when a deficiency is not remediated, but that same instance could result in no finding at all,
depending on how the individual auditor interprets the situation. This level of subjectivity is too high;
the SDT needs to revise the VSL table to reflect a more reasonable approach, perhaps by including
more information and examples of situations that might be viewed as non-compliance
(communication breakdown) but because of internal controls, there should be no finding of non-
compliance. In the alternative, the SDT could develop a guidance document outlining when an auditor
is to find a PV and include examples to ensure consistency. The RSAW does not provide any additional
clarity. (7) In the webinar, there were several references to “systemic or chronic” communication
deficiencies. The VSLs do not reference any types of trends, but that seems to be the focus of
compliance. We suggest revising the VSLs to focus on broader issues, such as systemic deficiencies
that remain unresolved.

(1) If the Regional auditor is to make recommendations to registered entities on how to improve the
COM-003-1 internal controls, would the Regions allow an initial safe harbor to assess the entity’s
program? If Regional auditors find PVs on the initial audit, that practice would go against the spirit of
self-correcting and would stifle the entity’s actions to monitor, assess, and correct deficiencies. The
SDT should consider this sort of initial assessment in the implementation plan. (2) If there is
discussion of combining COM-002 and COM-003 in the future, why not combine them now? It would
be a better use of the ERO’s resources to produce a single communication standard while both SDT
projects are in development instead of going back through the entire process at some point in the
future. (3) A Reliability Directive appears to be a subset of the Operating Instruction definition, which
is basically an Operating Instruction that occurs during an Emergency. We suggest collaborating with
the RC SDT to clarify the bounds of each definition to avoid overlap. As discussed above, it would be
appropriate to combine the COM-002 and COM-003 and associated definitions to avoid confusion. (4)
There is no requirement for data retention for R1 or R2. Again, we recommend striking these
requirements. Thank you for the opportunity to comment.

Individual

Yes

Yes

Yes

These appear to be Internal Controls and they look good.

We want to see COM-002 and COM-003 combined, therefore we voted Negative. The Internal Controls
in R3 & R4 are workable.

Individual

Yes

Thank you for making this change. Central Lincoln believes the SDT is on the right track to limit the
scope of the standard to communications originating from System Operators. This will be less
burdensome for many registered entities as well as the Compliance Enforcement Authorities.

Yes

We appreciate the work the SDT has done to ensure the standard is not about having zero
communication defects, and is more about process.

Yes

Yes




1) We note that per the proposed definition of Operating Instruction, only commands regarding the
states of BES Elements or Facilities are covered. We also note that per the Statement of Compliance
Registry Criteria, Distribution Providers need not own or operate BES Elements or Facilities in order to
be registered as DPs. This puts DPs without these facilities in the position of documenting protocols
for and processes for finding deficiencies for communications that don’t occur. We note the SDT
stated in the last Consideration of Comments “DPs that operate BES Facilities or BES Elements and
receive Operating Instructions are subject to the need for clear communication to avoid
misunderstandings that could impact the BES”, and we agree. We suggest: “4.1.2 Distribution
Provider that operates Bulk Electric System Facilities or Elements and receives Operating Instructions”
2) The references to Part 3.1 in Sub-requirement 3.4 and Part 4.1 in Sub-requirement 4.4 make no
sense, since the standard has no such sections. We assume the SDT meant Sub-requirements 3.1 and
4.1 respectively, and suggest that “Part” be replaced by “Sub-requirement.” 3) We agree with the
SDT’s attempt to move away from zero defect compliance, and Requirements 1 and 2 and the RSAW
all support this. We’re afraid the CEA may still be able to find non-compliance for a single defect
based on the language of R3 or R4. For example a CEA finds a single Ol that referred to a 12 hour
clock time in violation of the entity’s protocol developed under R1.2. This is not a violation, but the
CEA goes on to discover that the entity failed to identify the deficiency under R3.1. While the entity
can show they have a process that has in fact identified and corrected deficiencies, the CEA maintains
they failed to implement the process for this one instance and finds a violation. When the entity
points to the RSAW that states the CEA should make recommendation rather than finding a violation,
the CEA states they audit to the language of the standard requirement as stated in Footnote 1 of the
very same RSAW.

Group

Detroit Edison

Kent Kujala

Detroit Edison

Yes

Yes

No

All actions that result in a potential violation must be reviewed and analysed to identify and correct
deficiencies. Communication issues are no different. Requirements 3 and 4 are not required.

No

Analysis during Annual Review of work procedure for R1 and R2 automatically includes an analysis of
the process and development of corrective actions.

Individual

Yes

No

Yes

Yes

Regarding Q2, Austin Energy (AE) believes that parts 1.1 through 1.5 of R1 are unnecessary. Three-
part communication, as described in parts 1.6 through 1.9, is the preferred method for ensuring that
both parties understand an Operating Instruction. It provides a sufficient mechanism for clear,
concise and accurate communication. AE believes that creatina a protocol that reauires Svstem




Operators to essentially relearn the way to speak (specifically using alpha-numeric identifiers) will
only create confusion as operators try to follow protocol and catch/correct themselves. Additionally,
the constant use of alpha-numeric identifiers in transmission switching orders that contain many,
many steps will become burdensome. AE believes that its current use of three-part communication
during these switching orders is more effective. Regarding Q4, the phrase “Parts 2.1 to 2.3 (3)” in the
Severe VSL for R2 should be “Parts 2.1 and 2.2”

Individual

Yes

No

It must be made clear in the requirements that functional entities can incorporate exceptions (to
address emergencies for example) in the protocols that are developed. Both of these requirements
are too prescriptive. The sub-requirements drill down too deeply into the communications needed to
conduct system operations.

No

It is unclear what identified reliability gap this Standard’s development project is intending to fulfill
given the recent adoption of the new COM-002-3 along with the OC white paper on communications
protocols.

The white paper written by the OC addressed the issues covered by this Standard. Also the
requirements 1.6, 1.7 and 2.1, 2.2 seem to be redundant with the requirement R2 of COM-002-2.
Both touch on the issue of ensuring misunderstandings by requiring the parties to repeat, restate,
rephrase or recapitulate the information transmitted/received. If adhering to the philosophy of Project
2013-02 Paragraph 81 of FERC,we should remove unnecessary requirements as part of NERC,s Find,
Fix and Track Process

Individual

Yes

Occidental Energy Ventures Corp. ("OEVC") agrees that it is important to specify that the command
came from a System Operator. This allows us to leverage existing recording and monitoring systems
to capture the event. The previous definition was open ended — which would have required us to
expend an unknowable dollar amount in an attempt to capture every conversation related to a BES
Facility or Element.

Yes

Although in general, OEVC does not believe that process documents should be the primary reliability
consideration, it is the appropriate strategy in this case. Clearly, all of us want to eliminate Operator
miscommunications — which make up nearly 20% of all BES mishaps — but it is impossible to assure
100% compliance over the course of thousands of System Operator communications. Furthermore,
the effort required to capture the evidence needed by audit teams would overwhelm our resources, as
well as those of the Regional compliance organizations. In our view, the path chosen by the drafting
team is consistent with NERC’s Risk-based Compliance program. It drives attention in areas that
reliability data shows to be deficient, but recognizes that the benefit of COM-003-1 must outweigh the
costs and resources required to implement it.

No

OEVC supports the concept underlying R3 and R4, but believe that far more detail must be provided
in the measures and/or the RSAW. In general, we read these requirements as pertaining to System
Operator monitoring and feedback processes that take place either in real-time or after the fact
through the review of recordings. However, there may be other suitable options such as
comprehensive Operator logging or even regular awareness training. Our concern is that without
further clarification, auditors may choose to interpret these requirements to mean that 100% of all
conversations must be monitored and assessed. This would result in a cost-prohibitive situation, with
little incremental improvement in reliability. Every effective quality program relies on statistically
sianificant sample assessments — and there must be an acceptable sample size defined. Furthermore.




OEVC would like to see the Cost Effective Analysis Process (CEAP) used in this initiative. Our initial
assessment is that at least one resource will need to be added at our four generation facilities in order
to supplement our Operator quality monitoring program to accommodate COM-003-1. However, this
is based upon our assumptions of a statistical monitoring method — which is very sensitive to the
number of samples required. If other industry stakeholders come to the same conclusion, the result
could drive upward pressure on electricity rates — and should be compared to the expected benefits of
the initiative.

Yes

Group

PNGC Comment Group

Ron Sporseen

PNGC Power

The PNGC Comment Group is fully in support of Central Lincoln PUD's comments.

Group

Arizona Public Service Company

Janet Smith, Regulatory Affairs Supervisor

Arizona Public Service Company

Yes

Yes

Yes

Yes

no

Individual

Yes

Yes

It will require us to write a communications protocol.

Yes

Yes

Individual

No

The definition of the new term, “Operating Instruction,” uses the NERC Glossary term “System
Operator,” which is defined as “An individual at a control center...whose responsibility it is to monitor
and control that electric system in real time.” The lack of clarity regarding what constitutes a control
center leaves doubt as to which instructions would be covered by the standard. Another disagreement
with the proposed definition of “Operating Instruction” is that it inappropriately imposes three-part
communication for routine communications of changes of generation output. Common operating
communications to and from generation plants should not be considered compliance events requiring




the use of alphanumeric clarifiers. Such a requirement may shift operators’ focus from providing
proper information under critical situations to using the specified terms for every minor
communication, distracting them rather than sharpening their concentration. The standard should
specify the classes of TO/TOP-to-GOP communications that constitute compliance events, the formal
designations by which such communications can be recognized, and the parties authorized to issue
such commands.

No

Clarification is needed regarding what GOP procedures are to cover, ref. our comments to question
#1 above.

No

There is no statement of periodicity in R4, leaving entities guessing until the time of audit regarding
the criteria for sufficient review. R4 is also open-ended regarding scope, potentially requiring review
of every voice communication for every plant for the audit period. Everyday communications do not
merit such scrutiny, which would reduce rather than improve the attention that can be given to
matters of significance. All standards (not just COM-003-1) should clearly specify pass/fail criteria and
the associated evidence requirements. R4 should be split into DP and GOP sections, with the GOP
requirement being: R4. Each Generator Operator shall conduct in each calendar year a review session
with the operations function for registered entities, regarding the documented communication
protocols specified in Requirement R2. Corrective action shall be implemented and documented for
any potential deficiencies coming to light as a result of this review.

Individual

OG&E is in support of Southwest Power Pool Comments. OG&E also had individual comments (though
I am now not allowed to submit via the questionnaire; therefore, will submit here). Q1: No We prefer
the use of the word “Instruction” vs “Command”, though we understand that word is already part of
the term being defined. Could be open to using the term “Request” or “Order” or “Direction”. Q2: No
R2.1 does not read well. We would recommend changing to “”"When receiving an oral two party,
person-to-person Operating Instruction, the recipient is required to repeat, restate, rephrase, or
recapitulate the Operating Instruction.” Regarding R2.2, we are struggling to identify what would be
considered a “one-way burst messaging system”. Perhaps examples could be provided to clarify what
the SDT is trying to address. Consider adding similar language that is currently provided in TOP-001-
la R3 “...shall comply with reliability directives issued by the Transmission Operator, unless such
actions would violate safety, equipment, regulatory or statutory requirements. Under these
circumstances the Transmission Operator, Balancing Authority or Generator Operator shall
immediately inform the Reliability Coordinator or Transmission Operator of the inability to perform the
directive so that the Reliability Coordinator or Transmission Operator can implement alternate
remedial actions.” to allow for those circumstances in which a Distribution Provider or Generator
Operator may not be able to respond to the Operating Instruction. Q3: The word “potential” in R3.1.
and R4.1. could be subjective. Please remove this word such that both R3.1. and R4.1. state
“ldentifies deficiencies,”. Q4: No We believe R3 and R4 should be considered Low VRF as they are
establishing the process that supports R1 and R2 which are already designated as Low VRF. We do
not think the subsequent process should have a higher VRF than the original requirement. Other
Comments: OG&E continues to believe that the COM-003 standard, while obviously the result of
significant effort and good intentions, is unnecessary. Even though we believe that three-part
communication is a best practice, and we utilize it for switching and reliability-related instructions, we
do not believe that it should be mandated through an enforceable standard. COM-002 addresses
three-part communications during emergency conditions and we believe that is sufficient. With
respect to the Paragraph 81 project, NERC should be focused on retiring standard requirements that
meet the following criteria: (a) have little or no impact on reliability, (b) administrative, purely
documentation, redundant, or hinders protection of the BES, and (c) Lower VRF/VSL, lower tier
Actively Monitored Standard, etc. The industry has yet to be provided sufficient evidence that the lack
of three-part communication during normal operations has been the direct cause, or even a
contributing cause, to reliability failures. While a good idea in concept, the COM-003 standard is likely
to take significant effort to interpret, understand and implement, at a time when industry is already
overburdened with real reliability issues that we already know to be problematic. The documents




referenced in the Rationale and Technical Justification document supporting the need for this standard
should be made available for review if the drafting team is using them as support for the justification
for COM-003.

Individual

Yes

Yes

R1.3 should allow the use of prevailing time in addition to Daylight Savings and Standard time.
Prevailing time eliminates the need to differentiate between daylight savings or standard time in
notices and reduces confusion since the clocks are changed at a scheduled time by the US
Government.

Yes

United llluminating supports the language in COM-003 R3 and R4. Since the quantity of Operating
Instructions will be very large it is more important to have a process to monitor the communication
protocols and correct deficiencies.

Yes

It is not clear whether the protocols in COM-003 apply to Reliability Directives in Com-002. It can be
reasoned that a Reliability Directive is a form of Operating Instruction. A double jeopardy situation is
created. Also the COM-003 R3 and R4 requirements would be inappropriately applied to Reliability
Directives. Ul believes there is a difference between Reliability Directives and Operating Instructions
and the difference should be maintained. A Directive occurs during an Emergency and has a higher
risk than an Operating Instruction. Directives should be limited in occurrences and therefore is not
conducive to sampling or error correction as opposed to Operating Instructions which occur multiple
times in a day and are numerous. The data retention requirement of 90 days is reasonable. But Ul is
concerned with the approach to monitoring requiring an inventory of every conversation that occurred
in that 90 day period to identify it as an Operating Instruction. Finally Ul suuports EEIl's comment.

Individual

No

ReliabilityFirst does not agree with the changes made to the proposed definition “Operating
Instruction”. The definition of Operating Instruction begins with the word “Command”. ReliabilityFirst
is unsure what the word “command” means and believes it could be mistaken as a directive.
ReliabilityFirst requests further clarification on the meaning of the word “command”. ReliabilityFirst
recommends the following for consideration: “Communication of instruction from a System Operator
to change or preserve the state, status, output, or input of an Element of the Bulk Electric System or
Facility of the Bulk Electric System.

No

Requirements R1 and R2 require the responsible entities to have documented communication
protocols for Operating Instructions, but does not require the responsible entity to implement the
protocols. Absent implementation of the protocols, there is no need for the protocols themselves if the
responsible entity is not required to follow them. ReliabilityFirst recommends the following wording as
an example for Requirement R1: “Each Balancing Authority, Reliability Coordinator, and Transmission
Operator shall have and implement a documented communication protocols for Operating
Instructions...”

No

ReliabilityFirst believes the words “identifying deficiencies” (within R3 and R4)is ambiguous and could
be open to interpretation. ReliabilityFirst believes the drafting team should further clarify the
deficiencies in which will be required to be identified in Requirement R3 and R4.

Yes

ReliabiltiyFirst thanks the SDT for their work but has a question related to the Implementation Plan.




The SDT indicated in the consideration of comments report (from the draft 2 posting) the standard’s
six calendar month implementation time frame has been extended 12 calendar months to provide an
adequate amount of time for training and implementation. As noted above, there is a conflict since
the draft standard does not require implementation of the protocols. ReliabilityFirst believes absent
any implementation requirement, the six calendar month implementation time frame is adequate for
an entity to have documented communication protocols for Operating Instructions.

Individual

No

We do not see the need to define the term “Operating Instructions” for a number of reasons: For
years, system operators deal with operating instructions on a daily if not minute basis. Having a
defined term, and calling such communication as “Command” is totally unnecessary, and can confuse
operators from what they understand to be the meaning of operating instructions. The main intent of
this standard is to ensure no miscommunication between operating personnel, a part of which is
proposed to be fulfilled by exercising 3-part communication for operating instructions.
Notwithstanding our disagreement to having such a requirement in this standard, such a requirement
can be developed without having to define a term that adds nothing to the universal understanding of
the term but which can confuse operators. For example, Requirement R1 can be revised to: R1. Each
Balancing Authority, Reliability Coordinator, and Transmission Operator shall have documented
protocols for communicating operating instructions that will change or preserve the state, status,
output, or input of an Element of the Bulk Electric System or Facility of the Bulk Electric System,
which incorporate the following: 1.1 1.2 ....

No

We disagree with the need to repeat and confirm operating instructions (Part 1.6 to 1.9 and R2)
meant to be used for normal operating system conditions. As indicated in our previous comment, the
term Reliability Directives and the recently approved COM-002-3 cover instructions not only
emergency conditions but also conditions that can result in Adverse Reliability Impact. Requiring
operating entities to exercise 3-part communications (repeating and confirming) for routine operating
instructions that maintain the states or do not change the status of the BES Facilities, or simple
actions such as removing a transmission line which has no impact on the BES, or simple switching, or
adjusting a small amount of generation output, is totally unnecessary, and can in fact overburden
System Operators and harm reliability. And we respectfully disagree with the SDT’s response to our
previous comment regarding the applicability of the term “Reliability Directive” in which the SDT
claims that the term “Reliability Directive” in the approved version of COM-002-3, “...in the context of
COM-002-3, is specifically for Emergency operating conditions” and “...covers a very narrow band of
low frequency, high impact events. The definition covers not only emergency, but also Adverse
Reliability Impacts” Further, the definition does not explicitly indicate, nor is it implied, that such
conditions are “of low frequency, high impact events.” To address the BoT’s concerns expressed when
approving the interpretation of COM-002-2, the term Reliability Directive now defined in COM-002-3
together with the NERC Operating Committee’s guideline on System Operator Verbal Communication
fully cover the condition under which 3-part communication need to be (to address Adverse Reliability
Impacts) or should be (where deemed appropriate) exercised. We do not see the need for having a
standard requirement for 3-part communication for conditions other than when Reliability Directives
are issued. Regarding the other parts in Requirement R1, i.e. 1.1 to 1.5, these are good operating
practices but are not absolutely necessary the “must follow” protocols that rise up to a continent-wide
reliability standard level.

No

We do not see the need for these two requirements at all. Assuming Requirements R1 and R2 were to
stay (which we disagree), Responsible Entities need to comply with these requirements to develop
documented communication protocols for Operating Instructions that incorporate all parts in R1 and
R2. Any deficiencies with adherence to the documented communication protocols specified in R1 and
R2 will be assessed non-compliance, and sanction and remedial actions will be imposed to correct
such deficiencies. Having two requirements to obligate entities that already violated the standard is
totally unnecessary, and redundant and may result in double jeopardy.

No

We do not agree with the need for most if not all of these requirements, and therefore do not agree




with the proposed VRFs and VSLs.

We do not see the need for this standard. We feel that Reliability Standards should have performance
based objectives, rather than prescriptive requirements that outline “how” to meet an objective. This
draft is not consistent with this approach. If the majority of the industry also express a similar view,
we urge the SDT to bring this to the Standards Committee’s attention, and seek its advice on way
forward, including stopping this project altogether.

Group

SERC OC Standards Review Group

Gerry Beckerle

Ameren

No

We do not see a significant difference between Operating Instructions and Operating
Communications, and we believe neither definition is necessary.

No

We support having a documented communications protocol, but do not support prescriptive elements.
Below is an example of language we could support. All the subparts of R1 and R2 need to be rewritten
along these lines. “R1. Each Balancing Authority, Reliability Coordinator, and Transmission Operator
shall have documented communication protocols for Operating Instructions that address the
following: .... 1.6. The conditions under which an issuer is expected to: = Confirm that the response
from the recipient of the Operating Instruction was accurate, or = Reissue the Operating Instruction to
resolve a misunderstanding.”

No

We would suggest changing R3 and R4 to align with our suggestions for R1 and R2: “R3. Each
Balancing Authority, Reliability Coordinator, and Transmission Operator shall implement a process for
identifying deficiencies with adherence to their documented communication protocols that each entity
developed in accordance with Requirement R1 that:”

Yes

We could agree within the context of our comments listed above.

The SERC OC Standards Review Group does not agree that the mandatory/prescriptive procedure for
three part communications in essentially all oral communications will improve reliability of the BES.
The standard needs to be changed to better reflect industry comments from this comment period and
the previous ballot. The comments expressed herein represent a consensus of the views of the above
named members of the SERC OC Standards Review Group only and should not be construed as the
position of SERC Reliability Corporation, its board, or its officers.

Individual

Yes

Yes

Yes

Yes

Regarding R1.4, drafting team should clarify whether "interface™ means interfaces between
neighboring entities or between functional entities. Regarding R1.8, does the drafting team have an
appropriate response time-frame for the confirmation to occur from recipients? Regarding R1.9 and
R2.2, these requirements seem unnecessary and unauditable. An audit team can evaluate whether
the documented communications protocol contains language to address these requirements;
however, evaluating the actual execution would be subjective. It is not possible to determine whether
a recipient understood a message clearly and whether clarification was required. Further, it will be
difficult for entities to identify deficiencies with this requirement, as required by R3, for the same




reasons.
Individual

Agree

MRO NSRF and MISO
Individual

Yes

No

No

No

CenterPoint Energy appreciates the revisions made to the current draft of COM-003 based on
stakeholder feedback; however, the company maintains a negative vote based on the following:
Requirements 1.1 through 1.5 are overly prescriptive. We recommend deletion of stated sub
requirements as an effort to move away from detailed micro requirements. Additionally, CenterPoint
Energy recommends deletion of R3 and R4. The “internal controls” concept can be incorporated into
the remaining requirements. CenterPoint Energy would vote affirmative if the SDT revised the
proposed standard as indicated below: R1. Each Balancing Authority, Reliability Coordinator, and
Transmission Operator shall implement, in a manner that identifies, assesses, and corrects
deficiencies, documented communication protocols for Operating Instructions that incorporate the
following: 1.1 When issuing an oral two party, person-to-person Operating Instruction, require the
issuer to: = Confirm that the response from the recipient of the Operating Instruction was accurate, or
« Reissue the Operating Instruction to resolve a misunderstanding 1.2. When receiving an oral two
party, person-to-person Operating Instruction, require the recipient to repeat, restate, rephrase, or
recapitulate the Operating Instruction. 1.3. When issuing an oral Operating Instruction through a one-
way burst messaging system used to communicate a common message to multiple parties in a short
time period (e.g. an all call system), verbally or electronically confirm receipt from one or more
receiving parties. 1.4. When receiving an oral Operating Instruction through a one-way burst
messaging system used to communicate a common message to multiple parties in a short time period
(e.g. an all call system), request clarification from the initiator if the communication is not
understood. R2. Each Distribution Provider and Generator Operator shall implement, in a manner that
identifies, assesses, and corrects deficiencies, documented communication protocols for Operating
Instructions that incorporate the following. [Violation Risk Factor: Low] [Time Horizon: Long-term
Planning] 2.1 When receiving an oral two party, person-to-person Operating Instruction, require the
recipient to repeat, restate, rephrase, or recapitulate the Operating Instruction. 2.2 When receiving
an oral Operating Instruction through a one-way burst messaging system used to communicate a
common message to multiple parties in a short time period (e.g. an all call system), request
clarification from the initiator if the communication is not understood.

Group
Duke Energy

Greg Rowland
Duke Energy

No

Duke Energy is very encouraged by the changes made by the Standard Drafting Team in the current
version of COM-003-1. The shift to requiring a communications protocol and a process for identifying
and correcting deficiencies is a major step in the right direction. Our concern with the definition is that
additional clarity is needed to distinguish the definition of Operating Instruction from the definition of
Reliability Directive so that entities know which communications COM-003-1 applies to. This could be
accomplished by changing the definition of Operating Instruction; replacing the word “Command” with
“Normal communication”. and replacina the word “preserve” with the word “maintain”. The revised




definition would read as follows: “Normal communication from a System Operator to change or
maintain the state, status, output, or input of an Element of the Bulk Electric System or Facility of the
Bulk Electric System”.

No

1) In Requirements R1 and R2, the word “incorporate” should be changed to “address”. This change
will align the language of the requirements with the language of the RSAW, providing flexibility to
entities in how their communications protocols will be structured. This change will also help to
alleviate some of the following concerns. 2) In R1.1, 1.3 and 1.4 clarify the meaning of the phrase
“between functional entities”. Do these sub-requirements apply to Operating Instructions between
individuals located in the same functional entity? 3) In R1.7, the phrase “repeat, restate, rephrase, or
recapitulate” seems excessive. Suggest changing to just “repeat or rephrase”. 4) R1.6 and 1.7 are
describing 3-part communication. Suggest combining 1.6 and 1.7 5) R1.8 and 1.9 address “one-way
burst messaging”, but it’s not clear whether, or to what extent, 3-part communication is required.

Yes

No

1) Consistent with our comment to Question 2 above regarding changing the word “incorporate” to
“address” in Requirements R1 and R2, this change should also be made in the VSLs for R1 and R2,
changing the word “include” to “address”. 2) The Severe VSL for R2 incorrectly references a Part 2.3,
whereas it should just refer to both Parts 2.1 and 2.2

Individual

Yes

Yes

Yes

Yes

Individual

Yes

Yes

Yes

The proposed requirements (COM-003-1, R3 and R4) are in line with Risk-Based Reliability
Compliance Monitoring.

Yes

Requirement R1.5 should be an optional step to assist in resolving any misunderstanding found in
requirement R1.6. Alpha-numeric clarifiers, Requirement R1.5, in every three part communication of
an operating instruction is an activity that adds little if anything to promote the protection of the BES
and can hinder/distract from the reliable operation of the BES.

Individual

Yes




No

LES requests the drafting team provide additional clarification regarding R2.1 as it relates to “oral two
party, person-to-person” communication occurring between the System Operators and field crews.
Does the drafting team intend for the communication protocols to be used for all communications
between the System Operators and field crews (such as for normal day-to-day switching of
distribution elements) or only as it occurs between defined functional entities? Within the Draft 2
consideration of comments under “Outstanding Unresolved Issues”, the drafting team states that “The
SDT clarified that COM-003-1 only applies to communication between functional entities. For example,
if a TOP System Operator is issuing an Operating Instruction to an individual that is internal to that
TOP, three part communication is not required by this standard”. Although LES supports this
clarification, it's incorporation into the requirement is not obvious. Recommend the drafting team
modify R2.1 as follows to ensure this clarification remains evident within the standard going forward:
R2.1. When receiving an oral two party, person-to-person Operating Instruction between functional
entities, the recipient is required to repeat, restate, rephrase, or recapitulate the Operating
Instruction.

Yes

Yes

The Severe VSL for R2 should be modified to instead state “The responsible entity did not include
Parts 2.1 to 2.2 of Requirement R2, in their documented communication protocols”. The current VSL
incorrectly references Part 2.3 of R2 which does not exist.

LES believes additional clarification is needed to more clearly delineate who is considered to be the
Generator Operator (the power plant operator vs. system operator) responsible for compliance with
COM-003-1. As currently drafted, the Generator Operator, as the recipient of Operating Instruction,
must have and utilize documented communication protocols per R2. In the event generation re-
dispatch were to be requested, is it the power plant operator performing the task or the system
operator requesting the execution of the task responsible for using the documented communication
protocols?

Individual

No

Although NextEra Energy, Inc. (NextEra) is encouraged by the refinements made to draft COM-003-1,
NextEra believes additional refinements are necessary for COM-003-1 to promote reliability, and in no
way hinder reliability. NextEra’s perspective is heavily influenced by the years of experience of its
system operators in their role as a large Transmission Operator, Reliability Coordinator agent and
Balancing Authority. Specifically with respect to the definition of Operating Instruction, NextEra
recommends that the definition more closely track the syntax of the definition of Reliability Directive
in COM-002-3, and, thus, read as follows: Operating Instruction — a command from a Reliability
Coordinator, Transmission Operator or Balancing Authority where action by the recipient is necessary
to change or preserve the state, status, output of an Element or Facility of the Bulk Electric System.

No

NextEra opposes any communication protocol in COM-003-1 that is not mirrored in COM-002-3.
NextEra views the implementation of two different communication protocols -- one for Reliability
Directives and one for Operating Instructions as problematic and not consistent with the promotion of
a reliable Bulk Electric System. This concern is heightened by the fact that there are more specific
protocols for Operating Instructions which are lower in the communication hierarchy when compared
to Reliability Directives. Such a model is counterintuitive. If implemented, this model will also likely be
counterproductive, increase confusion among System Operators and may unnecessarily cause a risk
to the Bulk Electric System. The inherent risk caused by the lack of synergy and consistency between
COM-003-1 and COM-002-3 could be resolved by combing the Standard Development projects and
having the SDTs work together to produce one uniform work product. Therefore, NextEra urges the
COM-003-1 SDT to request that the Standards Committee join the COM-002-3 and COM-003-1
efforts, so that one uniform three-way communication protocol can be developed and implemented
that promotes reliability. Further, in addition to comments that NextEra has previously submitted, it
asks that the following changes be made: R1.1 Delete “between functional entity” as unnecessary and
delete the second sentence altoaether (or clarifv it). because it is unclear and mav add confusion. In




the context of an Operating Instruction, it is best that English be used between Transmission
Operators and Balancing Authorities for external and internal communications related to Operating
Instruction. To allow for alternative languages to be used internally when an Operating Instruction is
given will likely result in difficult transitions between internal and external conversations which may
unintentionally result in a risk to the Bulk Electric System via an external miscommunication using a
language other than English. Thus, NextEra prefers that English be promoted and used for internal
and external communications related to Operating Instructions. R1.4 Add a comma after “Facility” in
the fourth line. R1.8 Use the term “entities” instead of “parties” in the second line. Entities is a more
widely recognized term than parties in the context of the Reliability Standards. Also, for clarity, re-
write the end of 1.8 to read “. . . confirm receipt from each entity.” The current wording states
“confirmed receipt from one or more receiving parties” seems to miss the point that what the sender
needs is confirmation from each entity that was sent the message. R1.9 Similarly, replace the term
“parties” in line two with “entities”.

No

Although NextEra supports Reliability Standards that are more risk and result based and provide for a
corrective bandwidth or prosecutory discretion for possible violations, as drafted, R3 and R4 need
refinement to meaningfully and clearly implement any of the above concepts. Therefore, NextEra
recommends that R3 and R4 both be re-written to read as follows: R3 Absent a possible violation that
resulted in (or could have resulted in) a significant risk to the Bulk Electric System, no violation of R1
and its subrequirements shall be found, provided that the Balancing Authority, Reliability Coordinator,
and Transmission Operator has implemented a process for identifying deficiencies with adherence to
the documented communication protocols specified in Requirement R1 that: . . . R4 Absent a possible
violation that resulted in (or could have resulted in) a significant risk to the Bulk Electric System, no
violation of R2 and its subrequirements shall be found, provided that the Distribution Provider and
Generator Operator shall implement a process for identifying deficiencies with adherence to the
documented communication protocols specified in Requirement R2 that: . . .

No

NextEra does not support VSLs that are checklist or document related. Rather NextEra favors VSLs
that balance results and performance against reliability risk. As drafted, the current VSLs are a
checklist approach to measuring reliability risk and compliance, which is not particularly helpful or
meaningful. Thus, NextEra suggests that VSLs be re-drafted to measure whether the entity posed an
actual risk to the Bulk Electric System based on how it delivered or received an Operating Instruction.

NextEra proposes the following as an alternative approach that more closely mirrors COM-0002-3 and
includes the internal controls language in R4 and R5. R1. When a Reliability Coordinator, Transmission
Operator or Balancing Authority requires actions to be executed as an Operating Communication, the
Reliability Coordinator, Transmission Operator or Balancing Authority shall identify the action as an
Operating Instruction to the recipient. R2. Each Balancing Authority, Transmission Operator,
Generator Operator, and Distribution Provider that is the recipient of an Operating Instruction shall
repeat, restate, rephrase or recapitulate the Operating Instruction. R3. Each Reliability Coordinator,
Transmission Operator, and Balancing Authority that issues an Operating Instruction shall either: <
Confirm that the response from the recipient of the Operating Instruction (in accordance with
Requirement R2) was accurate, or = Reissue the Operating Instruction to resolve any
misunderstandings. R4 Absent a possible violation that resulted in (or could have resulted in) a
significant risk to the Bulk Electric System, no violation of R1 or R3 and its subrequirements shall be
found, provided that the Balancing Authority, Reliability Coordinator, and Transmission Operator has
implemented a process for identifying deficiencies with adherence to the documented communication
protocols specified in Requirement R1 and R3 that: 4.1. Identifies potential deficiencies, 4.2. Assesses
the deficiencies found, 4.3. Corrects the deficiencies, and 4.4. Evaluates the process based on
deficiencies found external to Part 3.1 and either = implements modifications to the process when the
evaluation determines that modification of the process is necessary to address the deficiencies found;
or = demonstrates that no modification to the process is necessary to address the deficiencies. R5
Absent a possible violation that resulted in (or could have resulted in) a significant risk to the Bulk
Electric System, no violation of R2 and its subrequirements shall be found, no violation of R2 and its
subrequirements shall be found, provided that the Distribution Provider and Generator Operator shall
implement a process for identifying deficiencies with adherence to the documented communication
protocols specified in Requirement R2 that: 5.1. Identifies potential deficiencies, 5.2. Assesses the
deficiencies found, 5.3. Corrects the deficiencies, and 5.4. Evaluates the process based on deficiencies




found external to Part 3.1 and either = implements modifications to the process when the evaluation
determines that modification of the process is necessary to address the deficiencies found; or <
demonstrates that no modification to the process is necessary to address the deficiencies.

Group

Tacoma Public Utilities

Chang Choi

Tacoma Power, City of Tacoma

Yes

Yes

Yes

Yes

Individual

Yes

Yes

Yes

Yes

The issuance of a draft RSAW in combination with the draft standard helped clarify the audit approach
for some of the more subjective requirements such as R3 and R4 and how instances of deficiency will
not be considered violations of the standard. PNMR, Inc. and its two utility subsidiaries operating in
TRE, SPP and WECC would like to encourage other SDTs to follow the lead of this SDT with respect to
understanding that the RSAW is a critical piece of the Standards Development process.

Group

PacifiCorp

Sandra Shaffer

PacifiCorp

Yes

No

PacifiCorp does not feel that the requirements listed in R1.5 regarding the use of alpha-numeric
clarifiers when issuing an oral Operating Instruction is warranted. The requirements listed in R1.6,
and R1.7 requiring the strict used of three-way communication should alleviate any possibility of
miscommunication, which PacifiCorp understands to be the drafting team’s intent in the development
of separate Requirement R1.5. Also, implementing the use of alpha-numeric clarifiers poses additional
risk due to the introduction of ambiguous language.

No

PacifiCorp supports the addition of non-zero defect language which follows the CIP model. [model
PacifiCorp suggests that the language in Requirement R3 be modified and simplified as follows: “R3.
Each Balancing Authority, Reliability Coordinator, and Tranmission Operator shall implement R1 in a
manner that identifies potential deficiencies, assesses deficiencies found, and corrects those




deficiencies.”

No

It is not clear to PacifiCorp why the VSLs are so much higher for R2 when R1 applies to Balancing
Authorities, Reliability Coordinators, and Transmission Operators, and thus has a potentially broader
application than R2. R2 applies to Distribution Providers and Generator Operators. Also, it is not clear
why the R2 VSL R2.3, as there is no R2.3 in the current draft.

Group

JEA

Thomas McElhinney

JEA

We beleive that three-part communications should only be necessary for directives. Also COM002 and
COMO0O03 should be merged into one standard.

Individual

No

Operating Instruction Definition is too broad; this essentially imposes on affected entities the need to
use 3-part communication all the time. Additionally the broadness of the definition may cause
compliance difficulties between COM-003-1 and COM-002 if the requirements are not looked at
holistically between the two. A recommendation would be to combine the requirements into one
standard.

No

R1.2 Prescribed use of a 24 hour clock format seems over-bearing R1.3 The use of “functional
entities”- includes more entities than the applicability section and uses terms from the functional
model which goes beyond registered entities, may be some confusion here. R1.4 Transmission
interface Element Transmission interface Facility These terms may need to be defined. They may be
ambiguous to some entities as to what is intended R1.5 Use of alpha-numeric clarifiers in some
instances inhibit efficient communication, without increasing the effectiveness of the communication
or reducing the risk to the BES. In keeping with the requirement of entities to document its protocols,
it should be left to the entities of regions to define this. R2 Is missing a sub-requirement that requires
a clarification of two party communication that is not understood.

No

R3 & R4 As written are confusing and do not convey the intent of the SDT. Below is recommended re-
write: Each Balancing Authority, Reliability Coordinator, and Transmission Operator shall implement a
process that assesses conformance and performance to the R1 documented protocols. This process
shall include identifying deficiencies, assessing the deficiencies and correcting the deficiencies when
feasible. R3.4 & R4.4 This should be removed as a sub-requirement and made its own requirement
Below is recommended re-write: Each Balancing Authority, Reliability Coordinator, and Transmission
Operator shall [insert time period] evaluate its process required by R3 (R4) for deficiencies. Identified
deficiencies shall be assessed and corrected when feasible. If no deficiencies found this is to be
documented.

No

VRF R3 & R4 NERC VRF Discussion: R3 (4) is a requirement that, if violated, could directly affect the
electrical state or the capability of the bulk electric system, or the ability to effectively monitor and
control the bulk electric system. However, violation of the requirement is unlikely to lead to bulk
electric system instability, separation, or cascading failures. The VRF for this requirement is “Medium”
which is consistent with NERC guidelines The violation of R3 (R4) does not result in informal
communication: it results in not identifvina it. It is not a failure to identifv that poses the risk to the




BES, but the actual communication. The process implemented in R3 (R4) identifies, assesses, and
attempts to correct deficient communication practices in an attempt to make future communications
better. The process in R3 (R4) has no real-time impact on the BES, it aims at having real-time impact
on operators who have real-time impact on the BES. For these reasons the VRF should be “Low” FERC
VRF G1 Discussion: Discussion references wrong FERC Recommendation; should have referenced
Recommendation 26 rather than 24. Additionally, the SDT wrongly implies that Recommendation 26
applies to COM-003-1. Recommendation 26 “Tighten communications protocols, especially for
communications during alerts and emergencies...” applies to COM-002, thus removing it from FERC
VRF G1 allowing for a VRF of “Low” to be assigned. FERC VRF G3 Discussion: Though analogous to R2
of COM-002-2 they are not the same. One can argue that the importance of “directive” to the BES is
greater than the importance of an “Operating Instruction” to the BES and thus the risk to the BES is
less for R3 (R4) of COM-003-1, and accordingly should be assigned a lower VRF than R2 of COM-002-
2 to promote consistency between the standards, while also elevating the importance of COM-002-2
over COM-003-2. Said another way (Though each requirement addresses communication protocol,
the potential effects of the failure to follow the protocol are different in that one deals with Directives
and Emergency conditions and the other with Normal operations. So the VRF's shouldn't necessarily
be the same.) FERC VRF G4 Discussion: The violation of R3 (R4) does not result in informal
communication; it results in not identifying it. It is not a failure to identify that poses the risk to the
BES, but the actual communication. The process implemented in R3 (R4) identifies, assesses, and
attempts to correct deficient communication practices in an attempt to make future communications
better. The process in R3 (R4) has no real-time impact on the BES, it aims at having real-time impact
on operators who have real-time impact on the BES. For these reasons the VRF should be “Low” FERC
VRF G5 Discussion: The SDT has argued that R3 & R4 each contain only one objective (identification
of deficiencies). An Alternative read suggests the R3 & R4 as written each have six objectives:
1.ldentify deficiencies in 3-part communication as defined by protocols in R1 2.Assess identified
deficiencies in 3-part communication 3.Correct identified deficiencies in 3-part communication
4.ldentify deficiencies in process implemented in R3 (R4) 5.Assess identified deficiencies in process
implemented in R3 (R4) 6.Correct identified deficiencies in process implemented in R3 (R4) VSL
Justification R3 (R4) The SDT has argued that R3 & R4 each contain only one objective (identification
of deficiencies). An Alternative read suggests the R3 & R4 as written each have six objectives:
1.ldentify deficiencies in 3-part communication as defined by protocols in R1 2.Assess identified
deficiencies in 3-part communication 3.Correct identified deficiencies in 3-part communication
4.1dentify deficiencies in process implemented in R3 (R4) 5.Assess identified deficiencies in process
implemented in R3 (R4) 6.Correct identified deficiencies in process implemented in R3 (R4) Because
there are multiple objectives in R3 (R4) there is an opportunity for more granularities to the proposed
\VSL.

Applicability Section: Functional Entities Section may not be broad enough to capture all entities
participating in communication for example a TO may have a switchman receiving Operating
Instructions from a TOP; the way the standard is written the TO would not be required to participate
in 3-part communication making it difficult for the TOP to fully implement its Communication
Protocols. M3 & M4 impose more requirements on the registered entity than are be required in R3 &
R4 respectively. For example R3 requires the implementation of a process, the measure looks for the
results of the process, the measure should be measuring the implementation not the result of the
process.

Individual

Yes

Yes

No

COM-003 cannot be a zero defect standard. We propose rewording R3 to state: "Each Reliability
Coordinator, Transmission Operator and Balancing Authority shall implement the requirements in R1
in a manner that identifies, assesses, and corrects deficiencies, if any. Where the entity is identifying,
assessing and correcting deficiencies, the entity is satisfactorily meeting the requirements or COM-
003." If there is no leeway given, requirement 1 of this standard will generate a very large number of




violations and in our opinion it would become one of the most violated standards very quickly.

Yes

Individual

Agree

Central Lincoln

Individual

Yes

Yes

No

This is redundant with the continual improvement methodologies that the NERC process already has
in place. If a company finds, through a self assessment or NERC audit, that they are not meeting a
requirement in a standard, then the NERC process is to either self report, or be found in violation. In
either case the entity must complete their defficiency in the standard in order for the mitigation to be
approved by their regional entity. To have to have written process for this in order to meet R3 and R4
is redudant with the requirements on how NERC views the elements of a successful compliance
program. Smaller entities do not have the man power for redundancies such as this. | would rather
see R3 and R4 dropped from the standard for the reasons above. Most if not all companies will correct
issues through the self report process and mitigation plan approval process.

No

See comments from SPP

As stated drop requirements R3 and R4 as they seem redundant with the overall NERC program of
reporting and mitigation plan approval.

Individual

Agree

US Bureau of Reclamation

Individual

Agree

Florida Municipal Power Agency and Indiana Municipal Power Agency

Individual

No

While AEP would not argue against the definition of “Operating Instruction” as proposed, we object to
its inclusion as we disagree with the concept of requiring three part communications for more routine
operations. Our efforts in this regard should first be focused solely on Reliability Directives before
expanding this work, and creating similar requirements for all other Operating Communications.
Requiring three part communications for every scenario might be considered a best practice by some,
but making it a mandatory practice for routine operations emphasizes the manner of communications
rather than the operations themselves. In addition, requiring three part communication in such a
broader scope could actually diminish the perceived urgency during more urgent situations where
such communications are more appropriate. In any event, requiring three part communications for
Reliability Directives will likely result in more widespread usage for more routine operating
communications, without making it a requirement. AEP believes that there should not be multiple
project teams proposing concurrent changes to COM-001, COM-002, and COM-003. Unless there are
overwhelming reasons for not doing so, these efforts should be consolidated and managed by a single
project team. In addition, current efforts on COM-003 need to be co-located with the proposed
changes to COM-002 within a single standard. Having multiple project teams proposing concurrent
chanaes results in problems such as this. where a) chanaes are proposed to the same standard or b)




similar changes are proposed to separate standards. AEP cannot support revisions on these matters
until they are managed by a single project team. If the team believes it should still proceed in their
current efforts, then there probably is no need for requiring three part communications for Reliability
Directives (COM-002 R2). As a result, COM-002 R2 should be retired and this definition should include
emergency situations as well.

No

AEP disagrees with the concept of requiring three part communications for more routine operations,
and as a result, also disagrees with requiring that entities have documented communication protocols
as proposed.

No

AEP disagrees with the concept of requiring three part communications for more routine operations,
and as a result, also disagrees with R3 and R4 which require that the entity shall implement a process
for identifying deficiencies with adherence to the documented communication protocols specified in
Requirement R1 and R2.

No

AEP disagrees with the concept of requiring three part communications for more routine operations,
and as a result, has no comment at this time on the proposed VRFs and VLSs.

AEP does not agree with the perceived necessity of this standard, but does support the overall
concept of the drafting team’s building controls into the standards as well as proposing RSAWSs during
the comment that perpetuate the ideas and concepts of the drafting team.

Group

Wisconsin Electric Power Co.

James R. Keller

Wisconsin Electric Power Co.

Midwest I1SO

The definition of Operating Instruction introduces a “Command” as opposed to COM-002 that defines
and requires identification of a “Reliability Directive”, yet there is no obligation to follow a Command
nor to identify the communication as containing a Command. Fatal flaw with the proposed definition.
The requirement to have a protocol is likely an ok approach with an objective to achieve well
understood communications and without the laundry list of things that must be in the document. Then
given the RC-BA-TOP have stringent training requirements in PER-005, duplicating the requirements
for good training and personnel proficiency evaluation lends itself to mandate a how to accomplish
this for a specific task. In addition, the type of oversight implied in COM-003 is overreaching by
NERC.

Group

Dominion

Connie Lowe

Dominion

No

Dominion requests clarification of “Command” verses “Directive”. Neither “Command” nor “Directive”
is defined in the NERC Glossary of Terms — some guidance/reference is needed. The word “command”
seems more forceful, how does a command differ from a directive?

No

We appreciate the SDT’s response to stakeholder comments in the previous draft, but still find sub-
requirements R1.1, R1.2, R1.3 to be too prescriptive. We agree that these entities should mutually
agree on (1) the language they will use to communicate and (2) the manner in which they will
communicate time (24 hour, zone, zulu, etc). Below are some additional suggestions; Dominion also
disaarees that Distribution Provider is listed as an Applicable Entity. Distribution Provider load is not




considered part of a BES Element or Facility. The SDT response to an earlier comment on this issue
was that the SDT is aware of some DPs that operate BES equipment. If that is the case, then the
standard should be applicable to only those DPs that operate BES Elements or Facilities — not the
numerous DPs who do not. R2 should be clarified to read as follows: “For Distribution Providers, and
Generator Operators that operate BES Elements shall have documented communication protocols for
Operating Instructions that incorporate the following: R1.1 — In lieu of the English language
requirement, Dominion recommends defining the use of a common language for verbal or written
communications for Operation Instruction(s). English shall be the default language unless otherwise
mandated by the entity’s document or mandated by law, regulation, or mutual agreement. Under
R.1.2 and R1.1.3, It doesn’'t matter (and may not be exactly clear) in what time zone the action will
occur. A transmission line can cross time zone boundaries. What is important is that all operators
involved have the same understanding of what is going to happen, when, and who is to do it. If a TOP
that operates in two different time zones already has a protocol that establishes one zone or the other
as their time standard, will they have to revise their protocol and use two different zones? Dominion
would recommend the following language to read as follows: Clock-time communications shall be
precise and include the following: Use of a 24-hour format or 12-hour format with AM/PM designation
Specification of the applicable Time-Zone when multiple Time-Zones are covered Specification of
Standard Time or Daylight Saving Time for Operating Instructions that will be implemented beyond
the present/current day R1.4 — This requirement is overly redundant as it is also covered by TOP-002
R18. Under R.1.8 and R.1.9, Dominion feels this would create an unnecessary burden to document
routine notifications that rely on a burst messaging system and do not have any effect on the Bulk
Power System. A one-way burst messaging system is typically used to quickly inform/advise. It is
designed as one-way to provide efficiency and should not be used for Operating Instructions. It would
be much simpler to state that, “for the communications of Operating Instructions (regardless of the
technology employed), the message must be repeated or confirmed by the recipient, and validated by
the sender.” This approach focuses on “Operating Instructions” and not the technology employed. The
requirement as currently written does not allow for exceptions due to routine or informative
communications. (Example: NERC Alerts to the Industry based are based on severity level and do not
always require receipt of message by the Registered Entity). R2 — Why not simply include DP and GOP
in R1? R4 — Why not simply include DP and GOP in R3? Dominion also recommends defining 3 Part
Communication in the NERC glossary as a result of this standard to help eliminate confusion. We need
to have the System Operator maintain a focus on reliability through precise communications without
unduly adding unnecessary requirements that create a burden without adding value. The mandatory
use of Time-Zones for parties communicating within the same Time-Zone, or the use of
Standard/Daylight Savings Time for current day activities adds an administrative burden with no
value to reliability.

No

No, Dominion does not agree that these requirements are needed. As part of any certification to R1
and R2, we would expect the entity to perform some sort of analysis to determine whether its
communication protocols meet the intent of the purpose stated for this standard. We do not believe
imposing a mandatory requirement to perform this analysis inherently increases reliability.

No

For the reasons cited in the comments above

Implementation plan — page 1; Revisions or Retirements to Approved Standard — Proposed
Replacement Requirement(s), states; “COM-003-1 Requirement R1 Part 1.1.1 R1. Each Balancing
Authority, Distribution Provider, Generator Operator, Reliability Coordinator, and Transmission
Operator shall have documented communications protocols that incorporate the following:”
Distribution Provider and Generator Operator needs to be removed, also after communications
protocols, ‘for Operating Instructions’ needs to be added (to match the R1 Requirement, if accepted
as written). Mapping document, Page 1; Comments, states: “R1 Each Balancing Authority,
Distribution Provider, Generator Operator, Reliability Coordinator, Transmission Operator, and
Transmission Owner shall have documented communications protocols that incorporate the following:
[Violation Risk Factor: Low] [Time Horizon: Long-term Planning ]” Distribution Provider and Generator
Operator needs to be removed. Also after communications protocols,'for Operating Instructions’ needs
to be added (to match the R1 Requirement, if accepted as written).

Individual




Yes

Yes

Yes

Yes

While TAL is voting affirmative, we still have some reservations that Compliance Enforcement will cite
specific instances of non-3-way communications as violations. However, we are ready to codify the
need for standardized communications as defined in the purpose of the standard and Blackout
recommendation #26 and thank the drafting team for their hard work in avoiding a “zero-defect”
standard.

Individual

Agree

Midwest Reliability Organization (MRO) NERC Standards Review Forum (NSRF); AND Southwest Power
Pool (SPP) RTO

Group

MRO NSRF

WILL SMITH

MIDWEST RELIABILITY ORGANIZATION

No

Yes

Yes

The NSRF would like to thank the SDT for allowing entities to identify, assess, and correct deficiencies
per R3 and R4. The proposed COM-003-1 uses the verb of “issuing” in R1.1, 1.2, 1.3, 1.4, 1.5, 1.6,
and 1.8, and uses the verb of “receiving” in R1.7, 1.9, 2.1, and 2.2. Since these are real-time actions
and FERC Order 693, section 532 states in part, “This will eliminate ambiguities in communications
during normal, alert, and emergency conditions”, The NSRF recommends that the proposed definition
of Operating Instruction have the words “in Real-time” at the end of the definition. The definition of
System Operator also uses the term in real time in its definition. R1.3 Some entities already have an
agreed upon time zone standard such as MISO. MISO operates on Eastern Standard Time (EST) and
has a business practice manual stating that. Suggest the requirement be modified to state: “that
unless the operating entities already have an agreed upon operating time zone” then operations
occurring across time zone boundaries should include a time-zone designation. R1.5 Naming
conventions for terminal equipment can be long. For example, switch, P2ZDQEN. In a switching order,
this switch name may be mentioned several times and with each communication there is a required
echo. The Alpha-numeric requirement is a one-size fits all solution and is not needed in all situations.
Recommend the following as an alternative to the above language; The risk of unclear communication
is addressed by R1.6 and R1.7. R1.5 should be reworded to require alpha-numeric clarifiers when
reissuing an Operating Instruction to resolve a misunderstanding (per R1.6). R1.4 The SDT has not
made the case for the reliability benefit of the requirement for standardized names. Again, this
requirement is being retired from TOP-002. “TOP-002-2a Requirement R18 on the basis that “This
requirement adds no reliability benefit. Entities have existing processes that handle this issue.” This
requirement creates a compliance process where one is not needed. Each entity will be required to
document and maintain each facility name and who is the responsible owner for the facility name.
Suggest this requirement be removed. A list would be required for “every” element of the BES
between entities to assure that the proper names are used in all Operatina Instructions. The NSRF




does not see the reliability benefit of using this naming convention since TOP-002 is already
enforceable. R.1.8 and R.1.9, The NSRF feels this would create an unnecessary burden to document
routine notifications that rely on a burst messaging system and do not have any effect on the Bulk
Power System. A one-way burst messaging system is typically used to quickly inform/advise. It is
designed as one-way to provide efficiency and should not be used for Operating Instructions. It would
be much simpler to state that, “for the communications of Operating Instructions (regardless of the
technology employed), the message must be repeated or confirmed by the recipient, and validated by
the sender.” This approach focuses on “Operating Instructions” and not the technology employed. The
requirement as currently written does not allow for exceptions due to routine or informative
communications. (Example: NERC Alerts to the Industry based are based on severity level and do not
always require receipt of message by the Registered Entity). R1.8 states in part, ” When issuing an
oral Operating Instruction through a one-way burst messaging system...”. The NSRF does not
understand how an oral Operating Instruction can be made through a one-way messaging system?
Unless, the Operating Instruction was captured on an answering machine or on an un-listened to
\voice mail message system. The NSRF views this as an electronic source to electronic source, as
explained in the “note to auditor” within the proposed RSAW states, “Communication that is
generated by an electronic source to another electronic source is not to be included as “oral or written
Operating Instruction”. If the NSRF is correctly assuming this, then no verbal or electronic
confirmation is required. Please clarify. R2. As stated in the Purpose statement, “To provide System
Operators uniform communications protocols that reduce the possibility of miscommunication that
could lead to action or inaction harmful to the reliability of BES.” The NSRF concurs with this
statement but questions why “all” DPs and GOPs are included in COM-003-1, Applicability section?
The NSRF recommends that the Applicability section have 4.1.2 updated to read "For Distribution
Providers, and Generator Operators that operate BES Elements shall have documented
communication protocols for Operating Instructions that incorporate the following”. On page 7, under
Severe VSL it states: “The responsible entity did not include Parts 2.1 to 2.3 (3) of Requirement R2,
in their documented communication protocols”, part 2.3 does not exist, please clarify if this is to
mean “part 2.2”? The NSRF recommends R3 to be updated to state: “Each Balancing Authority,
Reliability Coordinator, and Transmission Operator shall implement R1 in a manner that identifies,
assesses, and corrects deficiencies, if any. Where the entity is identifying, assessing, and correcting
deficiencies, the entity is satisfactorily performing the requirement. Justification for R3. The above
rewrite requires implementing a deficiency process, which puts the focus of R3 on a deficiency
process and not on implementing R1. The proposed language changes says to implement R1 and does
not require a specific process for deficiencies. This is consistent with CIP standards Version 5 draft 3
and Generally Accepted Government Auditing standard strategies (the yellow book or GAGAS). The
proposed second sentence provides clarity on satisfactory performance expectations in the
requirement. Note this proposed language should also be applied to R4.

Individual

ACES Power Marketing

No

See ACES comments.

No

See ACES comments. Additionally, if it is determined that all of the elements need to be kept in the
standard, the list of elements needs to be improved. Some of the elements are noun phrases (e.g.,
1.1 and 1.2) and some are instruction statements. All elements should be noun phrases. It is
grammatically improper for a list to have more than one type of phrase and, more significantly, may
lead to confusion about compliance obligations. Instruction statements could be construed to require
perfect performance of those elements, but that does appear to be the intent of the SDT.

No

See ACES comments.

No

See ACES comments.

See ACES comments.

Individual

Agree




Consolidated Edison and Northeast Power Coordinating Council

Individual

Agree

ATC endorses and supports those comments submitted by the Edision Electric Institute(EEl)on behalf
of ATC and other REAC members.

Group

Hydro One

Sasa Maljukan

Hydro One Networks Inc.

Yes

No

— We request clarification on the rationale for limiting communication protocol requirements for DPs
and GOPs. We believe that the communication protocol should contain essentially the same elements
regardless of the function an entity performs. Consequently, we recommend combining R1 and R2 to
state: “Each responsible entity (BA, RC, TOP, DP, GOP) shall have documented communication
protocols for the communication of Operating Instructions. This protocol should contain following
elements: ...” — In order to improve readability we recommend that the Sub-Requirements R1.1
through R1.9 be re-arranged and grouped. For example, R1.7 and R1.9 deal with information
receiving. They should be combined into one with two sub-requirements or bullets. The same can be
done with R1.3, R1.6 and 1.8 which deal with issuing Operating Instructions. — Requirement 1.6: We
suggest that for clarity purposes the SDT rewords the first bullet as follows: ”Confirm that the
recipient’s response of the Operating Instruction as per R1.7 was accurate, or” — Requirement 1.9:
The requirement asks the recipient to request clarification when the communication is not understood.
We believe that the requirement is not measurable and as such it should be deleted. Additionally, it
represents common sense because in any type of communication if one party does not understand all
or part of the conversation, it is natural that he/she will ask for clarification. — Requirement 2.2:
Hydro One recommends deleting this section for the same reasons mentioned in our comment for
Requirement 1.9 (measurability). — It must be made clear in the requirements that functional entities
can incorporate exceptions in their protocols, for example, to address emergencies. As proposed, both
of these requirements are too prescriptive. The sub-requirements drill down too deeply into the
communications needed to conduct system operations.

No

— It is unclear what identified reliability gap this Standard development project is intending to
address, given the recent adoption of the new COM-002-3 along with the OC white paper on
communications protocols. — Hydro One believes that, as written, the requirements are too
prescriptive. We think that the SDT should concentrate and focus on specifying WHAT is required to
achieve the reliability objective of the standard rather than on HOW to go about achieving such
objective. With this in mind, we recommend deleting R3.1 through R3.4 and R4.1 through R4.4.
Additionally, in line with our comment regarding R1 and R2 we believe that these two requirements
should be combined as well. We would like to propose following wording: “Each responsible entity
shall develop and implement a process for identifying and addressing deficiencies found in the
adherence to the documented communication protocol specified in Requirements R1 and R2.”

Yes

The white paper written by the OC addressed the issues covered by this Standard.

Individual

No

See response to question 5.

No

See response to question 5.




No

See response to question 5.

No

See response to question 5.

(1)We believe the drafting team has made some great strides to get this to be a useful standard for
industry. The idea that we have a process for self-correction instead of self-reporting is a good
concept. However, the reasons for our “No” vote is that the current wordings in the latest draft still
need some changes to provide clarification. In this regard, we agree in principle with alternate
language provided by NextEra (which we have modified slightly) and have also provided additional
clarifying comments and recommendations. (R1) When a Reliability Coordinator, Transmission
Operator or Balancing Authority requires actions to be executed as an Operating Instruction, the
Reliability Coordinator, Transmission Operator or Balancing Authority shall identify the action as an
Operating Instruction to the recipient. (R2) Each Balancing Authority, Transmission Operator,
Generator Operator, and Distribution Provider that is the recipient of an Operating Instruction shall
repeat, restate, rephrase or recapitulate the Operating Instruction. (R3) Each Reliability Coordinator,
Transmission Operator, and Balancing Authority that issues an Operating Instruction shall either:
(a)Confirm that the response from the recipient of the Operating Instruction (in accordance with
Requirement (R2) was accurate, or (b) Reissue the Operating Instruction to resolve any
misunderstandings. (2)Along with the revised language proposed above, we request the drafting team
to clarify the concept of what constitutes an Operating Instruction (or command) because the current
understanding is too broad. We strongly believe that it should focus only on instructions related
directly to BES reliability and which are not considered Reliability Directives covered under COM-002,
and that it should not include normal or routine dispatching instructions of generators. (3)Given the
revised language proposed in comment (1) above, the definition of Operating Instruction should be
revised to replace the term 'System Operator' with 'Reliability Coordinator, Transmission Operator, or
Balancing Authority’, since these functions are the ones who will initiate the Operating Instruction.
(4)"Transmission interface Element” and "Transmission interface Facility" both are not in the NERC
glossary as defined terms and they need to be added to the NERC glossary or clearly defined in the
standard. (5)We suggest a 24 month Implementation Plan upon approval of COM-003. This would
allow Registered Entities time to develop their compliance processes. (6)We request that the drafting
team consider the possibility of substituting the CIP v.5 'zero defects' language in COM-003 in order
to minimize potential confusion. (7)We request that any of the "violations" shown in the VSL table on
pages 7, 8, and 9 should not qualify for a high or severe level and at the most these should either be
categorized as low or, but no more than, moderate level. (8)In the VSL table for R2, in the column
under Severe VSL, it states that "The responsible entity did not include Parts 2.1 to 2.3 (3) of
Requirement R2..." Requirement R2 does not have a Part 2.3, only 2.1 and 2.2. (9)If the drafting
team retains the current language we are concerned about the prescriptive language in R1 and R2.
We request that the drafting team in both R1 and R2 have the word “incorporate” changed to
“consider” or “address”, thereby making the requirements less prescriptive.

Group

Associated Electric Cooperative Inc - JRO0O0088

David Dockery - NERC Reliability Compliance Coordinator

Associated Electric Cooperative Inc - NCRO1177

No

The Operating Instruction definition is no help beyond the “existing” Operating Command definition,
as the later exists neither within the NERC Glossary downloaded this morning, 9/20/2012, nor within
the Clean COM-003-1 copy downloaded for final review. The proposed Operating Instruction definition
would add value, were the BES Definition itself properly scoped to only those assets and functions
that undoubtedly affect the reliable Operation of bulk power system. However the BES Definition is,
by NERC and FERC desire and design, too broad, and so our industry must now attempt containment
of compliance scope and risk within multiple standards, including COM-003-1. As a result, AECI
determines this Operation Instruction definition to insufficient to responsibly exclude conversations
that have little to no effect upon the BES reliability.

No




AECI believes the sub-parts of this requirement to be overly prescriptive, whereas communication
clarity should be the stated requirement. The sub-parts should appear only as examples of elements
to be considered for improving clarity. Less is better, as evidenced by additional qualifiers already
necessary to sub-requirement R1.1. (see suggested language in comment 5 below.)

Yes

This could work, were wording per concepts already suggested per questions 1 & 2 and question 5,
such that the documented evidence of an effective program, precludes violations of any individual
requirement. In interest of providing our industry with greater consistency in wording and format
throughout future standards, AECI strongly suggests that this SDT review the current draft release of
CIP Version 5’s draft (for ballot), and similarly format these requirements. However please see AECI's
general observations concerning COM-003-1 in comment 5 below.

No

It could be appropriate, were the expectations properly bounded similar to the wording outlined for
Question 5 below.

In general, AECI believes that NERC and FERC should completely reevaluate the necessity of COM-
003-1. COM-003 still appears to overreach the cited 2003 blackout recommendation #26, whereas
industry-approved changes to COM-002 do meet the expectation, pertaining to verbal communication
protocols: “Tighten communications protocols, especially for communications during alerts and
emergencies..." However AECI also offers the following observations: 1) Recommendation #26 is
hardly top of the list. (Lessons-learned is that future industry recommendations really must be careful
in what they recommend for improvements, because those can and will be extrapolated into future
requirements.) 2) Recommendation #26 "especially" highlights alerts and emergencies, not normal
operational communications, yet the scope of COM-003 pertains to any normal communication that
would alter the state of anything BES, including mundane operational conditions that have
questionable effect upon the BES reliability. 3) In AECI's opinion, there is greater risk of non-
compliance with this standard for the industry, than non-compliance with the NERC BOT in their
insistence to move it forward. The EEI suggested wording, recited below, helps to mitigate this risk,
but still at cost of additional and often unnecessary communication overhead. Specific to the wording
of COM-003-1 draft, AECI does believe the direction of EEl's wording, submitted in comment response
to this draft, could help the industry with mitigating some risk of non-compliance to the proposed
standard. In lieu of our being able to view EEIl's posted comments, we recite them below::
========Begin the EEI draft as circulated in emails earlier this week========= R1. When a
Reliability Coordinator, Transmission Operator or Balancing Authority requires actions to be executed
as an Operating Communication, the Reliability Coordinator, Transmission Operator or Balancing
Authority shall identify the action as an Operating Communication to the recipient. R2. Each Balancing
Authority, Transmission Operator, Generator Operator, and Distribution Provider that is the recipient
of an Operating Communication shall repeat, restate, rephrase or recapitulate the Operating
Communication. R3. Each Reliability Coordinator, Transmission Operator, and Balancing Authority that
issues an Operating Communication shall either: = Confirm that the response from the recipient of the
Operating Communication (in accordance with Requirement R2) was accurate, or « Reissue the
Operating Communication to resolve any misunderstandings. R4 Absent a possible violation that
resulted in (or could have resulted in) a significant risk to the Bulk Electric System, no violation of R1
or R3 and its subrequirements shall be found, provided that the Balancing Authority, Reliability
Coordinator, and Transmission Operator has implemented a process for identifying deficiencies with
adherence to the documented communication protocols specified in Requirement R1 and R3 that: 4.1.
Identifies potential deficiencies, 4.2. Assesses the deficiencies found, 4.3. Corrects the deficiencies,
and 4.4. Evaluates the process based on deficiencies found external to Part 3.1 and either -
implements modifications to the process when the evaluation determines that modification of the
process is necessary to address the deficiencies found; or - demonstrates that no modification to the
process is necessary to address the deficiencies. R5 Absent a possible violation that resulted in (or
could have resulted in) a significant risk to the Bulk Electric System, no violation of R2 and its
subrequirements shall be found, no violation of R2 and its subrequirements shall be found, provided
that the Distribution Provider and Generator Operator shall implement a process for identifying
deficiencies with adherence to the documented communication protocols specified in Requirement R2
that: 5.1. Identifies potential deficiencies, 5.2 Assesses the deficiencies found, 5.3. Corrects the
deficiencies, and 5.4. Evaluates the process based on deficiencies found external to Part 3.1 and
either - implements modifications to the process when the evaluation determines that modification of




the process is necessary to address the deficiencies found; or - demonstrates that no modification to

the process is necessary to address the deficiencies. ========End the EEI draft as circulated in
emails earlier this week=========

Individual

No

The definition of the new term, “Operating Instruction,” uses the NERC Glossary term “System
Operator,” which is defined as “An individual at a control center...whose responsibility it is to monitor
and control that electric system in real time.” The lack of clarity regarding what constitutes a control
center leaves doubt as to which instructions would be covered by the standard. Another disagreement
with the proposed definition of “Operating Instruction” is that it inappropriately imposes three-part
communication for routine communications of changes of generation output. Common operating
communications to and from generation plants should not be considered compliance events requiring
the use of alphanumeric clarifiers. Such a requirement may shift operators’ focus from providing
proper information under critical situations to using the specified terms for every minor
communication, distracting them rather than sharpening their concentration. The standard should
specify the classes of TO/TOP-to-GOP communications that constitute compliance events, the formal
designations by which such communications can be recognized, and the parties authorized to issue
such commands.

No

Clarification is needed regarding what GOP procedures are to cover, ref. our comments to question
#1 above.

No

There is no statement of periodicity in R4, leaving entities guessing until the time of audit regarding
the criteria for sufficient review. R4 is also open-ended regarding scope, potentially requiring review
of every voice communication for every plant for the audit period. Everyday communications do not
merit such scrutiny, which would reduce rather than improve the attention that can be given to
matters of significance. All standards (not just COM-003-1) should clearly specify pass/fail criteria and
the associated evidence requirements. R4 should be split into DP and GOP sections, with the GOP
requirement being: R4. Each Generator Operator shall conduct in each calendar year a review session
with the operations function for registered entities, regarding the documented communication
protocols specified in Requirement R2. Corrective action shall be implemented and documented for
any potential deficiencies coming to light as a result of this review.

No

The VRFs and VSLs are divided into long-term planning and operation planning categories. These
terms are not explained in the standard, so the difference between them is unclear. They do suggest
however that, in accordance with our comment #1 above, this standard is not meant to apply to
routine transmission system operator-to-plant communications.

The SDT received many comments questioning the need for the standard. They are relying on a single
EPRI study that claims 19% of 400 studied switching errors (76 events) resulted from
miscommunication, but this statistic is meaningless without context. Specifically: -Did any of these 76
events involve GOPs? If not, is it appropriate to make COM-003-1 applicable to these entities at all,
much less for routine communications of minor importance? -How many events involved oral
communication, vs. written miscommunication? Of the oral miscommunications, how many involved
miscommunication between separate entities, as opposed to internal entity miscommunication? After
all, internal miscommunications, which may be the vast majority of the events, will not be covered by
the standard.

Group

ISO/RTO Standards Review Committee

Albert DiCaprio

PIM

No

The proposal to standardize the meanina of "Operatina Instruction' will likelv cause more problems




than it solves. The concept of “to change or preserve the state, status...” is ambiguous enough for
CEAs to still apply the requirement to virtually all verbal conversations. Such a proposed definition
may help clarify what the SDT intends to address, however, by making such a common word a
Glossary term potentially will result in the Industry having to redefine their own manuals and
procedures in which they use the phrase "Operating Instruction". For years, system operators have
dealt with operating instructions on a daily if not minute basis. To them, operating instructions are
necessarily a communication to alter or preserve the state and status of the BES condition or BES
Element/Facility. Having a defined term, and calling such communication a “Command” is totally
unnecessary, and can confuse operators from what they understand to be the meaning of operating
instructions. Any proposed standard must clearly limit the application of the communication protocol
requirements to communications that impact reliability. As proposed, the standard does not do this.
Based on the existing language and the proposed Defined term Operating Instruction, the scope could
readily be interpreted to include numerous communications that have nothing to do with system
reliability. To remedy this, the SDT should either revise the proposed term in accordance with Order
693’s limited scope, or delete this term and focus the standard on reliability directives, which is in line
with Order 693.

No

The SRC fully supports the concept that certain aspects of our business are better viewed based on
the internal controls used by the entity. The SRC recognizes that the intention of the SDT is to be
flexible. However, the nature of a standard is to eliminate that flexibility by not addressing how
compliance will be monitored in the controls approach and by prescribing specific items for inclusion
in the protocols. An entity is less likely to create a highly sophisticated best practice protocol if the
RSAW subjects that entity to penalties for implementing that protocol. While presenters at the COM-
003 Webinar presentation stated that violations are not based on implementing the steps of the
protocols, the draft RSAW (dated July 2012) states: If the CEA finds in subsequent, follow up audits
or other compliance monitoring activities that the same or similar deficiencies continue to occur after
the entity was provided the feedback by the CEA, the CEA will seek to understand what changes the
entity made to their process based on prior recommendations. If changes to the entity’s process are
not implemented to identify, assess and correct deficiencies, the Auditors may make a determination
of possible non-compliance with Requirement 3, Part 3.4. The proposed requirements (R1 and R2) are
a significant improvement from the previous postings. Requirement R1 is still too prescriptive. The
elements within R1 make the requirement a checklist of rules and do not add to the reliability of the
power system and do not address the reliability needs requested in Recommendation 26 and Order
693. The reliability need for clear protocols was in reference to “situational awareness” issues (i.e.
when is the system in jeopardy and who makes that decision to respond - See references provided
below). The reliability need was not related to common verbal mistakes. The proposed requirements
do not address those needs. The SRC believes that IRO-016-1 does address those issues and needs.
2003 Blackout Report Section: Data Exchanged for Operational Reliability (pages 50-51) Voice
Communications: Voice communication between control area operators and reliability is an essential
part of exchanging operational data. When telemetry or electronic communications fail; some
essential data values have to be manually entered into SCADA systems, state estimators, energy
scheduling and accounting software, and contingency analysis systems. Direct voice contact between
operators enables them to replace key data with readings from other systems’ telemetry, or surmise
what an appropriate value for manual replacement should be. Also when operators see spurious
readings or suspicious flows, direct discussions with neighboring control centers can help avert
problems like those experienced on August 14, 2003. SRC COMMENT - This is clearly focused on
establishing communications where they potentially may not occur. It is not focused on prescribing
particular terminology or protocols based on the belief that existing practices are inadequate. Page
109 Effectiveness of Communications Under NORMAL conditions, parties with reliability responsibility
NEED TO COMMUNICATE important and prioritized information to each other in a timely way, to help
preserve the integrity of the grid. This is especially important in emergencies. During emergencies,
operators should be relieved of duties unrelated to preserving the grid. A common factor in several of
the events described above was that information about outages occurring in one system was not
provided to neighboring systems. SRC COMMENT - The above discussion is not related to terminology
or repeating information. The concern focuses on the failure to provide appropriate information,
which, as discussed above, as well as in Order 693, is focused on “important” and “prioritized”
information. This is a limited set of communications that the proposed standard’s new term Operating
Instruction exceeds in scope. Pages 161-162 26. Tiahten communications protocols. especiallv for




communications during alerts and emergencies. Upgrade communication system hardware where
appropriate. NERC should work with reliability coordinators and control area operators to improve the
EFFECTIVENESS of internal and external communications during alerts, emergencies, or other critical
situations, and ENSURE that all key PARTIES, including state and local officials, RECEIVE timely and
accurate information. NERC should task the regional councils to work together to develop
communications protocols by December 31, 2004, and to assess and report on the adequacy of
emergency communications systems within their regions against the protocols by that date. On
August 14, 2003, reliability coordinator and control area communications REGARDING CONDITIONS in
northeastern Ohio were in some cases ineffective, unprofessional, and confusing. INEFFECTIVE
COMMUNICATIONS contributed to a LACK OF SITUATIONAL AWARENESS and PRECLUDED EFFECTIVE
ACTIONS to prevent the cascade. Consistent application of effective communications protocols,
particularly during alerts and emergencies, is essential to reliability. Standing hotline networks, or a
functional equivalent, should be established for use in alerts and emergencies (as opposed to one-on-
one phone calls) to ensure that all key parties are able to give and receive timely and accurate
information. [SRC COMMENT: Recommendation 26 is clearly about communicating information about
“conditions” and not about communicating the commands to a particular “asset”. The proposed
standard is unresponsive to the issues raised in the Blackout and by FERC. By not addressing the core
reliability issues raised by the very report that drove this Project, the SDT is jeopardizing the
reliability of the power system. The SRC strongly urges the SDT to reconsider this posting and to
either rescind the Project and accept that IRO-016-1 has adequately responded to the Blackout
Report, or to revise its proposal to directly address the issues noted above. If R1 is not rescinded as
suggested above, then the prescriptive subparts 1.1 thru and including 1.6 should be removed.

No

The SRC fully supports the concept that functional entities’ internal controls be used to monitor the
effectiveness of their own protocols. The SRC suggests that any requirement to implement a plan may|
significantly reduce the incentives to create more effective protocols because of the Compliance
uncertainty related to measuring effective internal controls. Requirement 3 requires entities to
implement their process and to identify deficiencies with adherence to the protocol. The less complex
a plan is the lower the number of deficiencies and therefore the lower the number of reports.
Moreover, the RSAW states that the applicable entity could be found non-compliant if the entity did
not follow an auditors suggested changes to remedy those deficiencies. Thus this standard would
incent writing simple protocols.

No

The SRC does not agree with the VSLs of R3 and R4 . The SRC feels that it is not binary and actually
fits the Requirements with Parts that Contribute Unequally to the Requirement in the VSL guideline
document. While part 3.3 is the most critical, an entity would certainly not get any reliability benefit if
you don’t do parts 3.1 — 3.3 or 3.3 in itself, which could be a severe VSL. But if an entity performs
parts 3.1 — 3.3 and does not perform part 3.4, it should not be a severe VSL because you are getting
a substantial amount and majority of the reliability benefit from performing 3.1-3.3. Failure to do part
3.4 should be a high VSL perhaps, but it is not all binary. If an entity fails to do 3.2, it may be a
medium only.

The SRC requests that the SDT include a milestone in the implementation plan that requires NERC
and the industry to reach agreement on how internal controls will be monitored by the CEAs BEFORE
this standard is effective. The SRC believes that this standard could be improved by modifying the
subparts of R1 and R2 to include parts that are communication protocols directly relevant to the
improving situational awareness and shortening response time. Requirements R1.1, 1.2 in theory
shorten response time by providing a commonly understood language and clock format for Operating
Instructions but are unnecessary in practice. The modification includes the removal of: « R1.3 as it
does not improve situational awareness or shorten response time. This is such a small population of
Operating Instructions and any real time Operating Instructions will be immediate. This is overly
prescriptive and provides little if any reliability benefit. This is not a documented reliability concern in
any investigation, FERC Order, Blackout report, etc. that the SRC is aware of. « R1.4 as it does not
improve situational awareness or shorten response time. It may actually confuse entities that have
established practices that may have to make changes to accommodate this requirement part. This is
overly prescriptive and provides little if any reliability benefit. This is not a documented reliability
concern in any investigation, FERC Order, Blackout report, etc. that the SRC is aware of. « R1.5 as it
does not improve situational awareness or shorten response time. It may actually confuse entities




that have established practices that may have to make changes to accommodate this requirement
part. This is overly prescriptive and provides little if any reliability benefit. This is not a documented
reliability concern in any investigation, FERC Order, Blackout report, etc. that the SRC is aware of.
R1.6 and R1.7, and 2.1 as it does not improve situational awareness or shorten response time. It
actually lengthens response time and does not improve situational awareness as it does not address
the content of the communication. This is already addressed through COM-002-3 and will only add to
confusion for entities to have a COM-003-1 requirement in the overlap it creates. This is not a
documented reliability concern in any investigation, FERC Order, Blackout report, etc. that the SRC is
aware of where lack of 3 part communication directly contributed to a adverse reliability impact on
the BES. The NERC OC established guidelines that outline best practices for industry and are sufficient
to communicate such best practices. As the drafting team has communicated in its previous white
paper, a significant amount of industry already employs 3 part communication during normal and
emergency situations. Requirements R1.8, 1.9, and 2.3 could shorten response time by providing a
protocol for quickly disseminating information from one to multiple parties. The drafting team should
craft the standard to address communication between functional entities and not within entities to
properly address FERC Order and Blackout Recommendation that clearly speaks to communication
protocols between entities. To not do so is expanding upon the scope of the SAR, creates confusion,
and is not focusing on the reliability concerns cited in the FERC Order 693 and Blackout Report
Recommendation #26. The draft RSAW introduces subjective concepts as well as a new requirement.
An auditor is to: = The CEA is to ... = Understand the process .... = The CEA is to review a sample of
the entity’s communication activities to verify whether the entity is identifying, assessing,
communicating and correcting deficiencies. If the entity had implemented corrections, the sample is
to be pulled from activities conducted after any corrections to the entity’s process were implemented
or, if the correction had been recently implemented, the CEA is to consider the impact the correction
will have when reviewing the samples. This sample size will be based on the auditor’s confidence in
the entity’s ability to identify, assess, and correct its deficiencies. « Where the auditor ... = If an
auditor cannot verify that the entity is adequately identifying [SRC: suggest changing “is” to “is not”],
assessing, and correcting its own deficiencies due to limitations in its process, the auditor will not
have a finding of non-compliance. The auditor will provide the entity with recommendations as
necessary. If the CEA finds in subsequent, follow up audits or other compliance monitoring activities
that the same or similar deficiencies continue to occur after the entity was provided the feedback by
the CEA, the CEA will seek to understand what changes the entity made to their process based on
prior recommendations. [“same or similar deficiencies” is subjective and opens the compliance to CEA
vision of what is “similar”.] New Requirement: If the CEA finds in subsequent, follow up audits or
other compliance monitoring activities that the same or similar deficiencies continue to occur after the
entity was provided the feedback by the CEA, the CEA will seek to understand what changes the
entity made to their process based on prior recommendations. If changes to the entity’s process are
not implemented to identify, assess and correct deficiencies, the Auditors may make a determination
of possible non-compliance with Requirement 3, Part 3.4.

Group

Southern Company

Antonio Grayson

Operations Compliance

No

Southern does not agree with the definition of “Operating Instruction” as it continues to be too broad
and encompass routine communications between System Operators and other system personnel and
other functional entities. While Southern agrees that 3-part communications is a good utility practice
that has been used by operating entities for many years, Southern disagrees with the broadness of
“Operating Instructions” as in some of these cases, 3-part communications are not required to protect
the reliability of the system. In fact, this prescriptive requirement, if used on all communications that
could fall under “Operating Instructions” (i.e. very general information at times), would take System
Operators time from other tasks that are more critical to maintaining reliability. Please note that there
are numerous (i.e. in the millions) of conversations between operating entities each year and some
important tasks could be missed or delayed if required to follow a standard script for everything. If
the SDT agrees with Southern’s comments related to Requirements 1 and 2, then the definition of
“Operatina Instruction” would be unnecessary as each operatina entitv would define the times when




3-part are necessary, which in Southern’s case, would be broader than emergency communications
and reliability directives, but not so broad that it would cover general exchange of information
between operating entities.

No

Southern supports having a documented communications protocol, but we do not support the
prescriptive elements of this version of the standard. The protocols should give the entity the
flexibility to define the conditions where they expect 3-part communications and the verbal cues they
use to tell the recipient they expect 3-part communication or that action is required. Southern
suggest the following changes to R1 and R2 and could support these changes in future drafts of this
new standard.

Yes

Provided that the SDT incorporate the changes suggested for R1 and R2, Southern generally agrees
with the concept of implementing a process to identify and correct deficiencies without compliance
exposure for each deficiency. However, this is a new concept and we do have questions as to how it
will be implemented. For example, how many discrepancies would it take for an entity to identify
before requiring a self report rather than waiting to present the log of deficiencies found and
corrected during an audit?

Yes

While Southern agrees that 3-part communications is a good utility practice that has been used by
operating entities for many years, Southern disagrees with the broadness of the types of
communications the SDT is suggesting for requiring 3-part communications. In some of these cases,
3-part communications are not required to protect the reliability of the system. In fact, this
prescriptive requirement, if used on all communications that could fall under “Operating Instructions”
(which can be very general information at times), would take System Operators time away from other
tasks that are more critical to maintaining reliability. Please note that there are numerous (i.e. in the
millions) of conversations between operating entities each year and some important tasks could be
missed or delayed if required to follow a standard script for everything.

Individual

No

Previous version has a description regarding Reliability Directives. This version does not address
Reliability Directives and the relationship to an Operating Instruction. Is a Reliability Directive a
subset of Operating Instruction? Is a “directive,” as mentioned in several standards, an Operating
Instruction?

No

This Standard does not address electronic Operating Instructions, thus creating a possible gap. For
example, ERCOT (acting as the BA) uses ICCP links to issue electronic dispatch instructions to
generators (ERCOT Protocol 6.5.7.4). The recipient of the electronic dispatch instruction must
acknowledge receipt of the dispatch instruction to ERCOT electronically, within one minute and must
include the receiving operator’s identification with the electronic acknowledgement (ERCOT Protocol
6.5.7.8(5)). ERCOT regional rules have similar language as current NERC standards regarding
compliance with dispatch instructions, which include electronic dispatch instructions (ERCOT Protocol
6.5.7.9). Consider adding “Reliability Coordinator” or “Functional Entities” in 1.1 statement where
TOPs and BAs are singled out: "Transmission Operators and Balancing Authorities may use an
alternate language for internal operations.”

No

If a deficiency is identified and then training is provided to attempt to correct it, what happens if the
same deficiency is identified again? Is the entity considered to have failed to correct its identified
deficiency? Does the entity need to file a self report when the second deficiency occurs? Texas RE
agrees with the premise of having a process for identifying issues, but at some point if a pattern of
deficiencies continues, when does a violation occur?

No

R2 Severe VSL references “Parts 2.1 to 2.3 (3)” when a “2.3” does not exist (this issue is also in the




VRF/VSL Justification document). The VSLs for R3 and R4 say nothing about assessing and correcting
identified deficiencies per 3.2, 3.3, 4.2 and 4.3.

(1) Requirements R2 and R4 should also apply to Load-Serving Entities (TOP-001-2 R1, VAR-001-3
R5), Purchasing-Selling Entities (VAR-001-3 R5), and Generator Owners (VAR-001-3 R11, VAR-002-
1.1b R5) so that all entities receiving Operating Instructions are covered. For M3 and M4 the process
should be included as well as results. (2) Capitalize “responsible entity” in VSL language for R1 and
R2 as was done in R3 and R4. (3) RELIABILITY GAP: We believe a reliability gap exists because no
standard generally requires compliance with Operating Instructions, Reliability Directives and other
\valid instructions. We realize this issue may be considered to be outside of the scope of this project,
but we are quite concerned that reliability is compromised because operating entities can elect to
ignore valid instructions for economic or other reasons, and that much more attention is being given
to the form of the instructions than to requiring that they be obeyed. VRF/VSL JUSTIFICATION: (4) In
the VRF/VSL Justification document there is only reference to 3 requirements in the COM-003-1
Standard (page 5). There are 4 requirements. (5) The “Low” VRF rating for R1 and R2 seems
unjustified based on the following points: 1) In the VRF/VSL Justification document there is the
following statement at the top of page 5: “Requirements R1, R2 and R3 were assigned a “Medium”
VRF.” 2) In the Rationale and Technical Justification document there is the following statement:
”Because Operating Instructions affect Facilities and Elements of the Bulk Electric System, the
communication of those Operating Instructions must be understood by all involved parties, especially
when those communications occur between functional entities. An EPRI study reviewed nearly 400
switching mishaps by electric utilities and found that roughly 19% of errors (generally classified as
loss of load, breach of safety, or equipment damage) were due to communication failures. This was
nearly identical to another study of dispatchers from 18 utilities representing nearly 2000 years of
operating experience that found that 18% of the operators’ errors were due to communication
problems.” If there is not a process, would there not be more errors? 3) In the VRF/VSL Justification
document there is the following statement: “In the VSL Order, FERC listed critical areas (from the
Final Blackout Report) where violations could severely affect the reliability of the Bulk-Power System”
and “Communication protocol and facilities” is listed. R1 and R2 attempt to address this issue. (6) In
the VRF and VSL Justification document, at page 15 and page 20, the FERC VRF Guideline 3
Discussion is inconsistent with R3 and R4 language respectively (R3 and R4 do not call for “use of
formal three part communication”).

Individual

MidAmerican Energy supports MRO NSRF comments

No

MidAmerican has concerns that Operating Instructions as defined is too broad.

Yes

Yes

Yes

MidAmerican would recommend the following changes to R3 as a primary consideration to allow COM-
003-1 to move forward. COM-003 is only acceptable as a non-zero defect standard. R3 should be
rewritten as follows: Each Balancing Authority, Reliability Coordinator, and Transmission Operator
shall implement R1 in a manner that identifies, assesses, and corrects deficiencies if any. Where the
entity is identifying, assessing, and correcting deficiencies, the entity is satisfactorily performing the
requirement. Make similar changes to R4. R3 as posted requires implementing a deficiency process,
which puts the focus of R3 on a deficiency process and not on implementing R1. The proposed
language changes focus the requirement to implement R1 and does not require a specific process for
deficiencies. This is consistent with CIP standards Version 5 draft 3 and Generally Accepted
Government Auditing standard strategies (the yellow book or GAGAS). The proposed second sentence
provides clarity on satisfactory performance expectations in the requirement.

Individual

Agree

We agree with and support the comments submitted by NPCC, the SRC, and ERCOT.




Individual

Yes

Yes

Yes

Yes

Puget Sound Energy appreciates the opportunity to submit comments on the proposed standard, as
well as the work of the standards drafting team in developing a workable approach to the
implementation of operating communication protocols. The purpose statement in the proposed
standard uses the term "System Operators". As defined in the NERC Glossary, System Operators
include individuals who work for Balancing Authorities, Transmission Operators, Generator Operators
and Reliability Coordinators. However, the standard also applies to Distribution Providers, an entity
not covered by the term System Operator. As a result, | recommend that the standard drafting team
expand the purpose statement to accurately reflect the applicability of the standard. Perhaps the
statement could be revised to begin "To provide individuals who may issue or receive Operating
Instructions with uniform communications protocols...".

Group

APPA, LPPC and TAPS

Allen Mosher

American Public Power Association

Yes

Yes

Yes

In response to comments received during the last comment period and in an effort to draft a standard
that focuses on risk control rather than zero tolerance metrics, the drafting team has taken a new
approach to COM-003-1. This version requires responsible entities to establish communication
protocols and then implement a process for identifying, assessing, and correcting deficiencies with
adherence to those communication protocols. This new standard is drafted such that the entity is to
ensure that its process is working, rather than requiring the demonstration of absolute compliance
with communication protocols at all times and identifying each deficiency as a possible violation. In
addition, this version of the standard was drafted in conjunction with the development of the
Reliability Standard Audit Worksheet (RSAW). The parallel development of the standard and the
RSAW provided the opportunity for the drafting team to consider the compliance implications of the
language in the standard and to offer input into the language of the RSAW. APPA staff, LPPC and
TAPS have reviewed the proposed standard and have not identified any material concerns and
support the drafting team's new approach. We of course urge the drafting team to give full
consideration to all substantive comments on the proposed standard and RSAW. We do anticipate that|
commenters will identify editorial changes that will clarify the proposed standard. Such changes are
unlikely to affect our support for the standard.

Group
FirstEnergy

Sam Ciccone
FirstEnergy Corp.




No

Although we believe the definition is on the right track, the wording may inadvertently cover many
conversations between operators and personnel that do not impact the reliable operation of the BES.
We ask the team to consider clarification, examples, or inclusions/exclusions much like the new
definition of BES. For instance, tasks that may involved transmission lines associated with IROLs or
SOLs, and other critical tasks.

No

We support many of the protocols as a minimum to standardize communications across the industry.
However, we believe some of the sub-parts of R1 contain language which may be too prescriptive and
in some cases language is missing for special situations. &« 1.2 — We understand the importance of
knowing the time of day but an operator can specify “am” or “pm” instead of using the 24 clock
format. The requirement should be less prescriptive to allow this. & 1.3 — This requirement as written
may confuse the parties communicating. We suggest it be reworded in a simple fashion as follows:
“Assure both parties understand the correct time being used in the communication.” & When the
receiver of an operating instruction is unable to comply they should be allowed to notify the operator
of the restriction (e.g. based on safety, loss of life, or damage to equipment) so that the operator is
able to implement other actions to perform the desired operation. This should be added in the
language requiring three-part communication in requirements R1 and R2.

Yes

FirstEnergy supports this new concept being introduced by NERC. It allows entities to sharpen their
internal controls while not being penalized for minor non-compliance situations that do not impact the
BES. The only question we raise is how this will be implemented in the CEAP. The draft RSAW for
COM-003-1 is silent on this issue and we ask that NERC give more guidance on it as this paradigm
develops.

Yes

# To have clear communication protocols NERC must develop clear and concise standards that include
non-prescriptive language that provides entities with the latitude to operate their systems as they are
accustomed to while requiring a heightened awareness of the importance of clear communications
while operating those systems. From discussions in various industry forums, there seems to be much
confusion as to the intent of COM-003 versus COM-002. For instance, is a Reliability Directive as
defined by the Project 2006-06 team in COM-002-3 a subset of an Operating Instruction as defined in
COM-003-1? If so, then we recommend the retirement of COM-002-3 as a standard since COM-003-1
covers all communications. One standard that requires 3-part communication is sufficient and no
reliability gap would exist if COM-002-3 is retired. FE and the industry want to contribute to effective
reliability and believe tight standardized communication protocols are critical. But if confusion and
needlessly burdensome requirements result from the development of these COM standards, we
believe this could have an adverse affect on reliability. In COM-002-3, requiring an operator to pause
to determine if he or she should utter the phrase “this is a Reliability Directive” can escalate an
emergency situation and not help alleviate it. Regardless of the situation, when the Operator issues a
command it must be carried out by the receiver with confirmation that the receiver has understood
what needs to be done and when it needs to be done. COM-003-1, with some wording adjustments,
accomplishes this reliability goal. We support COM-003-1 Draft 3, on its own without COM-002-3,
along with some adjustment to requirement language to relieve prescriptiveness and needless
language while adding some clearer guidance on the internal control requirements detailed in R3 and
R4. & The measures as proposed simply reiterate the requirement and provide no useful information.
We suggest they either be removed or be elaborated to include useful examples of evidence and
possibly incorporate some of the information found in the RSAW.

Individual




Nowhere in the Blackout Report, Order 693, nor the SAR does it indicate that communication
protocols used during normal and emergency operations need to be identical - only that there are
standardized communications for normal operations and standardized protocols for emergency
communications. The term Operating Instruction as included in the requirements of the draft standard
does not take into consideration that communications during alert or emergency conditions have a
heightened need to be effective (Blackout Report Recommendation 26). A much better approach is to
rely on operating personnel to determine when an Alert or Emergency condition exists to change from
standardized communication used for normal operation to a different standard protocol for emergency
operation. Operating personnel have substantial training requirements, including explicit requirements
for training on emergency operations, which provide the basis for allowing operating personnel to
make this determination. A standard phrase to identify that protocols for Alert or Emergency
conditions are to be used (such as "l am issuing a Reliability Directive™) would trigger the need to
switch from protocols for normal operation to protocols for emergency conditions. This approach also
addresses concerns that complacency will set in if identical protocols are used for normal and
emergency communications. Active listening is much more likely when using a protocol that is used
only for emergency conditions which occur much less frequently than normal operations.

Individual

Yes

Yes

No

The current wording necessitates creating a process to evaluate a process that evaluates protocols.
We believe this is unnecessarily cumbersome and confusing. The addition of extra controls from the
last version to this version lends nothing to improving reliability or improving the function of the
standard. Accordingly, the NERC SC recently approved the SAR for the Paragraph 81 initiative to
eliminate certain requirements from the Reliability Standards with little effect on reliability. The SAR
identifies criteria to be used to identify those requirements that could easily be identified for removal.
It would seem that the draft R3 and R4 would meet the criteria identified for P81. GTC recommends
the deletion of R3 and R4. Alternatively, at a minimum, we suggest improvements to requirements R3
and R4 as currently drafted. We suggest changing all instances of the word “process” to “protocols” in
both part 4s and also removing “found external to Part 4.1” from both part 4s. Finally we suggest
removing parts 2 and 3 simply to keep the requirements from becoming redundant with the changes
made to their respective part 4s.

No

The VSLs for requirements R3 and R4 are too severe. We understand that they were designated as
binary, which led them to automatically be designated as severe VSLs. However, it is our position that
these requirements are no more binary than requirements R1 or R2 and that their VSLs should be
rewritten. We propose: Moderate VSL: The responsible entity did not include one (1) of the four (4)
parts of Requirement R3 in its implementation of a process for identifying deficiencies with adherence
to documented communication protocols specified in Requirement R1. High VSL: The responsible
entity did not include two (2) of the four (4) parts of Requirement R3 in its implementation of a
process for identifying deficiencies with adherence to documented communication protocols specified
in Requirement R1. Severe VSL: The responsible entity did not include three (3) or more of the four
(4) parts of Requirement R3 in its implementation of a process for identifying deficiencies with
adherence to documented communication protocols specified in Requirement R1 or did not have such
a process.

Individual

Agree

please see FMPA's formal comments.

Group

PPL Corporation NERC Registered Affiliates




Brent ingebrigtson
LG&E and KU Services

No

The PPL Companies do not agree with the proposed definition of Operating Instruction as the standard
appears to be focused on imposing three part communications on the industry for all normal / routine
operating communications. Imposing requirements for three part communication for Operating
Instructions may have the effect of elevating all communications to the state of Reliability Directive
(as defined in COM-002-3). Splitting communications requirements across different standards
introduces the potential of unnecessary confusion. Communications involving the changing of the
state, status, output, or input of a facility, occur very frequently and potentially even more frequently
on preserving the state of the system. Many of these communicated changes, in and of themselves,
would not have an impact on reliability. However, there are times (examples could be during a DCS
event, an SOL, or an IROL) when even seemingly insignificant changes to the system must be made
promptly, although the system has not reached the level of emergency or instability. It is at these
times, “when action must be taken”, which the miscommunication of the action or inaction could lead
to amplifying the risk to the system. Further, the focus of the standard is on operations and therefore
the communications subject to the requirement should be those requiring action in the Real-time
Operations Time Horizon. The definition of which is included in the NERC document located at
http://www.nerc.com/files/Time_Horizons.pdf . Suggest modifying the proposed definition as follows:
Operating Instruction — Command, other than a Reliability Directive, from a System Operator to
change or preserve the state, status, output, or input of an Element of the Bulk Electric System or
Facility of the Bulk Electric System in which action must be taken in the Real-time Operations Time
Horizon.

No

The PPL Companies do not agree with the proposed requirements as they are administrative in
nature. Should the requirements remain, we suggest the following be considered: R.1. Each
Responsible Entity shall implement, in a manner that identifies, assesses and corrects deficiencies,
one or more documented communication protocols that address each of the following Requirements
R1.1 through R1.3 applicable to such Responsible Entity: R1.1. When a Reliability Coordinator,
Transmission Operator or Balancing Authority requires actions to be executed pursuant to an
Operating Instruction, the Reliability Coordinator, Transmission Operator or Balancing Authority shall
identify the communication as an Operating Instruction to the recipient. R1.2. Each Balancing
Authority, Transmission Operator, Generator Operator, and Distribution Provider that is the recipient
of an Operating Instruction shall repeat, restate, rephrase or recapitulate the Operating Instruction.
R1.3. Each Reliability Coordinator, Transmission Operator, and Balancing Authority that issues an
Operating Instruction shall either: = Confirm that the response from the recipient of the Operating
Instruction (in accordance with Requirement R1.2) was accurate, or * Reissue the Operating
Instruction to resolve any misunderstandings. For purposes of clarity, the term “implement” in
Requirement R1 does not mean that there were no failures to follow the protocol in specific cases. The
following language is suggested for the measures related the proposed R1.1 through R1.3: Measures
The Responsible Entity shall have documented communications protocols developed for Requirements
R1.1 through R1.3. Additional examples of evidence may include, but are not limited to, the
Responsible Entity: = trained or otherwise educated the affected personnel about the protocols =
established controls to identify failures to follow the protocols « assessed identified failures to follow
the protocols = took appropriate actions to correct the identified failures

No

The PPL Companies agree with the concept of internal controls and/or the elimination of zero defect
requirements. However, the concept of internal controls to identify, assess, and correct deficiencies
related to documented communications protocols should be imbedded in R1 as proposed in our
response to question 2. We do not agree with the specific details in the internal controls/elimination of
zero defect language that is currently included in R3.1 — R3.4 and R4.1 — R4.4. Incorporating the new
language proposed by the PPL Companies in R1 makes COM-003 more consistent with the approach
being followed in the NERC CIP Version 5 standards. The added language proposed by the SDT in R3
and R4 creates uncertainty as to whether COM-003 is imposing greater requirements than CIP
Version 5 reaarding identifving. assessina. and correctina deficiencies and the documentary evidence




that is required.

It appears the SDT may be basing the perceived need for communication protocols during normal
operations on a misunderstanding of the findings in an EPRI report. The SDT responded to multiple
comments questioning the need for communication requirements during normal operations by quoting
a paper (Bilke, T., Cause and prevention of human error in electric utility operations, Colorado State
University, 1998) that cited an EPRI study. The SDT stated, “[w]e believe the more relevant and
significant conclusion to be that, of 400 switching mishaps, 19% were caused [by] communication
failures.” It is concerning that the SDT may be basing their conclusions on erroneous data. The EPRI
report in fact indicates only 14.5% were “cited” as “faulty communication”, not necessarily “due to” or
“caused” as the SDT response would indicate. Nearly half of those 58 (14.5%) of the 399 incidents
reviewed resulted from most commonly not communicating “critical information”, i.e. failing to “call
in” or communicate in the first place. The EPRI report reads as follows: “Faulty communications were
cited [emphasis on “cited”] in 58 (14.5%) of the 399 incidents reviewed. The most common kind of
communication error was failure to communicate critical information, which occurred in 22 (39%) of
the 58 cases. Examples are: failure to conduct a thorough pre-job briefing, failure to call in before
operating a switch, failure to communicate about equipment problems, or failure to question some
unusual aspect of an order. “ Mandating “how” communications occur will not address the failure of
“what” critical information needs to be communicated. Furthermore, it is concerning that the SDT
“believes that the potential for risk” necessitates requirements applicable to all operating
communications as stated in their response to comments during draft 2. It is impossible to eliminate
the potential for risk in all circumstances. What is important is that the SDT assess risk to the BES as
a result of certain actions or inactions and that the Reliability Standard reduce that risk in an efficient
and cost effective manner.

Group

Florida Municipal Power Agency

Frank Gaffney

Florida Municipal Power Agency

Yes

Yes

Yes

we commend the SDT for doing a good job of writing a difficult standard and avoiding the "zero-
defect"” problem (the problem of just having just one violation in tens of thousands be punishable by
fines) and we support the approach taken. If we think of managing operations, we think of the
process: Step 1 - Vision, goals, policies - what do we want to accomplish? Step 2 - Protocols, plans,
procedures, programs, processes, methodologies - how will we do it and who will do what? Step 3 -
Do it Step 4 - Measure, monitor - did we accomplish what we set out to do? Step 5 - Learn, adjust,
back to 1. The problem with the prior draft of COM-003, before this latest draft, is that the standard
essentially micromanaged industry by causing auditors to monitor actual communications, e.g., the
auditors would be doing step 4, which ends up with the zero-defect problem. We have seen other
standards that have this zero defect problem, e.g., PRC-005 has a requirement for step 2 of the
process above, to have a program, and then for step 3 of the process, to do it in accordance with the
program, which results in the zero-defect problem. We've seen still other standards avoid the zero
defect problem by only requiring step 2, but with no requirement to actually do it, e.g., the currently
enforceable CIP-001 has requirements for step 2 of the process above for sabotage reporting
procedures, but, has no requirement to actually follow those procedures if a sabotage event occurs,
which leaves questions of accountability. The SDT for COM-003 is doing the appropriate thing and
backing up one level to measure how effectively we are managing our own operations, and this is the
first time I've seen a standard developed in this clever fashion of developing requirements for Step 2
(protocols) and Steps 4 & 5 (measure, monitor, learn, adjust) of the process above, but not Step 3 of
the process. However, Step 3 would need to be performed for the entity to comply with Steps 4&5,
meaning we are still accountable for "doing it". The method that the SDT is using to ensure we have




the appropriate operations management mechanisms in place seems a clever and pragmatic
approach. We have one suggestion to improve R3. R3 requires entities to “implement” a process for
identifying deficiencies. Use of the word “implement” implies that all deficiencies must be identified,
which means that the auditors would need to independently identify deficiencies and compare notes,
which reintroduces the "zero-defect" problem. FMPA recommends replacing "implement" with
“institute”.

The RSAW seems to re-introduce the “zero-defect” problem by directing auditors to sample actual
recordings of communications to see if the entity identified all deficiencies. The RSAW ought to be
changed to get away from sampling actual voice communications altogether and simply review the
evidence of the entity doing its own internal monitoring. For instance, the entity might decide to
randomly sample a few hours a month itself and identify deficiencies in those hours, that should be
the only voice recorded evidence required and not any other hours that the entity did not randomly
sample. In addition, the evidence for correction of deficiencies is not more voice recordings, but
rather evidence of revised protocols, processes, procedures, or evidence of disciplinary action. So,
FMPA believes the RSAW needs a lot of work.

Individual

No

We believe this is a standard that requires procedures or documents but has nothing to do with
performance. These types of standards lead to auditors making a wide range of interpretations.

This is an attempt to make a requirement for 3 way communication for all operating communications.
Not all operating conversations avail themselves to that format. The concept is good but allowances
must be made for other situations.

Individual

No

See comments under question # 5.

Yes

Yes

Xcel Energy feels this new draft of COM-003-1 is greatly improved than prior versions. We are
especially in favor of the internal controls approach the team has taken. However, while we have
identified several areas of concern with this latest draft, our issue with R1.5 is the single item that is
preventing us from voting affirmative. As indicated in our previous comments, our issue is that we do
not believe alpha-numeric identifiers should be required for all oral Operating Instructions. Instead,
we feel this should be an optional tool that the operator may use where clarity in the Operating
Instruction is needed or anticipated. (For example, the operator may use alpha-numeric clarifiers to
restate the original Operating Instruction, when it was apparent from the receiver’s repeat back that
the details of the Operating Instruction were not accurately understood.) Below are additional issues
and modifications Xcel Energy would like to see addressed: 1)Since a Distribution Provider may issue
Operating Instructions that would impact the BES, we feel they should be added to the applicability
under R1 and R3. 2) We recommend that the term “functional entities” be capitalized in R1.1, and a
reference added to Section A4 of the standard. This way it is clear that the term includes all entities
under the standard (Section 4) and not just the entities under R1.

Individual

No




The definition of “System Operator” includes BA, RC, TOP, and GOP. Because GOP is included the
definition, “System Operator” should be replaced by “Balancing Authority, Reliability Coordinator, or
Transmission Operator.” See also Project 2010-16: Definition of System Operator.

No

There should not be a requirement for entities in R1 and R2 to have documented communications
protocols. The subparts specify the protocol requirements. R1 should merely state: “Each Balancing
Authority, Reliability Coordinator, and Transmission Operator shall use the following communication
protocols for Operating Instructions:” R2 should be similar involving DP and GOP functions

No

These questions apply equally to R3 and R4. In R4.1, what is a “potential” deficiency? In R4.3, how
can one correct a deficiency since that happened in the past? In R4.4, how does one evaluate the
process based on deficiencies identified that are “external to Part 4.1”? (Part 4.1 is the process for
identifying deficiencies.) We are also concerned about the draft RSAW for R3 and R4. The RSAW has
two bullets for R3 and R4. One states “Where the auditor can verify that the entity is identifying,
assessing, and correcting its own deficiencies, the auditor will not have a finding of non-compliance.”
The second bullet states “If an auditor cannot verify that the entity is adequately identifying,
assessing, and correcting its own deficiencies due to limitations in its process, the auditor will not
have a finding of non-compliance.” The auditor will provide the entity with recommendations as
necessary.” Per the RSAW for R3 or R4, how will an auditor verify that an entity is not “adequately
identifying, assessing, and correcting its own deficiencies due to limitations in its process”? In other
words, what evidence will be required by the auditor, and how many months of communications
records should be kept? Because of the volume of communications, sampling may be required. Unless
one listens to 100% of communications recording, one cannot be sure one is identifying all
deficiencies. Is 100% deficiency detection the goal? Furthermore, M3 or M4, which only require the
entity to provide the results of its process in R3 and R4, are not mentioned in the RSAW. Measures
are supposed to represent one acceptable from of compliance and should be acceptable in the RSAW.
Finally, if R1 and R2 are changed as recommended in #2 above (i.e., remove the requirement for an
entity to have documented communications protocols and just require it to adhere to protocols n R1
and R2), incidents of non-compliance with the protocols will be detected via R3 and R4. We first
recommend that M1 and M3 have the same measures — M1 and M2 would both read “Each Balancing
Authority, Reliability Coordinator, and Transmission Operator shall provide the results of its process
developed for Requirement R3.” The same would apply for M2 and M4, which would both read “Each
Distribution Provider and Generator Operator shall provide the results of its process developed for
Requirement R4.” If this were done, the draft RSAWs two bullets discussed should have these phrases
modified for R3 and R4, with the modification shown in capital letters: = In R3, modify “the auditor
will not have a finding of non-compliance FOR EITHER R1 OR R3” in two bullets. = In R4, modify “the
auditor will not have a finding of non-compliance FOR EITHER R2 OR R4” in two bullets.

We did not evaluate these.

PSEG fully supports the use of 3-part communications. In our previous comments, we stated “This
standard (COM-003-1) should be combined with COM-002-3 and issued as one standard to require
ONE 3-part communications protocol for both Reliability Directives and non-Reliability Directives.” We
reiterate that request and believe that the SDTs should be combined into a single SDT and develop
one standard. COM-002-3 addresses Reliability Directive communications, while COM-003-1
addresses Operating Instructions communications. The same Registered Entities are subject to both
standards. Both require 3-part communications (a “protocol”), but COM-003-1 has more extensive
requirements. Having two standards is harmful for these reasons: = The lack of a common protocol
would result in communications confusion among these entities for this reason: some Operating
Instructions are Reliability Directives, but not all Reliability Directives are Operating Instructions.
Finally, without a common communications protocol, entities would need to be concerned about what
protocol they are using for compliance purposes; this would hinder the efficiency of communications
and therefore reliability. The single SDT should be charged with the following tasks: 1. Both draft
standards have pluses and minuses listed below, and the SDT shall consider these and take the best
from each to develop a single standard with a common protocol. a. Both standards require 3-part
communications (a “protocol”), but COM-003-1 has more extensive requirements, such as the use of
alpha-numeric clarifiers and a 24-hour clock format. [PSEG prefers the COM-002-1 simplified
protocol.] b. Reliability Directive communications need to be identified as such by the sender as part
of its protocol; Operating Instructions do not contain a similar requirement. [PSEG prefers that both




Reliability Directives and Operating Instructions be identified by the sender.] c. The protocol for
Operating Instructions explicitly addresses both written and oral communications; the protocol for
Reliability Directives is not specific. [If identified as such by the sender, PSEG does not object to
written and oral communications being addressed in a single standard; however, only oral
communications should require the use of 3-part communications.] d. The protocol for Operating
Instructions exempts “one-way burst messaging” from a requirement for 3-part communications with
one practical exception — the receivers must request clarification from the sender if the
communication in not understood; the protocol for Reliability Directives does not address explicitly
exempt such communications, implying that 3-part communications is required for them. [PSEG
prefers the “one-way burst” language in COM-003-1 for both Reliability Directives and Operating
Instructions.] e. The Operating Instructions protocol must be separately documented by each entity;
no such documentation is required for Reliability Directives. If documentation is required in a posted
standard developed by the SDT, the SDT shall explain the reliability benefits of documentation and
why the protocols in the standard, which are themselves communications performance requirements,
are insufficient as “documentation.” [PSEG prefers no documentation of protocols since they are
performance requirements in the standard.] 2. COM-003-1 requires a process for identifying and
correcting deficiencies.” COM-002-3 does not. [Instead of the COM-003-1 language, PSEG prefers a
requirement that adopts the CIP version 5 language: “R#. Each applicable entity shall have a process
that identifies, assesses, and corrects deficiencies in the use of communication protocol.”] 3. The SDT
shall describe the potential measure or criteria for success for determining the successful
implementation of the single standard. 4. “Generator Operator” is included the Glossary definition of
“System Operator,” which in turn is used in the Operating Instruction definition. “System Operator”
shall be replaced by “Balancing Authority, Reliability Coordinator, or Transmission Operator” in the
Operating Instruction definition. Generator Operators receive Operating Instructions but do not issue
them. See also Project 2010-16: Definition of System Operator — the goal of this project is to remove
Generator Operator from the definition of System Operator. (The Standards Committee should
consider increasing the priority of this project so that this problem is addressed systematically in the
System Operator definition.)

Individual

Yes

No

This requirement will be burdensome to small Distribution Providers where communications from a
System Operator will not ever occur. Requiring entities to prepare for nonexistent reliability gaps is
not acceptable. DPs should be allowed to document via RC, TO, and BA letters of agreement that
establishes System Operator communication protocol is not required. These small DPs can only shed
load in a reliability emergency, and in some cases would need to do so manually. Further, such load
would be more effectively dropped by the TOP functioning as the DP’s Transmission Service Provider.

No

See response to question two.

Individual

No

We can accept the definition but want to bring to the attention of the Drafting Team that the
description of Ol in the Background section of the Comment form, "Operating Instructions more
accurately define the broad class of communications that deal with changing or altering the state of
the BES", does not agree with the Definition being balloted. The inclusion of the phrase "or preserve"
changes the definition. Nowhere in the discussion of the need for Operating Instructions or
communication protocols is there discussion of or justification for including the "or preserve"
statement. Exelon can support the modified definition but we believe it will cause entities to oppose
this standard at ballot and create confusion when implementing controls and auditing to the modified
definition.




No

Exelon agrees with all requiremnts except R1.1.3 and R1.1.4. We disagree that R1.1.3, “include time
zones” when issuing operating instructions is necessary. Operating instructions are typically issued in
real time; an instruction to do something “now” or at the "top of the hour" does not require the use of
time zones. 1.1.4 has the effect of requiring verbatim use of a specified name; this should not be a
requirement as long as the transmitter and receiver use three way communications effectively to
assure understanding of the element to be operated. Additionally, TOP-002-R18 already requires use
of “uniform line identifiers when referring to transmission facilities of an interconnected network”. The
statement to use the TO specified name or a mutually agreed to name is not necessary in light of
TOP-002.

Yes

Exelon agrees with the prposed requiremnt but thinks it could be improved before final adoption. The
Requirement as written is confusing. For example, R3 is to identify deficiencies with respect to the
entities protocols. R3.1 addresses “potential” deficiencies. It is unclear what a potential deficiency is.
We suggest using deviations from the entities protocol in place of deficiencies or potential
deficiencies. Similarly we question how an entity will demonstrate that modifications to their program
are not required in light of the assessment being done in response to deviations from the protocol. We
believe R3.4 should be clarified. We believe its purpose is to direct an entity to take action if an
external entity (auditor) identifies a deviation from the entity protocol. We do not think the response
to identifying a deviation / deficiency should vary based on how it was identified. Once identified
(R3.1), a deviation / deficiency should be assessed (3.2) Corrected (3.3) and when necessary (3.4)
the program should be modified to account for the deficiency. Since a similar effort to utilize an
internal controls approach is underway in the CIP Version 5 drafting, it may be valuable for COM-003
to also utilize the same language of “in a manner that identifies, assesses, and corrects deficiencies.”
Exelon supports the effort to utilize an internal controls approach but remains concerned compliance
auditing and the potential for interpretations related to the requirement. We urge NERC, in
collaboration with the Regional Entities to develop a clear roll out plan prior to implementation of
COM-003 so that stakeholders and auditors understand the compliance obligations for this new
approach.

We would like to point out that the Ol definition includes another defined term, “System Operator”. In
the Glossary, this is defined as is an individual at a control center, including a Generator Operator.
Control center is not currently defined but has a proposed definition in CIP version 5 that puts limits
on which generator operators (# of units) work in “control centers”. If approved as part of CIP version
5, this definition of Control Center is likely to cause confusion when applying this and other standards.
Will Ol apply to all Generator Operators or just those working in "Control Centers" as defined by CIP
ver 5. In spite of our concerns with the current draft, Exelon intends to vote affirmative on this ballot
for COM-003. Significant improvements have been made but there is opportunity to make additional
changes before the final ballot.

Group

SPP Standards Review Group

Robert Rhodes

Southwest Power Pool

No

We suggest changing ‘command’ to ‘order’. The definition would then read ‘An order from a System
Operator...’

No

The wording in R2.1 is awkward, we suggest the following: When receiving an oral two party, person-
to-person Operating Instruction, the recipient is required to repeat, restate, rephrase, or recapitulate
the Operating Instruction. The one-way burst messaging in R1.9 and R2.2 is confusing to us in that
we don’t understand how you request clarification over a one-way messaging system. As written
there is no ‘out’ for an entity that cannot perform the Operating Instruction as given. An entity has
the option of not performing a Reliability Directive if that directive violates regulatory, safety,
eauipment. or statutorv reauirements (TOP-001. R3). A similar exemption needs to be incorporated




into COM-003.

No

Delete ‘potential’ in R3.1 and R4.1.

No

The Severe VSL for R2 contains a typo and should be reworded to read: ‘The responsible entity did
not include Parts 2.1 to 2.2 of Requirement 2..."” We would suggest that the VRFs for R3 and R4 be
reduced to Low. The VRFs for R1 and R2 are Low. R3 and R4 are processes that monitor R1 and R2;
therefore, they should not be treated more severely than R1 and R2.

The processes outlined in R3 and R4 would be sufficient in themselves but with the requirements of
PER-005 regarding identifying gaps and training to eliminate those gaps, it would appear that R3 and
R4 add unnecessary duplication. Why do we need to have the same requirements in two different
standards? Do some of the issues that are being addressed in the Paragraph 81 project come into
play here? Given the approval of COM-002-3 which places requirements on the DP and GOP when
receiving a Reliability Directive, there appears to be the possibility of confusion regarding specific
requirements on the DP and GOP in COM-003. During the COM-003 webinar, the comment was made
that if COM-003 is approved, there may be a new project that would attempt to more efficiently
coordinate the two standards. We would be supportive of that effort. The papers referenced in the
Rationale and Technical Justification document supporting the need for this standard should be made
available for review if the drafting team is using them as support for the justification for COM-003.

Individual

No

NERC defines the term “System Operator” as “an individual at a control center (Balancing Authority,
Transmission Operator, Generator Operator, Reliability Coordinator) whose responsibility it is to
monitor and control that electric system in real time.” NERC does NOT define a “control center” which
could be problematic when it comes to how an entity views a control center and how an auditor
defines a control center. IMPA believes that there is too much ambiguity when using the words “to
change or preserve the state, status, output, or input of an Element of the Bulk Electric System or
Facility of the Bulk Electric System.” IMPA recommends that the entity giving the Operating
Instruction declares it to be one which eliminates many potential problems of applying a definition of
an Operating Instruction. The receiver of the Operating Instruction immediately knows what the
following instructions will be and will know to apply the proper communication protocol instead of
trying to figure out if the definition of Operation Instruction applies to what the entity just said.

No

IMPA believes it should be made clear that Operating Instructions and the use of documented
communication protocols are required by these two requirements for when Operating Instructions are
given by a Balancing Authority, Reliability Coordinator, or Transmission Operator to a Distribution
Provider or Generator Operator. The current requirements could apply to a generator station
(Generator Operator) who receives Operating Instructions from its Market Operations (also the same
Generator Operator entity). The Market Operations would not need to follow the communication
protocol since it is issuing the Operating Instructions, but the generator station would have to follow
the communication protocol since it is receiving the Operating Instruction. IMPA does not believe that
the SDT intended to include communications between a Generator Operator’s Market Operations and
its remote power plant.

No

IMPA recommends adding clarification to the words “deficiencies found external to Part 3.1 (4.1)" so
that entities and auditors know that these requirements allow defeciencies found outside of the
entitie’s process including deficiencies that had previously passed the entity’s process) will be able to
go through the entity’s process of assessing and correcting without the auditor giving a finding of
non-compliance, since the entity itself failed to identify the potential deficiency in R3.1. or R4.1. The
clarity can be added in the standard itself or in the RSAW- it currently is not stated in the standard
and it is especially absent in the RSAW under Section 2 on page 4 of 5 or Section 2 page 5 of 5. It is
also not clear how many times an entity will be allowed to identify, assess, and correct the same
deficiency or similar deficiencies before an auditor can find an enitiy in non-compliance with R3 and
R4 (including subrequirments of each). It appears that the SDT is saying that as long as an entity is




making the changes provided in the feedback by the CEA to its process to identify, assess and correct
that it will not be found non-compliant for all same or similar deficiencies that continue to occur —
there is no set number as long as the entity is trying to improve its process or communication
protocols, is this correct? If so, IMPA supports this practice and would like to see clarity added.

no comment

IMPA believes the best quality of evidence for proving compliance to most of the sub-requirements
under R1 and for requirement 2.1 will be voice recordings. IMPA agrees with keeping this evidence for
90 days, but to keep these voice recordings for potential 6 years (back to our last audit date) will be
very costly when it comes to storage. We understand that other evidence can be used to show
compliance back to our last audit date, but what other quality evidence besides voice recordings will
be acceptable to prove compliance to these requirements? IMPA recommends making the data
retention of this standard just 90 days regardless of the last audit date. Performance should be
focused on the short past time of 90 days and not what the entity did five or six years ago, which is
irrelevant when one is forward looking or wanting to improve.

Individual

No

MISO believes that the proposed definition of “Operating Instruction” is overly broad and ambiguous.
System Operators engage in thousands of communications each year. Many of these are geared
toward confirming system conditions, data, or information and/or gathering information in
anticipation of responding to conditions observed on the Bulk Electric System. The definition’s breadth
and ambiguity are likely to give System Operators pause before they engage in necessary
communications to determine whether or not such communications would be Operating Instructions.
This would delay necessary information and data gathering by System Operators, which delay would
likely be detrimental to the reliability of the BES. Conversely, to avoid confusion regarding which
communications are Operating Instructions and to avoid potential delays, System Operators may opt
to treat, as Operating Instructions, all or many communications that should not fall within the scope
of this definition, resulting in every communication being subject to this standard. Under either
scenario, because of the System Operators’ caution and desire to avoid possible penalization by NERC
and FERC, the net effect of this definition is detrimental to the reliability of the BES. Further, because
of delays in issuing or initiating communications, there is significant potential that penalty exposure
from other NERC Reliability Standards (in addition to that identified in the COM-003-1 Reliability
Standard, e.g., resulting from a deficiency in implementing or failing to implement specified protocols
and/or three-way communication, a deficiency in the review process, which is now significantly
expanded beyond that envisioned during the drafting of this standard) could be increased.
Accordingly, System Operators are likely to apply the protocols applicable to Operating Instructions
under R1 of COM-003 to all communications, whether or not they qualify as Operating Instructions.
This result would be overly burdensome, and its inefficiency could hamper System Operators’ ability
to perform their necessary reliability functions. As a result, MISO does not support the proposed
definition of Operating Instruction at this time.

No

MISO does not agree with the proposed requirements of COM-003-1, R1 and R2. Although MISO
agrees that clear communications are important to system reliability, it respectfully submits that any
requirement for System Operators to have a communication protocol should allow the subject System
Operators to define when and how the protocol would apply. In addition, MISO respectfully submits
that System Operators should retain greater flexibility in deciding which elements to include in their
respective protocols. For instance, the protocols should allow the System Operator to outline how and
when to use blast calls and messaging systems. Thus, despite its conceptual support for a
communication protocol for System Operators, MISO is concerned that the requirements currently set
forth in COM-003-1 are, in many cases, overly-prescriptive, and, rather than enhancing system
reliability, could actually undermine it. As explained above, because the definition of the term
“Operating Instruction” is overly broad and ambiguous, System Operators may treat most, if not all,
communications as Operating Instructions. Applying the required elements of the communication
protocols for Operating Instructions to most communications would be inefficient and could adversely
affect the ability of System Operators to perform their reliability functions. Indeed, while MISO agrees
that clear communications in system operations are important, an excessive reliance on the three-




way communications protocols detailed in the proposed standard can be an unnecessary distraction
for personnel operating the Bulk Electric System, hampering as opposed to enhancing overall system
reliability. MISO’s primary point of disagreement with the current Standard is therefore one of scope.
MISO recommends that the SDT replace “Operating Instruction” with the existing proposed definition
for the term “Reliability Directive” in Project 2006-06, Reliability Coordination. Limiting the scope of
applicability for utilization of the communication protocol required by COM-003-1, R1 and R2 would
prevent System Operators from applying the communication protocol to virtually all communications
out of an abundance of caution and, unlike the current draft of COM-003-1, would not be an undue
distraction from the reliability functions performed by these operators. Further, as explained in its
comments on Draft 2 of COM-003, MISO does not support including certain of the proposed required
elements in the communication protocol for Operating Instructions and does not believe these issues
have been sufficiently addressed by Draft 3. First, MISO does not agree with the proposed
requirement to indicate time zone and Standard or Daylight Saving Time when issuing an oral or
written Operating Instruction between functional entities in different time zones. This requirement
would result in the expenditure of significant time, resources and attention by System Operators for a
minimal benefit to reliability. Accordingly, this modification appears to place upon operators an
unjustified, onerous requirement. MISO respectfully requests that the SDT reconsider this
requirement. Second, MISO continues to believe that the requirement to use alpha-numeric clarifiers
when issuing Operating Instructions to or Facilities and Elements in instances where the nomenclature
of Facilities or Elements is in alpha-numeric format is ambiguous and could lead to unintended
compliance burdens. MISO respectfully submits that if alpha-numeric clarifiers are to be required,
NERC should adopt a uniform set of clarifiers to ensure that all System Operators communicate
efficiently and effectively. However, MISO reiterates its belief that mandating the use of alpha-
numeric clarifiers will have, at most, a minimally beneficial impact on reliability while requiring
Registered Entities to expend substantial additional resources. Finally, MISO disagrees with the
proposed requirement that Operating Instructions reference the name specified by the owner for a
Transmission interface Element or Transmission interface Facility. To date, System Operators have
identified equipment by to/from station and voltage level. Such identification has been sufficient to
ensure the accurate identification of Transmission interface Elements and Facilities. Additionally, MISO
notes that internal identifiers utilized by owners may result from internal coding or naming
conventions that would not be known by or comprehensible to external entities. Hence, MISO cannot
support this requirement, based on the potential adverse impacts to reliability that could result.

No

MISO respectfully submits that COM-003-1, R3 and R4 require clarification in two regards. MISO first
notes that requirements R3.4 and R4.4, which require Registered Entities to evaluate “the process
based on deficiencies found external to [R3.1/R4.1],” are written in a confusing manner. More
specifically, it is not clear what the phrase “found external to” means and, therefore, Registered
Entities cannot know or understand when their compliance obligations under these requirements are
applicable. In addition, MISO respectfully submits that the SDT must add clarifying language to COM-
003-1 to clarify that an individual failure to execute elements of a System Operator’s communication
protocol is not, on its own, a compliance violation, provided that the System Operator evaluates
adherence to its protocol as required by Requirements R3 and R4. MISO is concerned that the current
draft of COM-003-1 could give rise to double penalties for individual failures to execute one of the
elements of a communication protocol. Without clarifying language in the Reliability Standard itself,
any Registered Entity that fails to adhere to its communication protocol required by COM-003-1, R1
and R2 would likely self-report this failure, and would subsequently complete a mitigation plan that
addresses -- and implements new processes to prevent the repetition of -- the failure. An additional
requirement to evaluate adherence to the communication protocol would be redundant and would not
increase or bolster reliability — and, further, would only increase the potential for Registered Entities
to violate yet another requirement of a Reliability Standard. Thus, unless COM-003-1 is revised to
clarify that a Registered Entity’s failure to implement an element of its communication protocol for
Operating Instructions is not a compliance violation in and of itself and, therefore, is not subject to
self-reporting under NERC and Regional Entities Compliance Monitoring and Enforcement Program
(“CMEP”), MISO cannot support proposed Requirements R3 and R4 at this time.

No

MISO appreciates the changes that the SDT has made to the VRFs and VSLs in response to comments
and to ensure that the VRFs and VSLs are consistent with FERC and NERC quidelines. However, MISO




cannot support either the VRF or the VSLs for R3 and R4 as it does not agree: (1) that there is a
direct impact on reliability that results from an entity’s internal self-assessment and (2) with the
expressed rationale. Further, MISO notes that COM-003-1, R3 and R4, primarily require internal
administrative processes or documentation thereof. MISO respectfully submits that internal
administrative processes have not previously been linked to direct impacts on the reliability of the
BES.

The RSAW states that the applicable entity could be found non-compliant if the entity did not follow
an auditor’s suggested changes to remedy those deficiencies. This requirement is not found in COM-
003-1 itself, and the RSAW therefore includes requirements that are beyond the scope of the
Standard it supports. The draft RSAW also introduces subjective concepts that place uncontrolled
discretion in the hands of auditors. For instance, the RSAW states that the size of the sample of the
entity’s communication activities reviewed to verify whether the entity is identifying, assessing,
communicating and correcting deficiencies “will be based on the auditor’s confidence in the entity’s
ability to identify, assess, and correct its deficiencies.” MISO submits that sample size should be
determined mathematically and in a manner that can itself be audited. Indeed, NERC’s own Sampling
Methodology Guidelines and Criteria states that "Statistical sampling helps ensure a high confidence
level of compliance for the larger population of documents when a smaller population is statistically
sampled . . . Statistical sampling should be employed when auditing all processes, procedures and
any documentation-related evidence (documents, logs, voice recordings, etc.) when a sample is
required because the entire population cannot be audited.” Allowing an auditor to determine sample
size based on an abstract concept such as confidence is contrary to NERC’s own sampling
methodology; would prevent Registered Entities from challenging such sample sizes; and could allow
auditors to make such decisions punitively.

Group

Bonneville Power Adminstration

Jamison Dye

Transmission Reliability Program

Yes

No

In R1.5, BPA disagrees with the mandatory use of alpha numeric communication protocols for internal
communications. BPA believes that these communication protocols should apply only to external
communications between system operators for the TOP, GOP, and BA. BPA suggests that the drafting
team update R1.5 to specify that “Transmission Operators and Balancing Authorities may adopt
methods other than alpha-numeric clarifiers to ensure accurate communication of Operating
Instructions for internal operations.” BPA suggests that R1.1 should be modified to make clear that
the use of English should be mandated for communications between entities in separate regions
where the common language in one of the regions may not be English. In response to Draft 2,
Essential Power LLC commented that “The use of English should be mandated for communications
between entities in separate regions where the common language in one of the regions may not be
English. Allowing an entity to use a language other than English when communicating with regions
where English is the required language is counter to the purpose of the Standard and could in fact
jeopardize reliability through miscommunication.” The SDT stated that it “agreed with (Essential
Power, LLC’s) comments (shown below) and clarifies that is the intent of the requirement”, but this
intent is not clear in the requirement as written because it does not specify that the language
mandate needs to apply to both entities. Additionally, there is no expressed limitation that the
language(s) acceptable in these circumstances be limited to only the language(s) specified by such
law or regulation. To resolve these issues, we propose that COM-003-1 R1.1 be modified to read as
follows: Use of the English language when issuing an oral or written Operating Instruction between
functional entities, unless another language is mandated by law or regulation FOR BOTH ENTITIES; IN
WHICH CASE, ACCCEPTIBLE USE IS EXPANDED TO INCLUDE THOSE SPECIFIED LANGUAGES.
Transmission Operators and Balancing Authorities may use an alternate language for internal
operations.

No

BPA supports the move to the identify, assess, and correct deficiencies approach that eliminates the




need for the entity to report each deficiency as a potential violation. BPA believes that based on the
current R1 and R2, it is not reasonable to expect entities to review all communications in order to be
compliant with R3 and R4. BPA suggests that the drafting team update R3.1 and R4.1 to state that
entities shall implement a process that “identifies potential deficiencies through sampling”.

No

BPA does not agree with the VRFs and VSLs. R3 & R4 should include a range of VSLs. A
documentation error such as a failure to record that modification of a process was not necessary
would not merit a severe VSL if training was implemented as an appropriate solution to an identified
deficiency.

Individual

No

No

Operating Instructions are issued in real time and are expected to be implemented promptly.
Including the “time zone” in oral communications is not necessary. COM-003 and COM-002 need to
fully coordinate.

Individual

No

ERCOT agrees with the SRC comments, and has these additional comments: As proposed, the term
“Operating Instruction” could include communications that have nothing to do with reliability — e.g.
communications that are market related and have no impact on system reliability. That outcome is
inconsistent with FERC'’s direction in Order No. 693. FERC’s discussion of this issue in Order 693
focuses on alerts and emergencies - “We adopt our proposal to require the ERO to establish tightened
communication protocols, especially for communications during alerts and emergencies...” (693 at P
531) “Accordingly, we direct the ERO to either modify COM-002-2 or develop a nhew Reliability
Standard that requires tightened communications protocols, especially for communications during
alerts and emergencies.” (693 at P 535) In addition, the scope of FERC’s concerns is limited to
communications that impact the reliability of the BPS — “We note that the ERO’s response to the Staff
Preliminary Assessment supports the need to develop additional Reliability Standards addressing
consistent communications protocols among personnel responsible for the reliability of the Bulk-Power
System.” (693 at P 531) “...we believe, and the ERO agrees, that the communications protocols need
to be tightened to ensure Reliable Operation of the Bulk-Power System.” (693 at P 532) Simply
because FERC noted the benefits to communications during normal conditions does not mean the
standard has to apply to those circumstances. All FERC said was that implementing consistent
protocols will likely provide benefits across all operating conditions. The focus of the concern was
clearly alerts and emergencies, and limiting the application of the standard to those conditions will
provide benefits to relevant communications during normal conditions. However, as written, the
standard is overbroad and inconsistent with the Commission’s directives in Order 693. Consistent with
this discussion, the IRC believes the most effective way to remedy this issue is to eliminate the
proposed term and focus the standard on conditions that actually have a reliability impact. This can
be achieved focusing the requirements on Reliability Directives.

No

The overarching premise of NERC standards is that they typically establish the “what” and not the
“how” (Order 672 at P 260). The proposal to mandate specific communication protocols contravenes
that approach and undermines the value inherent therein. Allowing entities to establish their own
protocols to meet a desired end result facilitates means that best suit particular entities and also
allows for improvements based on experience. Prescribing specific protocols would preclude such
benefits. The proposed requirements are better suited as non-binding illustrative approaches / best




practices. These could be presented as suggested approaches, for example, in an attachment to a
standard that establishes a general requirement to have communication protocols in place, but they
should not be mandated. FERC did state that in some cases it may be appropriate to prescribe specific
implementation rules in the standards if the how is inextricably linked to the standard and may need
to be specified by the ERO to ensure the enforcement of the Reliability Standard. The Commission
went on to note that for some standards leaving out implementation features could: (1) sacrifice
necessary uniformity in implementation of the Reliability Standard; (2) create uncertainty for the
entity that has to follow the Reliability Standard; (3) make enforcement difficult; and (4) increase the
complexity of the Commission's oversight and review process. None of these conditions apply to
communication protocols. For this matter, a general requirement relative to reliability directives is
adequate with implementation left to the functional entities. This is already addressed in COM-002 R2,
and, therefore, COM-003 is not needed. Communication protocols are more appropriately addressed
by an entity’s internal controls rather than a Reliability Standard, because this approach provides the
benefits described above (i.e. 1) application of suitable protocols based on an entity’s structure and
relationships and other relevant rules and 2) flexibility for improvement of such protocols over time).
The proposed standard eliminates these benefits by prescribing specific items for inclusion in the
protocols. Again, the scope of the proposed standard is askew relative to the reliability concern at
issue. The proposed standard is unresponsive to the issues raised in the Blackout and by FERC. By not
addressing the core reliability issues raised by the very report that drove this Project, the SDT is
jeopardizing the reliability of the power system. Accordingly, the focus of the proposed standard is
misplaced and, if approved, will do nothing to address the reliability concerns identified in the
blackout report and Order 693, but rather will do nothing but impose ineffective and inappropriate
obligations that will create liability risk with no corresponding reliability benefit. ERCOT strongly urges
the SDT to reconsider this posting and to either rescind the Project and accept that IRO-016 has
adequately responded to the Blackout Report, or to revise its proposal to directly address the issues
noted above. If R1 is not rescinded as suggested above then the prescriptive subparts 1.1 thru and
including 1.6 should be removed, and R1 should be revised to include "applicable communication
protocols".

No

ERCOT agrees with the SRC comments, and has these additional comments: ERCOT fully supports the
concept that functional entities’ internal controls be used to monitor the effectiveness of their own
protocols. However, these matters are not suitable for reliability standards. Imposition of mandatory
controls applicable to all functional entities is inappropriate because of the wide variety of
organizational structures that necessarily requires flexibility with respect to developing appropriate
controls for each entity’s specific circumstances. Furthermore, entities’ internal controls are beyond
the scope of the Section 215 reliability purview generally, and they are inconsistent with the risk
based initiative being pursued by NERC because they do not impact/are not related to actual reliability
impacts. Furthermore, this deficiency review process is ambiguous and, accordingly, lends itself to
inefficient and ineffective CMEP results. As an initial matter, what constitutes a deficiency will be an
issue that is vulnerable to subjective disagreements. Even assuming there is agreement on that issue,
what constitutes an appropriate remedy for a deficiency in terms of assessment and correction will
similarly be susceptible to subjective disagreements. Finally, with respect to the obligation to evaluate
the deficiency identification process itself, again, the potential for the introduction of subjective
compliance review will be problematic n practice in terms of reviewing whether the decision whether
to implement a modification or not, and, if a modification is implemented, whether the revision is
adequate.

No

ERCOT agrees with the SRC comments.

As discussed above, the proposed standard is not consistent with the reliability issue/concern raised
in the blackout report, and, therefore, in Order 693, given that the 693 discussion was relative to the
concern raised in the blackout report. The mandates in the proposed standard do not provide
reliability value. COM-002 and other standards that address situations that pose actual reliability risks
already requires appropriate entities to communicate with each other during emergencies, which is
the real focus of the blackout report and Order 693. In those circumstances 3-part communications
are required in a clear, concise and definitive manner. This effectively ensures that the recipient
understands the communication, which practically obviates the need for specific, mandatory
terminoloayv. practices and protocols. Accordinalyv. for these reasons and the reasons discussed above.




the need for COM-003 is suspect. In fact, it is arguable that it provides marginal to nil reliability
\value, but yet presents potential liability exposure to the relevant functional entities. The SDT should
consider another approach to addressing the concerns in the blackout report and Order 693.
Specifically, any responsive effort should focus on ensuring communications occur relative to specific
system conditions that truly reflect reliability concerns, and any such communications should be
appropriately distributed to ensure dissemination is only to appropriate entities that may be impacted
and/or can assist in remedying the situation. In the alternative, the proposed standard should be
revised consistent with these comments, and in accordance with the principle that a reliability
standard should establish the what, not the how. In addition, the ERCOT offers the following specific
comments. As noted above, as drafted the term Operating Instruction is overly broad relative to the
scope intended by FERC and the Blackout Report, and, in fact, could include purely market related
discussions that have no reliability impact. Yet, the proposed standard requires 3-part communication
for all such interactions. There is no reliability value to 3-part communications for such interactions.
Accordingly, this requirement should be removed. The proposed standard also requires entities
issuing an all-call, or similar multiple party communication, to receive confirmation, electronic or
verbal, from at least one of the recipients that the message was received. The nature of all calls
provides a structural means to distribute messages to a host of recipients. The mediums used for this
purpose ensure that the messages are delivered. There is no need to require confirmation as
proposed in the standard. Furthermore, there is little reliability benefit. Accordingly, for these types of
communications confirmation should not be required. Finally, 1.9 requires recipients of multi-party
communications to ask for clarification if they do not understand the message. It is difficult to
understand how compliance with this requirement will be reviewed, and what value it will have. For
example, if an entity never asks for clarification but an audit determines the entity failed to follow a
directive, the CEA staff may question whether the entity complied with the obligation to request
clarification, but the entity may believe that clarification was not necessary and failure to follow the
instruction was due to some other reason. As with other aspects of the proposed standard, this lends
itself to subjective disagreements in practice. Furthermore, it is unnecessary, because an entity that
does not understand a directive will ask for clarification.

Individual

No

Oncor offers instead a new glossary term called “Operating Communication” in order to support
alternate language proposed for R1 and R2: Operating Communication — Communication from a
System Operator that when executed results in the change or preserves the state, status, output, or
input of an Element of the Bulk Electric System or Facility of the Bulk Electric System

No

According to the 2003 Black Out Report, “Ineffective communications contributed to a lack of
situational awareness and precluded effective actions to prevent the cascade. Consistent application
of effective communication protocols, particularly during alerts and emergencies, is essential to
reliability” Oncor is not aware of any evidence to support the position that lack of communication
protocols contributed to the NE Black Out of 2003, the 2008 Florida Black Out or the more recent SW
Black Out. Oncor also takes the position that many of the ideas prescribed within the standard are
already being effectively implemented as industry Best Practice. Oncor is concerned that
implementing the specific elements as prescribed in the standard will result in confusion, and could
compromise personnel safety. Oncor offers the following alternative language. R1 “When a Reliability
Coordinator, Transmission Operator or Balancing Authority requires actions to be executed as an
Operating Communication, the Reliability Coordinator, Transmission Operator or Balancing Authority
shall identify the action as an Operating Communication to the recipient. “ Oncor also offer the
following alternative language for R2 “R2. Each Balancing Authority, Transmission Operator,
Generator Operator, and Distribution Provider that is the recipient of an Operating Communication
shall repeat, restate, rephrase or recapitulate the Operating Communication.”

No

Oncor also takes the position that all of the ideas prescribed within these requirements including the
implementation, assessment, evaluation and correction of communication protocols, are already being
effectively implemented as industry Best Practice. In addition, Oncor requests that NERC substitute
the CIP v.5 'zero defects' (Each Responsible Entity shall implement. in a manner that identifies.




assesses, and corrects deficiencies, one or more documented processes) language in COM-003 in
order to minimize potential confusion. Oncor offers the following substitute language for R3 and R4.
R3. Each Reliability Coordinator, Transmission Operator, and Balancing Authority that issues an
Operating Communication shall either: = Confirm that the response from the recipient of the
Operating Communication (in accordance with Requirement R2) was accurate, or » Reissue the
Operating Communication to resolve any misunderstandings.

No

Additional Comments Received:
AESO Successive Ballot for Project 2007-02 (COM-003-1)

AESO has issues with some of the content of this reliability standard as follows:

1. The AESO does not support mandating the use of alpha-numeric identifiers as included in
requirement R1.5. We deem that this may be part of good operating practices, but does not
support this to be a mandatory obligation enforceable by law.

2. The AESO does not support requirement R3 to implement a process for identifying deficiencies
with adherence to the communication protocols in requirement R1. It is the opinion of the AESO
that if the failure to fully implement an operating instruction results in a reliability issue that it
should be caught through routine event analysis, including the analysis used in EOP-004 when
determining whether a disturbance report is required. The AESO does not support a separate
process to be developed to identify deficiencies with adherence to the specified communication
protocols.

Grant Count PUD

Grant fully supports the intent of the proposed language for COM-003 and recognizes the significant effort
towards emphasizing identification, assessment and corrective actions that promote reliability. However,
we believe that the language contained under R1.5 will hinder normal operations. If R1.5 could be altered
to include language such as “alpha-numeric clarifiers shall be used when necessary to clearly
communicate Operational Instructions”, then we would cast an affirmative vote. The acknowledgement
portion of three way communications will allow either the recipient or issuer of the Operational Instructions
the ability to confirm that the message was received accurately or not. If not, then the use of clarifiers is
appropriate. But the use of alpha-numeric clarifiers in ALL Operational Instructions is burdensome and
unnecessary.

Edison Electric Institute

EEI generally supports the proposed COM-003 structure and content. We believe that COM-
003 will provide a good response to both FERC Order No. 693 (P. 540) and Blackout
Recommendation #26 in the U.S./Canada joint Blackout Report. EEI commends the drafting
team for its work and for laying out a pragmatic framework for tightened communications
protocols.

Since the new proposed draft marks a significant change from the previous direction, EEI
understands that some issues need to be considered. Some can be addressed by the drafting



team and others are likely beyond the scope of the team. In general, companies seek to ensure
that mandatory requirements when applied in the future will avoid causing confusion in real-
time. For example, the definition of “Operating Instruction” in draft com-003-1" may need
some clarification to make sure that it sufficiently differentiates such communications from a
“Reliability Directive” issued under COM-002-3. (2

Clarification may be needed to synchronize the COM-003 process requirements with protocols
in already-approved COM-002-3P). We view these as relatively minor changes that would not
require substantial changes to the draft COM-003 language.

In addition, companies also have questions regarding language referred to as ‘internal controls’
or ‘zero defects’ language, and how NERC and the regions will apply various judgments on
potential violations under this new and untested concept. While both CIP v.5 and draft COM-
003 take aim at certain symptoms, it is difficult for companies to see how NERC will actually
perform these tasks since no field experience has been tested or broadly communicated with
stakeholders. Instead of this piecemeal approach, EEl has strongly believed for several years
that NERC should address this issue as a strategic matter and develop a comprehensive plan
that would set both compliance and enforcement on a more sustainable foundation. The
resources being applied to compliance and enforcement across the electric industry need to be
efficiently applied. EEl continues to urge NERC to make commitments to develop a
comprehensive framework that will redesign the program.

! Proposed COM-003-1: http://www.nerc.com/docs/standards/sar/COM-003-1 20120821 Clean.pdf
“Operating Instruction — Command from a System Operator to change or preserve the state, status,
output, or input of an Element of the Bulk Electric System or Facility of the Bulk Electric System.”

2 Pending COM-002-3: http://www.nerc.com/docs/standards/sar/COM-002-3 Standard 20120607 Clean.pdf
“Reliability Directive: A communication initiated by a Reliability Coordinator, Transmission Operator, or
Balancing Authority where action by the recipient is necessary to address an Emergency or Adverse
Reliability Impact.”
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