Standard CIP-001-1 — Sabotage Reporting


A. Introduction

1. Title:
Sabotage Reporting


2. Number:
CIP-001-1
3. Purpose:
Cyber security emergencies, physical security emergencies, disturbances or unusual occurrences, suspected or determined to be caused by sabotage, shall be reported to the appropriate systems, governmental agencies, and regulatory bodies.
4. Applicability

4.1. Reliability Coordinators.
4.2. Balancing Authorities.
4.3. Transmission Operators.
4.4. Generator Operators.
4.5. Load Serving Entities.
5. Effective Date:
The standard is effective the first day of the first calendar quarter after applicable regulatory approvals (or the standard otherwise becomes effective the first day of the first calendar quarter after NERC BOT adoption in those jurisdictions where regulatory approval is not required).
B. Requirements

R1. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have procedures for the recognition of and for making their operating personnel aware of sabotage events on its facilities and multi‑site sabotage affecting larger portions of the Interconnection.

R2. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have procedures for the communication of information concerning sabotage events to appropriate parties in the Interconnection.

R3. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall provide its operating personnel with sabotage response guidelines, including personnel to contact, for reporting disturbances due to sabotage events.

R4. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall establish communications contacts, as applicable, with local Federal Bureau of Investigation (FBI) or Royal Canadian Mounted Police (RCMP) officials and develop reporting procedures as appropriate to their circumstances.
R5. Each Reliability Coordinator shall implement the Security Emergency Alert to communicate the physical and cyber security status of their facilities in accordance with the conditions described in CIP-001-1 Attachment 1.
C. Measures
M1. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have and provide upon request a procedure (either electronic or hard copy) as defined in Requirement 1

M2. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have and provide upon request the procedures or guidelines that will be used to confirm that it meets Requirements 2 and 3. 

M3. Each Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have and provide upon request evidence that could include, but is not limited to procedures, policies, a letter of understanding, communication records, or other equivalent evidence that will be used to confirm that it has established communications contacts with the applicable, local FBI or RCMP officials to communicate sabotage events (Requirement 4). 
M4. Each Reliability Coordinator may submit as evidence of compliance with Requirement R5, voice recordings, call logs or other documentation that it implemented the SEA in accordance with the CIP-001-1 Attachment 1.
D. Compliance

6. Compliance Monitoring Process

6.1. Compliance Enforcement Authority
Regional Entity
6.2. Compliance Monitoring Period and Reset

Compliance Audits

Self-Certifications

Spot Checking

Compliance Violation Investigations

Self-Reporting

Complaints  

6.3. Data Retention

The Transmission Operator, Transmission Owner, Balancing Authority, Reliability Coordinator, Generator Operator and Distribution Provider shall keep data or evidence to show compliance as identified below unless directed by its Compliance Enforcement Authority to retain specific evidence for a longer period of time as part of an investigation:

· The Transmission Operator, Transmission Owner, Balancing Authority, Reliability Coordinator, Generator Operator and Distribution Provider shall retain its current, in force document and any documents in force since the last compliance audit. 

· If a Transmission Operator, Transmission Owner, Balancing Authority, Reliability Coordinator, Generator Operator or Distribution Provider is found non-compliant, it shall keep information related to the non-compliance until found compliant. 

· The Compliance Enforcement Authority shall keep the last audit records and all requested and submitted subsequent audit records.
1.4    Additional Compliance Information

None.

7. Levels of Non-Compliance: 

7.1. Level 1: There shall be a separate Level 1 non-compliance, for every one of the following requirements that is in violation:

7.1.1 Does not have procedures for the recognition of and for making its operating personnel aware of sabotage events (R1).

7.1.2 Does not have procedures or guidelines for the communication of information concerning sabotage events to appropriate parties in the Interconnection (R2).

7.1.3 Has not established communications contacts, as specified in R4.

7.2. Level 2: Not applicable.

7.3. Level 3: Has not provided its operating personnel with sabotage response procedures or guidelines (R3).

7.4. Level 4:.Not applicable.

E. Regional Differences

None.
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CIP-001-1 Attachment 1
Security Emergency Alerts (SEA)
Introduction

This Attachment provides the communication protocols by which a Reliability Coordinator, Transmission Operator or Balancing Authority can communicate the physical and cyber security status of their facilities. 

All three operating alert states (EEAs, TEAs and SEAs) are independent of each other and should be declared independently but they may also be declared concurrently.  

A.  General Requirements

1. 
Initiation by Reliability Coordinator 
A Security Emergency Alert may be initiated only by a Reliability Coordinator at:
1) The Reliability Coordinator’s own request, or

2) Upon the request of a Transmission Operator, or 

3) Upon the request of a Balancing Authority

1.1. Situations for initiating alert. A Security Emergency Alert may be initiated for the following reasons:

· A Cyber threat affecting a control center, grid or generator assets has been identified or is imminent.

· A physical threat affecting a control center, grid or generator assets has been identified or is imminent.

2. 
Notification. 

A Reliability Coordinator who initiates a Security Emergency Alert shall notify all Transmission Operators and Balancing Authorities in its Reliability Area. The Reliability Coordinator shall also notify Reliability Coordinators of the situation via the Reliability Coordinator Information System (RCIS) using the “CIP” category.  Additionally, conference calls between Reliability Coordinators shall be held as necessary to communicate system conditions. The Reliability Coordinator shall also notify all Transmission Operators and Balancing Authorities in its Reliability Area and other Reliability Coordinators when the alert has ended.
B.  Security Emergency Alert (SEA) Levels

To ensure that all Reliability Coordinators clearly understand potential and actual Security Emergency Alerts, NERC has established three levels of Security Emergency Alerts.  The Reliability Coordinators will use these terms when explaining security alerts to each other. A Security Emergency Alert is an emergency communication protocol, not a daily operating practice, and is not intended as an alternative to compliance with NERC reliability standards.  The Reliability Coordinator may declare whatever alert level is necessary, and need not proceed through the alerts sequentially.
1. Security Emergency Alert 1 (SEA 1) – Cyber or Physical threat is identified or imminent

Circumstances:

· The Reliability Co-ordinator, Transmission Operator or Balancing Authority has identified an actual or imminent cyber or physical threat to one of its facilities including but not limited to:

· Control Centers

· Generating facilities

· Substations

· Transmission Lines

2. Security Emergency Alert 2 (SEA 2) – Cyber event impacts control center EMS or physical attack at a single site.
Circumstances:

· The Reliability Coordinator, Transmission Operator or Balancing Authority has identified an actual cyber threat event that is affecting control center EMS capability.

· The Reliability Coordinator, Transmission Operator or Balancing Authority has identified a physical attack at a single site.
During Security Emergency Alert 2, Reliability Coordinators, Transmission Operators and Balancing Authorities have the following responsibilities:

2.1 
Notifying other Reliability Coordinators, Transmission Operators and Balancing Authorities
The Reliability Coordinator shall post the declaration of the alert level along with the location of the affected facility on the RCIS under “CIP”.

2.2 
Declaration period. 

The declaring Entity shall update its Reliability Coordinator of the situation at a minimum of every hour until the SEA 2 is terminated.  The Reliability Coordinator shall update the RCIS as changes occur and pass this information on to the affected Reliability Coordinators, Transmission Operators and Balancing Authorities.

3. Security Emergency Alert 3 (SEA 3) – Cyber event shuts down control center EMS or physical attack at multiple sites
Circumstances:

· The Reliability Coordinator, Transmission Operator or Balancing Authority has identified an actual cyber threat event that has shutdown a control center EMS capability.

· The Reliability Coordinator, Transmission Operator or Balancing Authority has identified a physical attack at a multiple sites

3.1.  
Notifying other Reliability Coordinators, Balancing Authorities and Transmission Operators

The Reliability Coordinator shall post the declaration of the alert level along with the locations of the affect facilities on the RCIS under “CIP”.

3.2.  
Declaration period

The declaring Entity shall update its Reliability Coordinator of the situation at a minimum of every hour until the SEA 3 is terminated.  The Reliability Coordinator shall update the RCIS as changes occur and pass this information on to the affected Reliability Coordinators, Transmission Operators and Balancing Authorities.

4.  
Security Emergency Alert 0 (SEA 0) – Termination of alert level

When the declaring entity believes it is no longer under threat, it shall request its Reliability Coordinator to terminate the SEA.

4.1.  
Notification 

The Reliability Coordinator shall notify all other Reliability Coordinators via the RCIS of the termination. The Reliability Coordinator shall also notify the affected Transmission Operators and Balancing Authorities.
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