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Standard Development Roadmap

This section is maintained by the drafting team during the development of the standard and will be removed when the standard becomes effective.

Development Steps Completed:

1. SC approves SAR for posting on January 9, 2007.

2. The SAR was posted for comment from January 16, 2007 to February 15 2007.

3. SC approves development of the standard on May 12, 2007.
4. Standard drafting appointed by the SC
5. Drafting team posts first draft for comments (November 2007).

Description of Current Draft:

This is the first draft of the new standard. The drafting team requests posting for a 45-day comment period.  
Future Development Plan:

	Anticipated Actions
	Anticipated Date

	1. Drafting team considers comments, makes conforming changes, posts for 30-day comment period.
	

	2. Drafting considers comments, makes conforming changes, requests SC approval to proceed to pre-ballot comment period.
	

	3. First ballot of standards.
	

	4. Recirculation ballot of standards.
	

	5. Board adopts standards.
	4th Quarter 2008


Definitions of Terms Used in Standard

This section includes all newly defined or revised terms used in the proposed standard.  Terms already defined in the Reliability Standards Glossary of Terms are not repeated here.  New or revised definitions listed below become approved when the proposed standard is approved.  When the standard becomes effective, these defined terms will be removed from the individual standard and added to the Glossary.

Communications Protocol - - is a framework of rules that govern how verbal and written information is exchanged.
Three-part Communication - - 
a.  Information is said, information is repeated verbatim and information is confirmed correct.  
b.  A process that ensures the recipient of verbal information repeats the information back correctly and the sender shall acknowledge the response as correct or repeat the original statement.

Interoperability - - 

a.  The ability of two or more organizations to exchange information and to use the information that has been exchanged.  

b.  Is a property referring to the ability of diverse systems and organizations to work together.
Introduction
1. Title:
Operating Personnel Communications Protocols Standard

2. Number:
COM-003-0
3. Purpose:
This standard tightens communications protocols in order to convey information effectively, accurately, consistently, in a timely manner and to ensure mutual understanding for all key parties, especially during alerts and emergencies.  The purpose of this standard is to:

3.1. Provide an adequate level of reliability for the North American bulk power systems – by ensuring that the standards are complete and the requirements are set at an appropriate level to ensure reliability.

3.2. Ensure the standard is enforceable as mandatory reliability standards with financial penalties - the applicability to bulk power system owners, operators, and users, are clearly defined; the purpose, requirements, and measures are results-focused and unambiguous; the consequences of violating the requirements are clear.

4. Applicability:

4.1. REGIONAL ENTITY

4.2. Transmission Operator
4.3. Transmission Owner
4.4. Balancing Authority

4.5. Reliability Coordinator
4.6. Generator Operator
4.7. Distribution Service Provider
4.8. Load Serving Entity
5. Effective Date:

One calendar year from the date of adoption by the NERC Board of Trustees; or, in those jurisdictions where no regulatory approval is required, the first calendar quarter following Board of Trustee adoption.

A. Requirements

R1. Each RE, RC, BA, TOP, TO, GOP, LSE and DSP (herein referred to as responsible entities) shall develop and implement a Communications Protocol Operating Procedure (CPOP) for Interoperability communications among operating personnel responsible for the real-time generation control and operation of the interconnected Bulk Power System. [Violation Risk Factor: HIGH]
R1.1. Required CPOP elements:

R1.1.1. The CPOP shall specify unless agreed to otherwise, that the responsible entities use English as the language for all verbal and written communications.  The responsible entities may use an alternate language for internal operations.
R1.1.2. The CPOP shall specify the use of a common time zone (Central Standard Time).
R1.1.3. The CPOP shall specify the use of three part communications when issuing verbal notifications, directives and responses.
R1.1.4. The CPOP shall specify the use of pre-defined system condition terminology contained in the Alert Level Guideline (Attachment 1-COM-003).
R1.1.5. The CPOP shall specify the use of the NATO spelling alphabet when issuing verbal notifications, directives and responses that involve alpha-numeric information or as needed for clarification.
R1.1.6. The CPOP shall specify the use of the NERC Glossary terms in all verbal and written communications.
R1.1.7. The CPOP shall specify the use of uniform (mutually agreed upon) line and equipment identifiers during Interoperability communications.

R2. External Notifications [Violation Risk Factor: LOWER]
R2.1. Responsible entities shall maintain and implement a procedure of pre-established plans for communications to notify local, state, provincial and federal officials of significant system conditions or events.
R3. The CPOP shall:

R3.1. Include version control number or date.

R3.2. Include a distribution list.

R3.3. Be reviewed, at least once every three years, and updated as needed.
B. Measures

M1. Responsible entities provide evidence of a Communications Protocol Operating Procedure that includes all elements in sub-requirements R1.1.1 to R1.1.7.
M2. Responsible entities provide evidence of a procedure pertaining to external notifications and evidence of its implementation.
M3. The CPOP shall include a version control number or date and a distribution list. The responsible entities shall have evidence that the CPOP has been reviewed within the last three years.
C. Compliance

6. Compliance Monitoring Process
6.1. Compliance Monitoring Responsibility

The Compliance Enforcement Authority will monitor, assess, and enforce compliance with Reliability Standards. 
6.2. Compliance Monitoring Period and Reset
One calendar year.
6.3. Data Retention
Three calendar years.
6.4. Additional Compliance Information

The responsible entities shall demonstrate compliance through annual self-certification, compliance audit (periodic, as part of targeted monitoring or initiated by complaint or event), as determined by the Compliance Enforcement Authority.
7. Violation Severity Levels
7.1. Requirement R1

7.1.2 Low Violation Severity Level:

The responsible entity is non-compliant with respect to some minor details of the requirement.

7.1.2 Moderate Violation Severity Level:

The responsible entity is non-compliant with respect to one significant element of the requirement.

7.1.2 High Violation Severity Level:

The responsible entity is non-compliant with respect to two or more but fewer than 4 significant elements of the requirement.

7.1.2 Severe Violation Severity Level:

The responsible entity is non-compliant with respect to four or more significant elements of the requirement.

a. Requirement R2

2.2.1 Low Violation Severity Level:

The responsibility entity does not have a complete procedure.
7.1.2 Moderate Violation Severity Level:

The responsible entity does not have a maintained procedure.

2.2.3 High Violation Severity Level:

The responsible entity has not implemented the procedure as required.
2.2.4 Severe Violation Severity Level:

N/A
D. Regional Differences

None
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