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Interpretation of CIP-006-1 — Physical Security of Critical Cyber Assets 
 
Request for Interpretation received from South Carolina Electric & Gas on August 9, 2007: 
Are dial-up RTUs that use non-routable protocols and have dial-up access required to have a six-wall perimeters or 
are they exempted from CIP-006-1 and required to have only electronic security perimeters? This has a direct 
impact on how any identified RTUs will be physically secured. 

Interpretation provided by a subgroup of CIP Standard Drafting Team members on September 7, 
2007: 
Dial-up assets are Critical Cyber Assets, assuming they meet the criteria in CIP-002-1, and they must 
reside within an Electronic Security Perimeter.  However, physical security control over a critical cyber 
asset is not required if that asset does not have a routable protocol.  Since there is minimal risk of 
compromising other critical cyber assets dial-up devices such as Remote Terminals Units that do not use 
routable protocols are not required to be enclosed within a “six-wall” border.   
 
CIP-006-1 — Requirement 1.1 requires a Responsible Entity to have a physical security plan that 
stipulate cyber assets that are within the Electronic Security Perimeter also be within a Physical Security 
Perimeter. 

 
CIP-006-1 – Additional Compliance Information 1.4.4 identifies dial-up accessible assets that use non-
routable protocols as a special class of cyber assets that are not subject to the Physical Security Perimeter 
requirement of this standard. 
 

 
 

R1.  Physical Security Plan — The Responsible Entity shall create and maintain a physical 
security plan, approved by a senior manager or delegate(s) that shall address, at a 
minimum, the following: 

R1.1. Processes to ensure and document that all Cyber Assets within an Electronic 
Security Perimeter also reside within an identified Physical Security Perimeter. 
Where a completely enclosed (“six-wall”) border cannot be established, the 
Responsible Entity shall deploy and document alternative measures to control 
physical access to the Critical Cyber Assets. 

1.4.  Additional Compliance Information 

1.4.4  For dial-up accessible Critical Cyber Assets that use non-routable protocols, the 
Responsible Entity shall not be required to comply with Standard CIP-006 for that 
single access point at the dial-up device. 


