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New or Modified Term(s) Used in NERC Reliability Standards

This sectionincludes all new or modified terms used in the proposed standard that will be
includedinthe Glossary of Terms Used in NERC Reliability Standards upon applicable
regulatory approval. Terms usedin the proposed standard that are already defined and are not
being modified can be foundin the Glossary of Terms Used in NERC Reliability Standards. The
new or revised termslisted below will be presented for approval with the proposed standard.
Upon Board adoption, this section will be removed.

Term(s): See Separate document containingall proposed new or modified terms titled “Project
2016-02 Draft 4 Definitions”
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A. Introduction

1
2.
3.

Title: Cyber Security — BES Cyber System Categorization
Number: CIP-002-75-1=a

Purpose: To identifyand categorize BES Cyber Systems (BCS) and theirassociated
BES Cyber Assets (BCA) for the application of cyber security requirements
commensurate with the adverse impact that loss, compromise, or misuse of those
BES-CyberSystemsBCS could have on the reliable operation of the Bulk Electric
System (BES). Identification and categorization of BES-EyberSystemsBCS support
appropriate protection against compromises that could lead to misoperation or
instability in the BES.

Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein,
the followinglist of functional entities will be collectively referred to as
“Responsible Entities.” For requirementsinthisstandard where a specific
functional entity or subset of functional entities are the applicable entity or
entities, the functional entity or entities are specified explicitly.

4.1.1. Balancing Authority

4.1.2. Distribution Provider that owns one or more of the following Facilities,
systems, and equipmentfor the protection or restoration of the BES:

4.1.2.1. Each underfrequencyload shedding (UFLS) or undervoltage
load shedding (UVLS) system that:

4.1.2.1.1. is partof a Load shedding program that is subject
to one or more requirementsina NERC or Regional
Reliability Standard; and

4.1.2.1.2. performs automatic Load sheddingundera
common control system owned by the Responsible
Entity, without human operator initiation, of 300
MW or more.

4.1.2.2. Each SpeciatProtectionSystemerRemedial Action Scheme
(RAS) where the Special-Protection-System-orRemedialAction
SehemeRAS is subjectto one or more requirementsina NERC

or Regional Reliability Standard.

4.1.2.3. Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection Systemis subjectto one
or more requirementsina NERC or Regional Reliability
Standard.

4.1.2.4. Each Cranking Path and group of Elements meetingthe initial
switching requirements froma Blackstart Resource up to and
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includingthe first interconnection point of the starting station
service of the nextgeneration unit(s) to be started.

4.1.3. Generator Operator

4.1.4. Generator Owner

4.1.6:4.1.5. Reliability Coordinator
4:1-7:4.1.6. Transmission Operator
4:1.8:4.1.7. Transmission Owner

4.2, Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entityin4.1 above
are those to which these requirements are applicable. For requirementsin this
standard where a specifictype of Facilities, system, or equipment or subset of
Facilities, systems, and equipment are applicable, these are specified explicitly.

4.2.1.

4.2.2,

4.2.3.

Draft 4 of CIP-002-7
August 2022

Distribution Provider: One or more of the following Facilities, systems and
equipmentowned by the Distribution Providerfor the protection or
restoration of the BES:

4.2.1.1. Each UFLS or UVLS System that:

4.2.1.1.1. is part of a Load shedding program that issubject to one
or more requirementsina NERC or Regional Reliability
Standard; and

4.2.1.1.2. performs automatic Load sheddingundera common
control system owned by the Responsible Entity, without
human operator initiation, of 300 MW or more.

4.2.1.2. Each SpeciatProtectionSystemorRemedialActionSehemeRAS
where the SpeciatProtectionSystem-erRemedialActionSehemeRAS

is subjectto one or more requirementsina NERC or Regional
Reliability Standard.

4.2.1.3. Each Protection System (excluding UFLS and UVLS) that appliesto
Transmission where the Protection Systemis subjectto one or more
requirementsina NERC or Regional Reliability Standard.

4.2.1.4. Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
includingthe first interconnection point of the starting station
service of the next generation unit(s) to be started.

Responsible Entities listedin 4.1 other than Distribution Providers:
All BES Facilities.

Exemptions: The followingare exemptfrom Standard CIP-002-752a:
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4.2.3.1. Cyber AssetsSystems at Facilities regulated by the Canadian Nuclear
Safety Commission.

4.2.3.2. Cyber AssetsSystems associated with communication networks and
data communication links between discrete ElectronicSecurity
Perimeters (ESP).

4.2.3.2.4.2.3.3. Cyber Systems, associated with communication networks
and data communication links, between the Cyber Systems providing
confidentiality and integrity of an ESP that extendsto one or more
geographiclocations.

4.-2.3.3:4.2.3.4. The systems, structures, and components that are
regulated by the Nuclear Regulatory Commission undera cyber
security plan pursuant to 10 C.F.R. Section 73.54.

4.-2.3.4-4.2.3.5.  For Distribution Providers, the systems and equipment
that are notincludedinsection 4.2.1 above.

5. Effective Dates: See “Project 2016-02 Modifications to CIP Standards Implementation

Plan”
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BES Cyber System

A Associated
Protected Cyber
Assets

3

S

Non-Critical Cyber Asset
Within an ESP

Associated
Electronic and
Physical Access
Control and
Monitoring
Systems

CIP-005-4 R1.5 and \
CIP-006-4 R2
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B. Requirements and Measures

R1. Each Responsible Entity shallimplementa process that considers each of the
followingassets for purposes of gParts 1.1 through 1.3: [Violation Risk Factor:
High][Time Horizon: Operations Planning]

i.  Control Centersand backup Control Centers;

ii. Transmission stations and substations;

iili. Generationresources;

iv.  Systemsand facilities critical to system restoration, including
Blackstart Resources and Cranking Paths and initial switching
requirements;

v. SpecialProtectionSystemsRAS that support the reliable operation of
the ButkEleetrie SystemBES; and

vi.  For Distribution Providers, Protection Systems specifiedin
Applicability section 4.2.1 above.

1.1. Identify each of the high impact BES-EyberSystemsBCS according to
Attachment 1, Section 1, if any, at each asset;

1.2 Identify each of the mediumimpact BES-EyberSystemsBCS according to
Attachment 1, Section 2, if any, at each asset; and

1.3. Identify each asset that contains a low impact BES-EyberSystermBCS
according to Attachment 1, Section 3, if any (a discrete list of low impact

BES-CyberSystemsBCSis not required).

M1. Acceptableevidenceincludes, butisnot limitedto, dated electronicor physical lists
required by Requirement R1,and-Paristdand-1-2.

R2. Fhe-Each Responsible Entity shall: [Violation Risk Factor: Lower] [Time Horizon:
Operations Planning]

2.1 Reviewtheidentificationsin RequirementR1 and its parts (and update
them ifthere are changes identified) atleastonce every 15 calendar
months, evenifit has no identifieditemsin RequirementR1, and

2.2 Have its CIP Senior Manager or delegate approve the identifications
required by Requirement R1 at least once every 15 calendar months,
evenifit has noidentifieditemsinRequirementR1.

M2. Acceptable evidenceincludes, butis not limitedto, electronicor physical dated
records to demonstrate that the Responsible Entity has reviewed and updated,
where necessary, the identifications required in Requirement R1and its parts, and
has had its CIP Senior Manager or delegate approve the identificationsrequiredin
RequirementR1and its parts at leastonce every 15 calendar months, evenif it has
none identified in RequirementR1 and its parts, as required by RequirementR2.
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C. Compliance

1. Compliance Monitoring Process:

1.1

1.2

1.3.

Compliance Enforcement Authority:

“Compliance Enforcement Authority” means NERC or the Regional Entity, or any
entity as otherwise designated by an Applicable Governmental Authority, intheir
respective roles of monitoring and/or enforcing compliance with mandatory and
enforceable Reliability Standardsin their respective jurisdictions. Fhe-Regionat

" ”

Evidence Retention:

The following evidence retention periods identify the period of time an entity s
requiredto retain specificevidence to demonstrate compliance. Forinstances
where the evidence retention period specified below is shorterthan the time
since the last audit, the CEA may ask an entity to provide other evidence to show
that itwas compliant for the full time period since the last audit.

The Responsible Entity shall keep data or evidence to show compliance as
identified below unless directed by its CEA to retain specificevidence fora
longer period of time as part of an investigation:

e Each Responsible Entity shall retain evidence of each requirementin this
standard for three calendar years.

e If aResponsible Entityis found non-compliant, itshall keep information
related to the non-compliance until mitigationis complete and approved or
for the time specified above, whicheverislonger.

e The CEA shall keepthe last audit records and all requested and submitted
subsequentauditrecords.

Compliance Monitoring and-Assessment Enforcement PrecessesProgram:

As defined inthe NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be
used to evaluate data or information for the purpose of assessing performance
or outcomes with the associated Reliability Standard.

- L G
Celf Cortificat]
c—SeoetChecking
- l I .
c—Selt-Pesertng

Draft 4 of CIP-002-7

August 2022

Page 10 0of39



CIP-002-75-3a — CyberSecurity — BES Cyber System Categorization

Draft 4 of CIP-002-7
August 2022 Page 11 0f39




CIP-002-75-3a — CyberSecurity — BES Cyber System Categorization

Violation Severity Levels

Lower VSL

Violation Severity Levels (CIP-002-

Moderate VSL

High VsL

Severe VSL

Rl | Operations

For Responsible
Entities with more
than a total of 40 BES
assets inRequirement
R1, five percentor
fewer BES assets have
not been considered
according to
RequirementR1;

OR

For Responsible
Entities with a total of
40 or fewerBES assets,
2 or fewerBES assets
in RequirementR1,
have not been
considered according
to RequirementR1;

OR

For Responsible

Entitieswith more
than a total of 100
high and medium

impact BES-Cyber

For Responsible
Entities with more
than a total of 40 BES
assets inRequirement
R1, more than five
percent but less than
or equal to 10 percent
of BES assets have not
been considered,
according to
RequirementR1;

OR

For Responsible
Entities with a total of
40 or fewerBES assets,
more than two, but
fewerthan or equal to
four BES assetsin
RequirementR1, have
not been considered
according to
RequirementR1;

OR

For Responsible
Entitieswith more
than a total of 40 BES
assets in Requirement
R1, more than 10
percent but lessthan
or equal to 15 percent
of BES assets have not
been considered,
according to
RequirementR1;

OR

For Responsible
Entities with a total of
40 or fewer BES assets,
more than four, but
fewerthan or equal to
six BES assets in
RequirementR1, have
not been considered
according to
RequirementR1;

OR

For Responsible
Entities with more
than a total of 40 BES
assets inRequirement
R1, more than 15
percent of BES assets
have not been
considered, according
to RequirementR1;

OR

For Responsible
Entities with a total of
40 or fewerBES assets,
more than six BES
assets inRequirement
R1, have not been
considered according
to RequirementR1;

OR

For Responsible
Entities with more
than a total of 100
high and medium

impact BES-Eyber

Draft 4 of CIP-002-7
August 2022

Page 12 of39




CIP-002-75-3a — CyberSecurity — BES Cyber System Categorization

Lower VSL

Violation Severity Levels (CIP-002-

Moderate VSL

High VSL

Severe VSL

SystemsBCS, five

percent or fewer of

identified BESCyber
SystemsBCS have not
been categorized or
have beenincorrectly
categorized at a lower
category;

OR

For Responsible
Entities with a total of
100 or fewerhighand
medium impact BES
EyberSystemsBCS, five
or feweridentified BES
EyberSystemsBCS

have not been
categorized or have
beenincorrectly
categorized at a lower
category.

OR

For Responsible

Entitieswith more
than a total of 100
high and medium

For Responsible

Entities with more
than a total of 100
high and medium
impact BES-Cyber
SystemsBCS, more

than five percent but
lessthan or equal to
10 percentof
identified BESCyber
SystemsBCS have not
been categorized or
have beenincorrectly
categorized at a lower
category;

OR

For Responsible
Entitieswith a total of
100 or fewerhighand
medium impact and
BES Cyber SystemsBCS,
more than five but less
than or equal to 10
identified BES Cyber
Systems have not been
categorized or have
beenincorrectly

For Responsible
Entitieswith more
than a total of 100
high or medium
impact BES-Cyber
SystemsBCS, more
than 10 percent but

lessthan or equal to
15 percentof
identified BESCyber
SystemsBCS have not

been categorized or
have beenincorrectly
categorized at a lower
category;

OR

For Responsible
Entities with a total of
100 or fewerhighor
medium impact and
BES Cyber AssetsBCS,
more than 10 but less
than or equal to 15
identified BESCyber
AssetsBCS have not
been categorized or
have beenincorrectly

SystemsBCS, more

than 15 percent of

identified BES-Cyber
SystemsBCS have not
been categorized or
have beenincorrectly
categorized at a lower
category;

OR

For Responsible
Entities with a total of
100 or fewerhighand
medium impact BES
Cyber SystermsBCS,
more than 15
identified BESCyber
SystemsBCS have not
been categorized or
have beenincorrectly
categorized at a lower
category.

OR

For Responsible
Entities with more
than a total of 100
high and medium
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Lower VSL

Violation Severity Levels (CIP-002-

Moderate VSL

High VSL

Severe VSL

impact BES-Cyber
SystemsBCS, five

percent or fewer high
or medium BESCyber
SystemsBCS have not

beenidentified;
OR

For Responsible
Entities with a total of
100 or fewer highand
medium impact BES
EyberSystemsBCS, five
or fewerhighor
medium BES-Cyber
SystermsBCS have not

beenidentified.

categorized at a lower
category.

OR

For Responsible
Entitieswith more
than a total of 100
high and medium
impact BES-Cyber
SystemsBCS, more
than five percent but
less than or equal to
10 percent high or
medium BES-Cyber
SystemsBCS have not

beenidentified;
OR

For Responsible
Entitieswith a total of
100 or fewerhighand
medium impact BES
Cyber SystermsBCS,
more than five but less
than or equal to 10
high or medium BES

SlserSysierasBCS

categorized at a lower
category.

OR

For Responsible
Entities with more
than a total of 100
high and medium
impact BES-Cyber
SystemsBCS, more
than 10 percent but

lessthan or equal to
15 percenthigh or
medium BES-Cyber
SystemsBCS have not

beenidentified;
OR

For Responsible
Entities with a total of
100 or fewer highand
medium impact BES
Cyber SystermsBCS,
more than 10 but less
than or equal to 15
high or medium BES
CyberSystemsBCS

impact BES-Cyber
SystemsBCS, more
than 15 percent of
high or medium
impact BES-Cyber
SystemsBCS have not

beenidentified;
OR

For Responsible
Entities with a total of
100 or fewerhighand
medium impact BES
Cyber Systems, more
than 15 high or
medium impact BES
EyberSystemsBCS
have not been
identified.
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Lower VSL

Violation Severity Levels (CIP-002-

Moderate VSL

High VSL

Severe VSL

have not been
identified.

have not been

identified.

R2 | Operations

The Responsible Entity
did not completeits
review and update for
the identification
required for
Requirement R1 within
15 calendar months
but less than or equal
to 16 calendar months
of the previousreview.
(RPart 2.1)

OR

The Responsible Entity
did not completeits
approval of the
identifications
required by
RequirementR1 by the
CIP Senior Manager or
delegate according to
Requirement R2 within
15 calendar months
but less than or equal
to 16 calendar months

The Responsible Entity
did not completeits
review and update for
the identification
required for
Requirement R1 within
16 calendar months
but lessthan or equal
to 17 calendar months
of the previousreview.
(RPart2.1)

OR

The Responsible Entity
failedto completeits
approval of the
identifications
required by
RequirementR1 by the
CIP Senior Manager or
delegate according to
Requirement R2 within
16 calendar months
but lessthan or equal
to 17 calendar months

The Responsible Entity
did not completeits
review and update for
the identification
required for
Requirement R1 within
17 calendar months
but lessthan or equal
to 18 calendar months
of the previousreview.
(RPart 2.1)

OR

The Responsible Entity
failedto completeits
approval of the
identifications
required by
RequirementR1 by the
CIP Senior Manager or
delegate according to
RequirementR2 within
17 calendar months
but lessthan or equal
to 18 calendar months

The Responsible Entity
did not completeits
review and update for
the identification
required for
Requirement R1 within
18 calendar months of
the previousreview.
(RPart 2.1)

OR

The Responsible Entity
failedto complete its
approval of the
identifications
required by
RequirementR1 by the
CIP Senior Manager or
delegate according to
Requirement R2 within
18 calendar months of
the previousapproval.
(RPart 2.2)
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Violation Severity Levels (CIP-002-

Lower VSL Moderate VSL High VSL Severe VSL

of the previous of the previous of the previous
approval. (RPart 2.2) approval. (RPart 2.2) approval. (RPart 2.2)

D. Regional Variances
None.

E. Interpretations
None.

F. Associated Documents

None.
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e B A e R —

: Rating Criteri
Attachment1 — Impact Rating Criteria

Impact Rating Criteria

The criteria defined in Attachment 1 do not constitute stand-alone compliance requirements,
but are criteria characterizing the level of impact and are referenced by requirements.

1. High itmpact rRating—(H}
Each BES-EyberSystemBCS used by and located at any of the following:

1.1. Each Control Centeror backup Control Center usedto perform the functional
obligations of the Reliability Coordinator.

1.2. Each Control Centeror backup Control Center usedto perform the functional
obligations of the Balancing Authority: 1) for generation equal to or greater than an
aggregate of 3000 MW in a single Interconnection, or2) for one or more of the assets
that meetcriterion 2.3, 2.6, or 2.9.

1.3. Each Control Centeror backup Control Center used to perform the functional
obligations of the Transmission Operator for one or more of the assets that meet
criterion 2.2, 2.4, 2.5, 2.7, 2.8, 2.9, or 2.10.

1.4 Each Control Centeror backup Control Center used to perform the functional
obligations of the Generator Operator for one or more of the assets that meet
criterion 2.1, 2.3, 2.6, or 2.9.

2. Medium itmpact rRating-(M)}
Each BES-EyberSystemBCS, notincludedin Section 1 above, associated with any of the
following:

2.1. Commissioned generation, by each group of generating units at a single plantlocation,
with an aggregate highestrated net Real Power capability of the preceding 12
calendar months equal to or exceeding 1500 MW in a single Interconnection. Foreach
group of generating units, the only BES-CyberSystemsBCS that meet this criterionare
theseeach discrete shared BES-EyberSystermsBCS that could, within 15 minutes,
adverselyimpact the reliable operation of any combination of units that in aggregate
equal or exceed 1500 MW in a single Interconnection.

2.2. Each BES reactive resource or group of resources at a single location (excluding
generation Facilities) with an aggregate maximum Reactive Power nameplate rating of
1000 MVAR or greater (excludingthose at generation Facilities). The only BES-Eyber
SystemsBCS that meetthis criterion are these-each discrete shared BES-CyberSystems
BCS that could, within 15 minutes, adversely impact the reliable operation of any
combination of resources that in aggregate equal or exceed 1000 MVAR.

Draft 4 of CIP-002-7
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2.3.

2.4.

2.5.

2.6.

2.7.

2.8.

2.9.

Each generation Facility that its Planning Coordinator or Transmission Planner
designates, and informs the Generator Owner or Generator Operator, as necessary to
avoid an Adverse Reliability Impactin the planning horizon of more than one year.

Transmission Facilities operated at 500 kV or higher. For the purpose of this criterion,
the collectorbus for a generation plant is not considered a Transmission Facility, but is
part of the generationinterconnection Facility.

Transmission Facilities that are operating between 200 kV and 499 kV at a single
station or substation, where the station or substationis connected at 200 kV or higher
voltagesto three or more other Transmission stations or substationsand has an
"aggregate weighted value" exceeding 3000 according to the table below. The
"aggregate weighted value" for a single station or substationis determined by
summingthe "weightvalue per line" shown inthe table below for each incomingand
each outgoing BES Transmission Line that is connected to another Transmission
station or substation. For the purpose of this criterion, the collector bus for a
generation plantis not considered a Transmission Facility, but is part of the generation
interconnection Facility.

Voltage Value of a Line Weight Value per Line ‘
lessthan 200 kV (not applicable) (not applicable)
200 kV to 299 kV 700
300 kV to 499 kV 1300
500 kV and above 0

Generation at a single plantlocation or Transmission Facilities at a single station or
substation location that are identified by its Reliability Coordinator, Planning
Coordinator, or Transmission Planneras critical to the derivation of Interconnection
Reliability Operating Limits (IROLs) and theirassociated contingencies.

Transmission Facilities identified as essential to meeting Nuclear Plant Interface
Requirements.

Transmission Facilities, including generationinterconnection Facilities, providing the
generationinterconnectionrequired to connect generator output to the Transmission
Systems that, if destroyed, degraded, misused, or otherwise rendered unavailable,
wouldresultinthe loss of the generation Facilitiesidentified by any Generator Owner
as a resultof its application of Attachment 1, criterion 2.1 or 2.3.

Each Special-Protection-System{SPS)-RemedialActionScheme{RAS); or automated

switching System that operates BES Elements, that, if destroyed, degraded, misused or
otherwise rendered unavailable, would cause one or more Interconnection Reliability
Operating Limits (IROLs) violations for failure to operate as designed or cause a
reductionin one or more IROLs if destroyed, degraded, misused, or otherwise
rendered unavailable.
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2.10. Each system or group of Elements that performs automatic Load sheddingunder a
common control system, without human operator initiation, of 300 MW or more
implementingundervoltage load shedding (UVLS) or underfrequency load shedding
(UFLS) under a load shedding program that is subject to one or more requirementsin
a NERC or regional reliability standard.

2.11. Each Control Centeror backup Control Center, not already included in hHigh itmpact
rRating-{H} above, used to perform the functional obligations of the Generator
Operator for an aggregate highestrated net Real Power capability of the preceding 12
calendar months equal to or exceeding 1500 MW in a single Interconnection.

2.12. Each Control Centeror backup Control Center used to perform the functional
obligations of the Transmission Operator not included in hHigh itmpact rRating-{H},
above.

2.13. Each Control Centeror backup Control Center, not already included in Hhigh itmpact
rRating-{H} above, used to perform the functional obligations of the Balancing
Authority for generation equal to or greater than an aggregate of 1500 MW ina single
Interconnection.

3. Low itmpact rRating—{t)}
BES-CyberSystemsBCS not includedin Sections 1 or 2 above that are associated with any of
the followingassets and that meetthe applicability qualificationsin Section 4 - Applicability,
part 4.2 — Facilities, of this standard:

3.1. Control Centersand backup Control Centers.
3.2. Transmission stations and substations.
3.3. Generationresources.

3.4. Systemsand facilities critical to system restoration, including Blackstart Resources and
Cranking Paths and initial switchingrequirements.

3.5. SpecialPretectionSystemsRAS that support the reliable operation of the Bulk Electric
System.

3.6. For Distribution Providers, Protection Systems specified in Applicability section4.2.1
above.
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Guidelinesand Technical Basis

ControHingVoltage x | x| %

Managing Constraints % % %
Menitoring-ane-Controt % %
Restoration % %
SituationAwareness % | x| % %
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Guidelinesand Technical Basis

Identify & Categorize BES Cyber
Assets and BES Cyber Systems

Evaluate potential Physical Security
Perimeters

Engineering revisions to reduce
impact a BES Cyber System has on
a Facility*

|

I
I

|

I

I

I

|

I

I

I

|

I

:

| Engineering revisions to reduce or
l eliminate physical areas*
I
|
I
I
I
|
I
I
I
|
I
I
I
|
I
I

Evaluate BES Cyber Assets and BES
Cyber Systems for External Routable
Connectivity

v

|
|

|

|

|

|

|

|

|

|

|

| - = =

| Engineering revisions to reduce or
: eliminate External Routable
|

|

|

|

|

|

|

|

|

|

|

|

Identify final Physical Security
Perimeters and Physical Access
Control Systems

Connectivity*

v

Identify final Electronic Access
Points and Electronic Access
Control Systems

applicability

i
I
Apply Security Controls based on !
i
i
|
i

* - Engineering revisions will need to be reviewed for cost justification, operationalisafety requir support requir and technical limitations.
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