CIP-004-87 — Cyber Security —Personnel & Training

Standard Development Timeline

This sectionis maintained by the drafting team during the development of the standard and will be
removed when the standard is adopted by the NERC Board of Trustees (Board).

Description of Current Draft

This is the fourth draft of the proposed standard.
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New or Modified Term(s) Used in NERC Reliability Standards

This sectionincludes all new or modified terms used in the proposed standard that will be
includedinthe Glossary of Terms Used in NERC Reliability Standards upon applicable regulatory
approval. Terms usedin the proposed standard that are already defined and are not being
modified can be foundin the Glossary of Terms Used in NERC Reliability Standards. The new or
revised terms listed below will be presented for approval with the proposed standard. Upon
Board adoption, this section will be removed.

Term(s): See Separate document containingall proposed new or modified terms titled “Project
2016-02 Draft 4 Definitions”
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A. Introduction
1. Title: Cyber Security — Personnel & Training

2. Number: CIP-004-8%

3. Purpose: To minimize the riskagainst compromise that could lead to misoperation or
instability inthe Bulk Electric System (BES) from individuals accessing BES Cyber Systems
(BCS) by requiringan appropriate level of personnel risk assessment, training, security
awareness, and access managementin support of protecting BES-CyberSystemsBCS.

4. Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
followinglist of functional entities will be collectively referred to as “Responsible
Entities.” For requirementsinthisstandard where a specificfunctional entity or
subset of functional entities are the applicable entity or entities, the functional
entity or entities are specified explicitly.

4.1.1. Balancing Authority

4.1.2. Distribution Provider that owns one or more of the following Facilities,
systems, and equipmentfor the protection or restoration of the BES:

4.1.3.
4.1.4.
4.1.5.
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4.1.2.1.

4.1.2.2.

4.1.2.3.

4.1.2.4.

Each underfrequency Load shedding (UFLS) or undervoltage Load
shedding (UVLS) system that:

4.1.2.1.1. is partof a Load shedding program that issubject to one
or more requirementsina NERC or Regional Reliability
Standard; and

4.1.2.1.2. performs automatic Load sheddingundera common
control system owned by the Responsible Entity, without
human operator initiation, of 300 MW or more.

Each Remedial Action Scheme (RAS) where the RAS is subjectto one
or more requirementsina NERC or Regional Reliability Standard.

Each Protection System (excluding UFLS and UVLS) that appliesto
Transmission where the Protection Systemis subjectto one or more
requirementsina NERC or Regional Reliability Standard.

Each Cranking Path and group of Elements meetingthe initial
switching requirements from a Blackstart Resource up to and
includingthe first interconnection point of the starting station
service of the nextgeneration unit(s) to be started.

Generator Operator

Generator Owner

Reliability Coordinator
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4.1.6. Transmission Operator

4.1.7. Transmission Owner

4.2.  Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipmentowned by each Responsible Entityin 4.1 above
are those to which these requirements are applicable. For requirementsin this
standard where a specifictype of Facilities, system, or equipment or subset of
Facilities, systems, and equipmentare applicable, these are specified explicitly.

4.2.1. Distribution Provider: One or more of the following Facilities, systemsand

4.2.2.

4.2.3.

Draft 4 of CIP-004-8
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equipmentowned by the Distribution Providerfor the protectionor
restoration of the BES:

4.2.1.1. Each UFLS or UVLS System that:

4.2.1.1.1. is partof a Load shedding program that issubject to one
or more requirementsina NERC or Regional Reliability
Standard; and

4.2.1.1.2. performs automatic Load sheddingundera common
control system owned by the Responsible Entity, without
human operator initiation, of 300 MW or more.

4.2.1.2. Each RAS where the RAS is subjectto one or more requirementsina
NERC or Regional Reliability Standard.

4.2.1.3. Each Protection System (excluding UFLS and UVLS) that appliesto
Transmission where the Protection Systemis subjectto one or more
requirementsina NERC or Regional Reliability Standard.

4.2.1.4. Each Cranking Path and group of Elements meetingthe initial
switching requirements from a Blackstart Resource up to and
includingthe first interconnection point of the starting station
service of the nextgeneration unit(s) to be started.

Responsible Entities listed in 4.1 other than Distribution Providers: All BES
Facilities.

Exemptions: The followingare exempt from Standard CIP-004-8%:

4.2.3.1. Cyber AssetsSystems at Facilities regulated by the Canadian Nuclear
Safety Commission.

4.2.3.2. Cyber AssetsSystems associated with communication networks and
data communication links between discrete ElectronicSecurity
Perimeters (ESP).

4:2.3:2:4.2.3.3. Cyber Systems, associated with communication
networks and data communication links, between the CyberSystems
providing confidentiality and integrity of an ESP that extendsto one
or more geographiclocations.
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42.33:4.2.3.4. The systems, structures, and components that are
regulated by the Nuclear Regulatory Commission undera cyber
security plan pursuant to 10 C.F.R. Section 73.54.

4:2.3:4:4.2.3.5. For Distribution Providers, the systems and equipment
that are not includedinsection 4.2.1 above.

4.2.3.6. Responsible Entitiesthatidentify thatthey have no BES-Cyber
SystemsBCS categorized as high impact or mediumimpact according
to the CIP-002-#5-4a identification and categorization processes.

4.3. “Applicable Systems”: Each table has an “Applicable Systems” column to define the scope
of systems to which a specificrequirement partapplies.

5. Effective Dates: See “Project 2016-02 Modifications to CIP Standards Implementation Plan”
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B. Requirementsand Measures

R1.

M1.

11

Each Responsible Entity shallimplement one or more documented processes that collectivelyinclude each of the
applicable requirement partsin CIP-004-87 Table R1 — Security Awareness Program. [Violation Risk Factor: Lower] [Time

Horizon: Operations Planning]

Evidence must include each of the applicable documented processes that collectivelyinclude each of the applicable

requirement parts in CIP-004-87 Table R1 — Security Awareness Program and additional evidence to demonstrate
implementation as described in the Measures column of the table.

CIP-004-

Applicable Systems

High fimpact BES-CyberSystemsBCS

Medium limpact BES-CyberSystermsBCS

Shared Cyber Infrastructure (SCl)
supportingan Applicable Systemin this

Part

Table R1 — Security Awareness Program

Requirements

Security awareness that, at leastonce

each calendar quarter, reinforces cyber

security practices (which may include
associated physical security practices)
for the Responsible Entity’s personnel
who have authorized electronicor

authorized unescorted physical access

to BES-CyberApplicable Systems.

Measures

An example of evidence may include,
butis not limited to, documentation
that the quarterly reinforcement has
been provided. Examples of evidence
of reinforcement may include, butare
not limited to, dated copies of
information used to reinforce security
awareness, as well as evidence of
distribution, such as:

e direct communications (for
example, e-mails, memos,
computer-based training); or

e indirectcommunications (for
example, posters, intranet, or
brochures); or

e managementsupport and
reinforcement (forexample,
presentations or meetings).

Draft 4 of CIP-004-8
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R2. Each Responsible Entity shallimplement one or more cyber security training program(s) appropriate to individual roles,
functions, or responsibilities that collectively includes each of the applicable requirement partsin CIP-004-87 Table R2 —
Cyber Security Training Program. [Violation Risk Factor: Lower] [Time Horizon: Operations Planning]

M2. Evidence must include the training program that includes each of the applicable requirement partsin CIP-004-87 Table R2 —
Cyber Security Training Program and additional evidence to demonstrate implementation of the program(s).

CIP-004- TableR2 - Cyber Security Training Program

Applicable Systems Requirements Measures

2.1 | Highfimpact BES-CyberSystemsBCS Training content on: Examples of evidence mayinclude, but
and their associated: are not limited to, training material such

2.1.1. Cyber security policies; . ‘ )
as power point presentations, instructor

1. Electronic Access Control or .
Monitoring Systems (EACMS); 2.1.2. Physical access controls; notes, student notes, handouts, or other
and 2.1.3. Electronic access controls; training materials.

2. Physical Access Control Systems | 2.1.4. The visitor control program;

(PACS) 2.1.5. Handling of BES Cyber System
Medium tHimpact BES-Cyber Information (BCSI) and its
SystermsBCS with External Routable storage;
Connectivity (ERC) and their 2.1.6. Identification ofa Cyber
associated: Security Incident and initial

1. EACMS; and notificationsinaccordance with
the entity’sincidentresponse
2. PACS plan;
fﬁ.l sFL,Jprzortlng an Applicable Systemin 2.1.7. Recovery plans for BES-Cyl
is Pa
IR SystemsBCS;

2.1.8. Response to Cyber Security
Incidents; and

2.1.9. Cyber securityrisks associated

with a BES-CyberSystem sBCS

electronicinterconnectivity and
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CIP-004-

Applicable Systems

Table R2 — Cyber Security Training Program

Requirements

Measures

interoperability with other
Cyber AssetsSystem, including
Transient CyberAssets (TCA),
and with Removable Media.

‘ 22

High fimpact BES-CyberSystemsBCS

and their associated:
1. EACMS; and
2. PACS

Medium limpact BES-Cyber
SystemsBCS with External Routable

CennecetivityERCand their associated:
1. EACMS; and
2. PACS

SCl supporting an Applicable Systemin

this Part

Require completion of the training
specifiedinPart 2.1 prior to granting
authorized electronicaccess and
authorized unescorted physical access
to aApplicable SystemsEyberAssets,
exceptduring CIP Exceptional
Circumstances.

Examples of evidence mayinclude, but
are not limited to, training records and
documentation of when CIP Exceptional
Circumstances were invoked.

2.3

High fimpact BES-EyberSystemsBCS

and their associated:
1. EACMS; and
2. PACS

Medium timpact BES-Cyber
SystemsBCS with ExternalRoutable

CennectivityERCand their associated:
1. EACMS; and

Require completion of the training
specifiedinPart 2.1 at leastonce every
15 calendar months.

Examples of evidence mayinclude, but
are not limited to, dated individual
training records.

Draft 4 of CIP-004-8
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CIP-004- TableR2 - Cyber Security Training Program

Applicable Systems Requirements Measures

2. PACS

SCl supporting an Applicable Systemin
this Part
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M3.

R3. Each Responsible Entity shallimplementone or more documented personnel risk assessment program(s) to attain and

retain authorized electronicor authorized unescorted physical access to BES-CyberSysterms-Applicable Systems that
collectivelyinclude each of the applicable requirement partsin CIP-004-87 Table R3 — Personnel Risk Assessment Program.
[Violation Risk Factor: Medium] [Time Horizon: Operations Planning].

Evidence must include the documented personnel risk assessment programs that collectively include each of the applicable

requirement parts in CIP-004-87 Table R3 — Personnel Risk Assessment Program and additional evidence to demonstrate

implementation of the program(s).
CIP-004-

Applicable Systems

Requirements

Table R3 — Personnel Risk Assessment Program

Measures

3.1 | High fimpact BES-CyberSystemsBCSand | Process to confirm identity. An example of evidence may include,
theirassociated: but is not limited to, documentation of
1. EACMS; and the Bespons@le Entity’s processto
confirm identity.
2. PACS
Medium timpact BES-CyberSystemsBCS
with External-Reutable ConnectivityERC
and their associated:
1. EACMS; and
2. PACS
SCl supporting an Applicable Systemin
this Part
3.2 | High fimpact BES-EyberSystemsBCSand | Process to perform a sevenyear An example of evidence may include,

theirassociated:

1. EACMS; and
2. PACS

Medium timpact BES-CyberSystemsBCS
with BxternalReutable-ConnecetivityERC

criminal history records check as part of
each personnel riskassessment that
includes:

3.2.1. current residence, regardless of
duration; and

but is not limited to, documentation of
the Responsible Entity’s process to
perform a sevenyear criminal history
records check.

Draft 4 of CIP-004-8
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CIP-004-

Applicable Systems
and their associated:
1. EACMS; and
2. PACS

SCl supporting an Applicable Systemin
this Part

Requirements

3.2.2. otherlocations where, during
the sevenyears immediately priorto
the date of the criminal history
records check, the subjecthas resided
for six consecutive months or more.

If itisnot possible to perform a full
sevenyear criminal history records
check, conduct as much of the seven
year criminal history records check as
possible and document the reason the
full sevenyear criminal history records
check could not be performed.

Table R3 — Personnel Risk Assessment Program

Measures

3.3 | High fimpact BES-EyberSystemsBCSand | Criteriaor process to evaluate criminal | An example of evidence may include,
theirassociated: history records checks for authorizing butis not limited to, documentation of
1. EACMS; and access. the Responsible Ent|tY s.crlter'la or
process to evaluate criminal history
2. PACS records checks.
Medium ilmpact BES-CyberSystemsBCS
with External Routable ConnectivityERC
and their associated:
1. EACMS; and
2. PACS
SCl supporting an Applicable Systemin
this Part
3.4 | High fimpact BES-EyberSystemsBCSand | Criteriaor process for verifying that An-eExamples of evidence may include,

theirassociated:

personnel risk assessments performed

but areis not limited to, documentation

Draft 4 of CIP-004-8
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CIP-004-

Applicable Systems

Requirements

Table R3 — Personnel Risk Assessment Program

Measures

1. EACMS; and

2. PACS
Medium timpact BES-CyberSystemsBCS
with External-Routable-ConnectivityERC
and their associated:

1. EACMS; and

2. PACS

SCl supporting an Applicable Systemin
this Part

for contractors or service vendors are
conducted according to Parts 3.1
through 3.3.

of the Responsible Entity’s criteriaor
process for verifying contractors or
service vendors personnel risk
assessments.

3.5

High ilmpact BES-EyberSystemsBCS and

theirassociated:
1. EACMS; and
2. PACS

Medium timpact BES-CyberSystemsBCS
with External-Reutable-ConnectivityERC

and their associated:
1. EACMS; and
2. PACS

SCl supporting an Applicable Systemin
this Part

Process to ensure that individuals with
authorized electronicor authorized
unescorted physical access have had a
personnel risk assessmentcompleted,
exceptduring CIP Exceptional
Circumstances, according to Parts 3.1
to-through 3.4 withinthe lastseven
years.

An-eExamples of evidence may include,
but areis not limited to, documentation
of the Responsible Entity’s process for
ensuringthat individuals with
authorized electronicor authorized
unescorted physical access have had a
personnel risk assessment completed
withinthe lastsevenyears.
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R4.

Each Responsible Entity shall implementone or more documented access management program(s) that collectively

include each of the applicable requirement partsin CIP-004-87 Table R4 —Access Management Program. [Violation Risk

Factor: Medium] [Time Horizon: Operations Planning and Same Day Operations].

M4. Evidence mustinclude the documented processesthat collectivelyinclude each of the applicable requirement parts in CIP-

004-87 Table R4 — Access Management Program and additional evidence to demonstrate that the access management
program was implemented as described inthe Measures column of the table.

CIP-004-

Applicable Systems

Table R4 — Access Management Program

Requirements

Measures

4.1 | High timpact BES-CyberSystemsBCSand Process to authorize based on need, An-eExamples of evidence may
theirassociated: as determined by the Responsible include, but areis not limited to,
1. EACMS; and EI.’V[Ity, exceptfor CIP Exceptional dated doc.:umentatlon. of the process
Circumstances: to authorize electronicaccess, and
2. PACS i i
4.1.1. Electronicaccess; and unes.corted ph.y5|cal gccess 'na
Medium Himpact BES-CyberSystemsBCS 119 U ced ohvsical PhysiealSeeurity PerimeterPSP.
With £ I bleg iityERC 1.2 nescorhe ! ply5|ca .access
and their associated: mtq a Physical Security
Perimeter(PSP).
1. EACMS; and
2. PACS
SCl supporting an Applicable Systemin this
Part
4.2 | High timpact BES-CyberSystemsBCSand Verify at leastonce each calendar Examples of evidence mayinclude,

theirassociated:
1. EACMS; and
2. PACS

Medium ilmpact BES-CyberSystermsBCS
with External Routable ConnectivityERC

and their associated:

quarter that individuals with active
electronicaccess or unescorted
physical access have authorization
records.

but are not limited to:

e Dated documentation of the
verification between the system
generated list of individuals who
have been authorized for access
(i.e., workflow database) and a
system generated list of

Draft 4 of CIP-004-8
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CIP-004-

Applicable Systems
1. EACMS; and
2. PACS

SCl supporting an Applicable Systemin this
Part

Requirements

Table R4 — Access Management Program

Measures

personnel who have access (i.e.,
user account listing), or

e Dated documentation of the
verification betweenalist of
individuals who have been
authorized for access (i.e.,
authorization forms) and a list of
individuals provisioned foraccess
(i.e., provisioningforms or shared
account listing).

4.3

High fimpact BES-EyberSystemsBCS and

theirassociated:
1. EACMS; and
2. PACS

Medium timpact BES-CyberSystemsBCS
with External-Reutable-ConnectivityERC

and their associated:
1. EACMS; and
2. PACS
SCl supporting an Applicable Systemin this

Part

For electronicaccess, verify at least
once every 15 calendar months that
all user accounts, user account
groups, or user role categories, and
theirspecific, associated privileges are
correct and are those that the
Responsible Entity determinesare
necessary.

An-eExamples of evidence may
include, but areisnot limited to,
documentation of the review that
includes all of the following:

1. Adated listingofall
accounts/account groups or
roleswithinthe system;

2. A summary description of
privileges associated with
each group orrole;

3. Accounts assignedto the
group or role; and

4. Dated evidence showing
verification of the privileges
for the group are authorized
and appropriate to the work
function performed by

Draft 4 of CIP-004-8
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CIP-004- Table R4 — Access Management Program

Applicable Systems Requirements Measures

people assigned to each
account.

Draft 4 of CIP-004-8
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R5.

M5.

Each Responsible Entity shallimplementone or more documented access revocation program(s) that collectivelyinclude
each of the applicable requirement partsin CIP-004-87 Table R5 — Access Revocation. [Violation Risk Factor: Medium]
[Time Horizon: Same Day Operations and Operations Planning].

Evidence must include each of the applicable documented programs that collectivelyinclude each of the applicable

requirement parts in CIP-004-87 Table R5 — Access Revocation and additional evidence to demonstrate implementation as
describedin the Measures column of the table.

CIP-004-

Applicable Systems

Requirements

Table R5 — Access Revocation

[\ CENIN

and their associated:
1. EACMS; and

5.1 | High {impact BES-EyberSystemsBCS A process to initiate removal of an An example of evidence may include,
and their associated: individual’s ability forunescorted butis not limited to, documentation of
1. EACMS; and physical access and Interactive Remote | all of the following:
2 PACS Access (IRA) upon a termination action, 1. Dated workflow or sign-off form
. _ and complete the removals within 24 verifying access removal
M.edlum timpact 3'5-@‘7‘99*@1‘5%@ hours of the termination action associated with the termination
Wlth%ﬁ%@%@&%ﬁ%ﬂ (Removal of the ability for access may action: and
and their associated: be differentthan deletion, disabling, )
. 2. Logs or other demonstration
1. EACMS; and revocation, or removal of all access )
rights). showingsuch personsno longer
2. PACS have access.
SCl supporting an Applicable Systemin
this Part
5.2 | High {impact BES-CyberSystemsBCS For reassignments or transfers, revoke | An-eExamplesofevidence may include,
and their associated: the individual’s authorized electronic but areis not limited to, documentation
1. EACMS; and access to individual accounts and of all of the following:
5 PACS authorized unescorted physical access 1. Dated workflow or sign-off form
. ' that the Responsible Entity determines showinga review of logical and
Mgdlum timpact B»IZLS—Gybe{—Sy-stemsB_(B are not necessary by the end of the physical access; and
with External-Reutable-ConneetivityERC | next calendar day followingthe date

that the Responsible Entity determines
that the individual nolongerrequires
retention of that access.

2. Logs or other demonstration
showingsuch personsno longer
have access that the
Responsible Entity determinesis

Draft 4 of CIP-004-8
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CIP-004-

Applicable Systems
2. PACS
SCl supporting an Applicable Systemin

this Part

Table R5 — Access Revocation

Requirements

[\ CENT

not necessary.

SCl supporting an Applicable Systemin

this Part

5.3 | High fimpact BES-EyberSystemsBCS For termination actions, revoke the An-eExamples of evidence may include,
and their associated : individual’s non-shared useraccounts but areis not limited to, workflow or
EACMS (unlessalready revoked according to sign-off form showing access removal

. . _ Part 5.1) within 30 calendar days of the | for any individual BES Cyber Assets and
SE_I supporting an Applicable System in effective date of the termination software applications as determined
this Part action. necessary to completingthe revocation
of access and dated within thirty
calendar days of the termination
actions.

5.4 | High {impact BES-CyberSystemsBCS For termination actions, change Examples of evidence mayinclude, but
and their associated : passwords for shared account(s) known | are not limited to:

EACMS to the user within 30 calendar days of e Workflow or sign-offform

the terminationaction. For
reassignments or transfers, change
passwords for shared account(s) known
to the user within 30 calendar days
followingthe date that the Responsible
Entity determinesthatthe individual no
longerrequires retention of that
access.

If the Responsible Entity determines
and documents that extenuating
operatingcircumstances require a
longertime period, change the
password(s) within 10 calendar days
followingthe end of the operating

showing password reset within
30 calendar days of the
termination action;

e  Workflow or sign-off form
showing password reset within
30 calendar days of the
reassignments or transfers; or

e Documentation of the
extenuatingoperating
circumstance and workflow or
sign-off form showing password
reset within 10 calendar days
followingthe end of the

Draft 4 of CIP-004-8
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CIP-004- TableR5 — Access Revocation

Applicable Systems Requirements Measures

circumstances. operatingcircumstance.
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R6. Each Responsible Entity shallimplementone or more documented access management program(s) to authorize, verify, and
revoke provisioned access to BCSI pertainingto the “Applicable Systems”identified in C/IP-004-87 Table R6 — Access
Management for BES Cyber System Information that collectively include each of the applicable requirement parts in C/IP-004-87
Table R6 — Access Management for BES Cyber System Information. To be considered access to BCSI in the context of this
requirement, an individual has both the ability to obtain and use BCSI. Provisioned access is to be considered the result of the
specificactions taken to provide an individual(s) the means to access BCSI (e.g., may include physical keys or access cards, user
accounts and associated rights and privileges, encryption keys). [Violation Risk Factor: Medium] [Time Horizon: Same Day
Operations and Operations Planning].

Me.

Evidence must include each of the applicable documented programs that collectivelyinclude the applicable requirement parts

in CIP-004-87 Table R6 —Access Management for BES Cyber System Information and additional evidence to demonstrate
implementation as described in the Measures column of the table.

CIP-004-

Applicable Systems

Requirements

Table R6 — Access Management for BES Cyber System Information

Measures

6.1

High fimpact BES-CyberSystemsBCS

and their associated:
1. EACMS; and
2. PACS

Medium limpact BES-CyberSystermsBCS
with External Routable ConnectivityERC

and their associated:
1. EACMS; and
2. PACS

SCl supporting an Applicable Systemin
this Part

Prior to provisioning, authorize (unless
already authorized according to Part
4.1:) based on need, as determined by
the Responsible Entity, exceptforCIP
Exceptional Circumstances:

6.1.1. Provisioned electronicaccessto
electronicBCSI; and

6.1.2. Provisioned physical access to
physical BCSI.

Examples of evidence mayinclude, but
are not limited to, individual records or
lists that include whois authorized, the
date of the authorization, and the
justification of business need for the
provisioned access.

Draft 4 of CIP-004-8
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CIP-004-

Applicable Systems

Requirements

Table R6 — Access Management for BES Cyber System Information

Measures

and their associated:
1. EACMS; and
2. PACS

Medium timpact BES-CyberSystemsBCS
with Beernal-RevinbkleConnastiviey

ERC and their associated:
1. EACMS; and
2. PACS

SCl supporting an Applicable Systemin
this Part

6.2 | High limpact BES-CyberSystemsBCS Verify at least once every 15 calendar Examples of evidence mayinclude, but
and their associated: months that all individuals with are not limited to, the documentation
1. EACMS; and provisioned access to BCSI: of the review that includes all of the
2. PACS 6.2.1. have an authorizationrecord; following:
and e List of authorizedindividuals;
Medium limpact BES-CyberSystemsBCS ] o
Withmﬁ 6.2.2. stillneedthe provisioned access e List of individuals who have been
and their associated: - to perform theircurrent work provisioned access;
functions, as determined by the . .
1. EACMS; and Responsible Entity. ° Verlflc.atlon thatprovmoned
access is appropriate based on
2. PACS need;and
SC.I supporting an Applicable Systemin e Documented reconciliation
this Part actions, if any.
6.3 | High {impact BES-EyberSystemsBCS For termination actions, remove the Examples of dated evidence may

individual’s ability to use provisioned
access to BCSI (unless already revoked
according to Part 5.1) by the end of the
next calendar day followingthe
effective date of the termination
action.

include, but are not limited to, access

revocation records associated with the
terminations and dated withinthe next
calendar day of the termination action.
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C. Compliance

1. Compliance Monitoring Process:

1.1.

1.2,

1.3.

Compliance Enforcement Authority: “Compliance Enforcement Authority” (CEA)
means NERC or the Regional Entity, or any entity as otherwise designated by an
Applicable Governmental Authority, in theirrespective roles of monitoringand/or
enforcing compliance with mandatory and enforceable Reliability Standardsin
theirrespective jurisdictions.

Evidence Retention: The followingevidence retention periodsidentify the period
of time an entityisrequiredto retainspecificevidence to demonstrate
compliance. For instances where the evidence retention period specified below s
shorter than the time since the last audit, the CEA may ask an entity to provide
other evidence to show that it was compliantfor the full time period since the last
audit.

The applicable entity shall keep data or evidence to show compliance as identified
below unless directed by its CEA to retain specificevidence fora longer period of
time as part of an investigation:

e The applicable entity shall retain evidence of each requirementinthis standard
for three calendar years.

e The applicable entityisfound non-compliant, it shall keep information related
to the non-compliance until mitigationis complete and approved or for the
time specified above, whicheverislonger.

e The CEA shall keep the last audit records and all requested and submitted
subsequentauditrecords.

Compliance Monitoring and Enforcement Program: As definedinthe NERC Rules
of Procedure, “Compliance Monitoring and Enforcement Program” refersto the
identification of the processes that will be used to evaluate data or information for
the purpose of assessing performance or outcomes with the associated Reliability
Standard.
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TtebleetComelanecEoments

Violation Severity Levels

Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL

High VSL

Severe VSL

The Responsible Entity
ol el .
. but failed
tedid not include one of the
training contenttopicsin
RequirementParts 2.1.1
through 2.1.9. (Part 2.1)

OR

The Responsible Entity
o] e .

The Responsible Entity

s teraeniedaather

butfaitedte-did not include

two of the training content
topics in Requirement Parts
2.1.1 through 2.1.9. (Part
2.1)

OR

R1 The Responsible Entity did not | The Responsible Entity did The Responsible Entitydid | The Responsible Entity did not
reinforce cyber security not reinforce cyber security | not reinforce cyber document orimplementany
practices during a calendar practices during a calendar security practices duringa | security awareness process(es) to
guarter but did so lessthan 10 | quarter but did so between | calendar quarter but did so | reinforce cyber security practices.
calendar days after the start 10 and 30 calendar days withinthe subsequent (RequirementR1)
of a subsequent calendar after the start of a qguarter but beyond 30 OR
quarter. (Part 1.1) subsequentcalendar calendar days after the

quarter. (Part 1.1) start of that calendar The Responsible Entity did not
quarter. (Part 1.1) reinforce cyber security practices
and associated physical security
practices for at leasttwo
consecutive calendar quarters.
(Part 1.1)
R2 The Responsible Entity did not

The Responsible Entity

Fraslerrerieteether
butfattedte-did not
include three of the
training contenttopicsin
RequirementParts 2.1.1
through 2.1.9. (Part 2.1)

OR

implementa cyber security training
program appropriate to individual
roles, functions, or responsibilities.

(RequirementR2)
OR
The Responsible Entity
ool el .
- but faited-todid

not include four or more of the
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Lower VSL
— I ailod

tedid not train one individual
(with the exception of CIP
Exceptional Circumstances)
prior to their beinggranted
authorized electronicand
authorized unescorted
physical access. (Part 2.2)

OR

The Responsible Entity

ool I I .
did not train one individual
with authorized electronicor
authorized unescorted
physical access within 15
calendar months of the
previous trainingcompletion
date. (Part 2.3)

Violation Severity Levels (CIP-004- )

Moderate VSL

The Responsible Entity

irasltermentedaeber

butfailedte-did not train

two individuals (with the
exception of CIP Exceptional
Circumstances) prior to their
beinggranted authorized
electronicand authorized
unescorted physical access.
(Part 2.2)

OR

The Responsible Entity

frasltermentedaeber

butfatledto-did not train

two individuals with
authorized electronicor
authorized unescorted
physical access within 15
calendar months of the
previous trainingcompletion
date. (Part 2.3)

High VSL

The Responsible Entity

Frazlernentedoarber

butfailedtedid not train

three individuals (with the
exception of CIP
Exceptional
Circumstances) prior to
theirbeing granted
authorized electronicand
authorized unescorted
physical access. (Part 2.2)

OR

The Responsible Entity

Frsteraenteseeher
butfaitedto-did not train
three individuals with
authorized electronicor
authorized unescorted
physical access within 15
calendar months of the
previoustraining
completiondate. (Part 2.3)

Severe VSL

training contenttopicsin
RequirementParts 2.1.1 through
2.1.9. (Part2.1)

OR

The Responsible Entity

ol el .

not train four or more individuals
(with the exception of CIP
Exceptional Circumstances) prior to
theirbeing granted authorized
electronicand authorized
unescorted physical access. —(Part
2.2)

OR

The Responsible Entity

ool el .

not train four or more individuals
with authorized electronicor
authorized unescorted physical
access within 15 calendar months
of the previoustrainingcompletion
date. (Part 2.3)

R3

The Responsible Entity hasa
BreErsrA-te e s e etnE

The Responsible Entity hasa
BreprarA-te e s e etng

The Responsible Entity khas
R AR R el

The Responsible Entity did not
have all of the required elements
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Lower VSL

servicevendors;-butdid not
conduct the PRA-personnel
risk assessmentsas a
condition of granting
authorized electronicor
authorized unescorted
physical access for one
individual. (Requirement R3)

OR

The Responsible Entity did
sortePersennelRishk

butdid not confirm identity
for one individual. (Parts 3.1 &
3.4)

OR

The Responsible Entity hasa
preseseteserlorm covon e

Violation Severity Levels (CIP-004- )

Moderate VSL

servicevendors;-butdid not
conduct the personnel risk
assessmentsPRAas a
condition of granting
authorized electronicor
authorized unescorted
physical access for two
individuals. (Requirement
R3)

OR

The Responsible Entity did
sortePersennelRishk

butdid not confirm identity

for two individuals. (Parts
3.1&3.4)

OR

High VSL

vendoersbutdid not
conduct the personnel risk
assessmentsPRAas a
condition of granting
authorized electronicor
authorized unescorted
physical access for three
individuals. (Requirement
R3)

OR

The Responsible Entity i€t
seatierDersennelRishk

butdid not confirm
identity forthree
individuals. (Parts 3.1 &
3.4)

OR

Severe VSL

as described by 3.1 through 3.4
included within documented
program(s) forimplementing
Ppersonnel Rrisk Aassessments
{PRAs}, for individuals, including
contractors and service vendors,
for obtainingand retaining
authorized cyber or authorized
unescorted physical access.

(Requirement R3)
OR

The Responsible Entity hasa
BrepraA-te R et e Ders st
PislehssesormeriscPRAs-ter

i ; didnot
conduct the personnel risk
assessmentsPRA as a condition of
granting authorized electronicor
authorized unescorted physical
access for four or more individuals.

(Requirement R3)
OR
The Responsible Entity dic-conduct

Dersomnel-Pislaissessrmanis A
for individuals ineludi
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Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL

High VSL

Severe VSL

butdid not include the
required checks describedin
3.2.1 and-through 3.2.2 for
one individual. (Parts3.2 &
3.4)

OR

The Responsible Entity did
soRteRersernelRishk

butdid not evaluate criminal
history records check for
access authorization for one
individual. (Parts 3.3 & 3.4)

OR

The Responsible Entity hasa

physicalaeceessbutdid not
include the required checks
describedin 3.2.1 and
through 3.2.2 for two
individuals. (Parts 3.2 & 3.4)

OR

The Responsible Entity dig
condeerRepsorpel Risk

butdid not evaluate criminal
history records check for
access authorization for two
individuals. (Parts 3.3 & 3.4)

The Responsible Entity has

butdid not include the
required checks described
in 3.2.1 and-through 3.2.2
for three individuals. (Parts
3.2&3.4)

OR

The Responsible Entity-did
copeuetRepsonael Bick

but did not evaluate
criminal history records
check for access
authorization for three

aeeessbut-did not confirm identity
for four or more individuals. (Parts
3.1&3.4)

OR
The Responsible Entity hasa

HEeseeret- Ry seaeesassbuindid
not include the required checks
describedin 3.2.1 anrg-through
3.2.2 for four or more individuals.
(Parts 3.2 & 3.4)

OR

The Responsible Entity dig-conduct
PersonnelRisk-Assessments{PRAs)

aeeessbut-did not evaluate
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Lower VSL

The Responsible Entity did not
conduct Ppersonnel Rrisk
Aassessments {PRAs}Horone
individual with authorized
electronicor authorized
unescorted physical access
within 7 calendar years of the
previous personnel risk
assessmentsPRA completion
date. (Part 3.5)

Violation Severity Levels (CIP-004- )

Moderate VSL

OR

The Responsible Entity did
not conduct Ppersonnel
Rrisk Aassessments {PRAs}
for two individuals with
authorized electronicor
authorized unescorted
physical access within7
calendar years of the
previous personnel risk
assessmentsPRA completion
date. (Part 3.5)

High VSL

individuals. (Parts 3.3
&through 3.4)

OR

The Responsible Entity did
not conduct Ppersonnel
Rrisk Aassessments {PRAs}
for three individuals with
authorized electronicor
authorized unescorted
physical access within7
calendar years of the
previous personnel risk
assessmentsPRA
completiondate. (Part 3.5)

Severe VSL

criminal history records check for
access authorization for four or
more individuals. (Parts 3.3

&through 3.4)
OR

The Responsible Entity did not
conduct Ppersonnel Rrisk
Aassessments{PRAs} forfour or
more individuals with authorized
electronicor authorized
unescorted physical access within 7
calendar years of the previous
personnel risk assessmentsPRA
completiondate. (Part 3.5)

R4

The Responsible Entity did not
verify that individuals with
active electronicor active
unescorted physical access
have authorizationrecords
during a calendar quarter but
did so lessthan 10 calendar
days after the start of a
subsequentcalendar quarter.
(Part 4.2)

OR

The Responsible Entity did

The Responsible Entity did

not authorize electronic
access or unescorted

physical access based on
needfor one individual.

(Part 4.1)
OR

The Responsible Entity did
not verify that individuals
with active electronicor

active unescorted physical
access have authorization

not authorize electronic
access or unescorted

physical access based on
needfor two individuals.

(Part4.1)
OR

The Responsible Entity did
not verify that individuals
with active electronicor

active unescorted physical
access have authorization

The Responsible Entity did not
implementany documented
program(s) for access

management. (Requirement R4)
OR

Draft 4 of CIP-004-8

August 2022

Page 28 of 34



CIP-004-87 — Cyber Security —Personnel & Training

Lower VSL

The Responsible Entity has
implemented processestodid
not verify that user accounts,
user account groups, or user
role categories, and their
specific, associated privileges
are correct and necessary
within 15 calendar months of
the previousverification but
for 5% or less of its BES-Cyber

SystemsBCS or SCI, privileges
were incorrect or

unnecessary. (Part 4.3)

Violation Severity Levels (CIP-004- )

Moderate VSL

records during a calendar
quarter but did so between
10 and 20 calendar days
after the start of a
subsequentcalendar
quarter. -(Part 4.2)

OR

The Responsible Entity has
fraslermentedsraeasses
tedid not verify that user
accounts, useraccount
groups, or user role
categories, and their
specific, associated
privilegesare correct and
necessary within 15 calendar
months of the previous
verification butfor more
than 5% but lessthan (or
equal to) 10% of its BES
EyberSystemsBCS or SCI,
privilegeswere incorrector
unnecessary.-(Part 4.3)

High VSL

records during a calendar
guarter but did so
between 20 and 30
calendar days after the
start of a subsequent
calendar quarter. (Part 4.2)

OR

The Responsible Entity kas
fraglermeniedprosasses
tedid not verify that user
accounts, useraccount
groups, or user role
categories, and their
specific, associated
privilegesare correct and
necessary within 15
calendar months of the
previous verification but
for more than 10% but less
than (or equal to) 15% of
its BES-CyberSystemsBCS
or SCI, privileges were
incorrect or unnecessary.
(Part4.3)

Severe VSL

The Responsible Entity did not
authorize electronicaccess or
unescorted physical access based
on need for three or more
individuals. (Part4.1)

OR

The Responsible Entity did not
verify that individuals with active
electronicor active unescorted
physical access have authorization
records for at leasttwo
consecutive calendar quarters.
(Part4.2)

OR

The Responsible Entity has
mplementedprecessestedid not
verify that user accounts, user
account groups, or user role
categories, and their specific,
associated privileges are correct
and necessary within 15 calendar
months of the previous verification
butfor more than 15% of its BES
EyberSystemsBCS or SCI, privileges
were incorrect or unnecessary.
(Part 4.3)
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Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL

High VSL

Severe VSL

R5 The Responsible Entity has
iraslermentedernearrasre

didnetdeseferwithin30

more individuals. (Part5.3)
OR

The Responsible Entity has
iraslermentedernearrasre

passwords for shared
upon termination action,
didnetdese-for within 30

termination action,

5.4)
OR

The Responsible Entity has
Frastermeriedeneeaste

proeeesstesttedid not revoke
the-individual’s useraccounts
upon termination action but

calendar days of the date of
termination action for one or

proeeesstestte-did not change
accounts known to the user
reassignment, or transfer;-but
calendar days of the date of

reassignment, or transfer for
one or more individuals. (Part

The Responsible Entity has

fraslermentedenearrasre
proeeesstestHtedid not initiate
removale of the ability for
unescorted physical access
and Frierestire-Perasie
Aeeess|RA upona
termination action or
complete the removal within
24 hours of the termination
action butdid-retinitiate
theseremeovalsfor one
individual. (Part5.1)

OR

The Responsible Entity has
Frastermeriedeneetaste
prosessloshodetermine

I i ndividualnod

. . ‘

olow .
transfersbut-for one
individual, did notrevoke
the authorized electronic
access to individual accounts
and authorized unescorted
physical access by the end of
the nextcalendar day

The Responsible Entity kas

fraslermentedenasrrere
preeesstesttedid not

initiate removale of the
ability for unescorted
physical access and
trteregteReraete
Aeeess|RA upona
termination action or
complete the removal
within 24 hours of the
termination action but-die
fortwo individuals. (Part
5.1)

OR

The Responsible Entity has

Fraptermeriedenesaste
(es)to-d .

I e dividual

I . .

etoeensslollevidne

rennslopmmer s o ransters

but-for two individuals,

did not revoke the

authorized electronic

access to individual

The Responsible Entity has not
implemented any documented
program(s) for access revocation
for electronicaccess or unescorted

physical access. (Requirement R5)
OR

The Responsible Entity has
Frptermeniedenesrrrere
precesstesitedid notinitiate
removale of the ability for
unescorted physical access and
Interactive Remote Access upon a
termination action or complete the
removal within 24 hours of the
termination action but-dig-ret
initiate-theseremeovalsfor three or
more individuals. (Part 5.1)

OR

The Responsible Entity has
Fraptermeriedenesaste
Brecesslesie-dedemaineithaen

. ¢ & ¢ III .
reasshopmentsesransters bulfor
three or more individuals, did not
revoke the authorized electronic
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Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL

High VSL

Severe VSL

DS R re R SRR A SR e
transferbutdid not change
one or more passwords for
shared accounts knownto the
user within 10 calendar days
followingthe end of the
extenuating operating
circumstances. (Part 5.4)

followingthe predetermined
date. (Part 5.2)

accounts and authorized
unescorted physical access
by the end of the next
calendar day followingthe
predetermined date. (Part
5.2)

access to individual accounts and
authorized unescorted physical
access by the end of the next
calendar day followingthe
predetermined date. (Part 5.2)

R6

The Responsible Entity-has
Frsterreriedene s e
program{s)asrequiredby
PeguirerenitPERart 60 by,
for one individual, did not
authorize provisioned
electronicaccess to electronic
BCSI or provisioned physical
access to physical BCSI. -(Part
6.1)

OR

The Responsible Entity did not
performed the verification

required by ReguirermentR6

The Responsible Entity-has
Frsterreriedenesase
program{s)asrequiredby
PecuirermentPeRart 54
but, for two individuals, did
not authorize provisioned
electronicaccess to
electronicBCSl or
provisioned physical access
to physical BCSI. (Part 6.1)

OR

The Responsible Entity did
not performed the
verificationrequired by

The Responsible Entity-has
Fraptermeriedenesaste
program{s)asrequiredby
PeguirermentPERar 54
but, for three individuals,
did not authorize
provisioned electronic
access to electronicBCSI or
provisioned physical access
to physical BCSI. (Part6.1)

OR

The Responsible Entity did
not performed the
verificationrequired by

The Responsible Entity did not
implement one or more
documented access management

program(s) for BCSI. (Requirement
R6)

OR

The Responsible Entity-has
Frptermeniedenesrrasie
sregraralsasrecuired by
Pregurarme it e r 6B, for
four or more individuals, did not
authorize provisioned electronic
access to electronicBCSI or
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Lower VSL

Part 6.2 mere-thanwithin 15
calendar months but did in
lessthan or equal to 16
calendar months of the

previous verification. (Part
6.2)

OR

The Responsible Entity-has
iraslermentedernearrasre
SRt e e e
il b

. I BCS|
but, for one individual, did not
remove the individual’s ability

Violation Severity Levels (CIP-004- )

Moderate VSL

ReguirementR6-Part 6.2
mere-thanwithin 16 calendar

months but did inlessthan
or equal to 17 calendar
months of the previous
verification. (Part6.2)

OR

The Responsible Entity-has

fraslermentedenearrasre
SRt e e e
. I ’ BCs|
but, for two individuals, did
remove theeach individual’s

to use provisioned access to

ability to use provisioned

BCSI de-se-by the timeframe

required inReguirementR6;
Part 6.3.

access to BCS| nretdoese-by
the timeframe requiredin

ReguirementR6; Part 6.3.

High VSL

ReguirementR6-Part 6.2
within mere-than-17

calendar months but less
than or equal to 18
calendar months of the
previous verification. (Part
6.2)

OR

The Responsible Entity-has
Fraptermeriedenesaste
sroseoraleteromene e
Brevisienedaseessie-RES)
but, for threeindividuals,
did not remove each
individual’s ability to use
provisioned access to
BCSldese by the
timeframe requiredin

ReguirementR6-Part 6.3.

Severe VSL

provisioned physical access to
physical BCSI. (Part 6.1)

OR

The Responsible Entity did not
performedthe verification
required by ReguirementR6-Part
6.2 more than 18 calendar months
of the previous verification. (Part
6.2)

OR

The Responsible Entity-has
Frptermeriedeneerraste
sregrarals tereraevethe

e dividualis abili
Brevisieredassassie-BeS sk, for

four or more individuals, did not de
remove theeach individual’s ability
to use provisioned access to BCSI
se-by the timeframe requiredin

ReguirementR6-Part 6.3.
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D. RegionalVariances

None.

E. Interpretations

None.

F. Associated Documents

None.

Version History

Version Date

1 1/16/06

Action

R3.2 — Change “Control Center” to
“control center.”

Change Tracking

3/24/06

2 9/30/09

Modifications to clarify the requirements
and to bring the compliance elements
into conformance with the latest
guidelinesfordeveloping compliance
elements of standards.

Removal of reasonable business
judgment.

Replaced the RRO withthe RE as a
responsible entity.

Rewording of Effective Date.

Changed compliance monitor to
Compliance Enforcement Authority.

3 12/16/09

Updated Version Number from -2 to -3

In Requirement 1.6, deleted the
sentence pertainingto removing
component or system from servicein
order to perform testing, in response to
FERC orderissued September 30, 2009.

3 12/16/09

Approved by the NERC Board of
Trustees.

3 3/31/10

Approved by FERC.

4 1/24/11

Approved by the NERC Board of
Trustees.
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Date

Version

5 11/26/12

Adopted by the NERC Board of Trustees.

Change Tracking

Modified to coordinate
with other CIP
standards and to revise
format to use RBS
Template.

5 11/22/13

FERC Order issued approving CIP-004-5.

5.1 9/30/13

Modified two VSLs in R4

Errata

6 11/13/14

Adopted by the NERC Board of Trustees.

Addressed two FERC
directives from Order No.
791 related to identify,
assess, and correct
language and
communication

networks.

6 2/12/15

Adopted by the NERC Board of Trustees.

Replaces the version
adopted by the Board on
11/13/2014. Revised
version addresses
remaining directives
from Order No. 791
related to transient
devices and low impact
BES Cyber Systems.

6 1/21/16

FERC orderissued approving CIP-004-6.
Docket No. RM15-14-000

7 8/12/21

Adopted by the NERC Board of Trustees

Revised to enhance BES
reliability forentitiesto
manage their BCSI.
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