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New or Modified Term(s) Used in NERC Reliability Standards

This sectionincludes all new or modified terms used in the proposed standard that will be
includedinthe Glossary of Terms Used in NERC Reliability Standards upon applicable
regulatory approval. Terms usedin the proposed standard that are already defined and are
not being modified can be foundin the Glossary of Terms Used in NERC Reliability Standards.
The new or revisedterms listed below will be presented forapproval with the proposed
standard. Upon Board adoption, this section will be removed.

Term(s): See Separate document containingall proposed or modified terms titled “Project
2016-02 Draft 4 Definitions”
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A. Introduction
1. Title: Cyber Security — Recovery Plansfor BES Cyber Systems
2. Number: CIP-009-76

3. Purpose: To recoverreliability functions performed by BES CyberSystems (BCS) by
specifying recovery plan requirements in support of the continued
stability, operability, and reliability of the Bulk Electric System (BES).

4, Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
followinglist of functional entities will be collectively referred to as “Responsible
Entities.” For requirementsinthisstandard where a specificfunctional entity or
subset of functional entities are the applicable entity or entities, the functional entity
or entities are specified explicitly.

4.1.1 Balancing Authority

4.1.2 Distribution Provider that owns one or more of the following Facilities, systems,
and equipmentfor the protection or restoration of the BES:

4.1.2.1 Each underfrequency Load shedding (UFLS) or undervoltage Load shedding
(UVLS) systemthat:

4.1.2.1.1 s part of a Load shedding program that is subject to one or more
requirementsina NERC or Regional Reliability Standard; and

4.1.2.1.2 performs automatic Load sheddingundera common control system
owned by the Responsible Entity, without human operator initiation,
of 300 MW or more.

4.1.2.2 Each SpecialProtectionSystermorRemedial Action Scheme (RAS) where the
SpeciatProtectionSystemorRemedialActionSechemeRAS issubject to one

or more requirementsina NERC or Regional Reliability Standard.

4.1.2.3 Each Protection System (excluding UFLS and UVLS) that appliesto
Transmission where the Protection Systemis subjectto one or more
requirementsina NERC or Regional Reliability Standard.

4.1.2.4 Each Cranking Path and group of Elements meetingthe initial switching
requirements from a Blackstart Resource up to and includingthe first
interconnection point of the starting station service of the nextgeneration
unit(s) to be started.

4.1.3 Generator Operator
4.1.4 Generator Owner

| | c i | | Authori
4.1.5 Reliability Coordinator
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4.1.6 Transmission Operator
4.1.7 Transmission Owner

4.2. Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entityin4.1 above
are those to which these requirements are applicable. For requirementsin this
standard where a specifictype of Facilities, system, or equipment or subset of
Facilities, systems, and equipment are applicable, these are specified explicitly.

4.2.1 Distribution Provider: One or more of the following Facilities, systemsand
equipmentowned by the Distribution Providerfor the protection or restoration
of the BES:

4.2.1.1 Each UFLS or UVLS System that:

4.2.1.1.1 s partof a Load shedding program that is subject to one or more
requirementsina NERC or Regional Reliability Standard; and

4.2.1.1.2 performs automatic Load sheddingundera common control system
owned by the Responsible Entity, without human operator initiation,
of 300 MW or more.

4.2.1.2 Each SpeciatProtectionSystemorRemedial-ActionSehemeRAS where the
SpeciatProtectionSystemorRemedialActionSechemeRAS issubject to one

or more requirementsina NERC or Regional Reliability Standard.

4.2.1.3 Each Protection System (excluding UFLS and UVLS) that appliesto
Transmission where the Protection Systemis subjectto one or more
requirementsina NERC or Regional Reliability Standard.

4.2.1.4 Each Cranking Path and group of Elements meetingthe initial switching
requirements from a Blackstart Resource up to and includingthe first
interconnection point of the starting station service of the nextgeneration
unit(s) to be started.

4.2.2 Responsible Entities listedin 4.1 other than Distribution Providers:
All BES Facilities.
4.2.3 Exemptions: The followingare exemptfrom Standard CIP-009-76:

4.2.3.1 Cyber AssetsSystems at Facilitiesregulated by the Canadian Nuclear Safety
Commission.

4.2.3.2 Cyber AssetsSystems associated with communication networks and data
communication links between discrete ElectronicSecurity Perimeters (ESP).

4:2.3:24.2.3.3 Cyber Systems, associated with communication networks and
data communication links, between the Cyber Systems providing
confidentiality and integrity of an ESP that extendsto one or more
geographiclocations.
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4:2.3:34.2.3.4 The systems, structures, and components that are regulated by
the NuclearRegulatory Commission undera cyber security plan pursuant to
10 C.F.R.Section 73.54.

4.2.3:44.2.3.5 For Distribution Providers, the systemsand equipmentthat are
not includedin section4.2.1 above.

4.2.3.6 _Responsible Entitiesthatidentify thatthey have no BES CyberSystems
categorized as highimpact or mediumimpact according to the CIP-002-5.1
identification and categorization processes.

4.3. “Applicable Systems”: Each table has an “Applicable Systems” column to define
the scope of systems to which a specificrequirement part applies.

5. Effective Dates: See “Project 2016-02 Modifications to CIP Standards Implementation

Plan” for CIP-009-6.
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B. Requirements and Measures

R1. Each Responsible Entity shall have one or more documented recovery plan(s) that collectively include each of the
applicable fRequirementgPartsin CIP-009-76 Table R1 — Recovery Plan Specifications. [Violation Risk Factor: Medium]

[Time Horizon: Long Term Planning].

M1. Evidence mustinclude the documentedrecovery plan(s) that collectivelyinclude the applicable fRequirement gPartsin
CIP-009-76 Table R1 — Recovery Plan Specifications.

CIP-009- Table R1 — Recovery Plan Specifications

Applicable Systems Requirements Measures
1.1 High fimpact BCSBES-EyberSystems Conditionsfor activation of the An example of evidence may include,
and their associated: recovery plan(s). butis not limited to, one or more
1. Electronic Access Control and plans that include language identifying
Monitoring Systems (EACMS); conditions for activation of the

and recovery plan(s).

2. Physical Access Control

Systems (PACS)

Medium timpact BCSBES-Cyber
Systemsand theirassociated:
1. EACMS; and

2. PACS
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CIP-009-

Applicable Systems

Table R1 — Recovery Plan Specifications

Requirements

Measures

1.2 High fimpact BCSBES-CyberSystems Roles and responsibilities of An-eExamples of evidence may
and their associated: responders. include, but areisnot limited to, one
1. EACMS; and or more recovery plans that include
2. PACS language identifyingthe rolesand
responsibilities of responders.
Medium timpact BCSBES-Cyber
‘ Systemsand theirassociated:
1. EACMS; and
2. PACS
‘ 1.3 High {impact BCSBES-CyberSystems One or more processes for the backup | An example of evidence may include,

and their associated:
1. EACMS; and

2. PACS

Medium timpact BCSBES-Cyber
Systemsand theirassociated:
1. EACMS; and

2. PACS

and storage of information required

to recover BES-EyberApplicable
System functionality.

butis not limited to, documentation
of specific processes for the backup
and storage of information requiredto

recover BES-EyberApplicable System
functionality.
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CIP-009-

Applicable Systems

Table R1 - Recovery Plan Specifications

Requirements

Measures

theirassociated:
1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
and their associated:
1. EACMS; and

2. PACS

SCl supporting an Applicable Systemin

this part

data, per SyberAssetsystem
capability, for determiningthe cause
of a Cyber Security Incident that
triggers activation of the recovery
plan(s). Data preservation should not
impede or restrict recovery.

1.4 High fimpact BCSBES-CyberSystems One or more processes to verify the An-eExamples of evidence may
and their associated: successful completion of the backup include, but areisnot limited to, logs,
1. EACMS; and processesin Part 1.3 and to address workflow or other documentation
2. PACS any backup failures. confirmingthat the backup process
completed successfully and backup
Medium timpact BCSBES-Cyber failures, ifany, were addressed.
Systems at Control Centersand their
associated:
1. EACMS; and
2. PACS
1.5 High Impact BES Cyber Systems and One or more processesto preserve An-eExamples of evidence may

include, but areisnot limited to,
procedures to preserve data, such as
preservinga corrupted drive or
making a data mirror of the system
before proceeding with recovery.
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R2. Each Responsible Entity shall implementits documented recovery plan(s) to collectivelyinclude each of the applicable
fRequirement gParts in CIP-009-76 Table R2 — Recovery Plan Implementation and Testing. [Violation Risk Factor: Lower]
[Time Horizon: Operations Planning and Real-time Operations.]

M2. Evidence mustinclude, butisnot limitedto, documentation that collectively demonstratesimplementation of each of the
applicable fRequirementpPartsin CIP-009-76 Table R2 — Recovery Plan Implementation and Testing.

CIP-009-

Applicable Systems

Requirements

Table R2 — Recovery Plan Implementation and Testing

Measures

2.1 High fimpact BCSBES-EyberSystems
and their associated:
1. EACMS; and

2. PACS

Medium timpact BCSBES-Cyber
Systems at Control Centersand their

associated:
1. EACMS; and
2. PACS

Test each of the recovery plans
referencedin RequirementR1 at least
once every 15 calendar months:

e By recovering from an actual
incident;

e With a paperdrill or tabletop
exercise;or

e With an operational exercise.

An-eExamples of evidence may
include, but areisnot limited to, dated
evidence of a test (by recoveringfrom
an actual incident, with a paper drill or
tabletop exercise, or withan
operational exercise) of the recovery
plan at least once every 15 calendar
months. For the paperdrill or full
operational exercise, evidence may
include meeting notices, minutes, or
other records of exercise findings.
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CIP-009-
Applicable Systems

Requirements

Table R2 — Recovery Plan Implementation and Testing

Measures

2.2 High fimpact BCSBES-CyberSystems
and their associated:
1. EACMS; and

2. PACS

Medium timpact BCSBES-Cyber
Systems at Control Centersand their

associated:
1. EACMS; and
2. PACS

Test a representative sample of
information used to recover BES-Cyber
Applicable System functionality at least
once every 15 calendar months to
ensure that the informationis useable
and is compatible with current
configurations.

An actual recovery that incorporates
the information usedto recover BES

EyberApplicable System functionality
substitutes for this test.

An-eExamples of evidence may
include, but is-are not limited to,
operational logs or test results with
criteria for testingthe usability (e.g.
sample tape load, browsing tape
contents) and compatibility with
current system configurations (e.g.
manual or automated comparison
checkpoints between backup media
contents and current configuration).

2.3 High fimpact BCSBES-EyberSystems

Test each of the recovery plans
referencedinRequirementR1 at least
once every 36 calendar months
through an operational exercise of the
recovery plansin an environment
representative of the production
environment.

An actual recovery response may
substitute for an operational exercise.

Examples of evidence mayinclude, but
are not limited to, dated
documentation of:

e An operational exercise at least
once every 36 calendar months
between exercises, that
demonstratesrecoveryina
representative environment; or

e An actual recovery response that
occurred withinthe 36 calendar
month timeframe that exercised
the recovery plans.
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R3. Each Responsible Entity shall maintain each of its recovery plan(s) inaccordance with each of the applicable rfRequirement
pParts in CIP-009-76 Table R3 — Recovery Plan Review, Update and Communication. [Violation Risk Factor: Lower] [Time
Horizon: Operations Assessment].

M3. Acceptable evidenceincludes, butisnot limitedto, each of the aApplicable fRequirement partsin C/IP-009-76 Table R3 —
Recovery Plan Review, Update and Communication.
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CIP-009- Table R3 — Recovery Plan Review, Update and Communication

Measures

Applicable Systems

Requirements

No later than 90 calendar days after
completion of a recovery plan testor
actual recovery:

AneExamples of evidence may
include, but areis not limited to, all of
the following:

3.1 High fimpact BCSBES-CyberSystems
and their associated:
1. EACMS; and

2. PACS

3.1.1. Document any lessonslearned 1. Dated documentation of

Medium limpact BCS BES-Cyber
Systems-at Control Centersand their
associated:

associated with a recovery plan
test or actual recoveryor
document the absence of any
lessonslearned;

identified deficiencies orlessons
learned for each recovery plan
test or actual incident recovery
or dated documentation stating

1. EACMS; and
2. PACS 3.1.2. Update the recovery plan based there were no lessons learned;
on any documented lessons Dated and revised recovery plan
learned associated with the showingany changes based on
plan; and the lessonslearned;and
3.1.3. Notifyeach person or group Evidence of plan update

witha definedroleinthe
recovery plan of the updates to
the recovery plan based on any
documentedlessonslearned.

distributionincluding, but not
limited to:
e Emails;

e USPS or other mail service;

e Electronicdistribution
system; or

e Trainingsign-insheets.
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3.2

CIP-009-

Applicable Systems

High fimpact BCSBES-CyberSystems
and their associated:
1. EACMS; and

2. PACS

Medium timpact BCSBES-Cyber
Systems at Control Centersand their
associated:

1. EACMS; and
2. PACS

Requirements

No later than 60 calendar days aftera
change to the roles or responsibilities,
responders, or technology that the
Responsible Entity determines would
impact -the ability to execute the
recovery plan:

3.2.1. Update the recovery plan; and

3.2.2. Notifyeach person or group
with a definedroleinthe
recovery plan of the updates.

Table R3 — Recovery Plan Review, Update and Communication

Measures

AneExamples of evidence may
include, but is-are not limited to, all
of the following:

1. Dated and revised recovery
plan with changes to theroles
or responsibilities,
responders, or technology;
and

2. Evidence of plan update
distributionincluding, but not
limited to:

e Emails;
e USPS or other mail service;

e Electronicdistribution
system; or

e Training sign-insheets.
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C. Compliance

1. Compliance Monitoring Process:

1.1.

1.2

1.3.

1.4.

Compliance Enforcement Authority:

As definedinthe NERC Rules of Procedure, “Compliance Enforcement Authority” (CEA) means
NERC or the Regional Entity intheir respective roles of monitoring and enforcing compliance
with the NERC Reliability Standards.

Evidence Retention:

The followingevidence retention periodsidentify the period of time an entityis required to
retain specificevidence to demonstrate compliance. Forinstanceswhere the evidence
retention period specified below is shorterthan the time since the last audit, the CEA may ask
an entity to provide other evidence to show that it was compliant for the full time period since
the last audit.

The Responsible Entity shall keep data or evidence to show compliance as identified below
unlessdirected by its CEA to retain specificevidence fora longer period of time as part of an
investigation:

e Each Responsible Entity shall retain evidence of each requirementin this standard for three
calendar years.

e |f aResponsible Entityis found non-compliant, itshall keep information related to the non-
compliance until mitigationis complete and approved or for the time specified above,
whicheverislonger.

e The CEA shall keepthe last audit records and all requested and submitted subsequentaudit
records.

Compliance Monitoring and Assessment Processes:
Compliance Audits

Self-Certifications

Spot Checking

Compliance Investigations

Self-Reporting

Complaints

Additional Compliance Information:

None
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2. Table of Compliance Elements

Lower VSL

Violation Severity Levels (CIP-009- )

Moderate VSL

High VSL

Severe VSL

R1 N/A

The Responsible Entity’s
Fesdevelornadracsveny
plan{s}buttheplan(s) de
did not address one of the
requirementsincludedin
Parts 1.2 through 1.5.

The Responsible Entity has
develesedrecevany
plan{s}buttheplan(s) de
did not address two of the
requirementsincludedin
Parts 1.2 through 1.5.

The Responsible Entity has-did not
created recovery plan(s) for BES

EyberApplicable Systems.
OR

The Responsible Entity has

creshodrecevershaale-forBES
CyberSystems;buttheplan(s)
dees-did not address the
conditions for activation in Part
1.1.

OR

The Responsible Entity has

eroptodrosaverslaalolfor RS
EyberSystems;butthe-plan(s)
dees-did not address three or
more of the requirementsin Parts
1.2 through 1.5.

R2 The Responsible Entity
has-did not tested the
recovery plan(s)
according to R2-Part 2.1
within 15 calendar
months, not exceeding
16 calendar months

The Responsible Entity has
did not tested the
recovery plan(s) within 16
calendar months, not
exceeding 17 calendar
months between tests of
the plan. (Part 2.1)

The Responsible Entity
has-did not tested the
recovery plan(s)
according to R2-Part 2.1
within 17 calendar
months, not exceeding 18
calendar months between

The Responsible Entity has-did
not tested the recovery plan(s)
according toR2 Part 2.1 within 18
calendar months between tests
of the plan. (Part 2.1)

OR
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Lower VSL

Violation Severity Levels (CIP-009- )

Moderate VSL

High VSL

Severe VSL

between tests of the
plan(s).(Part 2.1)

OR

The Responsible Entity
has-did not tested a
representative sample
of the information used
in the recovery of BES
EyberApplicable System
functionality according
to R2-Part 2.2 within 15
calendar months, not
exceeding 16 calendar
months between tests.
(Part 2.2)

OR

The Responsible Entity
hasdid not tested the
recovery planaccording
to R2-Part 2.3 within 36
calendar months, not
exceeding 37 calendar
months between tests.
(Part 2.3)

OR

The Responsible Entity kas
did not tested a
representative sample of
the informationusedin
the recovery of BES
EyberApplicable System
functionality according to
R2-Part 2.2 within 16
calendar months, not
exceeding 17 calendar
months between tests.
(Part 2.2)

OR

The Responsible Entity has
did not tested the
recovery planaccording to
R2-Part 2.3 within 37
calendar months, not
exceeding 38 calendar
months between tests.
(Part 2.3)

tests of the plan. (Part
2.1)

OR

The Responsible Entity
has-did not tested a
representative sample of
the information usedin
the recovery of BES-Cyber

Applicable System
functionality according to

R2-Part 2.2 within 17
calendar months, not
exceeding 18 calendar
months between tests.
(Part 2.2)

OR

The Responsible Entity
has-did not tested the
recovery planaccording
to R2-Part 2.3 within 38
calendar months, not
exceeding 39 calendar
months between tests.
(Part 2.3)

The Responsible Entity has-did
not tested a representative
sample of the informationusedin
the recovery of BES

EyberApplicable System
functionality according to R2-Part

2.2 within 18 calendar months
betweentests. (Part 2.2)

OR

The Responsible Entity has-did
not tested the recovery plan(s)
according to R2-Part 2.3 within 39
calendar months between tests
of the plan(s). (Part 2.3)

R3 | The Responsible Entity
has-did not notifyied
each person or group

The Responsible Entity has
did not updateéd the
recovery plan(s) based on

The Responsible Entity has
neitherdocumented
lessons learned nor

The Responsible Entity has
neitherdocumentedlessons
learned nor documented the
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Lower VSL

Violation Severity Levels (CIP-009- )

Moderate VSL

Severe VSL

witha definedrolein
the recovery plan(s) of
updates within 90 and
lessthan 120 calendar
days of the update being
completed. (Part 3.1.3)

any documented lessons
learned within 90 and less
than 120 calendar days of
each recovery plan testor
actual recovery. (Part
3.1.2)

OR

The Responsible Entity has
did not notifyied each
person or group witha
definedroleinthe
recovery plan(s) of updates
within 120 calendar days of
the update being
completed. (Part 3.1.3)

OR

The Responsible Entity has
did not updated the
recovery plan(s) or notified
each person or group with
a definedrole within 60
and lessthan 90 calendar
days of any of the following
changes that the
responsible entity
determineswould impact

High VSL

documented the absence
of any lessons learned
within 90 and less than
120 calendar days -of each
recovery plantest or
actual recovery. (Part
3.1.1)

OR

The Responsible Entity has
did not updatedthe
recovery plan(s) based on
any documented lessons
learned within 120
calendar days of each
recovery plantest or
actual recovery. (Part
3.1.2)

OR

The Responsible Entity has
did not updatedthe
recovery plan(s) or notified
each person or group with
a defined role within 90
calendar days of any of the
following changesthat the
responsible entity
determines would impact

absence of any lessonslearned
within 120 calendar days of each
recovery plantest or actual
recovery. (Part 3.1.1)
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Lower VSL

Violation Severity Levels (CIP-009- )

Moderate VSL

the ability to execute the
plan: {32}

* Rolesorresponsibilities,
or

e Responders, or

e Technologychanges.

(Part 3.2)

High VSL

the ability to execute the

plan: {32}

* Rolesorresponsibilities,
or

e Responders, or

e Technologychanges.

(Part (3.2)

Severe VSL
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D. Regional Variances
None.

E. Interpretations
None.

F. Associated Documents

None.

Version History

Version Date Action Change Tracking
1/16/06 3/24/06

1 R3.2 — Change “Control Center” to

“control center.”

2 9/30/09 Modifications to clarify the
requirements and to bring the
compliance elementsinto conformance
with the latest guidelines fordeveloping
compliance elements of standards.

Removal of reasonable business
judgment.

Replacedthe RRO withthe RE as a
responsible entity.

Rewording of Effective Date.

Changed compliance monitor to
Compliance Enforcement Authority.

3 12/16/09 Updated Version Number from -2 to -3

In Requirement 1.6, deleted the
sentence pertainingto removing
component or system from servicein
order to perform testing, in response to
FERC orderissued September 30, 2009.

3 12/16/09 Approved by the NERC Board of
Trustees.

3 3/31/10 Approved by FERC.

4 1/24/11 Approved by the NERC Board of
Trustees.
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Version Date Action Change Tracking
5 11/26/12 Adopted by the NERC Board of Modified to
Trustees. coordinate with
other CIP
standards and to
revise format to
use RBS
Template.
5 11/22/13 FERC Order issued approving CIP-009-5.
6 11/13/14 Adopted by the NERC Board of Addressed FERC
Trustees. directives from
Order No. 791
6 1/21/16 FERC Order issued approving CIP-009-6.
Docket No. RM15-14-000

Draft 4 of CIP-009-7
August 2022

Page 22 of 28




Guidelinesand Technical Basis

Page 23 0f28



Guidelinesand Technical Basis

Page 24 0of28



Guidelinesand Technical Basis

Page 25 0f28



Guidelines and Technical Basis

4/14

1/1-1/14 . Complete Plan
Recovery operation Update Activities

(Actual or Exercise) \

[ \ |
(} 161 - 1i14i 1614 - 4i14 i
11 4/14

Page 26 0f 28



Guidelines and Technical Basis

1/1
Organization and
Technology Changes

3/1
Complete Plan
Update Activities

1/1-3/1
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